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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies (ISO
member bodies). The work of preparing International Standards is normally carried out through ISO technical
committees. Each member body interested in a subject for which a technical committee has been established has
the right to be represented on that committee. International organizations, governmental and non-governmental, in
liaison witf TSSO, alSo take part in the WOork. 1SU collaborates closely with the mternatonal Electrgtechnical
Commission (IEC) on all matters of electrotechnical standardization.

Internationgl Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part’3.

Draft Internptional Standards adopted by the technical committees are circulated to the mgmber bodies fpr voting.
Publicationjas an International Standard requires approval by at least 75 % of the member bodies casting a vote.

Attention is| drawn to the possibility that some of the elements of this part of ISO.11451 may be the dqubject of
patent rights. ISO shall not be held responsible for identifying any or all such patent-rights.

Internationgl Standard 1SO 11451-1 was prepared by Technical Committee ISO/TC 22, Road |vehicles,
Subcommitjee SC 3, Electrical and electronic equipment.

This second edition cancels and replaces the first edition (ISO 11451+1:1995), which has been technically fevised.

ISO 11451 |consists of the following parts, under the general“title Road vehicles — Vehicle test methods for
electrical disturbances from narrowband radiated electromagnetic energy:

— Part 1:|General and definitions

— Part 2:|Off-vehicle radiation sources
— Part 3:/On-board transmitter simulation
— Part 4:|Bulk current injection (BCI)

Annex A folms a normative part.of.this part of ISO 11451. Annex B is for information only.
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In recent years, an increasing number of electronic devices for controlling, monitoring and displaying a variety of
functions have been introduced into vehicle designs. It is necessary to consider the electrical and electromagnetic

environm

ent in which these devices operate.
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and radio-irequency disturbances occur during the normal operation ol many Rems of m
nt. They are generated over a wide frequency range with various electrical characteristics

d to on-board electronic devices and systems by conduction, radiation or both. Narrowb
 from sources on or off the vehicle can also be coupled into the electrical and electrgnic’syste
al performance of electronic devices. Such sources of narrowband electromagnetic- disturban
dios and broadcast transmitters.

acteristics of the immunity of a vehicle to radiated disturbances have to. be established.
various test methods for the evaluation of vehicle immunity characteristics)(not all methods ne
ehicle).

1 is not intended as a product specification and cannot function.as one (see A.1). Therefore
I the test severity level are given.

of this part of ISO 11451 specifies a general method for function performance status classifig
explains the principle of constant peak test level. Typical severity levels are included in an an
er parts of ISO 11451.

using the various parts of ISO 11451.

Immunity measurements of complete vehicles are generally able to be carried out only by the vehicle 1
for example, high costs of absorber-lined.shielded enclosures, the desire to preserve the secrecy of pr
ber of different vehicle models. 1ISO 11452 specifies test methods for the analysis of component immun
pd for supplier use.
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INTERNATIONAL STANDARD

ISO 11451-1:2001(E)

Road vehicles — Vehicle test methods for electrical disturbances
from narrowband radiated electromagnetic energy —

Part 1:

Gene

al and definitions

1 Scdg

This part

basic principles of the vehicle tests used in the other parts of ISO 11451 for determining the immunity o

cars ang
regardleq

The elec
frequenc
ISO 1144

2 Nor

The follo
this part
do not a
possibilit

referencgs, the latest edition of the normative document referred to applies. Members of ISO and IH

registers
IEC 6004

IEC 6009

3 Ter

For the p

pe

commercial vehicles to electrical disturbances from narrowband\radiated electromagng
s of the vehicle propulsion system (e.g. spark-ignition engine, dieselengine, electric motor).

y range (0,1 MHz to 18 000 MHz) is allowed for the immunity testing in this and the oth
1.

mative references

ving normative documents contain provisions which, through reference in this text, constitute p

of applying the most recent edjtions of the normative documents indicated below. R
of currently valid InternationakStandards.
0-161, International electroetechnical vocabulary — Electromagnetic compatibility.

0-726, Internationahelectrotechnical vocabulary — Transmission lines and waveguides.

ms andcdéfinitions

urpases of all parts of ISO 11451, the following terms and definitions apply.

3.1

electromagnetic compatibility

EMC

of 1ISO 11451 specifies general conditions, defines terms, gives practical guidelines and establishes the
f passenger

tic energy,

romagnetic disturbances considered are limited to continuous.narrowband electromagnetic fig¢lds. A wide

er parts of

rovisions of

Df ISO 11451. For dated references, subsequent amendments to, or revisions of, any of these publications
pply. However, parties to agreements (based on this part of ISO 11451 are encouraged to investigate the

or undated

FC maintain

ability of equipment or system to function satisfactorily in its electromagnetic environment without introducing
intolerable electromagnetic disturbance to anything in that environment

[IEC 600

50-161]
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3.2

electromagnetic disturbance
any electromagnetic phenomenon which may degrade the performance of a device, equipment or system, or
adversely affect living or inert matter

EXAMPLES

[IEC 60050-

3.3

An electromagnetic disturbance may be an electromagnetic noise, an unwanted signal or a change in the
propagation medium itself.

161]

electromag
EMI

degradatiorn
disturbance

NOTE L

[IEC 60050

3.4
degradatio
undesired
performanc

NOTE )

[IEC 60050

3.5

immunity (
ability of a
disturbance

[IEC 60050

3.6
(electroma]
inability of
disturbance

qg

N

NOTE
[IEC 60050

3.7
immunity |

netic interrerence

of the performance of equipment, transmission channel or system caused by ~electro

he English words “interference” and “disturbance” are often used indiscriminately.

161]

h (of performance)
Heparture in the operational performance of any device, equipment or system from its

a)

he term “degradation” can apply to temporary or permanent failure.

161]

o adisturbance)
device, equipment or system to perform‘without degradation in the presence of an electrg

161]

hnetic) susceptibility
h device, equipment ar'system to perform without degradation in the presence of an electro

busceptibility is the Jack of immunity.

161]

magnetic

intended

magnetic

Imagnetic

by el

maximum |

cvetof a giverT efectromagnetic aisturiyarnce Mcident oM a particutar device, equipient or s

which it remains capable of operating at a required degree of performance

[IEC 60050-

3.8
narrowban

161]

d emission

emission which has a bandwidth less than that of a particular measuring apparatus or receiver

[IEC 60050-

161]

stem for
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3.9
broadband emission
emission which has a bandwidth greater than that of a particular measuring apparatus or receiver

[IEC 60050-161]

3.10

(electromagnetic) radiation

phenomenon by which energy in the form of electromagnetic waves emanates from a source into space; energy
transferred through space in the form of electromagnetic waves

NOTE By extensiorn, e term “eiecCtromagnetiC radlation™ sometimes also Covers Inauction pnenomerid.

[IEC 60050-161]

3.11
coupling
means of device for transferring power between systems

NOTE Adapted from IEC 60050-726.

3.12
standind wave ratio
SWR
voltage $tanding wave ratio
VSWR
ratio, alopg a transmission line, of a maximum to an adjacent minimum magnitude of a particular field cqmponent of
a standing wave

NOTE Adapted from IEC 60050-726.

3.13
polarizafion (of wave or field vector)
property jof sinusoidal electromagnetic wave orfield vector defined at a fixed point in space by the dirgction of the
electric field strength vector or of any specified\field vector, when this direction varies with time

NOTE 1 | The property may be characterized by the locus described by the extremity of the considered field vectq

=

NOTE 2 | Adapted from IEC 60050-726.

3.14
shielded| enclosure
screene@ room

mesh or |[sheet metalliccheusing designed expressly for the purpose of separating electromagnetically|the internal
and extefnal environment

[IEC 60050-161]

3.15
ground (reference) plane
flat conductive surface whose potential is used as a common reference

[IEC 60050-161]

3.16

current probe

device for measuring the current in a conductor without interrupting the conductor and without introducing
significant impedance into the associated circuits

[IEC 60050-161]
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3.17

dual directional coupler
four-port device consisting of two transmission lines coupled together in such a manner that a single travelling
wave in any one transmission line will induce a single travelling wave in the other, the direction of propagation of
the latter wave being dependent upon that of the former

NOTE

3.18
absorber-li

Adapted from IEC 60050-726.

ned shielded enclosure

shielded enclosure/screened room with radio frequency-absorbing material on its internal ceiling and walls

NOTE L

3.19

bulk current

total amoun

3.20
amplitude
AM
process by

3.21
forward poj
power supp

3.22
reflected p
power refle

3.23
net power
forward poy
3.24
transmissi
TLS
field-geners

EXAMPLES

4 Gene

The test m

he common practice is for the room to have a metallic floor, but absorbing material may also be useg~on

t of common mode current in a harness

modulation

which the amplitude of a carrier wave is varied following a specified law, resulting in an AM sig

wer
lied by the output of an amplifier or generator

bwer
Cted by the load due to impedance mismatch between the transmission line and the load

ver minus reflected power

DN line system
ting device that workssin,a similar way to a TEM (transverse electromagnetic) wave generator

Stripline, TEM cell} parallel plate.

ral aim@and practical use

ethods, procedures, test instrumentation and levels specified in 1SO 11451 are intended to

vehicle spe

CifiCation for electrical disturbances by narrowband radiated electromagnetic energy. A basis is

the floor.

hal

facilitate
provided

for mutual
restrict.

agreement between vehicle manufacturers and component suppliers intended to assist ra

her than

Certain devices are particularly susceptible to some characteristics of electromagnetic disturbance, such as
frequency, severity level, type of coupling or modulation.

Electronic devices are sometimes more susceptible to modulated, as opposed to unmodulated, radio-frequency
(RF) signals. The reason is that high-frequency disturbances may be demodulated by semiconductors. In the case
of unmodulated signals, this leads to a continuous shift of, for example, a voltage; in the case of amplitude-
modulated signals, the resulting low-frequency fluctuations may be interpreted as intentional signals (e.g. speed
information) and therefore disturb the function of the device under test more severely.
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A single standard test may not reveal all the needed information about the device under test. It is thus necessary
for users of ISO 11451 to anticipate the appropriate test conditions, select applicable parts of ISO 11451 and define
function performance objectives. The main characteristics of each test method in 1ISO 11451-2 to ISO 11451-4 are
presented in Table 1.

Table 1 — Main characteristics of test methods in 1SO 11451

Applicable Test severity
Part of ISO 11451 frequency range Coupling to: parameter and Provisions
MHz unit
ISO 1J1451-2 0,1to 18 000 Device under test | Electric field (V/m) | Absorber-lined.shielded
Off-vghicle radiation and wiring harness enclosure.required
source
ISO 1J1451-3 1,8to 1 300 Device under test Power (W) Absorber-lined shielded
On-bgard transmitter and wiring harness enclosure recommended
simulftion
ISO 1451-4 1 to 400 Wiring harness Current (mA) Shielded enclgsure
Bulk ¢urrent injection(BCI) recommended

5 General test conditions

5.1 Ganeral

Unless otherwise specified, the following test conditions arg common to all parts of ISO 11451:
— test femperature;

— supply voltage;

— modylation;

— dwell time;

— freqliency steps;

— definition of test severity level;

— test pignal quality.

NOTE The'use of the same parameters as those used for the component test methods given in the corresporjding parts of
ISO 11452 will"achieve better correlation.

5.2 Test temperature

Heat is generated in the test facility when the vehicle is operated during the performance of the test. Sufficient
cooling shall be provided to ensure that the engine does not overheat.

The ambient temperature during the test shall be (23 £ 5) °C. If another value is agreed by users of ISO 11451, the
value shall be recorded in the test report.

© ISO 2001 - All rights reserved 5
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5.3 Supply voltage
For tests that require the vehicle engine to be running, the electrical charging system shall be functional. For tests

where the vehicle engine is not required to be running, unless other values are specified in the test plan, the battery
voltage shall be maintained above 12 V for 12 V systems and above 24 V for 24 V systems.

5.4 Modulation

The characteristics of the devices under test determine the type and frequency of modulation to be used. If no
values or specific modulation techniques are agreed between the users of ISO 11451, the following shall be used:

— unmodplated sine wave (CW);

— sine wave amplitude modulated (AM) by 1 kHz sine wave at 80 % (see annex B).

5.5 Dwell time

At each frequency, the device under test shall be exposed to the test level for the minimum response timg needed
to control it] In all cases, this exposure time shall be no less than 1 s.

5.6 Frequency step sizes

All tests in IISO 11451 shall be conducted with linear frequency step siz€s'no greater than those given in Table 2, or
in logarithmic frequency steps with the same minimum number of steps in each frequency band. The step sizes
agreed upoh by the users of ISO 11451 shall be documented in the*test report.

Table 2 — Frequency step sizes

Frequency band Maximum fr_equency
step size

MHz MHz
>0ltog1 0,1
>/1to <10 1
>10 to < 200 2

> 200to < 1 000 20
>1 000 to < 18 000 200

If it appearg that.the susceptibility thresholds of the device under test are very near to the chosen test leyel, these
frequency gtep sizes should be reduced in the frequency band concerned in order to find the minimum
susceptibility thresholds.

5.7 Definition of test severity levels

The user should specify the test severity level or levels over the frequency range. The concept of function
performance status classification is detailed in annex A. For both the substitution and closed loop levelling
methods, and for tests with unmodulated and amplitude modulated signals, the test severity levels of 1ISO 11451
(electric field, current or voltage) are expressed in terms of the equivalent root-mean-square level value of the
unmodulated wave.

6 © 1SO 2001 — Al rights reserved
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Both these methods use a constant peak test level for tests with unmodulated and amplitude modulated signals.
The relationship between amplitude modulated net power and unmodulated net power results from this principle
(see annex B).

Pam

where

EXAMPLHE
with a 28

6

In the fr¢quency range limited by the bandwidth of both the amplifier_and the antenna (transducer)

amplifier foutput harmonics content (up to the fifth harmonic) shall be limited to — 12 dB relative to the ¢
unless ofherwise specified for a particular test method or in the test plan. This characteristic is to be
during cdlibration testing.

7 Tegt procedure

7.1 Tept plan

Prior to gerforming the tests, a test plan shall"be“drawn up which shall include:

— vehigle test severity levels;

— vehigle/component monitoringconditions;

— freqliency band(s);

— met:rod(s) to be used;

— vehigle mode of ‘gperation;

— vehigle aceeptance criteria;

— polafization;

Pam

=[(2+m2)/2(1+m)2] Pew

is the amplitude modulated net power;

Pcw

m

Inst

is the unmodulated net power;

is the modulation index (0 < m< 1).

rumentation — Test signal quality

vehicle orientation;

ante

nna location;

test report content;

any special instructions and changes from the standard test.

Some of the above items might not be applicable to all test methods.

© ISO 2001 - All rights reserved
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7.2 Test

7.2.1 Gen

-1:2001(E)

methods

eral

CAUTION — Hazardous voltages and fields can exist within the test area. Take care to ensure that the
requirements for limiting the exposure of humans to RF energy are met.

The following two methodologies are used in certain parts of ISO 11451.

7.2.2 Sub

stitution

The substitlLtion method is based upon the use of net power as the reference parameter for calibratiop.an

With this m
actual testin

The test is
in the test p

Measuremsd
well as by
a limit of a
indicated in

If the stand
parameter {

The net po
following fo

Pret =

where

I:)net cal

ItSS

cal

k

ethod, the specific test level (electric field, current, voltage or power) shall be calibratedpr
g.

tonducted by subjecting the vehicle to the test signals based on the calibrated valyes as prede
lan.

nts using the substitution method can be affected by coupling between.the antenna and the \
bflected energy. During the test, the net power shall be maintained relative to the calibration p
P dB increase in forward power. If the forward power has to be increased by 2 dB or more, thig
the test report.

ng wave ratio (SWR) in the test system is less than 1,2:1, forjvard power may be used as the
D establish the test level.

ver required to provide a specific test signal relative~to a calibration level can be obtained

mula :
]k

is the net power by calibration;

|

tss

Pnet cal ( |
cal

is the test signal severity level;
is the calibration-level;

is a facter;, equal to 1 for power test levels, and equal to 2 for electric field, current or vo
levels-

d testing.
or to the

termined

ehicle as
bint up to
5 shall be

eference

from the

tage test

7.2.3 Clo

seehloop levelling

During actual testing with the vehicle, the test level (electric field, voltage, current or power) is measured using a
calibrated device and fed back to the signal generator in order to either increase or decrease the test level until the
predetermined level is achieved.

7.3 Calibration

Calibration shall be performed in accordance with the requirements of each individual test method. The test level
versus frequency data shall be established using an unmodulated sine wave signal. The method and results for
each calibration shall also be documented in the test report.

© 1SO 2001 — All rights reserved
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7.4 Vehicle immunity measurement

The test procedure shall be carried out as follows.

a) At each frequency, increase the level, linearly or logarithmically, up to the chosen test level. The rate of
increase of the test level shall be controlled so that excessive overshoot does not occur. The test level

parameter is field strength, voltage, current or power, as applicable to the particular test.

b) Maintain the test level for the minimum response time needed to exercise the vehicle (exposure time shall be
1 s minimum).

c) Decilease the test level by at least 20 dB before moving to the next frequency. The rate of decrease of the level
shal| be controlled to avoid unreproducible susceptibilities.

NOTE Turning off the signal generator can cause unrepeatable susceptibilities of the vehicle under test.

d) Movg to the next frequency.

7.5 Tepstreport

As requied by the test plan, a test report shall be submitted detailing information regarding the test equipment, test
site, test|set-up, systems tested, frequencies, power levels, system interactions and any other informafon relevant
to the teqt.

© ISO 2001 - All rights reserved 9
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Annex A
(normative)

Function performance status classification

A.1 General

This annex
automotive
appropriate
the individu

It must be
parts of IS
would be §
design for g

It should al
one. It shol
no specific
manufactur
between m
This annex
influence of]

A.2 Esse

A.2.1 Gerj

Three elements are required to detefmine an FPSC (see A.2.2 to A.2.4). These may be applig

electromag

A.2.2 Tes

This eleme
usually refe

A.2.3 Funlctional'status classification

electronic devices when using the test methods and under the test conditions given inA4SO 11
test signals and methods, functional status classification and test signal severity levels.are sp
bl parts of ISO 11451.

bmphasized that vehicles shall only be tested under those conditions, as specified in the af
11451, which represent the simulated automotive electromagnetic environments to which thg
Ubjected were they in actual use. This will help to ensure a technicallyand economically
otentially susceptible components and systems.
50 be noted that this annex is not intended to serve as a produet specification and cannot fu
Id be used in conjunction with a test procedure specified inthe/relevant part of ISO 11451. T|
values for the test signal severity level are included, since“they are to be determined by th
br and supplier. Nevertheless, by conforming to this annex, and by careful application and a
hnufacturer and supplier, the functional status requirements for a specific device can be de

the specified test signals.

ntial elements of function performance status classification

eral

hetic disturbance immunity test procedures given in ISO 11451.

f signal and method

Nt provides the reference to respective test signals applied to the vehicle for the chosen test n
I's to a specific'test procedure, i.e. to the appropriate parts of ISO 11451.

This elem

specifies a general method for the function performance status classification (FPSC) of the fur|\ctions of

451. The
ecified in

propriate
b devices
bptimized

nction as
herefore,
e vehicle
jreement
ermined.

can, in fact, serve as a statement of how a particular device could be expected to perform Under the

ed to all

hethod. It

re to an

nt~descrihes the r\pnrafinhnl status of the device order test rhlring and after exposu

electromagnetic environment.

Class A: all functions of a device or system perform as designed during and after exposure to a disturbance.

Class B: all functions of a device or system perform as designed during exposure; however, one or more of

them may go beyond the specified tolerance. All functions return automatically to within normal limits after
exposure is removed. Memory functions shall remain class A.

automatically to normal operation after exposure is removed.

10

Class C: one or more functions of a device or system do not perform as designed during exposure but return

© 1SO 2001 — All rights reserved


https://standardsiso.com/api/?name=9f58319a2a82fefa8a6e8a451c0aecdd

ISO 11451-1:2001(E)

— Class D: one or more functions of a device or system do not perform as designed during exposure and do not

return to normal operation until exposure is removed and the device or system is reset by a simple
“operator/use” action.

— Class E: one or more functions of a device or system do not perform as designed during and after exposure
and cannot be returned to proper operation without repairing or replacing the device or system.

A.2.4 Test severity level

This element contarns the specification of the severlty level of essentlal test parameters The test signal severity
level is t Py a given test
method. [The devrce under test shall perform accordrng to its classification of functronal status durrng and after the
test. Typ|cal severity level selection tables are included in annexes to the parts of ISO 11451. If theyvallies listed in

an anney are determined to be inappropriate, a new value shall be agreed between manufacturer,and supplier, and
shall be lecorded in the test report.

A.3 lllystration of function performance status classification

Tables irf an annex to each of the other parts of 11451 give the suggested testevels and the frequendy bands, as
per Tablgs A.1 and A.2.

Table A.1 — Suggested test severity levels: schéme of presentation

Test severity level Valuédelg. VIm, mA, W)
|
1]
11
\Y%
v Specific val_ue agreed between the users of this part of
ISO 11451 if necessary.

Table A.2 — Frequency bands

Freguency band Frequency range
MHz
F1 >.to<..
E2 >.to<..
F3 > .. to<
EF4 >, to<.....
F5 > to<....

© 1SO 2001 - All rights reserved 11


https://standardsiso.com/api/?name=9f58319a2a82fefa8a6e8a451c0aecdd

