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ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies

(1ISO member bodies).

The work of preparing International Standards is normally carried out through

ISO technical committees. Each member body interested in a subject for which a technical committee has
been establlshed has the right to be represented on that commlttee Internatlonal orgamzatlons governmental

and[T
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rnational Electrotechnlcal Commission (IEC) on aII matters of eIectrotechmcaI standardization.

main task of technical committees is to prepare International Standards. Draft Internationa
bted by the technical committees are circulated to the member bodies for voting. Public
rnational Standard requires approval by at least 75 % of the member bodies ‘Casting a vote.

htion is drawn to the possibility that some of the elements of this document may be the subjq
s. ISO shall not be held responsible for identifying any or all such patent rights.

11064-5 was prepared by Technical Committee ISO/TE 159, Ergonomics, Subcomm
bnomics of human-system interaction.

11064 consists of the following parts, under the general title Ergonomic design of control centr
Part 1: Principles for the design of control centres
Part 2: Principles for the arrangement of control suites
Part 3: Control room layout

Part 4: Layout and dimensions of workstations

Part 5: Displays and confrols

Part 6: Environmental\requirements for control centres

Part 7: Principles for the evaluation of control centres

ely with the

national Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

Standards
ption as an

ct of patent

ittee SC 4,
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Introduction

This part of ISO 11064 presents principles and processes to be adopted when designing the human-system
interface of a control centre. These interface considerations are relevant for operators, supervisors and
maintainers of systems. It is intended for use by individuals such as project managers, purchasers, systems
designers, specifiers and those developing operator interfaces.

The purpoge of this part of ISO 11064 is to maximize the safe, reliable, efficient and comfortable~tus
displays anld controls in control centre applications. To this end, rules and recommendations based U

ergonomic

selectin

structu

establis

This part of
displays an
and display
requiremen
practice thg
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non-control
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requirir
can cg
damag
control

involvir
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indings are established for

g the appropriate display and control types,

ing and presenting information on screens and shared off-workstation displays, and

hing control and dialogue procedures.

ISO 11064 focuses on the main principles for the selection, design and implementation of con
i human-system interactions for control room operation and supervision. The wide range of co
s used in control rooms and the fast changes in technelogy make it impracticable to pro
s meeting all situations. The approach adopted here.«is'to identify general principles of ¢
t will need to be supported by information accessed from human factors publications and g

standards.

displays and controls in control centres differs from that typically found in offices and d
situations. Control centre activities are characterized by:

riven by externally controlled events.occurring within the process;

g an appropriate human response in real time — human reactions that are inadequate or too
use environmental damageg:serious personal injury (e.g. safety-critical situations), equipn
b, lost production, decreased output quality or pollution of the environment;

ing the dynamic behaviours of high-energy or hazardous physical and chemical processes;

g information derived from a variety of sources;

g the monitgring of many complex process variables typically presented via multiple parallel vi
Hitory deviees;

gteam work with resources both within and outside the control room.

e of
pon

rols,
htrol
vide
ood
ther

ther

late
hent

sual

For these reasons, the standards required in a control environment can need to be more stringent than those
of the typical office environment (i.e. as covered by ISO 9241).

Vi
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This part ISO 11064 defines principles and specifies requirements to be applied when determining the most
appropriate displays and controls for control room functions. Thus, the application of this part of ISO 11064
ought to be of benefit to operators, operating companies, equipment purchasers, interface designers,
manufacturers and engineering firms as outlined below.

— Operators and operating companies
Communication between operators and equipment will be more uniform across plants to which the

standard is applied. This can reduce training burdens and facilitate job rotations. Operator stress, and
situation-induced operator errors, can be reduced, thus improving operator efficiency and job satisfaction.

— |Purchasers of equipment
The buyer has standard criteria to use in judging and selecting any man-maching-intefface under
consideration and the material can be included in procurement requirements~ Tighteq control of
procurement offers project managers a reduction of risk.

— |Manufacturers of displays and controls

This part of ISO 11064 provides an agreed baseline from which mandfacturers can develop jand/or offer
products.

— |Engineering firms
Engineering firms or departments can reference a common set of guidelines and principles in the

selection and application of displays and controls to fit ‘their particular needs. This part of ISO| 11064 also
offers engineers and product developers advice in thédesign of displays and controls.

© ISO 2008 — All rights reserved vii
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INTERNATIONAL STANDARD ISO 11064-5:2008(E)

Ergonomic design of control centres —

Part 5:
Displays and controls

SAKETY PRECAUTIONS — Many of the topics covered by this part of 1ISO11064| relate to
saféty-critical matters. It may be advisable to seek professional advice in the -interpretation of
requirements and the selection of appropriate solutions.

1 |Scope

Thig part of ISO 11064 presents principles and gives requirements¢and recommendations fpr displays,
controls, and their interaction, in the design of control-centre hardware and software.

2 [Normative references

The| following referenced documents are indispensable’for the application of this document] For dated
references, only the edition cited applies. For undated references, the latest edition of the| referenced
docpiment (including any amendments) applies.

1ISO|9241-12, Ergonomic requirements for office work with visual display terminals (VDTs)|— Part 12:
Presentation of information

ISO|11064-1, Ergonomic design of contrel centres — Part 1: Principles for the design of control ceptres
ISO|11064-7, Ergonomic design oficohtrol centres — Part 7: Principles for the evaluation of contro| centres

ISO| 13407, Human-centred design processes for interactive systems

3 |Terms and definitions
For [the purposes.of this document, the following terms and definitions apply.

3.1
alarm
high priority alert used to attract the operator’s attention to important deviations or abnormal events in system
operation

3.2
alert
method by which operators are notified of system events requiring a reaction or response

3.3
analogue display
display in which the status information is shown as a function of length, angle or other dimension

NOTE 1 In the case of visual displays, the information may be shown as a function of pointer deflection, length of a bar
graph, or similar visual quantity.

© 1SO 2008 — Al rights reserved 1
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NOTE 2

EXAMPLE

Adapted from ISO 9355-2:1999, definition 3.8.

A physical variable (e.g. temperature) is represented by a bar. Its length corresponds to the current value

of the variable.

3.4
brightness

attribute of visual sensation associated with the amount of light emitted from a given area

NOTE

3.5

It is the subjective correlate of luminance. See ISO/CIE 8995-1.

code
technique f
techniques

[1SO 9241-1

3.6

coding
procedure
alphabet

NOTE 1
and the kindg

EXAMPLE

3.7
control, ve

br representing information by a system of alphanumeric characters, graphical symbols.Qnrvi
e.g. font, colour or highlighting)

2]

vithin the design process by which categories of information are allocated to elements of a
hese categories of information include the operation modes of machines*(i.e. ON, OFF, standby, in al
of media within the pipes or vessels of a plant.

Alphabet, shape, colour or size.

b

purposeful action to affect an intended change in the systemsor equipment

EXAMPLE
3.8
control, no
device that
NOTE K
EXAMPLE
3.9

Adjusting set-point, changing the operation mode from ON to OFF.

N
Hirectly responds to an action of the_operator, e.g. by the operator applying pressure

ee also process control (3.25),

Push button, mouse, traek’ ball.

control rogm

core functig
carry out ce

[ISO 11064

nal entity, and its associated physical structure, where control room operators are statione|
ntralized control, monitoring and administrative responsibilities

3]

3.10

sual

ode

arm)

d to

control room operator
individual whose primary duties relate to the conduct of monitoring and control functions, usually at a control
workstation, either on their own or in conjunction with other personnel both within the control room or outside

[1SO 11064-

3.11

3]

control workstation
single or multiple working position, including all equipment such as computers and communication terminals
and furniture at which control and monitoring functions are conducted

[ISO 11064-

3]

© 1SO 2008 — All rights reserved
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3.12
data
raw material from which a user extracts information

NOTE “Data” can include numbers, words and/or pictures, such as a view out of a window.
3.13
digital display

display in which the information is shown in numerical code

[EN 894-2]

device for presenting information that can change with the aim of making things- visible,| audible or

basic component used to make up formats such as abbreviations, labels, items, symbols, |coding and

NOTE If the initial status is not displayed (i.e. it is normal), an event will be perceived as the occurrencg of a defined

pictprial display of infermation on visual display units (VDU) such as message text, digital pfesentation,
symbols, mimics, bar)chart, trend graphics, pointers, multi-angular presentation

[IEG 60964]

NOTE For the purposes of ISO 11064, this term also covers auditory displays.

3.18

human-system interface
HIS

human-machine interface
HMI

all matters and procedures of a machine (or system) available for interaction with its (human) users

© 1SO 2008 — Al rights reserved 3
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3.19

information
anything which is not known by a person in advance

NOTE 1

NOTE 2

NOTE 3

Information is extracted from data (3.12).

Knowledge is required to interpret information.

One example of another definition of information is “commodity that reduces the uncertainty”. The definition

used for the purposes of this part of ISO 11064 is essential for allocating the appropriate importance or quality value to
display elements.

3.20

interaction

dialogue

exchange ¢f information between a user and a system via the human-system interfaceto-achieve| the
intended gagal

3.21

mimic

mimic displlay

mimic diagram

simplified graphical depiction of a system by presenting its components anddheir interrelationships

EXAMPLE Piping diagram, rail network or road network.

3.22

monitoring

activity for the purpose of detecting deviations from normal eperation (by checking variables, or their coprse
against limits, trends or the values of other variables) to enable timely and appropriate action for response
NOTE Nonitoring of the process is performed either by(@human being and/or by a control system.

3.23

overview display

high-level apstraction, or low level of detail; of-the system status, covering the areas of responsibility

NOTE An overview display supports ‘eontrol room personnel in obtaining an overall view of systems statup by
bringing to their attention significant changes in system conditions and presenting those that are important.

3.24

page

defined set pf informationthat is intended to be displayed on a single display screen

NOTE1  Hased on NUREG-0700 ['4l

NOTE 2 A window may form an entire page where it fills a single display screen. See Figure 1.

3.25

process control

monitoring and manipulation of variables influencing the behaviour of a process to conform to specified
objectives

NOTE 1 Operators use displays and controls in executing their activities of monitoring, control, and system
management.

NOTE 2  Process control is accomplished by regulation or manipulation of variables influencing the conduct of a

process in su

ch a way as to obtain a product of desired quality and quantity in an efficient manner [3],

© 1SO 2008 — All rights reserved
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3.26
status
state

disti

NOTE

nct condition of an object

» o«

The object can be a system, a process unit, a machine, etc. Conditions can be operation modes — either

normal (e.g. “on”, “closed”, “standby”) or abnormal (e.g. “disturbed”). They may be determined by checking values of
variables against limits (e.g. “too high” or “high alarm”).

3.27

human activities required to achieve a goal

NOTE 1  Adapted from ISO 9241-11:1998, definition 3.9.

NOTE 2  The task is accomplished by means of (several) jobs. The goal is speeified by the organization re
the hluman-machine system.

EXAMPLE Process control that pursues the goal of safe and econamicroperation of a production plant
safely for a transportation system.

3.29

visyal display

display (in the sense of format) providing visual presentation of data, mappings or videos

NOTE Visual displays are classified in accordance” with the presentation mode of single data (anal
digitpl, hybrid) of a single datum. Complex data can/be presented in graphic or alphanumeric dimension (2D,
a relation between time of view and time presented\(“predictive” or “quickened” display).

3.3¢

window

indgpendently controllable area on\the display screen used to present objects and/or conduct a d
a uger

[1ISQ 9241-16]

raduations, or

sponsible for

br passenger

bgue, binary,
BD) providing

alogue with

© 1SO 2008 — All rights reserved
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Key
1 display s
2 display
3 page (eV
4  window
5 format (g
6 element
Figure
4 Princ
Principles fi
use in systg

three categ

genera

display
control

While many

| principles (Tablet; principles 1 to 8);

JJ

creen

erything presented on a single display screen)

a single window can occupy an entire display screen)
.g. mimic, bar chart, trend curve)

e.g. icon, label)

1 — Relationship between display, display sereen, page, windows, format and elements

ples

ms design, display design and interaction (or dialogue) design. These principles are grouped
Dries:

Lrelated pringiples (Table 2, principles 9 to 14);
and interaction-related principles (Table 3, principles 15 to 24).

of) these principles are of general applicability in the domain of ergonomics, they have K

br the ergonomic design of human-system interfaces, presented in Tables 1 to 3, are intended for

into

een

selected because of their particular relevance to confrol room design. For example, many are equally
applicable to office design, though the consequences of not applying them are unlikely to have the same
safety implications to be found in control rooms. The principles have been grouped such that the earlier ones
concern wider considerations, whereas those which follow are more specific. Inevitably, there are some
overlaps between different principles and their associated key questions — this does not detract from any
underlying need to meet the recommendations and requirements presented.

The “examples of key questions” in the tables are offered as examples of the type of features to be sought
when checking to see whether the principles have been met. They are not to be interpreted as requirements.

Specific guidance on application of the principles is presented in Annex A.

© 1SO 2008 — All rights reserved
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5 Process for display and control specification

5.1 Design process

The design process shall take account of earlier decisions concerning task synthesis, staff numbers,
workstation numbers and previously developed team working, in accordance with 1SO 11064-1 and
ISO 13407. These shall form the basis for the development of the control interfaces, although the original
assumptions could need to be revisited as the detailed control and display design develops.

5.2 Design team and competencies

Displays and controls shall be designed by a multi-disciplinary team that includes representalives of the
follgwing groups:

a) |human factors;

b) [users;

¢) [human interface designers;
d) |application specialists;

e) |documentation authors;

f) |quality assurance personnel.

Future users are to be involved in the design process and testing of the developing interfacge proposals
through

— |being kept informed from the outset of the.control-display design process, and
— |being encouraged to contribute with-their experience and their expectations,

as darly in the process as is practicable.

5.3| Evaluation

Design results shall beCeyaluated during each of the design steps described in 5.5. For this plirpose, it is
recgmmended that early*sketches, prototypes, and mock-ups be applied for each step.

The| framework.for “assessing usability presented in 1ISO 9241-11 may be used to form the basis of user
ass¢ssments; although it does not address the safety-critical elements associated with coptrol rooms
(e.g} situational awareness and team working).

The| averall approach to the control-display design concept should be revised in the light of the findings from
the Usertestsfriats—The fottowing Triteriammay beusedfor prioritizing suchchanges:

— must be changed, e.g. unsafe;

— sub-optimal but acceptable — there are better solutions, e.g. quicker handling.

When alternative operating systems are being reviewed, these shall be judged against ergonomic control,
display and interaction requirements (see Clause 4). They should also be checked to see whether the
operator system can be configured to cope with all the display formats and interactions, qualitatively as well as
quantitatively.

For more information on evaluation issues, refer to ISO 11064-7.
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5.4 Iteration

The results emerging from each design step (see 5.5.) should be checked. Steps should be repeated to
remove the reasons for inconsistency and/or incompatibility with the general principles presented in Table 1.

5.5 Design process steps

The seven-step design process for display and control specification shown in Figure 2 is followed by a brief
description of each step.

Task analysis
Task synthesis
—_————

Workload estimates

Step 1 -
Information flow analysis between operator and system

General principles Step 2 -
— > Develop general approach to interface desSign:
Standards prepare outline project guidelines

Y

Operational scenarios
— »1 Step 3 - Develop initial interface concepts

Functional requirements

Users Step 4 -

|
Prototyping“and testing of initial interface concepts

Operational scenarios

\

Step 5 - Finalize project guidelines on interface design

\

Step 6 - Detailed design of control and display interface

Y

1ISO*11064-7

Qh:-p 7 - \erification and validation

Figure 2 — Process for display and control specification
Step 1 — Information flow analysis between operator and system

This step concentrates on the information flow necessary to undertake the control tasks. For this step, detailed
methods of presentation and possible options for technology are disregarded.
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Step 2 — Develop a general approach to the interface design

In this step, the overall framework is developed for the control display design. The process is used as the
basis for scoping the project guidelines for the interfaces to be developed in Step 5. This step will list the main
topics to be covered.

Step 3 — Develop initial interface concepts
This step involves the development of key elements of the interface to the point where they can be tested by

user trials. The proposed design would be expected to take account of the framework developed in Step 2, but
not to the extent of discarding more practical and effective solutions, should they emerge.

Step 4 — Prototyping and testing of initial interface concepts

At this stage of the human-computer interface development, the proposals developed dufing Step B are tested
priof to finalizing the project guidelines for interface design (Step 5).

Step 5 — Finalize project guidelines on interface design
During this step, the lessons learnt during the prototyping and testing (Step.4) are used. The final version of
the project guidelines will form the basis for the detailed design of the control display interface and|will include,
but hot be limited to, the following:
— |presentation of information;
— |control devices;

— |user guidance;

— |menu dialogues;

— |direct manipulation dialogues;
— |navigation;

— |alert management;

— |standards.

Step 6 — Detailed design of control and display interface

During this stage; the ergonomist will undertake the development of the emerging interface angl advise on
chapges and{compromises which could be necessary to achieve a successful implementation.

All design'decisions shall be documented together with the reasoning behind them.

Step 7 — Verification and validation

Verification and validation is an iterative process conducted throughout the stages of control and display
design and not just at the end of the process. See ISO 11064-7.

6 Alarms — High-level requirements and recommendations

The effective presentation of alarms is a vitally important issue in control centre design — particularly for those
control rooms with safety-critical responsibilities. The alarm-related requirements and recommendations

presented in this clause are grouped under “general”, “structuring”, “presentation”, “interaction and handling”,
and “documentation”.

© 1SO 2008 — Al rights reserved 17
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6.1 General

6.1.1  There shall be an alarm management process in place.

Alarm management should be an active process with specific responsibilities for such matters as monitoring
against key performance indicators, numbers of alarms, and implementing improvements in alarm

management.

6.1.2
disturbance

s and emergency situations shall be available and known by the operators.

Procedures that specify individual responsibilities for monitoring and controlling large process

Such proce
organized.

6.1.3 Thg
The design

unacceptab
capabilities

6.1.4 Opg¢rators shall receive instruction and systematic training in all realistic operational usage of]

alarm syste

NOTE 1
and well und

6.1.5 Al
commissior]

NOTE R
response by

6.1.6 Thg
performanc

NOTE 1
alarm manad

6.2 Strug

6.2.1 Thq

dures should ensure that work in the control room in critical situations will be effective and

alarm system shall be explicitly designed to take account of human factors and limitations.

should ensure that the alarm system remains usable in all process conditions; by checking
e demands are not placed on the operator by exceeding his/her perceptual and/or cogn

m.

he objective of such training is to ensure that the usage and funetionality of the alarm systems are far
prstood by operators.

blarm limit settings should be systematically determined and documented during systems deg
ing and operation.

roper alarm limit settings are important to ensure’that alarms are triggered early enough for effe]
pperators while minimizing the number of false alarms caused by overly tight alarm limits.

re shall be key performance indicators~(KPI), in respect of alarm management, against w
e can be measured

he measurement of alarm system performance is one of the most important factors contributing to effe
ement. KPI provide management with targets against which performance can be checked.

cturing

number of alarmi-messages for the same disturbance that are presented to an operator dy

that disturb

The use of gynamicimack-ups and prototypes of the alarm system may be adopted during the developme
the alarm slystem:,Rarticular attention needs to be paid to the tendency of the number of alarms to incre
over the plantlifecycle.

nce should bé.minimized to reduce operator overload.

well

that

itive

the

niliar

gn,

ctive

hich

ctive

ring

ht of
ase

6.2.2 Alarms shall be prioritized.

Alarms should be prioritized in accordance with the severity of the consequences of not responding
appropriately and with the time available for successful corrective action to be performed.

Alarm priorities should help the operator focus on the conditions that, if not corrected, will have the biggest
impact and aid him or her to give primary attention to those conditions that ought to be handled most urgently.

NOTE
the same tim

e in a disturbance, and to show especially urgent alarms to the operator during normal operation.

6.2.3 The priority of alarms shall be coded.

18

The purpose of prioritization is to help the operator to decide which alarms to deal with when several occur at
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This is to ensure that different priorities are, for example, visually separated in a way that makes it very quick
and easy to spot the most important alarms among the less important ones. Redundant codes (e.g. colour and
location) may be used for alarms that require rapid action.

6.2.4 Alarm suppression functions shall be included in the system.

NOTE The objective of alarm suppression is to ensure that the presented alarms are relevant to the operator's work
under the current process condition/state, and to avoid alarm flooding during process disturbances.

Alarm points should be determined to ensure that the operator can monitor and take appropriate action for
each category of alarm.

To ellchieve this, setpoints may be specified at conservative levels that are well within the actuallifits to allow
sufficient response time for operators and plant systems.

6.3| Presentation
6.3.1 Alarms for any shared systems in multiple-unit plants should be duplicated'in all control rogms.

Whe¢n an item of shared equipment is being operated from one control root; status displays or alarms should
alsd be provided in all other control rooms where the condition of the equipment is operationally relevant.

6.3.2 The alarm system should be context-sensitive.

Alarfqms should be designed so that they are worthy of operator attention in all plant states and operating
conglitions in which they are displayed.

6.3.3 Where operators are required to use a complex alarm system, an appropriate, separate overview
should be provided.

The]main alarm display should support the task, of monitoring and controlling the future behaviour|of the plant
by attracting the operator's attention towards process conditions that require assessment or actign. It should
sho only alarms that are relevant in the durrent process conditions.

6.3.4 Key alarms shall be shown in.overview displays that are permanently on view, with desighated alarm
aregs.

The| purpose of a key alarm display is to improve the management of alarm overloads. Alarm presentation
should not rely on alarmylists only to provide the operators with an alarm overview. Key alarm disglays ensure
both an information rate\and a presentation form that will remain manageable under all process copditions.

6.3.p Alarms should be integrated in process displays.

NOTE Combining relevant process and alarm information in the displays helps reduce the mental workload imposed
on operators.

3. udi unciati u u i W
6.3.6_—“Audible alarm annunciation should be used when new alarms appear

Audible annunciation should be used to notify the operator of the occurrence and importance of new alarms
that require his/her attention.

6.3.7 Special visual annunciation should be used for new alarms.

Visual coding should be used to attract the operator's attention towards new alarms and distinguish them from
alarms that have been accepted. For example, unacknowledged alarms might be coded by blinking indicators.
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6.3.8 Alarm information shall be informative and easy to understand.

NOTE

each alarm message.

6.3.9 Alarm information should be easily readable.

NOTE

correctly with a minimum of time and effort.

6.3.10 Necessary alarm information shall be available from all relevant workplaces.

This is to avoid misunderstandings and to minimize the time and effort required to understand the meaning of

Alarm messages that are clear, easy to read, and well structured will help the operator read each message

This is to er
responsibili
corrective o

6.3.11 Inc

NOTE T

An incoming alarm indication may not be required to present full information about.the alarm it relates to.

6.4 Inter
6.4.1 Onl
This is to er
6.4.2 Apq

Suitably spgcified system response times are essential for the system to remain useful in critical situation
where there are high demands on operators. KPl may be used to actively monitor performancsd.

particularly

NOTE A

6.4.3 Wh
sort alarms

NOTE 1
operators co

6.4.4

NOTE 1
generation a

6.45 Na

It should be possible‘to defer individual alarms.

sure that all relevant personnel have a correct picture of the process conditions within their-arg
y at all times, and to ensure that alarms are shown near the controls and displays requireq
I diagnostic action.

pbming alarm indications shall not be obscured under any circumstances.

his is to ensure that the operator cannot obscure incoming alarms — say, with windowing systems.

action and handling requirements
y useful alarms requiring action or attention shall be brought to the operator’s notice.
sure that no unnecessary alarms are presented to theZoperator.

ropriate system response times shall be specified:

ecommended system response times/are presented in Annex A.
ere there is no negative impaetion safety, operators should have the flexibility to select, group

he provision of selection, sorting and grouping facilities makes the system more flexible and usable by lg
hfigure online the information they would like to have presented, adapting it to their special needs.

he objective of alarm deferring is to allow operators to remove standing or nuisance alarms that the 3
hd structuring mechanisms have failed to prevent.

igation within and outside alarm displays should be quick and easy.

a of
for

and

tting

larm

NOTE

6.5 Documentation

6.5.1

changes made to the alarm system.

This is to support effective operator response to alarms by allowing quick navigation to additional information.

There shall be an administrative system for handling access control and the documentation of

The administrative system should prevent unauthorized modifications to the system and ensure that all
changes are traceable and properly documented.

20
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6.5.2 The alarm system shall be properly documented for maintaining and improving the system.

Documentation should ensure that good practice is established and sustained throughout any modification of
the system, and that the designers and users of the system have a common understanding of the functionality
of the system. It should also ensure that each alarm defined in the system is documented with a description of
the purpose of the alarm and a criticality assessment.

Ownership of an alarm system and the responsibilities for problems or tasks related to the alarm system may
be defined in a contract.

6.5.3 Every system shall have written rules on how priorities should be assigned.

NOTE 1 This is to ensure that the operators are familiar and comfortable with the prioritization rules em;lmloyed by the
system designers, so that priority information can be effectively utilized by operators when handling alarms.

A historical log of alarms and events should be available to the operator.

NOTE 2  The log can be used for analysing incidents.
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Annex A
(informative)

Guidelines

A.1 Overview

Technology
standardiza

preferable tp focus on the ergonomic issues. Human factors specialists should be involved earlyin.the d

process, wh
the systems.

This annex
ergonomic
designer m

ISO 9355 pfovides requirements for control and display design. It is recommended that the user of this p3

ISO 11064

NOTE These guidelines are not intended to be exhaustive.

A.2 Guidance on presentation of information

A.21 General
This sectior) presents guidance on the structuring of-data and on the appropriate selection of display devic

The flowchart presented in Figure A.1 develops.in more detail the processes summarized in steps 3to 7 o

The proces

to be contrd

22

by find helpful. For control rooms that include, or are based around, cenventional instrumenta

consult these documents, and others referenced in this annex, aSappropriate.

5 described in Figure A.1 presents a “top down” approach in which the boundaries of the syst

changes over time, while human performance remains relatively stable. For this(reapon,
tion of technological performance that is excessively prescriptive is not particularly helpful,)and|it is

ign

en discussions of displays and controls are first raised, as well as throughout thetdevelopment of

highlights aspects of particular relevance for screen-based control room-design. Other publighed
standards and guidance, drawn from other domains, also provide information that the control rpom

ion,
rt of

PS.
5.5.

EMs

lled are identified before decisions are made about the number of “pages” required and the ngture
and structufe of the data to be presented.
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Geography

—_—
Systems specifications

Define network boundaries and define
network organization

y

Test and evaluate

Y

Normal/Perturbed

Industry standards

\

conditions Determine types and numbers of "pages" required
and develop "pages"
Y
Test and evaluate -
Y
ISO 9241
—> Develop "formats" foreach "page”

Test and evaluate

ISO 9241

B —

Industry standards

Design elements

Y

Y

Test and evaluate

Preparation of specifications/requirements

Figure A1 — Prnress_for_info;maﬂon_sfrurhlring
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A.2.2 Defi

-5:2008(E)

ning network boundaries

During this stage, the ergonomist establishes the entire scope of what it is that is to be controlled through the

system and

by operators in the control room.

A.2.3 Determining types and numbers of pages

A231 G

eneral

In most cases, it is not possible to present all the necessary data on a single display. For complex systems, it

ssary to subdivide this information.

will be nece
The display|
— hierarc
— relation
— sequen
or any com

The use of
structure cg

structure can be
hical,

al, or

tial,

bination of these. A key feature is that the data should be easy to find whenever needed.

uld, for example, be based upon

a) goals/gverview,
b) functiops/subprocesses,
Cc) objectsfcomponents.

In a relati

elements miay have links to their corresponding trend«information on other information pages.

In a seque
occupies s

At system g
easily found
key (or simi

The followir

Informa
graphig
memor|
window

Where

al structure, there are links between individual information pages. For example, informa

tial structure, each information page:might display only one part of a process flow, which i
veral information pages.

tart-up, an initial information-page should appear from which any other information pages ca
. It should always be possible to directly access this initial information page by pressing one si
ar).

y, typically.,b s to 7 s half-life for seven to nine variables, suggests that toggling between diffe
s should be avoided in performing a particular task.

more than four levels of information in a hierarchical structure is,not’'recommended. A hierarchical

tion

tself

N be
hgle

g guidelines should\be applied where appropriate.
tion pages should be capable of presenting simultaneously the set of data — information, static
s, controls,\etc. — necessary for handling the worst case scenario. The operator’'s short-ferm

rent

operating practices demand, dedicated overview information should be provided for the displg

y of

such parameters as safety-related alarms, weather, etc. Potential system users should be consulted on
alternative information structuring proposals; this may be conducted through “paper-based” interface
representations or “soft” mock-ups.

A.2.3.2

Identification

Predetermined pages should have a unique and unambiguous identifying name which should

prefera

24

bly be located at the top of the screen or presented consistently in the same position, and

express the display content (e.g. a specific reactor or reservoir).
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A.2.3.3 Windowing

The real-time environment found in control rooms imposes special requirements as far as the use of
windowing in the presentation of information is concerned.

— Only a limited number of windows should be displayed on the screen at once: as a “rule of thumb” fewer
than three can be used simultaneously.

— No window should overlay safety-critical information or alarms.
— The system design should ensure that windows are positioned or tiled upon opening, so as to facilitate

the user's task. Default window sizes and locations should be designed to minimize the| number of
operations users have to perform to complete a task.

— | The relationship between a parent window and its child windows should always be visually apparent.

A.2[3.4 “Layered” approach

In developing a layered approach for page information structuring, the following recommendations can be
usefully applied.

a) |Background

Backgrounds should be selected to optimize foreground<{information. Dark backgrounds| should be
avoided where high levels of ambient illumination can be €xpected (and vice versa).

b) [Static data layer

The purpose of the static data is to enable theruser to interpret the meaning of the displayed|information
(e.g. showing the geography and/or structure‘of a process).

c) |Information layer

Changing data are presented in“the information layer and should be easily distinguishablle from the
background and static data layers.

d) |Priority layer
Alarm information should be presented in a priority layer where any changes are brought immediately to

the operator’s attention. This layer may also be used for other more urgent or higher-priority jnformation,
for example that,maintenance is about to start on a section of the railway system.

A.2]3.5 Redistribution of pages to display devices

It sHould\be possible for the operator to change page allocations to specific displays to

— compensate for a failed monitor,

— combine displays relating to a common situation.

Each screen should be capable of displaying all categories of information — overviews, trend displays, mimics,
alarm lists, tables, database parameters, etc. This can be an advantage when substituting for a failed monitor

or providing multiple views of important information, e.g. trend displays for tuning along with complementary
monitoring and control displays.
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A.2.3.6 Spatial orientation

As a general rule, it is good ergonomic practice to adopt a consistent disposition of pages to displays
throughout a control complex — thus, all workstations are organized in an identical way. Search and

recognition t

imes can be reduced if certain types of data can be found in predetermined locations.

A.2.4 Developing formats

A.2.41 General

A format is - ost

appropriate|format is highly significant as far as a user’s ability to correctly interpret outputs from the syste

Formats inglude text, forms, histograms, bar charts, tables, mimics and diagrams, and can occupy’an eptire

page or part of one.

The followihg offers some high-level guidelines for different types of formats. Fornfurther ergonomics

recommendations, see 1ISO 9241-12.

A.24.2 Text

Text is more often associated with office applications, but is also extensively used for control-room opefator

interfaces. |Vhen using text, the following are some ergonomic factors that\should be taken into account:

— for readling tasks of continuous text, lower case gives shorter reading times;

— for seafch and identification tasks, upper-case text can bexidentified at greater distance and more quigkly,
particularly if the text is displayed briefly;

— a standard information presentation format should-be used from one page to another;

— VDU displays of textual data, messages or(instructions should generally follow design conventiong for
printed|text;

— affirmaive statements rather than pegative statements should be used;

— when the user has to read contintous text on line, at least four lines of text should be displayed at|one
time.

A.2.4.3 Bpr charts/histograms

Bar charts fare the YDU equivalent of the conventional analogue instruments traditionally used in prog¢ess

control roon

Each b

af-should have a unique identification label.

ns. Thesfollowing are some ergonomics recommendations for creating bar charts or histogramg.

visual comparison can be made without eye movement.

adopted.

If one bar represents data of particular significance, then that bar should be highlighted.

When data have to be compared, bars should be adjacent to one another and spaced such that direct

With a related series of bar charts, a consistent orientation of the bars (vertical or horizontal) should be

The zero reference should be the centre of a deviation bar chart. The magnitude of each variable should

be displayed when a deviation bar chart is used as a main information format for safety function
parameters.

26
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— Segmented bars, in which differently coded segments are shown cumulatively within a bar, should be
used when both the total measures and the portions represented by the segments are of interest.

— For segmented bars, the data categories should be ordered within each bar in the same sequence, with
the least variable categories displayed at the bottom and the most varied variable at the top.

A.2.4.4 Trend curves

Trend curves are the electronic version of the traditional strip recorder, and provide two-dimensional analogue
historical and/or predictive information.

EXAMPLE One dimension is a process variable, while the second variable is the time factor.
The]|following are some ergonomics recommendations when drawing trend curves.

— |Trend lines should be about twice as thick as the thickest line used in the background grids and scale
base lines.

— |If colours are used, a wide spectral separation between the colours should)be provided.
— | Trend displays should be capable of showing data collected during fime intervals of different Igngths.

— | Trend rates should not fluctuate as a result of minor changes.in data or oscillatory behaviour|that can be
superimposed on a well-defined trend.

— |Curves representing planned, projected or extrapolated data should be distinctive ffom curves
representing actual data.

A.2/4.5 Graphs
Graphs are representations showing relations‘between various variables.
EXAMPLE Pressure represented as @ function of temperature.

The| following are some ergonomics recommendations and considerations that should be taken into account
when creating graphs.

— |Graphs should be  sklf*descriptive, i.e. it should be possible to interpret the data without consulting
additional information:

— |It should be possible to identify multiple curves without the need for a separate legend.

— |It can_bevhelpful for the target area, preferred combination of X and Y axis values, to be| graphically
defined:

— Grnlnhe which form rpr‘ngni7ah|p patterns rpl:\fing ta normal or abnormal conditions_can prove helpful to
the user.

A.2.4.6 Data fields and forms

A data field is a delineated area where data are entered or presented, generally consisting of a fixed number
of characters or blanks. Data forms are formats containing one or more data fields. The following are some
ergonomics recommendations for their design.

— Data fields to be compared on a character-by-character basis should be positioned one above the other.

— The ordering and layout of corresponding data fields across different pages should be consistent from
one page to another.
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documents.

the software-based designs.

display

features.

The current field to be entered should be highlighted.

Data e
signalle

A field

The nu
the am

The us
minim3

A247 P

A pie chart
proportions
following ar

Partitio

Where

A248 F

A flowchart
some ergor

The av

Only a

The inf

htered which does not match the predefined format of the data form should be highlighted
d to the user.

group heading should be centred above the labels to which it applies.

The format of the screen-based data forms should be similar to that of commonly used hard-copy source

When paper-based forms are used during fallback procedures, these should follow the same format as

Clear visual definition of data fields should be provided so that the data are distinct from labels and other

and

mber of pages in a data form required to complete the transaction should be,minimized to requce
punt of navigation.

er should be able to move from one entry field to the next using a'simple action that reqyires
| focused attention.

e charts

is a circular chart divided into sections (as pieces of a.pie) to graphically represent the relative

of different parts of the whole. The segments can represent magnitudes or frequencies.
e some ergonomics recommendations for creating pie‘charts.

hing should be limited to five segments or less.

er practical, segments should be labelled\directly rather than using a separate legend.

owcharts
is a diagram that illustratestsequential relations among elements or events. The following
omics recommendations for.designing flowchart presentations.

hilable decision optiens-should be presented in a logical order.

single decisionshaduld be required at each step.

brmation.should be presented in a clear, logical manner: top-to-bottom or left-to-right sequencgs.

The

are

[

A.24.9 Nlimics and diagrams

A mimic is a formaf combining graphics and alphanumerics, used fo infegrate sysiem componenis into

functionally

EXAMPLE 1

orientated diagrams that reflect component relationships.

A mimic used as a schematic representation of sewage or airport baggage conveyor systems.

A diagram is a special form of a picture page in which details are only shown if they are necessary for a task.

EXAMPLE 2

28

An electric wiring diagram for a rail system showing the distribution of electricity in the network but not
geographic landmarks.
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The following are some ergonomics recommendations for creating mimics or diagrams.

— The mimic or diagram should contain the minimum amount of detail necessary to yield a meaningful
pictorial representation.

— It should be possible to easily identify all the system components presented on a mimic diagram.
— All flowpath line origin/destination points should be labelled or begin/end at labelled components.

— Wherever flow direction is important, it should be clearly indicated by distinctive arrowheads.

— | Overlapping of flowpath lines should be avoided. Where crossovers cannot be avoided, they should be
clearly indicated so that they do not appear as connections.

A.2/4.10 Maps

A miap is a graphical representation of a geographical area or space such as the layout of a buildirlg or facility.
Thelfollowing are some ergonomics recommendations for designing and displaying maps.

— |When several different maps are to be displayed, consistent orientation-should be used so that the top of
each map will always represent the same direction.

— |When a map exceeds the capacity of a single information page, users should be able to nayigate easily
and be provided with appropriate feedback on their current [ocation.

— |If the map orientation can be changed, the map labels, and symbols should remain oriented tp the user’s
position.

A.2|5 Design elements

Elements consist of features including alphanumeric characters, icons and symbols, arrows |and labels.
Impprtant data should be displayed in a.pfominent position, such as centrally on a page or at its top.

The] static portion of any page, e.g.’process equipment symbols, frames, piping, etc., should cqnsist of the
minimum number of elements negessary for the following.

a) |Ildentification

What does the picture show (e.g. which process unit, which component, which aspect)?
b) |Orientation

How does-this page relate to other pages?

c) |Navigation

What is the easiest path to any other required data?

The area allotted to dynamic symbols and data should be large with respect to the overall page in order to
facilitate unambiguous recognition and interpretation of the dynamic values and states. Exceptions may
include tables and large arrays of symbols where pattern recognition is important.

The dynamic elements (symbols and figures) in the page should have attributes making them conspicuous
against background and static data elements by the use of colour, shape, style, etc.

In selecting the appropriate coding technique, relevant task demands include the operator needing to count, to

compare and to read text. The most effective arrangement for inter-related information should be selected,
i.e. logical, physical, left-to-right or top-to-bottom fluid flow, etc.
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A.2.6 Display devices

The actual
equipment

numbers of displays on which data are to be presented, needs to take account of workstation
layout constraints (see ISO 11064-4) as well as any control room layout requirements

(see ISO 11064-3).

When selecting the size of display screens, or the necessary display-area on conventional instruments, a
constant visual angle should be achieved regardless of the viewing distance (i.e. double viewing distance
requires double character height).

When determining the amount of the visual angle required, account should be taken of such aspects as the

visual task,

A.3 Guidance on “user-interface interaction”

the colour used and the viewing conditions. See ISO 11064-4 and ISO 11064-6.

A.3.1 General

The guidangce presented in this clause concerns the operator’s interaction with the_system and addregses
issues related to network management, page management, selection of dialogue\types and system respgnse
times.

Figure A.2 presents an overall sequence of activities which may be adepted in specifying the user interface
interaction.

30
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SO 9241 Specify navigation and information management

—_—
principles/strategy

Industry standards

\
Test and evaluate >

Y

Specify individual "page" management principles/
strategy (scrolling, paging, etc.)

Industry standards

Y

Test and evaluate

Y

Y

ISO 9241 Dialogue principles — e.g.user input formats,

interface flexibility,»user assistance
Industry standards y

\
Test and evaluate

Y

Y

1SO 9241 Detailed interaction design — e.g. cursors,

responses, system security

_ >

Industry standards

Y

Test and evaluate >

Preparation of specifications/requirements

Figure A.2 — Process for user interface design

A.3.2 Network management

Network management includes display navigation and display selection. Display navigation is concerned with
all operations associated with searching for pages in a network of pages or finding a specific item of data in a
display page.

Display selection involves the retrieval of a desired page or item of information. Important aspects to consider
include

— orientation of data,

— data retrieval, and
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A.3.3 Page management

navigation for large display pages.

The conception of page management for control room applications should consider the following:

displayed is required;

use of designated positions for windows and the items within them;

use of a tiled window format in cases where continuous visual access to the information currently

where legacy systems exist, commonality between new and old window management systems.

For alarms [presented on windows, see Clause 6. Further recommendations on the management'of- windows

can be fou

A.3.4 Sel

in ISO 9241-12.

cting dialogue types

The selection of dialogue types should be based on anticipated task requirements,-user skills and anticipated

system response times (see Table A.1 ['4). For principles of dialogue design, see SO 9241-10.

Table A.1 — Dialogue types vs task requirements

TaskK

Command
language

Menus

Function
keys

Macros
and
program
keys

Forms

Direct
manipulation

Natural/
Query
language

Question/

Answer Spepch

sequences

Arbitrary enfry

Wide range pf
control entrigs

Routine datg entry

Entry order
constrained

needed

Data entry flexibility

Frequent

control/trandactions

Infrequent

control/trandactions

set

Small commjand

Large com
set

ana

response time

Slow computer

Fast computer
response time

Highly trained
users
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Macros Natural/
Command Function and Direct Question/
Task Menus Forms . . Query Speech
language keys program manipulation I Answer
anguage
keys

Moderately trained X X X

users

Little training X X X
Reduced hands-on X
confrol

Unpgredictable X X
retrjeval

Complex control X X X
A.3]l5 System response times
Table A.2 presents some of the available guidance on maximum and¢preferred system responsge times for
varipus control room operator transactions. Additional guidance can befound in Reference [14].

Table A.2 — System response times vs user activity
Response tjme
User activity S
Maximum Preferred
Control activation (for example keyboard entry, cursor ¢ontroller movement) 0,1 <0,1
Systtem activation (system initialization) 3 <0,5
Request for given service: Simple 2 0,25
Complex 5 <2
Loading and restart 15 t0 60 <6

Errgr feedback (following completien’ of input) 2 0,25
Regponse to ID 2 0,25
Information on next procedure <5 <2
Regponse to simple inquiry from list 2 0,25
Regdponse to simple status inquiry 2 0,25
Regponse to‘camplex inquiry in table form 2to4 0,25
Request far hext page 0,5to 1 0,25
Regponse to “execute problem” <15 <6
Response to complex inquiry in graphic form 2t010 <0,25
Response to graphic manipulation 2 <0,25
Response to user intervention in automatic process 4 <15
Command entry <0,2
Control system response <0,5

Plant process response

Open-ended but feedback
required if greater than 0,5

Input of commands to CCTV system

Task-dependent
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A.4 Selecting control devices

A.4.1 General

Control devices, in the context of control room environments, include keyboards, mice, touch screens, “soft”
controls and conventional controls. There are two types of input activities, data input and pointing.

This clause provides guidance on which the selection of alternative controls may be based. Ergonomic
recommendations concerning non-keyboard entry devices are also presented in ISO 9241-9.

Figure A.3 presents a process for the selection and coding of control devices.

Identify features to be

Task analysis controlled — process/system =

Type of control

Hardware controls Mixture of controls Software controls
(conventional/analogue)

Y

Initial selection of-control type |«

Y

Test and evaluate

Y

Final selection of control type

Y

Test and evaluate

Y

Coding of controls

Y

Test and evaluate

Y

Preparation of
specifications/requirements

Figure A.3 — Process for selection of control devices

34 © 1SO 2008 — Al rights reserved


https://standardsiso.com/api/?name=2bcf62cd717b524aed5f85584ca1b51e

ISO 11064-5:2008(E)

A.4.2 List of features to be controlled

The features to be controlled should have been identified during earlier task analysis phases of the control
room design programme (see ISO 11064-1).

A.4.3 Selection of control type

Table A.3['"1 summarizes some of the general considerations that may be applied to the selection of
computer-based controls. “Conventional” control requirements, including the selection process, are presented
in ISO 9355-3. Additional control device requirements are presented in ISO 9241-9.

Table A.3 — Selection of control devices

Control/Input Considerations for appropriate use

Curpor control keys Moving cursor in X and Y dimensions

Moving/holding arm to screen for long periods of time is not rgquired
Screen does not have small “poke‘points” relative to size of figer tip
Touch screen A low level of resolution is required for positioning
Task will not be disrupted'by hand temporarily blocking screen

Periodic cleaning of screen is provided

Adequate space s available for mouse movement over a pad|or desktop
Modise A low to medium level of resolution is required for positioning

Periodic €leaning is provided

Isotpnic joystick (displacement) Positioning accuracy is more important than positioning speeq
Rapid cursor positioning is desirable
Tragkball
Limited space is available for installing an input device
Graphics tablet A low to medium level of resolution is required

Precise or continuous control of two or more related dimensiohs is

Isoretric joystick (force) required

A.4]4 Coding of‘controls

For|conventional controls, various coding systems can be used, including location, shape, side, mode of
opefation, fabelling and colour. The advantages and disadvantages of these options in the cpntrol room
environment are presented in Reference [14], which also gives guidance on screen-based systems.

A.5 “Soft” controls, overview displays, communications systems and CCTV

A.5.1 Soft controls

“Soft” control systems provide operators with control functions that are operated through software rather than
by direct physical connections. They can be used to control a facility, specific items of equipment or the
human-system interface itself, e.g. display selection.

Soft controls have characteristics different from conventional controls. For example, they are not spatially

dedicated in the control room; their presentation is more serial than parallel; they are addressable and
therefore available, but may not be continuously present. Since both the human-system interface and the
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facility equipment may be controlled with the same device, a soft control may perform a range of control

functions. B

y comparison, a conventional control typically performs a single control function.

The following is recommended where soft controls are to be used.

no conflicts arise among the users, e.g. by restricting any control actions to one user at a time.

be mixed.

The us

Soft co
e.g. the

Where
should

A.5.2 Ove

At each con
operator is
pages. The
and shared

If the sequ
dedicated s
recommend

Off-workstal
information
within a tea
greater viey
The primar
include pro
of other pa
collaboratio|
Important a
allocati

informa

consist

Where soft controls are accessible from multiple locations in a control room, it is advisable to ensure that

Secondary tasks (interface managements actions) and primary tasks (process control actions) should not

e of different control modes should be minimized and — if used — clearly marked.

ntrol systems need to be consistent and compatible with the rest of the human-system interf
y should be coordinated with any conventional instrumentation.

the failure of a soft control system would have unacceptable consequences, ‘redundant syst
be provided.

rview displays
trol workstation, “overview” information should be available and provide the state of all facilities

5e overview displays can be on the workstation, closely coupled to specific workstations, or rer]
by a number of operators.

ence or status of events, or the trends of some process variables, are frequently monitd
ation is single-key access for the frequently referenced data.

tion shared displays (OSD) allow a numberof individuals to simultaneously view exactly the s
The OSD system can support team performance by enhancing coordination and communica
m. Overview displays do not convey'more information than workstation-mounted displays since
ing distances demand corresponding increases in character/icon heights.

y function of an OSD systent can differ between installations, but important functions typi
ision of facility status overyiews, directions to operators on additional (more detailed) informa3
ts of the human-system <interface (HSI), and supporting crew coordination, communication,
n.

spects to consider in OSD system design are

bn of information between on-workstation displays and the shared off-workstation display(s),

tioristructuring on the OSD,

ace,

D

the

responsible for. This should be a starting point for navigating )in the hierarchy of more detjiled

hote

red,

creens for the event lists and trend displays may be employed as overview displays. An alternative

hme
tion
the

Cally
tion
and

user-system interaction with the OSD system,

backup capabilities in cases of OSD system loss, particularly if it has an effect on safety, and

ency and compatibility between the OSD system and the rest of the HSI.

In practice, a combination of an off-workstation, shared overview display and desk-based monitors can be
appropriate where requirements for team working, visitors, mobility of users and provision of secondary
support information are to be accommodated.
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