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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work. [SO
collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The
desc
diffe

ISO ¢
(@ p

pate
of (

cautioned that this may not represent the latest information, which-may be obtained fror

data

such

Any

cons

For

expr
Trad
WWW

procedures used to develop this document and those intended for its further main
[ibed in the ISO/IEC Directives, Part 1. In particular, the different approval criteria|ne
rent types of ISO document should be noted (see www.iso.org/directives).

raws attention to the possibility that the implementation of this document may involy
atent(s). ISO takes no position concerning the evidence, validity or applicability of
trights in respect thereof. As of the date of publication of this document, ISO had not req

patent(s) which may be required to implement this document? However, imple

tenance are
eded for the

e the use of
any claimed
eived notice
menters are
h the patent

ase available at www.iso.org/patents. ISO shall not be heldaesponsible for identifying any or all

patent rights.

'rade name used in this document is information given for the convenience of users 3
itute an endorsement.

hn explanation of the voluntary nature of;standards, the meaning of ISO specific
pssions related to conformity assessment, as'well as information about ISO's adherence
e Organization (WTO) principlesx(n the Technical Barriers to Trade
.iso.org/iso/foreword.html.

This

draft]
infor

This

revis

The

document was prepared by HL7-(as HL7, reference HL7 EHR system functional mo
ed in accordance with its editorial rules. It was assigned to Technical Committee ISO/T(
matics and adopted underithe “fast-track procedure”.
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— domain analysis (models and artifacts) companion to EHR system development and implementation.

— adding a header in the TI section on clinical model services (DCMs, CIMI models, FHIR, HL7 template)
comparable to T1.4 Standard Terminology and Terminology Services.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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0 Introduction

0.1

Notes to Readers

Electronic Health Record (EHR) System Functional Model Release 2.1 is based on a series of predecessors,
starting in 2004 with the release of the first consensus Draft Standard, followed in 2007 by Release 1, followed
in 2009 with Release 1.1 (jointly balloted with ISO TC215 and CEN TC251), followed in 2014 with Release 2.0

(jointly balloted with ISO TC215, CEN TC251, DICOM, SNOMED (IHTSDO), CDISC and GS1).

published Release 2.01 as an unballoted errata version in 2017.

0.2 Changes from Previous Release

HL7 also

The K
are k

L7 EHR-System Functional Model Release 2.1 had its first normative ballot in December 20
by changes from Release 2.0:

Includes updates from HL7 errata Release 2.01;

Record Infrastructure Section is updated to include three new Record LifecyCle-Events: v
and decrypt. There are now a total of 27 Record Lifecycle Events, describing how an Eleg
Record System manages health record entries their lifespan;, from first poi
origination/retention to last point of entry deletion or destruction. The27-Record Lifecycle |
those specified in ISO 21089-2018, Health Informatics — Trusted end-to-end information
Fast Health Interoperable Resources (FHIR) Record Lifecycle, Event Implementation Gui
a spart of FHIR Core STU-3 (March 2017) and now part of FEHR Core R4 (in ballot, Septe

The 27 Record Lifeycle Event definitions/descriptions are Wpdated according to agreemern
Vocabulary Alignment project (in joint collaboration of the HL7 EHR and Security Work G
Glossary Section also includes those definitions/descriptions.

The Conformance Clause is updated to includé.a definition/description of a new type @
Functional Profile (FP): Derived Companion FP.

Trust Infrastructure is updated to include functions and conformance criteria to supy
Detailed Clinical Models (DCMs).

9. Following

erify, encrypt
tronic Health
nt of entry
Fvents match
low and HL7
e, published
mber 2018).

ts of the HL7
broups). The
f EHR-S FM

ort ISO/HL7
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0.3 Background

0.3.1  What are Electronic Health Record Systems?

The effective use of information technology is a key focal point for improving healthcare in terms of patient safety,
quality outcomes, and economic efficiency. A series of reports from the U.S. Institute of Medicine (IOM)
identifies a crisis of "system" failure and calls for "system" transformation enabled by the use of information
technology. Such a change is possible by "an infrastructure that permits fully interconnected, universal, secure

network of systems that can deliver information for patient care anytime, anywhere.”

In developing this EHR-S Functional Model, HL7 relied on three well-accepted definitions: two provided by the
U.S. Institute of Medlcme and one developed by the European Commlttee for Standardlzatlon/ Comité Européen

de Normalisatio
attempt to create a redundant definition of an EHR-S.

0.3.2 How Wwere the Functions Identified and Developed?

To achieve Healthcare community consensus at the outset, the functions are described at a,'eonceptual
providing a rpbust foundation for a more detailed work. Functions were included if considered essentia
least one ca

Functional Granularity is a term used to describe the level of abstraction at which(asfunction is repress
Functions that are commonly grouped together in practice or by major systems have been consolidated
appropriate; ffunctions requiring extra or separate language or involving different workflows have been
separate where appropriate. For example, decision support is maintained as-a‘separate section, but mapg
other key segtions, to indicate the "smart" function behind an action. All ef)thé functions can be expande
more granuldr elements but a balance between a usable document and an unwieldy list of functions has
agreed upon| The goal of determining an appropriate level of functional granularity at this time is to pr

e setting. Written in user-oriented language, the document is intended for a broad readership.

functions tha
readers woul

Although the
function by d
EHR-S Fungc
descriptions
purposes.

Keeping with
implementati
examples to
support the U

The EHR-S
vendors, pub
researchers

can be easily selected and used by readers of this(standard, but that are not so abstrag
d need to create a large number of additional functiens within each function.

determination of functional granularity is a relatively subjective task, systematic evaluation off
iverse groups of industry professionals has-resulted in a level of granularity appropriate fo
tional Model. Every attempt has been made to provide supporting information in the func
o illustrate the more granular aspectsof-functions that may have been consolidated for us

the intent of this EHR-S Functional Model to be independent with regard to technolo
bn strategy, no specific technelogy has been included in the functions, but may be used
illustrate the functions. |ne€lusion of specific technologies in the examples does not endor
se of those technologies ‘as implementation strategies.

Functional Model and specific functions have been widely reviewed by healthcare prov
lic health agencies;regulatory and accreditation bodies, professional societies, trade associa
and other stakeholders. This Standard reflects input from all these reviewers.

S not

level,
in at

nted.
vhere

kept
ed to
i into
been
bsent
t that

each
r this
tional
hbility

gy or
n the
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Health informatics — HL7 Electronic Health Record-System

Functional Model, Release 2 (EHR FM)

1 Scope

1.1 EHIR-S Functional Model Scope

The HIL7 EHR System Functional Model provides a reference list of functions that may be presentin

an Electronic

Health|Record System (EHR-S). The function list is described from a user perspectivewith the intent to enable

consisjent expression of system functionality. This EHR-S Functional Model, through'the creation
Profileg for care settings, realms, services and specialties, enables a standardized’ description

undergtanding of functions sought or available in a given setting (e.g., intensivecare, cardiology, g
in one [country or primary care in another country).

The HL7 EHR-S Functional Model defines a standardized model of the functions that may be prs
Systems. From the outset, a clear distinction between the EHR as a singular entity and systems th
the EHR —i.e., EHR Systems is critical. This Standard makes no distinction regarding implementati
S desdribed in a Functional Profile may be a single system or a systeém of systems. Within the norm
of the Functional Model, the term “system” is used generically to ‘€over the continuum of implement
This includes “core” healthcare functionality, typically provided by healthcare-specific applications
electrgnic healthcare information. It also includes associated generic application-level capabil
typically provided by middleware or other infrastructure,components. The latter includes interoj
integrdtion capabilities such as location discovery andZsuch areas as cross application workflow. In
is consgidered both from semantic (clear, consistent and persistent communication of meaning)
(formal, syntax and physical connectivity) viewpoints. Further, the functions make no statement
techndlogy is used, or about the content of thelelectronic health record. The specifics of 'how' EHR
developed or implemented is not considered\to be within the scope of this model now or in the futur
S Fung¢tional Model does not address or-endorse implementations or technology, nor does it inc
contentt of the electronic health record:

Finally} the EHR-S Functional Medel supports research needs by ensuring that the data available tg
follow the required protocols for'privacy, confidentiality, and security. The diversity of research neg
cific listing of functions_that are potentially useful for research.

inctional Model is-not:

hessaging specification

implementation specification

onformance specification
EHRsspecification

onformance or conformance testing metric

arn
an
a
an
a (

of Functional
and common
ffice practice

esent in EHR
at operate on
bn - the EHR-
htive sections
htion options.
that manage
ties that are
perability and
teroperability
hnd technical
about which
systems are
e. This EHR-
ude the data

researchers
ds precludes

anlexercise in creating a definition for an EHR or EHR-S

It is important to note that the EHR-S Function Model does not include a discussion of clinical processes or the
interaction of the healthcare actors. However, ISO 13940 Health Informatics — System of Concepts to Support
Continuity of Care, is an international standard that does outline key principles and processes in the provision of
healthcare. It is recommended that users of the EHR-S FM refer to this standard for clinical processes that EHR

systems support.

This EHR-S Functional Model package includes both Reference and Normative sections. Table 1
differences between Reference and Normative sections.

explains the

Status Description

Reference

Reference material is not balloted as part of the standard.

Content of the EHR-S Functional Model Package that contains information which clarifies
concepts or otherwise provides additional information to aid understanding and comprehension.

© 1SO 2023 — All rights reserved
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Content that is part of the EHR-S Functional Model which HL7 committee members and
interested industry participants have formally reviewed and balloted following the HL7
procedures for Balloting Normative Documents. This HL7 developed Functional Model
document has been successfully balloted as a normative standard by the HL7 organization.

Normative

Table 1: Normative Status Types

Each section within this document is clearly labeled "Normative" if it is normative. For example, in section 5
(Overview) section 5.3 is normative. In section 7, Conformance Clause; sections 7.1 through 7.6 are normative.

In the external Annex A, Function List, the Function ID, Function Name, Function Statement, and Conformance
Criteria components are Normative in this Functional Model.

2 NormaLive References

The following
requirementg
latest edition

documents are referred to in the text in such a way that some or all of their confent con
of this document. For dated references, only the edition cited applies. For undated referenc
of the referenced document (including any amendments) applies.ASTM E1769:1995, St

stitutes
es, the
andard

guide for properties of electronic health records and record systems

HL7 Fast Health Interoperable Resources (FHIR), Release 4, January 2019

HL7 FHIR Record Lifecycle Event Implementation Guide, part of FHIR Core Release 4, January 2019

ISO 13606:2018, Health Informatics — Electronic health record communication, Parts 1-5

ISO 13940:2015, Health Informatics — System of concepts to suppert continuity of care

ISO 20514:2005, Health Informatics — Electronic health recordi+ definition, scope and context

ISO 21089:2018, Health Informatics — Trusted End-to-End Information Flows

3 Terms|and Definitions

ses of this document, the following terms and definitions apply.

maintain terminology databases for use in standardization at the following addresses:
he browsing platform: avaitable at https://www.iso.org/obp

tropedia: available athttps://www.electropedia.org/

For the purpd
ISO and IEC
ISO Onli
IEC Eled

3.1

access cont
means of en
in authorized

rol
suring that-the resources of a data processing system can be accessed only by authorized
ways

entities

3.2
base functidnal’profile

existing domain or companion functional profile from which new functional profiles are created/derived

3.3
conformance
fulfillment of a product, process, or service of specified requirements

3.4
conformance criteria
requirements indicating the behavior, action, capability that constitutes implementation of the function

3.5

conformance clause

section of a specification that defines the requirements, criteria, or conditions to be satisfied in order to claim
conformance

2 © IS0 2023 — All rights reserved
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3.6

conformance statement

description of the function in an EHR system that have been implemented. It reflects the degree to which an EHR
system has met the functionality has met the functional profile’s requirements and may include optional functions
and information

3.7

derived functional profile

functional domain or companion profile that is created from a base functional profile, (i.e., child functional domain
profile to children’s hospital domain profile)

3.8
extengion
ability for an EHR-S to incorporate additional functionality beyond what is defined in the Functienal [Profile

3.9
functional profile
subsef] of the Functional Model, in which functions have been designated (sometithes in varying| degrees) for
certain EHR systems or healthcare delivery settings or narrow operation requirements

3.10
informative functional profile
registered functional profile that has successfully completed formal public-scrutiny via the HL7 consepsus process

3.11
inherifed criterion
all the ponformance criteria listed in a parent function will belinherited by all its children functions

3.12
registered functional profile
functiopal profile that has successfully completedHL7 EHR Work Group registration process and rgview

3.13
situatipnal criterion
criterion that is required if the circumstances given are applicable (IF/Then or Dependent SHALL)

4 Opverview and Definition of the Functional Model (Normative)

The EFR-S Functional-Model is composed of a list of functions, known as the Function List, which is divided into
seven gections: Overareching, Care Provision, Care Provision Support, Population Health Support, Administrative
Suppoft, Record Infrastructure and Trust Infrastructure as show in Figure 1.

Care Provision Support (CPS)

Administrative Support (AS)

Trust Infrastructure (TI)

Figure 1: Function List Sections

© 1SO 2023 — All rights reserved 3
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Within the seven Sections of the Functional List the functions are grouped under header functions which each
have one or more sub-functions in a hierarchical structure.

4.1 Sections of the Function List

Below is a summary description of each of the seven sections:

e Overarching: The Overarching Section contains functions and conformance criteria that apply to

complete EHR Systems and which are typically included in all EHR-S FM compliant profiles.

e Care PrOV|S|on The Care PrOV|S|on Section contams those functlons and conformance crlterla that
enable dire s are
genefral and are not limited to a specific care settlng and may be applled as part of an Electronic.JHealth
Recqrd supporting healthcare clinics, hospitals, services, specialties, acute, post-acute andAong-ferm
care [settings.

rmance criteria supportlng the prevention and control of disease among a group of people (as

population.

e Administrative Support: The Administrative Support Section focuses on functions and conformange
criterja enabling the management of clinical practice and facilitating administrative and financial
operdtions. This includes management of resources, workflow and communication with patients gnd
providers as well as the management of non-clinical administrative information on patients and
provigders.

¢ Recdrd Infrastructure: The Record Infrastructure Section consists of functions and conformance driteria
descfibing how an EHR system manages an EHR record, particularly those functions vital to managing
the lifecycle of EHR record entries (such as.arigination/retention, attestation, amendment/update,
acceps/use, translation/transformation, transmittal/disclosure, receipt, de-identification, archive...] and
recond entry lifespan (persistence, indelibility, continuity, audit, encryption). RI functions are core and
foundational to all other functions of the EHR-S FM (CP, CPS, POP, AS).

e Trus{ Infrastructure: The Trust Infrastructure Section consists of functions and conformance criterja
common to an EHR System infrastructure, particularly those functions foundational to system
operdtions, security, efficiency*and data integrity assurance, safeguards for privacy and confidenfality,
and ipteroperability with other systems. Tl functions are core and foundational to all other functiors of
the HHR-S FM (CP, CRS,-POP, AS and RI).
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4.2 Functional Profiles

While the Functional Model contains all reasonably anticipated EHR-S functions, it is not itself intended as a list
of all functions to be found in a specific EHR-S or implementation thereof. Functional Profiles offer a method to
constrain EHR-S FM functions and conformance criteria to an intended use.

In the aggregate, the EHR-S FM is intended to include the superset of functions from which a profile subset can
be generated. This subset illustrates what is needed within an EHR-S. Only a subset of all EHR-S FM functions
will apply to any particular EHR-S Functional Profile (FP).

>

NV

Care Provision Support (CPS)

Administrative Support (AS)

Trust Infrastructure (TI)

Figure 2. Profiling from the EHR-S FM.

Figure|2 shows that a profile would include®all 7 sections of the Functional Model, however it may not be
necesgary to include all the functions and-criteria within each section. A profile may include additignal functions
and criteria to meet the requirements of the particular profile domain or subject area.

The Cpnformance Clause is a highslevel description of what is required of profiles and implementations. It in
turn, rgfers to other parts of the standard for details. The Conformance Clause describes concepts|critical to the
underdtanding and implementation of the Functional Model, such as: ‘What is a profile? What are Conformance
Criterig? Or how do you know/what is mandatory versus optional? A Conformance Clause can also provide a
commuinication between-the’ implementers (producers) and users (buyers) as to what is requirgd, and gives
meaning to the phrases, “conforming profile” and “conforming EHR system”. Additionally, it serveg as the basis
for inspection, testingtand/or certification activities which may be performed by organizations external to HL7.

Refer fo the Conformance Clause, section 7, for additional information related to the rules for selectirjg and adding
Conforimance=€riteria in the development of a Functional Profile.

The EHR-S Function List is a list (superset) of functions organized into discrete sections. Functions describe the
behavior of a system in user-oriented language so as to be recognizable to the key stakeholders of an EHR-S.

EHR-S functions can be used to:

e Describe end user defined benefits such as patient safety, quality outcomes and cost efficiencies in terms of
standard EHR-S functions.

¢ Promote a common understanding of EHR system functions upon which developers, vendors, users and
other interested parties can plan and evaluate EHR system designs and implementations.

e Provide the necessary framework to drive the requirements and applications of next level standards, such
as EHR content, coding, information models, constructs and interoperability for information portability
between sub-systems of an EHR system and across EHR systems.

o Establish a standards-based method by which each realm (country) can apply these EHR system functions
to care settings, services, specialties, other uses and priorities.
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¢ Inform those concerned with supporting subsequent use of data initially collected for the purpose of care
(also known as “secondary use”) on what functions can be expected in an EHR system.
¢ Inform those concerned with supporting realm-specific health information infrastructure on what functions
can be expected in an EHR Systems.

Each function in the HL7 EHR-S Functional Model is identified and described using a set of elements or
components as detailed in Table 2.

ID Type | Name Statement Description Conformance Criteria
CP.1 H Manage | Manage the Patient Clinical History lists
Clinical patient's clinical | are used to present
History history tists succinct “smapstots*of
used to present | critical health information
summary or including patient history;
detailed allergy intolerance and
information on adverse reactions;
patient health medications; problems;
history. strengths; immunizations;
medical equipment/
devices; and patient and
family preferences.

CP.14 | H Manage | Create and A problem list may include,

Problem | maintain but is not limited to chronic

List patient-specific conditions, diagnoses, or

problem lists. symptoms, injury/poisoning

(both intentional and
unintentional),.adverse
effects of medical care
(e.g., drugs;surgical),
functionalNimitations, visit
or staysspecific conditions,
diagnoses, or symptoms...

CP.14 | ( 1. The system SHALL prgvide the
ability to manage, as disgrete
data, all active problems
associated with a patient.

CP.14 | ( 2. The system SHALL capture
and render a history of al
problems associated withl a
patient.

CP14 | (@ 3. The system SHALL provide the
ability to manage relevant dates
including the onset date and
resolution date of problem.

Table 2: Function List Example
4.3.1 Funclo_nI‘DTNWl%)

This is the unique identifier of a function in the Function List (e.g., CP.1.1) and uniquely identifies the function.
The Function ID also serves to identify the section within which the function exists (CP = Care Provision Section)
and the hierarchy or relationship between functions (CP.1.1 is at the same level as CP.1.2, CP.1.1 is also a parent
of CP.1.1.1 and child of CP.1. In many cases the parent is fully expressed by the children. NOTE: For a detailed
discussion and graphic of the parent and child relationship, see 6.6.1 Hierarchical Structure in Chapter 6,
Conformance Clause.)

4.3.2 Function Type (Reference)

This is an indication of the line item as being a Header (H), Function (F) or Conformance Criteria (C). The Tag
(T) is used to identify a new section in the spreadsheet and its related functions in the spreadsheet. A Tag has
no directly associated Functions or Criteria.

© 1SO 2023 — All rights r

eserved



https://standardsiso.com/api/?name=431dfb3457313fd72bbc818f2144b338

ISO 10781:2023(E)

4.3.3 Function Name (Normative)

This is the name of the Function and while expected to be unique within the Function List; it is not recommended

to be used to identify the Function without being accompanied by the Function ID.

Example: Manage Medication List

4.3.4 Function Statement (Normative)

This is a brief statement of the purpose of this function. While not restricted to the use of structu

that is used in the Conformance Criteria (see below); the Statement identifies the purpose and
function.

red language
scope of the

Exam
4.3.5

fe-Create-and-maintainpatient-specific-medicationists:
Description (Reference)

This is
Sampl

lifetime
entire

a more detailed description of the function, including examples if needed.

e Description: Medication lists are managed over time, whether over the course ‘of a visit 0
of a patient. All pertinent dates, including medication start, modification, and-end dates ar
medication history for any medication, including alternative supplements and herbal m
viewahle. Medication lists are not limited to medication orders recorded by providers, but may includg
pharmacy dispense/supply records, patient-reported medications and additional information such a
dosagé.

4.3.6 | Conformance Criteria (Normative)

Each f
as nor
used t
The st
Confo

Linction in the Function List includes one or more Conformance Criteria. Conformance Criteri
mative language in this standard, define the requirements’ for conforming to the function. 1
D express a conformance criterion is highly structureddwith standardized components with s
ructured language used to define Conformance Criteria in the Function List are further sp
mance Section 7 and Glossary Section 8.

5 Anticipated Uses (Reference)

The HL7 International community supports® development of Functional Profiles (FPs), which m
(country) specific specifications (i.e., tailored functional requirements) built off the base EHR-S H
There [are a range of FPs developed“and balloted by HL7 International or its national affiliates.
designgate a subset of functions from/the base EHR-S FM for use in specific care settings (e.g., Amb
servicgs or specialties (e.g. Behavioral Health) or specify cross-cutting characteristics of EHR sy
records (e.g. the Records Management and Evidentiary Support). Balloted, approved and publishe
on the|EHR-S FM, are ayailable in the HL7 International library of Standards.

5.1 Dpvelopment-Approach: Functional Profiles

A “Functional Pcofile" is a selected set of functions applicable for a particular purpose, realm (cour
care sgtting, service or specialty.

r stay, or the
p stored. The
pdications, is
, for example,
5 age specific

B, which exist
'he language
et meanings.
ecified in the

ay be realm
M Standard.
These FPs
Llatory Care),
stems and/or
d FPs, based

try), domain,

Ce criteria set

It is nat anticipated that any system or implementation will conform to all functions and conforman
forth in_th EHR-S FM. Rather EHR ms or implementations m nform ne orm
Profiles.

re Functional

For more information about creating, registering, and balloting Functional Profiles, see Conformance Section 7.

One may create a Functional Profile to support a business case for EHR-S use by selecting an applicable subset
of functions from the based EHR-S FM list of functions, in effect constraining the model to meet specific
requirements. For example, a Functional Profile may be created by a purchaser, to specify requirements; by a
vendor, to specify capabilities of a system design; or by any person/entity wishing to stipulate a desired subset of
functions for a particular purpose, for example, functions to support a care setting within a particular realm.

Readers may wish to focus on sections of the FM that are most relevant for their purpose of EHR-S use. For
example, a clinician may read the Care Provision and Care Provision Support sections very closely, while
technical specialists may focus especially on Record and Trust Infrastructure sections. Within an organization, it
may be helpful to designate responsibility for reviewing different FM sections among staff with different
responsibilities and expertise for use and support of the EHR system
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Three vignettes are included here to help readers in different positions or organizations envision how they would
study, and ultimately utilize the EHR-S Functional Model.

5.1.1 Scenario 1 — Group Practice

Dr. Smith is part of a 50-person group practice. The practice currently has a clinical information system that
provides billing, scheduling, and other administrative support. For several reasons, it will need to be upgraded
or replaced within 2 years. It does not include electronic health records. Dr. Smith and interested colleagues
review an Ambulatory Care registered profile to see how the use, setting and scenario illustrate the EHR functions
related to their practice; they look at the Ambulatory Care prioritization of the individual functions that a group of
experts working with HL7 have identified. With a good understanding of what the EHR functions would mean for
their practice, Dr. Smith and several other providers then focus on the Care Provision and Care Provision Support
sections, whimmuppon
staff look at the Record and Trust Infrastructure sections. They all meet to discuss their conclusions.\Thgy plan

t of functions in discussions with vendors about their next EHR system, recognizing)that some

to use the lig
functions may not yet be available.

5.1.2 Scenfrio 2 - Hospital

Mr. Jones is the Chief Informatics Officer in a large hospital organization Their IT system was installed tw
ago and inclydes patient tracking and ordering components; it was upgraded for compliance with United
HIPAA (Health Insurance Portability and Accountability Act). It does not include”clinical decision s
performance|monitoring, or public health reporting. Mr. Jones asks the Chief Medical Officer to organize a
of the HL7 EHR-S FM while his team also reviews it. They both begin by loeking at an Acute Care Fur
Profile to se¢ how a group of experts working with HL7 have identified/how an EHR-S can be used W

b years
States
Lipport,
review
ctional
ithin a

hospital. Th
senior nurse
Acute Care ¢
the Care Pro
their conclusi
performance

b scenario and prioritization of the individual functions is helpful. The CMO and several doctq
b review the Care Provision and Care Provision Support.sections of the EHR-S Functional
rofile; the ClO and his team focus on the Record and i rust Infrastructure sections but also
Vision and Care Provision Support sections. A small\feam of providers and IT staff meet to ¢
pns. They plan to use the list of functions in discussions with vendors about adding decision s
monitoring, and public health reporting to their’existing system, recognizing that their bud

rs and
Model
look at
iscuss
Lipport,
pet will

only allow ve
5.1.3 Scenario 3 -IT Vendor

[y limited expansion in the near term.

cludes
stems
While
e small
HHS’s
ves for
ts that
ckage,
at they
current
or new

Ms. Green is|the head of the clinical systems division of a large health IT company. Their product line in
both dedicat¢d EHR systems and integrated systems that include an EHR. Their EHR and integrated s
have some decision support for medication-ordering, but no performance monitoring/reporting functions.
most of their|clients are larger provider erganizations and hospitals, they are planning to expand into thg
practice and| home health markets.with a simple, less expensive clinical system. In anticipation of
implementatipn of the Merit-Based\Incentive Payment System (MIPS), which provides financial incenti
providers whp use IT to track patients, the company wants to add a range of functionality to its produg
would meet or exceed these requirements. Ms. Green asks her staff to review the entire HL7 EHR-S FM pa
and also review applicable care setting Functional Profiles. Based on these examples, they determine th
can add a relptively smallnumber of functions to various products to be able to offer superior products for
and future clients. They.see value in the EHR-S FM for their discussions with their clients about upgrades
purchases.

5.2 Examples of Current Use

5.2.1 Functional Profile for Clinical Research based on the EHR-S FM

Below is the text of a November 2009 HL7 Press Release demonstrating industry use:

Ann Arbor, Michigan, U.S.A.—November 5, 2009- Health Level Seven International® (HL7®), the global
authority for interoperability and standards in healthcare information technology with members in 57
countries, today announced it has published the healthcare industry’s first ANSI (American National
Standards Institute)-approved standard that specifies the functional requirements for regulated clinical
research in an electronic health record system (EHR-S). The HL7 EHR Clinical Research Functional
Profile for EHR systems is based upon the HL7 EHR Work Group’s EHR System Functional Model
Release 1, which is also an ANSI-approved American National Standard.
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The EHR Clinical Research Functional Profile defines high-level requirements critical for using
electronic health record data for regulated clinical research, and provides a roadmap for integrating the
information environment that must support both the patient care and the downstream clinical research
processes. According to Donald Mon, PhD, co-chair of the HL7 EHR Work Group and member of the
HL7 Board of Directors, “This profile is an excellent demonstration of how important functional
requirements for secondary data use, such as clinical research, can be integrated into the patient care
work flow and documented in EHR systems.” Pharmaceutical, biotechnology, clinical research
technology vendor, healthcare technology vendor, and federal regulatory stakeholders from the United
States and the European Union collaborated for two years to identify and address a broad list of data
protection, regulatory and ethical research requirements. The EHR Clinical Research Functional Profile
is also a resource for the Certification Commission for Healthcare Information Technology (CCHIT)

o - X - e e o LR
perability
specification, currently being developed by the Health Information Technology Standards Hanel
(HITSP). Additionally, Dr. Rebecca Kush, President and CEO of the Clinical Data Intercharnge
Standards Consortium (CDISC), commented that “CDISC is pleased to be a collaborator and to
contribute clinical research standards and eSource Data Interchange concepts\towards these initiatives.
The ultimate goal is to accelerate the pace at which research informs healthcare for the bepefit of
patients and this functional profile contributes to the achievement of thatgoal.”

5.2.2 | AHRQ adopts Health Level Seven International (HL7) Child Health.Functional Profile
Specification, Release 1 and incorporates key functionalities in the Children’s Electronic Heplth Record
Format

Below|is an excerpt from AHRQ’s Children's Electronic Health Record Format - https://healthit.ahng.gov/health-
it-toolsfand-resources/pediatric-resources/childrens-electronic-héalth-record-ehr-format

“The Children’s Electronic Health Record (EHR) Format was developed to bridge the gap| between the

EHR system to address health care needs specific to the care of children, especially thoge enrolled in
Medicaid or the Children’s Health Insurance Program (CHIP). To address these needs, the Format
includes a minimum set of data eletments and applicable data standards that can be used|as a starting
point or checklist for EHR developers seeking to create a product that can capture the types of health
care components most relevant for children....The Children’s EHR Format contains portions of the Health
Level Seven International(HL7®) Child Health Functional Profile Specification, Release 1, and
modifications thereof, developed by HL7, the copyright of which is owned by HL7. Portions pf the Format
that contain excerpts/ffom the HL7 Child Health Functional Profile are identified in the Provenance Field...

5.2.3 |Linking clinical content descriptions to the EHR-S FM (Reference)

HL7 has ongoing inifiatives to link clinical content descriptions to functions and criteria in the EHR-S FM. This
clinical contentdinkage can be helpful input to developers of EHR-systems. Examples of these cljnical content
descriptions_include the Domain Analysis Models (DAMs) and Detailed Clinical Models (DCMs). Each of these
examplles,¢an be linked to applicable sections of the EHR-S FM. For example, a Care Plan DAM Wwhich can be
linked fo_aycare planning functions in the Care Provision and Care Provision Support sections in theF EHR-S FM.

At a more detailed level, the DCMs can be linked to specific functions in the EHR-S FM or EHR-S Functional
Profiles. For example, a DCM for the Apgar score can be linked to CP.3.1 Conduct Assessments and CPS 3.1
Support for Standard Assessments. Another example is using the DCM for blood pressure with CP.3.2 Manage
Patient Clinical Measurements.

On the level of data elements, which can be specified in a DCM, or in a data table, the linkage to EHR-S FM is
usually through an individual criterion. For example, CP.3.2 Manage Patient Clinical Measurements, for example
criterion ‘The system SHALL provide the ability to capture patient vital signs including blood pressure,
temperature, heart rate, and respiratory rate, as discrete elements of structured or unstructured data.’

Finally, similar to EHR-S FM Function Tl.4 Standard Terminology and Terminology Services, a Function is
created for Clinical Models and Clinical Models Services. The function name is 'TI.10 Standard or Preferred
Clinical Models and Clinical Model Services'. There are three child functions:
- T1.10.1 Standard or Preferred Clinical Models. The statement is; Employ approved standard or
Preferred Clinical Models to ensure structured data correctness and to enable semantic interoperability
(both within an enterprise and externally). Support a standard or Preferred Clinical Model.
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- T1.10.2 Maintenance and Versioning of Standard or Preferred Clinical Models. The statement is;
Enable version control according to scope of practice, organizational policy, and/or jurisdictional law to
ensure maintenance of utilized standard or preferred clinical models. This includes the ability to
accommodate changes to clinical models as the source clinical model undergoes its update process.
Such changes need to be cascaded to clinical content embedded in templates, custom formularies,
etc., as determined by existing policy.

- T1.10.3 Clinical Model Mapping; The statement is; Map or translate one clinical model to another as
needed by local, regional, national, or international interoperability requirements.

6 Conformance Clause

6.1 Introdu¢tion (Reference)

Sections 6.2| through 6.7 are the HL7 EHR Work Group approved Conformance Clauses. ~As ‘important
background ¢n conformance, please note the following:

is Conformance Clause does not specify inspection, testing or validation procedures to deternine
whether an EHR system conforms to an EHR-S Functional Profile or‘whether a Functional Profil¢
conforms to the EHR-S Functional Model.

6.2 Scope 3nd Field of Application (Normative)

1

This Conformjance Clause defines the minimum requirements for Functional Profiles claiming conformance to the
EHR System|Functional Model. It also identifies how EHR systems-achieve conformance to the Functional Model,
which is via the system’s conformance to a particular functional domain profile, multiple Functional Profjles, or
combination pf domain and companion profiles. This clause‘specifies:

1. The|purpose, structure, and use of conformangcg)criteria that are to be included in the Functional|Model
and [conforming Functional Profiles,

The|rules for defining conforming Functioral Profiles of the Functional Model,

The(relationship between Functional Profiles and EHR systems,

Sanjple Conformance Clauses and.use case scenarios,

Guidlance on the conformance requirements that a Functional Profile may levy on EHR systems,
Guidlance on the purpose and-use of an EHR system Conformance Statement.

While the cgnformance requirements. for Functional Profiles can be found in this clause, they necdgssarily
reference thg Functional Model abd,other sources.

oakwn

This Confornpance Clause dees-/not specify inspection, testing or validation procedures to assess a Fur|ctional
Profile’s confprmance to thé)Functional Model. It also does not specify inspection, testing or validation procedures
to determine whether an EHR system conforms to a Functional Profile or matches the EHR System Confoqmance
Statement.

6.3 Concepts (Normative)
6.3.1 Functi i

Creating a Functional Profile is a method for defining subsets of the Functional Model. A Functional Profile is a
specification which uses the Functional Model to indicate which functions are required, desired, or implemented
for certain EHR systems, healthcare delivery settings, or for other purposes (e.g., the functional profile for Records
Management and Evidentiary Support).

Functional Profiles can be created by healthcare community stakeholders with interest in using and/or providing
a Functional Profile for an EHR system. Functional Profiles can represent the functionality required and desired
for a realm (country/region), domain, care setting or service/specialty, or reflect the functionality incorporated in
a vendor’s EHR system.

(NOTE: During the process of creating a Functional Profile, it may be important to discuss clinical processes,
work flows and/or interaction(s) of the healthcare actors. The international standard ‘ISO 13940 System of
Concepts to Support Continuity of Care’ provides an outline of key principles and processes in the provision of
healthcare. We would highly recommend reviewing this standard as part of your work.)
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There are two types of Functional Profiles. The Functional Domain Profile is the common type of profile used to
describe an EHR system for use in one or more care settings, or to describe an EHR system for use in a selected
realm (country/region) to meet the rules, regulations and standards applicable for that realm, to describe an EHR
system for use by a particular service or specialty, etc. The Functional Companion Profile is a type of profile that
must be paired with one or more Domain Profiles. The purpose of a Companion Profile is to add unique features
to an EHR System, such as for research or for evidentiary support. For example, many EHR systems in a clinic
environment do not need to support clinical research. But for a clinic that was supporting advanced research,
they may want an EHR system that was both capable of all of the expected functions for routine clinic patient care
activities, but also had unique features to support the needs for research reporting and clinical trials.

Once a Functional Profile is defined its functions (complying with conformance criteria) can be implemented within
EHR systems or it may trigger the creation of derived Functional Profiles. A derived Functional Profile is a
Functipnal Profile that is created from an existing Functional Profile, inheriting FP functions and [conformance
criterigd. There are two types of derived Functional Profiles: Derived Domain FP and Derived Comganion FP.

There nherit the full
set of on listed in a
parent

A formal HL7 process exists for registering and balloting Functional Profiles. ' Functional Pro
submitted to the HL7 EHR WG with an attestation of conformance to Section 7: 'Conformance Clau

are two types of mandatory inheritance in the EHR-S FM. All Functional Domain Profiles will
unctions in the EHR-S FM Overarching section and their related “SHALL” criteria,._“All criter
function will be applicable to all the children of that parent function.

files that are
5e of the HL7

EHR-S
Regist
Inform
profile

6.3.2

Standard and successfully complete review by the WG are designatedas*Registered Functi
bred Functional Profiles that undergo formal public scrutiny viacthe HL7 consensus pr
ptive EHR TC ballot at the committee level will be designated @s HL7 functional domain ¢
5. HL7 Functional Profiles are eligible to undergo full membership ballot via the HL7 consens

Conformance Model

Conforimance to the Functional Model is defined for Functional Profiles. A functional domain pro

either

functio
systen
adom

1) directly to the base EHR-S FM or (2) to anothéer conforming functional domain profile
hal domain profiles must include all the functions.and “SHALL” criteria of the Overarching Cha

hin profile in combination with selected companion profile(s). Thus, Functional Profiles claim

bnal Profiles”.
pcess as an
r companion
EUS Process.

file conforms
NOTE: All
pter. An EHR

does not conform directly to the Functional Model; rather, it conforms to a functional domain profile, or to

conformance

to the
Profile

Functional Model and EHR systems claim~”conformance to one or more conforming domain Functional
5. An EHR system can also claim conformance to a domain Functional Profile, in combinatign with one of

more ¢ompanion profiles. An EHR system:cannot claim conformance to only a companion profile. Figure 3
(below) illustrates this relationship.
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Derived
EHR-S Conforms fo Domain
. Profile Conforms to .
Domain
Canadian Profile Conforms to
Children's 7
Hospj Hospital Functions
Domain Conformance
EHR-S Criteria
Profile
7 — Rures for
Clinic functipnal
Profiles
Domain
EHR-S
Profile
\/
Pharmacy
Companion
EHR-S
Profile
I 4
Cancer Research
: . . EHR-S Functional
Implementations Functional Profiles
Model
Figure 3 Conformance Relationships
6.3.3 Profile Traceability

Functional Profiles allow for added specificity: and extensibility to the Functional Model with changes allo
the base FM|functions and criteria. Howeyer, Section 6.6 (following) defines rules for these changes. It
required thatany changes and additions.be tracked. Two added columns in profiles accomplish this. One
will document the unique source EM row number for each item in the new profile (or source profile for a ¢
profile). The pecond column wilhprovide codes for the type of changes from the source FM (or source f
Together, thgse two traceabijlity-columns will keep track of the origins of the functions or criteria — and wh
is modified of unchanged ffom that within the FM or the source profile. This may be important when qu
arise as to where did it come from, why was it chosen or modified, etc. It can also be helpful to have trac
back to the functions and criteria if and when revisions to a profile or for derived profile are needed to
care setting, regulatory, technology changes — or a future new release of the base EHR-S FM.

wed to
is also
column
lerived
rofile).
ether it
pstions
bability
reflect

6.4 Normatjve Language (Normative)

The EHR-S Functional Model (i.e., all chapters) contains normative, informative, and reference sections.

In this

Conformance Clause section, the normative content defines how a Functional Profile achieves conformance to

the Functional Model.

The following keywords (i.e., normative verbs) SHALL be used to convey conformance requirements:

e SHALL - to indicate a mandatory requirement to be followed (implemented) in order to conform.
Synonymous with ‘is required to’.

e SHALL NOT - to indicate a prohibited action. Synonymous with ‘prohibited’.

e SHOULD - to indicate an optional recommended action, one that is particularly suitable, without
mentioning or excluding others. Synonymous with ‘is permitted and recommended’.

¢ MAY - to indicate an optional, permissible action. Synonymous with ‘is permitted’.
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6.5 Conformance Criteria (Normative)

Every function in the Functional Model is associated with a set of conformance criteria. These conformance
criteria form the basis for determining whether the function has been implemented.

6.5.1 Criteria in the Functional Profile

Functional Profiles also have conformance criteria associated with functions in the Functional Profile. The
Functional Profile’s criteria are either (1) adapted from the Functional Model conformance criteria with
requirements or language specific to the purpose, care-setting, realm (country/region), domain, service or
specialty focus of the Functional Profile; or otherwise (2) inherited directly from Functional Model. Functional
domain and companlon proflles MAY change Functlonal Model cnterla to match the needs and priorities of the
i uld’ to ‘shall’.
Functi )nal Profiles MAY change the crlterla of a function to aIIow for ahgnment to realm speC|f|c omenclature,
includipg language distinctions and implication of non-english translations. In these cases; the|International
Organization for Standardization (ISO) country code (ISO 3166 Country Codes) SHALL'be appended to the
function ID in the Functional Profile.

The fupctional domain profile SHALL NOT be made less restrictive than the Functional Model by changing ‘shall’
criterig to ‘may’ or ‘should’ criteria (The functional companion profile MAY be_less restrictive that the FM by
ignoring ‘shall’ criterion). Functional domain and companion profiles MAY alse add additional critefjia.

6.5.2 | ‘Dependent SHALL’ Criteria

Confomance criteria that contain the keyword ‘shall’ and a dependeficy on situational conditiops are called
‘dependent shall’ criteria. The ‘dependent shall’ SHALL contain theghrase “in accordance with scope of practice,
organifational policy, or jurisdictional law” or other appropriate gtammatical tie-in words (e.g., ‘baged on’ rather
than ‘in accordance’). A ‘dependent shall’ criteria is used<to highlight only these (i.e., scope¢ of practice,
organizational policy or jurisdictional law) conditions. A ‘dependent shall’ criterion is a mandatory criterion for
Functipnal Profiles and situational for EHR systems. Specifically,

¢ | All functional domain profiles SHALL inherit the-criterion if the function appears in the Functional Profile.
¢ | An EHR system is required to implement the, Dependent SHALL criterion only if the criterioh is

applicable per the stated dependency in.the Functional Model. (If the Dependent SHALL criterion is not
applicable to the profile, the developeriof the profile may still use the criterion if desired.)

6.5.3 | Referencing Other Criteria or Fungctions

There |s often a link between functions and their criteria with other functions and criteria. For example, a given
function may depend on another function or on a specific criterion associated with another function

A critefion in the Functional Profile that references another function in the Functional Profile SHALL reference
that fupction by indicatingits_hame and ID, as “X.n.n (Name)”. If the referenced function is rgquired to be
implemented, then all the~shall’ criteria of this referenced function apply. If the referenced functign is a parent
with chjildren, the referenee must be explicit on whether the children are included in the reference, all or selected
ones. [See the examples below:

e | The system SHALL/SHOULD/MAY conform to TI.1.1 (Entity Authorization).

¢ | The systém SHALL/SHOULD/MAY conform to TI.2 (Audit) and all child functions.
¢ | The'system SHALL conform to CPS.4 Support Orders, and separate function(s) The systems SHALL
conform to CPS.4.3 Non-medication Orders. The systems SHALL conform to CPS.4.6 Support for

A criterion in the Functional Profile that references a specific criterion in another function SHALL reference that
function by rewriting the referenced criterion as one of its own and indicating the function and criterion number
from where it came (e.g. F#, CC3).

6.6 Functional Model Structure and Extensibility (Normative)
6.6.1 Hierarchical Structure

Functions MAY be contained (i.e., nested) within other functions. A nested function is a ‘child’ to its ‘parent’ (i.e.,
the function that contains it). A child SHALL always have a parent. A function that is not a parent to another
function is considered a ‘leaf’. Figure 4 illustrates this hierarchical structure.

The Functional Model is represented as a hierarchical list of functions, consisting of functional header parents,
functional header children and functional leaf functions. Headers include an ID, Name and “H” in the column
labeled “Type”. Parent and Child Headers MAY contain conformance criteria only if the criteria apply to all its
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descendent functions (i.e., children, grandchildren, and leafs). Parent, Child and Leaf functions contain at a
minimum the following: ID, Name, Statement, Description, and Conformance Criteria and have a “F” in the “Type”
column. Conformance criteria listed in a parent function SHALL be inherited by all its child functions.
Conformance Criteria have a “C” in the “Type” column.

-

leaf <

leaf

Figure 4 Portion of the Functional\Model hierarchical structure

(Note: The numbering schema above reflects functions-in the Record Infrastructure (RI) chapter.)

Functional Profiles either:

e Sele¢t functions from the Functional Model for inclusion in the Functional Profile,
e Deermn a function in the FunctionaldModel as not applicable, thus do not select it for inclusion in the
ional Profile, or,

new child function when-it'has been determined that there is no applicable function in the
ional Model to represent a functional need in the Functional Profile.

6.6.2 Namihg Convention

Functional Profiles SHALL/NOT change the name or statement of a function except to allow for alignment to
realm specifi¢ nomenclature, including language distinctions and implication of non-english translations. Ip these
cases, the InfernationaMOrganization for Standardization (ISO) country code (ISO 3166 Country Codes) $HALL
be appended|to the function ID in the Functional Profile. It is recommended that the HL7 Affiliate for the respective
realm coordinate with the profile development process to maintain a mapping of the Functional Model flinction

name and/orlstatement and the rn:\lm-s\r‘ljllcfnd name and/or statement

6.6.3 Periorities

Functional Profiles indicate the importance and/or immediacy of a Functional Profile by associating a priority with
a function. Three priorities have been defined, Essential Now, Essential Future, and Optional:

¢ Essential Now indicates that the implementation of the function is mandatory, as of the profile issuance
date.

o Essential Future indicates that the implementation of the function is currently optional but will be
mandatory at some future time, which is specified by the Functional Profile

e Optional indicates that the implementation of the function is optional.

Any or all of these priorities SHALL be used in a Functional Profile. If the Essential Future priority is used, then
Functional Profiles are required to define the timeframe associated with implementing functions. A timeframe
MAY be a date, time allotment (e.g., year 2014 or 4 months after Functional Profile publication), or event (e.g.,
republication of this Functional Profile). A Functional Profile MAY define multiple timeframes for the Essential
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Future priority. If multiple timeframes are defined, then the timeframe SHALL be used to qualify each occurrence
of the Essential Future priority (e.g., EF-2015, EF-2016).

6.6.4 Extensibility

To accommodate changes in technology as well as Functional Profiles’ needs, the Functional Model is designed

for extensibility, for functions and their related criteria.

Incorporation of additional functions in the Functional

Profile beyond what is defined in the Functional Model is accommodated through a set of rules for adding new
functions as defined in Section 6.7.2.

Incorporation of additional criterion, changing the sequence of criterion and providing greater profile-specific detail,
beyond what is defined in the Functional Model, is accommodated through a set of rules for adding new criterion

or cha

nging existing criterion as defined in Section 6.7.2

6.7 Fu

A Fung
6.7.1 R

6.7.1

Functi
it was

Functional Profiles claiming Functional Model conformance:SHALL.:

Identify the Functional Model with version/date, from which thé Functional Profile is derive
Include a description, version and issuance date of the Functional Profile,
Contain a Conformance Clause which:

1,
2]
3,

a)
b)
c)
d)
e)

f)

a)

b)

nctional Profile Conformance (Normative)

Rules for Functional Domain Profiles

bnal Domain Profiles SHALL claim conformance to the version of the EHR-S Functional Mod
Herived.

Include all functions\in'the Overarching section of Function List as Essential Now and iden
from other sections-0f Function List of the Functional Model that are applicable to the func
domain profilexFor each identified function, indicate its priority (i.e., Essential Now, Essen
Optional).

For each fanction, derive conformance criteria based on the Functional Model’s conformance criteria:

Defines the requirements that EHR systems must satisfy in order to claim conformanc
Functional Profile,

Defines the requirements that Functional Profiles derived from the Functional Profile (
Functional Profiles) must satisfy in orderto claim conformance to the Functional Profil
Specifies that functions designated with the priority ‘Essential Now” SHALL be implem
conformant EHR systems.

Specifies that functions designated with the priority ‘Essential Now’ SHALL be include
derived Functional Profiles.

If Essential Future is used, defines the meaning of ‘Essential Future’, including specify
timeframe for when these functions are required to be implemented.
Requires that at least.one function, regardless of its priority, be implemented in order f
system to claim conformance to the profile.

Inthe Functional Profile, there SHALL be at least one criterion for each function that is
(& 'shall’ criterion).
If there are ‘shall’ criteria (for the function in the Functional Model), then those criteria

tional Profile claiming conformance to the Functional Model SHALL meet all requirements specified in the
ules for Functional Domain Profiles or in the 6.7.5 Rules for Functional Companion Profiles.

el from which

N

e to the

.e., derived

;nted by

d in any

ing the

or an EHR

tify functions
ional

ial Future or
mandatory

SHALL also

exist for the function (in the Functional Profile). Additionally, if the function is split (in th

e Functional

c)

d)

Profile), then the parent's ‘shall’ criteria SHALL appear in at least one child of that function.
If, as yet there is no ‘shall’ criterion (for the function in the Functional Model), then at least one of

the ‘should’ or ‘may’ criterion SHALL be made mandatory, i.e., a ‘shall’ criterion.
Adhere to the rules for referencing functions or criteria in Section 6.5.3.

For any function in the Functional Model where one or more criteria are ‘dependent shall’ criteria, the
Functional Profile for that function SHALL
Replicate verbatim each ‘dependent shall’ in the Functional Profile, regardless of whether the

a)

b)

c)

dependent situation applies or not.

When the dependent situation applies, create ‘shall’ criteria that apply the dependency to the
‘dependent shall’ criterion, resulting in one or more new, constrained versions of the ‘dependent

shall’ criterion.

State the specific scope of practice, organizational policy, and/or jurisdictional law which applies or

state why these dependencies do not apply.

Adhere to the rules for creating new functions in Functional Profiles in Section 6.7.2.
Adhere to the rules for creating and changing conformance criteria in Section 6.5.
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9. Complete the two traceability columns, see Section 6.3.3, for any changes to functions or criteria, and
include the following codes for type of change: (N/C for no change; A for added; M for modified.).

10. Be structured in accordance with the structural requirements defined for the Functional Model in
Section 6.6.1.

11. Use the Glossary Action verbs for modifying or creating new conformance criterion.

Functional domain profiles claiming conformance to the Functional Model MAY:

1. Create additional functions according to the rules specified in Section 6.7.2.
2. Contain conformance criteria more specific and limited in scope than those of the Functional Model.
3. Replace the text ‘standard(s)-based’ found in some criteria with specific standards and/or
specifications named at the most discrete level of designation.

4. Chapge a should criterion t0 a shall or a ‘may’ Ccriterion.

5. Chapge a ‘may’ criterion to a ‘shall’ or a ‘should’ criterion.

6. Igndre a ‘'should’ or ‘may’ criterion in the Functional Model (i.e., not include it in the Functional Profile).
7

8

Add|additional conformance criteria beyond those in the Functional Model.

the Functional Profile public (e.g., published on a web site) so interested parties can see/upe it.
it the Functional Profile for registration review by the HL7 EHR Work Group.

for Creating New Functions in Functional Profiles

If a function is not adequately specified for a Functional Profile or does not exist, the Functional Profile $HALL
only create new children, the new children can be parents or leafs. Figure 5 illustrates the addition of a new child
function.

Figure 5 Creating a new function

The following rules specify the method for creating new functions:

1. Whenever possible, conformance criteria SHOULD be used to avoid creating a new function. This may
be done, for example, in cases where the original function’s conformance criteria are too broad: divide
the Functional Model’'s or base Functional Profile’s inherited conformance criteria into two criteria in the
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Functional Profile, one being mandatory and the other optional. If this is not possible, the creation of a
new child function and associated criteria is allowed if necessary to clearly define the profile
requirements.

2. When a ‘leaf’ function exists (a child that is not a parent) but is too broadly specified in the Functional
Model or base Functional Profile for conformance criteria to adequately constrain it, then the function
MAY be split as follows:

3. The original ‘leaf function is retained as the parent of its newly created children functions, or

4. The original ‘leaf’ function’s conformance criteria SHALL be distributed among its children functions.

5. When no candidate function exists to express the requirements of a Functional Profile, a new child
function MAY be created (e.g., adding a new kind of summary list under the summary list's parent).

6. ‘Parent functions SHALL NOT be split. This preserves the structure of the underlying Functional Model

mntha Functional Praofilas.
HHe+—HRcHoRa+—+—1oH8S-

split

RI 1.3.3.1 m RI'1.3.3.3

Figure 6 S&ﬁtmg a function

If new fhildren functions are created by a Functm@l Profile that is balloted or registered, these new(functions will
be captured by the HL7 EHR WG and tracke%er review as show in Figure 6. The EHR TC WILL use these new
functions and related criterion as input ndidates for changes to the Functional Model (elg., inclusion,
relaxafion of conformance criteria). The R WG MAY maintain a file of functions and criterion feviewed and
rejected for inclusion in a future version of the FM.

.

child new child

Figure 7 Adding a new child function

, Q)
pargnt &

= - -J'---|

' RI.4.4 |

Figure 7 depicts function RI.4.4 is added as a new child which is a sibling to RI1.4.1, R1.4.2, and R1.4.3.
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6.7.3 Rules for Derived Functional Profiles

Derived functional domain profiles claiming conformance to one or more base functional
domain profiles SHALL:

1. Adhere to all the rules for Functional Domain Profiles as specified in Section 6.7.1.

2. Adhere to the rules for creating new functions as specified in Section 6.7.2, if not prohibited by the

base Functional Profile.

3. Identify the base Functional Profiles from which it is derived.

4. For each function inherited from a base Functional Profile, retain and not change mandatory
conformance criteria to optional conformance criteria.

6.7.4 Conf

aiming
senting
[ to be
ted for

A Conformance Statement provides a concise summary of a Functional Profile. It follows a standard layouit, thus

providing EHR system vendors and users a quick overview of the Functional Profile!s-functions. Moreove
also be used|to highlight optional functions and capabilities supported by the EHR:systems as well as doc

, itcan
ument

any extensiops (i.e., additional functionality beyond what is in the Functional Profile) or specializations that have

been made. An EHR system’s Conformance Statement provides information\that can be used in assess|
EHR system|s conformance to a specific Functional Profile. Additionally, ofganizations wishing to acq
EHR system|MAY produce a Conformance Statement to indicate the functions that are required and/or ¢
in an EHR system

Functional Profiles MAY want to include a blank, to be completed; sample Conformance Statement in o
promote consistency among completed Conformance Stateméents. Conformance Statements can be us
determining the chances of interoperability between two EHR systems, by comparing the functions suppo
each EHR system. Additionally, for conformance testing-purposes, it can be used to facilitate the seleg
tests that wolild be applicable to a particular EHR system being tested. For example, if an EHR system
implement fupctions designated as ‘Essential Future’;-this would be evident in the Conformance Statems
the tests for these functions (which are unimplemented) would not be performed.

6.7.5 Ruleg for Functional Companion Profiles

Functional Dpmain Profiles SHALL claim-conformance to the version of the EHR-S Functional Model from

1. Adhgre to section6:7.2 for adding new functions,

ng the
lire an
lesired

rder to
eful in
rted by
tion of
did not
nt and

which
Profiles
scribed

ed that
es that

anion

a) Pefines-afleast one functional domain profiles for which the companion profile can be link
HR systems must satisfy in order to claim conformance, or state any specific domain profil
an,or cannot be link to the companion profile,

b) Befinrestherequirement{si-that-companionprofilesderivedfromthe basefunctionalcon

profile (i.e., derived Functional Profiles) must satisfy in order to claim conformance to the functional

companion profile.
3. Include only functions being modified from the Overarching section of Function List as Essent
Now and identify functions from other section of Function List of the Functional Model that are

ial

applicable to the functional companion profile. For each identified function, indicate its priority (i.e.,

Essential Now, Essential Future or Optional).

4. For each function, derive conformance criteria based on the Functional Model’s conformance criteria:
a) In the Functional Profile, there SHALL be at least one criterion for each function that is mandatory

(a ’shall’ criterion).

b) If there are ‘shall’ criteria (for the function in the Functional Model), then those criteria MAY also exist
for the function (in the functional companion profile) if changes. Additionally, if the function is split (in

the Functional Profile), then the parent's ‘shall’ criteria MAY appear in at least one child
function.

of that
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5. For any function in the Functional Model where one or more criteria are ‘dependent shall’ criteria, the
functional companion profile may elect to ignore the criterion, but if selected for that function SHALL
follow the rules of section 6.7.1.
Functional companion profiles claiming conformance to the Functional Model MAY:

1. Ignore a ‘shall’, “should’ or ‘may’ criterion in the Functional Model (i.e., not include it in the Functional
Profile).

There are no exceptions to section 6.7.5. for Derived Functional Companion Profiles

6.8 Use Cases and Samples (Reference)

6.8.1 Functional Profile Use Cases

Carg setting

It is dgtermined that a new care setting functional domain profile is needed to reflect the‘care sgtting specific
requirgments. To help ensure widespread use and uniformity, the Functional Profile authors‘elect t¢ undergo the
registration review followed by the HL7 consensus process (i.e., submitting the registered Functiopal Profile for
an “Informative” committee level ballot). If successful, the result will be designated,a-HL7 Informatiye Functional
Profile

After Igoking at current list of HL7 informative Functional Profiles, the decision1o create a new Fungtional Profile
is made. Each function in the EHR System Functional Model is examined and those that are relevant to the care
setting| are chosen. From these functions, a small set of ‘core’ functions are selected as being essential and
manddtory. For each function, conformance criteria is developéed) either adapting the Fundtional Model
confornance criteria or in a few cases, using the Functional Model criteria as is. To complete the Functional
Profile| a description of the Functional Profile, including its intended use and audience as well as a Conformance
ditionally, the
Functipnal Profile is submitted to HL7’s EHR Work Group.forregistration review, comment and ballpt.

Community of interest derived functional domain and companion |profiles

A community of interest (e.g., regional health infopmation exchange network) wants a functional domain profile to

The C ing at the list
of Redistered Functional Profiles, they find an existing Functional Profile that is very close to what they want.
Using [this Functional Profile as the base, they accept all the functions designated as ‘Essential Now’, reject
conformance

For th le is created.
The Fynctional Profile is.only needed to address the narrow areas of operation that are specific to fesearch. So,
the grqup finds an existing companion profile for clinical research and modifies it to reflect the fundtions needed
ommunity of
€ companion

The vendor identifies and lists all the functions that are in his product. The vendor adds a description and a
Conformance Clause (see samples in section 7.2). This is the vendor’s functional domain profile. If the vendor
has actually implemented all the functions listed, then this is equivalent to ‘Essential Now’ and these functions
are mandatory. If functions that are currently implemented and those that will be implemented in the future are
listed, then the Functional Profile is comprised of ‘Essential Now’ and ‘Essential Future’ and/or optional
functionality. Finally, the vendor adds conformance criteria for each function, inheriting some criteria directly
(without change) from in the Functional Model. But can also add new criterion to reflect added system features.
If all children of a function have the same new criterion, that criterion would be moved to the parent function as
overarching, and applicable to all the children. This is appealing in that, the vendor has the opportunity to list all
the current functionality and if desired, indicate future plans. In essence, this is similar to a vendor Conformance
Statement (a concept most vendors are already familiar with). A vendor may create multiple Functional Profiles.
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6.8.2 Sample Functional Domain Profile Conformance Clauses

To aid Functional Profile developers in developing a Conformance Clause for their Functional Profile, as required
by Section 6.1 rule #3, the following examples are offered. Note: in these examples, the keywords ‘shall’, ‘should’,
and ‘may’ are capitalized and bold. This is a convention to draw attention to the keywords.

Conformance Clause for a care-setting functional domain profile

This functional domain profile defines the conformance requirements for EHR systems and derived functional
domain profiles. To conform to this Functional Profile, all ‘Essential Now’ functions SHALL be implemented.
‘Essential Now’ functions are considered mandatory functions. An EHR system is conforming if it implements all
the functions designated as ‘Essential Now’ and the mandatory conformance criteria associated with that function.

A derived furfctional domain protile Is conforming 11 it follows the RuUles for Functional Profiles.
Mandatory cgnformance criteria are indicated by the keyword ‘shall’. Optional conformance criteria are inglicated
by the keywards ‘should’ or ‘may’.

EHR system lefined

in this Functi

Conform

5 SHALL provide a Conformance Statement structured according to the rules and,policies ¢
bnal Profile.

nce Clause for an application

ctional
ions is
d:

jnated

E-Applicatior] is an application that if included in a care-setting specific system SHALL conform to this Fun
Profile. E-Agplication is an application that has a defined set of attributes of whi¢h a minimum set of func
required of any system claiming this e-Application functionality. Two levels ef.Conformance are designatg

e Cord Conformance is comprised of the functions in the minimal/set of functions that are desi

as ‘Hssential Now’.
e Advgnced Conformance comprises the entire minimal set of functions (i.e., all ‘Essential Now’ as

well Bs those designated ‘Essential Future’ functions),
A system MAY claim conformance to either the Core or Advanced Conformance levels, if it implements|all the
mandatory cijiteria for the functions at the conformance level4or which the claim is being made.
Functions depignated with the priority ‘Essential Now’ indicate core functionality. These functions are required to
be implemenied in order to claim conformance to E-Application, regardless of the level of conformance (i.g., core
or advanced) to which the claim is made.
Functions degsignated with the priority ‘Essential”Future’ indicate advanced functionality. These functigns are
required to be implemented in order to claim~advanced level conformance. ‘Essential Future’ functions become
mandatory 18 months after publication of this Functional Profile and thus, required for immediate implementation
in order to claim conformance at either.the core or advanced levels.
Conformiance Clause for'a vendor system functional domain profile
Conformance is defined for My-EHRsystem. All functions in this Functional Profile are mandatory, are deemed

as ‘essential

Conform
profile

how’, and SHALL be implemented in order to conform to this Functional Profile.

lance Clause for a community of interest functional companion

Conformance is_defined for BuyMyDiabetesEHR. To conform to this functional companion profile, all fupctions
labeled as ‘essential now’ SHALL be available and have been implemented, and all functions labeled ‘essential
now’ in the Long Term Care or Ambulatory domain profile must also be available and implemented. Functions
labeled ‘essential future’ are optional, in that they are present for informational purposes only and MAY be
implemented in future functional companion profiles.

6.8.3 Interpreting and Applying a Conditional ‘SHALL’ (Reference)

Conformance criteria in the FM and those created can be structured in the simple format an Actor followed by
normative verb followed by action or property. For example: The system SHALL capture demographic information
as part of the patient record.

However, there are two conditional forms for which if the condition is true, then the following text must apply. One
is If/Then. If condition, then Actor followed by normative verb followed by action. If the condition is not met (i.e.,
false) then ignore the rest of the sentence. For example, IF data is exchanged with internal or external systems,
THEN the system SHALL conform to function IN 5.1 (Interchange Standards)

20 © IS0 2023 — All rights reserved


https://standardsiso.com/api/?name=431dfb3457313fd72bbc818f2144b338

ISO 10781:2023(E)

The other is a ‘Dependent Shall’ format. Actor followed by normative verb followed by action/interaction followed
by ‘according to scope of practice, organizational policy or jurisdictional law’. For example, "The system SHALL
enable EHR-S security administrators to grant authorizations to principals according to scope of practice,
organizational policy, or jurisdictional law."

The following example of a Functional Model ‘dependent shall’ criterion will be used to illustrate conditional
concepts throughout this section.

Functional Model criterion: The system SHALL enable EHR-S security administrators to
grant authorizations to principals according to scope of practice, organizational policy, or
jurisdictional laws.

6.8.4 _General Concepts

The pyrpose of the ‘dependent shall’ is to allow Functional Profiles to constrain a Functional Médel ['shall’ criteria
based |on situational conditions such as policy and legal implications. Specifically, the ‘dependent|shall’ criteria
in the Functional Model are ‘shall’ criteria + a dependency, where the dependency is defined'by:

e | Scope of practice which applies to the EHRs user’s scope of practice and refers'to best practices within
the user’s discipline — which may be care setting specific or not.
¢ | Organizational policy which refers to a plan or course of action intended-te influence and d¢termine
decisions, actions, and other matters of a group of persons organizedfer-a particular purpgse within an
association and structure through which individuals cooperate systematically to conduct business.

o | Jurisdictional law which refers to the territorial range of authority or-control with the power, fight, or
authority to interpret, apply, and declare the body of rules and-principles governing the affajrs of a
community and enforced by a political authority; a legal system.

The sthture of the ‘dependent shall’ criteria in the Functional Madel is the same as the ‘shall’ criterfa except with

the adplition of the phrase “in accordance with scope of practice, organizational policy or jurisdictional law” or
other appropriate grammatical tie-in words (e.g., based-.en“rather than in accordance). Note that all three
depenglencies are present in the Functional Model ‘dependent shall’ criteria. It is the Functional Profile that
narrows it to any one dependency or any combinatiofi*of the three. Moreover, in the Functional Profile, the
specific scope of practice, organizational policy,.'and/or jurisdictional law which necessitates| evoking the
‘dependent shall’ is explicitly identified.

For example: (derived from the Functional Model criterion above)

Functional Model criterion: The system SHALL enable EHR-S security administrators to
grant authorizations in accordance with HIPAA.

The difference between a ‘shall’ cfiterion and a ‘dependent shall’ criterion is shown in Table 3 below.

‘SHALL’ Criterion ‘Dependent SHALL’ Criterion
Be present in the Yes, either verbatim or Yes, verbatim.
Fungtional Profile modified (e.g., constrained | If dependency exists, add additional crjteria
or refined) reflecting the dependency.
Implemented by-EHR Yes. Situational - only implement if the depgndency
systems exists.

Specifically, EHR system does not implement the
‘dependent shall’ criterion (as copied filom the

FM), but does implement additional ‘shall’ criteria
Created to Teflectthedependency.

Table 3: Differences between 'shall’ and 'dependent shall’

6.8.5 Rationale for ‘Dependent SHALL’

The reason for using a ‘dependent shall’ in the Functional Model is to highlight these criteria and bring them to
the attention of the reader — both developers of Functional Profiles as well as other users. These criteria are
considered to be special cases, where there are one or more dependencies that affect these criteria, across
multiple care settings. Using the ‘dependent shall’ ensures that developers of all Functional Profiles address the
criterion and consciously decide whether the criterion in question is applicable, based on the stated dependency.

Regardless of whether a dependency exists or not, the ‘dependent shall’ is copied verbatim into the Functional
Profile. The reasons for this are:

e Adherence to the rule that a ‘shall’ criterion is always inherited by the Functional Profile.
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6.8.6

Consistency with handling the ‘dependent shall’ under all conditions (i.e., when there are dependencies
and when there are not.

Retention of the ‘dependent shall’ so that it is present for derived profiles.

Retention of the ‘dependent shall’ so that it remains effective for this profile if future requirements
change (i.e., the dependency may not be applicable at this present time, but may be applicable in the
future due to changes in scope of practice, organizational policy or jurisdictional law.

How to Apply the ‘Dependent SHALL'’

The way to interpret and apply a ‘dependent shall’ criterion in a functional domain profile is as follows:

Copy the criterion into the Functional Profile.
Review the criterion and determine if any o

ofile.

If ong¢ or more dependencies are applicable to the Functional Profile (e.g., there are jurisdictional [egal
requirements), add one or more ‘shall’ criteria that refine and further constrain the ‘dependent shall’ with
¢ct to the dependencies.

For the new criteria, add an explanation and/or citing for the dependency. For example, jurisdictipnal
legal|requirements for this Functional Profile are defined by Federal Regulations (see 45 CFR Pafts

160, [162 and 164 — The HIPAA Security Rule. The explanation or citing may be’'in an appendix. |t is
likely| that multiple criteria will reference the same explanation or citing.

Examples:
Fundtional Profile criteria

1. The system SHALL enable EHR-S security administrators to.grant authorizations to principles
accofdance with HIPAA*.

=}

2. THe system SHALL enable EHR-S security administrators to grant authorizations for roles in
accofdance with 42 CFR Part 2*.

Depé¢ndency Explanation

*For p U.S. realm Functional Profile, the Healthidnsurance Portability and Accountability Act of 19p6
(HIPAA) as well as other jurisdictional legalrequirements or other more stringent requirements would
be applied to ‘dependent shall’ criteria inthe Functional Profile as shown in Table 4.

FM Dependency Applicability Functional Profile
Applicable?
Dependent | Xes Mandatory Copy SHALL from FM
SHALL Mandatory Add additional criteria to reflect the
dependencies. Use ‘shall’.
Mandatory Add explanation or citing
Optional Add additional criteria derived from
‘dependent shall’. Use ‘shall’, ‘shoyld’
or ‘may’.

Table 4: Summary of actions when dependency exists

No Dependency exists

If no dependency is applicable to the functional domain profile (i.e., there are no scope of practice,
organizational policies or jurisdictional legal requirements that apply), then document the rationale for
deciding that no dependencies apply as shown in Table 5. This explanation may be in an appendix. It
is likely that this explanation will apply to multiple ‘dependent shall’ criteria.

22
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FM Dependency | Applicability | Functional Profile
Applicable?
Dependent | No Mandatory | Copy SHALL from FM
SHALL Mandatory | Add explanation
Optional Add additional criteria derived from
‘dependent shall’. Use ‘shall’, ‘should’
or ‘may’.

Table 5: Summary of actions for when no dependencies

Ad

E

Claimi

When
Functi

Th
Af

In this
functio

The dd
was te
of the

d additional criteria — regardless of whether a dependency exists or not.

It is always permissible for a Functional Profile to add new criteria. Add new criteria that’an
from the ‘dependent shall’. Use any keyword: ‘shall’, ‘should’ or ‘may’ (see Section'3)in th
criteria.

Examples:

1. The system SHOULD enable EHR-S security administrators to grant authorizations to
principals.

2. The system MAY enable EHR-S security administrators to grantyauthorizations for
roles.

3. The system SHOULD enable EHR-S security administrators to grant authorizations
within contexts.

4. The system SHALL enable EHR-S security administrators to grant authorizations for
roles for organizations with 10 employees or more,

HR System Conformance Claim via Self-Attestion

ng Conformance to a Functional Profile

e derived
Bse new

b software vendor/developer wishes“to claim (for their product) conformance to a version of an EHR

bnal Profile the document claiming conformance should include the following information:
e Name and Version of the standard that the software product is conformant with
ull listing of the functions and conformance criteria that the software product is conformant W

manner any individual/organization evaluating the software product may easily determin
hality.

cumentation detailing the process of determining conformance using a tool (for example, the
s5ted using the widget tool for specific conformance criteria) shall include the name of the too
oolandthe date(s) of testing.

ith

e its claimed

software
, the version

ot reaanecato-on

The pr

new Functional Profile.

s—creating a

Should an end user (provider) find that a particular EHR-S product is not in compliance with a conformance
criterion claimed in the software statement of conformance, the end user (provider) should first address the
issue with the software developer. The end user (provider) may also communicate their findings with the HL7
EHR Work Group. The EHR WG shall not be responsible for validation of any statement of conformance or for
intervening with a software vendor/developer when a discrepancy is reported by an end user but may at its

discret

ion reach out to the EHR-S vendor/developer to discuss the identified issues.

© 1SO 2023 — All rights reserved

23


https://standardsiso.com/api/?name=431dfb3457313fd72bbc818f2144b338

ISO 10781:2023(E)

8 Glossary

8.1 Preface (Reference)

Portions of this Glossary Clause are classified as NORMATIVE, including the Action-Verb Structure Section (8.4).
See section by section labels. The Glossary is provided as guidance for preparing and interpreting HL7 Electronic
Health Record and Personal Health Record System Functional Models (EHR-S FM and PHR-S FM respectively)
and Functional Profile (FP) specifications and conformance statements. The goal is to promote clarity and
consistency when interpreting and applying language of the FMs.

This Glossary is intended to be international in application. However, each realm may want to adjust terms to
their own language-

8.2 Introduc¢tion (Normative)

The Health Level Seven International (HL7) EHR-S and PHR-S FM Glossary is an HL7 reference documeént that
provides a set of definitions and guidelines in order to ensure clarity and consistency in the terms_used throughout
the FMs and|in related FPs. The Glossary includes the definition of important terms used_in' the expresgion of
EHR and PHR system functionalities, and comprises a consensus-based list of Action-Verbs and gpecific
guidelines for constructing conformance criteria (CC).

Action-Verbs|play a critical role in phrasing conformance criteria. Extensive efforts.were made to categorize and
normalize Action-Verbs and to develop guidelines for creating clear and consistent CCs throughout the FMs and
in related FHs. Continuity with previous FM versions is provided by including Glossary terms that have been
deprecated, accompanied by suggestions for preferred replacement terms.”Vigorous efforts were deplqyed to
reduce the ambiguities inherent in the use of human language; care was:used to respect the fundamental meaning
of words and|to avoid domain specific usage of terms.

HL7’s EHR Work Group has unified glossaries for both the EHR-S and PHR-S FMs to ensure consistency| Each
niqgue focus and coverage in the health “information domain with specific system furlctional
, yet readers are often the same people. Htiis expected that FPs created within the context of either
FM will align jwith this Glossary. However, this Glossary will not provide definitions for all the terms used [n FPs.
FPs will typicglly use context-specific, realm-specific, or specialized terms associated with their area of focyis, and
may need to jncorporate a complementary glossary for these special terms.

In the case where FPs are merged, care should be exercised to ensure that the same Action-Verbs are usgd with
the same mepning, and that identical meanings are conveyed with the same Action-Verb. It is recommended that
existing FPs pe re-examined and updated to closely align with the current set of Action-Verbs.

Some commpon terms and ActionsVerbs have not been included in this Glossary. For example, terms like
‘computer’, ‘leyboard’, ‘archive”and ‘compact’ are considered general computer field terms that do not rjeed to
be defined here. Some other terms reflect functionalities inherent in any computer system and are not defined
here, e.g. compute. Readers who desire definitions of terms not covered in the Glossary are invited to gonsult
trusted dictionaries arlencyclopedias. Where definitions of terms are taken from recognized sources, gpecific

references afe included.

8.4 The Action-Verb Structure (Normative)

The Action-Verbs to be used for writing conformance criteria in the EHR-S FM and the PHR-S FM are organized
in two hierarchies, each with its own specific set of Action-Verbs to:

e Secure and operationalize systems;
¢ Manage data and the health record.

Each hierarchy consists of Action-Verbs that collectively represent a logical set of actions.
8.4.1 Secure (System) Hierarchy
The Secure System hierarchy, as show in Table 6, provides Action-Verbs for controlling access (authenticating and authorizing

users), tracking activities (logging and auditing), and sustaining operations. This hierarchy has one parent, Secure (System),
and three (3) intermediate children: Control Access, Track, and Sustain (Operations).
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Secure (System)

Control Access Track Sustain (Operations)

Authenticate | Authorize Log | Audit

Table 6: Action-Verbs supporting the Secure System Hierarchy

e Control Access: to limit the use of a system to only those who are permitted
e Track: to govern; control; administrate; oversee; inspect; examine; assess; observe; monitor; police;
enforce; check
e Sustain (Operations): to keep the system running correctly (e.g., sustain operations; quality; integrity;
throughput; mirror; reliability; failover; failsafe; versioned; virus-free; leak-free; up-to-date; safeguard)

8.4.2 [ Data Management Hierarchy

The Data Management hierarchy provides Action-Verbs for the complete range of data handling
systen}. The hierarchy, as show in Table 7 has one parent, Manage (Data), and six (6) children
Capture, Maintain, Render, Exchange, Determine, and Manage-Data-Visibility.

actions by a
with subsets:

Manage (Data)
Manage
Captyre Maintain Render Exchange Determine Data
Visibility
Auto Store Update Remove | Extract | Present | Transmit Export Analyze | Decide | Dg-
populdte | Archive Annotate Delete Import Identify/
Entef Backup Attest Purge Receive Rg-
Impoft Decrypt Edit Transmit Identify
Receiye Encrypt | Harmonize Higle/
Recover Integrate Urfhide
Restore | Link/Unlink Mgsk/
Save Tag/Untag Urimask

Table 7: Action Verbs supporting the Data Management Hierarchy

The first three subsets cover the capture, maintenance and rendering of data as follows:

e | Capture:
o Auto-populate fields of data based on partially filled information
o Enter data manually
o Import data from an external source (which may be a device)
o Receive data from anether system (which may be a device)
¢ | Maintain:
o Store:
= Archiveldata to external media
= Backbp/data on backup storage media
= Encrypt data for security and privacy purposes
= (Decrypt data to reverse encryption
=<—Recover/Restore data from backup
»"~ Save data on local media
0~ ‘Update:
—Anmotate datawithmotes
= Attest data to verify and approve
= Edit data by modifying it
= Harmonize data across multiple sources
» Integrate data together
= Link data to other data
= Unlink data to remove prior linkage(s)
= Tag data with labels
= Untag data to remove prior label(s)
o Remove:
» Delete/Purge to remove data from storage media or directory(ies)
e Render:
o Extract data based on certain criteria
o Present data on an attached device
o Transmit data to external systems or devices
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The next subset pertains to the Exchange of data from one part or system to another or others:

e Exchange:
o Export (transfer) data in a format that can be used by other systems
o Import data from an external source (which may be a device)
o Receive data from another system (which may be a device)
o Transmit data to another party/system

The next subset provides verbs for the determination of actions in processing data:

e Determine:
o Analyze data using rules and analytical steps
o Decide appropriate actions as a result of that analysis

The final sub

ge-Data-Visibility:
De-Identify data as to prevent associating the data to a specific person

Re-Identify data to reverse a prior de-identification

Hide data so that only authorized users can see that the data exist

Wnhide data to reverse a prior hide operation

Mask data so that users can see that the data exist but only authorized users can actually vie
gctual data

Wnmask data to reverse a prior mask operation

8.4.3 HowAction-Verbs are defined

Action-Verbs|are defined in the following manner:

For an Action-Verb that has a parent, the Action-Verb’s definition will start with the immediate parent ve
then a restatement of the meaning of the Action-Verb, followed by ‘at’least one (1) example labeled ajg
Examples will use the Action-Verb being defined with explanatory descriptions where relevant. Such as:

e PRESENT (Action-Verb): To RENDER (the parent Action-Verb) data by delivering the data to local us
a meanirlgful and appropriate way. For example, the system may PRESENT an alert automatically w
newly-arfiving laboratory value is received that is out of hormal range.

jons:

w the

rb and
such.

ers in
hen a

For a top level Action-Verb, the definition will include the:next immediate level of children, followed by at least one

(1) example [labeled as such. Examples will use. the Action-Verb being defined with explanatory desc
where relevant. An illustrative example follows:

e MANAGHK (DATA) (Action-Verb): To handle data by capturing, maintaining, rendering and exchanging
determin|ng actions about data, and mianaging data visibility. For example, the system shall provide t
ability forja user to MANAGE patientiand family preferences as they pertain to current treatment plang

Table 8 lists the full set of eligible Action-Verbs and their logical construction:

iptions

data,
he

D.

Action-Velb | Construction

To DETERMINE actions in the flow of processing data by comparing, correlating, or
weighting certain data and by applying clinical or business rules, hence leading to a
decision (see DECIDE). For example, the system may ANALYZE patient information
Analyze using a drug-interaction database and a set of clinical rules. Another example is that
the system may ANALYZE various protocols relative to a patient’s condition. Another
example is that a person may ANALYZE a proposed update to a patient’s home

address and DECIDE 1o reject the proposed update.

To UPDATE data by attaching comments or notes to the data without editing the data.
Annotate For example, an Attending physician may ANNOTATE the information entered by the
Resident physician before signing the report.

To STORE data by moving the data to long-term storage media and deleting or
purging data on the original online storage, according to scope of practice,
organizational policy, and/or jurisdictional law. For example, the system at the Oak
Street Hospital automatically ARCHIVES patient-related data that is older than eight
years by encrypting and compressing it, moving it to long-term storage, purging it,
identifying the data by month and year, and creating a pointer to the archived data.
Another example is that a system may automatically ARCHIVE outpatient clinic
schedules that are being replaced.

Archive

To UPDATE information by ATTESTing that an EHR record (or part of an EHR
Attest record) is genuine.. For example, a resident physician may ATTEST that the
information contained in an EHR record was created by her. Another example is that
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an attending physician may annotate a resident’s version of the record and then
ATTEST to those changes. Note: Attestations may be applied, affixed or bound to an
EHR record, for example, via a digital signature, certification, or other verifying mark.
To TRACK system-initiated or user-initiated activities by analyzing logs based on
policies or rules. For example, the system may automatically AUDIT the daily log for
Audit multiple-failed-logon-attempts. Another example is that an administrator may AUDIT
the excessive use of extraordinary (i.e., “break-the-glass”) access to certain patient
information in the Emergency Department.

To CONTROL ACCESS to a system by validating the identity of a user, another
system or a device before authorizing access. For example, the system may
Authgmticate— T AUTHENTICATE DrJones by vatidating his fdentity usinga UsertDanda biomegtric
device. Another example is that the system rejects Sara Smith’s attempt to
AUTHENTICATE to the system after three failed password entries.

To CONTROL ACCESS to a system by applying permissions to use certain
functionality or to view certain data. For example, the system may AUTFHORIZE Dr.
Jones, an Emergency Department physician, to view Emergency Bepartment patient
records (note: We assume that the administrator has entered a setof permissions for
all Emergency Department physicians). Another example is that the system does not
AUTHORIZE deletion by Sara Smith of a patient record that’has already been signed.
To CAPTURE data by inputting it automatically using previously-existing data,
providing a default value, or deriving it from other data, or by following various data-
entry business rules. For example, the system may AUTO-POPULATE the city,
state/province, and country fields when a user enters a zip-code. Another example is
that the system may AUTO-POPULATE a newborn’s home address with the mother’s
home address.
To STORE data by placing a copy of therdata onto an electronically-accessible device
for preservation in case the original is lost, corrupted, or destroyed. For example} a
Backup system may BACK UP the incremental changes made to a patient’s record by stpring
it locally on a daily basis. Anotherlexample is that an administrator may BACK UP a
complete copy of certain data.by storing it at an offsite facility.
To MANAGE data by auto-populating, entering, importing, or receiving the data, |either
through human intervention’or automated means. For example, a system may
CAPTURE patient’s data entered by a physician through the keyboard or sent by the
physician using a mobile device. Another example is that the system may CAPTURE
laboratory results\by automatically receiving laboratory data or by keyboard entry for
locally performed tests.
To AUTHENTICATE users and/or systems and AUTHORIZE access to functionality
and/or data”’For example, the system may CONTROL ACCESS to the patient’s flata
by authenticating Dr. Jones’ identity and authorizing him to update his patient’s
records. Another example is the system may CONTROL ACCESS to the system by
refusing a hospital visitor the ability to authenticate to the system. NOTE: the sef of
CONTROL ACCESS Action-Verbs requires data specifying permissions. This
permission data is managed via the MANAGE data Action-Verbs set.

To DETERMINE actions in the processing of data by choosing a certain alternatjve
based on an analysis, and acting accordingly. For example, the system may DECIDE
tU Tl Idcl d IIUt;f;\Jat;UII tU Uff duty "MutTotTo tU IU'JUIt fUI duty bGDCd T \a“ll;b |u=cc nd
the receipt of a tornado alert. Another example is that the system may DECIDE to
RENDER an alert to a clinician that a prescribed drug is contraindicated with the
patient’s listed allergies, based on the analysis conducted.

To STORE data by converting encrypted data back into its original form, so it can be
Decrypt understood. For example, the system may DECRYPT clinical data received from an
authenticated external laboratory system.

To MANAGE-DATA-VISIBILITY by removing identifiers from data in such a way that
the risk of identifying an individual is very small under the circumstances, as specified
by scope of practice, organizational policy, and/or jurisdictional law. For example, a
De-identify system may DE-IDENTIFY data for a researcher who wants to perform an analysis of
drug effectiveness on diabetic patients. Another example is where a hospital may DE-
IDENTIFY data for a set of patients to transmit to a university professor looking for
illustrative cases for educational work.

Authgrize

Auto-populate

Captyre

Control
Acces$s

Decide
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To REMOVE data by making it inaccessible to the application. For example, a user
may DELETE an existing patient-appointment at the request of the patient. Note: In
the case where the data becomes invalid but needs to remain in the system, the word
“TAG” is preferred over the word “DELETE” or the word “Nullify”. This type of action is
considered a data “Tagging” process and not a data deletion process. For example, a
health information management professional may desire to TAG a certain clinical term
as obsolete, but the term needs to remain in the system for backward compatibility
purposes.

To MANAGE data by analyzing it and making a decision based on the analysis. For
example, the system may DETERMINE the possible severity of a patient’s allergic
reaction toa proposed drug by amatyzing the patient s profiteagainstadrog database
and deciding whether the clinician should be presented with an alert or not. Another,
example is that a system may DETERMINE the next steps in a workflow based on\an
analysis of a patient’s laboratory results, the patient’s profile, and the clinical rules of
the clinic, this analysis leading to a decision as to the appropriate next steps)in‘the
clinical process.

To UPDATE data by correcting, amending, appending, or augmenting the'data. For
example, the physician may EDIT the patient's home address by cafrrecting the civic
number from 368 to 638 Oak Street. Another example is that a phySician may EDIT
existing notes about an injury by appending an x-ray picture of.a broken bone.

To STORE data by transforming the data into a form that is“difficult to understand by
Encrypt unauthorized people or systems. For example, the system'may ENCRYPT sensitive
information such as the patient’s financial information.

To CAPTURE data by inputting it manually (for example, via a keyboard) or through
other input devices. For example, the user may manually ENTER the patient’s street
address via the keyboard. Another example is\.that the user may ENTER the patient’s
body weight via an electronic weight scale.

To MANAGE data by importing, receivingg:exporting, or transmitting the data between
Exchange systems. For example, the PHR Account Holder may exchange family history
information with the PHR systems of ©ther family members.

To RENDER data by locating, retrieving and possibly assembling data based on
certain criteria and for certain_purposes. For example, a system may EXTRACT for a
clinician all the x-ray reports regarding the patient’'s chest. Another example is that the
system may automaticall. EXTRACT allergy history when the physician enters a
Extract prescription. Another example is that a system may EXTRACT for a researcher the
number of pneumonia-like cases treated at the Emergency Department within a
specific time period..Another example is that a system may EXTRACT and aggregate
information usifig-a cohort of patients who have pneumococcal disease and
categorize that\Cohort by specific age-ranges.

To UPDATE data by aligning and reconciling it with other information in the system, or
with the'data of another system (or systems). For example, the system may

Delete

Determine

Edit

Enter

Harmonize HARMONIZE a patient’'s new home address with the data of systems of other
memibers of the care-team.
To MANAGE-DATA-VISIBILITY by making specific information invisible so that the
existence of the information is not expressed except to authorized users; viewers of
+h 4 4+ =i H H=w= H 4 that biddl af, 4 ot A 4
H|de unrc FGLIUI MTCOUTU TTUCTIVT TTU TTTIUTLAtivlT iiat uic 1TnuutcTIT mmmutTiiaturt TATolo Ul UUTO TTUL

exist. For example, the system may HIDE the existence of a patient’s psychiatric
record from all viewers except for the patient’s psychiatrist. Note: the verb “unhide” is
an acceptable verb to reverse the action of hiding.

To CAPTURE data into a local system by proactively accessing data from an external
source and then downloading and integrating the data into the local system. For
Import example, the system may IMPORT the latest drug trial data every Friday evening.
Another example is that the user may IMPORT various sets of best practices related
to juvenile diabetes.

To maintain control of data by removing access to the data in such a way as the data
is no longer active for a certain reason. For example, the PHR Account Holder may

Inactivate no longer employ a list of local oncologists, while the PHR Account Holder is
stationed in another country for a while.
Integrate To UPDATE data by merging other data with the existing data in a controlled manner.

For example, a user may INTEGRATE summaries of health care services that were
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provided in another jurisdiction into the patient’s local record. Another example is that
an EHR system may INTEGRATE a single-sign-on application with the EHR system’s
existing user-authentication services. Another example is that an EHR system may
INTEGRATE multiple third-party modules to enhance its capabilities.

To UPDATE data by associating one piece of data with another piece of data. For
example, the system may LINK a patient’'s encounter note with the patient’s
laboratory results. Another example is that a system may LINK attestable changes to
a patient’s record to the author’s identifying information.

To TRACK system-initiated or user-initiated activities (including access to data and/or
functionality, attempts to access data and/or functionality, actions performed on data
andfor-furctiomatity, andchanges to SyStenT characteristics or versions ) by storing a
chronological trace of these activities. For example, the system may LOG the, fagt that
modifications were made to a patient’s record by storing the date, time, and‘identity of
the user who modified the record as well as what changes were made to that regord.
Another example is that the system may LOG the fact that updates were applied to a
drug-interaction database table, by storing the date and time at which it was updated.
To MANAGE data by storing, updating, and/or removing the data:within a system. For
example, a system may provide the ability for a clinician to MAINTAIN data by
keeping or discarding it. Another example is that a system\may provide the ability for
a clinician to MAINTAIN data by correcting or annotating:it.
To handle data by capturing, maintaining, and renderingdata, determining actions
about data, and managing data visibility. For example; the system may provide the
ability for a user to MANAGE patient and family preferences as they pertain to ciirrent
treatment plans. Another example is that a clinician’s system may provide the aljility
for the clinician to MANAGE patient data by creating a patient’s record, updating|a
clinical note, utilizing clinical decision support tools, and transmitting the patient’s
billing information.

To MANAGE data by de-identifying/re-identifying, masking/unmasking or
Mandge-Data- | hiding/unhiding that data. For example, the system may provide the ability for an
Visibility administrator to MANAGE-DATA-VISIBILITY in terms of who is allowed to view what
specific patient data.
To MANAGE-DATA-VISIBILITY by obscuring (masking) specific data elements in
order that this information is not available except to authorized users; viewers of|the
patient record can see that the data exists but cannot see actual contents. For
example, the administrator may MASK the pregnancy status of all patients who are
below the age ofeighteen except for the obstetric unit staff. Note: the verb “unmask”
is an acceptable verb to reverse the action of masking.

To RENDER data by delivering the data to local users in a meaningful and
apprapriate way. For example, the system may PRESENT to a physician (upon
mahual request) a list of patients who are scheduled for care today, ordered by tjme-
of<day, with the patient’s known diagnosis using the physician’s preferred terminplogy
and language of choice. Another example is that the system may PRESENT an glert
Presgnt automatically when a newly-arriving laboratory value is received that is out of nofmal
range. Another example is that a system may PRESENT to a physician a patient's
lung respiration sounds. Another example is that a system may PRESENT patient-
instractions-using-an-aucic-and-vdee-system—NotetHisreasonablete-assumethat
any data that is presented ought to be formatted, filtered, translated, transformed,
mapped, and/or normalized, etc., as appropriate.

To MAINTAIN data by creating a pseudonym for its subject. For example, the name
Pseudonymize | "Robert Q. Jamison" may be replaced with a pseudonym such as "John Smith" in a
health care document before sharing it with others.

To REMOVE data by making it unrecoverable at the storage and/or media-level. For
example, the system may PURGE the patient record for John Smith according to a

Link

Log

Mainfain

Mangdge
(Datd)

Mask| (verb)

Purge rule that targets all records that are older than seven years. (Note: Destroy and Purge
are synonyms; PURGE is the preferred term.)
To CAPTURE data from an external source by taking in that data without manual /
real-time user intervention. For example, the system may RECEIVE various emails for
Receive a clinician who will later review them. Another example is that the system may

RECEIVE from authenticated and authorized external systems laboratory results for a
given patient. Another example is that the system may RECEIVE a facsimile
transmission from an external device.

© 1SO 2023 — All rights reserved 29


https://standardsiso.com/api/?name=431dfb3457313fd72bbc818f2144b338

ISO 10781:2023(E)

Action-Verb | Construction

To STORE data by rebuilding original data using backups of data. For example, the
Recover system may RECOVER last week’s data following a hard disk failure, using an offsite
backup copy. (See BACKUP.)

To MANAGE-DATA-VISIBILITY by combining data in such a way that the patient’s
identity is re-established according to scope of practice, organizational policy, and/or
Re-identify jurisdictional law. For example, the system may RE-IDENTIFY de-identified data by
providing a key that allows authorized users to re-establish the link between a given
patient and that patient’s de-identified data.

To MAINTAIN data by making the data inaccessible or unrecoverable according to
scope of practice, organizational policy, and/or jurisdictional law. For example, a
SyStenTmay, ata physician s request, REMOVE by purginmg patientimformation that—
was received by mistake. Another example is that a system may, upon request by an
administrator, REMOVE by deletion the schedule of outpatient clinic opening hours.
NOTE 1: The data may be deleted either by removing the data’s pointer from,the
Remove directory or by overwriting the data in such a way that the original data is
unrecoverable. NOTE 2: In the case where the data becomes invalid but-needs to
remain in the system, the word TAG is preferred over the word REMOVEor “Nullify”.
This type of action is considered a data “Tagging” process and not a data deletion
process. For example, a health information management professional may desire to
TAG a certain clinical term as obsolete, but the term needs to remain in the system
for backward compatibility purposes.

Remove To MAINTAIN data by disallowing access to the data in such a way as the data can
Access no longer be retrieved.

To MANAGE data by extracting, presenting and transmitting data to users or systems.
For example, the system may RENDER a list of patients with a given disease that has
been extracted from the clinic’s active patient records. For example, the system may
RENDER laboratory results by presenting them on a computer screen. Another
example is that the system may RENDER-data by transmitting a drug prescription to a
pharmacy.

To STORE data to the production system by using previously archived data. For
example, the system may RESTORE patient-encounter data for a returning patient
Restore whose data had been archived.dué to inactivity. Another example is that the system
may RESTORE, for evidentiary support, patient data that had been archived after the
patient expired. (See AREHIVE.)

To STORE data by placing it onto an electronically-accessible device for preservation.
For example, a clinician’may SAVE a given patient’'s demographic data or a newly-
prescribed medication. Another example is that an administrator may SAVE an
updated list of physicians that have practice privileges at the local hospital.

To ensure system reliability and integrity by controlling access to system functionality
and/or data,tracking activities, and sustaining system operations. For example, the
system may provide the ability for an administrator to SECURE a system by setting
configuration parameters for controlling access, tracking, and sustaining system
operdtions. Another example is that the system may SECURE access to a patient’s
récord by controlling access to its content, tracking users who have modified the
patient’s record, and sustaining the record’s availability on a continual basis.
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way as to (passively, automatically) route it to another system. For example, a PHR
Account Holder’'s system may (passively, automatically) send weekly reports to a
diabetes specialist's system regarding the PHR Account Holder’s current weight.

To MAINTAIN data by backing up, decrypting, encrypting, restoring and saving that
data onto electronically accessible devices. For example, a clinician may STORE a
given patient’'s demographic data or a newly-prescribed medication. Another example
is that an administrator may configure a system to STORE progressive copies of
certain data on a regularly-scheduled basis for backup purposes. Note: data may be
stored as plain text or in encrypted or compressed form.

To SECURE a system by promoting actions that enable the system to perform
predictably and as intended. For example, a system may SUSTAIN (OPERATIONS)
by applying business rules that enforce role-based access to the authorization
management portion of the system, thus protecting the PHR Account Holder’s data
according to pre-determined security and privacy rules.

Render

Save

Secure
(System)

Send

Store

Sustain
(operations)
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Action-Verb | Construction
To OUTPUT data from the PHR Account Holder’s system by exporting it in such a
way as to coordinate certain data with another system (or systems). For example, the
Synchronize PHR Account Holder may coordinate the medications prescribed by two physicians
with a list of home remedies so that each relevant, authorized stakeholder has a
current list of the PHR Account Holder's medications/remedies.

To UPDATE data by marking it for special use. For example, a nurse may TAG the
previous week’s records for patients that presented with a severe cough and fever.
Another example is that a general practitioner may TAG certain data for review by an
Tag oncologist. Another example is that an administrator may TAG an interchange
standard version as being deprecated. Note: see “flag” if the meaning is to signal a
situatiomNote—theverb-“umtag™ isamacceptabte verbtoreversetheactiomrof
tagging.

To SECURE a system by logging and auditing system-initiated and/or usef-initiafed
activities. For example, the system may TRACK the amount of time that the system
Track was unavailable last month. Another example is that the system maycprovide thq
ability for an administrator to TRACK the number of active users of.a.newly-instglled
set of system functionality.
To RENDER data by delivering the data to devices or other systems in a meaningful
and appropriate way. For example, the system may (without’human intervention
TRANSMIT an alert to a physician’s beeper. Another example is that the system|may
(upon human intervention) TRANSMIT a given patienat’sencounter summary to gn
external facility. Another example is that the system ' may TRANSMIT data to angther
facility after mapping local codes to national codes. Note: It is reasonable to assime
that any data that is transmitted ought to be formatted, filtered, translated,
transformed, mapped, and/or normalized, etc.; as appropriate.

To MANAGE-DATA-VISIBILITY by making-visible the existence of previously higden
information (see HIDE). For example, the system may provide the ability for a pgtient
to UNHIDE his psychiatric record, and hence the existence of that part of his recprd
becomes visible to all authorized-¢linicians.

To MANAGE-DATA-VISIBILITY)by making masked information visible. For exalple,
the administrator my desire.to UNMASK certain patient financial information for the
Unmask admission Department, Forexample, a system may provide the ability for an
emergency department_physician to UNMASK a patient’s pregnancy status that vas
presented by the system as “******” to reveal a status of “Pregnant”.
To UPDATE data by removing marking for special use. For example, a nurse mpy
UNTAG the previous week’s records for patients that presented with a severe cqugh
and fever that had been previously tagged. Another example is that a general
practitionermay UNTAG certain data after completion of review another providef.
To MAINTAIN data by annotating, editing, harmonizing, integrating, linking and
Update tagging the data. For example, a clinician may UPDATE a patient’'s medication
desage. Another example is that the system may UPDATE a patient’s record.

Trangmit

Unhide

Untag

Table 8: Action Verbs and their Logical Construction

8.4.4 |Deprecated Action-Verbs

The use of verbs that are specific in definition and use allows for greater understanding and consistency of
conformance criteria throughout the model.

In this Glossary, the term “deprecated” is used to identify Action-Verbs that were used in conformance criteria (in
previous FM Releases) but are not part of the updated hierarchy of Action-Verbs. It is recommended that
deprecated Action-Verbs not be used in Conformance Criteria.

Table 9 lists a set of deprecated verbs and possible alternatives:

Deprecated
Action-Verb

Possible Alternative(s)

Instead, use CONTROL-ACCESS if the context is one of controlling access to the
Access system.. Use RENDER or PRESENT or another relevant Action-Verb when the context
is one of accessing data.
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Deprecated . .
Action-Verb Possible Alternative(s)
Affirm Instead, use TAG (with an appropriate qualifier). Affirm, Assert, Declare, Indicate, and
State are synonyms.
Instead, use “RENDER or PRESENT or TRANSMIT an alert to a person or another
Alert system (including a device)”. An Alert typically occurs after analyzing some data and
arriving at a decision that someone must be alerted. See DETERMINE for some
examples.
Amend Instead, use EDIT.
Instead, use the term EDIT. This means editing data by adding new data to existing
Append data
Assert Instead, use TAG (with an appropriate qualifier). Affirm, Assert, Declare, Indicate,land
State are synonyms.
Auament Instead, use EDIT, ANNOTATE, or LINK with the appropriate qualifiers., Augmentation
9 is the addition of information to existing healthcare data.
Instead, use “DETERMINE and STORE” or “DETERMINE and PRESENT”, as
Calculate SN
appropriate in the context.
Instead, use “DETERMINE and STORE” or “DETERMINE, and PRESENT” as
Compute BN
appropriate in the context.
Instead, use “MANAGE configuration parameters for..;: For example, the user may
desire to STORE configuration parameters regarding the preferred type of human
Configure language. Another example is that an administrator may UPDATE configuration
parameters that control external access to the system by restricting access during the
weekends.
To comply... Note: The verb ‘Conform’-is used with a special meaning in the FM and is
Conform not part of the Action-Verb model. It is-a special instruction for including the functional
requirements of one function in another function. For example: “The system SHALL
conform to function IN.1.1 (Entity-Authentication)”.
Correct Instead, use EDIT.
Create Instead, use “DETERMINE and STORE” or “DETERMINE and RENDER” or
“‘DETERMINE and.PRESENT” as appropriate to the context.
Instead, use TAG)(with an appropriate qualifier). Affirm, Assert, Declare, Indicate, and
Declare
State are syrienyms.
Instead, Use"TAG with an appropriate qualifier. Deprecation of certain information may
be required when that data becomes invalid, but needs to remain in the system. For
Deprecate example, a health information management professional may desire to TAG a certain
clinical term as deprecated, but the term is retained in the system for backward
compatibility purposes.
Destroy
Disable- Instead, use “CONTROL ACCESS by removing permissions to use specific
Access functionality and/or manage specific data”.
Disclose Instead, use “RENDER and TAG” with a label that identifies the data’s purpose as “for
disclosure use only”.
Display Instead, use PRESENT.
Document Instead, use ENTER, or “TAG with” appropriate references, or “LINK to” sources.
Eliminate Instead, use DELETE or PURGE as applicable.
Export Use RENDER instead.
Instead, use “RENDER an alert”, or “PRESENT an alert”, or “TRANSMIT a notice”, if
Flag ; ; : P R
the intent is to signal a situation (i.e. flag a situation).
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Deprecated . .
Action-Verb Possible Alternative(s)
Generate Instead, use “DETERMINE and STORE” or “DETERMINE and PRESENT” or
“DETERMINE and RENDER* as appropriate to the context.
Grant-Access | Instead, use CONTROL ACCESS.
Instead, use other Action-Verbs adapted to the context. . For example, instead of “...to
Identif uniquely identify a patient...’, one should say ‘...to MAINTAIN a unique identifier for a
y patient...” Another example is: instead of ‘...to help identify the patient...’, use *...help
DETERMINE the identity of the patient.’.
Instead, use CAPTURE, ENTER, RECEIVE, IMPORT or AUTO-POPULATE,
Input ! : .
depending on the context and scope of actions described.
Label (verb) Use “TAG with a label”.
Merge Instead, use INTEGRATE.
%Od”y Instead, use: “MANAGE data regarding permissions”
ccess
. Instead, use “RENDER or PRESENT or TRANSMIT a notification to a person or
Notify : : o
another system (including a device)”.
Nullify Instead, use “TAG as nullified”.
Obsolete Instead, use “TAG as obsolete”.
Orde Instead, use “ENTER the parameters for an.order”.
Permit Instead, use “AUTHENTICATE a user and AUTHORIZE access based on permisgions
Accegs assigned to that user”.
Persist Instead, use “STORE".
Print Instead, use RENDER, PRESENT, OR TRANSMIT, depending on the context.
Prioritize Instead, use “TAG with @ priority level”, or “DETERMINE priorities”.
Provide Instead, use CONTROL ACCESS, or PRESENT, as appropriate to the specific
access to context.
Quen Instead, use ANALYZE or RENDER (or its children Action-Verbs), because querig¢s or
searches are implied when rendering or analyzing data.
Instead;-use TAG with an appropriate qualifier. Reactivation of certain informatiorf may
. be required when that data, previously deprecated or made inactive, becomes valid
Reactlivate ) ; ; : .
again. For example, a health information management professional may desire to
TAG a certain clinical term as reactivated.
. Instead, use ANALYZE and DECIDE, or DETERMINE, or HARMONIZE dependirlg on
Reconcilg A
the context and the meaning intended.
Record nstead;use-STOREAoritschitdrenmAction=Verbsy:
Reject Instead, use "PRESENT or RENDER a message of rejection” or “TAG as rejected”.
Replace Instead, use EDIT, or “DELETE the old and SAVE the new”, or “TAG as obsolete and
P SAVE the new”, based on the context.
Report Instead, use “RENDER a report”, or “PRESENT a report”.
Repudiate Instead, use “TAG as repudiated or rejected”.
Instead, use STORE (with the possible addition of language that includes the notion
that retention management may be needed to accommodate scope of practice,
Retain organizational policy, or jurisdictional law). For example, the system may provide the
ability to STORE personal health information, and DELETE that data only as allowed
by the organization’s data-retention policies.
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Deprecated . .

Action-Verb Possible Alternative(s)

Revoke- Instead, use “CONTROL ACCESS by eliminating permissions to use system
Access functionality or to manage data”.

Instead, use ANALYZE or RENDER (or its children action-verbs), because queries or
searches are implied when rendering or analyzing data. For example, instead of saying
Search “The system SHALL provide the ability to search patient records based on previous
names”, one can say “The system SHALL provide the ability to PRESENT a list of
records with possible patient name matches using previous patient names”.

Select lnstead—use—ENTER a-selection”

Instead, use “TAG-with-authenticated-signature”. For example, a system may TAG @
Sign patient note with an authenticated signature when the physician completes the
patient’s note.

Instead, use TAG with an appropriate qualifier. Affirm, Assert, Declare, Indicate, and

State State are synonyms.

Instead, use “PRESENT templates to do XYZ”, or DETERMINE, or-other Action-Verbs
Support . . : .

depending on the context and functionality to specify.
Suspend- Instead, use “CONTROL ACCESS by temporarily withholding permissions to use
Access system functionality or to manage data”.

Synthesize Instead, use “ANALYZE and STORE” or “ANALYZE and PRESENT".

Instead, depending on the context, use “DECIDE on“a course of action based on an
Trigger analysis of certain data and rules”, or “DECIDE.arnd RENDER some information (for
example, an alert or a notification) based on the analysis of certain data and rules”.

View Instead, use PRESENT.

Term Instead use...

Table 9: Deprecated Action-Verbs and Possible Alternative(s)

8.5 Guidelines for Use (Reference)

Contributors fo the contents of the EHR-S-and PHR-S FMs must be thoroughly familiar with this ‘Guidelirles For
Use’ Section| It is critical to the integrity’of the FMs that key terms have a consistent meaning throughout each
FM specificafion.

8.5.1 General Guidance

Throughout the EHR-Stand PHR-S FMs, terms used for stating Conformance Criteria (CC) must rfespect
meanings as|conveyed ih'the definitions provided in this Glossary. Using the Action-Verbs rigorously will result in
clearly writtepf Conférmance Criteria (CC) and help ensure consistent communication of functional requiregments.
Furthermore,| combining various functional models and functional profiles is facilitated when a controlled set of
terms is useq ¢onsistently. Therefore, use of synonyms (as replacements) or local jargon should be avoided.

In the FMs, Statements and Descriptions should be written in ‘business-like language’ defining, in business and
user terms, system capabilities that support user needs. CCs should be written from the system’s perspective,
with rigor and consistency across functional areas, using Action-Verbs and the guidelines; CCs should not be
duplicates of the Statements and Descriptions. However, scope-wise, both Statement/Description and
corresponding CCs must address the same functionalities.

CCs represent a fundamental component of the FMs by defining its functionalities in precise terms. Significant
efforts were invested in developing a set of Action-Verbs with precise definitions that must be used in the
construction of CC. The next section provides specific guidance on how CC should be composed.

Since various realms may require the use of certain terms (for example, a term that is embedded in national law),
this FM Glossary maintains a realm-independent perspective. The long-term intent is to construct CCs that are
computable and easy to validate as to their grammar and contents when it is relevant (i.e., use list of approved
Action-Verbs).
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8.5.2 Constructing Rigorous Conformance Criteria

Rigor, clarity and consistency in crafting CCs are of paramount importance. The following rules are to be followed
whenever possible:
It is generally preferable to use separate CCs instead of trying to include multiple actions in a single
criterion, unless such a combination provides for an economy of statements and is unambiguous.
Where an action can be performed both automatically by the system and manually upon initiation by the

user, CCs should be composed with the “provide the ability to” phrase incorporated.

Selected verbs in conformance criteria should be at the proper level of granularity. If a parent verb in a hierarchy
is used, then it means that the actions of all the children verbs under it are pertinent and applicable:

The ggneral grammar to use in developing rigorous CCs has the following structure:

Note that<The system SHALL...” means that the system is required to perform the relevant fung

For example, instead of saying MAINTAIN clinical data which would imply storage, update and
data, one would say STORE and UPDATE data if deletion of data was not allowed.
Fofr example, if a given CC expects EDIT and TAG to be reasonable application of the fupction

deletion of

but that

ANNOTATE, HARMONIZE, INTEGRATE, LINK are unreasonable, then the word MAINTAIN should be

avpided in lieu of the more precise “EDIT and TAG”.
An example of multiple Action-Verbs: “The system SHALL provide the ability to CAPPURE, ST
and TAG-as-deprecated entries in an xxx registry or directory to keep it current.”

“The system [SHALL | SHOULD | MAY] [provide the ability to] [Action-\erb] [functionality objec
[participant(s)] [qualifier(s)] [‘according to user preference, scope of pragtice, organizational pol
jurjsdictional law’]”.

Thee system is the subject of all the Conformance Criteria.
[S
Meanings are defined in EHR-S FM Conformance Clause document and are repeated here for
cofhvenience:

o | SHALL - to indicate a mandatory functional requirement to be followed (implemented) in o
conform. Synonymous with ‘is required to’.

o | SHOULD - to indicate an optional yet recommended functional requirement, one that is pa
suitable, without mentioning or excluding©others. Synonymous with ‘is permitted and recom
o | MAY - to indicate an optional (permissible) functional requirement. Synonymous with ‘is pg
[provide the ability to]: optional phrase.used to convey when the functional requirement may be
inifiated by user action or automatically;by system rules. System rules may be configurable.

DRE, EDIT,

(s)]

cy, and/or

HALL | SHOULD | MAY]. Itis mandatory that one — and only one — of these three qualifier vgrbs be used.

der to

rticularly
mended’.
rmitted’.
either

[Agtion-Verb]: mandatory. The Action-Verb must come from the standardized list enumerated in this

Glpssary and respect the definitions provided. When another verb would appear preferable, it i
to Jook for that verb in the Glessary definition section where it may be listed with suggestions fg
replacement verb and composition. This guide provides numerous examples.
[fupctionality object(s)]ymandatory. Identifies the object(s) of the functional requirement.
[p3
funpction.

[qualifier(s)]: optional. This may relate to time, interval, condition(s). Can include (for example):
alitomaticallyy “manually”, “in real time”, “according to the business rules”
[“accordingto’user preference, scope of practice, organizational policy, and/or jurisdictional law
wHen the’action can be governed by relevant practices, policies and/or laws.

5 suggested
ra

rticipant(s)]: optional:"Covers users (or external systems) that participate or are affected by the specified

”]: optional,

tion when all

factorsand-specifiedconditionsare met:

Some examples of rigorous CCs follow:
The system SHALL provide the ability to PRESENT the list of scheduled patients according to selected

criteria such as provider name, dates, time of day, nature of visit, etc. using language of choice

IF a provider attempts to prescribe a drug using the system, THEN the system SHALL DETERMINE
whether interactions exist between the newly prescribed drugs and the medications on the patient’s current
medication list, and RENDER an appropriate response to the provider, according to scope of practice,

organizational policy, and/or jurisdictional law.

The verb ‘Conform’ is used with a special meaning in the FM and is not part of the Action-Verb model. It is a
special instruction for including the functional requirements of one function in another function:

For example: The system SHALL conform to function Tl.1.1 (Entity Authentication).

© 1SO 2023 — All rights reserved
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9

Glossary Supplement: Record Lifecycle Events and Descriptions (Normative)

Developed (in part) by the HL7 EHR/Security WG Vocabulary Alignment Project

Incorporated in:

9.1 Record

HL7 FHIR Core R4 and FHIR Record Lifecycle Event Implementation Guide (RLE IG)
ISO 21089:2018 Trusted End-to-End Information Flows

ISO/HL7 10781:2020 EHR System Functional Model Release 2.1

ISO/HL7 16527:2020 PHR System Functional Model Release 2

ifecycle Events (See RI.1.1.1)

Access/Yiew Record Lifecycle Event - occurs when an agent causes the system to obtain and ppen a
record entry for inspection or review.

Add Legal Hold Record Lifecycle Event - occurs when an agent causes the system to tag or otherwise
indicate gpecial access management and suspension of record entry deletion/destfuction, if deemed r¢levant
to a lawsliit or which are reasonably anticipated to be relevant or to fulfill organizational policy under the legal
doctrine of “duty to preserve”.

Amend (Update) Record Lifecycle Event - occurs when an agent makes @any change to record entry ¢ontent
currently|residing in storage considered permanent (persistent).

Archive Record Lifecycle Event - occurs when an agent causes.the system to create and move archive
artifacts ¢ontaining record entry content, typically to long-term offline storage.

Attest Rpcord Lifecycle Event - occurs when an agent causes the system to capture the agent’s| digital
signaturq (or equivalent indication) during formal validation:-of record entry content.

Decrypt Record Lifecycle Event - occurs when an agent causes the system to decode record entry ¢ontent
from a cipher.

De-ldentify (Anononymize) Record Lifecycle Event - occurs when an agent causes the system tg scrub
record entry content to reduce the associatioh,between a set of identifying data and the data subject irf a way
that may|or may not be reversible.

Deprecate Record Lifecycle Event=occurs when an agent causes the system to tag record entry(ies) as
obsolete] erroneous or untrustworthy;,to warn against its future use.

Destroy/Delete Record Lifecycle Event - occurs when an agent causes the system to permanently erase
record erntry content from the system.

Disclosg Record Lifecycle Event - occurs when an agent causes the system to release, transfer, prpvision

Encrypt Record Lifecycle Event - occurs when an agent causes the system to encode record entry ¢ontent

Extract Record Lifecycle Event - occurs when an agent causes the system to selectively pull out asubset
of record entry—content; based-onmexplicitcriteria:

Link Record Lifecycle Event - occurs when an agent causes the system to connect related record entries.

Merge Record Lifecycle Event - occurs when an agent causes the system to combine or join content from
two or more record entries, resulting in a single logical record entry.

Originate/Retain Record Lifecycle Event - occurs when an agent causes the system to: a) initiate capture
of potential record content, and b) incorporate that content into the storage considered a permanent part of
the health record.

Pseudonymize Record Lifecycle Event - occurs when an agent causes the system to remove record entry
content to reduce the association between a set of identifying data and the data subject in a way that may be
reversible.

Re-activate Record Lifecycle Event - occurs when an agent causes the system to recreate or restore full
status to record entries previously deleted or deprecated.
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Receive/Retain Record Lifecycle Event - occurs when an agent causes the system to a) initiate capture of
data content from elsewhere, and b) incorporate that content into the storage considered a permanent part
of the health record.

Re-identify Record Lifecycle Event - occurs when an agent causes the system to restore information to
data that allows identification of information source and/or information subject.

Remove Legal Hold Record Lifecycle Event - occurs when an agent causes the system to remove a tag
or other cues for special access management had required to fulfill organizational policy under the legal
doctrine of “duty to preserve”.

Report (Output) Record Lifecycle Event - occurs when an agent causes the system to produce and deliver
record entry content in a particular form and manner.

Regstore Record Lifecycle Event - occurs when an agent causes the system to recreate recon entries and
their content from a previous created archive artefact.

Transform/Translate Record Lifecycle Event - occurs when an agent causes the'system tp change the
forqm, language or code system used to represent record entry content.

nsmit Record Lifecycle Event - occurs when an agent causes the systemto"send record entry content
one (EHR/PHR/other) system to another.

Unlink Record Lifecycle Event - occurs when an agent causes the systenrto disconnect two of more record
enfries previously connected, rendering them separate (disconnected)again.

Unmerge Record Lifecycle Event - occurs when an agent causes the system to reverse a previous record
enfry merge operation, rendering them separate again.

Verify Record Lifecycle Event - occurs when an agent causes the system to confirm compliance of data or
dala objects with regulations, requirements, specifications, or other imposed conditions based on
organizational policy.

=
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Annex A
(normative)

Function List

Three formats of the EHR-S FM function list are included for the reader's convenience at
https://standards.iso.org/iso/10781/ed-1/en They are:

e EHRB FM R2 FunctionList.csv,
e EHRB _FM_R2 FunctionList.html, and
e EHRP_FM_R2_FunctionList.pdf.

NOTE Someg systems will need a style sheet to render the .html version of the function list~lt\is also avail
https://standgrds.iso.org/iso/10781/ed-1/en and listed as “fuctional-model.”

able at
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