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Financial transaction cards — Security architecture of financial
transaction systems using integrated circuit cards —

Part 8:
General principles and overview

ISO 10202 defines the security architecture of financial transaction systems using integrated circuit
cards. This part introduces general security principles, presents an overview of security requirements
for finampcial transaction systems using integrated circuit cards, and introduces parts 1 to 7 of |SO
10202. [The mandatory and optional data elements used in ISO 10202 are summarised in this pari.

There gre three annexes to this International Standard, namely annex A (informative) which provides
a quick guide to this International Standard, annex B (informative) which portrays a logical
architecture of the ICC, and annex C (informative) for a logical architecture of the SAM.

ORMATIVE REFERENCES

The following nommative documents contain provisions which, through reference in this text,
constitute provisions of this part of ISO 10202. For dated references, subsequent amendments
to, or revisions of, any of these publications do not apply.“However, parties to agreements baged
on this|part of 1ISO 10202 are encouraged to investigate the possibility of applying the most
recent gditions of the nomative documents indicatéd below. For undated references, the latest
edition [of the nomative document referred to-‘applies. Members of ISO and IEC maintain

registerp of currently valid Intemational Standards.

ISO 3166 Codes for the representation 6f-names of countries

ISO 4909 Bank cards - Magnetic stripe data contents for track 3

ISO 7810 Identification cards ~Physical characteristics

ISO 7812 Identification—cards - Numbering system and registration procedure for isguer

identifiers

ISO 7813 Identification cards - Financial transaction cards

ISO/IEG 7816-1 Identification cards - Integrated circuit(s) cards with contacts - Physical
characteristics

ISO/IEC 7816-2 Identification cards - Integrated circuit(s) cards with contacts - Dimensions and
locations of the contacts

ISO/IEC 7816-3 Identification cards - Integrated circuit(s) cards with contacts - Electronic

signals and transmission protocols

ISO/IEC 7816-4 Identification cards - Integrated circuit(s) cards with contacts - Interindustry
commands for interchange

ISO/IEC 7816-5 Identification cards - Integrated circuit(s) cards with contacts - Number system
and registration procedure for application identifiers


https://standardsiso.com/api/?name=43c342f80c36e76cd7c93d5deae47f56

ISO 10202-8:1998(E)

ISO/IEC 7816-6

ISO 8583

ISO 8732
ISO 8908

ISO 9564

ISO 9796

ISO 9807
ISO 9992+

1ISO 9992-

ISO 10202

ISO 10202

ISO 10202

ISO 10202

ISO 10202

ISO 10202

—h

D

)
—

D

2

D

3

D

4

D

5

D

D
D

ISO 1020:

data elements

© SO

Identification cards - Integrated circuit(s) cards with contacts - Interindustry

Financial transaction card originated messages - Interchange message specifications

Banking - Key management (wholesale)

Banking and related financial services - Vocabulary and data elements

Information technology - Security techniques - Digital signature scheme ™ givin
message recovery

Banking and related financial services - Requirements for message @uthentication (r

Financial transaction cards - Messages between the integrated-circuit card and th
card accepting device - Concepts and structures

Financial transaction cards - Messages between the integrated circuit card and th

card accepting device - Functions, messages (commands and responses), daf

elements and structures

Financial transaction cards - Security architecture of financial transaction systen
using integrated circuit cards - Card Life Cycle

Financial transaction cards - Security architecture of financial transaction systen
using integrated circuit cards - Transaction Process

Financial transaction cards - "Security architecture of financial transaction systern
using integrated circuit cards - Cryptographic Key Relationships

Financial transactien~cards - Security architecture of financial transaction systen
using integrated circuit cards - Secure Application Modules

Financial transaction cards - Security architecture of financial transaction systen
using integrated circuit cards - Use of Algorithms

Financial transaction cards - Security architecture of financial transaction systen
using integrated circuit cards - Cardholder Verification

btail)

e

using integrated circuit cards - Key Management
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ISO 11568  Banking - Key management (retail)

ISO 13491 Banking - Secure Cryptographic Devices (retail)
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3. DEFINITIONS

The following definitions apply to ISO 10202. For terms not defined within this International Standard
refer to ISO 8908

Application data file (ADF): A file in the IC that supports one or more services.

ADF allocation: The secure provision of space in the IC for subsequent use by an application
supplier.

ADF persenalizer:—The-entity-which-initially loads—sesu ity andrelated-ope i parameters-inthe
space allogated in the IC for an ADF.

Applicatign supplier: An entity which is responsible for an ADF after its allocation.

[

Asymmetfic algorithm: An algorithm in which the encipherment and decipherment keys ar
different and which it is computationally infeasible to deduce one from the other.

Authentication: A process used to ensure data integrity and data origin authentication.

Biometric verification: A form of cardholder verification involving the comparison of an observed
biological ¢haracteristic against a reference value.

Card accdpting device (CAD): The device used to interface withithe ICC during a session.
Card accdptor: The party accepting the card for the provision of goods and services.

Card Issyer: The institution (or its agent) which.Gssues the financial transaction ICC to the
cardholder.

Cardholder: The person to whom the financial transaction ICC has been issued.

-

Cardholder Identification Value (CIV): . A value which is used for the verification of cardholdg
identity. discrete CIV is known tothe cardholder (ie a PIN or password). A biometric CIV is g
representdtion of an observed biolpgieal characteristic of the cardholder.

Collision resistant: A function is called collision resistant if any two different input values produce
different output results.
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Common data file (CDF): A mandatory file that contains the common data elements stored in the
ICC and used to identify the card, the card issuer and the cardholder.

Counter: An increasing count used between two parties.
Credentials: The set of data items assigned to each entity and used to authenticate that entity.

Cryptographic exchange: A method of providing protection of information passing between two
parties.

Crypto ing a

cryptographic algorithm.

Cryptographic key (key): A parameter used in conjunction with a cryptographic algorithm for
executing cryptographic transformations.

Cryptographic link: Two logical entities (nodes) who have previously agreed to exchange data(and
who haye a cryptographic key-relationship.

Cryptopraphic node: One of the logical entities (nodes) in a cryptographic.fink.

Cryptoperiod: A defined period of time which a cryptographic key<s authorized for use, or dyring
which time the cryptographic keys for a given system may remain(inéffect.

Data key: A cryptographic key used for the encipherment, decipherment or authentication of data.

Decipherment: The process of transforming ciphertext into plaintext.

Deriva]:on key: Akey used to generate a derivedkey.

Derived key: A symmetric key generated from a derivation key and non-secret variable data. |The
derivatipn key is used to generate a large number of keys (derived keys).

Digital [signature: The result of aseryptographic transformation, executed by the initiator using his
secret key with an asymmetric algerithm, providing non repudiation of the source and integrity of the
signed fata.

Distinguishing name: A;name which uniquely identifies an entity in a process.
Diversified key: See derived key.
Dual cpntrol:""A process of utilizing two or more separate entities (usually persons), operating in

concert, to“protect sensitive functions or information whereby no single entity is able to access or
utilise the“materials eg. cryptographic keys.

Elementary file: A file which may contain data and/or file control information.
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Encipherment: The process of transforming plaintext into ciphertext.
Entity authentication: Corroboration that the identity of an entity (node) is the one claimed.

Embedder: The entity which performs IC embedding.

Hash function: A one-way function mapping a variable length input to a fixed length output, such
that it is computationally infeasible to obtain the same output from two different intelligible inputs; a
hash function shall be collision resistant.

d

Integrated Circuit (IC): Electronic component(s) which are embedded in an ICGyin the form pf
microcircyits to perform processing and memory functions.

IC assembler: The entity which performs IC assembling.

IC assembling: The process of combining one or more ICs with eléments enabling externgl
communigation to a module suitable for IC embedding.

IC assemply: A module containing one or more ICs and external' communication elements suitable
for IC embedding.

IC embedding: The process of inserting an IC assembly-into a card to form an ICC.

IC only sP/stem: A card system which relies solely on IC technology and corresponding interfage
equipment.

Integrated Circuit Card (ICC): A card inté_which has been embedded one or more ICs.
ICC derivition key: An ICC (CDF orADF) derivation key used to derive unique message data keys.
Initiator: |The node or entity thatjinitiates a process.

Key enciphering key: Akey used to encipher another key.

Key genération module: A type of cryptographic equipment used for generating and deriving
cryptographic keys.

Ul
~—

Key idergifier: Key information which enable the recipient to determine the appropriate key(
associatet- w4 Hor-

© SO
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Key loading module: An electronic, self contained unit which is capable of storing at least one
cryptographic key and transferring that cryptographic key, upon request, into a cryptographic device
such as an ICC or a SAM.

Key synchronization: The ability of two nodes to determine the identical data key.

Keying material: The data necessary to establish and maintained a keying relationship.

Master derivation key: A derivation key used by a bank card company or another organisation to
derive unique issuer or application supplier keys.

Mesnge authentication: Process providing cryptographic proof that a message has nothpeen
altered or destroyed in an unauthorised manner.

Message Authentication Code (MAC): A data field, the contents of which can be used to verify the
integra? of a message, or selected message elements.

Mixed|CAD: A CAD which accepts IC cards and magnetic stripe cards.
Mixed [system: A system which accepts a combination of IC and magnetic stripe card technology.

Non-répudiation: Security service providing permanent cryptagraphic proof of the integrity| and
origin ¢f data - both in an unforgeable relationship - which can‘be verified by any third party at any
time.

One-way function: A mathematical function which .maps input values into output values in an
irrevergible manner.

Password: An alphanumeric discrete CIV where each character has a unique representation.

Plaintext: Intelligible data that has a meaning and can be read or acted upon without the application
of a trgnsformation.

Public key: That part of an asymmetric key set which is known to other parties than the generator of
the key set.

Public| key certificate: .A-set consisting of user credentials (including the public key) together| with
the trusted third party’s digital signature of these credentials.

Personhal Identification Number (PIN): The code or password the cardholder utilises for verifigation
of his identity.

Primary-Account Number (PAN): The assigned number that identifies the card issuer| and
cardholdet—This—number—is—composed of an issuer identification number,__individual account
identification, and an accompanying check digit, as defined in ISO 7812,
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Reference CIV: The CIV used to verify the transaction CIV.

Reflection attack: An attack by a false respondent whereby the initiator is challenged in a separate

session wi

th the same random value it has transmitted in a concurrent session to authenticate the

respondent.

Respondent: The node or entity that responds to the initiator of a process.

SAM initialiser: The entity which loads security and related operational parameters in the SAM.

SAM provider:

Secure au
prove the
and which

Secure a

intended to contain algorithm(s), related keys, security procedures and information to protect 3

applicatior

module shall be physically and logically protected.

Symmetri
encipherm

Timeliness: A method to prevent a valid message from being replayed at a later time by using

probe of in
Token: A

Transacti

card acceptor for settlement purposes.

Transacti
electronic
signature

Transacti

transaction data which cantbe verified by a third party.

Transacti

Trusted t
entities.

dit trail: The historic data and information which are available for examination in arder {o
correctness and integrity with which the agreed security procedures have been- followe
allows breaches in security to be detected.

pplication module (SAM): A physical module (or a logical functionality in the CAL

in such a way that unauthorised access is not possible. In order’'to achieve this th

c algorithm: A cryptographic method using the same-~Secret cryptographic key fd
ent and decipherment.

formation as a challenge requesting a proper anddimely response.

set of data items formed for each data exchange sent by one entity to another.
bn acquirer: Institution which collects'the data relating to a financial transaction from th
bn certification code: Result. of the transformation certification process producing an

signature, which could beleither a MAC (based on a symmetric algorithm) or a digital
based on an asymmetric-algorithm).

bn certification: _(Process providing cryptographic proof of the origin and integrity

pn CIV: The CIV as provided by the card presenter during a transaction.

nird party: A generally accessible entity being known and trusted by the communicatirjg
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4. ICC SECURITY ARCHITECTURE OVERVIEW

The integrated circuit card (ICC) used in financial transaction systems contains an integrated circuit
(IC) which performs processing and memory functions. The ICC, issued by a card issuer, supports
one or more applications. The applications may be independent, and may belong to different parties,
called application suppliers. The card issuer may be an application supplier.

ISO 10202 defines minimum security requirements and optional security functionality for financial
transaction systems using ICCs. These security requirements are applicable during the entire life of
the ICC, called the card life cycle The card llfe cycle covers the IC and ICC from their manufacture

is respq

The ca
the 1CQ.
card agceptor, the party accepting the card for the provision of goods or services.” The sequrity
requirefnents during the transaction process are described in ISO 10202-2. Contractual agreements
are nedessary, for example, when the ICC is used as a pre-paid instrument, 1o provide for the uge or
refund pf unused prepaid value. The ability to activate and deactivate any-of the ICC applications
improves control over the ICC as a financial instrument.

Commgn data which identifies the card, the card issuer and the cardholder are stored in the ICC by
the carf issuer in the ICC common data file (CDF). Specific application supplier data stored ir} the
ICC ar¢ located in an application data file (ADF). ICC related data which may be stored in IQCs,
ncial

istics
. |[The
ISO
x C

N as
. |The
ions.

ISO 10202-7 specmes the key management alternatlves and the procedures and processes
necessary for the secure management of cryptographic keys.
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Figure 1 and 2 show the components that may be part of the security architecture of financial
transaction systems using integrated circuit cards.

10

Manufacturing and preparation of the IQC and SAM:

During the manufacturing and preparation stages of the ICC and SAM, mandatory data and
cryptographic keys are written to the ICC and SAM. Security measures are used to protect
the ICC until it is delivered to the application supplier, and the SAM until it is delivered to the
SAM provider.

h\ll Inoding mandatonsdata
o JaiRg-Maf Fy

y loading modules may be used to transfer cryptographic keys between the parties involved

the¢ loading of further keys.

ISP 10202 defines the protection requirements for ICCs and SAMs during manufacturing and
preparation.

Transaction process:

Far the transaction process, transaction relationships are established between:

the ICC and the CAD/SAM for off-line applications,
- the ICC and the issuer or application supplier host system for on-line processing,

- the CAD/SAM and the application “supplier host system for processing off-line
transactions, or

- the SAM and SAM providerfor updating of SAM parameters, program and keys.

Cardholder Identification Valles (CIV) and cryptographic keys may be used during the
nsaction process to secure the access to the ICC, and ensure the integrity and

Figure 2 gives an éxample of financial transaction system components that may be used for
the financial transaction process. In this example transaction relationships may be established
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10202 defines the possible transaction relationships in financial transaction systems using
IC{Cs; ‘mandatory security for the transaction process, and optional security that may be
imhlemented in the ICC_CAD or SAM

© SO
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ICC MANUFACTURE AND PREPARATION

IC manufacturer IC Embedder

- Loading of data

- Loading of data
- Loading of key

- Loading of key

CHIPS l

Delivery of cards

| ICCs

Card issuer

{Personalisation)

- Loading of datainto COF
- Loading of key(s)

Delivery of cards
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Application supplier

{Personalisation)

- Loading of datainto ADF
- Loading of key(s)

Delivery of cards

ICCs I

Key Delivery of key(s)
loading
module

SAM manuffacturer

- Loading pf key

Key
loading
module

Figure 1:
Manufacturing and preparation.

Delivery of key(s)

SAM MANUFACTURE AND PREPARATION

Oetivery'ef SAMs
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Delivery of keys

Example of components of the security architecture of financial transaction systems using IGC
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TRANSACTION PROCESS

Cardholder Card Acceptor Application supplier or issuer
CAD Host system
ICC
Optional SAM Optional SAM
The transactions may be performed: The host system may be:
of-f—tine—a tha ’:.‘,'3' ication cnrr\’rjlior host _ar
- on-line. - the issuer host.
Figure 2: Example of components of the security architecture of financial transaction systems

using ICCs— Transaction Process.

otes:

erformed at the host system.

achine (ATM),\a point of service (POS) terminal, or other terminals that may be used
hancial trarisaction processing.

ICC AND SAM SECURITY REQUIREMENTS

if present, shall be |mplemented as specmed in ISO 10202 tofacnhtate inter-operability.

12

N

The ICC and the CAD are the only mandatory hardware components in a financial transact
system using ICCs. An optional SAM (see I1SO 10202-4) may be contained in the CA
Alternatively, the SAM fanctionality may be implemented in software in the CAD or
p
A
m

CAD may be a'stand alone component or may be integrated as part of an automated te

on
\D,
be

ler
for

ity,
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ISO 10202 does not specify the internal design of the operating system of the ICC and SAM.
However, to comply to ISO 10202, the operating system of the ICC and SAM shall fulfill the following
security requirements.

a)

Ensure that any application using a CDF or an ADF does not compromise the security of any
other application. Any functionality supported by the ICC or SAM shall be implemented
without compromising security.

Only perform the functions allowed in the SAM or in the CDF or ADFs of the ICC. The
operating system shall ensure that encipherment and authentication are performed when

Restrict access to the CDF or ADFs present in the ICC after a defined error threshold is
reached. The minimum requirement is deactivation or termination of the CDE: or an ADF
hen required by the card issuer or application supplier.

Restrict access to security related data according to the protection reguiréments defingd in
ISO 10202, and implement access control mechanisms to restrict aceess to data which may
be present in the ICC or SAM.

upport a key management scheme specified in ISO 10202-7."“The ICC shall have phygical
and logical security to protect secret cryptographic keys against disclosure. it shall ngt be
possible to instruct the ICC or SAM to disclose a secret cfyptographic key.

Ensure that a cryptographic key is used only for its.intended purpose. The operating system
shall ensure that cryptographic keys can only be:oaded into the ICC or SAM according tg the
requirements of ISO 10202-3 and ISO 10202-7.

Ensure that any program code in an ICC.or SAM does not compromise security.

Ensure that access control conditions ‘are met before accessing data contained in the SAM or
in the CDF or an ADF in the ICC(

Ensure that all data flow-fo:or from the memory of the ICC or SAM is controlled by| the
operating system of thedCC or SAM. There shall be no other way for data transfers to or from
he memory of the ICC.

Ensure that after persohaiisation, the operating system code of the ICC or SAM canngt be
hanged or be otherwise accessible. The ICC issuer shall be responsible for the functionality
and integrity-of the operating system of the ICC.

Ensure that after personalisation, the operating system code of the SAM cannot be changed
or-be otherwise accessible. However, changes of the operating system may be made by the

SAM_Drovigae nae e e crvyptogarapn mechanism ne AM Drovige nall pe

responsible for the functionality and integrity of the operating system of the SAM.

13
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NOTE: Audit records of attempted breaches or completed processes should be maintained by the
ICC  or SAM.

6. OVERVIEW OF ISO 10202 STANDARD

The ISO 10202 standard is an 8 part standard. This clause describes the scope of each part and
summarises the mandatory and optional security. '

Within 1SO 10202 the CDF/ADF data file structure is an application oriented structure fully compatible
with ISO 7816-4.

6.1 Cer life cycle (ISO 10202-1):
All referenices in sub -clause 6.1 relate to ISO 10202-1: Card Life Cycle

6.1.1 Scope

This part pf ISO 10202 specifies the principles for the protection of the Integrated Circuits (ICs) |n
financial transaction cards from their manufacture and issue, through use to their-termination.

It is appli¢able to any organisation which is responsible for implementing security procedures for
protecting[the IC and the Integrated Circuit Card (ICC) during their life.cycle.

This part @f ISO 10202 covers those features of the life cycle of the ICC which are additional to thoge
addressed in International Standards relating to bank cards with magnetic stripes. This part of ISD
10202 coyers the security techniques to be used by organisations involved in the IC and ICC
manufactyre, issue, use of the IC and termination processes.

6.1.2 Mandatory security

Financial fransaction systems using ICCs §hall comply to the general security principles for card life
cycle (subfclause 4) and to mandatory security requirements for:

rd preparation (sub-clause 5.2),
- ADF preparation (sub-¢lause 5.3), and
- cprd usage (sub-clause 5.4).

- }anufacture of the IC and"IEC (sub-clause 5.1),
c

Mandatory security audit and security related data fields are described in Annex A.

6.1.3 Optional security

Optional ICC audit and security related data are described in Annex A.

14
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6.2  Transaction process (ISO 10202-2):

All references in sub-clause 6.2 are related to ISO 10202-2: Transaction Process

6.2.1 Scope

This part of ISO 10202-specifies the minimum level of security required for interchange and provides
security options from which the card issuer and application supplier can select different levels of

security in accordance with application and risk control policy.

6.2.2

Financial transaction systems using ICCs shall comply to the general security principles (clause’4) for
transaction process.

ICC copnpatibility check (sub-clause 5.1) is the only mandatory security function defined in [this
standardl.

6.2.3 Pptional security

Additiorfal security functions may optionally be implemented at ICG-level (sub-clause 5.3) and ADF
level (syb-clause 5.5).
Security| principles are defined for the following options:

cardholder verification,

CDF/ADF static authentication,
CDF/ADF dynamic authentication,
CAD/SAM/Host authentication, and
CDF/ADF parameters update.

Security principles are also defined for:

CDF accessing (sub-clause:5.2),

ADF accessing (sub-clause 5.4),
transaction handling(sub-clause 5.6), and
card session termination (sub-clause 5.7).

6.3 Cryptographic key relationships (ISO 10202-3):

All references.in sub-clause 6.3 refer to ISO 10202-3: Cryptographic Key Relationships.

15
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6.3.1

Scope

This part of 1ISO 10202 specifies the minimum cryptographic key relationship requirements for the
security architecture of financial transaction systems using ICCs and provides options from which the
card issuer or application supplier can select those key relationships appropriate to their application.

Cryptographic key relationships may be established during the card life cycle and the SAM life cycle
between the parties responsible for ICC and SAM manufacture and preparation, and for the
transaction process.

Wheneverracryptographickey-retationship-is-referred-to-in—15616202-3-that relationship-is-achiev
by establishing a mutual secret key for a symmetric algorithm or an appropriate key from

public/sec

6.3.2 Mandatory security

Financial
protection

The issue

keys are mandatory.

6.3.3 Op

Cryptograj

use of thege keys shall comply to this standard.

6.4 Se

All referen

6.4.1 Sc
This part

Application
application

combine t
organisatig
attached C

et key pair for an asymmetric algorithm.

ransaction systems using ICCs shall comply to the general security, principles for th
of ICCs (CDF and ADFs) and SAMs (clause 4).

CDF control key is mandatory. If ADFs are used, key exchange keys and ADF contr

tional security

bhic keys and key relationships which may be used in ICCs and SAMs are described. Th

cure Application Modules (ISO 10202-4):

ces in sub-clause 6.4 relate to 1ISO 10202-4: Secure Application Modules
pbpe

pf 1ISO 10202 specifies, the minimum security requirements of the life cycle for a Secur

Module (SAM) which can be added in a Card Accepting Device (CAD). A SAM providg

ne use of one SAM for their applications. This part of ISO 10202 is applicable to an
n involved'in issuing SAMs for use in CADs. A SAM may service one CAD or a cluster ¢
ADs:

related and cryptographic security information for the processing of a financial transaction.
Each application suppliermay have a SAM. Card issuers and/or application supplier(s) may agree fo

=

c
S
L
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f
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6.4.2 Mandatory security

Financial transactions systems using ICCs shall comply to the general security principles (clause 4) of
this standard when a SAM is used.

Security requirements are defined for:

- the SAM life cycle (clause 5),
- SAM interfaces to the CAD (clause 6),

The mini ity funci (CDE and ADE d . hentication) SAM shall

executs

6.4.3 Pptional security

Security

and by [the host of the SAM provider, load/change SAM keys, transaction certification by the S
and loagl/change SAM data are defined (clause 7).

6.5 UUse of algorithms (ISO 10202-5):
All references in sub-clause 6.5 relate to ISO 10202-5: Use of Algorithms.

6.5.1 PBcope

This palt of ISO 10202 applies to cryptographic exchanges where at least one node is an ICC
SAM. Exchanges between other system nodes are gutside the scope of this part of ISO 10202.

are specified (sub-clause 7.1).

requirements for additional SAM security functions such as SAM authentication by the

e to

ICC
AM,

or a

The provision of any security function is optional:depending upon requirements of the system. Where

a specific function is identified as being required, it shall be performed in the manner descr

herein.

6.5.2 Mandatory security

Security

6.5.3 Pptional security

Cryptog
symme

functions which arerequired in ICCs or SAMs shall be performed according to this standg

raphic“processes which may optionally be used in ICCs or SAMs are defined for
riccand asymmetric algorithms. They include:

bed

both

- key exchange (sub-clause 6.1),
- entity authentication (sub-clause 6.2),
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- message authentication (sub-clause 6.3),

- message encipherment (sub-clause 6.4),

- transaction certification (sub-clause 6.5), and
- PIN verification (sub-clause 6.6).

6.6 Cardholder verification (ISO 10202-6):

All referen
6.6.1 Sc

This part

discrete C
used in cq
cardholde
standard ¢
aspects sf

The provig
Accepting

This part ¢
procedure

This part
possesseq
addresses
Circuit (IC

6.6.2 Mg
Financial
protection
PIN loadin
When the
the PIN is

6.7 Ke

ces in sub-clause 6.6 relate to ISO 10202-6: Cardholder Verification:

ope

pf ISO 10202 specifies the requirements for the security of cardholder verification when
ardholder Identification Value (CIV), for example a Personal Identification Number (PIN),

njunction with an ICC, which may or may not contain a magnetic stripe. The purpose

verification is to determine that the card presenter is the cardholder. The1SO 9564
hall apply except for the clauses of this International Standard (10202-6) which cover thog
ecific to the use of an ICC.

ions of this part of ISO 10202 are not intended to protect against-the use of bogus Ca
Devices (CADs).

f 1ISO 10202 is applicable to any organisation which is responsible for implementing secu
5 for the use of ClVs in conjunction with an ICC.

pf ISO 10202 covers the security associated withcthe matching of something a cardhold
- an ICC - and something a cardholder knaws, namely a CIV such as a PIN. It als
relevant security requirements of an ICC.and CAD, where each can have an Integrate
only or jointly magnetic stripe and IC capability. The emphasis is on IC only systems.

ndatory security
ransaction systems usingl€Cs shall comply to the general security principles for th
of CIVs (sub-clause 4.1);and to the PIN protection requirements (sub-clause 4.2) durir
g and re-loading, PIN-change, PIN storage, PIN transmission, and PIN verification.
PIN is transmittéd to the issuer or application supplier host, ISO 9564 shall apply. Wh¢
transmitted locally to the ICC, ISO 10202-6 shall apply.

y Management (ISO 10202-7):

All refere

a

_Lk’hu)

%
-

0 O

e

es'in sub-clause 6.7 relate to ISO 10202-7: Key Management
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