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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of

elect
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rotechnical standardization.

proteatfres—Hsea—to—aeverop—ta e ehtana—tn ~—irrefrdea—tor— trther—+aatiatenance are
ribed in the ISO/IEC Directives, Part 1. In particular, the different approval criterianeeded for the
Fent types of ISO documents should be noted. This document was drafted in acéordance with the
rial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is drawn to the possibility that some of the elements of this documént may be the subject of

patel

any |
on th

Any
cons

For
expr
the
wwy

it rights. ISO shall not be held responsible for identifying any or all sueh-patent rights. Details of
atent rights identified during the development of the document will be in the Introdug¢tion and/or
e [SO list of patent declarations received (see www.iso.org/patents);

frade name used in this document is information given for the-éonvenience of users gnd does not
[itute an endorsement.

in explanation of the voluntary nature of standards;, the meaning of ISO specifi¢ terms and
pssions related to conformity assessment, as wellvas information about ISO’s aglherence to
World Trade Organization (WTO) principles in‘the Technical Barriers to Trade| (TBT), see
.iso.org/iso/foreword.html.

This
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This
revis

The main changes are as follows;

q

q

— improved alignmeént with ISO 10001, ISO 10002, ISO 10003 and ISO 10004.

Any

complete listing of these bodies can be found at www.iso.org/members.html.

glignment with ISO 9000:2015;
glignment with ISQ©001:2015;

document was prepared by Technical Committee ISO/TC 176, Quality management| and quality
rance, Subcommittee SC 3, Supporting technologies.

second edition cancels and replacesthe first edition (ISO 10008:2013), which has been technically
ed.

‘eedbackerquestions on this document should be directed to the user’s national standprds body. A
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Introduction

0.1 General

Electronic commerce offers the convenience of being able to research and select from a wide range of
products and services, but consumers must usually do so without the benefit of face-to-face interactions.
The related transactions can take place across international borders, sometimes without the consumer
realizing this, and the levels of consumer protection can be different from those to which the consumer

is accustomed.

This docum
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It also can |

and improving an effective and efficient system concerning business-to-cofis
pbmmerce transactions (B2C ECTs).

and efficient B2C ECT system can assist consumers and organizations in.@ddressir
transaction.

bnt gives guidance on how organizations can implement such a B2C ECT system and the
a basis for consumers to have increased confidence in B2C ECTs;

e the ability of organizations to satisfy consumers;

fomplaints and disputes.

hvolves electronic interactions between the organization and the consumer, when accg
umer through any device with wired or wirelesSconnectivity (e.g. personal compy
rsonal digital assistants, cell phones). For the purposes of this document, a B2C EC’]
other data-based telecommunications networks (e.g. short-text messaging) and va
cluding websites, social media web pages,\apps and emails.

D 321111 provides principles and framework for electronic commerce transaction assurance.

e in this document is intended o,apply to situations where a substantial part of thd
ng at least one in-transaction phase process (e.g. processing of payment, confirmatig
br of the agreement, delivery-of products and services) is facilitated by electronic met
e useful where no B2C ECT takes place, but there is some online interaction betwee

organization and the consumer,-such as when an organization advertises online and does no

products or

services online. Where distance selling does not include an online component (e.g. a

order), it is ot the subject of this document, but some of the guidance provided can be relevant.

Considered
engaged in
offer produg

many differént activities. The focus of this document is on the organizations that di
ts and.services to consumers, whether via their own platforms or via online marketpl

nmer

1g all

reby:

ssed
iters,
" can
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B2C
n by
hods.
h the
t sell
mail

broadly, businéss-to-consumer e-commerce involves a wide variety of organizafions

ectly
aces.

However, the guidance provided can be relevant to other organizations involved in any B2C| ECT
transaction) including online marketplaces and price comparison sites. There are also separate
standards fer—erganizations—thatfacilitatetransactions—between—consumers—and—providers; and

T gUiiZocIoTs

organizations that provide consumers access to publicly accessible processes where they can review
and rate products and services offered by their organizations, and access the reviews and ratings of
other consumers (see ISO 42500 and ISO 20488).

The guidance in this document is not intended to apply to online transactions completed between
individuals (“consumer-to-consumer”). However, the guidance in this document can be relevant to
third-party organizations that provide online services to facilitate consumer-to-consumer transactions
(e.g. online marketplaces).

1) Under preparation. Stage at the time of publication: ISO/DIS 32111:2022.
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Relationship with ISO 9001 and ISO 9004

This document is compatible with ISO 9001 and ISO 9004 and supports the objectives of these two
standards through the effective and efficient application of a B2C ECT system. This document can also
be used independently of ISO 9001 and ISO 9004.

ISO 9001 specifies requirements for a quality management system. A B2C ECT system implemented
in accordance with this document (i.e. ISO 10008) can be used as an element of a quality management
system.

ISO 9004 provides guidance to achieve sustained success of an organization. The use of this document

can enhance pprfnrm;)nr‘p rpgnrding B2C ECTs as well as increase the satisfaction of co

sumers and

othe
the d
cons

NOT]H
mem
other

0.3

This
can k
can |

" relevant interested parties to facilitate the achievement of sustained success. It cana
ontinual improvement of the quality of products, services and processes based onifes
imers and other relevant interested parties.

Other relevant interested parties can include customers, providers, industry’associati
bers, consumer organizations, relevant government agencies, regulatory authaerities, personne
s who are affected by an organization’s B2C ECT system.

Relationship with ISO 10001, ISO 10002, ISO 10003 and ISO 10004

document is compatible with ISO 10001, ISO 10002, ISO 10003 and ISO 10004. These fiy
e used either independently or in conjunction with each gther. When used together, tH
e part of a broader and integrated framework for enhanéed customer satisfaction in k

and

Org

maintain and improve a B2C ECT code as part of the, B2C ECT system. The complaints hand

reso
ISO 1

on-B2C contexts.

izations can use the guidance contained in SO 10001 to plan, design, develop,

ution and customer satisfaction monitoring,and measuring processes described in
0003 and ISO 10004, respectively, can form important parts of a B2C ECT system.

so facilitate
bdback from

bns and their
I, owners and

re standards
e standards
oth the B2C

implement,
ing, dispute
ISO 10002,

©ISO

2022 - All rights reserved

vii


https://standardsiso.com/api/?name=7eb98a4dcbedb94a8cbacd3f3f448734



https://standardsiso.com/api/?name=7eb98a4dcbedb94a8cbacd3f3f448734

INTERNATIONAL STANDARD

ISO 10008:2022(E)

Qu

ality management — Customer satisfaction —

Guidance for business-to-consumer electronic commerce
transactions

1 Scope
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3.1
busi

ucts and services to consumers.

Normative references

Terms and definitions

document gives guidance on planning, designing, developing, implementing, main
oving an effective and efficient business-to-consumer electronic commerce transactio
m within an organization.

hpplicable to any organization engaged in, or planning to be engaged in, aB2C ECT, r
type and activity. The focus of this document is on organizations that.directly offer

document aims to enable organizations to set up a fair, effective, efficient, transparen
ECT system, in order to enhance consumers’ confidence in B2ZGECTs and increase the
hsumers. It is aimed at B2C ECTs concerning consumers as,a sub-set of customers.

ruidance given in this document can complement an organization’s quality managemel

following documents are referred to in theztext in such a way that some or all of t
Fitutes requirements of this document. For dated references, only the edition cited
ted references, the latest edition of the«referenced document (including any amendme

000, Quality management systems'<="Fundamentals and vocabulary

he purposes of this decument, the terms and definitions given in ISO 9000 and the foll

nd IEC maintainterminology databases for use in standardization at the following adq

SO Online browsing platform: available at https://www.iso.org/obp

EC Electropedia: available at https://www.electropedia.org/

hess-to-consumer electronic commerce transaction

taining and
h (B2C ECT)

egardless of
and provide

[ and secure
satisfaction

it system.

heir content

applies. For
hts) applies.

bwing apply.

Iresses:

B2C

CT

set of interactions between an organization (3.2) and a consumer (3.3) for the provision of products and
services, facilitated online

3.2
orga

nization

person or group of people that has its own functions with responsibilities, authorities and relationships
to achieve its objectives

Note 1 to entry: The concept of organization includes, but is not limited to, sole-trader, company, corporation,
firm, enterprise, authority, partnership, association, charity or institution, or part or combination thereof,
whether incorporated or not, public or private.

Note

©ISO

2 to entry: Additional examples include shop and retailer.
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[SOURCE: IS

3.3
consumer

:2022(E)

09000:2015, 3.2.1, modified — Note 2 to entry has been replaced.]

individual member of the general public who is the end user of products and services

Note 1 to entry: For the purposes of this document, use of the term “consumer” includes a range of potential and
existing product or service users, e.g.

those thinking about using or purchasing a product or a service;

those who have purchased a one-off product or service;

those in
end userj

end user

Note 2 to en

A short- or long-term product or service contract;
s of a product or a service paying directly for the product or service;
s of a product or a service not paying for the product or service.

ry: The end user might not be the customer who purchased the product or'service, e.g. pe

having a meall at a restaurant that is paid for either by one person in this group or by a different person.

[SOURCE: I§
smart speal
to the term

3.4
business-td
B2C ECT co
promise or
support of K

Note 1 to ent

3.5

business-td
B2C ECT pr
organization
external to {

Note 1 to ent
(e.g. payment
security assu

3.6
content

0/IEC Guide 76:2020, 3.5, modified — The phrase “services or service-related goods
ter)” has been replaced by “products and services” and the term “product” has been 3
‘service” in the notes to entry.]

-consumer electronic commerce transaction code

e

et of promises made by organizations (3.2) te consumers (3.3), and related provisio
2C ECTs (3.1)

Fy: Promises can include elements of what afe commonly referred to as “terms and conditions].

-consumer electronic commerce transaction provider
pvider

(3.2) that supplies a BZCSECT (3.1) process or activity to the organization and th
he organization operatingthe B2C ECT system

'y: B2C ECT providers include organization reliability assurance providers, financial intermed
card companies), product and service information providers, consumer information protectio
rance providers;product and service delivery providers, and dispute resolution providers.

<business-t-consumer electronic commerce transaction> wording, images and related mecharn

associated v
the B2C ECT|

pith communicating information about the organization (3.2), its products and serviceg

(34) system

sons

e.g. a
dded

ns in

at is
aries

n and

isms
, and

4 Guiding principles

4.1 General

Effective and efficient planning, design, development, implementation, maintenance and improvement
of an organization’s B2C ECT system is based on adherence to the consumer-focused guiding principles
set out in 4.2 to 4.21. These guiding principles should be used to enhance consumer protection
throughout the B2C ECT system.

NOTE 1

The order of the guiding principles as listed is not intended to reflect their relative importance.

© IS0 2022 - All rights reserved
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NOTE 2  Annex A provides further guidance on customer satisfaction and consumer needs in the B2C ECT
context.

4.2 Commitment

An organization should be actively committed to the adoption, integration and dissemination of a B2C
ECT system, including the fulfilment of the promises that it is making to consumers in its B2C ECT code.

4.3 Capacity

Sufficient resources should be made available for effectively and efficiently managing an organization’s
B2C [ECT system, including its planning, design, development, implementation, mainenance and
improvement.

4.4 | Competence

Organization personnel and B2C ECT providers should have the attributes,skills, training, knowledge
and experience necessary to discharge their responsibilities in a manney that meets the needs and
expectations of consumers.

4.5 | Suitability

The prganization should ensure that the B2C ECT system.is‘appropriate for the type of|transaction
involved and any interface that the consumer may be using, taking into consideration sugh factors as
the dharacteristics of the consumer, the type of produect,or service and the nature of any ¢omplaint or
concern, as applicable.

NOTH Examples of interfaces include mobile browsers, web browsers and apps.

4.6 | Information integrity

An organization should ensure that’its'B2C ECT system and the information about it are accurate,
not rhisleading and verifiable, and that data collected are relevant, correct, complete, megningful and
usefil.

4.7 | Transparency

Adequate informatiofi~about the organization’s B2C ECT system should be disclosed to|consumers,
perspnnel and other interested parties, and this information should be easily available and|clear.

NOTH Examples of information can include the application of artificial intelligence and product origin.

4.8 | Choice

An orgamnization stroutd offer consurmmers a choice of comparable amnd Teatisticoptions imtie application
of its B2C ECT system, where possible.

NOTE1 SeeISO/IEC Guide 76:2020, 6.2.

NOTE 2  Examples of a choice include providing more than one way of contacting the organization, such as
email, telephone and online chat, and offering alternative payment options.

4.9 Accessibility
An organization’s B2C ECT system and the relevant information about it should be easy to find,

understand and use. The B2C ECT system should be planned, designed, developed, implemented,
maintained and improved to take into account the needs of different consumers, including those who

©1S0 2022 - All rights reserved 3
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can be at greater risk of detriment due to consumer vulnerability, and those with specific accessibility
requirements.

NOTE 1

NOTE 2

ISO/IEC Guide 71 provides further guidance on accessibility.

ISO 22458 provides further guidance on identifying and responding to consumer vulnerability.

4.10 Responsiveness

In the application of its B2C ECT system, an organization should respond to the needs and expectations
of consumers and the expectations of other relevant interested parties.

4.11 Time

In the applig
interested ¢
efficiently, g

4.12 Consq

An organiza
intentionall

NOTE IS

liness

ation of its B2C ECT system, the organization’s responses to consumers and othér relg
arties, including responses to any queries or complaints, should be provided quickly
iven the nature of the need and the process in question.

ent

tion should ensure that whenever consumer consent is requited in a B2C ECT, it is §
y and based on full information.

D/IEC 29184 provides further guidance related to consent.

4.13 Accoyintability

An organizg
actions with

respect to its B2C ECT system, including with respect to its B2C ECT providers.

4.14 Legality

An organiz3
to the consu

tion should proactively monitor‘the relevant legislative environment. It should make
mer which jurisdictions coy€r.B2C ECTs where purchases are carried out across bordsg

4.15 Privacy

Personally i
of its B2CE
is essential

NOTE1  Peg
used to ident
similarly spe

Hentifiable information about the consumer gathered by an organization in the applic
[T system should-be kept confidential and protected. Disclosure should take place onl
or completign-of the B2C ECT or consent for disclosure is obtained from the consumer

rsonallyidentifiable information is information that when associated with an individual ¢
ify them, and is retrievable by the individual’s name, address, email address, telephone numh
rificidentifier. The precise meaning of the term can differ around the world.

tion should establish and maintain accountability for, and reporting on, the decision$

vant
r and

riven

and

clear
rs.

htion
y if it

hn be
er or

NOTE2 IS

7TEC 29100, ISO/TEC 29184 and the ISU 31700 Series provide TUrther guidance on privacy.

4.16 Data protection

The organization should preserve the integrity of consumer data in the B2C ECT system. This should
include implementing security safeguards appropriate to the sensitivity of the information, applying
generally accepted best practices to protect against unauthorized access, obtaining necessary
consent for the use of consumer data, and taking account of the applicable statutory and regulatory
requirements imposed in the jurisdiction of the purchaser.

NOTE Further guidance on information security is provided in ISO/IEC 27001 and ISO/IEC 27002.

© IS0 2022 - All rights reserved
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4.17 Safety

An organization should take all reasonable steps to ensure the safety of products and services supplied
through its B2C ECT system.

NOTE1 SeeISO/IEC Guide 76:2020, 6.5.
NOTE 2  ISO 10377 provides further guidance on assessing and managing the safety of products.

NOTE 3 IS0 10393 provides further guidance on product recalls.

4.1 Susfain')hilif‘r

TATITOA I TITCY

An qrganization’s B2C ECT system should be established and operated in a way-that ensures
sustainability.

NOTE1  SeeISO/IEC Guide 76:2020, 6.7.
NOTE 2 IS0 26000 provides further guidance on social responsibility.

NOTE 3  Examples of ensuring sustainability can include treating workers, such as delivery| drivers and
warehouse staff, fairly and considering environmental impacts, such as inpackaging and delivery.

4.19 Integration

An grganization’s B2C ECT system should be integrated with the organization’s quality and other
management systems, where appropriate. This shoulddnclude online B2ZC ECT and conventional face-
to-fape or distance selling marketplace interactionsywhere applicable, in a way that is copsistent and
comprehensible to all consumers.

NOTH Reference [28] provides further guidance on integration.

4.2( Customer-focused approach

The prganization should adopt a customer-focused approach with respect to the B2C ECT|system and
should be open to feedback.

4.21f Improvement

Incrgased effectivenésstand efficiency of the B2C ECT system should be a permanent obj¢ctive of the
orgahization.

5 Business-to-consumer electronic commerce transaction system

5.1 | Context of the organization

In planning, designing, developing, implementing, maintaining and improving the B2C ECT system, the
organization should consider its context by:

— identifying and addressing external and internal issues that are relevant to the organization’s
purpose and that affect its ability to achieve objectives of the B2C ECT system;

— identifying the interested parties that are relevant to the B2C ECT system, and addressing the
relevant needs and expectations of these interested parties;

— identifying the scope of the B2C ECT system, including its boundaries and applicability, and taking
into account the external and internal issues and the needs of interested parties noted above.

© IS0 2022 - All rights reserved 5
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5.2 Framework

An organization should establish and apply a framework for decision-making and action in planning,
design, development, implementation, maintenance and improvement of the B2C ECT system. This
framework involves the resource assessment, provision and deployment needed to support the carrying
out of the processes to achieve the objectives of the B2C ECT system. It also includes top management
commitment, assignment of appropriate responsibilities and authorities, and training, in accordance
with the guiding principles stated in Clause 4.

In planning, design, development, implementation, maintenance and improvement of its B2C ECT
system, the organization should gather and assess information concerning:

the nee

s and expectations of consumers;

the issules associated with B2C ECTs (e.g. privacy, security, responsiveness, accuracy);

statutory and regulatory requirements associated with dealing with these issues(see Annex B);

how these issues arise, their potential effects and how they are addressed;

how oth

er organizations are dealing with these issues.

rties
vant

It is importhnt for the organization to obtain and assess the input frem Trelevant interested p3
(e.g. customiers, providers, industry associations and their members, €onsumer organizations, rele
government agencies, regulatory authorities, personnel, owners) concerning B2C ECTs.

When estab
opportuniti

ishing and using a B2C ECT system, the organization‘should consider and address risks and

bs that can arise. This involves:

monito and

opporty

ing and evaluating processes and externalvand internal factors concerning risks
nities;
identifyling and assessing specific risks and opportunities;

plannin
pertain

g, designing, developing, impleménting and reviewing corrective actions and improvenpents
ng to identified and assessed risks and opportunities.

As defined i
the context
from a lack

ve. In
lting
of a

h [SO 9000:2015, 3.7.9, risk is the effect of uncertainty, which can be negative or positi}
bf the B2C ECT system, an’example of a negative effect is customer dissatisfaction resy
of information provided regarding the expected product delivery date. An examplg

positive effd
before the 9
allocation a

ct is the enhancement of customer satisfaction due to the possibility to deliver the pr¢
xpected date, if\desired by the consumer. These risks can be addressed by reviewin
hd deployment of resources leading to the introduction of a delivery tracking modulg

improvement of the B2ZGCECT system.

An opportu
does not ne|
identify a nd
B2C ECT.

hity is.related to identification of a new possible way of realizing positive outcomes, W
cessarily arise from the organization’s existing risks. For example, the organizatioy

duct
o the
b and

rhich
| can

w-product, service or process as a result of customer feedback provided in the cours

p of a

5.3 Objectives

The organization should determine the objectives to be achieved by the B2C ECT system. These
objectives should be consistent with the overall organizational objectives, and their fulfilment should
be measurable using suitable performance indicators. These objectives should be reviewed at regular
intervals and updated as necessary.

The organization should prepare quantitative and qualitative performance indicators designed
to evaluate and assist in understanding whether the organization’s B2C ECT system is successful in
fulfilling its objectives.

NOTE Examples of performance indicators relating to the B2C ECT system include:
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— the percentage of successful finalized sales in relation to the visits of the website;

— the percentage of returns in relation to the total deliveries;

— the percentage of returning consumers in relation to the total;

— loss and damage relative to total deliveries;

— the percentage of deliveries completed on time in relation to the total;

— the number of internal site/platform system failures;

— grading or ranking from surveys measuring the satisfaction of consumers;

JR— 9

— 1
5.4

5.4.1
Ano

a) 9

tatistics regarding complaints and their resolution;

he timeliness of responses to feedback.
Processes

General
rganization should plan, design, develop, implement, maintain dnd improve:

ingle-phase processes;

b) 1nulti-phase processes.

AB2

I q

q

q

A sin
quot

A my
shou
phas
tranf

Figu
The

impl
detel

C ECT typically goes through three distinct phases:

| pre-transaction phase;

gn in-transaction phase;

3 post-transaction phase.

gle-phase process applies to only one of the three phases of the B2C ECT. For examyle, the final

b process is specific to the in-transaction phase.

Iti-phase process appliésjto all three phases. The relationship between processes is g
Id not be viewed in a §trictly sequential way. For example, an organization can prep
e process, such as€stablishing a B2C ECT code, prior to the preparation of pre-traj
action and post:tFansaction phase processes.

e 1 illustratés these processes and the related activities.

planning,“design and development of each of these processes is integral to thei

ynamic and
are a multi-
hsaction, in-

r successful

ementation. The organization should test its B2C ECT system prior to implementation in order to

'mine the need for adjustments.

Guidance on planning, design, development and implementation of pre-transaction, in-transaction and

post-

transaction phase processes is provided in Clause 6.

Guidance on planning, design, development and implementation of multi-phase processes is provided
in Clause 7. Guidance on maintenance and improvement of the B2C ECT system is provided in Clause 8.
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\J

Qder confirmation

(6.29

/ Single-phase processes \
(applying to a specific phase of the B2C ECT)

/Pre-transaction phase \ / In-transaction phase \ @)st-transaction phase\
Content creation (6.1.2) Initial selection support (6.2.2) Delivery (6.3.2)
Content delivery (6.1.3) :‘/r\ Consumer identification (6.2.3) :‘/r\ Correction (6.3.3)
Content governance (6.1.4) Final quote (6.2.4) Return and (6.3.4)

Payment selection support _ (6.2.5) exchange
/ Payment authorization (6.2.6) K

]

-

Multi-phase processes
(applying to all phases of the B2C ECT)

Cdmplaints handling and (7.1.5)

( Consumer interaction \
B4C ECT code (7.1.2)
Cqnsumer support (7.1.3)
Fdedback handling (7.1.4)

)

k keXIternal dispute resolution

/ Consumer data‘management \

\&

Security

Privacy

(7.2.2)
(7.2.3)

/

Figure 1 — Proeesses of the B2C ECT system

5.4.2 Single-phase processes

An organization should recognize the distinct activities and issues associated with the pre-transagtion,
in-transactipn and post-transaction phases.

In the pre-ffransaction phage, the consumer is searching for information about an organizatiop, its
products and services,aid the B2C ECT system. An organization should support this phase by cregting,
delivering and goverhing content that meets such consumer needs for information.

The in-transaction phase involves ordering, the acceptance of the terms of the contract, the trapsfer
of value in [exehange for a product or service, agreement concerning delivery and recourse should

problems arise.

In the post-transaction phase, all parties fulfil the obligations they have made as a part of the
in-transaction phase. This phase involves the activities related to product and service delivery,
options for adjustments to the original order, returns, refunds and maintenance of relevant ongoing

communications.

5.4.3 Multi-phase processes

In the B2C ECT context, multi-phase processes apply to all three phases of the B2C ECT, and consist of
consumer interaction processes and consumer data management processes.

Consumer interaction processes encompass activities related to B2C ECT code establishment and
application, consumer support, feedback handling, complaints handling and external dispute resolution.

8
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Interactions between the organization and consumers allow a better understanding of how the B2C
ECT system is working and where it can be improved.

Consumer data management processes encompass activities related to security and privacy. Consumer
data are essential to the organization’s B2C ECT system and need to be appropriately managed and
protected.

5.5

Resources

5.5.1 General

The

and improve its B2C ECT system. Resources include the provision of competent and availab

train
hard

NOTH
5.5.2

Ano

i

rganization should determine the resources needed to plan, design, develop, implem

ing, procedures, documentation, specialist support, materials and equipment, facilitie
ware, and software and finances.

Guidance on training and documentation is provided in ISO 10015 and ISO.10013, respe

B2C ECT providers
"ganization should:

dentify and select providers that are demonstrably capable of providing the supp

eeded, in order to appropriately and successfully complete B2C ECTs;

ut in place arrangements to ensure that the providers fulfil their obligations, in
pplicable statutory and regulatory requirements.related to products and services suf
rovider, so that B2C ECTs are undertaken suceessfully;

rovide information to consumers in a timely and accurate way about providers and the
hese providers perform, so that the role’ of these providers and their responsibilitieq
he successful completion of B2C ECT$are visible to and understood by consumers;

ut in place arrangements to ensure that providers are performing their roles in acco
1l applicable statutory and. tegulatory requirements, including with respect to cor

integrity and privacy;

1

eview on an ongoing basis the performance of providers, in order to ensure that they
ovide the supportservices in a manner which is consistent with the needs of the orga

r
}Tts consumers and,where deficiencies arise, ensure that those deficiencies are addresse

ind appropriates-manner.

ent, maintain

¢

personnel,
s, computer

tively.

prt services

cluding any
plied by the

supportrole
concerning

rdance with
sumer data

continue to
hization and
din a timely

5.5.3 Procedures
The prganization should develop procedures for the planning, design, development, implementation,
maintenance and improvement of the B em. Procedures will vary depending upon the

5.5.4

Internal and external communication plan

The organization should develop a plan to make its B2C ECT system and supporting information available
to its personnel and external parties involved. This plan should also capture details about situations
and events triggering the need for communications on a particular aspect of the organization’s B2C
ECT system, including the identification of interested parties, what information to communicate, and
assignment of roles and responsibilities.

NOTE1 Examples of such situations and events can include:

cross-border movement of products;
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NOTE 2

5.6 Conn

An organiz4tion can establish a stand-alone BZC ECT system using the guidance provided i

document.

:2022(E)

delivery times;

limitations of availability of products and services;
redirection of order fulfilment;
use of a subcontractor.

See ISO 10001:2018, Annex I, for guidance on such plans related to customer satisfaction codes.

ectivity

here appropriate, the B2C ECT system should be based on the quality management s

of documented information, training and corrective action) of the quality management,systen
organization can refer to ISO 9001 or other quality management system standards.

6 Single

6.1 Pre-t

rphase processes

ransaction phase

6.1.1 General

In supportd

a) content
b) content
c) content

The relation
way.

f the pre-transaction phase, an organization should carry out the following activities:
creation;

delivery;

governance.

ship between these activities isrdynamic and should not be viewed in a strictly seque

6.1.2 Content creation

An organiz:
organizati

consu

the orgd

ition should develpp.information to be communicated to the consumer concernin

z];, its products and'services, and the B2C ECT system, by identifying the following:

r requirements regarding the information needed (see Annex C);

inizatiort's own requirements for essential information;

applicable statutory and regulatory requirements;

t
tem
trol

of the organization. To address the framework and supplementary elements (such as policy, co

his

, the

ntial

v the

the app

6.1.3 Con

Jo 4 a1 1 x 41 Lol b
UdlIT U daUUITsS LIIdITgTS I UIT HTITTUT TTTAd ULIULI,

the requirements of any necessary external content contributors.

tent delivery

6.1.3.1 General

An organization should provide the consumer with sufficient information about the organization, its
products and services, and the B2C ECT system to make an informed choice about whether and how to
engage in and complete a B2C ECT (see Annex C).

10
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In order to ensure satisfactory content delivery, an organization should:

6.1.3.2 Usability of B2C ECT interfaces
Usabijility issues and ergonomic design are standard requirements for any human-interface.

NOTH
provides guidance on worldwide web user interfaces.

The
and {is easy to understand for the consumer. This implies a legible lettering size, a clear v
contént that is accessible to those with sight, hearing or othexphysical impairments, and
desig
fore

The
activfities. This can include, for example, a search fusiction, or using the consumers’ selection
and
content visible to them.

The
to enable it to respond to consumers in.an appropriate manner. For example, a toll-free nu
onlinle chat, or social media can be used to address consumer questions about product
desc

The
acce;
revigws and ratings of other consumers. For further guidance concerning online consumer
SO 2

The
the i

6.1.3.3.\Clarity of information presentation

design a B2C ECT interface that is usable (see 6.1.3.2) and that makes use of all relevant design
elements to convey information to the consumer (e.g. font size, colour and multi-media options such

as graphics, sound, video);

define what other complementary channels will be used (e.g. emailing, instant messaging, social

media);
provide easy-to-use links to other processes (e.g. payment and security systems);

identify the infrastructure, hardware and software requirements, including the techn

ical support

fequired for successful technology management of the B2C ECT interface.

Guidance on information presentation is provided in the ISO 9241 series: In particular,

pbrganization should design a B2C ECT interface that simplifies~the presentation of

n that offers an ease of navigation, where information:is prominently disclosed and e{
kample by someone reliant on voice input.

rganization should consider integrating user-getiérated information into its informatig

services, or the consumers’ selection of product and service options as filters to p

rganization should consider the use*of multiple methods of real-time, interactive com

Fiptions or delivery time frames.

organization should consider providing a process that allows consumers to pos
sible review and ratingof a product or service offered by the organization and acces

0488.

hformation for future reference. This includes making the information easy to save an

[SO 9241-161

information
sual design,
an interface
sy to reach,

n-provision
of products
rioritize the

munications
mber, email,
and service

t a publicly
5 the posted
reviews, see

brganization should provide information in a form and manner that allows the consu(ﬁner to keep

print.

The organization should:

use plain language whenever possible and avoid using jargon or unnecessary acronyms and legal

terminology;

clearly distinguish the terms and conditions of sale from marketing and promotional statements;

communicate the policies used to manage information in interactive parts of the B2C ECT interface,
such as the application of artificial intelligence or options for consumer reviews and ratings;

establish rules for consistent presentation of product and service information, so
consumers to easily compare options across the organization’s products and services;

© IS0 2022 - All rights reserved

as to allow

11


https://standardsiso.com/api/?name=7eb98a4dcbedb94a8cbacd3f3f448734

ISO 10008:2022(E)

ensure that content variations that occur over a short period of time are clearly communicated
(e.g. time-sensitive promotions, or other factors that can alter the product and service price or
availability between the consumer’s online visits);

ensure that it does not use hyperlinks or logos in a misleading or inappropriate manner, particularly
with respect to content about or from B2C ECT providers, and where the organization directs the
consumer to B2C ECT providers, this should be very clearly communicated to the consumer in
advance;

manage the information provision activities across its B2C ECT and other interfaces (e.g. website,
mobile web, short messaging service, printed material) in a way thatis comprehensible to consumers

p £l it £ pa |
regardl SSortnehrerracetuse,

ensure fhat there are no substantive discrepancies between the information provided exter

and int¢rnally (e.g. consistency between policies communicated on the website and.inform
provideld to employees through the organization’s intranet, as well as between itssown B2Q

interfa

and that of its B2C ECT providers);

considef providing targeted, summarized information throughout the ordering process, ¥

ensuring that such abbreviated information accurately reflects the termsZaitd conditions tha

apply (¢
to clear

.g. use of hyperlinks or marks referring to disclaimers should ndt hinder consumers’ a
and timely information).

6.1.3.4 Adaptation to potential consumers

The organiZ
its potentia
accepts inte

Depending
interface th
Whenever tl
ECT process

When devel
or having sj
suitable for
is likely to |
credulity or
to purchase
designing B

NOTE1 IS

NOTE2 IS

ation should ensure that its information provision activities are appropriately tailor

nally
htion
ECT

while
F will
Ccess

ed to

consumers. For example, an organization willaeed to provide different information if it

rnational shipping and returns.

n its targeted consumers, it is possible that,the organization will need to develop a B2(
ht provides the consumer with the oppdrtunity to change the language to a preferred
e consumer selects a particular language, that language should be used throughout al
es and activities.

ECT
one.
| B2C

oping content that is likely«to-be of interest to groups facing particular vulnerabilities

pecial needs, the organization should ensure that its information provision activitie
consumers to understand the information presented. For example, when the co

5 are
ntent

pe of interest to children, the language should be age-appropriate, should not exploit the

lack of experiencé-of children, and should not exert pressure on children to urge a
products and séryices. The organization should also consider guidelines with respd
PC ECT interfaces that are accessible to all.

D/IEC Guide 71 provides further guidance on accessibility.

D 22458 provides guidance on identifying and responding to consumer vulnerability.

dults
ct to

6.1.4 Con

et governdnce

An organization should continually ensure that the content of the B2C ECT interface is complete,
accurate and up to date. An organization should therefore:

assign responsibilities for managing the B2C ECT interface;

of information for consumers across the B2C ECT interface;

12

monitor changes to the organization’s system (e.g. to ensure compliance with regulations);

establish how records will be managed;

develop guidance for content contributors, in order to ensure a consistent approach to the provision

review the content of the B2C ECT interface regularly to determine if any changes are required.
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The organization should ensure that appropriate control mechanisms (e.g. multi-level review, sign-off
procedure) are used when adding or modifying key content elements of the B2C ECT system.

The organization should ensure that required updates and modifications are promptly planned and
completed. When errors are identified in its information provision activities, the organization should
apply appropriate corrective measures as soon as possible and, when relevant, communicate this to
consumers. Consumers whose transactions had been concluded before any errors were identified
should not be adversely affected by the corrective measures. To facilitate consumer access to updated
information, the organization should include a validity date and an unambiguous version number in its
B2C ECT policies and, when making a material change to one of its B2C ECT policies (e.g. privacy, data
protection, returns and exchanges), the organization should explicitly highlight the revised section.

6.2 | In-transaction phase

6.2. General

In support of this phase, the organization should carry out the following activities:
a) initial selection support;

b) ¢onsumer identification;

c) final quote;

d) jpayment selection support;

e) payment authorization;

f) order confirmation.

6.2.7 Initial selection support

In or(der to facilitate the ability of the consumer to communicate their interest in purchasing a selected
prodpuct or service, an organization should:

a) identify the exact producterservice that the consumer has an initial interest in purchdsing and, as
far as possible:

1) make consumers-aware of incompatibilities between product or service choices (e.g. if a feature
is only compatible with certain options);

2) ensure thatproduct or service choices are suitable for the consumer, as far as pogsible, given
the known details about the consumer (e.g. if a product or service is only available tp consumers
overa-Certain age);

3),-“ensure that, once selected by the consumer, the product or service cannot be bought by others
until the consumer makes their final decision, or an announced time-out has occudred.

b) record the quantity of each product or service to be purchased, including the units of measure, as
appropriate;

c) whenever possible, advise consumers of product and service availability and expected delivery;
d) permitthe reservation of the selected products and services ahead of the final purchase decision;

e) allow changes to any reservation prior to proceeding to payment without the need to re-input
existing choices, and retain the consumer’s ability to consult other pre-transaction product and
service information;

f) monitor for data input errors made by the consumer, and have mechanisms in place to prevent such
situations, or to verify the consumer’s intention (e.g. the process pre-sets parameters for data input
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fields to either alphabetical or numerical, or establishes a maximum quantity for the number of
products or amount of services that can be ordered).

6.2.3 Consumer identification

In order to accurately record and, where possible, validate the consumer’s relevant personal and
delivery address data for order processing, an organization should do the following.

a)

b)

d)

f)

6.2.4 Final quote

In order to provide the consumer-with accurate and complete information concerning the produg
services to lje purchased and allassociated charges and conditions, the organization should ensurg
it explicitly

a)

b)

14

It should require the input of personal information only when it becomes essential to the order
process. The organization should limit collection, use and disclosure of personal information to the

minimu

It shoul
data.

It should communicate information in plain language to the consumer about thé€“privacy

security
provide]
be used

It shou

for accuracy and completeness, and allow for re-input of necessary-data only. Where ext

referen
organiz

It shoul
take int

locations, and identify any problems for resolution.

It shoulld provide for the use of appropriateand consumer-selected security options

identifi
two-fac

The organization should consider providing-guidance that helps consumers assess the adequd
the form of identification and authentication.

the desgription of each of the products or services to be purchased, including all main featureg;

EXAMPIHE Forvproducts, the model, quantity, size, colour, where the product is made and whey

product

the pric

m information appropriate in the circumstances.

| provide the consumer with a very clear indication of mandatory and optional fieldsi

r policies applied to input data. When seeking consumer consent, the organization s}
the consumer with clear and appropriate explanations as to how personal informatio
(e.g. by sharing within the organization or with third parties).

d provide and validate input fields concerning the consunier’s personal inform

fes are available to assist in data input (e.g. address completion from postal code]
ation should consider their use.

1 cross-reference any relevant internal or external data to check acceptability of the d
p consideration any legal and regulatory requirements regarding the despatch and del

fation and authentication, such as usenname and password, biometric identification|
for authentication, to allow for ongoing identification and authentication in transact

Communicates to-the consumer the following information:

s beifig-sent from, and for services, the number, quantity, duration, location, type and level.

n the

and
jould
N can

htion
brnal
, the

rder,
very

for
and
ions.
cy of

ts or
that

e the

e for each product or service;

in situations involving the ongoing provision of products or services (such as for payment of a
periodic magazine subscription or membership fee):

1) whether the charges are recurring;

2) the

amount and frequency of recurring charges;

3) detailed terms with respect to the ongoing nature of the offer (e.g. duration of the contract,
expected delivery dates, renewal policies, and terms and conditions of rebates and
cancellations);

4) how often and to what address statements of account will be delivered (e.g. physical and/or
email address);
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5) how the consumer can change and correct the address information used for statements of
account;

applicable taxes and charges from third parties, such as custom duties for the products that will be
levied or currency conversion charges: when the amount of potentially applicable taxes or charges
cannot be ascertained, the organization should include information that such taxes or charges can
apply and an indication of who will collect them;

where appropriate, an indication of who will provide the product or service (e.g. in situations where
B2C ECT providers supply products or services);

pending on

elivery speed, carrier type, tracking and order value;

gny variations in charges according to the type of payment that will be used 61 the frequency of
payments, and any conditions associated with payment (e.g. credit card restri¢tions);

the total price of the transaction, including available discounts and all applicable charges;

tthe process for cancelling or extending the contract, and the implications of any such |cancellation
Or extension;

yaried or additional charges for the product or service and prodiict or service options gelected;
any other applicable restrictions or conditions.

organization should ensure that the consumer can’easily navigate the selections to change

themn, without losing access to the final quote information. The organization should proyide precise
instrjuctions for any rebates or discounts which can be claimable, and real-time countdowns for time-
basef product or service selection or pricing. The“organization should also ensure that the consumer
is prpvided with a final opportunity to confirm'the intent to purchase in an informed and deliberate

manhner.

6.2.3 Payment selection support

In orider to provide the consumertwith access to a variety of payment options, the organization should

undertake, where appropriate{ajcost/benefit analysis, taking into account:

the need to provide theyconsumer with as many methods of payment as practical;
the popularity offpayment method;

tthe popularity-ef payment brand;

tthe costef.processing;

timé.delays on receipt of funds;

the ease of use for the consumer;
the ease of interaction for the organization with the payment provider;

the level of protection against fraud.

An organization should:

a)

b)

adhere to all relevant security standards for the retention and transmission of payment data, and
should clearly communicate the security safeguards to the consumer in plain language that will
help the consumer assess the level of risks associated with each available payment option;

allow the consumer to select the payment option in an informed manner so that the implications of
the consumer selecting that payment option are made clear to the consumer and the terms of the
payment are accepted;
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c) route the consumer to the chosen payment provider, so that payment processing can be completed,
or provide the information needed for the consumer to make a direct payment to the organization;

d) provide information to the consumer as to whom to contact for payment-related questions or
problems.

6.2.6 Payment authorization

In validating the transaction, the organization should ensure that there is communication to the
consumer of whether or not the transaction is authorized or rejected. In the event of rejection, the
organization should provide a reason for rejection and suggest an alternative method of payment, if

possible.

6.2.7 Order confirmation

In order to

organization should ensure that:

a) as soon|
docume
delivery
informg

b) itiscled
formed

c) itiscled

d) if the cq
overcon

e) instruct

disagre
f) the ord
unneces
g) as for 4

consumfer during their product or service selection;

h) in the 4
process

6.3 Post-

confirm with the consumer that their order has been received and is being-processe

as possible after the payment authorization is received, the consumer is provided

address, planned delivery time frame (including split ordersj;ythe organization’s co
tion, and any special terms and conditions that have been pfeviously agreed;

r to the consumer at what point the organization considers that a binding contract has

r to the consumer whether or not order confirmation becomes part of the contract;

he the deficiency;

ions are provided for the consumer to contact the organization in the event of
bment or changes needed in the order, including the physical address of the organizati

br confirmation reverts to the final quote in the event of changes being needed, wit
sary re-keying of other data;

11l other processes, the-order confirmation is provided in the language chosen by

bsence of any-e¢hanges initiated by the consumer within a reasonable period, the
ing moves ta/the post-transaction phase.

fransaction phase

6.3.1 General

d, an

with

nted confirmation of all details of the order being processed,“intluding order nuinber,

ntact

been

nfirmation message is not delivered, this.fact is logged and remedial action is in plalce to

any
b1;
hout

/ the

rder

In support of the post-transaction phase, an organization should carry out the following activities:

a) delivery (see 6.3.2);

b) correction (see 6.3.3);

c) returnand exchange (see 6.3.4).

16
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6.3.2 Delivery

6.3.2.1 Product delivery

An organization should ensure the secure delivery of the selected products to the consumer, so that:

the products are packaged inamanner that will protect them in transit, under anticipated conditions;

the method of delivery selected by the consumer is used;

the delivery is managed (e.g. tracking, verifying the performance of delivery service pr

oviders);

he consumer is promptly notified of any variations in the delivery arrangements
harges;

ispatch records are maintained.

or handling

An organization should provide the means to track product deliveries, where appropriate. This can
include the activities of B2C ECT providers. If a tracking system is available to the copsumer, the
orgahization should provide the consumer with the instructions on how-to/access this system.

6.3.21.2 Service delivery

An organization should ensure that:

— the selected service is delivered in accordance with theragreed arrangements;

— the consumer is promptly notified of any variatigfisin the service provision or related pharges.
6.3.2.3 Continuing provision of products orsérvices

Where the consumer has a contract for the angoing provision of products or services, the ¢rganization

should ensure that each statement of account identifies the organization, the product or ser
amoyints to be charged. Unless the option is explicitly waived by the consumer, the organiz
provjde timely notice in advance ,of an automatic repeat purchase being completed or of 4
subsfription being renewed. The:organization should also explicitly communicate to the cd
chanjges to the terms and conditions. When this change is significant, the organization shc
the donsumer with an oppaortunity to cancel without any further cost or obligation. If an d

yice, and the
htion should
n automatic
nsumer any
uld provide
rder cannot

be fylfilled as originally_ specified, the organization should assume responsibility for anly additional

costg, or provide optionsto reschedule or cancel without penalty to the consumer.

6.3.3 Correction

In or|der toseorrect as quickly as possible any product or service deficiencies or nonconf
orgahization should develop a correction policy and:

prmities, an

hwraindatha noeprIar
3 y I

ProvIac—Tnc

identify any exceptions;

provide instructions and advice to the consumer as to what to do if the product or service is in an

unsatisfactory condition or not as described;

provide appropriate, relevant, clear, and complete information for returning the product;

where the consumer was not at fault, assume full responsibility for any additional costs incurred
in solving the problem, returning, repairing or replacing the product, providing remedial action for

the service, or making a full refund;

where applicable, explore options with B2C ECT providers with respect to their own correction

policy and its possible use for the organization’s consumers.
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The correction policy should include information regarding the procedures for product recalls.

NOTE IS

0 10393 provides further guidance on product recalls.

6.3.4 Return and exchange

In order to support the B2C ECT system, an organization should develop a return and exchange policy,

and:

provide

custom
clarify

state an
includin

The return
recalls.

NOTE IS

7 Multi-

7.1 Consi

7.1.1 General

Organizatio

dispute resd
of how the H

An organiz:
online contg
online chat ¢

An organiz3
each of the j
knowledge

related supy

7.1.2 B2(Q

identjfy anv exceptions with regard to particular nroducts (e g_nperishable goods digital pro
4 Ir [=] I Ir AY o I [=] 4 [=] I

the consumer with a clear description of its return and exchange policy;

ucts,

made products);
vhether return freight is free of charge or at consumer expense;

y requirements, such as the condition of the product, its packaging and the method of re
g return address.

and exchange policy should include information regarding the procedures for prq
0 10393 provides further guidance on product recalls.

phase processes

imer interaction

lution. Interactions between thé organization and consumers allow a better understary
2C ECT system is working and where it can be improved.

ext. For example, expectations on responsiveness with respect to email, social med
pnquiries differ from-those related to postal mail enquiries.

tion should ensure that it possesses the appropriate knowledge and skills associated
rocesses. For’example, the skills required for the development of the user interface, su|
f security.safeguards, can be significantly different from those associated with consu
ort, such'ds interpersonal and communication skills.

EET code

turn,

duct

hs should develop appropriate appreaches for interactive communication with consuiners,
including thie B2C ECT code, consumer support, feedback handling, complaints handling and ext

brnal
1ding

ition should adapt its gonsumer interaction processes to consumer expectations in the

ia or

with
ch as
mer-

An organization should prepare a B2C ECT code. The code should address the organization’s promises
to consumers regarding:

product
the priv

informa

18

its products and services;

communication methods;

and service ordering and processing procedures;
acy of personal information;

tion security;

the handling of cross-border B2C ECTs;
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— product and service delivery procedures;
— product and service corrections;

— exchanges and returns;

— consumer support;

— feedback handling;

— complaints handling;

b 1 1. b h
- CALCTIIAT UISPULtT TTSUITULIUIL.

Addifional guidance on B2C ECT code preparation is provided in Annex D and in ISO 10001

7.1.3 Consumer support

In or(der to assist consumers in undertaking transactions and using the orgdnization’s B2C [ECT system,
an orfganization should:

— offer consumer support and make such support easily accessibleiin' a manner that is cqherent with
the organization’s B2C ECT system activities: this can involve“consideration of the use of online
fools allowing for interaction between consumers and the ¢rganization;

— 1espond promptly to information revealing any need for action in the B2C ECT systein generated
through its consumer support activities;

— Jprovide consumer support when situations reqtiire the timely communication of infomation (e.g.
fegarding product recalls, new safety or secutity information about the product or s¢rvice which
the consumer purchased).

7.1.4 Feedback handling

An drganization should establish a‘process to handle any communication by a consunjer or other
interlested party directed at the organization, concerning the consumer’s experiende with the
orgahization, its products and-services, or some aspect of its B2ZC ECT system, decision§ or actions.
Feedpack encompasses both ,positive and negative statements about aspects of the ¢rganization
and recommendations fof change. Feedback can also be contained in online consumer reviews. The
feedback-handling process can encompass the complaints handling process (see 7.1.5).

NOTH Guidance‘on online consumer reviews is provided in ISO 20488.

7.1.§ Complaints handling and external dispute resolution

An organization should establish a process to address any expressions of dissatisfaction by consumers
conceraing the organization, its products and services, or some aspect of its B2C ECT system, decisions,
or actions.

NOTE1 Guidance on the complaints handling process is provided in ISO 10002.

An organization should establish a process for the resolution by external parties of complaints relating
to the organization, its products and services, or some aspect of its B2C ECT system, that have not been
resolved in the organization’s internal complaints handling process.

NOTE 2  Guidance on the dispute-resolution process is provided in ISO 10003.

Organizations should consider how their B2C ECT system objectives impact the required complaints
handling and external dispute resolution processes. For example, accepting cross-border B2C ECTs
can have implications with respect to ensuring accessibility (e.g. free of charge, multilingual). An
organization should also adapt its complaints handling and external dispute resolution processes to
consumer expectations in the online context.
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7.2 Consumer data management

7.2.1 General

An organization should develop appropriate approaches to consumer data management in its B2C ECT
system, including those associated with security and privacy.

7.2.2 Security

For the purposes of this document, security encompasses the specific procedural control of the

recording, transmission and retention of consumer data
NOTE Further guidance on information security is provided in ISO/IEC 27001 and ISO/IEC 27002,

An organization should:

7.2.3 Privacy

specificplly and clearly inform consumers of the standards that it maintains fer’security gf the
consumler’s personal and payment card data;

ensure |t has security programs and procedures that take into account existing and new thregts to
electronic data recording, transmission and retention;

use the fequirements or recommendations of relevant third parties(e.g. internet service providers,
web browser makers, the payment card/banking industry) wheréver required or advantageous
for congumer confidence, use encryption for secure transmission of consumer personal datd and
payment card data;

have defined procedures in place to handle any breach, 6f'security;

cooperdte with consumers in the event of problemsstich as unauthorized or fraudulent transactjions.

Privacy ref¢rs to the way in which an organization collects and uses personal information of the
consumer. The collected data should only-be used for current order processing or other purposes

explicitly agreed by the consumer.

The organization should:

20

indicatd to consumers thésmrandatory data needed to complete a purchase, and how those datpa can
be retained and used imthe future;

make sych data mandatory only when needed for the purpose;

inform fonsumers where personal data are collected of any further potential uses of those |data,
with an|invitdtion to opt in for each purpose;

inform consumers of any third parties who can be given access to the data and, Uniess access is
provided solely for the purpose of current order processing, seek consumer consent for their use;

provide consumers with the opportunity to review, correct or delete the personal data that have
been retained;

retain personal data only as long as needed for the purpose;

provide consumers on every further contact where their personal data have been used with the
possibility to opt out of any future contact and to remove them from the file;

set up a clear policy for their own personnel that defines who has access to consumer data, for what
reason and with what restrictions, including encryption and off-site use and clear indications of the
penalties to be imposed for breach of the policy.
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In some jurisdictions, such privacy guidelines are mandatory legal requirements.

8 Maintenance and improvement

8.1

Collection of information

The organization should regularly and systematically collect information needed for the effective and
efficient evaluation of the performance of the B2C ECT system, including information, input and records
described in Clauses 6 and 7.

8.2

incl
NOTH

All fd
and 4

To ey
priof
to dg
achie

8.3
Ther

Evaluation of performance of the B2C ECT system

The‘ﬂ‘ganization should regularly and systematically evaluate the performance of the;B2C

ing carrying out internal audits of the B2C ECT system.
Guidance on management system auditing is provided in ISO 19011.

edback, complaints and disputes should be classified and analysed to\identify systemat
ingle incident problems and trends, and to help eliminate the underlying causes of con

raluate the impact of the organization’s B2C ECT system, information is needed on 4

to its operation, and at appropriate intervals afterward{ This information can be u
termine weaknesses in the system design and implementation, but also to demonst
ved (if any) and progress made through use of the system.

Satisfaction with the B2C ECT system

e should be regular and systematic actionitaken to determine the satisfaction of con;

the B2C ECT system and its implementation, including their interactions with the syste

take
satis
ama

NOTH

8.4
The

the form of random surveys of consumers and other techniques. One method of ev
faction of consumers is the simulation of a contact of a consumer with the organizatior
tter addressed in the system.

ISO 10004 provides guidaiice on measuring and monitoring customer satisfaction.

Review of the B2C-ECT system

rganization should teview its B2C ECT system on a regular and systematic basis, in of

etermine coptinuing suitability, adequacy, effectiveness and efficiency;

ECT system,

ic, recurring
hplaints.

he situation
sed not only
rate results

umers with
m. This can
nluating the
concerning

der to:

ddress-significant instances of non-fulfilment or failure associated with any elemenit of the B2C

CT system;

ssess the need and opportunities for improvement;

In co

©ISO

provide for related decisions and actions as appropriate.

nducting the review, the organization should consider information on:

changes to the B2C ECT system;

changes in statutory and regulatory requirements;

changes in practices of competitors or technological innovations;
changes in societal expectations;

fulfilment of the contracts;
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— risks and opportunities, including the related actions;

— status of corrective actions;

— feedbac

k on the B2C ECT system;

— products and services offered;

— follow-up actions from previous reviews.

8.5 Continual improvement

The organij
satisfaction
and innovat|

The organij
problems le

The organiz,

— explore
ECT sys

— fostera

— encoura
includin

— recogni
and pra

ration should continually improve its B2C ECT system in order to increase cust
using such means as corrective actions, actions taken in relation to risks and oppettun
jve improvements.

ation should take action to eliminate the underlying causes of existing-and potg
hding to complaints, in order to prevent recurrence and occurrence, respectively.

ation should:

identify and apply best practices in the structure, content and ase of an organization’s
tem;

consumer-focused approach within the organization;

ge innovation in approaches in the development 0f“an organization’s B2C ECT sy
g updating relevant technologies;

ve examplesof outstanding elements ofan organization’s B2ZCECT system and its perfornj
Ctices.

bmer
ities,

ntial

B2C

tem,

ance
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Annex A
(informative)

Customer satisfaction and consumer needs in the B2C ECT context

A.1 General
This

annex highlights the following:

the importance of customer satisfaction and the linkages between this document (i.e
gnd the other customer satisfaction standards;

[SO 10008)

q

he need to consider the relationship and differences between customers.and consumejrs;

he distinctive characteristics of the online environment compared+o traditional facefto-face B2C

fransactions.

A.2

This
by I
sustd

Customer satisfaction and the B2C ECT systeni

document, in common with the other International Standards on customer satisfaction developed
0/TC 176/SC 3, provides guidance that can assist)an organization in taking actionp which can
1in or enhance customer satisfaction in the specific context of a B2C ECT system.

Cust
tow

pmer satisfaction is defined in ISO 9000:2015, 3.9.2, as the “customer’s perception of the degree
hich the customer’s expectations have been fulfilled”. Customer satisfaction is recognized as one
of the driving criteria for any high-quality organization. Customer focus means that the ¢rganization
is omiented to understanding current.and future customer needs, requirements and egpectations,
including ensuring legal compliance,@swell as overall customer experience.

With{a B2C ECT system, organizations have the potential to improve their performance in fa number of

wayy
the t
cons

. For example, they can useresources more efficiently and offer new services, taking
ypes of challenges inherent to B2C ECTs, and how their responses to these challenge;
imers’ perceptions-efthe organization. In the context of a B2C ECT system, customer sg

nto account
can impact
itisfaction is

n to address
ions.

signi
cons

[ficantly influenced\by how the organization establishes and adapts its B2C ECT syster|
imer needs, andyhow it deals with the dynamics of online-based activities and interact

A3

Whereas.customer broadly refers to a “person or organization that could or does receive a product or
a serjvice that is intended for or required by this person or organization” (as defined in IS 9000:2015,
3.2.4) and encompasses retailers, purchasers and others, this document is aimed at activities involving
a consumer, that is “an individual member of the general public who is the end user of products and
services” (as defined in 3.3). Consumers are therefore a subset of customers, as they encompass only
individuals, and only those individuals purchasing or utilizing products and services for private
purposes.

Consumer needs

This distinction between a consumer and a customer brings about some important considerations, as
the needs and requirements at the individual consumer level can differ significantly from the needs
of other customers, in light of their resources and characteristics. For example, with respect to access
to information and the opportunity to communicate their expectations and concerns, individual
consumers typically find themselves at a disadvantage compared to other customers, which can
include whole organizations. Similarly, as the end users consuming the product or receiving the service,
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consumers’ safety issues can significantly differ compared with the safety issues related to other
customers, such as organizations undertaking acquisition activities for the purposes of reselling.

When designing its B2C ECT system, an organization should take into consideration these distinctive
needs and requirements. It should also seek to address them in a fair and suitable manner (e.g. avoiding
overly complex or detailed privacy policies that cannot be easily understood by an individual who does
not have access to legal expertise). The guidance provided in this document incorporates principles
aimed at ensuring that the organization maintains a strong consumer focus and addresses key
consumer concerns, such as consumer protection (see Clause 4).

A.4 Onlipe

Compared t
distinctive (
how to addi
have a limit]
an opportul
completed i

These distimctive characteristics imply greater reliance on adequate infofimation disclosure th

the offline ¢
provided, b
Clause 4 pr
decision-m
environme
how default

An organiz
processes. |

service in ap analogous way as in a physical store ex by visiting a physical location, an organizatio

increase thd

Further, in 3
use and disd
order to av
losses for ei
the fact thaf]
readily tran

The above

anuviranna nnt
CIIVIIUIIIIICIIU

D traditional face-to-face B2C transactions, the online context of a B2C ECT system r
hallenges when considering how to meet consumer-focused needs and requirements
ess consumer limitations, but it can also provide opportunities. For example, consu
ed scope for examining a product before proceeding with their final order, but can
nity to evaluate the product virtually, if offered. In addition, online transactions cg
N a more immediate manner, compared with the purchases in the offline environment.

ontext. However, this cannot be achieved by focusing solely on‘the quantity of inform
it also by taking into account the way in which information provision is designed,
nciples of accessibility and transparency). Taking into ‘@ccount consumer limitation
king biases, as well as the constraints of how information can be displayed in the o
t, an organization developing a B2C ECT system should be concerned, for example,
5 can be set in a manner that gives consumers the"opportunity to make optimal choice

htion also needs to pay particular attentien to adapting its post-transaction B2C
y providing the consumer with a limitedsrisk opportunity to experience the produ|

consumer’s confidence in its B2C ECT-system and build goodwill.

n online environment, the reliance on ECTs brings enhanced risks for improper colled
losure of consumer information. An organization needs to carefully manage these ris
id a loss of consumer confidence, a decrease in customer satisfaction and even fina|
ther the consumer or the prganization. In doing so, an organization needs to also con
a number of providers,ean be involved in its B2C ECT system, in a manner that is ofte
sparent to the congumier.

bxamples of the) online environment’s distinctive characteristics highlight the nee

organizati
from the co
customer s

OEES to carefully plan, develop, implement, maintain and improve a B2C ECT system

sumer’s point of view, offers a predictable and trustworthy marketplace, and enh3
isfaction.

pises

and
mers
have
n be

hn in
htion
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Annex B
(informative)

Supplementary references

General

This
of re
ECT

infon

NOTH

B.2

B.2.

provisions for recalling products or disposing of hazardous products.

annex provides an overview of legal references, administrative authorities and) of
ference that can be consulted by organizations seeking more information related f{

her sources
o their B2C

systems. While many of these sources relate to B2C transactions in general, they often include

mation specific to B2C ECTs. The list is not exhaustive.

For the purposes of this annex, the term “laws” refers to “laws” or “regulations”, as appli

Legal references

I General consumer protection laws

[onsumer product safety laws and laws regarding food;drugs and medical devices. They

Lonsumer protection laws such as business practice laws, sale of goods laws and comp

B.2.

B.2.

They can include provisions regarding sales,practices, advertising, contract terms,

isclosures, complaints handling, redress,-warranties and distance sales.
roduct labelling laws.

pecific trade practice laws, which can apply to sectors such as travel and acco
elecommunications, public utilities and services, and gambling.

Electronic marketplace laws
lectronic commerce taws.
lectronic payments laws.

rivacy and’data protection laws, which can include provisions with respect to child
rivacy pretection.

Other commerce-related laws

cable.

y can include

ptition laws.
information

mmodation,

ren’s online

— Currency exchange laws, laws regarding local and international transactions.

— Customs and tax laws.

— Disposal and recycling laws, which can include provisions regarding products such as electronics
and batteries.

— Hazardous product laws, which can include provisions regarding the transport of hazardous
materials.

— Import/export prohibition laws.

— Weights and measures laws.
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