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Foreword

Guidelines for the management of drinking

water utilities under cris

is conditions

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). ISO's technical work is normally carried out through ISO technical committees in which
each ISO member body has the right to be represented. International organizations, governmental and

nongovernmental, in

liaison with ISO, also take part in the work.

In order to respond to urgent market requirements, ISO has also introduced the possibility of preparing

documents through
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Background

The Standards Institution of Israel (Sll) has identified the area of water technologies and water security as
critical and crucial for communities, countries and society as a whole. To address this issue, Sll proposed to
develop an ISO International Workshop Agreement (IWA) on water security, producing a framework which
would constitute a basis for the justification of establishing a subcommittee within the framework of
ISO/TC 224 or for developing standards in other technical committees. This request was approved by the
ISO Technical Management Board (TMB).

This International Workshop Agreement is based on Sll's proposed draft IWA on watep-gecurity and consists

of an introd
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Ct of water security as preparatory activity for the Tel Aviv workshop in 2007:
group on the subjects of means and models;

group on the subject of management'of a water crisis.

fional Workshop Agreement.attempts to examine and select those poss
he topic of management of.a‘\water crisis.
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nergency and crisis

Parts of this International Workshop Agreement are consistent with the following three guidelines developed
by ISO/TC 224 on drinking water and wastewater services:

ISO 24510, dealing with assessment and improvement of service to users,

services.

ISO 24511, dealing with management of wastewater utilities and assessment of wastewater services, and

ISO 24512, dealing with management of drinking water utilities and assessment of drinking water

Appreciation is extended to Israel's Water Authority and The Standards Institution of Israel for both the
organization of the workshop and the preparation of this International Workshop Agreement.

© 1SO 2008 — All rights reserved

vii


https://iecnorm.com/api/?name=29c03729063a4c089e611194069638c1

IWA 6:2008(E)

Introduction

0.1 General

Guidelines for the manageme

nt of drinking

water utilities under crisis conditions

Water is the source of life, the most precious and important of all natural resources, without which the human
species cannot survive. Nevertheless, many countries do not know how to maintain the desired level of water

quantity and water q

uality.
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The effects of the threats may be local, regional or national, depending on the preparedness and the
professional and operational capability of the parties responsible for reducing the extent of the water crisis, its
severity and its length as much as possible.

Potential threats to drinking water supply systems can be natural or man-made, intentional or non-intentional,
and they are characterized by an interruption of essential infrastructure, materials, service or personnel,
without which the locally agreed level of service cannot be attained.

0.3 Preparedness

Water utilities supplying drinking water have a primary function to be prepared for providing a continuous
response during all stages of the crisis. The preparedness of drinking water utilities that bear the responsibility
of preventing impairment to the water installations and their level of vigilance is a necessary condition for
providing an appropriate and effective answer to dealing with water crises. It is advisable that drinking water
utilities be prepared to provide a response at all times through coordination with local and/or national bodies,
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in order to minimize damages and to ensure the continued supply of water to the users. The scheme
illustrated in Figure 11) demonstrates the value of being prepared for the consequences of a water crisis.

; Freparedness
Level of Service

100%

INCIDENT

Recovery

Response

<::| = Shprten the period of
& disruption
‘llﬁllll- ------ EEnEmEEE "-'l.'..
>

0.4 Standardization in drinking water supply security issues

Comprehengive guidelines, (inythe form of International Standards for the manageme
utilities undef emergency.and crisis conditions, may be desirable and are currently under

NOTE 1 CEN/TC 164 are developing a standard on the security of drinking water supplies.

Figure 1 —'Effectiveness of crisis management

Time

W/O management of, drinking water utilities undger crisis

conditions

With management of drinking water utilities ung
conditions

er crisis

nt of drinking water
levelopment.

NOTE 2  Sfandardization for water security takes into consideration processes and procedures as defined in the

documents of jothef international organizations, e.g. the World Health Organization.

While the management of drinking water utilities under crisis conditions needs to meet national or regional
requirements of relevant authorities, the development of International Standards could provide assistance.

Some terminology standards on these issues are under development and it is advisable that they be
considered when developing water security standards.

Other standards covering technologies, means and processes may need to be developed.

1) Taken from ISO/PAS 22399.
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Guidelines for the management of drinking water utilities under crisis
conditions

1 Scope

This International Workshop Agreement is intended to identify and chart the critical elements that are of great
significance to drinking water security. Its purpose is to set in motion a continuous process for the
establishment of guidelines on management systems for drinking water utilities under crisis conditions.

This International Workshop Agreement provides the guidelines for a water utility, or any body responsible for
the management of parts of the water supply system, to be prepared and ready to manhge a water crisis. It
also provides a roadmap for possible relevant International Standards that could ®e-liseful and could be
developed.

2 Terms|and definitions
For the purppses of this document, the following terms and definitions apply.

2.1
consequenge
outcome of gn event

NOTE 1 There can be more than one consequence from one event.
NOTE 2  Consequences can range from positive to negative.
NOTE 3  Copnsequences can be expressed qualitatively or quantitatively.

NOTE 4  Adgapted from ISO/IEC Guide 73:2002, 3.1.2.

2.2

crisis
any incident] human-caused or natural, that can result in water supply disruption or coptamination and that
requires urgent attention and-action to protect life, property or environment

23
disaster
event that cquses-great damage or loss

2.4
disruption
incident, whether anticipated or unanticipated, which disrupts the normal course of operations at a water utility

NOTE 1 A disruption can be caused by either positive or negative factors that will disrupt normal operations.
NOTE 2  An example of an anticipated disruption is a hurricane.

NOTE 3  An example of an unanticipated disruption is a blackout or an earthquake.

25

emergency

sudden, urgent, usually unexpected, occurrence or event requiring immediate action

NOTE An emergency is usually a disruptive event or condition that can often be anticipated or prepared for, but
seldom exactly foreseen.

© 1SO 2008 — All rights reserved 1
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2.6

exercising

evaluating programmes, rehearsing the roles of team members and staff and testing the recovery of an
organization’s systems

NOTE 1 An organization's systems include, for example, technology, telephony and administration.

NOTE 2  Exercises include activities performed for the purpose of training and conditioning team members and
personnel in appropriate responses, with the goal of achieving maximum performance.

NOTE 3  An exercise can involve invoking operational response and recovery procedures, but is more likely to involve
the simulation of an incident, announced or unannounced, in which participants role-play in order to assess what issues
might arise prior to a real invocation.

27
event
occurrence of a partjcular set of circumstances

NOTE 1  The eventican be certain or uncertain.
NOTE 2  The eventcan be a single occurrence or a series of occurrences.

NOTE 3  The probapility associated with the event can be estimated for a given period of time.
[ISO/IEC Guide 73:4002, 3.1.4]

2.8
impact
evaluated consequehce of a particular outcome

29
incident
event that might be, jor could lead to, an operational.interruption, disruption, loss, emergency or crjsis

210
incident management plan
clearly defined and|documented plan~of*action for use at the time of an incident or disrupfjon, typically
covering the key pefsonnel, resources;-services and actions needed to implement the incident management
process

211
mitigation
limitation of any neggtive.consequence of a particular incident

212
prevention
measures that enable an organization to avoid, preclude or limit the impact of a disruption

213
probability
extent to which an event is likely to occur

NOTE 1 ISO 3534-1:1993, definition 1.1 gives the mathematical definition of probability as “a real number in the scale
of 0 to 1 attached to a random event. It can be related to a long-run relative frequency of occurrence or to a degree of
belief that an event will occur. For a high degree of belief, the probability is near 1.”

NOTE 2 Frequency rather than probability may be used to describe risk.

2 © 1SO 2008 — Al rights reserved
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NOTE 3

[ISO/IEC Gu

214

Degrees of belief about probability can be chosen as classes or ranks, such as
rare/unlikely/moderate/likely/almost certain, or

incredible/improbable/remote/occasional/probable/frequent.

ide 73:2002, 3.1.3]

response programme
plans, processes and resources to perform the activities and services necessary to preserve and protect life,
property, operations and critical assets

IWA 6:2008(E)

NOTE Response steps generally include incident recognition, notification, assessment, declaration, plan execution,
Commun|cat|c s and rasaolircas monagamnnl‘_

215

risk

combination [of the probability of an event and its consequences

NOTE 1 The term “risk” is generally used only when there is at least the possibility of negative cqnsequences.

NOTE 2 In|some situations, risk arises from the possibility of deviation from‘the expected outcone or event.

NOTE 3  Adglapted from ISO/IEC Guide 73:2002, 3.1.1.

216

risk acceptgnce

decision to accept a risk

NOTE 1 The verb “to accept” is chosen to convey thé/dea that acceptance has its basic dictionafy meaning.

NOTE 2 Risk acceptance depends on risk criteria)

[ISO/IEC Gujde 73:2002, 3.4.10]

217

risk assessment

overall procgss of risk identification, analysis and evaluation

NOTE Risk assessmentiinvolves the process of identifying internal and external threats and vulnerabilities, identifying
the likelihood fof an evehtiarising from such threats or vulnerabilities, defining critical functions nedessary to continue the
organization’s| operations, defining the controls in place necessary to reduce exposure, and evalyating the cost of such
controls.

218

risk management
coordinated activities to direct and control an organization with regard to risk

NOTE Risk management generally includes risk assessment, risk treatment, risk

communication.

risk acceptance and

[ISO/IEC Guide 73:2002, 3.1.7]

219

risk reduction

actions taken to lessen the probability, negative consequences, or both, associated with a risk

[ISO/IEC Guide 73:2002, 3.4.4]

© 1SO 2008 — All rights reserved
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risk communication
exchange or sharing of information about risk between the decision-maker and other stakeholders

NOTE
aspects of risk.

[ISO/IEC Guide 73:2002, 3.2.4]

2.21
threat

The information can relate to the existence, nature, form, probability, severity, acceptability, treatment or other

potential cause of an unwanted incident, which can result in harm to individuals, a system or organization, the
environment or the community

2.22

top management
directors and office
financial monitoring
reputation of the org

3 Framework 1

3.1 Importance

3.1.1 General

An appropriate supj
Contamination or di
danger.

Applying appropriat
security performanc
should be applicablg
and social conditiong

An appropriate man
need of a water uti
contingency plans
requirements.

s of an organization which can ensure that effective management |syster
and control systems, have been put in place to protect assets, earning cap
Anization

or management of a water crisis

pf a management system

ns, including
heity and the

bly of water is essential to the maintenance of public health, safety and the economy.

sruption of the water supply system-may become a health, economic and e

al

e management standards\would enable organizations to manage and i
b and, at the same time, ‘meet their legal obligations. A high-level manage
to all types and sizes:of water utilities and to accommodate diverse geograp

p .

agement standard for water crisis management would provide a broad apg
ity to receive' the assurance that its security and continuity preparedness

nvironmental

prove their
ent standard
hical, cultural

roach to the
emergency

hnd performance not only meet, but will also continue to meet, its leggl and policy

such a standard for water crisis _management would provide a frame

The application of

vork for the

development of tools to help water utilities to prepare for, cope with and manage an incident or event
occurring as a result of a water emergency situation.

A standard for water emergency management would be intended to provide a minimal baseline for developing
and implementing incident preparedness and operational continuity within a water utility, and to provide
confidence in organization-to-community, business-to-business and organization-to-customer/client dealings.

Such a standard would include the elements of the different stages of a water crisis, i.e. the stages of
preparedness, response and recovery.

© 1SO 2008 — Al rights reserved


https://iecnorm.com/api/?name=29c03729063a4c089e611194069638c1

Guidelines for the management of drinking IWA 6:2008(E)
water utilities under crisis conditions

3.1.2 Elements involved in management of a crisis in a water utility

The essence of management of a water crisis by a water utility includes several stages and components,
which should be independent of the specific water utility or the environment in which it operates. The stages
should be suitable for both sophisticated and conventional water utilities in developed or developing countries.

In analysing a water crisis, four stages have been identified. Definition of the stages in a logical manner
serves as the basis for determining the requirements of a water utility to cope with a water crisis in an effective
manner (i.e. the extent of the resources required, the establishment of a suitable organization infrastructure,
the writing of procedures for each of the stages, characterization of the communication channels necessary
for internal communication within the organization and with those having an interest outside the organization,
characterization and procurement of means).

The four stages—are
a) prepareginess,
b) responsg,
c) recovery, and

d) lessons| learned and review of the whole management &ystem [then return| to the first stage
(prepargdness)];

The managgment methodology should be based on the PDCA (Plan-Do-Check-Act) model (see Figure 2),
comprising tie following stages:

— Plan: ¢stablish the objectives, procedures and processes necessary to delivgr improvements in
accordahce with the organization’s security néeds and should be based on the thregt definitions and risk
assessment;

— Do: implement the procedures and processes;

— Check: monitor and measure procedures and processes against the relevant risks;

— Act: takg actions to continually improve the preparedness of the water utility.

The PDCA nmodel is sométimes referred to as the APCI (Assess-Protect-Confirm-Improve) model.

o Plan
[
M =)

Figure 2 — PDCA model

© 1SO 2008 — All rights reserved 5
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The adaptation of the PDCA model to water security is as shown in Figure 3.

\
[

Preparedness \

Lessons Learned
& Response
Improvement

'

: 4-/
2covery

Figure 3 — The water crisis management cycle

3.2 Stages in a water security incident

3.21

Threat definition and risk assessment

The basis for consfructing a plan to contend with a water crisis..ip*a water utility is by iden
definition of the thre
on its interest partieg
regulator and any ot

A threat can be def|
organization, includi
and it should be han

Defining and acknov

a)

b)

c)

d)

e)

the type of thre
event), vandalis

the various con

ts and conducting a survey of the effect of the threats on the operation of the
5 and on the environment, while being concerned with adhering to the require
ner additional requirements.

ned as anything (action, material, etc.) that may endanger and/or harm pe
hg its goals and level of serviceto consumers, interested parties and the
dled in accordance with existing-accepted practices and standards.

ledging a threat involves establishing the following:

bt, i.e. technologicalfailure, human error, natural disaster (severe weather o
m, criminal act, terrorism or wars;

nponents_oOfa particular threat, i.e. chemical, biological and/or radioactive

interruption of regular water supply, etc.;

level of concent

rationof a particular threat and the risk class;

ification and
water utility,
ments of the

ople and the

Environment,

r earthquake

components,

possible scenarios of the occurrence of the incident and its significance for the water supply system, for

consumers and

for the community and societal services;

assessment of the initial dangers and tools for assessing the dangers according to the above scenarios.

The output of this stage is a list of threats (natural or man-made) to the water supply system, prioritized by a
risk analysis and vulnerability assessment.

3.2.2 Preparedness

Preparedness does not depend on a specific crisis, or a type and character of crisis, but is a stage that begins
with establishment and design and an entry of the water utility into its routine activity, and ends when the
operation of the company deviates from its routine activity regardless of the reason. When a crisis occurs, the
preparedness is halted and the water utility passes onto the response stage. After the stages of recovery and
lessons learned have been completed, the utility returns to the preparedness stage. The stage is not always
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the same in the various departments in the water utility, but is unique to the department level or possibly to the
function. In addition, one group in a water utility may be in the preparedness stage, whilst another group may
simultaneously be dealing with a crisis.

The preparedness stage in a water crisis is defined as being the time when a crisis in the organization is not
being dealt with. A water utility in which there is awareness of the serious effects that can occur due to the
occurrence of a water crisis that was not dealt with within a short time and in a proper manner, uses the
preparedness to reinforce the organizational policy in preparation for a water crisis. Strengthening the policy
can be accomplished by establishing targets and goals, by preparations and combining suitable controls,
maintaining a process of lessons learned and constant improvement.

In the preparedness stage, the water utility should make use of the preparation, inspection and
implementation time of appropriate management systems that provide support not only in the routine

operation of
should be p
while fulfilling
The top man|

to char
procedu

to estab
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epared for prevention, reaction, treatment and recovery of the water utility
) regulator and other requirements and meeting the service levels established

agement of the water utility should take action:

hcterize, purchase and install technologies that support“the managems
res prepared;

ish appropriate technologies for the physical and logical security of the water
pnitoring;

ish a routine for monitoring the various means,installed to deal with a water ¢

re plans for training personnel and for drills of the water utility in anticipation ¢

Suitable procedures
from a water crisis,
by the water utility.

nt culture and the

utility's facilities and

risis;

f a water crisis.

should consider the
brder to minimize its

In order for |the water utility top management to decide what means are required, it
reference threats, policies, targets and goals:>The sequence for dealing with a crisis in
consequences should be established as. follows:

a) preventipn of a water crisis;
b) acts of cpnfinement, cleansing and recovery of the system;

c) respons¢ to the sijttation, requiring assistance of external bodies, e.g. neighbo

authorities or governing bodies.

ring water utilities,

A (non-exhatstive)list of elements that should be considered in the preparedness stage ig given in Annex A.

3.2.3 Response

The response stage should put into effective implementation the procedures defined during the preparedness
stage. A comprehensive list of relevant elements is given in Annex B.

3.2.4 Recovery

It is important that recovery management follows a procedure that sets reasonable recovery goals (cleanliness
levels, etc.), intermediate goals (if necessary), application of a recovery process in an effective and
responsible manner, and the establishment of actions and necessary recovery means. A comprehensive list of
relevant elements is given in Annex C.
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3.2.5 Lessons learned and review of the whole management system

In order to improve the level of competence of the water utility regarding its preparedness for a water crisis, it
is essential to identify the lessons learned and to implement them within the management framework. The
elements of this stage should include, among other elements, management reviews, and the establishing of a
process for preventive and corrective actions. Following a review of the whole management system on the
basis of the lessons learned, the utility returns to the first stage (preparedness).
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Annex A
(informative)

Preparedness stage — List of elements

A.1 Management and operational procedures

IWA 6:2008(E)

The water utility should prepare and marntarn a folder of procedures for management of all stages of a water

crisis incide
customized {

A.2 Phys

In order to p
necessary.
reduce the p
protection to

piping, etc.

well as prove
standards. In addition, the performance of theswater utility workers and the fo

appropriate

an immedia
document th
lessons-lear

A.3 Warn

The water u
water does n

e.g. an acciglent in the chlorine-system, a malicious act (terror) and natural disasters.

stage, there
system whilg
etc.). The
instrumentat
assessment

o suit the utilities structure, infrastructure and services.

cal protection systems
event unauthorized persons from accessing sensitive areas within the wate

robability of damage to the water utility. Physical and.-€léctronic means are g
the various components of the water supply system,i<e. pools, reservoirs, d
he considerations in the selection of means for physical protection should be
n and approved means recommended by an¢authoritative technical expert

e basis should be taken into consideration. Some of the electronic mea
e incident, in order to locate the reasons for the fault and to constitute part
ned process after the incident.

ng systems for water.contamination

ility should supply water.of a quantity and quality required for its customers|
ot reach the public~The possible factors for contamination of drinking water 3

is need for the-installation of continuous monitoring instrumentation with
considering all its components (reservoirs, tanks and pools, pumping statig
urpose (of “this instrumentation is to check, detect, identify and provi
on sheuld operate for the detection of pollutants in relation with the refer
perfarmed by the water utility. Installation and use of this instrumentation shq

appropriate (

pétation procedures to be executed upon receipt of a warning. The procuren

orocedures should be

r utility, protection is

he protection will block the physical access of those who)are not authorizéd and, therefore, to

vailable that provide
rillings, accessories,
risk assessment, as
pr conforming to the
rces that respond on
ns may be used to
of the basis for the

and verify that unfit
re many and varied,
n the preparedness
in the water supply
ns, transport piping,
le a warning. The
ence threat and risk
uld be supported by
nent, installation and

maintenance Specificalions oOf these means should be In accordance with the reco

mmendations of an

authoritative technical expert, or in accordance with standards for instrumentation of this type.

A.4 Emergency operations centre

The water utility should set up a control centre for water security incidents that will comprise a means for
effective management of an incident. The centre should be capable of activating both those responsible and
the decision makers 24 hours a day, as well as maintaining communication and control means, etc. The
function of the centre should be defined for the various stages of a water incident depending on the type of
activity of the water utility. The water utility should rely on standards or definitions prepared by certified
professionals who have been approved to deal with the matter by official parties.
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A.5 Redundancy of the essential components of the system necessary for the

supply of alternative water through the water supply system.

Based on the water utility risk assessment, it is necessary to prepare plans for an alternative supply of water.
The water utility should check and prepare plans that resume its capability to supply water, on the basis of the
existing system, during a water security incident based upon the back-up of alternative water sources, of fuel
oil generators, of flexible and portable piping, fuel, etc. Appropriate procedures and skilled personnel should
be available and exercises should be conducted to maintain the necessary level of capability.

A.6 Contingencies

Furthermore, the water utility should prepare contingency plans and make all the necessary preparations for
the distribution of water without going through the existing water supply system. The plans should include the
definition of procedyres, allocation of resources and means, timetables, service measures:and the level of
preparedness and lg¢vel of means storage required in order to supply alternative water if|such a situation. It
might not always be| possible for the water utility to maintain the necessary preparedness; consequently, the
water utility should act to create a network of external organizations and bodies which- have the| capability to
assist in the water fistribution. Water distribution in situations where the existing network carjnot be used
should be carried olit by means of tankers, tanks, bottles of water, etc. One of the solutions is|to make the
customers of the water utility aware of the possibility of disruption and to_explain to them the rjeed to store
water in their homes, in bottles or tanks, in case of an emergency.

A.7 Interfaces With other emergency and environmental and public safety and health

organizations

If a water security incident is not confined in time, it has'a tendency to develop into a disaster| with serious

consequences for th
incident at the stag
environment. Howe\
and organizations

organizations within
fields of responsibil
periodically, in accg

e population and for the environment. The water utility should do its utmost t
es of initial inception, and to fimit the amount of damage to the popula

s often necessary. The \water utility should prepare lists of external
its information network;, including means of communicating with them, conta
ty and in what instances contact should be made, etc. This list should

er, this is not always possible;"and so the involvement of the authorities with

b confine the
tion and the
its agencies
parties and
ct person(s),
be updated
be checked

rdance with the degcision of the water utility top management, and should

within the routine pefiodic exercises!

A.8 Identificatign and-care of critical customers and critical service areas

Critical costumers (¢.g:handicapped persons) and critical service areas (e.g. old people's homgs, hospitals,
prisons, etc.) shouldWMﬂW’ﬁ'fmmmWI costumers
and service areas under crisis conditions should be prepared and exercised, in order to be able to supply
them with water.

A.9 Interface with users and citizens

The customers of a water utility are many and varied, and all are concerned about the capability of the utility to
supply drinking water during an attack. Besides the physical effect of the lack of drinking water, there is also a
psychological effect of development into a panic situation. The water utility needs to be organized to reduce
the psychological effect by providing reliable and reassuring information to its interested parties of the
readiness and capability of the utility to prevent and deal with a water security incident. Circulation of the
information to the interested parties and to the public in general should be done through proper publicity. The
water utility should act to implement the definitions on the basis of existing infrastructures, or by establishing
infrastructures in accordance with the procedure. In any case, the public relations mechanism of the water
utility should be drilled within the framework of the periodic exercises.
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A.10 Model for effective placement of water monitoring systems and for indicating
the spread of contamination in the water supply system

In order to take advantage of the water monitoring systems effectively and efficiently, a definition of the
manner of determining their location within the water systems is necessary. There are a large number of
parameters, some generic (e.g. the water system structure and regulation) and some dependent on the
policies of the water utility (e.g. a budget and confidence level). The water utility should use an optimization
model for placement of the monitoring equipment, such that a suitable level of contamination control in the
water and its location within the preparedness is ascertained, in order to ensure an immediate indication that
contamination has occurred together with an indication of the contamination location and a reliable conjecture
of the pollutant source. Preparation of a standard for models that establish the contamination location, and the
number of instruments required for it, might constitute a tool that aids the water utility in its groundwork for a
water security incident. In addition, when contamination occurs within a water system, the water utility should

be prepared[to hamper the spread of the confamination, 1o confine it and simultaneous]y
water of suitgble drinking quality for its consumers. In order to develop an infrastructure
contaminatign incident, the water utility is required to plan the water transport systems
control of the water flow, such that the contamination can be contained within aeasonab
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Annex B
(informative)

Response stage — List of elements

The water company should define the requirements to deal with the immediate response and complementary
stage of the incident, which should include (but not be limited to) the following areas:

a)

b)
c)

d)

e)

f)

)]

k)

12

means and trained personnel required to present an immediate and complementary response to an

event, at staff le

vel and at field operations level;

operations proc
procedures for s

a procedure for
the directives to

a procedure fo
involved in the h

a procedure for

operation and 3
system, wherev

methods to perf

a procedure for
for implementat

a procedure for
e.g. critical cust

methods of con

bdures for the above-mentioned personnel and means;

upervision and control centre;

manage the incident;

[ communications and interaction with bodies external* to the water comp
andling of an incident at its various intensities, at staff level and field operatio

directing sampling teams, field tests and specific laboratories during an emer|

pplication models to reduce the spread of the contamination area in the
br applicable;

brm periodical and final risk assessment;

supplying alternative water.through the existing water supply network, inclug
on;

water distribution swithout going through the existing water supply network, &
bmers, etc., incldding means of securing the water distribution points;

munication’and alternative communication, in case communication networks

establishing the incident manager and chain of command in~the water supply utility and

any that are
ns level;

jency;

vater supply

ing priorities

nd priorities,

collapse.
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Annex C
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Recovery stage — Relevant procedures

C.1 General

Depending on the intermediate phase of the recovery stage, the relevant list of procedures is given below.

C.2 Procedures for planning the recovery stage

Procedures for planning the recovery stage should include those listed below:
obtained by means
rea. The survey will
ystem. Furthermore,
system, etc.).

Characteristics of the contaminated site/system: these characteristics should be
of a surpey that determines in detail the extent and boundary of the contaminated 4
define the risks involved in the specific type of pollutant and its{stability in a water §
the survey will describe the contaminated system components\(pipes, sediment in thg

a)

sessment should be
. The main purpose

b) Definitig
conduct
of the re

bn of the restoration goals: depending on the.results of the survey, an as
ed of the sanitary and environmental dangers’as a result of the contaminatio
storation should be defined together with intermediate goals, if necessary.

Restorgtion alternatives: based on the goals defined, a restoration method shodlld be selected with

emphas
restorati
and the
as requi
d) Selectiq
method,
contami
solution

Plannin
prioritied

lg procedure: the planning procedure should contain clear criteria for dete

s on the prevention of harm to public health and the minimization of environ
on method should suit the type and concentration of the pollutant, the purif
character of the restored system. The knowledge and equipment gap shoul
red, together with a practicalexamination of the treatment technology on a sn

n of restoration method: based on the technological review and the mos
the parties responsible and the work teams should be selected. The var
hation/cleanliness/levels to be achieved at each stage should be defined. As
5 for supplying-water on an intermediate and long term basis should be found

in the restoration process. These criteria should include, among others, the

mental damage. The
cation requirements
i be complemented,
hall scale.

suitable restoration
ous stages and the
required, alternative

rmining the order of
risk to public health

rnative sources and
supply water to a

and the| environment due to the contamination, the resulting panic, obtaining alte
ways to auppiy water—the—affected pupuiatiuu size—due—to—the—tack—of bapabi:ity t
specific section, the time estimated for restoration, etc.

C.3 Drainage, cleaning and disinfecting procedures

Following the contamination of the water supply system, in most cases, the supply system will have to be
drained and the contaminated water removed. Already in the preparatory stage, physical means should be
available for draining the water supply pipelines.

The draining procedure should include decision tools for draining, obtaining approvals and the cooperation of
the regulator. The procedure should define the maximum contamination levels of the water to be drained.
These levels should be consistent with the health and environmental risks involved in the draining and the
type of pollutant (e.g. draining contaminated water can endanger the aquifer). Where the contamination levels
exceed those established, the procedure should define the method of treatment and reduction of the
concentrations to levels that permit their removal. The cleansing and disinfectant procedure should define the
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levels to be achieved in order to complete the restoration process at the different levels. These levels should
be set according to the type of use of the water and of the pollutant. In addition, cleanliness grades,
disinfection time after restoration, and concentration of the disinfecting material should be established. The
cleanliness level and the method of disinfecting should comply with the requirements.

C.4 Procedures for activating the work team to repair the damaged water supply
systems, including methods to establish repair priorities

Following a contamination incident, it is important to return the system to normal as fast as possible. The
recovery operations and the repairs are, in general, complex operations requiring a concentrated effort of a
relatively large number of skilled personnel. The procedures for directing the work teams should define the
teams for operation during an incident and the party responsible for directing these teams. The procedures

should define the b3
include, among oth¢
equipment necessa
assessment in the d
be defined by the pr

C.5 Procedure
the repair teams

The recovery proce
order to restore the

system. The procediires should establish the means of communication, arrange (in advance) bac

contact according td
procedures should d
companies and con
defined by the proce

C.6 Procedures for sampling water following the recovery and the transfer

samples to the |

After completion of
contamination leveld
short and long term
should include the m
include sampling of

sic equipment that should be constantly available for these teams. This equig
rs, antiseptics, sections of lines, pumps, etc. The water utility should-fain
'y for recovery of a supply system. The order of priorities should cdepend
esign stage. All the activities should be planned in the design file,(whose cq
bcedures.

for establishing the use of external resources as reinforcen
of the water supply system

ment should
tain stock of
on the risk
ntent should

hent for

5S can be a complex one, requiring means beyond those existing in the water utility. In

system, support of external parties might be-needed to assist in the repair

the type of incident, and to ensure that these teams are available when
efine, among others, the manner of working with neighbouring water utilities
ractors. All the activity should be prepared in a planning file, whose conte
dures.

relevant laboratories

the recovery stage, the water system should resume normal operation, o
in the system have been checked to ensure they do not endanger public
5 and donot cause unnecessary dangers to the environment. The sampling
ethods-and the extent of system sampling prior to resuming normal operatior
all, sections of the contaminated system. The procedures should define th

bf the supply
Kup teams to
needed. The
engineering
nt should be

bf these

nly after the
health in the
) procedures
, and should
e manner of

collecting and testi

rdance with

ng.the samples. Collection and testing of the samples should be in acc
accepted sampling mmmmmmwmrg’mems of the

certified party. The procedures should define the laboratories authorized for water testing according to the
type of contamination (chemical, biological and radioactive), and should define the means of communication,
manner of delivering the samples, manner of receiving the results, etc.

C.7 Procedure for receiving approval to operate the system in stages and/or full
operation (approving authorities, permission for partial use, etc.)

In order to resume the water supply of various qualities, water fit for drinking at the end of the treatment and
water unfit for drinking at the intermediate stage, permits should be issued by the authority. Receipt of the
permit should be in accordance with the procedure that will arrange the activities and the data to be
transmitted to the authority.
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C.8 Procedures for the public relations system

The recovery process requires effective and continuous communication with the population. The recovery
process is complex and may take a long time and necessitate long water interruptions. In some cases,
cooperation might be required of the public for the drainage and rinsing of the lines. In other cases, low quality
water might be supplied for an interim period. The public relations process has an important function in
maintaining the cooperation of the public, reduction of interference to the normal life routine and prevention of
unnecessary panic. The procedures for directing the publicity campaign should define the
authorized/responsible levels for contact with the public, the operating methods of the public relations process,
when to put this process into operation, the type of information to be transmitted depending on the cases, etc.

C.9 Final risk assessment

At the end of the recovery activity, a final risk assessment should be conducted that.includes the effectiveness
of the recovery operation, the cleanliness levels of the system after the recoveryand rinsing operations, the
risk levels tp the public health in the short and long terms, the risk level {oythe environment, etc. This
assessment|[should be based on an extensive and comprehensive sampling survey that includes all the
sections of the restored system. A final risk assessment procedure should establish, depending on the
contaminatign level, the level of responsibility for management of the assessment, the rggulatory parties that
should take| part in this assessment and the approvals for resuming the water supply, subject to the
agreement of the regulatory authorities.
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Annex D
(informative)

Subjects for which detailed standards could be prepared

D.1 General

This annex consists of a roadmap of standards that might contribute to a water utility in crisis management
and crisis preparedr ss—THhe-standards-aredivided-into-mat |ayc;|||l:;||t standards-and cquiplllcl t-standards.

D.2 Management standards

D.2.1 Standard for management of a crisis

A standard for a crjsis management system should be general and encoempassing. This type| of standard
should determine the activities and their order, so as to be able to manage a water crisis in[ an effective
manner.

A standard for a crisis management system refers to the requirements of a water utility during the various
stages of handling the incident, i.e.

a) preparedness,
b) response,
c) recovery, and

d) lessons learnefl and review of the whole management system [then return to thg first stage
(preparedness)];

A standard for a cris|s management system should define the components that have to be dealt with within the
framework of the ptandard, and\ also the level of all the components from the standppint of their
indispensability for mpeeting the/standard. The levels of indispensability are as follows:

— essential;

— desirable;

— worthwhile.

D.2.2 Standards for water pollutant detection and identification equipment in the field
(field kits and others)

In order to speed up the handling of a water crisis incident, it is desirable to receive quick answers, as far as
possible relating to the quality of the water suspected of being contaminated in a water crisis incident.

For this purpose, there are several field kits for testing water in the field, and there are also additional kits
under development around the world.

The performance and requirements of field kits relative to water security and the quality of water due to water

incidents need to be characterized. The optimum way to characterize them is by preparing a standard that
defines the requirements of kits depending on the purpose of the tests.
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D.2.3 Definition of the requirements for the control and operation centre (command and
control centre)

Management of a water crisis incident should be conducted from an operations centre that is at a geographic
site where all the functions taking part in management of the incident are concentrated and where all the
relevant data of the water crisis is concentrated and analyzed.

At such an operations centre, there needs to be appropriate space for the function of the incident manager
and the staff assisting him. Furthermore, there should be appropriate space for the creation of a situation
report and evaluation of the operational picture including action plans to follow up.

All the necessary equipment for receiving and transmitting raw or processed information, and giving

operational directions to the teams in the field, should be available in the operations centre.

There is a n
various level
standards fo

eed to define the structure and the elements of the operations centre-in
5 of the water utilities and the threat to them. This should be done in an\optim
[ the operations centre.

bccordance with the
al manner by writing

D.2.4 Definition of public relations requirements during an incident (including means)

Public relati
preparation f

a teleph

One of the m
panic in the
supplied to h

If the public
harm to the
effective and

Consequentl
the above-m
receiving ca
public by me

A standard s

an information centre;

bns requirements during a crisis should be defined,, including the mean
or public relations during an incident could take the forniof

bne centre for receiving calls from the publie.

public. This element arises from-public uncertainty as to whether water
omes.

panics, the work of the incident management team increases sevenfold du
public order. It is therefore very important to keep panic as low as possi
quick public relations\process.

y, appropriate means and personnel should be made available in advance f
entioned public .relations system, including a public information centre, a
Is from the”public, and employing mass communication means to transmit {
ans of careful and regular announcements, as deemed necessary.

hould-be prepared that

5 involved; e.g. the

ost problematic elements in the management of a water crisis incident is to reduce the element of

will continue to be

e to the turmoil and
ble by means of an

or rapid operation of
elephone centre for
he messages to the

a) defines the elements to be taken into account when seeking to establish effective public relations
procedures, and

b) describes its functions, the situations in which it is applicable, techniques of operation and personnel
training.

D.2.5 Risk assessment

Within the framework of water utility preparations to deal with a water crisis incident, risk surveys and the
establishment of the vulnerabilities in the system are necessary.

Likewise, teams and procedures for conducting risk assessment during and after the occurrence of an incident
should be prepared in advance.
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D.2.6 Planning for an alternative water supply by means of the existing water network
including setting priorities

During a water crisis, the need may arise to supply alternative water to the consumers through a water supply
network from water sources other than those normally used. For this purpose, emergency water supply
situations should be defined, as well as the amounts supplied per individual in each situation and the
alternative means to be prepared to supply water from alternative sources. Furthermore, plans for the
operation of an alternative water supply should be prepared in advance and tested. All the above-mentioned
definitions can be written in a standard that establishes the requirements to plan and enable an alternative

water supply to consumers during a water crisis.

D.2.7 Procedures for water distribution avoiding the existing water network, and

priorities (e.g. cri
points

During a water crisi
existing water suppl
containers. In order
organizing and test
points, warehouses
resources, a distribu

The requirements f
standard.

D.2.8 Means of ¢
collapse of the cq¢

The utility in concerf
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mobile loud-hailer sy

D.3 Equipment

D.3.1 Standards

These are standard
and identification of]
water quality, etc.).
may be of several ty

instrumentation

instrumentation

tical customers) including means to secure the water distribution

5, @ need may arise to supply alternative water to consumers witholt going

network, but by external means, e.g. water distribution from tankers and bo
that such an operation can take place during a water crisis, thereis a need
ng prior to the occurrence of an incident. Distribution stations, temporar
with a water stock, warehouses with water containers and tankers, veh
tion system, etc. need to be prepared.

br distribution procedures during a water crisis can be defined through an

pmmunication and alternative communication methods in case of
bmmunication network

with public authorities should devélop a means of communicating with the

bse in the conventional communication systems. Such systems could involv
stems capable of travelling through customer areas.

istandards

for on-line monitoring instrumentation

5 for ondline monitoring instrumentation installed in a water supply system

through the
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for monitoring of specific materials in water;

for “water toxicity (experimental, biological)” monitoring;

for water quality, measured in water systems by commercial instrumentation available today.

algorithms that learn the relationships between changes occurring in the reading of “routine” parameters

The considerations for the selection of the types of instrumentation to be installed, or of the possibility of
combining some of the above-mentioned types of instrumentation, depends on the characteristics of the water
system and the threats being considered.

Since the principles of detection and identification pollutants in water vary according to each of the above-
mentioned groups, the performance and requirements from the instruments for water security purposes are
different from the requirements from the same instruments when used for monitoring the quality and water
supply during normal operation.
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Given that there is currently intense activity worldwide in the quest to develop instrumentation and software for
a water supply system that is suitable for detection and identification of those parameters in water that imperil
water security, the time is right to set standards for the development of this kind of instrumentation.

D.3.2 Models for setting the locations and the number of instruments to be assembled in
the water supply system in accordance with their characteristics

There is a need to decide on the most desirable location for installation of instrumentation for detection and
identification in water. It is clear that it is economically unfeasible to install an unlimited number of instruments.

It is desirable that an optimization model should determine the number and location of the various instruments
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D.3.4 Models for the cleansing, disinfecting and recovery processes of the water supply
systems affected

If a water crisis occurs, one of the important things in handling the incident effectively is the speed with which
the water supply system can return to routine operation.

The operations involved in rinsing, cleansing, disinfecting and verifying the serviceability of sections of the
water system affected by the incident are difficult, time-consuming and involve massive human resources and
means. It is therefore important to ensure that the actions involved in dealing with an incident are efficient, by
using hydraulic models that can guide the water utility management in the preparation of an efficient
programme for draining and rinsing the water supply systems.
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There is, however, a reason to define through a standard the minimum requirements from a hydraulic model
intended to improve the efficiency of the water drainage actions in order to clean sections of the water supply
system that were affected by pollutants in the water crisis incident.
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Annex E
(informative)

Technological instruments, means and models for ensuring drinking
water security

E.1 Technological instruments and means

E.1.1 General

E1.1.1 The purpose of this annex is to describe in detail a series of recommgended standards of
technologica] instruments and means for ensuring drinking water security, withimthe frampework of the overall
document presented at the Tel Aviv workshop.

E.1.1.2 he field of drinking water security in a water supply systemeis divided into three essential parts:
a) water spurce: groundwater; surface water;

b) water inpstallations: treatment plants and utilities and companies, open water reservoirs, drinking water
pools, pumping stations and water wells;

c) water gupply network with all its components, from water reservoirs, well§ and pools, to the
customars themselves; the overall water supply: system, in the majority of cases, i handled by several
jurisdictions.

E.1.1.3 Analysis of the initiated threats (terror and war) on drinking water (ap presented in the
Introduction)|shows that the main weak- points are in the various types of water installatign arrangements and
in the water $upply distribution network_in the circles nearest to the end users.

E1.1.4 The short-term actions should strive to improve significantly the protective|arrangement of the
various watg¢r installations. (In-parallel, a multi-year plan and large investment in re¢sources should be
implemented to ensure thetprotection of the water supply lines.

E.1.1.5 Analysis(ofjthe critical implications of a response to a water contamination eyent clearly indicates
that the first prioritysshould be to invest resources to prevent an incident and to minimize the extent of damage
as much as possible.

E.1.2 Main insights

E.1.21 There is considerable difficulty in accomplishing effective contamination of large water reservoirs
(natural and constructed), due to the small ratio between the quantity of contaminant and the volume of water
in the reservoir, the type of contaminant and its solubility. However, it is obvious that various steps need to be
taken to prevent/obstruct the possibility of contamination in these reservoirs. Attempts to contaminate these
reservoirs, even if ineffective, can cause mass panic.

E.1.2.2 A variety of means exists today to detect and identify contaminants in water, some by
technological means of continuous monitoring and others where water samples need to be taken for
laboratory testing, which may take a time of between several minutes to several hours, respectively. Viable
integrated Early Warning Systems (EWS), which meet all the desired characteristics (detection of both
chemical and biological threats in real time) and can be routinely used, are several years away. Some
individual components are available currently; however, others need further development.
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An EWS can be an important tool for avoiding or mitigating the impacts of an intentional contamination event
in time to allow an effective local response that reduces or eliminates adverse impacts. An integrated EWS
includes sensors to detect the contaminant, systems to transmit, compile and analyse data, links for
communication and notification, and protocols for decision making and emergency response.

Certain regulations (e.g. Homeland Security Act of 200217]) specifically call for the investigation and use of
EWS for water security reasons. The EWS serves as a screening tool for detecting changes in source water
and distribution system water quality.

Because a Biological EWS (BEWS) measures toxicity, it provides an important complement to available
chemical monitoring technology. While the detection of chemical substances in environmental samples does
not necessarily indicate toxicity or biological hazard, the absence of specific chemical analytes does not
necessarily indicate the absence of toxicity. Biological measures of water quality may detect materials that
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E1.2.4 The nefessary résponse to an incident of contamination of a water installatio
immediate. In most ¢ases, this'requires the complete obstruction of the emergence of water from
installation to prevent the flow of contaminated water (or water suspected of being contamin
consumers. The capability to create an assembly of technological instruments and means that identify the
contamination atte inati i i i prevent the
continued supply of water from this drinking water installation, is a strategic capability. Together with effective
and reliable publicity, panic and anxiety of the population can also be prevented.

E.1.2.5 It is of great importance that this immediate response system be autonomous, without any
conditions of "remote decisions", due to the response time factor being critical and, based on experience, due
to the inevitable interruptions to the communications between the individual installation and the control centre.
Experience shows that during large scale incidents, even where there is no intentional attack on the
wireless/cellular communication infrastructure, the function of the communication systems is disrupted and, in
some cases, ceases to operate for various periods of time.

E.1.2.6 The technological response of making drinking water installations secure should be through
defining priorities in accordance with an analysis of the risk levels, and determination of criteria that refer to
the geographic location of the water installations and the exact location of the individual water installation (at a
distant point, open field, within a community/an installation, in proximity to security forces, population, size of
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installation, redundancy of water installation). This should be performed by the authorized parties in
cooperation with the water utilities.

E.1.2.7 The inference from the above is that there is great importance in advancing the protection and
security of drinking water installations by means of establishing appropriate International Standards within the
ISO framework for technological instruments and means. Their application, within the overall preparation for
making drinking water secure, should bring a significant improvement in the preparedness against the threat
of contamination to drinking water, through the use of severe standards as required in this sensitive and
problematic field.

E.1.3 Table of technological tools and means

E.1.3.1 Technological tools and means are divided into two essential groups:

a) primary|security tier — physical protection:
1)  perimeter fence:
i) |distance from the installation/pool;
ii) |gate-locking mechanism, control and entry;
iii) | depth of fence in the ground;
iv) | concrete base strip;
v) |fence height;
vi) | type of fence;
vii) | warning sensors;
2)  locking control room;
3) locK/obstruction of stajrway/ladders to roof of installation/pool;
4) fenc¢e around installation/pool roof;

5) prolection of personnel entrances;

6) profection/of ventilation openings;

7)  volume/motion/ray/acoustic/magnetic and other sensors in the installation/pool/yard, stairway,
ladders, roof and openings;

8) day/night visual systems of the outer/inner perimeter of the installation/pool;
9) optimal linkage between the various sensing systems and establishment of redundant operations;

10) visual and other sensing systems for early identification of attempts to penetrate the installation (at
locations with a high security sensitivity);

11) communication systems to distant control rooms;
b) secondary security tier — on line/off line monitoring systems:

1)  various types of monitoring systems for continuous/non-continuous control of the water quality;
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