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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of

electrotec

hnical standardization.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for the
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Introduction

0.1 Workshop contributors

Acknowledgement is given to the following organizations that were involved in the development of this
International Workshop Agreement:

— Allen Total Perimeter Security Limited
— APT Security Systems
— ATG Access Ltd

— BRE Global Limited

— Bristorm, Hill and Smith Ltd

— Centre for the Protection of National Infrastructure (CPNI)
— DELTA BLOC(|International GmbH

— GME Springs)/Safetyflex Barriers

— Heald Limited
— HMS Nelson,|Portsmouth Naval base
— Kirchdorfer Fertigteilholding GmbH
— L.LE.R.
— Marshalls
— MEFD International Limited

— Ministry of Commerce and Industry.< Director General for Standards and Metrologly (DGSM)
(Sultanate offOman)

— MIRA Ltd
— Norwegian Defence Estates‘Agency
— Perimeter Prjotection Group

— Perimeter Sejcurity Suppliers Association

— Rhino Engingering Ltd

— Royal Military Academy - Civil and Materials Engineering Department
— RSSI Barriers

— Salzer GmbH

— Scorpion Arresting Systems LTD

— Ministry of Home Affairs (Singapore)

— Sudanese Standard and Metrology Organization (SSMO)

— Syrian Arab Organization for Standardization and Metrology (SASMO)
— Tallwang KVI PTY Ltd t/a AVS-elli
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— Technical and Test Institute for Construction Prague

— Texas A&M Transportation Institute

— Transport Research Laboratory (TRL)

— US. Department of State

— US. Nuclear Regulatory Commission

— US. Army Corps of Engineers - Protective Design Center

0.2 Relationship with other publications

The follo ing documents have been used to inform the development of this part of WA 14:
— ASTMF 2656
— CWA 16221

— PAS 6P
— PAS 68
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Vehicle security barriers —

Part 2

Application

1 Scop
This part

e

security barriers

(VSBs) an

It also giv

2 Intrg
2.1 Ger

2.1.1 Vg
by advers

1 describes the process of producing operational requirements (ORs).

ps guidance on a design method for assessing the performance of a VSB,

)duction to hostile vehicle mitigation
leral

hicle-borne threats can range from the use of a vehigle for vandalism to detef
ries (e.g. criminals and terrorists). The mobility @nd payload capacity of a ve

a tactical

vehicles can be parked, manoeuvred or rammed in to,or out of a site. Entry to, or exit fr

eans to deliver a large explosive device and/orcarry adversaries with attacl

mined attacks
hicle can offer
x tools. Hostile
bm, a site can

also involye surreptitious tampering with VSBs or:the€ir control apparatus, or the targeted placement of

small explosive charges to breach the integrity ofia barrier structure. Clear definition of
the potential attack scenarios should be considered when deciding which methods of a

against a

2.1.2 TH
ness need

a) secur

1) the level of residual risk is deemed acceptable by the organization;

d consequently the most appropriate countermeasures.

5. The following should be)considered as a minimum:

ty:

the threat and
ttack to defend

e mitigation of all forms of ¥€hicle-borne threat can be difficult while satisfying other busi-

2) aftack method to be mitigated;
3) countermeasures;
4) r¢sponse to increased threat conditions;

5) enforceable stand-off distance;

b) business needs:

1) lifetime cost (training, manning levels, service, maintenance and replacement);

2) traffic management;

3) appearance;

4) internal and external stakeholder requirements;
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5)

1y
2)
3)
4)

5)
utilities).

(E)

security risks induced by safety concerns or systems;
engineering constraints:

architectural;

foundations;

buried services;

land ownership and available space;

2.1.3 Itisimpo
junction with a us
outset.

2.1.4 The consi
other. Therefore ¢

gard to the security and safety aspects of the VSBs.

2.1.5 Thereisl
cure and timely ti
reliability and a ¢
ceptable and has

condition. A change in threat can result in heightened security response levels and VSBs and p

that cannot operd

NOTE

2.1.6 Riskasse
of project plannir
lished and maintz
ers (e.g. site owng
engagement with|
potential issues, 3

2.1.7 Oftenve
or be of known a
single or multipleg

Ltant that a security operational requirement (OR) (see Clause 12) is develop

See Clauise 12 for further information on ORs\

I‘Jicular access has to be provided through the VSB line. The vehicles should be

er requirement document (URD) and that all key stakeholders are inyolved fi

dered elements (i.e. security ORs, user requirements) can adversely influencs
arly consideration of acceptable compromises should be made, particularly ¥

kely to be a need to prevent unauthorized vehicleangvement, to allow the saf
ansit of legitimate vehicles. Additionally, long-tetmsecurity issues relating tq
hange in threat level can also compromise the.initial ORs. An unreliable VSB i
pdditional implications that may include costly compensatory measures to ca

te either safely or securely in that new\ehvironment.

tsments should be conducted:for safety and security early in the project desig
g and after final installation to ensure the level of risk acceptable to the site i
jined. These assessmentsshould be shared with or jointly produced by the st
b1, security and safety representatives, project manager, staff association). Th
the stakeholders(can facilitate the development of business cases and can he
ssociated costs.ahd constraints.

thentieity before arriving at the vehicle access control point (VACP). In this i}
agcess point may be provided through the stand-off barrier line, e.g. rising, s

sliding gate barri

VACP then typically becomes the first point of challenge for all vehicles.

local authority planning restriction(s) (e.g. height/weight/noise restrictions of area of land,

ed in con-

rom the

b each
vith re-

e, se-
system

S unac-

rrect the

rocedures

I phase

5 estab-
hkehold-

b early

Ip identify

searched
hstance a
wing or

prs."Where the stand-off measure forms the site boundary or site secure perimeter, the

2.1.8 Regardless of the type of active VSB installed, a secondary access control point should be consid-
ered. This is to ensure that where the VSBs fail or there is an incident at the main VACP, traffic can easily
be diverted to the secondary location. This location should be able to accommodate the traffic volumes

typical to the mai

n VACP while maintaining the same level of operational security.

2.1.9 Where an entrance has more than one VSB, for example a separate entry barrier and exit barrier,
then each VSB should have independent drive and control systems. This is to prevent a cascade or nodal
failure as a result of one VSB developing a fault. They may share the same user interface, hydraulic cir-
cuits and electrical systems, but should be designed so that its failure does not disable all VACPs. Provi-
sion of an uninterruptable power supply (UPS) or standby generator should also be considered.
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2.2 Selection of a VSB

2.2.1 The selection of a VSB is dependent on a number of factors, including but not limited to:

a) the threat (Clause 3);

b) the assets to be protected (Clause 4);

c) thesite (Clauses 5 and 6);

d) there

quired performance of the VSB (Clause 7);

e) the procurement strategy (Clause 8);

f) deplo
g) thety

2.2.2 TH
which cov

3 The
3.1 Ide
3.1.1 Re

your site 1

NOTE

3.1.2 TH
suicide op

a) Parke
facilit

b) Encrg
incon
An alf
acces

c) Penet

yment and removal of the VSB (Clause 9);
pe of VSB required (Clauses 10 and 11).

e decision process for the selection of VSBs is illustrated in the flow diagram
ers ORs.

threat
ntify and quantify the threat

view any previous terrorist, criminal or malicious incidents and consider the
egarding the target and attack methods used.

Contact your national, regional or localsecurity force.

ere are five main types of vehicle-borne threat. All can be deployed with or w
eratives.

d vehicles — where unscreened vehicles are parked adjacent to a site, in undg
ies or overlooking a Site.

achment (exploiting gaps in defences) — where a hostile vehicle is negot
plete line of barriers or an incorrectly spaced line of barriers without thg
ernative form of encroachment attack is exploitation of an active barrier sy
5 contrel.point (VACP) by a hostile vehicle “tailgating” a legitimate vehicle.

5 in Clause 12,

ir relevance to

rithout the use of

brground parking

ated through an
b need to impact.
'stem at a vehicle

rative’attacks — where the front or rear of the hostile vehicle is used as ara

d) Deception techniques - a “Trojan” vehicle (one whose model, livery or registration is familiar to
the site), or where hostile occupants negotiating their way through by pretence or by using stolen
(or cloned) access control or ID passes. Alternative scenarios include an unwitting “mule”, a driver
unknowingly delivering an Improvised Explosive Device (IED) surreptitiously planted in their
vehicle by an attacker, or an “insider” bringing an IED in to their own work site. Deception techniques
prey on human and operational weaknesses.

e) Duress techniques - the driver of a legitimate vehicle is forced to carry an IED or where a guard
controlling a VACP is forced to allow a vehicle entry. These are perhaps the most difficult forms of
vehicle borne threat to defend against.

3.1.3 Site design can also accommodate countermeasures for layered attack scenarios using one or
more of the threat types given in 3.1.2 a) to e), for instance, the use of a first hostile vehicle to create a
gap by way of penetrative attack or blast which then allows a second to encroach through.
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3.1.4 Potential threats to be considered:

a) whether the vehicle is parked outside or inside the security perimeter;

b)
‘)

size of vehicle (both largest and smallest);

speed and direction of approach.

3.2 Duration of deployment

3.2.1 The perio

d for which security measures is required (design life) should be defined.

3.2.2 Assess whﬁhmﬁasmﬂ&mmsm&mh&mamdmnmwmdm‘l?ecide
whether a permapent, semi-permanent or temporary installation is required and identify theJevel of

protection that th
controlled from, i
matic access cont

3.2.3 Apermar
works and is exp¢

3.2.4 Atempor
in situ for a short
a minimum.

3.2.5 A semi-pg
tory elements th3

3.2.6 Assess and review at regular intervals whether the security measures need to be adapt

change in the thr

4 Assets
4.1

4.1.1 The asset

more buildings, apn area, public event, or crowded place.

4.1.2 If more th

Identification of the critical assets

e security measure is required to provide. Decide how and where the system
e. controlled locally by guard, from a central control room or through'the use
rol systems (AACS).

ent installation is a physical measure, which may require significant civil eng
cted to remain for the life of the asset.

hry installation is a physical measure that may be deployed on the basis that

period of time. The extent of the remedial measuresrequired upon removal 3

rmanent installation is defined as a hybriddinstallation that incorporates son
t can be retracted or removed leaving any permanent foundation or anchorag

pat.

5 to be pretfected should be identified, i.e. machinery, infrastructure, equipme

ancne asset is identified, they should be prioritized.

is to be
of auto-

ineering

t remains
re kept to

le transi-
re in Situ.

edtoa

nt, one or

4.1.3
there is a need to

establish a temporary or permanent perimeter security scheme.

4.1.4 The physical VSB strategy may be coordinated with adjacent interested parties.

4.2 Identifica

tion of stakeholders

It should be determined whether there is an existing defensible security perimeter and whether

The contact information should be obtained for all stakeholders who may be affected by the proposed
security measures. Theseinclude butare notlimited to staff, deliveries, local authorities, publictransport,
emergency services, utility companies, highway authorities, architects, neighbours and landlords.

© ISO 2013 - All rights reserved


https://iecnorm.com/api/?name=7d85da114ca88ca81255cf85f205d119

IWA 14-2:2013(E)

4.3 Consideration of collateral damage

4.3.1 The consequences of a successful attack and the likely disruption in terms of loss of life, damage,
delays, perception and business and financial impact should be assessed.

4.3.2 Locations or other assets which might suffer collateral damage, short- or long-term disruption
to their operations from a successful attack should be identified. For example:

a) neighbouring buildings (e.g. government, military, residential, business, emergency services,
schools, religious sites or other assets);

b) people;

¢) major communication networks (above and below ground);

d) contrpl rooms;

e) electyicity, water and gas lines or storage facilities (above and below ground);
f) undeiground tunnels, basements and subways;

g) ventilation shafts;

h) bridges;

i) publi¢ transport infrastructure and airports.

4.3.3 Other locations/assets that might become alternative targets if the security strategy being em-
ployed at the principal asset is effective should bexidentified.

5 Site assessment

5.1 Review of existing security-arrangements

Once the dite security plans hayé been implemented that establish the acceptable level of security risk, a
change coptrol process should-be adopted for any proposed site changes (e.g. site infrgstructure, safety
related, physical securityrelated, VSB hardware and procedures) to ensure an acceptable level of risk is
maintaingd. As part of theconfiguration control process, an analysis should be performed that ensures
that accegtance of the'proposed change does not reduce the effectiveness of the prevjous site security
plans.

5.2 Sitq survey

5.2.1 All possible approach routes along which a hostile vehicle could challenge a VSB or secure pe-
rimeter should be determined. This includes all footpaths, footways, cycle paths, open spaces and gaps
and also the likelihood of hostile vehicles travelling against the expected direction of traffic. The location
and usability of drop kerbs/curbs and other adaptations for use by disabled persons should be consid-
ered.

5.2.2 Existing features should be identified that could be integrated into the vehicle mitigation
scheme, such as resilient street furniture and traffic management measures. Consideration should be
given to the effect on security of possible future changes to these features.

5.2.3 Any environmental conditions that might arise throughout the year that may be particular to the
site should be identified, such as flooding, leaf mulch, frost, snow, ice, high wind speeds, sand storms, or
extremes of temperature (see 7.5.4).

© IS0 2013 - All rights reserved 5
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5.2.4 The existing road surface, kerbs and verges, gradients, camber or crossfall, at and in advance of,
any proposed VSB location should be considered.

5.2.5 Any existing, or proposed road improvements or other works in the immediate area should be
confirmed through the local planning office and highways department.

5.2.6 The need for a wider area traffic management plan should be reviewed and the impact of a pe-
rimeter security scheme on existing traffic movements should be considered.

5.2.7

VSBs’ capability, additional protective measures should be considered.

If the potential threat exceeds the current security arrangements and any currently deployed

5.2.8 The presg
considered.

5.3 Civil worl

nce and location of all underground and overground services and utilitiessh

(S

5.3.1 Variations between VSB performance under vehicle impact test conditions and s

conditions.
5.3.1.1 The per

5.3.1.2 Whena
site conditions sh

5.3.1.3 For exal
urban areas,
low tempera
high temper4
desert envir

NOTE A suita
conditions and shd
experience in geot

formance of a VSB is likely to be affected by the site-conditions.

ssessing the suitability of a VSB at a particularsite, the performance of a VSB
ould be assessed.

mple, the following site conditions could affect the performance of a VSB:
where utilities are frequently present;

ure locations, i.e. frequentlybelow -10 °C;

ture locations, i.e. frequently above 40 °C;

nments, where spileonditions are significantly different;

wetland environments, where'soil conditions are significantly different.

bly qualifiedengineer should determine how the VSB could be affected by no
uld assess-whether the VSB is fit for purpose under site conditions. The engineer s
bxtiles, structural and mechanical work.

buld be

ite

under

h-standard
hould have

5.3.1.4 Aproce

sthatshoutd be fottowed to minimize the tikelthood of performarnce vartatt

shown in Figure 1.

5.3.1.5

site-specific construction.

NOTE

nis

If a VSB is being evaluated for use at a specific site it could be beneficial to test the VSB in a

A suitably qualified and experienced engineer could then evaluate the test result and adapt the

installation for the specific site. NCHRP Report 350, “Recommended Procedures for the Safety Performance
Evaluation of Highway Features”, section 2.2.1, contains information about soil varieties.

© ISO 2013 - All rights reserved
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5.3.1.6 Itis known that varying the type of foundation (rigid/non-rigid) a VSB is installed in can affect
the performance of the VSB. Further testing might be required if the tested conditions differ from the
site conditions.

Vehicle impact test of VSB in
standard conditions at test
house site, achieving
a performance rating

!

Intention to install VSB under site conditions

e.g. extreme
temperature

e.g. aperture and/or

.g. dry/wet .g. soil
€.9- dry/wet 1 €.g. SOl 1 iiih modification

e.g. urban area

Assess VSB's compatibility with site conditions

Annex C: Annex C: Mod B Annex C:
Mod A Mod C
Moderate modifications

No or slight needed by new component Significant
modifications testing in site environment modifications
needed conditions needed

Pass Fail Vehicle impact
test in site
environment
conditions

Assess whethér, VSB fit for
purposein site conditions

Install VSB in Achieves acceptable
environment performance rating

Figure 1= Process for assessing a VSB for use under site conditions (infgrmative)

5-3.2 G Ul«llld t_ypUD
The ground should be assessed for its suitability for fixing to and supporting the selected VSBs.
NOTE This should be assessed by a suitably qualified and experienced civil/structural engineer and

appropriate preparatory or remedial measures taken to ensure suitability. The engineer should have experience
in structural and mechanical work.

5.3.3 Foundations

5.3.3.1 The depth required for foundations as well as the supporting ducting infrastructure for foul
water drainage, sump pumps, soak aways, power and signal cables and contaminant (oil) collection
should be assessed.

5.3.3.2 The ability of the concrete mix to flow in and around foundation steel (sections and reinforce-
ment) should be considered to minimize voids and aggregate segregation.

© IS0 2013 - All rights reserved 7
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5.3.3.3

In many urban locations underground services tend to be very close to the surface and often

pass through gateways that are to be protected. In such locations, consideration should be given to
surface mounted products, shallow foundations or those with foundations designed to accommodate
underground services.

5.3.3.4 VSBs typically require a stable foundation. Consideration should be given to the suitability of
any foundation to provide adequate resistance to the forces applied.

5.3.3.5 A VSB may be tested in a rigid foundation and/or a non-rigid foundation. When selecting a
VSB, the foundation for which application it is designed should be taken into account. Where a VSB has
been tested in one type of foundation but its application is considered in a different foundation, an engi-
neering assessment should be made as to whether the VSB appropriate and will perform as required.

5.3.3.6 Some VBB systems need to be mechanically secured to the foundation or suitablyroh
Is or bolts. Rebating or trenching might be enough by itself or may becembined with

way of using do
additional mech
rely upon friction

5.3.3.7 Ingene
Otherwise, there

ical fixtures to add strength. Other VSBs are designed to be laterally displacg
against the substructure to dissipate impact energy and resist movement of

Fal, the larger the force to be resisted, the greater the required ‘size of foundat
could be insufficient support to enable the VSB to achievge its design requiren

required impact performance.

5.3.3.8 Founda

fions are required to satisfy two principal objectives.

ective is to provide adequate support for ‘the VSB. This is usually achiev

strength of ghe concrete, the design of the reinforcemiént and the overall size of the fq

ith regard to its depth.

The second opjective is to provide adequate resistance to foundation movement/rotation.

occur when the VSB remains intact after animpact; if it is not deformed or displaced th
not absorb aflarge proportion of the impact energy. If the foundation is embedded into the subsoil,
a concrete foundation is almost alway$nécessary in order to achieve the durability and

a) The first ob
particularly
b)
requirements.
5.3.3.9 When

sential and this n

esigning a founddtion, prior knowledge of the sub-surface conditions of a sitg
beds to be obtained by site investigations such as ground radar supported by

or inspection trenpches. Historic records of site services can be unreliable and desk top method

survey is not recq
ence of services @
may be the only @

mmended«as a replacement for the physical investigation outlined above. Th
an limit.the available construction depth, and in extreme cases re-routing of s
ptiof.

ust by

bd and
the VSB.

ion.
ents and

ed by the
undation,

[his could
en it does

lesign-life

is es-
trial pits
of site
P pres-
ervices

NOTE Any fo

ndation dacian including thoco maoating cita cnacific raoguiramante chould hao 4y
Heaso-aeSigHerdahiStoseine et g-Site-Speaiereqt B-e-o

roved by a

................... PP

suitably qualified and experienced civil/structural engineer.

5.3.4 Surface mounted VSB

Friction between surface mounted, non-anchored VSBs, and the supporting surface is key to achieving
the performance of the VSB under impact. This can be compromised by weather conditions, especially
rain, snow or ice. The possible implications on year-round security protection need to be considered.

5.4 Traffic survey

5.4.1 Where appropriate, traffic surveys should be commissioned to identify traffic patterns and
legitimate vehicle types at all proposed entry and egress points for representative periods. The peak
traffic times and volumes and any special days/occasions which may create different traffic movements
should also be identified.
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5.4.2 The survey should consider the various categories of vehicle and their occupants that need

to enter the proposed security zone legitimately, including public service vehicles, delivery vehicles,
over-sized vehicles, taxis, VIPs, employees and emergency services. Non-motorized vehicles and pedes-
trian movements should also be included in the survey. Site design should accommodate expected and
emergency vehicles as well as infrequent over-sized vehicle access. Contingency measures (e.g. movable
elements of the VSB) could be used for infrequent over-sized vehicles and separate access points may be
necessary to handle the volume of delivery vehicles determined by the traffic survey.

NOTE1 Refer to Clause 6 for additional site design considerations.

NOTE 2  Over-sized vehicles may include heavy-equipment, buses, multiple trailer vehicles, emergency
equipment with extended wheelbase dimensions, etc.

NOTE 3  Tracked vehicles need to be included as they can puta very differentload on anything in or on the road
surface. Prptection against this type of vehicle is not covered by this part of IWA 14.

6 Site design
6.1 Traffic management

6.1.1 THhe requirements for vehicle entry and exit through the security perimeter and the options for
access cortrol management should be assessed. The type and ftequency of vehicles pagsing through the
security perimeter influences the choice of VSBs.

6.1.2 The following traffic management issues should be considered:

a) the number of entry and exit points during reitine operations (including the posgibility of limiting
traffi¢ to one entry and one exit point during routine operations);

b) the locations of the entry and exit point(s) (same or different locations);

c) the ng¢ed for a vehicle marshalling, holding and/or search area; the provision of off-site delivery
consdlidation;

d) the pptential risks created by the VSB, cordon (i.e. search procedures) and traffic management
schenpe (e.g. those with-egitimate access becoming at risk from accident or attack if delayed at the
perinjeter);

e) the afrangementsineeded for vehicles that are not to be permitted entry (e.g. off-site parking or
drop-pff areas);

f) the nged foprejection routes or lanes;

NOTE Thiststoavoidtheneedto open YSBsto BT antentr Y atrdexittoerrant-vehictes for the purpose of
turning around.

g) the identification of vehicles that require access to the asset and management of their
attendance/arrival, and the segregation of staff, VIPs and visitors;

h) speed management/reduction features necessary to enhance safety and security;

i) warning signs/lights/road markings needed to indicate the presence and status of the VSB;
j) distance needed between warning signs and the VSBs;

k) provision of safety and security lighting;

1)  maintenance of sightlines for guard force and road users;

NOTE Ancillary equipment, e.g. hydraulic cabinets, could affect sightlines.
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reaction time needed for emergency operation of the VSB;

prevention of “tailgating” vehicles;

and volumes;

the threat applicable to the site;

of access for business critical vehicle movements at all times;

the separation of pedestrian and vehicular traffic and the distance of pedestrian crossing points

contingency measures (e.g. for VSB maintenance/failure) to provide the same or greater resistance

m)
n)
o) traffic types
p)

from VACPs;
q)

to attacks by
r) maintenance
s) maintenanc

6.1.3 Based up
cedures should b

6.2 Aesthetic

6.2.1 The appe
rity devices may |

6.2.2 Itisadvis
procurement pro
tion needs to be s

L - - 1 £ 1 - 1l -
Ul dLLTSS 11T d tllllCl_y IIId1I1Ich TUI tllC CIHICT gCIILY ST VILTS dt dll tllllCD.

bn the threat applicable to the site, proposed vehicle access control measures
e analysed to determine if and how they might be compromised by attack sce

2]

hrance and location (e.g. close to a public highway) of the VSB and any associ:
pe subject to planning, building and highway regulations:

able to consult with the local planning authority at an early stage of the desig
Cess, to gain insight on the acceptability of the project and to identify what do
ubmitted for approval. This aids the planning process.

6.2.3 The visudl impact, including layout, construction'and appearance, of some VSBs may d

attacker, whereas

6.2.4 Consider
signal its presend
collisions.

7 VSB perfo
7.1 Impact pe

7.1.1 General

others may appear less robust despite performing well.

the shape and colour of the VSB and the need for locating signage close to the
e from a road user’s perspective with the aim of reducing the likelihood of ac
‘IMmance

rformance

and pro-
harios.

ted secu-

n and
cumenta-

eter an

VSB to
ridental

7.1.1.1 The performance of a VSB that meets the requirements of IWA 14-1 is assessed against:

a) vehicle type;

b) vehicle speed (see 7.3);

<)

impact angle

(see 7.4).

7.1.1.2 The performance of a VSB that meets the requirements of IWA 14-1 is assessed for:

a) its ability to:
1
2)

10

resist/restrain/deflect the test vehicle from advancing beyond the VSB; and/or

immobilize the test vehicle by trapping it; and/or
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3) immobilize the test vehicle by preventing it progressing using its own engine power after the
impact;
NOTE If a test vehicle is immobilized, it is prevented from continuing on its course. This can be through

the VSB blocking its route [see 2)] or through damage to the test vehicle preventing it from operating [see 3)].

b) vehicl

e penetration distance (m):

1) dynamic (m); and

2)

static (m).

7.1.1.3 Vehicle impact tests are dependent on the characteristics of the test vehicle. A VSB should be

tested wit

a test vehicle similar to the threat vehicle being considered.

NOTE
a suitably
threat vehi

7.2 Veh
7.2.1 Gg

7.2.1.1

fied speed
rising arm
but the ris
arm barri

7.2.1.2
the point
ics and th
determing
global) co

7.2.1.3

4

appropriate while taking‘account of any access that may be required for emergency ser

Design an
required f]

7.2.2 Vg

If there are differences between the tested vehicle and threat vehicle, it may.be, 1ig
ualified and experienced structural/mechanical engineer to assess the VSBs-cap:
cle.

icle speed
tneral

WA 14-1 tests the performance of a VSB against af impact from a vehicle tra
. Caution should be exercised when specifying a VSB. For example, it could be
barrier impact tested with a truck can stop alkvehicle types up to that mass
ing arm barrier design might allow a smaller vehicle, such as a car, to pass un
BT

Vehicle speed is an important factoinin determining the kinetic energy of a mc
f impact. Physical characteristics of the VSB and threat vehicle as well as the

e geometry of the roadway should be taken into consideration when selecting

h1ld defeat the VSB.

A range of speed reduction features (see 7.2.4) are available and should be co

1 implementation of any speed reduction features should take into account a
br emergency service vehicles.

hicle dynamics assessment

cessary to consult
bility to resist the

relling at a speci-
assumed that a
hnd speed level,
der the rising

ving vehicle at
vehicle dynam-
a VSB. A positive

tion should be made if angother vehicle types within the region (e.g. nationall, continental or

nsidered where

vice vehicles.
‘cess that may be

A vehicle

ynamics assessment (VDA) snould be undertaken dt eacn speclric site/10

ation in order to

determine the impact speed for the identified threat vehicles such that suitable VSBs can be installed.

7.2.3 Road layout

There is the potential to limit the approach speed of the vehicle, e.g. through changing the approach road
layout to induce the driver to slow to an appropriate speed or risk losing control of the vehicle. However,
precautions need to be taken to provide adequate warning to an errant motorist.

7.2.4 Speed reduction features

Speed reduction features (e.g. chicanes, serpentines) should be constructed from impact resistant
materials. One element of the feature could be removable or retractable to enable over-sized and
emergency vehicles’ entry if alternate access arrangements are not available.
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7.3 Impact angle

The impact testing of a VSB can be undertaken at a range of specified impact angles. It is therefore
important that when a VSB is identified, the impact angle is taken into account, for the specific location
and only VSBs that have met the requirement of IWA 14-1 at that impact angle are installed.

The possibility of the vehicle being redirected rather than stopped should be considered.

7.4 Vehicle penetration distance and major debris distance/coordinates

7.4.1 Vehicle penetration distance

Some physical perimeter security schemes allow for vehicle penetration a certain distance beyond the

vehicle penetrat

VSB datum line.f

on and therefore more gradual dissipation of impact energy. Vehigle\pe

distance is recordled for product tests undertaken in accordance with IWA 14-1.

NOTE The ter

7.4.2 Major de

Some physical pe
Subsequently, sey
method to record

m “vehicle penetration distance” is defined in IWA 14-1:2013, 3.6.1.

bris distance/coordinates

rimeter security schemes allow for major debris dispersal beyond the VSB d
reral VSB designs allow for major debris dispersal. It/is a requirement of W/
(as an observation) the major debris distance pest-impact.

This aspect of the impact between the vehicle and the barrier might be considered reley

allowing for a ve
sensitive area.

NOTE The ter
3.6.3 and “major d

7.4.3 Standoff

hicle component breaching a building or, for example, part of its load pass

n “major debris” is defined in IWA 14-1:2013, 3.6.2, “major debris distance” in IWA
bbris coordinates” in IWA 14-1:2013;-3.6.4.

distance

When considerinjg the deployment of a.VSB, the standoff distance from the VSB to the asset

taken into accour
major debris dist

t. IWA 14-1 does not\give a pass/fail criteria for the vehicle penetration dista
hnce/coordinates but the data obtained is relevant when determining the su

a VSB for a speciffic location.

7.5 Operational performance

ubsequently, several VSBs are constructed to deform upon impact to all¢w hostile

bnetration

Atum line.
\ 14-1 test

ant when
ing into a

14-1:2013,

should be
nce or the

tability of

7.5.1 Vehicle a1ccess control

7.5.1.1 Vehicle

access control measures should be identified:

a) manual - no control system required; physical operation by guard for all movements;

b) semiautomatic - opened or closed by guard using push button control and/or closing automatically
via detection loops or similar;

c) fully automatic - opening by an access control system, closing automatically via detection loops or

similar;

d) prevention of “tailgating” - e.g. by quick acting VSBs or by a second set of VSBs located past the first
set of VSBs at a distance that gives response measures enough time to close the second set;

e) remote control override with emergency close/reset;

f) VSB working

12

with other equipment - rising arm barriers or gates;
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h)

secur
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ity of control unit;

consider how the VSB is to operate in the event of a power or system failure.

7.5.1.2 The ability for an attacker to covertly defeat inductive detection loops to gain access (e.g. by
sliding a metal plate over free exit induction loops or activate any free exit detection system) should be
considered.

7.5.1.3 Maintenance, operation and removal costs in conjunction with the development of life cycle
costs of both permanent and temporary physical perimeter security schemes should be considered.

7.5.2 Speed of legitimate access

a) whether the position of the VSB, upon primary power 10ss, is acceptable to establ

whether the position of a VSB, given a power failure to the VSB system, varies bety

sidering the design of a VACP note that most VSBs are only effective at stoppi
e type of VSB, speed of operation, system duty rating, traffic volumes, 'm
tems, driver and guard force attentiveness and system reliability-can all
ess of the VSBs in stopping a hostile vehicle.

wer requirement

system functionsin the event of a power failure should be identified. The follo
obtained to develop an informed specification or policy:

[ an acceptable level;

ns;

interruptible power (UPS)/generator backup power system is necessary, if]
wer is required to establish and maintain security to an acceptable level.
p power start-up should be sent to the site security force (or an approp

statiT) in both an audible and vistual manner (e.g. by phones, intercom or AACS).

ations of the VSB«position/movement given a primary loss of electrical
m);

osition when.switched between power supplies;

SB should not change position when switched from: primary power to no
enerator back-up is used); primary power to UPS/generator back-up; fro
Ipdto primary power; or from no power to primary power.

hg a vehicle when
bde of operation,
compromise the

winginformation

ish and maintain

veen specific VSB

immediate back-
The indication of
riate monitoring

er the power supply can be from two physically diverse and stable rgutes (the safety

ower to the VSB

power (when no
m UPS/generator

provision for surge protection for electrically powered security equipment to protect against
lightning strikes;

how the power failure and source of failure is indicated and if the indication is acceptable;

Typically the indication goes to a guard location and emits both audible and

high security sites the indication may go to a primary and secondary alarm station.

visual signals. For

if after a primary power failure, the manual operation of the VSB system can be accomplished in
such a manner that security is maintained at an acceptable level;

When con
closed. TH
safety sys
effectiven|
7.5.3 P¢
How a VSH
should be
risk a
b)
systel
An un
up po
backu
c) whet
impli
systel
d) VSBp
The V
UPS/g
back-
e)
f)
NOTE
g)
h)

if alternative security measures have to be applied after primary loss of power to the VSB system
and identify if the time required to implement them maintains risk to the acceptable level.
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7.5.4 Environmental conditions

The durability of the VSB depends on how and where it is deployed. The following factors that affect
durability should be considered:

a)

b)

f)

g)

h)

low temperature effects, e.g. slippery road surfaces, VSB freezing in position or failing (increase in
oil viscosity or freezing of wheels or external gears), increased corrosion due to road salt and grit

deployment,

and potential damage due to snow ploughs;

high temperature effects (e.g. overheating of motors, hydraulic systems or control systems and

distortion of

components parts);

VSB system contamination, and accumulation of contaminants (contaminants typically consist of:

industrial po

llutants, sand, dirt, water, saline solution, sediment, and/or vegetation);

UV radiation
and coatings

lighting cond
seasonal wea

water manayg

specific to site conditions (this could degrade the acceptable performance
or components of the VSB system);

itions (including whether visibility of the VSB, signage and lane isréduced 1

rement (e.g. VSB drainage system to manage precipitation*and/or high w

conditions and/or flooding);

accidental ld
environment

ss of system fluids into the environment (as this could be in violatio
al regulations) and/or into the VSB system;

the specificaftion for protective coatings (corrosion), seals (prevention of ingress of de

moisture).

7.5.5 Design ci

The following de

a)
b)
‘)
d)

e)
f)

fiteria

ign factors should be considered:

type of entrance (e.g. staff, deliveries, eghstruction, emergency access);

number of oy
peak operati

types of veh
vehicles’ accq

maintenance

erations per day;
hg cycle and time of day;

cles and the‘loads they apply to the VSB (e.g. vehicle axle loading and th
leration, déceleration and turning);

type of acces|

regimerequired based on usage (specific to the VSB not the site as a whole);

pf signage

because of

ther conditions such as bright sunlight, fog, rain, or other extremes of weather);

ater table

h of local

tritus and

b effect of

s‘ahd egress control.

7.5.6 VSB integrity

7.5.6.1 VSB damage

7.5.6.1.1 The ability of the VSB to operate and be effective following a low-energy impact accidental or
deliberate act should be considered.

7.5.6.1.2 Consideration should be given to whether the VSB has undertaken multiple impact tests on
the same system to evaluate its ability to withstand secondary attack situations and maintain operation
post-impact (e.g. to maintain access for emergency services or evacuation).

NOTE

14

[tis not

arequirement of IWA 14-1 to conduct more than one impact test.
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7.5.6.2 Remote access to automatic access control system (AACS)

7.5.6.2.1 For VSBs that have separate control systems, it is necessary to situate these in areas where
they cannot be accidently or deliberately accessed or damaged.

7.5.6.2.2 Drive systems and control cabinets located out of sight of the VSB could, for safety reasons
require an additional technician to work on the VSB system, possibly to ensure “eyes on” when the VSB
system is being operated or to help facilitate the repair or maintenance process.

7.5.6.2.3 Some manufacturers also provide a remote (off-site) diagnostics and override capabilities,
whereby technicians can access the VSB control system to assess and repair faults, analyse the system
and re-programme. Such capabilities can be very useful but can also provide an avenue to aid attack
planning for an adversary. The following should be considered to mitigate any perceivef security threat:

a) the sqcurity of the communication between the VSB system and the remoge.off-sfite technician for
site purposes (e.g. communication might require dual redundant pathst .€ncryption to a certain
level fo ensure security is maintained at an acceptable level);

b) the tiustworthiness of those monitoring/servicing the VSB andthe need to implement access
authofrization processes upon them;

c¢) what|information can be downloaded from the VSB system to the remote offf-site location; if
information can be downloaded, whether the informatieh security provisions applied to it at the
remote location are acceptable;

d) whetler the VSB can be operated remotely without site authority; if the VSB|can be operated
remotely without site authority, whether administrative controls and/or hardware controls need to
be degigned and implemented to ensure the site has authority over any operation df the VSB system;

e) whetlper safety systems of the VSB can béléverridden by the remote off-site commjunications.

7.5.6.3 Repair time
In the eveht of a vehicle impact or{system failure, the following should be considered:
a) who i responsible for the.VSB (e.g. security department, site facilities);

b) who if responsible for manually overriding the barrier in the event of a system failure;

c) response time of’eontractor, to arrive on site and investigate the fault;

d) time fo repair'the VSB;

e) availgbility of spare parts;

f)  how security or safety procedures may delay contractors gaining access;
g) service contract obligations, management and enforcement of the terms and conditions;

h) the need to deploy temporary security procedures or an alternative VSB.

7.5.7 Staff, skills and availability

As well as the training required for the safe and effective use of the VSBs (see 11.5), staff should also
be issued with site location specific assignment instructions and specific VACP procedures. These
procedures should cover, for example: traffic management, checking passes, rejection of vehicles,
vehicle screening, emergency vehicle access, site evacuation plans, dealing with threats, shift changes,
reporting procedures, breakdown of equipment, accidents, changes in security response levels and
communications between the security control room and other members of the security team. Staff
training and working hours’ implications (time of day for specific shifts, number of hours per week,

© IS0 2013 - All rights reserved 15


https://iecnorm.com/api/?name=7d85da114ca88ca81255cf85f205d119

IWA 14-2:2013(E)

fatigue considerations) and any manual handling issues, such as the force required to lift, lower, swing,
pull or push manual VSBs should be considered. Also, the number of operations that staff are required
to undertake in order to operate the VSB should be considered.

8 Procurement strategy

8.1 General

A number of factors influence the procurement strategy. These include the availability of a suitable VSB,
the product quality, which affects performance and reliability, and the cost.

8.2 AvailabilifLanimdnlmuLmMMB—
uld be considered:

The following sh

a)

the lead timg¢
before a sem

for the design and deployment of the VSB - a temporary measure may bg
-permanent or permanent solution can be implemented;

 availability of spares or replacement units in the event of failure/damage;

l scope of the warranty period and who is responsible for inspection and ma

while the warranty is in effect;

b) the whole lif§
c) thetermsan
d) development
system has f
e) shortand lor
8.3 Quality

NOTE Ensure
quality control sys

of contingency measures when maintenance work is being carried out or
hiled [see 7.5.6.3 h)];

g-term maintenance, repair and inspectionresponsibilities.

that the manufacturer of the VSByoperates and conforms to an internationally
tem, such as ISO 9000.

hould be considered by assessing the following costs over the expected time

Fith other security systems;

required

intenance

when the

recognized

period of

vare and software upgrades including licensing;

liaison with other stakeholders;

maintenance and service;

warranty period and exclusions;

decommissioning, removal and disposal.

8.4 Cost

Life-cycle costs s

use of the VSB:

a) design;

b) integration v

c) system hardj

d) manning levels;

e) planning consent;
f)

g) project management;
h) long-term training;
i)

j)  spare parts;

k)

)

16
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8.5 Commissioning and handover

8.5.1 Atthe outset of the project consideration should be given to the means of evaluating the opera-
tional (non-impact) performance of the VSB at commissioning. The process of defining the commission-
ing and hand-over requirements starts with the production of the OR (see Clause 12), the detail of which
should then be developed in the performance/purchase specification. In addition to the VSB clients
commissioning sheets, consideration should be given to undertaking factory acceptance and site specific
acceptance tests. These should be developed at the specification stage of the project.

8.5.2 A training programme should be developed, documented and implemented to ensure all opera-
tors are trained in the safe use of the VSB (see 11.5).

8.5.3 THhe VSB should be supplied, where applicable, with installation drawings, cabgtland circuit
diagrams [electrical and hydraulic), foundation and civil engineering drawings, PLCladider diagrams,
control copsole diagrams and operation and maintenance (0&M) manuals. The 0&M mfanuals should
be site spg¢cific and include the following as a minimum and where required inttroductign to the VSB, list
of recomnpended spare parts, training logs and procedures, procedures for gperating the VSB, trouble-
shooting, $ystem isolation and override, planned preventative maintenance*procedures, schedules and
logs, service and breakdown logs, contact details, relevant drawings, logfof drawings, d¢sign and techni-
cal specififations, health and safety, risk logs, component and or cliénts literature, emefgency response
plans, testand commissioning procedures and reports.

8.5.4 A puitable maintenance and servicing regime should be planned, costed and regourced (see
11.6).

9 Deployment and removal

9.1 Highway/local authority approval

Discussiofs with the highway/local authority at the outline planning stage are advisaple.

9.2 Logistics of deployment

Logistics ¢f deployment should be assessed for the following:
a) the possible disruption to site and local environment;

b) the time required for deployment;

c) whetler spécialist transport, tooling or lifting equipment is required for the ransportation or
installlation;

d) the ability of deployment vehicles (in terms of their mass, width, height and turning circle/radius)
to reach the site to be protected.

9.3 Installation

Installation should be assessed for the following:
a) the time required for installation;

b) the need for quality control;

c) ease of installation - this is important if the units are to be rapidly assembled without undue
complication.

d) subsequent access to services in chambers, cabinets or overhead.
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9.4 Lifting an

d placement

9.4.1 A pre-deployment and engineering assessment of the site should be conducted.

9.4.2 Lifting and placement issues should be assessed for the following:

a) whether overhead lifting of equipment for installation is necessary - this has health and safety

implications

and the potential for damaging street furniture and overhead utilities;

b) potential problems with heavy lifting equipment or heavy redeployable units sinking into
the road surface or affecting underground services or drains and the outer environmental
enclosures/protection of those underground services or drains being subsequently damaged;

c) containment
containment|
implementat

of oil reservoirs and oil spills from hose disconnections through the develo
on of specific operating procedures to conduct such activities.

9.5 Removal ¢onsiderations

The work requir
considered.

bd to restore the area to a pre-deployment condition upona VSB’s removal

10 Types of VSB

10.1 General

VSBs as consider

bd by this part of IWA 14 are designed to'mitigate the penetration of a vehic

is impacted. VSB§ can be categorized as passive or active.

10.2 Passive V$Bs

Passive VSBs incl
a) fixed bollard
b) planters and
c) wirerope sy
d) fences;

e) landscape fe

lude, but are not limited to:
5 (see 10.4.1);
street furniture (see 10.4.2);

stems;

htures - trees, bunds, berms, ditches, rivers, lakes and structural walls.

10.3 Active VSBs

10.3.1 Active VS

Bs include, but are not limited to:

a) active bollards (see 10.5.2) - rising, hinged or sliding;

1) deep fou

ndation;

2) shallow foundation;

3) surface mount;

b) road blockers (see 10.5.3):

1) deep fou

18

ndation;

of hydraulic oil when relocating or moving VSBs - some sites requife double

ment and

should be

le when it
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2) shallow foundation;
3) surface mount;
c) rising arm or lowering beam barriers (see 10.5.4);

d) sliding gates (see 10.5.5);

1) cantilevered (gate or beam);
2) tracked (gate or beam);

e) swing gates (see 10.5.5):

1) bizparting hinged gates in a straight or v-shaped closed configuration:
r (=] i=] [=] i=) r (=] 7

2) single leaf gates;
3) bj-fold gates (speed gates);
4) sying arm barriers.

f) restrgint systems:

1) ngts;
2) straps;
3) fipres.

10.3.2 Adtive VSBs can be identified as requiring*either a human operator to open and|close,
raise/lower a barrier or having a fully powered.System controlled by a human operator or an AACS.

NOTE Active VSBs are categorized as machinery and are subject to relevant legislative requirements. Refer
to Bibliogrpphy for further reading.

10.3.3 Cdnsideration should be given to the adoption of high reliability engineering tefhniques both for
software (where used) and hardware to ensure reliable safe, long-term operation.

10.3.4 A1 active VSB may be operated over an IP network and in some instances over  corporate net-
work. In these instancesa risk assessment on the security and availability of the netwofk should be un-
dertaken o ensure fisks are minimized (to the network and the VSB). Ownership and the maintenance
of the netyvork is«critical and should be factored into the lifetime costs of the VSB.

10.4 Examples of passive VSBs

10.4.1 Fixed bollards

10.4.1.1 Fixed bollards are available in a variety of types which can vary in height, cross-section and
material.

10.4.1.2 They are suitable for providing protective security where pedestrian permeability is a require-
ment and would in general be installed as passive systems in multiples of not less than three units.

NOTE Due to the range of bollard designs available, each installation has to be individually designed for the
specific site location and ground conditions by a suitably qualified and experienced civil/structural engineer.

10.4.1.3 Consideration should be given to:

a) site ground conditions;
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b)

c)
d)

NOTE 1

type of foundations, i.e. use of continuous or ring beam foundation to provide torsional stiffness;

shallow mount systems;

bollard spacing - gap between adjacent bollards to be no greater than 1 200 mm when measured at
600 mm above finished ground surface to impede the vehicle threat from micro-vans.

and good practice guidance, such as BS 8300.

NOTE 2

chains or rails, but such measures would affect pedestrian permeability.

10.4.2 Planters and street furniture

10.4.2.1 Generall

In order to comp
been developed
comprises plante]

a)

b)

d)

10.4.2.2 Foundd

10.4.2.2.1 Thep

Bollard spacing and height may be subject to local planning requirements and the disability legislation

Alternative measures may be employed to prevent two-wheeled vehicle access between bollards, e.g.

Free-standi
coefficient of

Mass of unit
displacemen

Pinned - thg
are typically

The number
fixing, surfaq
considered.

Rebated - th

The depth of]
suitable bear

Structural -
and provide,

lement and enhance the urban environment, architecturally aesthetic prog
to provide stand-off measures. The impact tested architectural solution
rs and other street furniture.

hg - the planter rests on the surface and its resistance o impact is affect
friction between the planter and the ground.

ucts have
generally

ed by the

surface the unit is to be set on, materials thé planter is fabricated from and its

when impacted should be considered.

planter rests on the surface and is connected by pins or studs into the groy
held in position using a chemical epoxy:resin.

nd. These

and size of fixing pins, embedded depth of pins, angle of embedded pins, methods of

e into which the pins are fixed and material the planter is fabricated from

e planter is set into a rebate’in the surface.

rebate, whether the units require additional anchorage, and if the rebate s
ing surface should'bée considered.

engineered with integral foundations. These can be integrated with stree]
for exampléyseating areas.

tions

should be

irface is a

t schemes

ecsence of underoround services /utilities should bhe considered at the desion
=] 7 =]

stage of

the VSB planning activity.

10.4.2.2.2 Not only may underground services/utilities restrict the type of planter suitable to be in-
stalled, but there might be a need to retain access for maintenance of the services.

10.4.2.2.3 The degree to which pinning or rebating the planter into the surface can supplement the
impact resistance it provides depends on a number of factors:

a)
b)
‘)
d)

20

nature of the sub-grade, paving, asphalt/block work, concrete;

bending and

shear strength of the pins;

size, quantity and spacing of the pins;

length of engagement both in the planter and in the surface;
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e) depth of rebate.
10.5 Examples of active VSBs
10.5.1 General

10.5.1.1 The gaps around the opening segment of a blocker or bollard when fully open (allowing vehi-
cle passage) should be minimized and may be subject to local regulations. The blocker, bollard and the

sliding gate track and their surrounds should be flush with the adjoining finished road surface.

10.5.1.2 The design of the VSB should account for heat expansion/contraction.

10.5.1.3
separate t|

10.5.1.4
where the
provide a

Pedestrians, cyclists and equestrians should have dedicated entrances and‘ex
b the VACPs fitted with powered VSBs.

Road blockers, rising bollards and tracked sliding gates are typically’installed
y are routinely traversed by vehicles. In such applications, the surface of the \
equate grip. The skid resistance of the VSB should be similar; to the skid resij

ts, which are

in locations
/'SB should
tance of the sur-

rounding road surface and sudden changes in skid resistance should:be avoided. This npight be achieved
by the application and maintenance of an appropriate surface treatment; the maintena
ould be covered in the 0&M Manual. When brakingler manoeuvring, two-wheeled vehicles
are particfilarly at risk of sliding on bends and, where appropriate, two-wheeled vehiclg

of which

ans shoul
frequency]
road bloc}

10.5.1.5
motorcycl
erators.

10.5.2 Ac

10.5.2.1 |
passive bd
access/eg

be segregated from other traffic. Further considéeration should be given to t}
of vehicle traffic, as these can accelerate the,polishing or rutting of the runni
ters and rising bollards.

For each site, a risk assessment should'be conducted to determine the safety
ists, pedestrians and equestrians traversing VSBs that are not supervised/co}

tive bollards

\ctive bollards are available in a wide range of height, cross-section and mate

ress is required.-Traditionally, the depth of foundation was at least equal to th

bollard when in the raised position. Multiple telescopic, sliding or hinged active bollard

for areas ¥

10.5.2.2

vhere deepfoundations cannot be accommodated.

Consideration should be given to those issues identified for fixed bollards (se

hce and repair
bs and pedestri-

le axle load and
hg surfaces of the

heeds of cyclists,
ntrolled by op-

rial. Unlike

llards they are pften used as single units or found within a row of passive bollards where

e height of the
s are available

e 10.4.1) and to

the following:

a) foundation might require to be designed for a single unit;

b) need for control and operating system (electronic signal control, electrical power, hydraulics,
pneumatic);

c) location of control point;

d) the type of finish required on exposed surfaces to ensure vehicles do not lose traction, particularly
cycles and motorcycles;

e) drainage;

f) need for regular service and maintenance.
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10.5.2.3 To be successful in performance against impact, the majority of designs need specific founda-
tions designed to resist loading transferred from the active bollard. Foundations may be shallow or deep
and may necessitate full width concrete foundations, which in some circumstances may have severe
implications on the utilities found within and under the surface of access roads.

10.5.3 Road blockers
10.5.3.1 General

10.5.3.1.1 Road blockers (also known as rising kerbs/curbs or wedge barriers) typically comprise steel
wedge-shaped units, hinged at the rear (non-attack face). To permit access, the road blocker lowers into
a recess of sufficient depth to accommodate the thickness of the steel surface plate and actuating sys-

tem.

10.5.3.1.2 Road plockers are used at VACPs and are in three general forms:
a) deep mount ¢ typically requiring 500 mm to 1 800 mm excavation;
b) shallow mouht - typically requiring less than 500 mm excavation;

c) surface mount.

10.5.3.1.3 Selectffion criteria often include:
a) site ground donditions;
b) vehicle flow;

c) permanent/temporary installation.

10.5.3.1.4 Road plockers are available in a variety of types which may vary in height, width, cfoss-
section and resisfance to impact. They are generally installed in the roadway to prevent vehiclé access to
the protected asspt. The impact face should-be placed facing the direction of threat.

10.5.3.1.5 They fan be installed as individual units or in pairs, for example, to form a vehicle ill?ter-lock
system. The majojrity of designs need specific foundations or fixing detail that is essential for their suc-
cessful performance against impaet.

10.5.3.1.6 In certain situations, such as heightened alert status or when temporary protection] is re-
quired, portable gurfaceémounted road blockers may be appropriate. These road blockers are typically
held in position usirig pins, driven or drilled, and chemically anchored into the surface of the carriage-
way up to a depthoflip to 150 mm. The road blocker is supplied with an approach and exit ramp of
sufficient length to accommodate the total rise to the height of the road blocker plate.

10.5.3.1.7 Particular consideration should be given to the types of legitimate vehicles transiting
through a VACP fitted with road blockers. For large road blockers, it is possible for the conventional
safety systems, typically inductive road loops, not to be able to detect small vehicles that stop directly
over the lowered road blocker; suitable additional detection systems should be identified. Consideration
should be given to the type of finish required on the top plate to ensure vehicles do not lose traction,
particularly cyclists and motorcycles.

10.5.3.1.8 The continuous perimeter gap around a road blocker (including the plate and frame) should
be minimized, as larger gaps may cause an entrapment hazard for two-wheeled vehicles. Addition-

ally, the perimeter of the road blocker should have, when closed, no material above the finished traffic
surface, as this creates a tracking hazard to two-wheeled vehicles. The designer should also be aware of
components/voids that could trap or injure an individual as the VSB opens or closes.

22 © IS0 2013 - All rights reserved


https://iecnorm.com/api/?name=7d85da114ca88ca81255cf85f205d119

IWA 14-2:2013(E)

10.5.3.1.9 Road blockers are typically installed in locations where they are routinely traversed by vehi-
cles. In such applications, the surface of the blocker should provide adequate grip. The skid resistance of
the blocker should be similar to the skid resistance of the surrounding road surface and sudden changes
in skid resistance should be avoided. This might be achieved by the application of an appropriate sur-
face treatment. When braking or manoeuvring, two-wheeled vehicles are particularly at risk of sliding
and, where appropriate, two-wheeled vehicles and pedestrians should be segregated from other traffic.

10.5.3.2 Foundations and layout

10.5.3.2.1 Shallow mount systems can be used in utility rich areas as they require an excavation which
generally does not require the utilities to be moved or relocated.

10.5.3.2.%4 Where the VSB forms part of an integrated solution, any gap, between the.ehd of the VSB
and other|structural features (e.g. additional security measures or building structure)-should not exceed
1200 mm|

NOTE The gap is measured at 600 mm above finished ground level.

10.5.3.2.3 Where VSBs are available in sufficient widths to protect a6\un or 7 m wide Highway, the VSB
should be|deployed in each highway lane while ensuring that gaps,between VSBs are n¢ greater than
1200 m.

10.5.4 Rising arm barriers

10.5.4.1 General

Risingarmbarriersareavailableinavariety of types which may vary in height, width, bgam cross-section
and resistlance to impact. They are designed to*be installed across a vehicle route anf are suitable for
areas whare utilities are located in the road-The specifier should seek assurance from the manufacturer
to ensure|that a failure of, the hydraulieSystem, drive system or other structural corthponent does not
allow the peam to fall in a dangerous,or-uncontrolled manner.

10.5.4.2 Layout
The layouf should be asses§ed for the following:

a) thedirection of traffic flow - the design of the latching mechanism for the receiving end of the rising
arm may be diréction sensitive;

b) overk:Ead réstrictions (such as power lines) when calculating the beam length reqpired;

c) the amount of room taken by barrier beam counterweights where fitted and the ¢ffort required to
lift manually operated rising arm barriers;

d) the clear aperture required for the safe passage of all authorized vehicles; some rising arm barriers
do not lift to the full vertical position.

10.5.5 Sliding and swing gates
10.5.5.1 General

10.5.5.1.1 Sliding and swing gates are available in a variety of types which may vary in height, width,
cross-section and resistance to impact. They are generally installed across the roadway to prevent vehi-
cle access to the asset to be protected.

10.5.5.1.2 The following need to be considered when specifying the gate type:
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ce required for sliding/cantilever gates;

arc of travel required for swing gates and beams;

foundation type - shallow/deep foundation;

integration with adjacent perimeter measures (i.e. fencing);

manual operation in the event of power or equipment failure;

gofgatestoan anpnronriate standard for the securitv level:
5 5 rr T Y 7

a) run-back spa

b)

c) speed of opening/closing;
d)

e) visual appearance;

f)

g)

h) manual locki

i) safety device

public injury
10.5.5.2 Foundd

10.5.5.2.1 Slidin
ferred from the g
foundations linki
cations on the uti

10.5.5.2.2 Slidin
rail installed betv
the motor post fo

10.5.5.3 Layout

10.5.5.3.1 Gates
adjacent security|
their mass it is off

10.5.5.3.2 In deg
sliding gates and

10.5.5.3.3 Thed
though gates can
tions to limit the

lities found within and under the surface of accessroads.

pundation when a ground rail is not practieable.

s, bearing in mind the range of vehicles transiting and the potential forped

tions

b and swing gates usually have specific foundations designed to resist loading
hte. Foundations may be shallow or deep and may necessitate full width conc
ng the hinge and receptor posts, which in some circumstances may have seve

p gates can be guided from the “motor post”tewards the “receptor” foundatic
Feen the foundations. As an alternative the(gate can be supported as a cantile

offer an additional benefit injthat they can often be designed and integrated 1

fen better to utilize powered systems.

igning an entrance; allowance should be given to the run-back distance requi
the arc of travel.for a swing gate or beam.

Five systems can either be motorized and gear driven or hydraulically operats
operate at high-speed, generally for safety reasons it is preferable in normal
spéed: Provision for emergency fast activation can be designed into the gate s

Gates are not typ

calliz ag factin anaration ac ricina hallarde ar raad hlackore and mau thaorafaon
a5 SHY OSSR B0 aS- 0 Fodt D10 ekerSaa e rerof

estrian or

r trans-
rete
re impli-

nbya
er from

with an

fence line. These gates ¢an.be either manually operated or powered, althougl due to

red for

bd. Al-
pera-
ystem.

e not be

suitable for operation in high volume traffic applications.

10.5.5.3.4 For security and safety reasons, when designing a gate VSB system, the existing or proposed
observation capabilities (e.g. CCTV, overwatch) should not be obscured.

10.5.5.3.5 The sight lines for the operators or automatic safety systems operating the equipment
should be considered to ensure adequate visibility for safe operation.
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11 Active VSBs

11.1 General

11.1.1 Active VSBs are typically installed at vehicle access control points (VACPs), emergency access
points or secondary entrances. There are two types of active VSBs:

a) manually operated VSB: includes a physical barrier, foundations and a human operator to physically
open and close the VSB;

b) automatic VSB: includes a physical barrier, foundations and infrastructure, power supplies, control
system, drive mechanism and a user interface, which could be either a human operator or an AACS.

11.1.2 Pg

signed, maintained and operated accordingly. This becomes apparent when you look at|

of design

NOTE

regulations for users of work equipment.

f machinery and active VSBs, as illustrated in Figure 2.

In consideration of the site owner’s responsibility to meet local farid national

wered VSBs by nature of their design should be considered to be machinery)and therefore de-

the commonality

health and safety

©1S0 2013
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USER

A person whose job it is to use or

control a machine, product or service,

for example, driver, operator, technician,
guard or administrator

USER INTERFACE
For example, automatic access control system
(AACS) control panel;
local/remote operation

—

CONTROL SYSTEM
For example, personal computer (PC),
programmable logic controller (PLC),
relay and/or printed circuit board (PCB)

SAFETY SYSTEM )
For example,
audible sounders,
contact switches,
inductive loops,
photocells,
safety edges,
signage,
strobe lights,

traffic lights

J

DRIVE SYSTEM
For example;
hydraulic,
pneumatic
and/or
electro-mechanical

MACHINE/VSB SYSTEM

A system or device tsed for doing work, including its
powersolirce and auxiliary equipment

Figure 2 — Commonality of machinery and active VSBs

INS TRUUTIUNS

MAINTENANGE

PROCEDRURES

TRAINING

N

11.2 Categories of active VSBs

11.2.1 General

Current threats have led to the rapid development of active VSBs capable of resisting deliberate vehicle
impacts. Active VSBs can be categorized as VACP VSB (see 11.2.2), anti-ram VSB (see 11.2.3) and counter-
terrorist VSB (see 11.3).

11.2.2 VACP

11.2.2.1 VACPs are used to control consensual vehicle access into sites or as part of a revenue collec-

tion system.

26
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NOTE Notall barriers at VACPs have performance classified VSBs. Some barriers may be employed that do not
have any inherent structural resilience against unauthorized vehicle access or vandalism. They are often deployed
in car parks, business entrances, residential properties and low threat government or military establishments.

11.2.2.2 The principle components of a VACP are illustrated in Figure 3. These components should be
designed to provide the appropriate level of protective security and control of vehicular access, while
also meeting the site’s individual operational needs.

Lo

°
°
°
o
®

® 6 ¢ & o I............’....

B

-~
i

m__

Key

A activelVSB (e.g. rising arm barrier) F  waiting/search area

B security kiosk G  authorized vehicles

C  passiye VSB (to define the approach to barrier A) H  access control barrier

D  site/protected zone I rejected vehicles

E  unprqgtected zone

NOTE Layout is showing right hand drive configuration (i.e. security kiosk is on the driver’s side).

Figure 3 — Principle components of a VACP

11.2.3 Anti-ram VSB

11.2.3.1 Anti-ram VSBs are used on sites when there is a need to control legitimate vehicles access but
also to deter and prevent unauthorized vehicle access. They tend to be physically robust in appearance
and may or may not have been formally tested against vehicle impact.

11.2.3.2 Performance classified VSBs are typically installed in locations where illegal entry or exit is to
be deterred (e.g. vehicle rental compounds, prestigious locations, shops with high value assets) and are
typically designed to produce a hard stop or delay at the boundary of the site to a vehicle-borne threat.

These products tend to be road blockers, rising bollards and heavy-duty slide/swing gates.
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11.3 Layout of active VSBs at VACPs
11.3.1 General

11.3.1.1 VSBs are typically installed in three basic configurations at VACPs: single line of VSBs (see
11.3.2), interlocked VSBs (see 11.3.3) and final denial VSBs (see 11.3.4).

11.3.1.2 Attack scenarios that use the threat applicable to the site, should be analysed when consider-
ing where to locate and how to design both guard kiosks and VSB control systems. The goal of these
analyses should be to optimize protection efficiency and ensure security is established and risks man-
aged to an acceptable level.

11.3.2 Single line of VSBs
Single line of VSBs (see Figure 4) includes an access control method (e.g. card readér or guiard force
intervention) and a single VSB in the lane of traffic, such as a set of rising bollards, a‘rbad blodker, rising
arm barrier or sliding/swing gate.
]
A ° B
)
d
)
e
S
C
)
D ° E
®
Key
A active VSB (e.d rising arm baivier)
B  security kiosk
C passive VSB (¢g. fixed bollard)
D site/protected|zone
E  unprotected zOTE
NOTE For simplicity, approach road layouts, traffic calming, search/screening facilities and/or rejection

lanes, etc. are not shown. Layout is showing right hand drive configuration (i.e. security kiosk is on the driver’s
side).

Figure 4 — Single line of VSBs
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11.3.3 Interlocked VSBs (also known as a “Sally Port” or “Tiger Trap”)

11.3.3.1 Interlocked VSBs (see Figure 5) create a secure containment area with inner and outer active
VSBs into which vehicles have to drive. At no point during the transit of a vehicle are both sets of active
VSBs in the open position. Transit is first through successful verification of occupant and vehicle identity
and then operation of either the inner or outer VSBs. The second VSB is only opened when the first is
fully secured in the closed position.

11.3.3.2 Transit into the interlocked VSBs is only permitted after successful verification of vehicle
and occupant vehicle identity. For deliveries at high security facilities, vehicles may be searched before
nearing the interlocked VSBs and only driven into the interlocked VSBs by previously authorized and
searched drivers. Upon exit or entry of the facility, past the first VSB, a thorough search of the vehicle

can be corﬂmﬁdm&ﬁrmpmﬁmbﬂmw to be searched
as well. The first VSB is only opened when the second is fully secured in the closed position. The second

VSB is only opened when the first has been fully secured in the closed position. Théysecpnd VSB is only
opened after the vehicle and occupants have been verified. Generally, the vehiele and o¢cupants are veri-
fied and s¢arched before access into the interlock is authorized.

11.3.3.3 The interlocked VSB configuration can provide the opportunity for other physical security
measures|as: having adjacent fighting positions that allows for security force personnel to direct fire
into the p¢rt and over watch positions having emergency lock-down capabilities.

NOTE This solution is significantly more secure than a single)line of VSBs but has cost jmplications, space
requiremefts and also significantly reduced vehicle throughput{see Table 1).

®

)

A o A B
°
4
)
e ¢ o(le o © o o /

(=D D

)
° C
e
D e E
Key
A active VSB (e.g. rising arm barrier)
B security kiosk
C passive VSB (e.g. fixed bollard)
D site/protected zone
E  unprotected zone
NOTE The layout given in this Figure is for illustrative purposes only and does not show approach road

layouts, traffic calming, search/screening facilities and/or rejection lanes, etc.

Figure 5 — Interlocked VSBs
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11.3.4 Final denial VSB

11.3.4.1 Final denial VSBs (see Figure 6) comprise two Kkey areas, the pass check location and the final
denial VSB a distance away. This approach is often adopted in locations where available room and stand-
off distances are not an issue, but traffic throughput is. This solution in theory could be considered very
secure on condition that there is a back-up guard force over watch facility and sufficient time for the
guard force to recognize and correctly interpret a potential threat activity and then to react proportion-
ately in a timely manner to close the final denial VSB. The design of the system is totally reliant on the
guard force having sufficient time to activate the VSB before the hostile vehicle reaches the final denial
VSB.

11.3.4.2 The design of the VACP should allow sufficient response time for vehicle access to be denied
when a threat is i ift ;i i - et —reqction
time (time for pefsonnel to react and activate the VSB), safety time (time for any signallization|and safe-
ty systems to opefrate, time for non-threat vehicles to safely stop prior to the VSB or proceed thHrough),
and VSB deploymlent time (time for the VSB to fully deploy in an emergency fast operate mode].

11.3.4.3 The combination of the reaction time, safety time, and VSB deployment time are signiificant
factors in the caldulations to determine the length of the response zone, sincethe hostile vehicle could
be accelerating aipd able to cover a long distance during that time. If the final'denial VSB is opefated in
the normally closed mode (i.e. with at least one active VSB in access denied position at all timef) the
response time cofild be zero.

°
A . C

°

°

e o o

e o o J

1T e

°

°

°

°

e
D O

°
Key
A active VSB (e.grisingarnrbarrier’ E——unprotected-zone
B security kiosk F  chicane
C  passive VSB (to define the approach to barrier A) G  variable distance (dependent on the distance,

speed and guard force response)

D  site/protected zone H  access control barrier

NOTE1 The layout given in this Figure is for illustrative purposes only and does not show approach road
layouts, traffic calming, search/screening facilities and/or rejection lanes, etc.

NOTE 2  Distance between access control barrier and active VSB depends on the assessed hostile vehicle transit
time and the time it takes to close the active VSB.

Figure 6 — Final denial VSBs
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When considering the effectiveness and viability of a VSB at a VACP, the threat that is to be mitigated as
well as the business needs and engineering constraints should be considered.

NOTE For example, if one of the attack scenarios is considered to be a tailgate attack, then a single line
of VSBs may not be considered effective as it is quite possible, depending on safety system setup, to tailgate
surreptitiously or aggressively a legitimate vehicle into a site.

Equally, if one of the objectives is to deter a hostile vehicle attack, then the final denial VSB may not be
considered suitable as a deterrent, ifitis regularly left in the open position to facilitate traffic throughput.

11.3.5 Traffic throughput

11.3.5.1 A traffic survey should be carried out to establish type of vehicles, type of drivers (visitors,

contractol
peak flow
least one ¥
unusual v
take into 3
foreign dr
vehicles e
to ensure
through a
the differe

11.3.5.2

S, authorized personnel, VIF, emergency services, plant, etc.), number of reje
times and number of vehicles per unit of time. Such a survey should be carrig
veek. Care should be taken to ensure that the survey is representativeand tal
plumes in traffic (i.e. summer vacations, events, construction traffic))The sury
ccount drivers who are unfamiliar to the site, those that have lostief misplacg
vers, and weather conditions as well as any potential local traffic‘constraints
tering or leaving a site. An estimate of long-term traffic projections should a
that any proposed system has long-term viability. Further"comparison of vehi
VACP should be measured and/or estimated to allow designers and specifier
nce in traffic flow of each VSB configuration.

Table 1 provides an example theoretical best case estimates of vehicle throug

VACP confligurations.

NOTE
transit tim

Vehicle and personnel search procedures‘can add a significant amount of time to
EeS.

Fted vehicles,

d out over at

kes into account
ey should also
bd their passes,
that could affect
so be carried out
cle transit times
5 to understand

hputs for various

individual vehicle

Table Il — Example of potential effect on traffic throughput for a number of djfferent VACP
configurations
VSB Estimated vehicle transit time |Vehicles per minute
seconds (£25 %) (#25 %)
Nothing 1 60
Visual pasp check (no VSB) 4 15
Hands-on pass check 8 7
Single line|of VSBs 19 3
Multi-vehirle‘interlocked VSBs 20 3
Single-vehtcteimtertocked VSBs 36 2
Final denial VSB 4to8 7 to 15

11.4 Safety issues

11.4.1 Regardless of category or type of active VSB, in the context of safety, active VSBs should be con-
sidered to be “machinery” and thus the system owners, designers, clients and installers have a duty of
care to design a safe environment in which people can work and/or transit on foot or in a vehicle. This
equally applies to manually operated active VSBs where the manual force to operate them may exceed
sensible or legal limits. Additionally, an inadequately secured or locked manually operated VSBs can
result in accidents.

NOTE

©1S0 2013

Active VSBs are subject to machinery and health and safety legislation.
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11.4.2 When designing an active VSB installation, consideration should be given to the types of drivers
using the system and their familiarity with the entrance or exit procedures and the operation of the VSB.

11.4.3 Safety requirements also differ depending on whether the VSB is situated in a controlled area,
or adjacent to public land. Always consider the possibility that a visitor or member of the public may
inadvertently or deliberately approach the VSB and put themselves at risk.

11.4.4 Consideration should be given to the types of vehicles that transit through a VACP. All forms of
traffic, whether a cyclist, motorcycle, car, lorry, plant or vehicle with trailer require different control
systems, safety systems and operating considerations. Also, consider whether signage and traffic signals
are suitable for all vehicle types as well as any inherent potential for injury due to the design of a VSB,
i.e. slippery surfaces, tyre traps.

bl and
romised

11.4.5 If for exa
their presence fol
as a result of dist

mple, a guard is operating the VSB manually or via a push button control pan
'ms part of the safety strategy, consider how safety and security may he'comp
ractions or concentration on other tasks or lack of vigilance.

11.4.6 The thredt assessment and potential attack scenarios should be revisited regularly to thke a re-

alistic view on th
less driver being

probable than an

have an impact o

b likelihood of a hostile attack versus the likelihood of a legitimate, consensus
nvolved in a collision with the VSB. It may be considered that an accident is f
attack. The safety systems deployed should reflect thisbut, in doing so, this s
the security requirements. This can be a difficult unidertaking when conside

I or care-
hI' more
hould not
ring site

b

11.4.7 In consid
vehicles that mig]
types of transpor

constraints and the numerous threat MOs.

itimate
fferent

bring safety systems for VSBs, it is extremely important to list the types of leg
1t be using the site in the future, as not all'safety systems are effective with di
[.

11.4.8 Where th
precautions need

Iditional
neation.

bre is a likelihood that pedestrians might be in close proximity to the VSBs, ac
to be taken to ensure their safety, such as segregation, channelization or deli

11.4.9 Advice should be sought from the VSB installer and/or client regarding safety systems] effective-

ness and reliability.

11.4.10 Safety systems and procedures include but are not limited to:

a) warning sigrls;

b) operator insfructions and procedures;

c) operator training;

d) user instruction signs;

e) road markings;

f) design of the control panel layout;

g) emergency stop buttons;

h) safety edges (i.e. used to protect people, vehicles or other obstructions from accidental injury or
damage);

i) photocells;

j) inductive road loops;

k) electronic interlocks;
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audible sounders;
flashing beacons or warning lights;
traffic lights;

guard rails and pedestrian screens;

security screws (i.e. a screw that requires specialist tools or techniques to remove legitimately) and

11.4.11 The number and type of safety systems is dependent on traffic type and frequency, VSB type,
risk of pedestrian injury, VSB speed of operation, environment in which the VSB is installed and level of

security rij

sk that ig nrrppmh]p

11.4.12 7]
machinery

11.4.13
be able to

11.4.14

consoles/
leaning ag
clear, simj

11.4.15
promised
thoroughl

here are standards, regulations and guidance notes on the safe design.and us
.

e of plant or

ome standards applicable to machinery also apply to VSBs. The clients and installers should

provide such information.

Llonsideration should be given to the layout and design éf push button control
control panels) to reduce the possibility of staff accidéntly operating a VSB, by
inst the console or depressing the wrong buttod, The design of the control p
le and intuitive to use.

Llonsider the potential need to override the'safety systems in the event they h

panels (control
b, for example,
anel should be

hve been com-

or failed. In doing so, ensure that the alternative means of operation is safe and has been

 risk assessed.

11.5 Tr

ining

As with ahy machinery, drivers, 0perators, technicians and owners should be traine
of the equipment. Regular refresher training should be scheduled to maintain the pr
security dquipment and provide for changes in threat or security protocols. This sh

throught
to formali
an active

can be th
signage req

euse ofthe VSB-operation, maintenance and technical manuals. Consideratid

zed training at the point of handover or when new operators are employed. U
VSB and its,éontrols, an inadequate design (active VSB and instructions) an
p cause of\accidents or an inadequate response to a security incident. Traf
quirements should be derived from local safety codes.

11.6 Ma

nténance, service and incpprtinn

d in the safe use
bper operation of
ould be achieved
n should be given
nfamiliarity with
d inattentiveness
fic signalling and

11.6.1 Active VSBs

11.6.1.1 Active VSBs require maintenance and servicing during their lifetime and this should be ad-
dressed when developing the business case for deploying such equipment. The serviceable lifetime of a
VSB and the maintenance regime employed depends on the type of VSB, type of drive mechanism, qual-
ity of the product, local environmental issues, the cost of a service contract and system spares, capability
of the service provider.
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11.6.1.2 Without addressing the requirement to not only having a maintenance contract but also a
response timeframe for rectifying VSB breakdowns, there is a risk that the VSBs might be left inoperable
for long periods of time. This could have an adverse affect on either traffic management or security. To
avoid these potential adverse effects contingency measures should be developed, documented and ex-
ercised prior to VSB implementation. Furthermore, in the period when the requirement for a system is
being developed it is critical that a system owner responsible for the VSB post commissioning is identi-
fied and engaged.

11.6.2 Passive VSBs

Passive VSBs should be inspected periodically for damage or tampering. Procedures should ensure that
non-fixed VSBs, such as planters, retain the correct spacing (e.g. <1 200 m at 600 mm above ground
level).

11.6.3 Adjacentworks

Where adjacent yorks take place to access underground services/utilities, foundatipns etc.[should be
reinstated corredtly and moveable VSBs put back correctly.

11.7 Control system

11.7.1 The control system should be assessed for whether:

a) asurface mounted control system ducting, inspection chambérs and VSB itself requires protection
against vehidle or manual attack;

b) emergency aftivation buttons are required, and whatfénctionality they should have;
c) inthe event ¢f a power failure, the system can stillbe operated, and how this is achieved;

d) a service failure between the access contrel device (e.g. push button or AACS), and the control
cabinet compromises the level of security;

e) the VSBis open or closed at its failsafe position or stays in the failed position;

f) safety or security is likely to be.cempromised if the VSB fails while moving between an| open and
closed positipn;

g) the control dnd hydraulic\systems require redundancy and resilience against a failur¢ of a VSB
connected to| other units:

11.7.2 The operating noise and the vibration of the VSB including the end of travel clunk shoyld be con-
sidered. Motors, pumps, drive systems, heating and cooling equipment and the mechanical opgration of
the VSB can generLrl.—Tl‘l—Fﬁl—]_]_ﬁ_l_h—m_b_a € potentially unacceptable NoiSe Ievels, particularly when situated in a built-up or

residential area.

12 Operational requirements
12.1 General
12.1.1 Introduction

12.1.1.1 An operational requirement (OR) is a statement of security needs based upon a thorough and
systematic assessment of the problems to be solved and the desired solutions.

12.1.1.2 To assess the ORs of a site, a proforma has been provided for a VSB OR in Annex A.
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12.1.1.3 There are effectively five stages of planning when defining objectives or ORs for security sys-
tems. These are:

a) Level 10R;

b) Level 2 OR;

c) technical specification;

d) system commissioning, validation training and handover;
e) lifetime operation (maintenance, service and spare parts).

12.1.1.4 The first three stages of 12.1.1.3 a) to c) are designed to progressively build the security re-

quiremen
these. The
minimum

12.1.1.5
mance Sp
be undere

12.1.1.6
the produ

NOTE
occupants,

12.1.2 Le

Thisisad
is given in

12.1.3 Le

12.1.3.1

These maj
curity pro
systems a
Level 2 OR
requires a

[he production of an OR, particularly the Level 2 OR helps organizations deve

stimated.

s in increasing detail. The fourth stage 12.1.1.3 d) is designed to assess delivg
fifth stage 12.1.1.3 e) instructs the person responsible for site and facilitiesS
requirements to ensure safe, secure and reliable operation of the VSB

cifications for security systems and therefore the importanceof completing

Stakeholders might include but not be limited. to site security managers, building
budget holders, facilities management, local-authorities and emergency services.

vel 1 OR

ocument that outlines requiréments based on the threat. A flowchart for Le
Figure 7.

vel 2 OR

[he production®fthe Level 1 OR helps define the security systems that need
 include CCTV, fencing, VSBs, AACSs, security lighting, intruder detection sys
cedures. There are multiple Level 2 ORs and they should be produced for eac
bplicable to the area to be protected in order to provide an integrated securit

Lével’2 OR for the VSB and might also require Level 2 ORs for CCTV, security

control and fencing
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7 solution. The
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12.1.3.2 A flowchart for a Level 2 OR for VSBs is given in Figure 8.

Define the threat

!

List and engage internal and external
stakeholders who have an
interest in any protective security
measures

!

Identify, list and rank the assets to be protected

(people, information, property, public trust, business)
and-the Ir_\nrir\r’i fhny are to he prnfnhfnd

!

Describe the
consequences if the asset
is compromised

!

Identify the boundary and area around
the assets to be protected

!

Establish the stand-off distance (blast.orphysical
separation) available from the_asset

(This will be based on the threat, vulnerability, permissible vehicle
penetration distance and the physical resilience of the asset)

:

Within the identified boundary list all areas
and why they-are or are not vulnerable
List them jmnorder of priority or security risk

!

Foreach area list the integrated protective
secufity measures that are likely to be required
(i.e. CCTV, VSBs, pedestrian barriers,
fences, lighting, perimeter or building intruder
detection system)

!

List, for each area of concern, various
possible outcomes and any constraints

!

Define the success criteria against which
the protective security measures are to be
measured, when implemented

NOTE This list is neither prioritized nor exhaustive nor should it necessarily be completed sequentially. It
acts as a guide only.

Figure 7 — Level 1 operational requirement (OR)
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Identify the area of concern and its
purpose (pedestrian or VACPs,
portions of a site or building perimeter)

Parked hostile vehicle
Encroachment
Define the period the area

is to be protected L Deception

Duress

Define the potential attack method .
. Penetrative

and vehicle threats

Undertake-a vehicle
Outline the VSB dynamigsyassessment (VDA)
requirement atidentified locatipn(s)
Identify legitimate access Determine if traffic calming (by way
(personnel and vehicle types) of horizontal deflections} is required

on the approach to the VSBs
Determine if speed [control
measures can be pfovided

Review traffic flow against

threats to be mitigated and For VACPs establish current
potential VSBs and potential fGture traffic
(imcluding non-motorized and volumes and flows

erpergency services vehicles)

List in detail all physical,
procedural and personnel
features that an adversary

might exploit from a
security perspectives

Develop attack/safety
scenarios
List success criteria
Undertake a security and
safety risk analysis

NOTE This list is neither prioritized nor exhaustive nor should it necessarily be completed sequentially. It
acts as a guide only.

Figure 8 — Level 2 operational requirement (OR)

12.2 Level 2 OR proforma

The Level 2 OR for hostile vehicle mitigation (HVM) purposes follows on from the Level 1 OR to provide
a more detailed picture of the HVM scenario and issues faced. The Level 2 OR can be used to investigate
both existing and proposed HVM measures and can highlight specific exploitable deficiencies that
require mitigation or management attention.

NOTE An example Level 2 OR proforma is given in Annex A.
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Annex A
(informative)

Level 2 operational requirement (OR) proforma

A.1 Document references

Location reference / title:

Issue number:

Issue date:

Document reference:

A.2 Level 1 OR references

Project referencg¢ / title:

Issue number:

Issue date:

Document reference:
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A.3 Level 2 OR references

Other Level 2 OR documents being produced in conjunction with Level 2 OR (12.1.3) should be indicated.

Pedestrian perimeter Physical delay (building |[PIDS (perimeter IDS (intruder detection

barrier construction) intruder detection sys- |system)
tem)
Access control CCTV Security lighting Mail'screening and
security

Infosec (ihformation
security)

A.4 Ard¢a of concern

The bounglary or area to pe-protected should be identified. Separate Level 2 OR report

s for each area of
concern should be produced.

Area (desgribe) Tick |Existing / proposed

Wide area|perimeter

Site perimpter

Building threshold

Asset protection

Vehicle access control point (VACP)

Emergency access point

A.5 Period of concern

The area of concern should be described, when it is at greatest risk.

thour(s) / day(s) / week(s)
:month(s)

:years(s)
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A.6 Vulnerabilities

A.6.1 General

The physical features, technology, processes and plans that could make the site vulnerable should be
identified; with an explanation of why they may reduce the effectiveness of HVM security. This work can
assist in the development of a security risk assessment. Considerations include:

a) location;

b) existing VSB

protection;

c) traffic management;

d) VACP;
e) guard-force;

f) procedures 3

nd plans.

Location

Tick

Vulnerability / comment

Land ownership

Rights of way

Neighbouring pro

perties

Distance from critfical asset (m)

Potential hostile v}

(e.g. footpaths, cy

chicle approach routes

le paths, grassland areas)

Topography

(e.g. cliff, car park
where vehicle accd

or adjoining building
ss is possible)

Critical services

(e.g. gas, electric,
tion)

vater, cooling, communica-

Existing VSB pro

fection

Tick

Vulnerability / comment

Type of VSB prote

Ction

Positioning or gap

S

Hostile vehicle im

hatGt rating

If yes, to what standard and rating?

If no, describe measures

Stand-off distance (from protected asset)

40
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Traffic management

Tick

Vulnerability / comment

Traffic inclusion / exclusion

Peak flow and traffic volumes

Proximity

to public highway

Queuing traffic

Vehicle parking (legitimate or otherwise)

Accident h

ot-spots (in close proximity that

may affect HVM measures or VACP layouts)

£ LVACD)

Vehicle ag

e 1 3
CCSSCOMTT OT poOTIITCvVIXGT

Type (sing

le line, interlock, final denial)

code, swip

Identificatfion/verification method (pin

e card, staff pass, etc.)

Closure m

bthod

Emergenc

7y override

Automatid

or manual system

Space for ¢

ueuing vehicles

Vehicle rej

ection capability

Vehicle pa
up / drop-

rking / waiting / queuing / pick-
off zones

Search reg
why, how)

ime (who, what, when, where,

Segregatic
traffic

n of vehicle and pedestrian
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A.6.3 Site vulnerabilities (2)

Guard-force

Tick

Vulnerability / comment

Guard-force presence

Armed guard-force

Over-watch guard-force

Location

Protection from blast

Protection from duress

Duties (control CCTV, access control,
Al

search, admin. etcp

Lines of sight

(e.g. physical obstruction, weather, vegeta-
tion)

Response to attack

Procedures and ]Plans

Tick

Vulnerability / comment

Change in threat alnd security response
level plan

Emergency procedures and plans

Traffic managemeht plan

Incident recovery plan

Procedural vulnerfabilities (identification,
search, rejection, ¢tc.)

A.6.4 Site vulperabilities (3)

Vulnerabilities injthe existing or proposed seetrity systems which can be integrated with HVM|measures

and could compr¢mise security or operational requirements should be identified.

Security measure

Tick

Vulnerability / comment

Pedestrian perimgter barriers

Physical delay (bujilding construction)

PIDS (perimeter illtruder deétection sys-
tem)

IDS (intruder detelction system)

Access control

CCTV

Security lighting

Mail screening and security

Information security

Existing HVM and traffic management
measures

Other (specify)

42
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A.7 HVM measure(s) function

A.7.1 General

The purpose and function of the proposed HVM measure(s) should be specified. The threat stated in the
Level 1 OR as well as the organization’s risk appetite can help clarify these functions, whether against
suicide vehicle-borne terrorism, robbery, burglary, vandalism or unauthorized access.

Purpose
(of proposed HVM measures)

Deter

Tick Comment

Delay
Disable
Stop

Function Tick Comment

Provide blpst stand-off

Control vehicle access

Mitigate epcroachment

Mitigate ppnetrative attack

Other (spdcify)
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A.7.2 Performance requirements - Attack scenarios

The attack to be mitigated should be identified through attack scenario development and analysis.

Attack scenarios

Tick

Parked - Vehicle-borne [ED (VBIED) in close proximity to the asset or perimeter

Encroachment (1) - Hostile vehicle negotiates through gaps in perimeter

Encroachment (2) - Surreptitious vehicle tailgate; vehicle follows closely behind a legitimate
vehicle while a VSB is open

Encroachment (3) - Aggressive vehicle tailgate; vehicle forces leading vehicle(s) out of the
way and drives through an open VSB

Penetrative (1) -{Single vehicle; rams through the perimeter or VSB line

Penetrative (2) { Sacrificial vehicle; rams through the perimeter or VSB to create a gap for
encroachment offa second hostile vehicle

Deception (1) - Hretence; vehicle occupants appear to have legitimate access (with.6r withou
use of formal identification)

Deception (2) - Halse identification / documentation

familiar to site

Deception (3) - Trojan vehicle; vehicle either stolen, purchased or modified to match vehicleg

Deception (4) - Unwitting mule; legitimate driver unknowingly delivers an IED or hostile
person(s) into site

Duress (1) - Guafd-force is forced to allow vehicle entry

to the site line

Duress (2) - Driyer (legitimate or otherwise) is forced te deliver an IED or hostile person(s)

Insider - Person

damaging HVM mneasures

with legitimate site access facilitates an attack, by either operating or

Tamper - Barrie
it

s are tampered with in order to operate, circumnavigate, damage or disable

Layered attack s

Cenarios — Using tworormore of the above attack MO

44
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A.7.3 Impact and performance requirement (hostile vehicle)

HVM measure(s) performance requirements under vehicle impact conditions should be stated.

Protection level

Provide minimum enforceable blast stand-off distance m
Hostile vehicle penetration distance (beyond the VSB datum line of the HVM measure) m
Maximum allowable dispersal of major debris (beyond the VSB datum line of the HVM

measure) m

The HVM’s resistance to blast

Threat Tick Impact angle (°) Impact speed (km/h)
Motorcycl

1500 kg chr [M1]
2 500 kg 4fx4 crew cab pick up [N1G]
3500 kg flat bed single cab [N1]

7 200 kg, 2-axle rigid day cab vehicle
[N2A, N2B|

7 200 kg, 2-axle rigid day cab vehicle
[N3C]

12 000 kg 2-axle rigid day cab vehicle
[N3D]

24 000 kg 3-axle rigid day cab vehicle
[N3E]

30 000 kgJ4-axle rigid day cab vehicle
[N3F]

Constructfon / plant (specify)

9%

Military (dpecify)
Other (spdcify)
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A.8 Performance requirement (normal operation)

A.8.1 General

The HVM measure(s)/VACP performance under normal site operating conditions should be stated.
Where possible, traffic volumes, by category, should be identified.

Legitimate site Tick Comment
users (i.e. users

allowed inside the
secure perimeter)

Asset owner
Landlord

Operator

Staff / employees

Guard-force

Visitors
VIPs

Post / deliveries

Waste disposal

Maintenance staff]

On-site contractoifs

Off-site contractor

wn

Taxi drivers

Emergency services

Other (specify)

46 © IS0 2013 - All rights reserved


https://iecnorm.com/api/?name=7d85da114ca88ca81255cf85f205d119

	Section sec_1
	Section sec_2
	Section sec_2.1
	Section sec_2.1.1
	Section sec_2.1.2
	Section sec_2.1.3
	Section sec_2.1.4
	Section sec_2.1.5
	Section sec_2.1.6
	Section sec_2.1.7
	Section sec_2.1.8
	Section sec_2.1.9
	Section sec_2.2
	Section sec_2.2.1
	Section sec_2.2.2
	Section sec_3
	Section sec_3.1
	Section sec_3.1.1
	Section sec_3.1.2
	Section sec_3.1.3
	Section sec_3.1.4
	Section sec_3.2
	Section sec_3.2.1
	Section sec_3.2.2
	Section sec_3.2.3
	Section sec_3.2.4
	Section sec_3.2.5
	Section sec_3.2.6
	Section sec_4
	Section sec_4.1
	Section sec_4.1.1
	Section sec_4.1.2
	Section sec_4.1.3
	Section sec_4.1.4
	Section sec_4.2
	Section sec_4.3
	Section sec_4.3.1
	Section sec_4.3.2
	Section sec_4.3.3
	Section sec_5
	Section sec_5.1
	Section sec_5.2
	Section sec_5.2.1
	Section sec_5.2.2
	Section sec_5.2.3
	Section sec_5.2.4
	Section sec_5.2.5
	Section sec_5.2.6
	Section sec_5.2.7
	Section sec_5.2.8
	Section sec_5.3
	Section sec_5.3.1
	Section sec_5.3.1.1
	Section sec_5.3.1.2
	Section sec_5.3.1.3
	Section sec_5.3.1.4
	Section sec_5.3.1.5
	Section sec_5.3.1.6
	Figure fig_1
	Section sec_5.3.2
	Section sec_5.3.3
	Section sec_5.3.3.1
	Section sec_5.3.3.2
	Section sec_5.3.3.3
	Section sec_5.3.3.4
	Section sec_5.3.3.5
	Section sec_5.3.3.6
	Section sec_5.3.3.7
	Section sec_5.3.3.8
	Section sec_5.3.3.9
	Section sec_5.3.4
	Section sec_5.4
	Section sec_5.4.1
	Section sec_5.4.2
	Section sec_6
	Section sec_6.1
	Section sec_6.1.1
	Section sec_6.1.2
	Section sec_6.1.3
	Section sec_6.2
	Section sec_6.2.1
	Section sec_6.2.2
	Section sec_6.2.3
	Section sec_6.2.4
	Section sec_7
	Section sec_7.1
	Section sec_7.1.1
	Section sec_7.1.1.1
	Section sec_7.1.1.2
	Section sec_7.1.1.3
	Section sec_7.2
	Section sec_7.2.1
	Section sec_7.2.1.1
	Section sec_7.2.1.2
	Section sec_7.2.1.3
	Section sec_7.2.2
	Section sec_7.2.3
	Section sec_7.2.4
	Section sec_7.3
	Section sec_7.4
	Section sec_7.4.1
	Section sec_7.4.2
	Section sec_7.4.3
	Section sec_7.5
	Section sec_7.5.1
	Section sec_7.5.1.1
	Section sec_7.5.1.2
	Section sec_7.5.1.3
	Section sec_7.5.2
	Section sec_7.5.3
	Section sec_7.5.4
	Section sec_7.5.5
	Section sec_7.5.6
	Section sec_7.5.6.1
	Section sec_7.5.6.1.1
	Section sec_7.5.6.1.2
	Section sec_7.5.6.2
	Section sec_7.5.6.2.1
	Section sec_7.5.6.2.2
	Section sec_7.5.6.2.3
	Section sec_7.5.6.3
	Section sec_7.5.7
	Section sec_8
	Section sec_8.1
	Section sec_8.2
	Section sec_8.3
	Section sec_8.4
	Section sec_8.5
	Section sec_8.5.1
	Section sec_8.5.2
	Section sec_8.5.3
	Section sec_8.5.4
	Section sec_9
	Section sec_9.1
	Section sec_9.2
	Section sec_9.3
	Section sec_9.4
	Section sec_9.4.1
	Section sec_9.4.2
	Section sec_9.5
	Section sec_10
	Section sec_10.1
	Section sec_10.2
	Section sec_10.3
	Section sec_10.3.1
	Section sec_10.3.2
	Section sec_10.3.3
	Section sec_10.3.4
	Section sec_10.4
	Section sec_10.4.1
	Section sec_10.4.1.1
	Section sec_10.4.1.2
	Section sec_10.4.1.3
	Section sec_10.4.2
	Section sec_10.4.2.1
	Section sec_10.4.2.2
	Section sec_10.4.2.2.1
	Section sec_10.4.2.2.2
	Section sec_10.4.2.2.3
	Section sec_10.5
	Section sec_10.5.1
	Section sec_10.5.1.1
	Section sec_10.5.1.2
	Section sec_10.5.1.3
	Section sec_10.5.1.4
	Section sec_10.5.1.5
	Section sec_10.5.2
	Section sec_10.5.2.1
	Section sec_10.5.2.2
	Section sec_10.5.2.3
	Section sec_10.5.3
	Section sec_10.5.3.1
	Section sec_10.5.3.1.1
	Section sec_10.5.3.1.2
	Section sec_10.5.3.1.3
	Section sec_10.5.3.1.4
	Section sec_10.5.3.1.5
	Section sec_10.5.3.1.6
	Section sec_10.5.3.1.7
	Section sec_10.5.3.1.8
	Section sec_10.5.3.1.9
	Section sec_10.5.3.2
	Section sec_10.5.3.2.1
	Section sec_10.5.3.2.2
	Section sec_10.5.3.2.3
	Section sec_10.5.4
	Section sec_10.5.4.1
	Section sec_10.5.4.2
	Section sec_10.5.5
	Section sec_10.5.5.1
	Section sec_10.5.5.1.1
	Section sec_10.5.5.1.2
	Section sec_10.5.5.2
	Section sec_10.5.5.2.1
	Section sec_10.5.5.2.2
	Section sec_10.5.5.3
	Section sec_10.5.5.3.1
	Section sec_10.5.5.3.2
	Section sec_10.5.5.3.3
	Section sec_10.5.5.3.4
	Section sec_10.5.5.3.5
	Section sec_11
	Section sec_11.1
	Section sec_11.1.1
	Section sec_11.1.2
	Figure fig_2
	Section sec_11.2
	Section sec_11.2.1
	Section sec_11.2.2
	Section sec_11.2.2.1
	Section sec_11.2.2.2
	Table tab_a
	Figure fig_3
	Section sec_11.2.3
	Section sec_11.2.3.1
	Section sec_11.2.3.2
	Section sec_11.3
	Section sec_11.3.1
	Section sec_11.3.1.1
	Section sec_11.3.1.2
	Section sec_11.3.2
	Table tab_b
	Figure fig_4
	Section sec_11.3.3
	Section sec_11.3.3.1
	Section sec_11.3.3.2
	Section sec_11.3.3.3
	Table tab_c
	Figure fig_5
	Section sec_11.3.4
	Section sec_11.3.4.1
	Section sec_11.3.4.2
	Section sec_11.3.4.3
	Table tab_d
	Figure fig_6
	Section sec_11.3.5
	Section sec_11.3.5.1
	Section sec_11.3.5.2
	Table tab_1
	Section sec_11.4
	Section sec_11.4.1
	Section sec_11.4.2
	Section sec_11.4.3
	Section sec_11.4.4
	Section sec_11.4.5
	Section sec_11.4.6
	Section sec_11.4.7
	Section sec_11.4.8
	Section sec_11.4.9
	Section sec_11.4.10
	Section sec_11.4.11
	Section sec_11.4.12
	Section sec_11.4.13
	Section sec_11.4.14
	Section sec_11.4.15
	Section sec_11.5
	Section sec_11.6
	Section sec_11.6.1
	Section sec_11.6.1.1
	Section sec_11.6.1.2
	Section sec_11.6.2
	Section sec_11.6.3
	Section sec_11.7
	Section sec_11.7.1
	Section sec_11.7.2
	Section sec_12
	Section sec_12.1
	Section sec_12.1.1
	Section sec_12.1.1.1
	Section sec_12.1.1.2
	Section sec_12.1.1.3
	Section sec_12.1.1.4
	Section sec_12.1.1.5
	Section sec_12.1.1.6
	Section sec_12.1.2
	Section sec_12.1.3
	Section sec_12.1.3.1
	Section sec_12.1.3.2
	Figure fig_7
	Figure fig_8
	Section sec_12.2
	Annex sec_A
	Annex sec_A.1
	Annex sec_A.2
	Annex sec_A.3
	Annex sec_A.4
	Annex sec_A.5
	Annex sec_A.6
	Annex sec_A.6.1
	Annex sec_A.6.2
	Annex sec_A.6.3
	Annex sec_A.6.4
	Annex sec_A.7
	Annex sec_A.7.1
	Annex sec_A.7.2
	Annex sec_A.7.3
	Annex sec_A.8
	Annex sec_A.8.1
	Annex sec_A.8.2
	Annex sec_A.9
	Annex sec_A.10
	Annex sec_A.11
	Annex sec_A.12
	Annex sec_A.13
	Annex sec_A.14
	Annex sec_A.15
	Annex sec_B
	Annex sec_B.1
	Annex sec_B.2
	Table tab_z
	Annex sec_B.3
	Annex sec_B.4
	Table tab_aa
	Annex sec_C
	Annex sec_C.1
	Annex sec_C.2
	Table tab_ab
	Reference ref_1
	Reference ref_2
	Reference ref_3
	Reference ref_4
	Reference ref_5
	Reference ref_6
	Reference ref_7
	Reference ref_8
	Reference ref_9
	Reference ref_10
	Reference ref_11
	Reference ref_12
	Reference ref_13
	Reference ref_14
	Reference ref_15
	Reference ref_16
	Reference ref_17
	Reference ref_18
	Reference ref_19
	Reference ref_20
	Reference ref_21
	Reference ref_22
	Reference ref_23
	Reference ref_24
	Reference ref_25
	Reference ref_26
	Reference ref_27
	Reference ref_28
	Reference ref_29
	Reference ref_30
	Reference ref_31
	Reference ref_32
	Reference ref_33
	Reference ref_34
	Reference ref_35
	Reference ref_36
	Reference ref_37
	Reference ref_38
	Reference ref_39
	Reference ref_40
	Reference ref_41
	Reference ref_42
	Reference ref_43
	Reference ref_44
	Reference ref_45
	Reference ref_46
	Foreword
	Introduction
	1	Scope
	2	Introduction to hostile vehicle mitigation
	2.1	General
	2.2	Selection of a VSB
	3	The threat
	3.1	Identify and quantify the threat
	3.2	Duration of deployment
	4	Assets
	4.1	Identification of the critical assets
	4.2	Identification of stakeholders
	4.3	Consideration of collateral damage
	5	Site assessment
	5.1	Review of existing security arrangements
	5.2	Site survey
	5.3	Civil works
	5.4	Traffic survey
	6	Site design
	6.1	Traffic management
	6.2	Aesthetics
	7	VSB performance
	7.1	Impact performance
	7.2	Vehicle speed
	7.3	Impact angle
	7.4	Vehicle penetration distance and major debris distance/coordinates
	7.5	Operational performance
	8	Procurement strategy
	8.1	General
	8.2	Availability and maintenance of the VSB
	8.3	Quality
	8.4	Cost
	8.5	Commissioning and handover
	9	Deployment and removal
	9.1	Highway/local authority approval
	9.2	Logistics of deployment
	9.3	Installation
	9.4	Lifting and placement
	9.5	Removal considerations
	10	Types of VSB
	10.1	General
	10.2	Passive VSBs
	10.3	Active VSBs
	10.4	Examples of passive VSBs
	10.5	Examples of active VSBs
	11	Active VSBs
	11.1	General
	11.2	Categories of active VSBs
	11.3	Layout of active VSBs at VACPs
	11.4	Safety issues
	11.5	Training
	11.6	Maintenance, service and inspection
	11.7	Control system
	12	Operational requirements
	12.1	General
	12.2	Level 2 OR proforma
	Annex A
(informative)

Level 2 operational requirement (OR) proforma
	Annex B
(informative)

Design method
	Annex C
(informative)

Modifications to the VSB
	Bibliography

