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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of document should be noted. This document was drafted in accordance with the editorial rules of the 1ISO/
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Introduction

Artificial intelligence (Al) techniques have been applied in domains and markets such as health care,
education, clean energy and sustainable living. Despite being used to enable systems to perform automated
predictions, recommendations or decisions, Al systems have raised a wide range of concerns. Some
characteristics of Al systems can introduce uncertainty in predictability of Al system behaviour. This can
bring risks to users and other persons. For this reason, controllability of Al systems is very important.
This document is primarily intended as a guidance for Al system design and use in terms of controllability

realization

and enhancement.

Controllability characteristics (see Clause 6) and principles of Al systems are identified in this document.
This document describes the needs of controllability in a domain-specific context and strengthens the

understan
supporting]

Automated
external c(
systems ra
or controll
satisfied by
each stage
controllabi

ing of an Al SysStem's controllability. Controilability 1S an important fundamental ch
Al systems’ safety for users and other persons.

systems as described in ISO/IEC 22989:2022, Table 1 can potentially use:Al. Thg
ntrol or controllability is an important characteristic of automated systems. Het
nge over a spectrum from no external control to direct control. The degree of exter
hbility can be used to guide or manipulate systems at various levels®f automation. 1
 the use of controllability features (see Clause 7) or by taking specific preventive act
bf the Al system life cycle as defined in ISO/IEC 22989:2022, Clause 6. This document 1
ity by a controller, that is a human or another external agent. {t@éscribes controllabil

(what and how), but does not presuppose who or what is in charge of the controlling.

Unwanted

any extern
state obser]
can be cong

Ideally, the
complexityj

can exist o}
transfer pr

The effecti
the control
controllabi

Consequences are possible if an Al system is permitted to make decisions or take actig
il intervention, control or oversight. To realize controllability (see Clause 8), key poinf]
vation and state transition are identified. The exact'points where transfer of contro
idered during the design and implementation ofan Al system.

transfer of control for an intervention ‘occurs within reasonable time, space, §

racteristic

> degree of
eronomous
nal control
[his can be
ons within
efers to the
ty features

ns without
s of system
is enabled

bnergy and

limits, with minimal interruption to the“Al system and the external agent. Stakeholders can
consider the cost of control transfer (see 6.9) of automated Al systems. Uncertainty during cont

1 the Al system and the external agent sides. Thus, it is important to carefully design
hcesses to remove, minimize, or mitigate uncertainty (see 6.8) and other undesired cor

veness of control can be tested. Such testing takes into account the design and devg
transfer. This calls for ptinciples and approaches for validation and verification of |
ity (see Clause 9).

ol transfer
the control
sequences.

lopment of
Al systems’
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Information technology — Artificial intelligence —
Controllability of automated artificial intelligence systems

1 Scope

This document specifies a basic framework with principles, characteristics and approaches for the

realization
The followi
— stateo
contro
reactig

verific

andenhancementforautomated-artifictatintetigence {Absystems-controtabitity:
ng areas are covered:
bservability and state transition;
transfer process and cost;
n to uncertainty during control transfer;

htion and validation approaches.

This docunjent is applicable to all types of organizations (e.g. commeteial enterprises, governme

not-for-pro

2 Norm

fit organizations) developing and using Al systems duriag'their whole life cycle.

ative references

The following documents are referred to in the text in such a way that some or all of their content

requireme
the latest e

ISO/IEC 22
terminolog)

ISO/IEC 23

3 Term

For the pur
following a

[SO On

ts of this document. For dated referencesyonly the edition cited applies. For undated
dition of the referenced document (including any amendments) applies.

989:2022, Information technology & Artificial intelligence — Artificial intelligence c(
y

D53, Framework for Artificigl\Intelligence (Al) Systems Using Machine Learning (ML)

5 and definitions

poses of this ddcument, the terms and definitions given in ISO/IEC 22989, ISO/IEC 23

pply.
[SO and [E( maintain)terminology databases for use in standardization at the following addressq

line browsing platform: available at https://www.iso.org/obp

t agencies,

constitutes
references,

ncepts and

53 and the

«

IEC El

3.1
ontology
conceptual

[SOURCE: I
3.2

ctropediaravaitable at https//www.electropedia-org/

isation of a domain

SO/IEC 5392:2024, 3.9]

knowledge representation
process that designs and constructs symbolic systems (3.9), rules, frameworks, or other methodologies used
to express knowledge which machines can recognize and process

[SOURCE: I

SO/IEC 5392:2024, 3.18]
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knowledge computing
process that obtains new knowledge based on existing knowledge and their relationships

[SOURCE: ISO/IEC 5392:2024, 3.28]

3.4

knowledge fusion
process that merges, combines and integrates knowledge from different resources into a coherent form

[SOURCE: ISO/IEC 5392:2024, 3.21]

3.5

h

control, ve
<controllal
taking corr

[SOURCE: I

3.6
controller
authorized

Note 1 to en

3.7
disengage
control di

process whiere a controller (3.6) releases a set of control points (3.16)

3.8
engageme
control en
process w

Note 1toe
about the tr

39
system
arrangeme
constituent

Note 1 to en|

Note 2 to en|
(e.g. aircraf
aircraft), th

I
ry: Besides taking over a set of control points, an engagement of control can also include a

ility>in engineering, the monitoring of system output to compare with expected
ective action when the actual output does not match the expected output

50/IEC/IEEE 24765:2017, 3.846.1]

human or another external agent that performs a control

[ry: A controller interacts with the control points of an Al system.

ment of control
engagement

ht of control
gagement
re a controller (3.6) takes over a set of control points (3.16)

hnsfer of control to a controller.

ht of parts or elements. that together exhibit a stated behaviour or meaning that th¢
s do not

Lry: A system is Semetimes considered as a product or as the services it provides.
try: In practice, the interpretation of its meaning is frequently clarified by the use of an asso

system). Alternatively, the word “system” is substituted simply by a context-dependent s}
ugh/this potentially obscures a system's principles perspective.

Note 3 to entry”A complete system includes all of the associated equipment, facilities, material, computgd

putput and

onfirmation

individual

ciative noun
nonym (e.g.

I programs,

firmware, technical documentation, services, and personnel required for operations and support to the degree
necessary for self-sufficient use in its intended environment.

[SOURCE: ISO/IEC/IEEE 15288:2023, 3.47]

3.10

system state

state

one of several stages or phases of system operation

Note 1 to entry: A system state is represented by related internal parameters and observable characteristics.

[SOURCE: ISO 21717:2018, 3.3, modified states as state]

© ISO/IEC 2024 - All rights reserved
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3.11

system state stability

stable system state

degree to which a system’s parameters and observable characteristics remain invariable during a specified
period of time or another dimension such as space

Note 1 to entry: Invariableness can be defined by means of a variableness tolerance based on business requirements.

Note 2 to entry: When leaving a stable system state, the system’s parameters or observable characteristics change,
regardless of whether the next stable state is safe or unsafe, when the system (3.9) enters an unstable system state.

Note 3 to entry: A system (3.9) can be described as stable, if the system is in a stable state.

3.12
safe state
state (3.10) that does not have or lead to unwanted consequences or loss of control

3.13
unsafe stafe
state (3.10) that is not a safe state (3.12)

Note 1 to enfry: Uncertain states are a subset of unsafe states.

3.14
failure
loss of ability to perform as required

[SOURCE: IEC 60050-192:2015, 192-03-01, modified — notes to-entry have been deleted.]

3.15
success
simultanedus achievement by all characteristics of required performance

[SOURCE: IF0 26871:2020, 3.1.62]

3.16
control pojnt
part of the jnterface of a system (3.9) where controls can be applied

Note 1 to enfry: A control point can be-afunction, physical facility (such as a switch) or a signal receiving $ubsystem.

3.17
span of control
subset of cgntrol points, upon which controls for a specific purpose can be applied

3.18
interface
means of iffteraetion with a component or module

3.19
transfer of control

control transfer

process of the change of the controller (3.6) that performs a control over a system (3.9)

Note 1 to entry: Transfer of control does not entail application of a control, but it is a handover of control points of the
system interface between agents.

Note 2 to entry: Engagement of control and disengagement of control are two fundamental complementary parts of
control transfer.

© ISO/IEC 2024 - All rights reserved
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finite state machine

FSM

computational model consisting of a finite number of states (3.10) and transitions between those states,

possibly wi

th accompanying actions

[SOURCE: ISO/IEC/IEEE 24765:2017, 3.1604]

3.21

system state transition

transition

process in that a system (3.9) changes from one state (3.10) to another state or to the same state

Note 1 to en
[SOURCE: I
3.22

cost of control

resources §
Note 1 to en
Note 2 to en

3.23

test completion report

test summ)
report that|

[SOURCE: I

3.24
process
set of inter

[SOURCE: I

3.25
function

defined obijfective or characteristic action of a system (3.9) or component

[SOURCE: I
3.26

functionaliity

capabilitieq
provided b

At e e | 1 1) At H daalao o | M N 43 £
1y. LA LHAIISITIVIT LART O PIdLT VWIITIT A4 CULTUILIVIT IS SAatlolitu, uu,luulus alIl' TIICT VUTILIUIT IT UIIT a LU

50/IEC 11411:1995, 2.2]

pent and associated external effects by performing control over an ALsystem
[ry: Resources include time, space, energy, material and any other consumable items.

[ry: External effects include all possible effects and side effects of control, e.g. environment cH

ary report
provides a summary of the testing that was perfermed

50/IEC/IEEE 29119-1:2022, 3.87]

related or interacting activities thattransform inputs into outputs

50/IEC/IEEE 15288:2023, 3.27]

50/1EC/IEEE 24765:2017, 3.1677.1]

of the various computational, user interface, input, output, data management, and oth
 a product

[SOURCE: I

BOAEC/IEEE 24765:2017, 3.1716.1, modified — Note 1 to entry has been removed.]

3.27
functional

safety

troller.

ange.

er features

part of the overall safety relating to the EUC (Equipment Under Control) and the EUC control system that
depends on the correct functioning of the E/E/PE (Electrical/Electronic/Programmable Electronic) safety-
related systems (3.9) and other risk reduction measures

[SOURCE: IEC 61508-4:2010, 3.1.12]

3.28

system state observation
observation

act of meas

uring or otherwise determining the value of a property or system (3.9) state

© ISO/IEC 2024 - All rights reserved
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transaction
set of related operations characterized by four properties: atomicity, consistency, isolation and durability

[SOURCE: ISO/IEC TR 10032:2003, 2.65, modified — Note 1 to entry has been removed.]

3.30

atomic operation
operation that is guaranteed to be either performed or not performed

3.31
out of cont

rol state

unsafe state (3.13) in which the system (3.9) cannot listen for or execute feasible control instructions

Note 1 to en
defection, rd

4 Abbr¢

Al al

ML m

5 Overy

5.1 Cong

Controllabillity is the property of an Al system which allows a controller to intervene in the functi

Al system.
provide ter

a)

ISO/IE
b) Al syst
that is
provid
does n
sense 4
same V
stage,
for fur

Al syst
ISO/IE

Al concepts and terminology: This document inherits the definition of controllak

[ry: The reasons for out of control state include but are not limited to communication interrup
source limitation and security.

bviations

tificial intelligence

achine learning
riew
ept of controllability of an Al system

Che concept of controllability is relevant to the following areas for which Internationa
minology, concepts and approaches for Al'systems:

C 22989;

em trustworthiness: ISO/IEC TR 24028 describes controllability as a property of ar
helpful to establish trust: Controllability as described by ISO/IEC TR 24028 can be ¢
ng mechanisms by which an operator can take over control from the Al system. ISO/IE
pt provide a definition.for controllability. Controllability in this document is used i
s in ISO/IEC TR 24028. A controller in the context of this document can be a human
Vith the philosophy in ISO/IEC TR 24028. When an Al system is in its operation and
| human can be i the loop of control, deciding control logics and providing feedback to
her action;

em quality model: ISO/IEC 25059 describes user controllability as a sub-characteristic
C 25059 emphasizes the interface of an Al system, which enables the control by a contf

tion, system

ning of the
Standards

ility from

Al system
chieved by
CTR 24028
h the same
This is the
monitoring
the system

bf usability.
oller, while

the corj

trolability defined in this document is more about the functionalities that allow for ¢

ontrol;

d)
1)

Al system functional safety: ISO/IEC TR 5469 uses the term control with two different meanings:

Control risk: This meaning refers to an iterative process of risk assessment and risk reduction. The

term control belongs to the context of management. This meaning differs from the use of control in

thi
2)

s document;

Control equipment: This meaning refers to the control of equipment as well as the needs of control

by equipment that has a certain level of automation. This meaning of control in ISO/IEC TR 5469 is
consistent to the use of control in this document;

Al risk management: ISO/IEC 23894[12] uses the term control in the context of organization management,

meaning the ability of an organization to influence or restrict certain activities identified to be risk
sources. This meaning is different from the meaning of control or controllability in this document;

© ISO/IEC 2024 - All rights reserved
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f) Al system using machine learning: The meaning of control in this document is the same as the meanings
in [SO/IEC 23053, where reinforcement learning is described as an approach to realize control purpose.
In the context of this document, an external agent can make use of reinforcement learning to realize

control logic.

Based on the definition of controllability in ISO/IEC 22989:2022, 3.5.6, an Al system does not control itself
but is controlled by an external agent. In this document, an Al system that has realized controllability
functionalities is regarded as a system of systems. It is composed of a system realizing Al and a system
realizing controllability. The latter is defined as an external agent in ISO/IEC 22989. This concept is applied
in this document.

Controllability can be important for Al systems whose underlying implementation techniques cannot provide
full explainability or verifiable behaviours. Controllability can enhance the system’s trustworthiness,
including ifS Teliability and functional salety.

No matter
agent can ¢

The design
stage of thd

the automation level of an Al system, controllability of an Al system is importat;)so
nsure that the system behaves as expected and to prevent unwanted outcomes,

and implementation of controllability of an Al system can be considered and perforr
Al system life cycle defined in ISO/IEC 22989:2022, Clause 6.

Controllabillity is a technical prerequisite of human oversight of an Al system, so that the hum

interface c
be conside
societies.

in be technically feasible and enabled. The design and implementation of controllab
‘ed and practiced by stakeholders of an Al system that can-imipact users, the envirg

Controllability of an Al system can be achieved if the following tw© conditions are met:

The sy
contro

The sy
transit

5.2 Systs

In a systen]
lead to diff
observable

A system c
continuous
least the fo

All staf

stem can represent its system states (e.g. internal'\parameters or observable characte
ler such that the controller can control the system.

stem can accept and execute the control instructions from a controller, which causes s
jons.

e state

, interacting elements can exchange data and cooperate with each other. These inter
brent sets of values for the System’s internal parameters and consequently can result
characteristics.

hin have several different states. The different states of a system can indicate a mappil
parameter space_to a discrete state space. When designing the different states of g
lowing recommendations apply:

es are meaningful to the system’s business logic.

The duration of a state is sufficient so that tests and specific operations against the state can

A statd

hn external

ned in each

in-machine
lity should
nment and

ristics) to a

ystem state

hctions can
in different

g from the
system, at

be made.

issobservable by qualified stakeholders, via technical means, such as system logging

debugging

and breakpoints, etc.

Entry i

nto a state is possible via a set of defined operations on the system.

The states of an Al system can be identified during the design and development stage in the Al system
life cycle as described in ISO/IEC 22989:2022, Figure 3. The identification of the states of an Al system is
important for the implementation of controllability and can therefore affect the trustworthiness of the Al
system. According to the results of the design and development stages, the states of an Al system can be
organized into the following three categories:

safe and unsafe;

— operating or failing to operate as specified;

© ISO/IEC 2024 - All rights reserved
6


https://iecnorm.com/api/?name=d62f43a799aff80a426b9a5fc334b4bc

ISO/IEC TS 8200:2024 (en)

— any other kind of categorizations meaningful to system operation, test and maintenance.

A system can be in a safe state but fail to operate as specified. A system can also be in an unsafe state yet still
operate as specified. Successful operation does not always correspond to safe states and failure to operate
does not always correspond to unsafe states. Success and failure depend on system design and development

for handlin

EXAMPLE

g internal transitions within and between safe and unsafe states.

In a financial service, an Al system is used to evaluate credit applications. The approv

al operation

against a loan is blocked by the Al system component and consequently failed because of an erroneously predicted
credit repayment risk. Such failure of the Al system to operate as specified does not mean that the system entered into

an unsafe st

ate.

5.3 System state transition

5.3.1 Tai

The systenp state transition target is a finite subset of the system’s possible states which are

by stakeho
during des

validation dluring system testing.

The impler]
system to
identified H

Complg
entirel
an Al 3
output

Stabilit
This at]
the-log

5.3.2 Criteria of system state transition

Target stat

extern
— autom{
— forced

Two types

a suffig

rget of system state transition

ders according to a set of requirements. The system state transition target’should b
gn and development and the transitions to a target state should be subjéct to verif

reach a specified target state. The following attributes of thelihtended target statg
y the designers, developers, managers, users and any other'stakeholders of the Al sys

bteness of the states of an Al system can be checked. States that are not noticed or
y identified can exist during the design and development stage. This is particularly thg
ystem is implemented by certain approaches, suc¢h)as deep learning. As a deep learn
universe cannot be entirely determined in advarice, unidentified states can always ex

y of the states of an Al system should meet theé requirements about control and state o
tribute is important for the systems whicli-are designed to be controlled by human, af
p mechanisms are applied to prevent hazards.

bs should be reachable underteertain circumstances via actions. Actions can include:
hl control via system-defined operations;

ited state transitiontby the system itself, if defined conditions are met;

state transition'by an external event.

bf conditiens can be considered for cause system state transition:

ient’condition that by itself causes the transition to take place as long as the conditior

a neces

acceptable
b identified
ication and

nentation and enhancement of controllability of an Al systemy depends on the ability of an Al

should be
tem:

hard to be
case when
ing model's
ist;
bservation.
human-in-

1 is met;

sary condition thatis rnqnirnd tobe met for the state transition to take plqr‘p

The satisfaction of a necessary condition does not by itself guarantee the transition happens.

5.3.3

Process of system state transition

Once triggered, a system state transition can occur. Al systems’ state transition processes can differ.
Common subprocesses of a state transition can be identified. A system state transition process contains up
to two subprocesses:

a) Launching: After the condition of a trigger is met, a system can have a set of internal operations
launched according to configurations or implementations of business logic. Such operations can include
invocation of functions, adjustments on system parameters, resources allocation or deallocation, and
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other actions that the system can take internally in order to reach its defined next state. A launching
subprocess can be brief and difficult to capture or even record, depending on a system’s state definitions
and implementations.

EXAMPLE1  Adeeplearningtraining process completes and the change of model parameters in memory stops.
Based on the training configuration, the persistence of that model can be triggered. Correspondingly, the system’s
state transits from model training to model persisting. For this, necessary functions (e.g. write data to disk) are
invoked and resources (space on disk) are allocated.

Adaptation: An Al system state transition can change the environment where that system works in
or objects on which it operates. As a consequence, such environments and objects can react to the Al
system. These reactions can lead to an unstable adaptation period in which the system adjusts internal
parameters to enter an intended state. An adaptation subprocess is not a necessity that every system

state transition-process—contains:
EXAMPLE 2  An Al-based vehicle system automatically transits its state from low speed to high speed. As the
vehicle |speeds up, the resistance (from ground, air, etc.) and running stability can change\Te cope with this,

paramdters in subsystems (such as electronic stability program) can be adjusted. Once the ‘target state (high
speed) |s reached, the adjustment approaches applied in the adaptation subprocess canbe.stopped.

5.3.4 Effpcts

The effects|of an Al system state transition can include the current state ofthe’system or an additional set of

actions nedded to be taken by the system or its controller. There can betweo types of effects:

a) For sugcessful state transition: When a system successfully transits to the expected state, the system
can function as specified and is prevented from entering a hazardous state.

b) Forunguccessful state transition: When a system fails tofransit to the expected state, it can He guided to
revert fo the original state by configured operations.orparameters (e.g. system reset). The system can
then retry the requested state transition or stay in‘the original state. For this, extra time, pperations,
power pnd other resources can be necessary.

5.3.5 Side effects

Side effectd
where a sy
environme
reverse sid
processing

5.4 C(Clos

In a closed
the combin
current an
system. Co}

5tem is operating or to the objects on which the system operates. Not all changes tq
ht or objects operated on by a system can be recovered to their original state. The
e effects should be carefully considered when using Al systems in domains such

and manufacturing.

ed-loop and epen-loop systems

loop systemy; the output is fed back to the input of the system, where control is det
ation of{ system input and feedback (e.g. the control to an air conditioner is subject
1 target*temperatures). In an open-loop system, the output is not fed back to the i
1trolis subject to the instructions issued by a controller rather than the output of the §

aTVonlya

can emerge following a system.state transition and can lead to the changes to the efivironment

a system's
inability to
hs material

brmined by
to both the
hput of the
ystem (e.g.

ccepts and responds to a control signal rather to the results of previous controls).

System state observation measures the appropriate system parameter values or system appearance. It can
be achieved via either system outputs or observation or based on analysis of system parameters without
output. This document does not treat closed-loop and open-loop separately and does not impose specific
settings to the approaches via which the system states are observed. It also does not impose specific settings
to the approaches via which the system states are observed.
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6 Characteristics of Al system controllability

6.1 Control over an Al system

Control over an Al system can help to conduct the intended business logic and to prevent the system from
causing harm to stakeholders. At least the following two ways exist to realize the controllability of an Al system:

— Use the facilities designed and implemented for the purpose of control;

— Take advantage of the functional operations (they are not specifically designed and implemented for
control but can be used for the purpose of control).

Control over an Al system is effective if at least the following are satisfied:

— Contro|l is conducted when the system can be controlled for a specific purpose with acegptable side
effects

— Controll is conducted via a correct span of control based on control points provided-by the system.

— Control works as intended.

Controller

O
A

control state state observation
observation’ \ Observation

Al system| Receive control Check Show / m
instructions arameters eturn signal beh E,W

T <<mclude>>\ <<1nclude>> <<inclulde>>

Control
points

System
interface

Receive control
instructions by
physical facilities

I
Receiv:e contrel
instructions.by
receiving signals
\

|
Receive control
instructions by
invoking funqtions
|

physical facnhtles

AY ~ - I.
\ DR \ | I
\ | .
<<mclude>> <<1nclude>> <<1nclude>>i <<include>> / <<1nclude>>ll
77777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777777 .
. | I 1 |
Business og1c Start/stop a Set parameters to a ! i i ! : !
impleme tatlons workflow: workflow I' Ll | : ;
\ I [ | |
| i ' N | i L
| . \ ! L lud | | ! |
! <<includg>> T <<mclude>>\ Il |<<include>> | | | ;
| ,' N ‘ i L
| [ | |
i tart/ stop an Al Set parameters to an Al . Return | |
Al functidnalities p i I I i
! functlonahty functlonall ,' | i parameters ,l : |
I | I I
! | P / ,l L
I / I I I
| <<1nclude>>| <<mclude>> / i | <3<1nclude>> ,l l i
; 1
X I I | I
'y I
s |
-
I
I
I
I
1
I
I

Computirlg Start / stop STtart / Stop ‘ Keturn rrov1qe Act ‘
resources and
computin Set parameters hysical actio ‘ arameters signals hysicall
| |
Control function implementations i State observation implementations i

NOTE1 The span of control represented in the diagram is an example. Each specific control can correspond to its
intended span of control that is configured, selected and used.

NOTE2  See ISO/IEC 19505-1[2] for details on the notations in this diagram. The human body notation in Figure 1
does not mean that it is necessarily a human.

Figure 1 — Use case diagram with examples of an Al system under control
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Figure 1 shows a use case diagram as an example of an Al system under control:

a) For a specific purpose of control, a controller can observe system states and issue control instructions
to an Al system via a span of control provided by that system. Observations on system states can be
done by the following:

b)

iy
2)

A controller invokes functionalities that return parameter values on demand.

system state.

3)

A controller observes the physical behaviours of the system.

A controller receives signals sent by the system which contain the information about the current

An Al system is designed and implemented with interfaces facilitating control and state observation. An

Al syst]
6.1) an

Co
an
of
ind
(e.
Al
Pa

iy

2)

3) By
cal
fag
4) Sy
pr
ist
an

Depenglencies can exist between control functionalities provided by different layers.

lem can have multiple components. Each of the components can provide facilities for
d state observation:

mputing resources can include computing device, memory, storage, data transmisg
H any other hardware module that improve computing and data exchangesStatus and

computing resources can be set and observed for the purpose of contrghPhysical f3
lude hardware and associated software used for the formation or fanctioning of thg
b. joysticks or gear shafts). Devices in a component can provide control and state obse|

functionalities abstract those processes used for prediction, recémmendation and cl4
Fameters and status of an Al functionality can be set and gbserved for the purpose of

siness logic implementations are the executable programs that form workflows. Eac
1 invoke Al functionalities as building blocks. Implémentations in this layer can incl
ilities that make sense to business logic.

stem interface can contain a subset of declared:functionalities for receiving control in
pviding parameter values, returning signals‘and showing observable characteristics.
he control point of the system. For a specific¢ control, a span of control can be configur
H used.

ontrol (see

ion facility
barameters
cilities can
Al system
rvation.

ssification.
rontrol.

n workflow
ide control

structions,
This subset
bd, selected
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6.2 Process of control

Controller Al system under control

observe state

listen for state
information

listen for state observation
request

<

send state information on ]

demand or periodically
( determine control logics }7
n'e?dm17 IN] listen for control
IN] = “[: == il transfer request
( cdntrol transfer  } P
L control transfer
cdntrol transfer - - -
< succeeds? >—%— —(_listen for control instructions )
[Y] [ change interndlparameters ]
(engakement of control ) and external appearances

[

issue control execution succeeds?

instructions

[N]

[Y] [ handle ¢

(

re

execution ¢

bntrol ]
xception

eive results of
control

return results

®

NOTE

S

The proces
shown in a

a) A contl
the int
Al syst]

b) AnAIf{

1y

2)

3)

St
ab
col

Co
%

ee [SO/IEC 19505-1[2] for details on the notations in€his’diagram.

Figure 2 — Control process activity diagram

h activity diagram in Figure 2, including the following subprocesses:

‘oller observes the current state of an Al system under control. This is done by inter
erface of the Al system. Forthis, the controller listens for state information that is sup
em.

ystem under contrelican listen for the following types of requests:

te observatigntWhen a state observation request is received, the Al system returns i
but the current state to the controller. Such information can also be periodically repq
ntroller.

htrol transfer. When a transfer of control request is received asking for a control trar
tém.can hand over control to an authorized controller.

5 of control can involve both the controller and the Al system under control. A general process is

hcting with
blied by the

nformation
rted to the

sfer, the Al

Control instructions. When a request is received containing control instructions, the Al system
executes the instructions on demand.

c¢) When receiving state information, the controller determines the logic of control. This can start one of
the following options:

1y
2)

If it is determined that the Al system does not need to be controlled, the control process ends.

If it is determined that the Al system needs to be controlled, a subprocess that prepares control
transfer starts.

d) Ifthe controller is not able to perform the intended control due to a lack of span of control, the controller
requests a control transfer. This can happen when the needed control points have not been fully handed
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over. If the controller holds all needed control points for this control, the request subprocess is skipped;
otherwise, control is exchanged from the Al system to the controller. A control transfer can also require
authentication and authorization checks.

e) The controller issues control instructions. Once the instructions are received, the Al system changes its
internal parameters or observable characteristics. This can lead to two kinds of results:
1) If the control instructions are executed successfully, the Al system returns the results to the
controller.
2) If the control instructions are executed unsuccessfully, the Al system handles the possible
exceptions and returns the results to the controller.
Al systems wzi ol methods

o b .

based on ap FSM is possible when the representation of the control transfer between differented

through th
2.(S,A

where

S i

A i

Y ]

6.3 Cont
A control p

A funct

e transfer function X which is defined by a 3-tuple:

7)

s a finite set of system states (see 5.2);
s a set of actions (see 5.3);

s a set of transitions of system states (see 5.3).

rol points
pint of an Al system can include but is not limited to the following:

ion. When a system is controlled programmatically, functions implementing control Id

be designed. For this, local invocations or remote procedure calls can be considered.

— A phys
wheel
efficier

— Asignd
be app
should

Depending

— specifi

facilitig
the pat

cal facility. When a system is equipped with physical mechanisms for control, such a
bn an assisted-driving vehicle;safety and usability factors that can affect the effecti
icy of control should be considered.

linput-output system. When a system is controlled remotely, a signal input-output sub
ied. In addition to considering the medium (e.g. air or water), distance and noise, the
also consider expectations for control timeliness and sequencing.

on the designy control points of a system can make use of the following:
Cally desighed and implemented facilities that are exclusively used for control;

s thatare parts of a system’s functions but can be re-used for control, such as the che
isefunctions designed for debugging but useful for control in certain cases.

ntrollers is

gics should

5 a steering
veness and

system can
subsystem

kpoint and

When necessary, the invocations of control points can be secured by authentication and authorization
mechanisms. For this, certification, encryption mechanisms and even control-specific channels can be
applied.

EXAMPLE An Al-based automated metal processing product line can be controlled via a digital control subsystem
as well as a set of physical facilities on the production line. An Al system is used for the analysis of photographs of the
key information of the processed metal (e.g. the position and the pose of a part being processed). The controls can
include starting, stopping and pausing of subprocesses, selecting and changing of chucks, heating, cooling, lathing
and milling of materials, changing of bit tools, etc. The controls of the system can be configured in advance and issued
in real time via the digital control subsystem. Physical facilities can also be used if manual and physical controls are
needed. To use the digital control subsystem and to enter the physical control area can require that the identification
information of human controllers be checked.
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Span of control is a subset of control points upon which a specific control can be applied. A controller’s
processing a span of control reflects the condition that the system is ready to listen for and execute the
instructions issued by the controller for the specific control. Therefore, before an actual control is performed

the following should be confirmed:

— that the system can accept and conduct the control instructions from a specific controller. If not, the
controller cannot fully perform the intended control. An incomplete span of control can lead to a control
transfer from the system to the controller;

— that the controller can handle or operate all the control points of an intended control. If not, either an
uncertainty handling mechanism should be prepared or the plan for this control should be cancelled due

to the ]

When inter
the control

6.5 Tran

The transfd
of an Al sy
to obtain t
control tra
span of cor
estimating

Figure 3 an

ackof feasibitity:

points.

sfer of control

d described as follows:

acting with the control points in a span of control, rules can exist about the sequen

r of control is a prerequisite when an external controller decides to'intervene in the
stem in order to prevent unwanted outcomes. A control transfer. process enables thg
he control from any agent that is controlling the Al system. For'this, a preparation
hsfer should be considered. Important subprocesses during a'preparation include checking the
itrol, preparing for engagement of control, initializing uncertainty handling strategy
the cost of control and control transfer. The preparation process for the transfer i

e for using

flunctioning
b controller
process for

y as well as
s shown in
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NOTE Jee ISO/IEC 19505-1[2] for details on the notations in this diagram.
Figure 3 — Transfer of cogntrol from an Al system to a controller
a) A contyol transfer preparation proeess’is conducted based on the requirements of the controll It includes

a sequénce of subprocesses:
1)
2)

Thie controller checks thé span of control that is necessary for the intended control.

If fhe controller doés hot hold all the control points for the required span of control, th
generates an additienal control transfer request before its engagement of the control. Thg

b controller
b additional

request declares the controller's intent about the upcoming operation on a subset of control points
anf is sent/te‘the Al system. Upon receiving this request, the Al system replies to the con

a donfirmation and the Al system is starting to prepare for its disengagement of cont
tem.disengages its control only if the controller holds the authority for the requested

%

froller with
rol. The Al
control.

W
skipped.

3)

4)

TeT tire controtter atready hotds—attthe reeded comntrot points of aspar, the actior

s in 2) are

A request of control transfer can fail, if uncertainties (see 6.8) appear during the communication

between the controller and the Al system. A failed request can trigger a redetermination of
requirements of the control which can cause the controller to adopt a different strategy for control.

5)

If a control transfer request is successful then the preparation for the engagement of the control

is carried out. The controller derives a plan containing a sequence of actions (e.g. move to correct
position for control) that should be taken in order to be ready for the actual operation.

6)

The cost of control as well as the possible control transfer are estimated. During this subprocess,

the controller gathers estimates of time, space, energy and material consumptions, as well as the
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effects to the Al system and concerned environments. When the estimated cost exceeds a certain
limit, the requirements of the control can be adjusted. If no suitable control exists, then a default
control strategy can be performed.
7) The controller can also initialize an uncertainty handling strategy to deal with any unpredicted
failures during control and control transfer. A similar strategy can also be initialized by the Al system.

b) A control transfer process and its preparation can be ignored if it is determined that the Al system does
not need to be controlled, according to the observed state.

When a control transfer involves multiple control points during an engagement or disengagement process,
partial success can happen if failed operations occur during an entire procedure. This can lead an Al system
to an abnormal state, where unnecessary occupation of resources or unwanted changes of environments can
occur. To h uarantees

dlo sl 4+ 3 L. H L. 14 L il iy i 1+ £ laiacla
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either the

happens. I1]
An Al syste

even durin
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be recover
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channel, co

6.6 Engs

An import

Engagemer

a set of cri

control transfer is entirely successfully performed or entirely not performed if-paj
a failed or a partially failed case, all operations in a transaction are expected toberd

m can physically change the world (e.g. an automated driving system drives-a-car ove
b a control transfer to a human driver). Perfect rollback of a transactigh|can be dif
anges (e.g. material processed, distance travelled, power consumed, temperature rais
pd easily without external changes or extra expenses. In this situation, mechanis
ee-phase commitment can be considered with availability criterxia on controllability
ntroller and Al system.

jgement of control

hnt prerequisite for the controller to control an{Al system is to engage a speci
t of control means to carry out a sequence of the actions to control the Al system.
teria should be met when performing a specifictaction or a sequence of actions. Usg

tial failure
lled back.

" a distance
icult, since
ed) cannot
ms such as
messaging

fic control.
n addition,
ful actions

include butlare not limited to:

move tp a required position;

wear of setup a required equipment;

handle|a required physical operating equipment;

launch|a required control toolkit (Seftware).

The following criteria can also be selected and used according to control requirements:

time diiration limitation on the completion of an engagement of control;

physical space limitation allowed by an Al system for the engagement of a control;

order dr precedence restriction on the engagement of control when multiple control points afe involved;

author bbtainment

of cont

tyrestriction on the engagement of control when security requirements exist on the
rol‘points;

completeness of engagement over the entire span of the intended control.

To control the Al system, the engagement of control process should be prepared in advance to plan a
sequence of actions and satisfy the corresponding criteria. The engagement of control should be configured
or planned in advance for each possible control in order to decrease uncertainty and infeasibility. The
preparation for control engagement can happen later during the preparation of control transfer so that an
accurate cost can be estimated.

When an engagement of control process is prepared, the controller is able to take the planned actions and
confirms with the Al system about the needed span of control. A confirmation is a handshake between the
controller and the Al system. The controller declares the use of the required control points, while the Al
system releases those control points and then listens for and executes the instructions from the controller.
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A control transfer can involve multiple control points. If an error happens on a part of a span during a control
engagement process, the overall transfer of control can fail or the further control can be infeasible. To avoid
this situation, it is useful to consider and implement a transactional mechanism for engagement of control.
Keys for such a transactional mechanism can include but are not limited to the following:

— Set up a recovery point during the “initialize uncertainty handling strategy” activity in Figure 3, such
that failures during the engagement of control process can be handled and the system configuration and
data being processed can be recovered (see “handle control execution exception” activity in Figure 1).
In an ML-based Al system, a recovery point can be a set of data including a checkpoint mirror of the ML
model, runtime configurations, etc.

— Arrange a plan to handle the possible damage to the environment. This is important for those Al systems
working with physical objects and for when their control or control transfer can influence environments
(e.g. arrlML-basea material processing systemj.

— Implenpentamechanismto ensure the atomicity ofa control engagement, such thatthe control gngagement
procesk is guaranteed to either successfully occur or entirely not occur. As a result; n6 engagement of
contro) over a partial span can occur.

6.7 Disengagement of control

The disengpgement of control is a process opposite to the engagement of gontrol. Disengagement of control
means the Al system is about to release and transfer control to the controller. The core task of this process
is to take a[sequence of actions and then satisfy a set of criteria. Useful'actions include but are ngt limited to
the following:

— leave a|position;

— take offf or set down an equipment;

— releasq a physical operating equipment;

— terminfate or pause a control toolkit (software}.

The criterifa of the engagement of control p¥écess can be selected and used in the context of control
disengagement, but with a different meaning for each:

— time dfiration limitation on the completion of a disengagement of control;
— physical space limitation allowed by an Al system for a disengagement of a control;
— order 1festriction on thedisengagement of control when multiple control points are relinquished;

— authorjty restriction ;.on the disengagement of control when security requirements eyist on the
relinqyishment oficontrol points;

— complgteness-of disengagement over the entire span of the intended control.

To handovegrthe control of the Al system, a disengagement of control process should be prepared|in advance.
This disengagementprocess s commonty triggered by a controtter that s preparing its disengagement
of control. Preparation should include the generation of a plan for possible detachment. The plans for
disengagement can be configured in advance in order to decrease uncertainty and infeasibility. The
preparation for control disengagement can also happen within the actual preparation of control transfer

When a control disengagement process is prepared, the Al system is able to take the planned actions and
confirm with the controller about the referenced span of control. A confirmation handshake between the
controller and Al system happens. The Al system releases the control points in the span of control and starts
to listen for other instructions from the controller.

Transactional mechanism should be also prepared for a disengagement of control process where partial
failure can happen during the relinquishment of multiple control points. For this, similar keys in 6.6 should
be considered.
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6.8 Uncertainty during control transfer

For a transfer of control the capacity of the controller should be considered. Capacity refers to whether or
not the controller is able to manage the control transfer. It is a relative concept, which can also depend on the
complexities of the control transfer. Factors that can affect the capacity include:

number of control points that are supposed to be handed over;
positions of control points if physical controls are to be performed;
time duration restrictions required by the transfer of control;

controller’s resources (e.g. idle time intervals) that can be used for the control transfer.

A transfer

unpredicte(d external factors. Uncertainty should be handled when a failure happens, and‘parj
the cases that can lead to loss of asset, performance or any other results and risks unacceptable

controller 4

commy

contro

In any cas
or pause tH
the latest 4
acceptable
process.

During a cq
minimize t
uncertainty

Identif]

Specify
enviro

Ef control can fail if either the controller or the Al system does not prepare well or is

nd the Al system. Types of uncertainty include but are not limited to:
nication failure;
handover confirmation failure.

b, a default uncertainty handling mechanism should be considered and implemen
le current action of an Al system. A more advanced approach manages to store the|
cceptable state (e.g. store a checkpoint of the model beingtrained) of the system, su
state can be recovered. This is particularly useful for improving the reliability of

ntrol transfer, situations can exist where the transfer of a part of required control poi
he chance of loss of control of an Al system, the\following actions should be considere|
:

y atomic operations.

and implement redo and undo procédures for atomic operations. This can involve the
hments changed by control transfer. In such a situation, undo or redo of an atomic op

be infljienced.
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hsequences of control

estimating«the’ cost of control is to provide information for determining the feasibi
e following/econsequences can occur when controlling an Al system:

Incom
When

a)

letework: The internal parameters or the appearance of the Al system are constantl

affected by
ticularly in
to both the

fed to stop
current or
ch that the
a training

nts fails. To

d to handle

recovery of
eration can

lity of such

y changing.
there is the

[{here are data, communication or materials that have not been completely processed,

risk of loss of data inrnmplpfp communication or loss of materials

b)

Resource consumption: The control instructions via function invocations, signal transmissions or

physical operations can take time, energy, communication bandwidth, storage, space and any other
resources needed. The resources required should be checked when the controller or the Al system
under control has limited resources. An estimation of resource consumption during the process of
control should be considered. There can be additional effects to the environment (e.g. temperature or
electromagnetic change) where the Al system works.
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6.9.2 Cost estimation for a control

The cost of control for the controller, the Al system, other entities and the environment should be estimated
and checked, including the following:

whether the magnitude of resources required by a control exceeds the limits of the system. Trade-offs

between the cost of control and the system’s quality requirements based on ISO/IEC 25059 should be

whether the magnitude of resources required by a control affects the system’s functioning currently or

whether the possible changes to the environment or entities that the system works with affect the

’s functioning according to business reauirements:
=] 5 T Y

e, physiological and physical capabilities of human controllers (e.g., reaction spéeds

a)

considered;
b)

in the future;
)

system
d) cogniti

of a vehicle).
Once estin
Al system,

control of t

6.10 Cost

6.10.1 Col

The aim of

transfer. The following consequences can exist when a control transfer takes place from an Al

controller:

a) Outof
points

due to

as the
systen
b) Resour
bandw|
6.10.2 Co!
The followt
a) whethd
b) whethd
c¢) whethg

who determines the acceptability of the cost (see Figure 3) and take fupther action
he Al system

of control transfer

hsequences of control transfer

bstimating a cost of control transfer is useful for determining the feasibility of an inten

control state: When a transfer of control happens, the Al system releases a specific s¢
to the controller. It is possible that the.egntroller is not capable of managing the cof
the possibly large number of control points or the complexity of the engagement proc
e is at least one control point that:cannot be managed by the controller, the contr
can be lost.

ce consumption: Several kinds of resources, including time duration, signal tr
idth, storage, energy, etc;;eah be consumed by a control transfer process.

5t estimation for a_control transfer
ng should be ciecked when estimating the cost of a control transfer:
er the contfolMtransfer makes use of resources that are required by the system’s functi

er theeontrol transfer makes use of a number of resources exceeding the system limit

for drivers

ated, the cost of control should be provided to the controller or intended stakehdlders of an

b regarding

ded control
bystem to a

t of control
itrol points
bss. As long
bl of the Al

Ansmission

oning;

S

)

brthe control transfer can lead to an out of control state.

6.11 Collaborative control

In an Al system, more than one component can exist that can listen for and execute control instructions.
Based on system design, there can also be multiple controllers. Each controller can issue control instructions
to one or more components. Controllers or controllable components collaborate for achieving a goal.
Collaborative control can be involved in the following cases:

a) Multi-controllable components and one controller: An Al system contains multiple components (e.g. an
Al-based multi-agent system) that each can listen for and execute controllability instructions from the
controller.
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b) One controllable component and multi-controllers: An Al system (e.g. a robot controlled by multiple
external human controllers) contains a component that can listen for and execute controllability
instructions from multiple controllers.

¢) Multi-controllable components and multi-controllers: An Al system (e.g. a group of robots and controlled

by multiple human controllers) contains multiple components and each component can listen for
controllability instructions from multiple controllers.

For each of these cases, controllability characteristics are described in Table 1.

Table 1 — Controllability characteristics for collaborative controls

Multi-controllable

One controllable component

Multi-controllable compo-

each controllable compo-
nent

controllable compo

COMPONENtS and one and multi-controtters Tents and muliti-tontrollers
controller
Process of control |For each controllable For each control, the process For each controllable com-
component and a control, |in Figure 2 applies. Controllers ponent, the.process|for one
the process in Figure 2 synchronize (e.g. arrangement of |controllable component and
applies the order of controls, resources multiple<controllers applies
obtainment and release) their
control processes
Control points  |Union of control points of |6.3 applies Union of control points of each

hent

Span of ¢ontrol

For each control, the span
of control is determinis-
tic. 6.4 applies

6.4 applies

For each control, th
control in determin
applies

b span of
Istic. 6.4

Transfer of control |For each control, 6.5 6.5 applies, inwhich the distri- For each control, 6.} applies,
applies bution of control points over in which the distribjution of
controllers.should be managed by |control points over fontrollers
controllers should be managed |by control-
lers
Engagement of |For each control, 6.6 6.6 applies For each control, 6.4 applies
control applies
Disengagément of |For each control, 6.7 6.7 applies For each control, 6.7 applies
control applies

Uncertainty during
control transfer

Besides the uncertain-
tiesin 6.8, failures that
can happenton-a part of
controllablé’‘components
shouldbe‘considered

Besides the uncertainties in 6.8,
communication failure between
controllers should be considered

Besides the uncertaﬂnties in

6.8, failures that ca
a part of controllabl
nents as well as the
cation failure betwg

happen on
e compo-
communi-
en control-

lers should be considered
Cost of gontrol |Eor'each control, 6.9 For each control, 6.9 applies. The |For each control, 6.9 applies.
applies resources spent during collabora- |The resources spenf during
tions between controllers should |collaborations between con-
be considered trollers should be considered

ntrol

Cost of

Eoreach control francfnr’

Eoreach control fr:\ncfnr’ 610

Eor each control frgunsfer' 6.10

transfer

6.10 applies

applies

applies

7 Controllability of Al system

7.1 Considerations
To realize the controllability of an Al system, the following should be considered:

a) The states of an Al system (see 5.2) should be observable and able to be transitioned. For this, an Al
system should provide functionalities by which a controller can observe the system’ states or at least
obtain those internal parameters meaningful for control. The able to be transitioned system state refers
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to the capacities of an Al system to accept and execute authorized control instructions at any intended
time (see 5.3).

b)
1)

The following subprocesses of an Al system should be controlled:

Execution of non-fully-explainable processes: For systems that provide non-fully-explainable

subprocesses due to the lack of a completed mapping between mathematic processes (e.g.
mathematic computations defined by a deep learning neural network) and computational logics
(semantically verifiable logic), those subprocesses should be controllable such that the potential
hazards caused by unpredicted behaviours can be intervened and restricted. In this context,
controls on the launch and termination of an unexplainable subprocess are important.

2)
sul
thi
an

3) Co

an

sh
ing

4) Le

de

sh
afff

7.2 Requirements on controllability of Al systems

7.2.1 Ge

7.2.1.1

Controllabr]
system life

7.21.2 D

The provider of an Al system shall provide users with descriptions and documentation of the

controllabi

7.2.1.3 R
For machin|

a) The std

State observatlon For Al systems that prov1de functlonahtles for state observatlon the

s context, a system state should be prov1ded Wlthout any precondltlon except for au
 authentication checks.

htrol instruction execution: For Al systems that execute control instructions-from an
 authenticated controller, the sequence of subprocesses that execute the control i
buld be controllable. In this context, the Al system should be able to aceept'and executs
tructions.

hrning policy determination: For Al systems that can select<he knowledge to lea
fermine the approach for learning (e.g. continuous learning);-the subprocesses for sud
buld be controllable. This can be crucial for Al systems of2which underlying learning
ect the Al system’s behaviours towards human beings.

heral requirements

lan of controllability features

lity features should be planned during the inception or design and development stag
cycle. The use of controllabilityfeatures for risk identification and treatment should b

escription of controllability features

ity features.

equirements for ML-based Al systems controllability
e learning*based Al systems, requirements for controllability include:

irt’and termination of an inference process shall be controllable.

horization

authorized
hstructions
b all control

rn from or

h decisions
policy can

es of the Al
e prepared.

Al system’s

b)

controls should be available on the transition between the execution of different models.

9
d)
1

The observation of all system states should be enabled.
The observations to the input and output values of the following should be enabled:

entire system,

2) amodule of the system,
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are used;

specific neurons, layers or structures of a neural network for the systems where neural networks

e) The observations to machine learning-based Al system execution logs and errors should be enabled.
The availability of such information can help a controller to decide controls for minimizing potential
hazards. When an Al system provides both asynchronous and synchronous modes for the execution of
its subprocesses, controls should be available for controlling switching between the two modes. This
enables an Al system to control the execution mode such that control decisions can be made in a timely
way. Control can be missed if an asynchronous notification comes late and indicates a hazard.

7.2.1.4 Requirements on semantic computing-based Al systems controllability

For semant

ic computing-based Al systems, requirements on controllability include:

a) The std

b) When4
the sel

¢) Theinput data to and the output data from a reasoner should be observable,

d) Theob

7.2.2 Re

7.2.2.1 ML-based continuous learning systems

For machin

a) The std

b) For Al
neural

c) For thd

conten
7222 S
For semant
a) selecti

knowld
b) selecti
7.3 Conf

rt and termination of a reasoning process should be controllable.

systemis able to perform automated reasoning over multiple kinds of knowledgeftepre
pction and use of reasoners should be controllable.

servation of system execution logs and errors should be enabled.

juirements on controllability of continuous learning systéms

irt and termination of a learning process shall\be controllable.

cystems using neural networks, during a-backpropagation, gradient values of a releva
network should be observable.

se Al systems that automatically determine the content to learn, the selection and ch
L to learn should be controllable:

emantic computing-based-continuous learning system

bn of the ontologies to be built as well as the priorities of new knowledge to be merg
dge fusion process;

bn of the-ontologies on which knowledge computing is performed.

rollability levels of Al systems

e learning-based continuous learning systems, requirements for controllability include:

ic computing-based €ontinuous learning systems, the following should be controllablg:

sentations,

nt part of a

ange of the

bd during a

The controllability levels of Al systems include:

a)

Completely controllable: An Al system, in any state, is able to listen for and execute control and state

observation instructions. The system can respond to control and state observation instructions.
The execution of control (or a sequence of controls) and state observation (or a sequence of state
observations) can be completed within an acceptable resource consumption limitation that meets the
defined requirements. The system can reach the required state within resource constraints, including
energy, time and processing cycles.

b)

Partially controllable: An Al system, in a certain set of selected states, is able to listen for and execute

control and state observation instructions. The system can respond to control instructions and
reach the required state. The execution of control can be completed within an acceptable resource
consumption limitation that meets the defined requirements. When the system is in a state other than
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one of the selected states, the system can reach the required state by a sequence of controls, but resource
consumption can be outside of acceptable limits.

Sequentially controllable: An Al system, in any state, can respond to control and state observation
instructions. System cannot reach any required state by the execution of one control, but is able to reach
any required state by a sequence of state observations and controls. Consumed resources can be outside
acceptable limits.

Loosely controllable: An Al system, in any state, can respond to control and state observation
instructions. System cannot reach the required state by the execution of one control. The system cannot
guarantee that it can reach a required state via a sequence of controls and state observations. Consumed
resources can be outside acceptable limits.

If an AFs

1)
2)

3) ere are no instructions implemented for state transitions.

4) e system does not provide any instruction that can be used_tosmake the system reach a

required state.

NOTE1 N

NOTE2 T
not for contj

NOTE3

8 Design and implementation of controllability of Al systems

8.1 Prin

Stakeholde
developme

a) Derive

ot controllable level is applicable to those systems or scenarios where controllability is not r¢

he functionality termination of an Al system is a basic requirentent that can be designed and i
ol. This feature is not required in the levels of controllabijlity

ystem states can be observed via the approaches in 6:l\a).

ciples

's should consider the following principles during the crucial Al system life cycle
nt stage:

controllability features based on not only the explicitly specified requirements, buf

quired.

mplemented

design and

also those

implicit necessities indicated by scenarios where the Al system can cause unwanted outconpes without

adequdte control. The follewing specific types of requirements can be considered:
1) Adapted requirements are not explicitly stated but can be adapted from the environmgnt through
legrning.
2) Delegated.\requirements can come from another Al system, in a system-of-system| structure.
Refguinements delegated from another subsystem or super-system can be another type.
b) Plan ent them
independently from the Al system’s functionality design and development as follows:
1) Controllability features are required during the Al system’s execution. Implementation and use of
controllability can be subject to what Al system functionality is performed.
2) To improve the effectiveness and efficiency of controllability, design and development should not
depend on the Al system’s functionality implementation.
c) Itis efficient for control if these state observation and control can be implemented separately:

1) State observation and control make use of separate communication channels.
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2) State observation and control are not subject to an identical group of shared resources.

d) A “stop” control that stops an Al system from executing its current task should always be considered
during design and development. Cost of the "stop"” control can be a valuable reference rather than a
determinant of whether the "stop" control is implemented or applied.

For safety-critical Al systems, classical control and monitoring systems typically have an unchanging
performance envelope. This is not the case with some continuous learning Al systems, where the
performance envelope can change over time.

Developers should consider the set points and other forms of algorithmic goals of such systems, the
appropriateness and sufficiency of behavioural constraints put in place, and what bearing these have on
ensuring the system remains in a safe state and, in adverse situations, recovers from unsafe states

8.2 Inception stage
During thelinception stage of an Al system, controllability functionalities should be consideted, including:
a) Detern‘rine t}_le objectives of each controllability functionality of an Al system,dncluding butjnot limited
to the following:
1) preblems this controllability functionality solves;
2) customer needs or business opportunities that the controllability functionality addressgs;
3) mdtrics of success.
b) Identifly the requirements for each controllability functiondlity (control or state observation], including:
1) For each interaction between a controller and an Al system, the following should be arfalysed and
reforded:
i) | casual relationship between a contrelé¥’s instruction and the behaviour or appgarance the
system should exhibit;
ii)| the system state and the control actions that can be applied to the system when it is i that state;
iii)] after a control, the state in which the system is.
2) Baped on the result of 8.2 b) 1), determine the requirements on control functionalities.
3) Baped on the result of 8.2 b) 1), determine the requirements on system state gbservation
functionalities.
4) Aiequirement.can contain functional and non-functional concerned aspects.
5) Eafh aspect tan contain specific measures (see 9.1.3 and 9.1.4) and values that a tested Al system is
supposed to meet.
¢) Identiffy*th€ controllability functionalities useful in typical scenarios in which the system is supposed

to be used. This should be done in particular to prevent or stop an Al system from causing harm. The
range of identified controllability functionalities by this work is more extensive in comparison to the
identification of requirements (see b)) that merely meet system specification. The following should be
performed by stakeholders:

1) Controllability scenario identification discovers the scenarios where control or state observation
functionalities are needed. For each scenario, determine the following:

i)

the expected system outputs or behaviours if controllability functionalities are executed

normally;
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ii) the potential unwanted outcomes the system can perform if controllability functionalities are

2)

not executed normally.

Based on the result of 8.2 c) 1), for each scenario, determine the acceptance criteria, including but

not limited to functional and non-functional aspects (e.g. performance efficiency, security and
stability). Each aspect can correspond to a set of measures and values that a tested Al system is
supposed to meet.

For each controllability functionality identified in 8.2 b) and 8.2 c), determine the state observation technical
features that support system transparency and accountability, as controllability is a technical prerequisite

of human o

versight to Al systems (see 5.1).

Analyse the feasibility of each controllability functionality identified in 8.2 b) and 8.2 c). It can be done with

a proof-of-q
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bd to items specified in 6.9.2 and 6.10.2.

tion stage defined in ISO/IEC 22989:2022, 6.2, the term cost is about funding.Itis dif
st used in this document. The term cost in this document refers to the reseurces c
hsfers consume. The funding-related cost for controllability functionalitiés should be
b over its entire system life cycle.

critical Al systems, requirements should be identified before~the system (any s
design is undertaken, as it is usually not possible to retrofit saféty design features.

5 on the Al system'’s socio-technical (human, procedural-and technical) component|
s, and implement socio-technical controls to ensure they are not violated (see, fq
eoretic accident model and process (STAMP), Systeris' Theoretic Process Analysis

1]).

neral

stage of an Al system provides @etails for the system fulfilling requirements a
o the outcomes of the inception stage. In ISO/IEC 22989:2022, 6.2.3, the design of af

proach aspect

of an Al system’sscontrollability is subject to the Al system’s set of states since ¢
on a span of control. Stakeholders can select from the following models of design and
pn their investigation on the Al system’s states:

hll the system states can be foreseen by a designer, a good way to realize controllj
ngineering methods that ensure computational control of the Al system by using a fin
s an(d state transitions. This design provides a useful approach to ensure the controllz

Al syst]

various aspects including appreach, architecture, training data and risk management.

cludes but

ferent with
bntrols and
forecast for

oftware or

s and their
r example,
(STPA), in

nd targets,
1 Al system

pntrols are
apply them

Wbility is to
ite number
ibility of an
stem.

eiitbased on the oversight of external agents that use the external interfaces of the sy

b)

When some of the system states cannot be foreseen by a designer, the designer can realize controllability

by analysing each state and defining system states if identified and meaningful for control. For an Al
component, when its possible states can be entirely predetermined, the model in a) can be applied.

[t is not necessary to design controllability of an Al system from scratch, but to take advantage of features of
computing devices as well as enabling software, such as a machine learning software toolkit. For example,
in a deep learning-based Al system, the capacities of controls and state observations over certain parts of a
model, such as a neuron, a layer or a structure, during a forward propagation or a backpropagation can be
inherited from enabling software.
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8.3.3 Architecture aspect

It is beneficial to design controllability features in line with the formation of an Al system’s architecture,
such that the design of control and state observation can take system functionalities and components into
account. Call backs (e.g. short cuts in procedures) can be used for state observation as well as synchronization
mechanisms (e.g. waiting for the completion of control points’ transfer and notifying the controller or the Al
system) can help to let an Al system be available and meet the criteria (see 6.5 and 6.6) of control or control

transfer.

8.3.4 Training data aspect

The design of controllability on a learning process can improve the usage effectiveness and efficiency as well

as security.

Controllability on a learning process includes:

contro

a)

b) obsery

backpr

contro

9

8.3.5 Rig

of the start and the termination of a learning process;

ation over interested parts of a deep neural network during forward: propa
opagation;

of the selection and change of data to learn from.

k management aspect

Controllabi

lity features should be designed in order to technically satisfy the needs of pl

assessment and treatment activities for an Al system, according to ISO/IEC 23894:2023,[121 6.4 a

8.3.6 Sa

The followi
a)

use of
indepe

b)
9

fault m
remov

(such d

d) foran

8.4 Sugg

The develo
observatio]
etc. The t4d
with effect

ety-critical Al system design considerations
ng can be in addition considered during the design of safety-critical Al system’s contr

ndependent safety systems and safeguards; such as watchdog timers and hardware
hdent monitors or simple fail-safe systenis;

real-time systems methods where deterministic timing or other deterministic behaviour is 1

anagement techniques in Al system architecture, with primacy given to fault avoidan
1, followed by designing for detection and fault tolerance, and communication to cor
s humans or other monitérifg systems);

verview of functional safety methods, see ISO/IEC TR 5469.

estions for the;development stage

bation and

anned risk
nd 6.5.

pollability:

interlocks,

equired;

Ce and fault
trol agents

pment of an-Al system'’s controllability corresponds to the processes realizing contr¢l and state

1 functionalities, including but not limited to programming, documenting, testing,
rget-0f development of an Al system’s controllability is to realize the required fu

bug fixing,
nctionality

veness and without introducing any decline or variation in performance. For this, t
t should he considered:

suggestion

e following

a)

Separate the ownership and use of computing resources (e.g. memory, communication bandwidth and

processor) between controllability and system functionalities. It is important to provide adequate
computing resources for control and state observations when controllability is expected to be executed
immediately in time-deterministic cases.

b)

Provide proper priorities to controllability instructions execution. In an IT system, computing tasks

are scheduled by fundamental software (e.g. operating system) by a unified component. Equivalent
distribution of priorities over controllability and other tasks can bring risk of late execution of control
or state observations. This is important for those Al systems where controllability is expected to be
executed immediately in time-deterministic cases.
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¢) Make use of controllability functionalities provided by layers of an Al system and avoid redundant
encapsulation or re-implementation, if applicable. Controllability functionalities of an Al system are
used through control points and controllability functionalities can be provided by certain layers (e.g. Al
functionalities and computing resources in Figure 1). It can be more effective and efficient to use those
basic state observation and control functionalities due to their large test and application scales.

9 Verification and validation of Al system controllability
9.1 Verification

9.1.1 Verification process

The aim olf the verification of an Al system’s controllability is to confirm whether its inlxplemented
controllabi|ity functionalities meet specified requirements. Verification is a stage defined(n'Al|system life
cycle in ISQ/IEC 229809.

NOTE

ISO/IEC 229189:2022, Clause 6.

Verification should include the following:

Detailed definition of Al system life cycle processes is specified in ISO/IEC 5338, which is §

ligned with

a) Identifly controllability functionality requirements that an Al systemshould provide, including control
and stdte observation. This work should be done during the inception/stage (see 8.3). If this identification
has not been done before verification, it should be done before, testing of controllability (see p.1.1 b)).

b) Test the controllability functionalities to confirm they correctly implement the following requirements:

1) For arequirement on controllability, design and pérform a test. The test environment, tgst data and
sys$tem configuration, input as well as output ahould be prepared.

2) Te$t environment is represented by a set'©f parameters (e.g. temperature, humiditly, network
bahdwidth, processor utilization ratio, process or threads inter-communication, time and region)
with which the intended test is to, be*performed. A parameter should be considergd if it can
potentially affect the results of control or state observation.

3) Test data and system configuration are the data and settings necessary to drive the systlem to be in
specific states such that thetésted control or state observation is meaningful and can be performed.

o

4) Iniut refers to the control.or state observation instruction.

5) Output corresponds to the effects (5.3.4) and side effects (5.3.5) that a control or state gbservation
can lead to. For,a'eantrol, the outputs include the returned messages containing a system’s states.
For a state observation, the output is the system state.

c¢) The adtual outputs of a controllability functionality should be compared with the expected and
unexpé¢cted effects and side effects. For a requirement on controllability, at least the| functional
correctnéss and efficiency should be compared. Other aspects of efficiency required i a specific

1 111 i | |
scenarrosmoura pe comrsiaerea.

d) The verified controllability functionalities should be listed with their expectations and actual results.

9.1.2 Output of verification

The verification process of an Al system’s controllability should be documented. Annex A describes a form
that can be used to document the verification process. It can be used in a test completion report.

9.1.3 Functional testing for controllability

Functional testing checks whether an Al system’s controllability functionalities meet requirements. Non-
functional testing is described in 9.1.4. Since Al systems are designed and used in different domains, the
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measures of controllability functional correctness can be diverse and domain-specific. The following types
of measures can be considered for the functional testing of Al systems’ controllability:

a)

Discrete measure: When an Al system’s controllability functionality returns results predefined in a
limited universe with discrete elements (e.g. an integer number representing control execution success),
the measure is to determine the relationship between the actual returned and the expected values given
the designed system configurations and states.

EXAMPLE1 A floor cleaning robot provides a controllability functionality start clean that can be triggered
by a physical button on the robot body. This control can be performed when the system is in the state ready for
control indicated by a light on its body. The expected result of this control is a predefined code called starting to
clean and occurs when the indicator light is on. The functional testing for start clean is to press the button and to
check whether the system is able to return the predefined code starting to clean and whether the indicator light is

on. In this scenario, the measure can onlv return a Boolean value

b) Contin
with a

measu

configyrations and states.

EXAMP
state, t
be issu
distanc
when t
measur
robot

In an Al sy
the system|
of certain

functionali

9.1.4 No

Non-functi
other aspe

Performan
functionali
optimizing
limited to:

a) Durati
prepar
action.
be che

1) Fo

lous measure: When an Al system'’s controllability functionality is required to.rety
ixiliary values indicating to what extent the control is performed or the system c
e is to determine whether the returned auxiliary values are correct given the desig

LE 2 A floor cleaning robot provides a controllability functionality go forward when it i{
h provide the ability to a user to manually control and clean irregular’shaped areas. This
bd via pressing a button on a remote controlling device and can returnja result going forw{
e the robot actually passes physically. The requirement on this canttollability functionality
he robot returns going forward and passes a predetermined distance (e.g. 10 cm). In this

e returns not only an indication of going forward but also the difference between the actual
oves forward and the requirement (10 cm).

stem, controllability functionalities can exist that-ate intended to ensure functional
response duration on controls of a real-time ADsystem, or the power consumption
controls of a power supply restricted Al system). Functional testing of safety cor
fies should use 9.1.3 b).

n-functional testing for controllability

ts that can influence the execution of a controllability functionality.

Ce efficiency testing measuties the magnitude of resources consumed by executing a cor
Ly of an Al system and checks whether it meets requirements. It can provide e}
system controllability-design and implementation. The types of measures include

bn: This measure refers to the length of time needed by a controllability functionalit
ption (see6.5), instruction execution and communication regarding the outcome of
The durations of important subprocesses (e.g. transfer of control and engagement of g
tked;

Fa‘state observation, the duration measures the time from when the controller’s in

rn a result
hanges, the
hed system

in cleaning
control can
rd with the
can be met
ccenario the
distance the

safety (e.g.
restriction
trollability

bnal testing includes the tests on\performance efficiency, security, stability, usability and any

trollability
yidence for
but are not

y, including
the control
ontrol) can

btruction is

issued to when the controller receives the response containing the requested system state.

2)
i)

ii)

b)

For control, the following durations can be applied based on requirements:

the time from when a control is issued by a controller to the time when the controller receives

the requested control;

the time when a control is issued by a controller to the time when the controller r
result of the control.

eceives the

Number of operations: This measure refers to the number of operations needed to be performed by

controllers, when a controllability functionality is performed. This measure indicates the complexity of
control and is important to those controls where physical operations are applied.
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