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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of document should be noted. This document was drafted in accordance with the editorial rules of the 1ISO/

IEC Direct
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Introduction

Organizations are increasingly using plug and play architecture on shared digital service platforms to
develop new digital services that can be adapted to meet future needs. This architecture allows organizations
to add new applications and features to the platform without disrupting the overall system. Using a shared
digital service platform also enables organizations to enhance the value they offer to customers by bundling
existing capabilities with new digital capabilities and forming flexible value networks with business

partners a

nd suppliers.

The plug and play architecture of a shared digital service platform can easily add the applications of
suppliers or other ecosystem organizations. For example, a product manufacturer could monitor product
performance data for preventive maintenance by adding applications from their part suppliers and other

ecosyste

The plug 4dnd play architecture of a shared digital service platform also enables independently
applications to be combined and integrated into the platform through a standardizedyinterfac
reducing gverall adjustment costs incurred in the platform ecosystem. The plug and play architec

platform
helps to 1
organizati

The plug

participanits to innovate the platform through application development.instead of the platform oy

fully respd
of the pla
[technolog
makes it p
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organizati

The use o
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for goverr
organizati

This docu
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document
aspects of]
governand

For information on the ,technological aspects of digital service platforms and cloud computing,
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This docu
entities, a
smallest tq

organizations.

ables ecosystem organizations to focus on their work relatively autonorously, which
wer both application innovation costs and system integration costs borne by the
pns.

and play architecture of a shared digital service platform days the foundation fo

nsible for application development and thus platform inngvation. The plug and play ar
form and its underlying scalable technologies, with the option of adding additiona
y for Internet of Things (IoT), data storage, application development, analytics and
pssible for organizations to dramatically enhancevalue offered to customers by easily
zations’ existing capabilities with new digital(¢apabilities in cooperation with the
pns.

f a shared digital service platform createés governance and control issues that the
management have to ensure are addréssed. These include ensuring that there is a
ance and a governance frameworkithat provides policies and accountabilities thaf
pn’s requirements.

ment aims to provide guidanceto the governing body of organizations that are accoy
hization’s adoption of a digital service platform among an ecosystem organization.
focuses on governance and not on the technologies themselves. The technological and 1
a "digital service platform” are only covered to the extent that is necessary to unde
e implications of their use.

5928 andISO/IEC 22123-2.

ent issapplicable to all organizations, including public and private companies, g
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Technical Specification ISO/IEC TS 38508:2024(en)

Information technology — Governance of IT — Governance
implications of the use of a shared digital service platform
among ecosystem organizations

1 Scope

This document provides guidance for members of governing bodies of organizations on-the effective,
efficient and acceptable use of a shared digital service platform among ecosystem organizations hjy:

— establjishing a vocabulary for the governance of a shared digital service platfoyrm{among pcosystem
organjzations;

— providing a framework for understanding the implications of the use of a shared digital servide platform
among ecosystem organizations;

— guiding governing bodies to evaluate, direct and monitor the introduction and use of a digifal service
platform, applying the governance principles of ISO/IEC 38500;

— assuring stakeholders that, if the guidance proposed by thisvdocument is followed, they| can have
confidence in the organization’s use of shared digital service(platform among ecosystem organizations.

This document also provides guidance to those advising, informing or assisting governing bodies/|including:
— execufive managers;
— members of groups monitoring the resources within the organization;

— exterrjal businesses or technical specialists; such as legal or accounting specialists, retail or{industrial
associations, or professional bodies;

— publicauthorities and policy makers;
— internjal and external service providers (including consultants);

— auditdrs.

2 Normative references

The followling doctuments are referred to in the text in such a way that some or all of their content donstitutes
requiremgnts of this document. For dated references, only the edition cited applies. For undated feferences,
the latest ¢dition of the referenced document (including any amendments) applies.

ISO/IEC 38500, Information technology — Governance of IT for the organization

ISO/IEC 38505-1, Information technology — Governance of IT — Governance of data — Part 1: Application of
ISO/IEC 38500 to the governance of data

ISO 37000, Governance of organizations — Guidance

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 38500, ISO/IEC 38505-1,
[SO 37000 and the following apply.

© ISO/IEC 2024 - All rights reserved
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[SO and IEC maintain terminology databases for use in standardization at the following addresses:

3.1
alliance

ISO Online browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available at https://www.electropedia.org/

collaborative relationship formed between two or more organizations to pursue common interests or

objectives

Note 1 to entry: Alliance can be formally contracted agreements or be entirely informal.

3.2

consortiulm
e arrangement where several organizations or entities join together to achieve a commjon goal

cooperatiy

Note 1 to ¢
resources,

Note 2 to efptry: Consortium members typically retain their individual identities and operaté independent]

the consort

Note 3to e
benefits asj

Note 4 to en
resource al

3.3

core part
organizati
functional

3.4
ecosysten
communit
benefits

3.5
plug and

1
architectulﬁ‘e of a digital serviee platform which ensures that the dependencies between the pla

and applic
correspon

Note 1 to enptry: Throughithe plug and play architecture, resilience and capacity to accommodate changes i

that were n|

3.6
shared di

entry: A consortium typically involves multiple independent entities, such as conipanies, p
bxpertise, and interests to work on a specific project or pursue shared objectives.

ium.

htry: Consortium members contribute resources, contribute to decision‘making, and share th
ociated with the project or initiative.

try: Consortia are often governed by a set of agreements or contracts that outline the terms of co
ocation, intellectual property rights, and other relevant aspécts.

ner

ity

1 organization
y of business partners, suppliers.and customers that share a digital service platform

ay architecture

htions are kept to-aminimum and that changes in a platform core or an application do 1
Hing adjustments'to ensure continued interoperability

ot originally: planned can be ensured.

oling their

[y outside of

e risks and

laboration,

pn that has a significant role in shaping a shared digital service platform's directiom and core

for mutual

form core
ot require

h the future

pital service platform

platform t

deliver unique digital services for the ecosystem organizations

1.1 1. 1 1 1 1L
1dU CI1dDICS pPdILIICTS, SUPPIIETS AU CUSTOIIICTS LU SIIdIe TES0UICES, PIroCesses dllu Ldpdbllltles to

4 Overview of shared digital service platform among ecosystem organizations

4.1 The purpose of a shared digital service platform among ecosystem organizations

The purpose of a shared digital service platform is to enable organizations to collaborate with partners
and suppliers to create unique digital services for their organizations. Such a platform provides a software
tool that allows businesses to rapidly deliver these services by combining products with sensors, data
and advanced analytics, thereby creating new value models with significantly improved or unique value

© ISO/IEC 2024 - All rights reserved
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propositions for their organizations.[é] Through effective ecosystem strategies, third-party software and
data integration, the shared digital service platform can provide a powerful tool for businesses to create
differentiated and more effective digital services that meet the evolving needs of their organizations.
Ultimately, the purpose of a shared digital service platform is to facilitate collaboration and innovation
among organizations and their partners, leading to the creation of more valuable digital services for
organizations.

The shared digital service platform involves an extensible codebase of a software-based system that
provides core functionality shared by applications that interoperate with it and the interfaces through
which they interoperate.lZl In the shared digital service platform, an application is defined as an add-on
software subsystem that is connected to the platform core to add functionality. This allows applications
to add functionality to the shared digital service platform and deliver rapid and continuous innovation to
organizations that adopt the shared digital service platform

For more the word

"platform'

information on the difference between the technical, economic and general usés of
in the context of digital services, see ISO/IEC TS 5928.

4.2 Gov
organiza

ernance arrangement of shared digital service platform amongecosystem
tions

4.2.1 Gdneral

Shared digital service platforms among ecosystem organizations involve an alliance between different
organizatipns using the platform to generate value for their organizations. The shared digital service
platform among ecosystem organizations can have different governance arrangements based on the specific
industry, qrganization size and goals.

4.2.2 Cdntralized model

Under this

authority

business units involved.

A centrali
makes ded

The centra

production departments) and external stakeholders (e.g. partners, suppliers and customers),

service ley

4.2.3 Cd

Under this
together t
about role
establishe

model, one entity is responsible for provwiding shared services. This central entif
fo set policies, define service standardsafid ensure compliance across different depai

ved governing body, consisting of representatives from various departments or busi
isions regarding service offerings, resource allocation and overall strategy for shared s

lized governing body establishes service level agreements (SLAs) with internal stakeh

els, performance metrics and expectations for shared services.

nsortium model

model, ninltiple entities, for example manufacturing organizations in the car indu
b form alconsortium and jointly govern a shared digital service platform (see Annex A
5 and-Fesponsibilities of the consortium model and Annex B for related use cases). The c
5 a’'governance structure with representatives from participating organizations.

y has the
rtments or

hess units,
ervices.

blders (e.g.
specifying

stry, come
for details
onsortium

The governing body, consisting of representatives from participating entities, collectively makes decisions
regarding service offerings, investment priorities, resource allocation and governance policies for the
shared digital service platform.

The consortium establishes SLAs with participating organizations, outlining service levels, responsibilities
and financial arrangements for utilizing the shared digital service platform.

4.2.4 Open platform model

Striving to be open, the open platform model encourages collaboration and participation from external
stakeholders, such as partners, suppliers or customers. The platform provides a common infrastructure and
set of services that can be extended and customized by external parties, fostering innovation and ecosystem

© ISO/IEC 2024 - All rights reserved

3


https://iecnorm.com/api/?name=6fc2202531802dba9c57b3386270a42f

ISO/IEC TS 38508:2024(en)

growth. For example, in the financial sector, the platform connects financial institutions and other service
providers, enabling seamless integration and interoperability between different financial systems.

In the open platform model, the governance structure includes representatives from the organization
operating the platform and external stakeholders, such as partners or developers. The governing body sets
rules, standards and policies for platform usage.

The governing body makes decisions related to platform features, integration protocols, data sharing
policies, and participation guidelines. It ensures that the platform remains open, secure and aligned with
the interests of all stakeholders.

Depending on the nature of the platform, SLAs can be established with external stakeholders, defining

service levels, data usage rights and responsibilities.

4.3 Conpsortium model — exemplar of an alliance

This subcl
service pl3
more deta

The owne
property J

tform typically involves a consortium of organizations that play different roles (see An|
led description).

I of the shared digital service platform is the entity that contrels-the platform's i
nd decides who can participate and in what capacity.[!]

The core

functionaljty.

Peripheral partners are third-party developers who want to offer their resources, such as ap
sensors, aind devices on the shared digital service platform togain market access.

Organizat
peripheral
and funct
devices th

The owne
installed H
The organ
platform g

expect to increase their returns throtigh successful exploitation of the installed base of the platfo

Expanding
In order t

application programming interface (API) and developer tools to create and monetize servi
[0 get started,-the platform owner needs to actively look for the organizations for collaboration

platform.
and incent
of the org3

While thel

artners are the organizations involved in developing the shared digital service platf]

ons can participate in the shared digital service platform ecosystem as either core p
partners. Core partners typically have a meore'Significant role in shaping the platform’
onality, while peripheral partners contribute to the platform by adding new appli
ht can interoperate with the platform's:¢ore functionality.

" of the shared digital service platform is typically a well-established organization w|
ase. The owner of the shared digital service platform develops the platform with corg
izations entering the platformi-ecosystem are attracted to the platform to gain acd
wner’s installed base, thatis;-a large customer base. The organizations joining in the

the size of the platform ecosystem is key to the success of the shared digital service
p do that, the platform owner should incentivize the ecosystem organizations with

ivize therfor value cocreation. The platform owner can make a selective decision on i
nizations/into the ecosystem.

edare’advantages that customers receive through data-based digital services, varioug

huse presents a consortium model as an exemplar of an alliance. Under this model, a shajred digital

nex A for a

htellectual

brm's core

plications,

artners or
5 direction
cations or

ith a large
b partners.
ess to the
ecosystem
'm owner.

platform.
data, the
res in the

ntegration

problems

can ocCcur.

Sinice a Iqrgp amount of pprcnnq] data is created it can be pnccih]p to infer the ide

htity of an

individual.

This in turn can lead to privacy infringement.

Therefore, the governing body of the shared digital service platform needs to establish policies for privacy,
security, risk governance and other areas of its digital services.

The governing body ensures that personal data and the fundamental rights of individuals are protected in
the case of personal data transfer to third-party processors, especially in third countries. If the platform
owner needs to share the sensor data with third-party service providers or make a profit by selling the
sensor data, the requirements for the relevant regulations need to be addressed. Guidance should be given
on conformance to regulatory requirements for personal data processing.

© ISO/IEC 2024 - All rights reserved
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The governing body should also ensure that its organization implements and maintains appropriate
technologies and measures to protect customer and personal data against destruction, loss and unauthorized
access or modification. Guidance should be given on conformance with the security and privacy requirements
defined in ISO/IEC 27001 and ISO/IEC 27701.

The shared digital service platform may enable organizations to combine devices with sensors, data and
advanced analytics to deliver unique digital services to their customers and to shift their existing business
model to selling digital services. Since such a shared digital service platform enabled digital transformation
requires dramatic changes in strategy, structure, operation and culture, the role of the governing body
becomes more important than ever.[2] The following clauses provide governance guidelines on how existing
companies can adopt and build the shared digital service platform to spearhead their digital transformations.

5 Bengfits of good governance of a shared digital service platform

Good governance of a shared digital service platform assists the governing body in ensuring that he use of a

shared diglital service platform contributes positively to the performance of the organization by:

— accelerating the flow of innovation into an ecosystem in order to sustain its competitive advaftage;

— clarifyfing role, responsibility and accountability for both the supply of and‘demand for a shafed digital
service platform;

— the acfual realization of the expected benefits from each IT investmeénit;

— minin}izing the risk of negative impact to stakeholders, such as.¢ustomers, partners and employees, due
to secpirity and privacy breaches;

maximizing the value creation potential of the shared digital service platform by fostering collaboration
among ecosystem partners and facilitating the creation of new services and business models

buildihg trust among stakeholders through trahsparent decision-making processes and effective

commjunication.

Overall, gpod governance of a shared digital-Service platform can lead to more effective use
technologies, improved organizational perfortnance, and enhanced customer experiences.

of digital

6 Governance framework fora shared digital service platform

The estab]|
the ecosys
regulatory

The ecosy)|
of the eco
platform

arrangemsg

Governin

ishment of a shared digital service ecosystem should involve a governance framework tl
tem’s purpose, guiding principles, decision-making arrangements, participant obliga
compliance obligations. This can include memorandums of understanding, SLAs and c

stem'’s governing body composition, authority and accountability will depend on the
system andid-the basis under which it is organized. Those responsible for the governg
bcosystem’ should establish a governance framework appropriate for the ecosyst]
bntsy complexity and purpose.

hat defines
tions, and
bntracts.

structure
nce of the
em’s legal

bodies of nrgani7:\finnc cr—\pl(ing toengage with the shared Higif:\] service. ecosystem

should be

aware of the platform alliance’s governance arrangements.

The specific issues that need to be dealt with in a governance framework for a shared digital service
platform will depend on the purpose and design of the shared digital service platform, but could address the

following.

Basis: Whether the ecosystem platform is owned by a single organization or shared by multiple owners.

Accountability: Who is responsible and accountable for budgeting, developing commercial models,

marketing, profit sharing, expanding new business lines and criteria for selecting new consortium

memb

ers?l8l

© ISO/IEC 2024 - All rights reserved
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— Decision-making structures: The processes and framework by which decisions are made regarding

servic
servic

e offerings, investment priorities, resource allocation and governing policies for the shared digital
e platform.

— Technical strategies: The mechanism and responsibility for setting information security and other
standards for accessing the ecosystem solution, permitting new platform participants when they satisfy
applicable criteria and standards, determining the timing of upgrade to a new version of the software,
and resolving disputes.[8] Once established, technical architecture is not easy to change, and on a shared
digital service platform, such architecture presents a challenge in determining the future evolutionary
trajectory of the shared digital service platform. In other words, as technical decisions in the shared
digital service platform result in significant strategic consequences, it is necessary for the governing
body to strategically review the platform’s technical architecture. Thus, the governing body needs to

famili

a technical

compdanent. Rather, the architecture of the shared digital service platform is as a strategic ufcome.

— Policips and practices: Articulation of policies and practices for managing the(platfom, which

includs:[2]

— whether the platform is open or closed,

— who can access the platform,

— whatsservices are allowed, and

— the mechanisms to manage the quality of the services.

The pplicy statements can also include roles, responsibilities and accountability for setting up such
policigs.

— Capabilities for managing external relationships:” The organization’s ability to mpanage the
relatignships between its IT function and external stakeholders such as partners, suppliers, ¢ustomers,
third-party developers and third-party data service providers. This includes the mechgnism and
responsibility for managing inter-organizationaldependencies and architecture of participatfion.

7 Governance model for organizations participating in shared digital service

platforny

The roles ¢f the governing body in the:Governance of IT are described in ISO/IEC 38500 as shown ijn Figure 1.

© ISO/IEC 2024 - All rights reserved
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Members ¢f the governing body are accountable for the effective, efficient and acceptable use of
digital seryvice platform. In this regard, the governing body should govern organizational use d
digital seryice platform through the following tasks.

Although the respeonsibility and authority of a shared digital service platform management are dg
the managementteam, the ultimate accountability of a shared digital service platform governancg
the governfingbody. The governing body should establish a clear accountability framework for a sha

ISO/IEC TS 38508:2024(en)

Engage
stakeholders

Evaluate

Monitor Direct

\
L/

Management of IT

[SOURCE: ISO/IEC 38500:2024, Figure 1]

Figure 1 — Model for the governance-of IT

Engage with relevant stakeholders regarding the use of shared digital service platforms to u
their ¢xpectations. This will help the organization to determine the capabilities required an
agreements regarding the use of IT and data\

Evalugte recommended proposals and-plans for managing the organizational use of a sha
service platform, ensuring that they.will meet the organization’s internal and external requir
pressure) effectively.

Direct] the organization by adepting strategies and policies for use of a shared digital servicg
ensuring that they are kept up-to-date through periodic review.

Monitpr the organization’s performance and conformance with these policies, ensuring that t
facilitate the organization’s achievement of its strategic objectives, and that the management
a sharged digital service platform conform to internal policies and external requirements (or

he shared
f a shared

nderstand
1 establish

red digital
bments (or

b platform,

he policies
and use of
ressure).

tlegated to
resides in

red digital

service platform. To guide the organization on the use of a shared digital service platform, the governing
body needs to ensure that its direction is sufficiently communicated. As specified in ISO/IEC TS 38501,
directions from the governing body not only include authorization of strategy, delegations of authority, a
range of policies, risk appetite and compliance, but also culture, budgets, required resources and skills, and
stakeholder involvement and responsibilities.

© ISO/IEC 2024 - All rights reserved

7


https://iecnorm.com/api/?name=6fc2202531802dba9c57b3386270a42f

ISO/IEC TS 38508:2024(en)

8 Guidance for the governance of a shared digital service platform

8.1 General

While a broader guidance for the governance of IT is available in ISO/IEC 38500, this clause elaborates the
guidelines on the following areas to fit the purpose of organization’s use of a shared digital service platform:
(1) strategy, (2) acquisition, (3) compliance, (4) performance, (5) human-behaviour and culture, (6) data

quality, (7) risk governance and (8) organizational governance oversight.

8.2 Strategy

The use of a shared digital service platform will potentially have a significant impact on the organization’s

strategic @
should, the
of such te
the organi
value in th
devices to
based bus

The gover
the sharec
governing
specific p4
regulatory
shared dig

The gover
service pl3
to collabot
products 3
with partr
which can

8.3 Acq
When mal

bjectives and value generation model. The governing body of the organization using th
refore, ensure that the potential impact on the organization's value generation mode] fr
hnology is considered. This includes considering how the use of such technology-mig
zation's business strategies, transforming its business models and processe§)yand crg
e market. For example, a shared digital service platform could be used to ¢ennect cust
a broad supply chain of partners, enabling the organization to transfori its existin
ness model into a service-oriented one.

hing body should assess whether by designing seamless processés with partners and
digital service platform can help the organization deliver valde to its customers. Ha
body should also consider whether the adoption of a shared digital service platforn
rtners is appropriate in the organization's competitive environment, taking into accou
requirements. They should give consideration to whether the overall purpose and
ital ecosystem aligns with the purpose, culture andvalues of the organization.

hing body should instruct the organization to ¢onsider the benefits of utilizing a sha
itform as a means of flexible inter-business network redesign. This will enable the o
ate with broad ecosystems, which can provide greater market strength through comp

er organizations can help the organization develop a broad and new supply and partne
enable it to reshape its business model by leveraging the network's capabilities.

uisition

xing decisions about whether to make or buy a shared digital service platform, the

body shoul
between t

In conside
should e
consortiu
governang

d instruct that there be-appropriate and ongoing analysis. Such analysis should strikg
e benefits, opportunities, costs and risks, both in the short term and the long term.

ing whether to adopt a specific shared digital service platform approach, the gover

pluate whether the governance arrangements and framework of the platform 4
are appropriate. This includes considering the legal basis for governance, accou
mechanisms and policies and practices.

q

e platform
bm the use
ht reshape
ating new
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suppliers,
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use of the

red digital
ganization
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ind services, rather than competing against them. Flexible inter-enterprise process integration

r network,
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The governizg body should be aware of the advantages and dlsadvantages of bu11d versus buy. While
building : igita 1 infriastructure
internally and malntaln exclusive control of future technology development it requlres significant R&D
expertise and expenses. Traditional companies without well-established software development expertise
can experience delays in their development plans by building a shared digital service platform instead of
gaining a competitive advantage.

Alternatively, by buying services rather than developing a shared digital service platform in-house or
outsourcing, companies can focus on their core competency and adapt and scale the future demands
without requiring capital investments. However, buying services can cause the organization to lose learning
opportunities by not maintaining skills and resources related to a shared digital service platform. This, in
turn, exposes the organization to a possible service provider's opportunistic behaviour.
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Therefore, the governing body should carefully consider the organization's strategy and competitive
environment when deciding whether to make or buy a shared digital service platform. They should balance
the benefits and risks of each approach and determine the most appropriate path forward.

8.4 Compliance

The governing body of the platform alliance should establish mechanisms to oversee and ensure the
compliance of shared platform policies with legal obligations, and regulatory and contractual obligations.
This involves assessing the consortium organization's policies and ensuring that they align with the
requirements set out by external bodies such as regulatory authorities and contractual agreements.

The governing body of an organlzatlon using the platform as a core partner ensures that its operations and
activities @r nsortium.
This includes adhermg to the guldellnes and regulations outllned by the governance structure anfl ensuring
that the orfganization's policies align with those of the shared platform policies.

tometimes
hclude the

In addition to the policies set out by the governance structure of the consortium, core-partners
need to egtablish their own policies to govern their use of the platform. These poélicies can i
following.

p platform,
an involve

Data grivacy and security policies: As core partners are likely to handle sensitive data on thg
they dan need to establish policies that ensure the privacy and security of this data. This d
guideliines around data access, storage, sharing and disposal.

with their
I, content

User |
produ
modef

olicies: Core partners can need to establish policies that-govern how users interact
cts or services on the platform. This can include guidelines around user behavioy
ation and dispute resolution.

h relevant
brates in a
hat ensure

Compliance policies: Core partners can need to establish-policies that ensure compliance wif
reguldtions and laws related to their business operations. For example, if a core partner op
highlyl regulated industry such as healthcare or fifiahce, they can need to establish policies t

compliance with industry-specific regulations,

htellectual
'ingement,

Intelle

prope
trader]

ctual property policies: Core partners‘can need to establish policies that govern how i
'ty is protected on the platform:\This can include guidelines around copyright inf
hark violations and trade secret-protection.

Overall, thie core partner policies should complement the shared digital service platform policies dnd ensure

that their fise of the platform aligis with both internal and external requirements.

NOTE

bome legislations require responsible stewardship of the organization in handling cust

especially in relation with ogenating the platform. For example, the European Union's Digital Service A

that custor
recommeng

8.5 Per

The gover

hers online be protected with transparency, that organizations provide explanations abou
ler systems work, and that users can change the criteria used for the recommendation and ever

formance

hing body of an organization is accountable for its performance, even when utilizing

omer data,

ct requires
how their
block it.

b 3 shared

digital service ptatform—Therefore, the governing body shoutd momitor-thre ptatform's performarice and the
value being obtained by setting specific, measurable goals that align with the organization's objectives. Key
performance indicators (KPIs) for a shared digital service platform will vary depending on the initiative's
goals, which could include enhancing organizational and customer productivity, as well as improving
customer experience and satisfaction. The governing body ensures that high-level views of key performance
metrics are monitored and met.

8.6 Human behaviour and culture

The governing body plays a critical role in addressing the impact of human behaviour and culture on
the implementation of a shared digital service platform. By identifying cultural and behavioural factors,
developing policies and guidelines, educating and training partners, and monitoring and evaluating
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implementation, the governing body can ensure that the platform aligns with the partners' cultural values,
norms, and expectations. Key aspects include collaboration between partners, user adoption and change
management in the adoption of new processes and practices.

The governing body should ensure that the organization has the right human resources. This includes data
scientists and application developers who are needed to analyse platform data and develop applications.
New talent pools should be recruited, and existing employees should be retrained to build the organization's
data and digital capabilities. It is important to recognize the fear of existing employees being replaced by
new talent, and the governing body should make efforts to relate the strengths of employees to the tasks
of the digital transformation process. Additionally, the governing body should recognize the development
efforts of existing employees and the resulting new credentials they acquire.

The governing body needs to ensure that a new culture is fostered to accept new thoughts, new ways of
doing things, and to balance these new talents with existing old culture. Fast and agile decision r':lfking over

bureaucrafy are considered to be effective in digital transformation. Existing reward systems,mfay need to
be redesigned. Developing incentives for creative concepts and projects are considered t0 be effective for
new talenfs.

8.7 Data quality

The reso

for data c
machine 1
others are
vendors, ¢

To addres
quality go

ces associated with a digital service platform are diverse, including physical infr
llection, IT infrastructure for data storage and processing, and.énd-applications for
parning algorithms. Some of these resources are under the\eontrol of the organizat
managed by third parties. For instance, data can be collected from different sources
Istomers, employees, and other stakeholders, creating complex governance challenges.

5 these challenges, the governing body should diréct”and oversee the implementati
Vernance to mitigate data quality-related risks and)to enhance trust in data for analyt

applications. While ISO/IEC 38505-1 describes a broader @verview of governance of data, data ¢

further pr
NOTE

The gener
ISO/IEC 3§

One of thd
machine l¢
or if the o
establish g
risks and 1

Furtherm
a culture

all parties
consensus

hctical importance for the shared digital segvice platform.
[his topic is to be covered in the future ISQ/HE 5259-5:—.1)

al terms of governance implications of the data use in artificial intelligence can b
507.

governance challenges in.a multi-party environment is determining the responsib
barning produces an incorfect output due to anomalies in data collected from multip
wnership of sensor datajlies with external vendors or partners. The governing bod
lear guidelines on data ownership, quality and privacy to ensure accountability and mit
eputational risks-

dre, the governing body should foster collaboration among different stakeholders t

of trust and:transparency. This involves developing communication channels to e
have actess to relevant information, engaging in open dialogue to address concerns
and developing incentives to encourage collaboration and cooperation.

In summ

hstructure
users and
ion, while

including

bn of data
cal and Al
uality has

b found in

le party if
e sensors,
 needs to
igate legal

b promote
hsure that
and build

plines and

qry; the governing body of a digital service platform needs to establish clear guid
OSter a culture o

policies for data governance, promote collaboration among stakenolders, an
transparency to ensure accountability and mitigate risks associated with data use in artificial intelligence.

8.8 Risk governance

" trust and

The governing body should ensure that the risks faced by organizations during the development and
operation of a shared digital service platform are identified, analyzed, evaluated and monitored as a part of
the organization's overall risk management framework.

1) Under preparation. Stage at the time of publication: ISO/IEC CD 5259-5:2023.
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ese issues are as follows.

Multiple stakeholders: Shared digital service platforms involve multiple stakeholders who can have

different risk tolerances and priorities. Risk management strategies need to take into account the diverse
perspectives and priorities of these stakeholders.

Data privacy and security: Shared digital service platforms often involve the sharing and processing of

sensitive data. Risk management strategies need to ensure that appropriate measures are in place to
protect the privacy and security of these data.

Legal compliance and regulatory compliance: Shared digital service platforms need to comply with

different natures of legal requirements and regulatory requirements. Risk management strategies need
to ensure that the platform meets these requirements, and that appropriate measures are in place to

manage legal risks and compliance risks.

Dependence on third-party services: Shared digital service platforms can rely on third-part

such as cloud computing providers or software vendors. Risk management strategies néed t
account the risks associated with these third-party services and ensure appropriate meast
place fo manage these risks.

Technjcal complexity: Shared digital service platforms may involve complex technical sy

architpctures. Risk management strategies need to take into account the‘risks associated

techn

Overall, th
digital ser

cal complexities and ensure that appropriate measures are in place to manage these rig

e specific issues that need to be considered when establishing risk management fo
vice platform will depend on the nature of the platform and its stakeholders. However,

outlined above are common considerations that need to be addressed in any effective risk m:
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implement
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r a shared digital service platform.

hing body should also ensure that a frameworK for the risk management is set and
k management policies into their management practices. Such policies include the f
\s of cloud providers as well as policies for, the protection of data and members of the

hing body should also ensure that the . necessary resources (such as risk experts wit}
) are allocated for effective risk management.

hformation on SLAs in cloud computing, see the ISO/IEC 19086 series.

anizational governanceversight

hing body should have oversight of management's progress in implementing the strate
e organization thatcan arise. This requires that the governing body be informed about
ing the organization's IT strategy, as well as the impact of changes to the organization
al environments,/to identify areas in which the strategy needs to be adjusted.

ared digital-service platform is used, the governing body should ensure that there a
with sueh things as cooperation with other partners within the platform, security of t
g ofdata.

y services
b take into
ires are in

stems and
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ks.

r a shared
the issues
inagement
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olicies for
lworkforce.
| adequate

by and any
rogress in
s external
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The gover

'\ing bodv should ensure that the nvprcighf of mnnqur‘c' pm‘fnrmnnr‘p in qr‘hipving th

business

objectives of a shared digital service platform is through the established committee and has mechanisms
in place to measure against the desired outcomes. The committee is also responsible for tracking progress
on the change activities in relation with shared digital service platforms and gathering and coordinating all
relevant information required for direction of the governing body as specified in ISO/IEC TS 38501.

As the needs of the organization evolve, the governing body should monitor the effectiveness of the
mechanisms for the governance and management of a shared digital service platform by requiring

independe

nt assessments.
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9 Guidance for the management of shared digital service platform

9.1 Roles of management

Managers are responsible for attaining the strategic objectives of a shared digital service platform within
strategies and policies set by the governing body. In order to achieve the strategic objectives of a shared
digital service platform, managers are responsible for implementing management systems.

The management of a shared digital service platform requires a collaborative and structured approach that
focuses on governance, user management, and ongoing maintenance to ensure the platform remains secure

and effective for all stakeholders.

A sha

ed digital service platform requiresa formal governance structure to oversee its ms

nagement

and er
board

A shan
identi
to the

A shar
to use

A sha
policig
reguld

A shar

sure that it meets the needs of all stakeholders. This can include a steering committeexd
composed of representatives from different organizations using the platform.

ed digital service platform can require a more sophisticated user managementstructurg
y and access management (IAM) systems, to ensure that only authorized users are grary
platform.

ed digital service platform can require a dedicated technical supportsttructure to provi
's and ensure that the platform remains operational and secure,

'ed digital service platform can require a structured approach to data management
s and procedures for data storage, sharing and protectiof;to ensure compliance with
tions.

and upgrades to the platform, including testing and implementation procedures.

Overall, t

and tailored to the unique needs of the platform and its users. Effective management of a sha
service platform requires a coordinated effort ameng different stakeholders, and the right stru
help to engure that everyone is aligned and working towards common goals.

To ensure phared digital service platform strategy meets its purpose, managers should establish a
shared digital service platform policies.“Stich policies become rules and guidelines in both the

ed digital service platform can require a formal chahge management structure to mana

structures required to manage a shared digital service platform would need to be mo

r advisory

,including
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bperations

and management of a shared digitat;service platform. The policies should be based on principles and

directives
and intern

Managers
to the gov
managems
As specifi
managemsg

set by the governing bady-as specified in ISO/IEC TR 38502. Policies should also refle
ational stakeholder requirements and risk appetite.

are responsible for monitoring and assessing the performance and conformance and
erning body. Relés, responsibilities and reporting procedures should be defined to e
nt obligations for a shared digital service platform performance and conformancg
ed in [SO/MEC TR 38502, managers should also establish internal risk control as ¢
nt system.

9.2 Considerations for management systems

"t national

reporting
nsure that
b are met.
art of the

Managers are responsible for implementing management systems for shared digital service platforms,
which include systems dealing with the demand for and the supply of digital services by internal units or
external partners as well as the conformance and performance of the shared digital service platform and
reporting to the governing body.

Organizations should consider the use of Agile and DevOps practices for software development to
enable faster adaptation to changing strategic needs. Agile and DevOps are both approaches to software
development that prioritize speed, flexibility and collaboration. Agile emphasizes iterative development
and close collaboration between cross-functional teams, while DevOps emphasizes the integration and
automation of software development and IT operations.
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A shared digital service platform can help to facilitate these practices by providing a common set of tools
and resources that enable cross-functional teams to work together more effectively. For example, a shared
digital service platform can provide access to tools for continuous integration and deployment, which are
critical to the DevOps approach. It can also provide collaboration tools for Agile teams, such as agile boards
and real-time communication channels.

Furthermore, a shared digital service platform can help organizations to adapt quickly to changing strategic
needs by enabling rapid deployment of new features and functionality. This is especially important in
today's fast-paced organizational environment, where organizations need to adapt quickly to changing
market conditions and needs.
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