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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

Information technology (IT) has become pervasive in supporting and enabling the strategy of
organizations and this prevalence mandates the governance of IT as an organizational imperative.

Organizations have made significant investments in IT to automate business processes and to
communicate and transact electronically with their customers and suppliers. The benefits from
these investments have unfortunately not always materialised and in some instances, organizations
have incurred significant financial and reputational damage as a result of IT failures. This has further
heightened governing body awareness of the need for the governance of IT and of their responsibilities
in thisTegard:

It might be, however, that some governing bodies are uncertain of what arrangements they rjeed to have
in place for the governance of IT.

This| Technical Specification has therefore been developed to provide guidancé-on the implementation
of gqvernance of IT within organizations. It considers governance, both frontthe perspectivle of gaining
assurance that the risks associated with the use of IT are appropriately, tvanaged, as well ps ensuring
that|the organization maximizes the value from its investments in IT.

It e¥pands on the model and principles for good governance of\¥ly as described in ISOYIEC 38500
and [ISO/IEC/TR 38502, and provides guidance on a methodology for implementing pringiples-based
govgrnance of IT.

© ISO/IEC 2015 - All rights reserved v
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Information technology — Governance of IT —
Implementation guide

1 Scope

1.1

Overview

This
gove

1.2
This

implement governance of IT, in accordance with ISO/IEC 38500.

It py

clarifying roles and responsibilities of key stakeholders within(the organization, as well a

exar|

1.3
This
org
isa
2
The
indi{
refel

ISO
ISO

3

The
pres

Technical Specification provides guidance on how to implement arrangements f
rnance of [T within an organization.

Purpose

Technical Specification identifies the key activities that an organization has to ui

ovides guidance on the design and establishment of the arratigements for the gover

hples of matters to consider in the design of the governanceof IT.

Audience

Technical Specification can be used by individuals responsible for governance of I’
nization and individuals supporting in the governance of organizations. This Technical S
plicable to organizations of all sizes and types.

Normative references

following documents, in whole-or in part, are normatively referenced in this docum
pensable for its application:-For dated references, only the edition cited applies. H
ences, the latest editionof the referenced document (including any amendments) appli

[EC 38500, Corporategovernance of information technology

[EC/TR 38502 (Information technology — Governance of IT — Framework and model

[mplementation approach

br effective

ndertake to

nance of IT,
s providing

[ within an
pecification

ent and are
or undated
ES.

mplermentation of the governance of IT should be based on a cyclic approach consideri

g the model

ented in ISO/IEC 38500, Figure 1. The first cycle of activities involves the establishment pf the initial

“implementation” or baseline, with subsequent cycles of the activities being used to support and enhance
the governance of IT implementation by means of continual improvement. The duration of cycles will be
different for each organization, depending on a number of factors including the organization’s size, its
industry, as well as the maturity of the governance of IT in the organization.

The implementation cycle comprises the following main activities which are expanded in the clauses below.

Establish and sustain enabling environment: Commence by establishingan enabling environment

which ensures that all stakeholders are appropriately identified and made aware of their roles and
responsibilities. Subsequent cycles will ensure that the enabling environment is sustained.

© ISO/IEC 2015 - All rights reserved
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— Continual review: Review the governance of IT arrangements to determine whether desired
outcomes are being achieved. If not, recommence the implementation cycle to effect the necessary
changes, thereby ensuring continual improvement of the governance of IT implementation.

'

Continual Review

/

Establish and Sustain Enabling

Environment
Source of
Stakeholder Govern IT Authority
Sponsorship Engagement U

&
Responsibilities

Regulatory
Obligationsg
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/\ ot
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2 Expectations

Business

()9 Pl
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N2 Z

[

Mdnagels

K Management'systems for the use of IT

Figure 1 — Implementation approach (incorporates ISO/IEC 38500)

/

4 Establish and sustain enabling environment

4.1 Overyview

The executjon and improvement of the governance of IT implementation activities will genefally
require clegr leadership and commitinent from the governing body and the executive managers of the
organizatiop.

The level of engagement of thesestakeholders should be proportionate to the importance of the role of [ T to
the organization — both currently and in the future, as required by the organization’s goals and strategy.

This may lepd to change:in terms of organizational culture and behaviours in respect of IT, in addjtion
to requiring new orgniproved processes in the governance of IT.

This is achjeved through the identification and engagement of appropriate stakeholder groupg, as
well as the clarlflcatlon of roles and respon51b111t1es for the various stakeholders ThlS is an on-going
activity andther ' ' ' [
stakeholders can change and the stakeholder group respon51b111t1es can mature over tlme These
activities are discussed below.

4.2 Ensure internal stakeholder engagement

Two key stakeholder groups should be considered when commencing with a governance of IT
implementation, namely the governing body and executive managers. Awareness should be developed
in these stakeholder groups of the purpose and objectives of governing IT and their various roles
and responsibilities in this regard (see ISO/IEC/TR 38502 for further detail on the relationships and
boundaries between these key stakeholder groups).

2 © ISO/IEC 2015 - All rights reserved
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Developing and maintaining awareness is an on-going process that is enhanced through the successive
iterations of the activities described in this Technical Specification. The awareness should be initiated
by holding briefing sessions and or workshops covering, inter alia:

how business value is realised from the use of IT;
the risks associated with maintaining current and implementing new IT capability;
the need for the governance of IT and how it fits with corporate governance;

the model and principles that are described in ISO/IEC 38500;

The
in th
of th
Subs
upd{

4.3

The
need
the

important to determine and appoint a sponsor and a small group of individuals on the f

the
Sped
Grou

orgdnization. These activities are discussed in further detail in 5.3.4.

The

not e a risk or governance expent or department.

5

5.1

The
take]

the framework, roles and responsibilities of stakeholders as described in ISO/IEC/TR 3

Facilitating stakeholder assessments of the effectiveness of current governance of\IT ar
[see Annex A and Annex B).

first cycle of the implementation provides the opportunity to explain anddéd down the
e context of the organization. This will lead to greater stakeholder understanding and
eir respective roles and responsibilities, as well as the identificationy of areas for im
equent cycles will provide for the on-boarding of new stakeholders, as well as the refi
iting of knowledge and responsibilities for existing stakeholders:

Clarify sponsorship and responsibilities

e are many activities associated with improving and ‘maintaining effective governang
to be actively managed within the organization-~Fhese include awareness and edug
bovernance of IT, as well as on-going coordindtion and administration activities. It
mplementation. This group is referred to“as the Governance Steering Group in thij

ification but in smaller organizations it\may simply be an individual. The Governan
p has the responsibility to drive the adoption and or transformation of the governance

sponsor should be a key influential business/marketing/operations executive manager|

Govern IT

Overview

8502;

rangements

se concepts

ownership
provement.
hement and

e of IT that
ation about
s therefore
rst cycle of
s Technical
ce Steering
of IT in the

and should

three activities of the governance model in ISO/IEC 38500, namely evaluate, direct

(resj

of tl1e internal and external environments, as well as organization’s culture for the governa

honsibility, strategy, acquisition, performance, conformance, human behaviour) within

d monitor,

a
place in the Govern IT phase. These are framed and guided by the six principles of t]l?e standard

the context
hce of IT.

It is important to focus and describe what the result of the governance of IT should be when applying
the ISO/IEC 38500 framework, rather than being process or control oriented. This will ensure that the
governing body determines what needs to be achieved, rather than prescribing how it should be done,
thereby appropriately guiding or steering the organization in its use of IT.

In addition, an appropriate mechanism of assessment is required, which must take into account the
principles-based nature of ISO/IEC 38500.

© ISO/IEC 2015 - All rights reserved
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5.2 Evaluate

5.2.1 Overview

The evaluate activity is used to establish the internal and external environment and to determine how
the organization is currently supported and enabled through the use of IT (the current state).

The first cycle of the implementation approach also provides an opportunity to introduce, explain and
reinforce the concepts of ISO/IEC 38500 and to highlight the value of the standard to key stakeholders.
Subsequent cycles should also form a key part of the on-going awareness and education program for the
governing body and executive managers.

5.2.2 Understand internal environment

The governing body should maintain an understanding of key aspects of the organization sp.thatIT related
assessmentp and decisions can be made that are relevant to the organization. Key considerations include:

— businegs goals;

— businegs strategy;

— risk appetite and performance;

— culture|of the organization and tone at the top;

— organijational maturity and levels of skill, training and conipetence in the use of IT;
— strategjc change initiatives;

— the neefd for innovative use of IT to obtain competitive advantage;
— assurance reporting including audit and risk;

— how key business processes use and are supported by IT;

— key IT gervices and how they are provided;

— how th¢ organization engages with-partner organizations.

Much of thif information will be provided to the governing body for validation or review (e.g. business
strategy, organizational perfermance, strategic change initiatives, risk appetite, etc.), however, some of
the “softer”} more human aspects might not be formally quantified. In these instances, the goverpning
body should request exetutive managers to perform organizational assessments so that this feedpack
can be prespnted to the-governing body and taken into consideration.

5.2.3 Understand external environment

The governing-body she 2 2 s . 3 S
business opportunltles and rlsks thereby mandatlng IT related busmess change responses These
factors should form part of the environmental reviews that are presented by executive managers when
preparing strategic plans for approval by the governing body. Key considerations include:

Regulatory The impacts that local and global regulations might have on how the organiza-
environment tion treats its IT

Technological How advances in IT can be used to redefine business models and change the
advances ways in which individuals engage

Generational trends The social and cultural expectations of younger generations and the risks and
opportunities that these present for IT - both for members of the organization,
as well as for consumers of the organization’s products and services

4 © ISO/IEC 2015 - All rights reserved
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raphies will impact the organization and can be enabled by IT

Competitive forces How competitors are using IT to gain strategic advantage
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d or geog-

Market How new products and consumer demands are driving the use of IT
developments

Stakeholder The impacts that external stakeholder groups (e.g. environmental, social respon-
requirements sibility) might have on the organization’s IT

Extdgrnal threats The overall risk to the organization’s reputation from unauthorized a

IT environment.

Extdrnal changes can have material impacts on the organization’s IT and the goyerning
carefully consider these factors in its governance of IT.

5.2. Identify current state of the use of IT

Oncg¢ the internal and external context has been identified, the ggverning body can ag
detefmine how the organization is currently being supported and eabled through the use

The [principles-based evaluation method requires an assessment of the extent to which
outcpmes are being achieved for each of the principles of the]JSO/IEC 38500 standard. Annej
an ekample assessment scheme and a suggested graphical fépresentation for displaying the
the 3ssessment.

Cardful judgementis required when performing theseratings, as the basis of assessmentis q
nature and variances may arise owing to differences in interpretation. Governing bodies sh
that|there is a broad base of participants in this,process to achieve the best result.

One pf the difficulties of evaluating at the principle level is that it is easy to exclude or neglect
thatmight not be explicitly referenced.To this end, sample assessment criteria have been ic
eacH of the six ISO/IEC 38500 principles (see Annex B). These take the form of beneficid
whigh are more granular in nature-and thus more readily assessed. The evidence of suc
assofciated with these beneficial outcomes is primarily used for the monitor activity (desc
but nay also be used to assist with the identification and assessment of the current state of 3
e beneficial outcomes:

je assessment criferia may be used as a baseline for determining the current state durin
lementation’ cycle, but should then be revisited during subsequent iterations through
ct the governing body’s evolving vision of how the organization is supported and enab
opriate use of IT.

Direct

Fcess to the

ody should

propriately
Df IT.

hppropriate
¢ A provides
outcome of

halitative in
puld ensure

key aspects
entified for
I outcomes
cess that is
ribed later),
chievement

g the initial
the cycle to
|led through

5.3.1 Overview

The governing body should define how it believes the organization should be supported and enabled

through the appropriate use of IT (the desired state). In addition, it should initiate an a

program of change activities and establish governance enabling mechanisms.

5.3.2 Define desired state for the use of IT

ppropriate

In orderto assistthe governing body in defining the desired state for the use of IT within the organization,
the organizational culture or foundation upon which this vision will be based, should be determined.

The culture for the governance of IT should align with the broader governance criteria for the o
and represents the distillation of the governing body’s perspective on how the internal a

© ISO/IEC 2015 - All rights reserved
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environmental factors should shape the use of IT in the organization. These distillations may take the
form of statements or short paragraphs and might cover:

— the organization’s business strategy and reliance on IT;
— risk;

— compliance;

— decision making model (rights/delegations of authority).

Having established this culture, the governing body is now able to revisit the six principles of
ISO/IEC 38500 (per Annex B) and define the desired state for the use of IT in the organization.|The
desired stafe represents the optimal outcomes for the organization and can also be guided.by-qther
factors, including costs vs. benefits, resource availability, organizational change readiness, €tc:

Asindicated in 5.2.4 above, the existing assessment criteria may be used for the first cycle.of this actjvity
to establish) a baseline, however, subsequent iterations might result in different @yd/or additjonal
assessment|criteria being defined that are relevant and appropriate to the organization.

The desired states should be positioned on the same graphical representations that were used for
assessing the current state for each principle.

5.3.3 Initiate change program

Once the orjganization’s current and desired states for each of theé JSO/IEC 38500 principles have been
identified, if is possible to perform a gap analysis between the-two states.

Each identified gap area might require change activities or\projects to be initiated to achieve the degired
outcomes for the organization. The evidence of success.statements, listed in the assessment critleria,
provide usgful guidance in this regard.

Once all of the change activities have been identified, these should be compiled into a change program
that considérs the following aspects:

— resourdes and skills required to implément the program;

— stakehglder involvement and responsibilities;

— budgetfand schedule;

— dependencies with business-as-usual and other special projects;

— prioritisation of ipitiatives based on the organization’s needs;

— quick-win oppertunities that require little implementation effort, but deliver visible results.

The governingbhody should review the change program and, if satisfied, approve the program and enjsure

that that there ic avacutiva cnancarchin for it tranlamanttinn Thao neaagrans ooy ey raqiidgn an
ere—I5—exect v e—SpohSorStHpToItc5th prementeattioh—+t e-—progiathdy—SHRPpTy—Fequic

individual to perform a task, or the change might need to be coordinated across multiple organizational
structures. The administration of these activities, as well as the appropriate delegation of authority, is
required to successfully implement the changes and this is discussed in clause 5.3.4 below.

5.3.4 Identify governance enabling mechanisms

Governance of IT is enabled through the establishment of a governance framework which specifies
the applicable strategies, policies, decision-making structures and accountabilities through which the
organization’s governance arrangements operate.

A key aspect of the governance framework is the allocation of responsibility, delegation of authority
and accountability for IT related decisions. These may be documented in a Charter, or in appropriate

6 © ISO/IEC 2015 - All rights reserved
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policy statements, which specify the types of decisions that may be made by specific structures and or
individuals in the organization. Key issues might include:

— governing body’s reserve powers;

— theresponsibility and authority for policies (this might include indicating what policies are required);
— business strategy for IT;

— IT-related architecture decision making;

— sourcing strategies and decisions;

— Investment decision making.

Congideration should also be given to specific roles within the governance structure/wherg they exist
within the organizations, including:

— [Governance Steering Group;
— Risk Committee;
— Audit Committee.

It is|important that delegated decisions are performed in actrahsparent manner. This ehsures that
the glelegation process remains effective, whilst ensuring thatthe governing body is able o take final
accountability.

The |Governance Steering Group, described in 4.3, plays a critical role in facilitating the fransparent
delegation of authority. It is also responsible for tracking progress on the change program dctivities, as
well|as performing the necessary administrationtactivities to effectively orchestrate the governance of
IT. These include:

— pdministering procedures and documenting activities;

— fompiling the terms of reference for the Governance Steering Group;

— fompiling a Charter that re¢drds the IT-related delegations of authority;

— presenting all necessary.information to the governing body for review and direction;
— following up with-éxecutive managers and other relevant parties;

— pathering and ceordinating all relevant information required for monitoring.
5.4 | Monitor

5.4.1.</Overview

Once the governing body has identified the desired state for the use of IT within the organization, it
should be able to answer the following key questions, namely:

— Are we doing the right things?
— Are we making progress?
— Have we reached the desired state?

This requires the identification of likely evidence of success to measure the achievement of outcomes,
as well as the establishment of an effective monitoring system that collects and analyses data and
appropriately reports on the evidence of success to the governing body.

© ISO/IEC 2015 - All rights reserved 7
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As in the evaluate and direct activities above, the initial monitor cycle is used to establish a baseline
for the evidence of success and the monitoring system, with subsequent iterations resulting in
refinements as required.

5.4.2 Define evidence of success

When defining the desired state for the use of IT within the organization (part of direct), it might be
appropriate to also identify the evidence of success that will be used to monitor the progress towards
the achievement of these outcomes.

This evidence may be qualitative or quantitative in nature, but should aim to be: specific, relevant,

realistically} achievable and measurable.

To assist
the assess
describe dd
outcomes. ]

busines
strateg
busines
functio
IT serv

inform

ith this process, statements indicating likely evidence of success have been identifig
ent criteria for each of the six ISO/IEC 38500 principles (see Annex B). These statem
sired end-states which, when attained, would indicate the achievement of the benef
hey encompass key aspects of IT deployment and use, and may include:

s engagement;

c alignment;

s case and benefits realisation;

hal and technical fit;

ce delivery, service levels and support;

htion security and integrity;

risk an

educat

The initial 4
subsequent
to appropri
and enabled

5.4.3 Est

The Govern
appropriate

The Govern
obtaining t
informatior]

L

control;
n and training.

honitor cycle may use these statemiénts as a baseline for defining the evidence of succes

ptely to reflect the governihg-body’s evolving vision of how the organization is suppd
through appropriate use-of IT.

hblish monitoring.system

ance Steering Group is responsible for ensuring that the governing body is provided
and timely reporting on the evidence of success as well as any change projects that were initi

ance Steering Group should not be compiling this information itself, but should rathsg
his infermation through the organization’s management systems to ensure that rele
iS/properly sourced, collected, analysed and presented. Typical challenges that ma

d in
ents
icial

S. As

iterations are made through theecycle, these evidence of success statements may be refiined

rted

with
hted.

r be
vant
y be

encountere

H ik clude:

— trade-o

Irererores

spanning organizational boundaries;

ffs between cost, accuracy, and timeliness.

6 Continual Review

Once the first cycle through the ‘Establish and Sustain Enabling Environment’ and ‘Govern I'T’ activities

has been co

mpleted, the baseline for the governance of IT will have been established.

In time, as the governance of IT matures in the organization, or the organizational context changes,
opportunities for improvement may become apparent. The Governance Steering Group should identify

© ISO/IEC 2015 - All rights res
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and track these opportunities and, on an on-going basis, review the governance of IT implementation to
determine whether the desired outcomes are being achieved. Key review considerations may include:

[s there a better understanding in the governing body of what value IT can bring to the organization?
[s there a better understanding in management for the business need regarding the use of IT?
[s the use of IT bringing more value to the organization due to the governing activities?

Are the risks of using IT fully understood and appropriately managed in the organization due to the
governing activities?

actiyities, thereby ensuring continual improvement of the implementation of the governance of IT in the

org

Whjre appropriate, the Governance Steering Group should initiate the re-application ofa|cycle of the

nization.

© ISO/IEC 2015 - All rights reserved 9
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Annex A
(informative)

Assessment Scheme

The assessment scheme for implementing principles-based governance of IT focuses on the achievement
of beneficial outcomes, rather than the means of achieving outcomes. It needs to be sufficiently broad to

cater for different jurisdictions, regulations & organizations and is therefore inherently more qualit
ative in nature.

than quanti

htive

A five-level|evaluation scheme may be used by the governing body to assess the current.state and to

determine

esired levels of achievement of beneficial outcomes for the organization,;across th
principles ip the ISO/IEC 38500 standard. (Annex B provides example evidence @f{success for
ISO/IEC 3800 principle that could be used in the assessment process)

P Six
each

Table A.1 provides high level guidance for evaluating the current and desiged states of the beneficial

outcomes.

Drganizations should consider both the achievement of beneficial outcomes and evid
of success yhen performing assessments, as there may be situations where there is little eviden
success, buf the beneficial outcomes are perceived to being achieved.

Table A.1 — Rating scale and description

ence
e of

Rating Description
Unknown — No knowledge of the level of achievement of outcomes and no evidence of success
Not Applied — The majority of beneficial qutecomes are not being achieved
— Little evidence of success
Somewhat applied — Some beneficial outcomeés being achieved to a certain degree with one or more
beneficial outcomes not being achieved at all
— Some evidence of success visible with one or more aspects not in place at all
Largely Applied — All beneficial'outcomes being achieved to a large degree with certain beneficia
outcomes being fully achieved
— AlLevidence of success visible to a large extent with certain aspects being fully|in
place
Fully Appliefd —All beneficial outcomes are being fully achieved

— All evidence of success fully implemented and working effectively

Figure A.1 provides a suggested graphical representation of the output of this activity.
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ISO/IEC TS 38501:2015(E)

Responsibility Example

Individuals and groups within the organization understand and accept their responsibilities in
respect of both supply of and demand for IT. Those with responsibility for actions also have the
authority to perform those actions.

X 0
I € 1 1 1 L
I 1 1 rs
Unknown Not Somewhat Largely Fully
Appiicd Apphcd App}icd Akplied

Key
X Current state
0 Hesired state

Figure A.1 — Suggested method of displaying output
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