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Introduction

This Technical Specification provides an Information Security Management Process Assessment Model
(PAM) for use in performing a conformant assessment of process capability in accordance with the
requirements of ISO/IEC 33002. It is structured in accordance with the requirements of ISO/IEC 33004 to
reflect processes that enable implementation of ISO/IEC 27001. The scale for assessing the extent of
achievemen Hity

art of conducting an assessment is to use a PAM that is constructed for that purposeCA PAM is
related to a Process Reference Model (PRM) and is conformant with ISO/IEC 33004. ISO/IEC 33002 identifies
the minimunp requirements for performing an assessment in order to ensure consistency and\repeatabillty of
the ratings. ISO/IEC 33002 addresses the assessment of process and the application of process assessment
for improvement and capability determination. Results of conformant process assessments-can be compared
when the scppes of the assessments are considered to be similar. The requirements, for, process assessment
/IEC 33002 form a structure which:

An integral

a) facilltates self-assessment;
b) provides a basis for use in process improvement and capability determination;
c) takes into account the context in which the assessed process isiimplemented;
d) produces a process rating;
e) add

f) is agplicable across all application domains and sizes)of organization;

esses the ability of the process to achieve its purpose;

g) can provide an objective benchmark between argahizations.

The PRM dé¢fined in ISO/IEC TS 33052 has been.used as the basis for the PAM in ISO/IEC TS 33072; the
process mepsurement framework for process capability defined in ISO/IEC 33020 is the basis fof the
capability measurement scale. The relationship’ between ISO/IEC 24774, ISO/IEC 27001, ISO/IEC 3002,
ISO/IEC 33704, ISO/IEC 33020, ISO/IEC TS'33052 and ISO/IEC TS 33072 is shown in Figure 1.

Vi © ISO/IEC 2016 — All rights reserved
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ISO/IEC 27001 — Information ISO/IEC TR 24774 - Guidelines for
Security management system process definition
requirements \
provides requirements informs

\ |
ISO/IEC 33004 Requirements for - > ISO/IEC TS 33052 A process reference
process reference, process model for information security
assessment and maturity models management

|

ISO/IEC 33002 Requirements for provides description of processes assessed by
performing process assessment L

ISO/IEC TS 33072 — A process
assessment model for
information seeurity
management

ISO/IEC 33003 Requirements for
process measurement frameworks

v

ISO/IEC 33020 Process
measurement framework for
assessment of process capability

\/

Figure 1 — Relationships between-relevant standards

Any
circu
It pr

mstances. This PAM contains a set of indicators:to.be considered when interpreting the inten
pvides greater detail to indicate process perfotrmance and capability. The indicators can 4

organisation can use processes with additional €lements in order to suit it to the environment and

t of its PRM.
Iso be used

when implementing a process improvement program or to help evaluate and select an assessment model,

mettod, methodology or tools.

This| PAM embodies the core charagcteristics that could be expected of any PAM consistent with
ISO/|EC 33004. Nevertheless any other PAMs meeting the requirements of ISO/IEC 33004 can pe used in a

confprmant assessment.

ISO/|[EC 33072 has a similar)structure to ISO/IEC 15504-5 and ISO/IEC 15504-6. It can |be used in
conjyinction with these protess assessment models to support joint assessment of informafion security

procgsses and system/software life cycle processes.

With|n this Technical Specification:

Clause“4 provides a detailed description of the structure and key components of a [PAM, which
ineludes two dimensions: a process dimension and a capability dimension. Assessment indicators
are introduced in this clause;

Clause 5 addresses the process dimension. It uses process definitions from ISO/IEC TS 33052 to
designate the PRM. The processes of the PRM are described in the PAM in terms of purpose and
outcomes. The PAM expands the PRM process definitions by including a set of process performance
indicators called base practices for each process. The PAM also defines a second set of indicators of
process performance by associating inputs and outputs with each process. Clause 5 is also linked
directly to Annex B, which defines the inputs/outputs characteristics;

Clause 6 addresses the capability dimension. It duplicates the definitions of the capability levels and
process attributes from ISO/IEC 33020, and expands each of the nine attributes through the inclusion
of a set of generic practices. These generic practices belong to a set of indicators of process
capability, in association with generic resource indicators, and generic inputs/outputs indicators.
Annex B is also linked directly to Clause 6 as it defines the inputs/outputs characteristics;

© ISO/IEC 2016 — All rights reserved Vi
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— Annex A provides a statement of conformance of the PAM to the requirements defined in
ISO/IEC 33004;

— Annex B provides selected characteristics for typical inputs/outputs to assist the assessor in
evaluating the capability level of processes;

— Annex C contains three tables. Table C.1 identifies the base practices linked to requirements;
Table C.2 identifies the requirements linked to base practices; and lastly, Table C.3 identifies the
base practices not linked to requirements.

— aBibliography contains a list of informative references.

Viii © ISO/IEC 2016 — All rights reserved
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TECHNICAL SPECIFICATION ISO/IEC TS 330

72:2016(E)

Information technology — Process assessment — Process capability

assessment model for information security management

1 [Bcope
This[Technical Specification:

— fefines a process assessment model (PAM) that meets the requirements of\ISO/IEC 33(
supports the performance of an assessment of process capability by providing,indicators for
he interpretation of the process purposes and outcomes as defined Gny ISO/IEC TS 33(
brocess attributes as defined in ISO/IEC 33020;

— provides guidance, by example, on the definition, selection and use\0f'assessment indicators

A PAM comprises a set of indicators of process performance and.process capability. The indicat
as g basis for collecting the objective evidence that enablesian assessor to assign ratings,
indicptors included in this Technical Specification is not intefded to be an all-inclusive set nor is i
be applicable in its entirety.

The PAM in this Technical Specification is directed. at'assessment sponsors and competent as
wish|to select a model, and associated documented process method, for assessment (for eith
detefmination or process improvement). Additionally it may be of use to developers of assessme
the gonstruction of their own model, by providing examples of good information security
practices. It can be used by:

a) service providers to assess and improve an Information Security Management System (IS

) service providers to demonstrate their capability for the design, development, transition
of services that fulfil infermation security management requirements.

Any [PAM meeting the/requirements defined in ISO/IEC 33004 concerning models for process
can pe used for assessment. Different models and methods might be needed to address differ
needs. The assessment model in this Technical Specification meets all the requirements §
ISO/|EC 33004

NOTE Caopyright release for the PAM: Users of this Technical Specification may reproduce subclause
6.2, B.27and’B.3 as part of any tool or other material to support the performance of process assessments sg
used|for.its intended purpose.

04 and that
guidance on
52 and the

brs are used
The set of
l intended to

sessors who
er capability
nt models in
nanagement

MS);
and delivery
assessment

ng business
xpressed in

bs 5.2 t0 5.27,
that it can be

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content constitutes
requirements of this document. For dated references, only the edition cited applies. For undated references,

the latest edition of the referenced document (including any amendments) applies.

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 33001 and ISO/IEC
apply.

© ISO/IEC 2016 — All rights reserved
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4 OQverview of the Process Assessment Model

4.1 Introduction to Overview
ISO/IEC 33072 provides a PAM that includes examples of assessment indicators.
The PRM defined in ISO/IEC TS 33052, associated with the process attributes defined in ISO/IEC 33020,

establish a PAM used as a common basis for performing assessments of information security management
system process capability, allowing for the reporting of results using a common rating scale.

This PAM i one
dimension, the process dimension, the processes are defined. In the other dimension, the capability
dimension, g set of process attributes grouped into capability levels is defined. The process attributes prgvide
the measurgble characteristics of the process quality characteristic of process capability.

Capalility Dimension

ISO/IEC 33020
A r
+ Level 5: INnovating (2 attributes) ISO/IEC TS.33052

-} Level 4 : Predictable (2 attributes)
-+ Level 3: Established (2 attributes) ;
1 Level 2: Managed (2 attributes) Process Reference

Model (PRM)
F Level 1: Performed (1 attribute)
Llevel 0. Incomplete :
PROCESS
Dimension

Common
Integrated \\ //v
Management Processes
processes o \\ Va
Organisational 7
processes Processes Technical processes

Figure 2 — Relationship between the Process Assessment Model and its inputs

Figure 2 shgws the relationship between the general structure of the PAM, ISO/IEC 33020 and ISO/IEC TS
33052.

A PRM conformant with the requirements defined in ISO/IEC 33004 and a capability dimension defined in
ISO/IEC 33020 cannot be used alone as the basis for conducting reliable and consistent assessments of
process capability since the level of detail provided is not sufficient. The descriptions of process purpose and
outcomes in a PRM, and the process attribute definitions in ISO/IEC 33020, need to be supported with a
comprehensive set of indicators of process performance and process capability that are used for assessment
performance.

The PAM defined in ISO/IEC 33072 is conformant with the ISO/IEC 33004 requirements for a PAM, and can
be used as the basis for conducting an assessment of information security management process capability.

2 © ISO/IEC 2016 — All rights reserved
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In order to meet the PAM requirements of ISO/IEC 33004, a documented process supporting other
requirements of ISO/IEC 33002 is also required. This need may be met, for example, by the adoption of a
supporting method for conducting assessments.

4.2

This

Structure of the Process Assessment Model

clause describes the detailed structure of the PAM and its key components.

This PAM expands upon the PRM by including a defined set of assessment indicators. Assessment indicators
comprise indicators of process performance and process capability and are defined to support an assessor’s
judgment of the performance and capability of an implemented process.

Clau
claug
conf

ISO/
" The
scop|
The

proc
of oy

A prgcess description shall meet the following requirements:

a)a

b) th

c) process descriptions shall not contain~or imply aspects of the process quality characteristic

basi
Asp
4.2.1

Figu
PAM

5e 5, together with its associated Annex B, describes the components of the process dim
e 6 describes the components of the capability dimension. Annex A providés-a S

brmance of the PAM to the requirements defined in ISO/IEC 33004.

EC 33004 requires that processes included in a PRM satisfy the following:
fundamental elements of a process reference model are the descriptions of the processes w

e of the model.

process descriptions in the process reference model incorperate a statement of the pu

bss which describes at a high level the overall objectives of.performing the process, togethei
tcomes which demonstrate successful achievement of the'process purpose.

process shall be described in terms of its purpose’and process outcomes;

b set of process outcomes shall be necessary and sufficient to achieve the purpose of the pro

level of any relevant process measurement framework conformant with ISO/IEC 33003."

ocesses are derived directly'from ISO/IEC TS 33052, these requirements are satisfied.

Processes

e 3 shows the precesses from ISO/IEC TS 33052, which are included in the process dimq
for information.security management.

ension, and
tatement of

ithin the

pose of the
with the set

CESS;

beyond the

nsion of the
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TOP.1 Leadership

Common Integrated Management Organisational Processes

COM.01 Communication management
COM.02 Documentation management
COM.03 Human resource management
COM.04 Improvement

COM.05 Internal audit ORG.5 Supplier management

V] i i
COM.06-Maragerment-review

Processes
ORG.1 Asset management

ORG.2 Equipment management
ORG.3 Human resource employment management
ORG.4 Infrastructure and work environment

COM.07
COM.04
COM.09
COM.1(
COM.11

Non-conformity management
Operational planning

Operational implementation and control
Performance evaluation

Risk and opportunity management

TEC.01
TEC.03
TEC.05
TEC.07
TEC.09

Technical Processes

Capacity management TEC.02 Change management
Configuration management TEC.04 Incident management
Product/service release TEC.06 Service availability management
Service continuity management TEC.08 Service requirements

Technical data preservation and recovery

4.2.2 Proc

The process
shown in Fig
contain the

specific outg
results of the

Satisfying th
where the e

423 Cap

For the capg
in ISO/IEC 3

Figure 3 — Processes in the Process Reference Model

ess dimension

dimension of the PAM includes all processes from the PRM contained in ISO/IEC TS 33054 and
ure 3. Each process in the PAM is described in terms of a purpose statement. These statenjents
inique functional objectives of the process when performed in a particular environment. A l|st of
omes is associated with each,of the process purpose statements, as a list of expected positive
performance of the processes.

2 purpose statements'of a process represents the first step in building a level 1 process capgbility
pected outcomes'are observable. The processes are described in Clause 5.

pbility dimension

bility dimension, the process capability levels and process attributes are identical to those defined
3020.

Evolving process capability is expressed in the PAM in terms of process attributes grouped into capability
levels. Process attributes are features of a process that can be evaluated on a scale of achievement,

providing a
attribute des
in achieving

A capability
capability to

measure of the capability of the process. They are applicable to all processes. Each process
cribes a facet of the overall capability of managing and improving the effectiveness of a process
its purpose and contributing to the business goals of the organization.

level is a set of process attribute(s) that work together to provide a major enhancement in the
perform a process. The levels constitute a rational way of progressing through improvement of

the capability of any process and are defined in ISO/IEC 33020.

There are six capability levels, incorporating nine process attributes.

© ISO/IEC 2016 — All rights reserved
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Level 0: Incomplete process

The process is not implemented, or fails to achieve its process purpose.

At th

is level, there is little or no evidence of any systematic achievement of the process purpose.

Level 1: Performed process

The implemented process achieves its process purpose.

Level 2: Managed process

The

reviously described Performed process is now implemented in a managed fashion (planne

d, monitored

and

Levd
The
achig
Levsd
The

procgss outcomes. Quantitative management needs are identified, #/m€asurement data are c
analysed to identify assignable causes of variation. Corrective actions taken to address assignal
varigtion.

Levadl 5: Innovating process

The previously described Predictable process is now continually improved to respond to change a
orgapizational goals.

With|n the PAM, the measure of capability is based upon the nine process attributes (PA) define
33040. Process attributes are used to determine whether a process has reached a given cap
attrijute measures a particular aspect of the process capability.

At eqch level there is no ordering betwéen the process attributes; each attribute addresses a sp

of th

hdjusted) and its work products are appropriately established, controlled and maintained.

| 3: Established process

previously described Managed process is now implemented using a defined process that i
vVing its process outcomes.

| 4: Predictable process

previously described Established process now operates predictively, within defined limits tq

b capability level. The list of process attributes is shown in Table 1.

Table 1 — Capability levels and process attributes

5 capable of

achieve its
bllected and
le causes of

igned with

H in ISO/IEC
ability. Each

ecific aspect

Process Attribute 1D Capability Levels and Process Attributes

Level O: Incomplete process

Level 1: Performed process

PA 1.1 Process performance

Level 2: Managed process

PA 2.1 Performance management

PA 22 Work Products managnmnnf

Level 3: Established process

PA 3.1 Process definition
PA 3.2 Process deployment
Level 4: Predictable process
PA 4.1 Quantitative analysis
PA 4.2 Quantitative control
Level 5: Innovating process
PA 5.1 Process innovation
PA 5.2 Process innovation implementation
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The process attributes are evaluated on a four point ordinal scale of achievement, as defined in
ISO/IEC 33020. They provide insight into the specific aspects of process capability required to support
process improvement and capability determination.

4.3 Assessment Indicators

The PAM is based on the principle that the capability of a process can be assessed by demonstrating the
achievement of process attributes on the basis of evidence related to assessment indicators.

There are two types of assessment indicators: process capability indicators, which apply to capability levels 1
to 5 and process performance indicators, which apply exclusively to capability level 1. These indicators are

defined in C
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Figure 4 sho

ause 4.3.2.

attributes in the capability dimension have a set of process capability indicators that)provid
the extent of achievement of the attribute in the instantiated process. These indicators cor
ctivities, resources or results associated with the achievement of the attribute\ purpose
capability indicators are:

neric Practice (GP);

neric Resource (GR);

heric Input/Output (GIO).

| indicators for supporting the assessment of a prégess at Level 1, each process in the pro
s a set of process performance indicators whichiis used to measure the degree of achieve
s performance attribute for the process assessed.

performance indicators are:

e Practice (BP);

it/output (10).

ance of Base Practices (BPs) provides an indication of the extent of achievement of the pro

process outcomes. Input/Outputs (10s) are either used or produced (or both), when perfor|

performance‘and process capability indicators defined in the PAM represent types of obje
At might be_found in an instantiation of a process and therefore could be used to j
of capability.

ws’hew the assessment indicators are related to process performance and process capability.

e an
cern

by a

CesSs
ment

cess
ming

ctive
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DimAension Process Assessment

1 PA.11to PAS5.2

Level 5: Innovating

Process capability assessment (Level 1 to

based on Process Attribute Indicators (PAI):
-GP :GenericPractice

-GR :Generic Resource
-GIO : Generic Input/Output

- Level 4 - Predictable

- Level 3 : Established

- Level 2 : Managed

5)

)Amplification

for PA1.1
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performance indjeators:

- BP : BasePractice
-10 : Input/Output
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- Level 1:

- Level 0: Incomplete
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4

Technical™~""
processes
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processes

Figure 4 — Assessntent indicators

Process Capability Indicators

three types of process capability indicatars related to levels 1 to 5 are identified in Figure
ded to be applicable to all processes.

e process capability indicators relate to the process attributes defined in the capability dimg
. They represent the type of evidence that would support judgments of the extent to which t

bvement of the attribute. The generic practices are the principal indicators of process capabilit

Generic Practice (GR) indicators are indicators of activities of a generic type and provide
mplementation of the attribute's characteristics. They support the achievement of the proc
many of them concern management practices, i.e. practices that are established to support
rmance as itis\characterized at level 1.

Duri
Ing

process in order to achieve the attrib
infrastructure. The availability of a resource indicates the potential to fulfil the purpose of a specific attribute.

NOTE:

g the evaluation of process capability, the primary focus is on the performance of the gene
neralk; performance of all generic practices is expected for full achievement of the process att

indicators, \fol

I' process

based on

DCESS
ension

5. They are

nsion of the
he attributes
e degree of

.

guidance on
ess attribute
the process

ic practices.
ibute.

rforming the

methods and

The assessor should interpret the generic resources according to the process assessed; e.g. for PA2.1

resources (with identified objectives, responsibilities and authorities), an assessor would look for roles (with identified
objectives, responsibilities and authorities) in primary and supporting processes, but for organizational processes would
look for governance structures (e.g. mandated committees, positions) with identified objectives, responsibilities and
authorities.
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Figure 5 — Process capability indicators

The Generi¢ Input/Output (GIO) indicators are sets of gharacteristics that would be expected to be evident in
inputs/outpufs of generic types as a result of achievement of an attribute. The generic inputs/outputs form the
basis for the classification of the inputs/outputs déefined as process performance indicators; they reprgsent
basic types ¢f inputs/outputs from all types of pracesses.

These threq types of indicators help to ‘establish objective evidence of the extent of achievement of the
specified prdcess attribute.

Due to the fact that Level 1 capability of a process is only characterized by the measure of the extent to wWhich
the process|purpose is achieved, the process performance attribute (PA.1.1) has a single generic prdctice
indicator (GP.1.1.1). In order to’support the assessment of PA.1.1 and to amplify the process performjance
achievement analysis, additional process performance indicators are defined in the PAM.

4.3.2 Procless Performance Indicators

There are two types of process performance indicators: Base Practice (BP) indicators and Input/Outpuf (10)
indicators. Pracess perfarmance indicators relate to individual processes defined in the process dimension of

the PAM and are chosen to explicitly address the achievement of the defined process outcomes.

Evidence of performance of the base practices, and the presence of inputs/outputs with their expected
characteristics, provide objective evidence of the achievement of the process outcomes.

A base practice is an activity that addresses the purpose of a particular process. Consistently performing the
base practices associated with a process will help the consistent achievement of its purpose. A coherent set
of base practices is associated with each process in the process dimension. The base practices are described
at an abstract level, identifying "what" should be done without specifying "how". Implementing the base
practices of a process should achieve the basic outcomes that reflect the process purpose. Base practices
represent only the first step in building process capability, but the base practices represent the unique,
functional activities of the process, even if that performance is not systematic.

8 © ISO/IEC 2016 — All rights reserved


https://iecnorm.com/api/?name=c51fb8ea1310310fab2b159414f83aac

ISO/IEC TS 33072:2016(E)

In this particular PAM the base practices have been used as a vehicle to link the outcomes of each process in
the PRM with the requirements defined for that process in ISO/IEC 27001. This has been achieved using the

following strategy:

[ ]
(process number plus sequential numbering within the sub-clause).

e Each process outcome has been linked to a single base practice.

Singular requirements from ISO/IEC 27001 have been identified and assigned a unique identifier

This approach provides insight on how the singular requirements from ISO/IEC 27001 contribute to the
achievement of the process purpose and outcomes. The performance of a process requires inputs and

prodfices outputs thaf are identiflable and usable in achieving the purpose of the process. In this
model, each input/output has a defined set of example characteristics that may be used when-t
input/output to assess the effective performance of a process. Input/output characteristies_may
identify the corresponding input/output produced/used by the assessed organization.

Clauge 5 contains a complete description of the processes, including the base practices and th
inputs and outputs.

Anngx B contains a list of generic inputs/outputs together with their characteristics.

4.4

The
ass
ass

enaljle correlation between the implemented process @nd“the processes defined in this assess
Thede indicators provide guidance for assessors in accumulating the necessary objective evideng

judg
An i
conf
and

Obsé

practices were performed). All:;such evidence comes either from the examination of inputs/oy

proc

The
perfa
prov

The
supp

The

T}dicator is defined as an objective characteristic of a practice or input/output that supports

Measuring process capability
rocess performance and process capability indicators in this model give examples of evid

sor might obtain, or observe, in the performance of an’ assessment. The evidence obt
sment, through observation of the implemented precéss, can be mapped onto the set of

ents of capability. They are not mandatory.

rmant assessment in accordance with-the requirements of ISO/IEC 33004. The assessme
heir relationship to process performance and process capability, are shown in Figure 6.
brvable (objective) evidence .collected during an assessment is used to confirm the indi
bsses assessed, or from Statements made by the performers and managers of the processes
existence of base-practices, inputs/outputs, and input/output characteristics, provide evig
rmance of the processes associated with them. Similarly, the existence of process capabil

des evidence @f process capability.

bvidenceobtained should be recorded in a form that clearly relates to an associated indicato
ort fortheé assessor’s judgment can be readily confirmed or verified as required by ISO/IEC 3

putput from a process assessment is a set of process profiles, one for each process within

assessment
bviewing the
be used to

P associated

ence that an
hined in the
indicators to
ment model.
e to support

performing a
nt indicators,

cators (e.g.,
tputs of the

ence of the
ty indicators

r, so that the
B002.

the scope of

the assessment. Each process proiile consists o a Set 0 the process atrpute ratngs for an assessed
process. Each attribute rating represents a judgment by the assessor of the extent to which the attribute is
achieved. To improve the reliability and repeatability of the assessment, the judgments of the assessor are
based on a coherent set of recorded objective evidences.
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1 5.1 Processinnovation —  ------- -610's-* ) GR's -_—
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4.2 Quantitative control > 4 GR's GP's
T 4.1 Quantitative analysis ~ ~7777TromTomommomooomomoe oo GIOS™"” 9 GR's
GP's GIO's
| 3.2 Process deployment — ) GR's GP's
3.1 Process definition ~ ------- -610's--* 1 GR's
GIO's ,
4 2.2 Worsk product management > g;,z op
2.1 Performance management --------------ooooo- T Glos > GR.z
CGIUS
4.1.1 Process performance — > GP111 i Input/Output
( Process Performance
Indicators
Figure 6 — Relationship between assessmentindicators and process capability
5 The pfocess dimension and process performance indicators (Level 1)
5.1 Geneyal
This clause|defines the processes and-the process performance indicators, also known as the pro
dimension, ¢f the PAM. The processes.in the process dimension can be directly mapped to the proce
defined in the PRM.

CESS
SSes

The procesges are classified(into Process Groups which are shown in Figure 3. The process purpgses,

outcomes, t

The individug

a)

e practices, thelinputs and outputs of processes are included in this clause.

| processés-are described in terms of process name, process purpose, and process outcomes as
defined in ISO/IEC TS.33052:

b) purpose: describes at a high level the overall objectives of performing the process;

c) outcomes: an outcome is an observable result of the successful achievement of the process purpose.
Outcomes are measurable, tangible, technical or business results that are achieved by a process.
Outcomes are observable and assessable.

In addition, the process dimension of the PAM provides information in the form of:

a) a set of base practices for the process needed to accomplish the process outcomes; a single base
practice is explicitly associated with one or more process outcomes;

10
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b) a number of inputs/outputs associated with each process and their relationship to one or more of its
outcomes by numbers in square brackets, (i.e. [n]);

c) characteristics associated with each input/output.

The input/output identifiers and characteristics are contained in Annex B.

The base practices and the inputs/outputs constitute the set of indicators of process performance. The
associated inputs/outputs listed in this clause may be used when reviewing potential inputs and outputs of an
organization's process implementation. They provide objective guidance for potential inputs and outputs to
look for, and objective evidence supporting the assessment of a particular process. A documented

business purpose, development methodology, size of the organization, etc.) is explicitly cons

tion domain,
dered when

using this information. This list should not be considered as a checklist of what each organization must have
but rather as an example and starting point for considering whether, given the context, thelinputg/outputs are
necgssary and contributing to the intended purpose of the process.
NOTE Some outcomes are not linked to specific requirements of ISO/IEC 27001. TheSe additional outcomes have
been|included in order to present a complete process so that the process purpose can-be achieved. The cpmplete list of
affecfed base practices is shown in Annex C, Table C.2.
5.2 | ORG.1 Asset management
Procgss ID | ORG.1
Name Asset management
Purppse The purpose of Asset Management is to establistrand maintain the integrity of all identified prpduct assets.
Outcpmes | As a result of successful implementation of this process:
1. Items requiring asset management are identified.
2. Asset items are classified.
3. Assets are inventoried.
4. The status of assets is identified.
5. Changes to assets\under management are controlled.
Base ORG.1.1 Identify asset items. Identify assets relevant in the lifecycle of information, and thefr importance.
Praclices The lifecycle-of information includes creation, processing, storage, transmission, deletipn and
destruction. The asset classification needs to be identified [Outcome 1]
ORG.1.2 classify assets. Identify asset classification. Note: Such a classification may includg reference to
the asset's legal requirements, value, criticality, and sensitivity to unauthorized disclospre or
madification. [Outcome 2]
ORG:1.3 Inventory the assets. Assemble an inventory of the information security related assets.
[Outcome 3]
ORG.1.4 Identify asset status. The asset inventory is accurate, up to date, consistent and aligned with
other inventories. [Outcome 4]
ORG.1.5 Manage asset item changes. Manage changes to asset items. [Outcome 5]
Inputs
06-01 Asset management procedure [Outcome 1,4]
02-01 Asset register [Outcome 1,4]
12-11 Information asset classification schema [Outcome 2]
03-05 Information asset control objective [Outcome 1]
03-06 Information asset management roles and responsibilities [Outcome 1]
02-05 Information asset register [Outcome 1,3,5]
06-07 Information labelling, handling and storage procedure [Outcome 1]
06-12 Removable media management procedure [Outcome 5]

© ISO/IEC 2016 — All rights reserved
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Process ID | ORG.1
Name Asset management
Outputs
02-01 Asset register [Outcome 1]
08-33 Information asset classification record [Outcome 2]
02-05 Information asset register [Outcome 1,3,5]
08-52 Portable electronic media control log [Outcome 5]
08-55 Removable media disposition record [Outcome 5]
08-57 Return of assets confirmation record [Outcome 4]
5.3 TEC.01 Capacity management
Process ID | TEC.01
Name Capacity management
Purpose The purpose of Capacity Management is to ensure that the organization has capacity’'to’'meet current and
future system performance requirements.
Outcomes | As a result of successful implementation of this process:
1. Current and future capacity and performance requirements are identified.
2. Capacity is provided to meet current capacity and performance requirements.
3. Capacity usage is monitored, analysed and performance is tuned.
4. Capacity is prepared to meet future capacity and performance needs.
Base TEC.01.1 Identify capacity requirements. Identify-Current and future capacity and performance
Practices requirements. [Outcome 1]
TEC.01.2 Provide capacity. Provide capacity to\meet current capacity and performance
requirements. [Outcome 2]
TEC.01.3 Monitor capacity usage. Monitor, analyse and performance tune capacity usage. [Outcome
3]
TEC.01.4 Prepare future capacity.(Prepare capacity to meet future capacity and performance n¢eds.
[Outcome 4]
Inputs
12-01 Business continuity requirements,fOutcome 1]
09-02 Capacity future needs asseSsment report [Outcome 4]
04-04 Capacity plan [Outcome 2,4]
12-02 Capacity requirementsifOutcome 2,3,4]
09-03 Capacity usage analysis [Outcome 1,2,3,4]
02-02 Capacity usage data [Outcome 3]
12-05 Contractualteguirements [Outcome 1]
12-16 New or changed services - system security requirements [Outcome 1]
12-22 Risk acceptance criteria [Outcome 1]
12-23 Sefviee availability requirements [Outcome 1]
12-24 Statutory and regulatory requirements [Qutcome 1]
Outputs
09-02 Capacity future needs assessment report [Outcome 3]
04-04 Capacity plan [Outcome 2]
11-1 Capacity plan change request [Outcome 4]
12-02 Capacity requirements [Outcome 1]
09-03 Capacity usage analysis [Outcome 3]
02-02 Capacity usage data [Outcome 2]
12 © ISO/IEC 2016 — All rights reserved
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Process ID | TEC.02
Name Change management
Purpose The purpose of Change Management is to provide the focus for all activities associated with changes
associated with product, services, processes and systems used to produce a product or deliver a service.
Outcomes | As a result of successful implementation of this process:
1. Change requests are classified.
2. Change requests are analysed and assessed using defined criteria.
3. Changes are approved or rejected using defined criteria.
4. Changes are implemented, as appropriate.
Base TEC.02.1 Classify change requests. Classify change requests. [Outcome 1]
Practices TEC.02.2 Analyse change requests. Analyse and assess change requests,Using defingd criteria.
[Outcome 2]
TEC.02.3 Approve or reject changes. Approve or reject change requests using defined|criteria.
[Outcome 3]
TEC.02.4 Implement changes. Implement changes, as appropriate. [Outcome 4]
Inputs
08-04 Change request approval record [Outcome 4]
09-04 Change request evaluation report [Outcome 3]
08-07 Change request record [Outcome 2]
08-64 Supplier services change request evaluation record {@utcome 3]
Outputs
08-04 Change request approval record [Outcome 3]
09-04 Change request evaluation report [Outcome’2]
08-07 Change request record [Outcome 1]
04-04 Change schedule [Outcome 4]
02-03 Implemented changes log [Outcome 4]
08-64 Supplier services change request evaluation record [Outcome 2]
5.5 | COM.01 Communication;management
Procpss ID | COM.01
Name Communication management
Purppse The purpose of Communication Management is to produce timely and accurate information prpducts to
suppartéffective communication and decision making.
Outcpmes | As‘ result of successful implementation of this process:
Information content is defined in terms of identified communication needs and requiremerjts.
Parties to communicate with are identified.

The party responsible for the communication is identified.
Events that require communication actions are identified.

The channel for the communication is selected.

I o B

Information products are communicated to interested parties.

© ISO/IEC 2016 — All rights reserved
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Process ID | COM.01
Name Communication management
Base COM.01.1 Define information content. Define information content in terms of identified
Practices communication needs and requirements. [Outcome 1]
COM.01.2 Identify parties to communicate to. Identify parties to communicate with. [Outcome 2]
COM.01.3 Identify party responsible for communication. Identify the party responsible for the
communication. [Outcome 3]
COM.01.4 Identify communication events. Identify the events that require comminication actions.
[Outcome 4]
COM.01.5 Select communication channel. Select the channel for the communication. [Outcome 5]
COM016 CommmToTTicate rfoTmTatio progducts . CormmuTicate mfoTmatioT progducts to iTeTestey
parties. [Outcome 6]
Inputs
12-03 Communication requirements [Outcome 6]
12-19 Process interface requirements [Outcome 6]
Outputs
08-03 Audit result communication record [Outcome 6]
12-03 Communication requirements [Outcome 1,2,3,4,5]
09-10 ISMS Communication records [Outcome 6]
12-19 Process interface requirements [Outcome 2]
5.6 TEC.(3 Configuration management
Process ID | TEC.03
Name Configuration management
Purpose The purpose of Configuration Management is to identify, control, record, track, report and verify all
identified product/service components.
Outcomes | As a result of successful implementation of this-process:
1. Items requiring configuration management are identified.
2. The status of configuration items\and modifications is identified.
3. Changes to items under configuration management are controlled.
4. The integrity of systems, products/services and product/service components is assured.
5. The configuration @f released items is controlled.
Base TEC.03.1 Identify configuration items. Identify items requiring configuration management. [Out¢ome
Practices 1]
TEC.03.2 ldentify configuration status. Record the status of configuration items and modificatigns.
[Outcome 2]
TEC.03.3 Manage changes to configuration items. Control changes to items under configuratign
management. [Outcome 3]
TEC.03.4 Assure the integrity of configuration items. Assure the integrity of configuration item].
[Outcome 4]
TEC.03.5 Control the release of configuration items. Control the configuration of released items.
[Outcome 5]
Inputs
08-10 Configuration item change log [Outcome 4]
08-11 Configuration item record [Outcome 2]
09-06 Configuration item status report [Outcome 3]
03-35 Release notes [Outcome 5]
08-71 Test data change log [Outcome 4]
14 © ISO/IEC 2016 — All rights reserved
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Process ID | TEC.03
Name Configuration management
Outputs
08-09 Configuration item archive [Outcome 5]
09-05 Configuration item audit report [Outcome 4]
08-10 Configuration item change log [Outcome 3]
08-11 Configuration item record [Outcome 1]
09-06 Configuration item status report [Outcome 2]
08-71 Test data change log [Outcome 3]
5.7 [ COM.02 Documentation management
Procpss ID | COM.02
Name Documentation management
Purppse The purpose of Document Management is to provide relevant, timely, complete; valid and, if r¢quired,
confidential documented information to designated parties.
Outcpmes | As a result of successful implementation of this process:
1. Documented information to be managed is identified.
2. The forms of documented information representation are\defined.
3. The documented information content status is known.
4. Documented information is current, complete and valid.
5. Documented information is released accordifgto defined criteria.
6. Documented information is available to gdesignated parties.
7. Documented information is archived,or disposed of, as required.
Base COM.02.1 Identify documented«information to be managed. Identify documented information of
Practlices internal and external origin necessary for the operation of the information security manfigement

system. [Outcome 1]

COM.02.2 The forms of documented information representation are defined.. Identify
information to be stored in the repostory. For example, this may include documents, re
content, video content, image content. [Outcome 2]

COM.02.3
information‘centent refers to the timeliness of the information content. This includes the
changes, for example, by using version control techniques. [Outcome 3]

COM.02.4 Documented information is current, complete and valid.. The documented

the forms of
tords, audio

Ideptifydocumented information content status. The status of the documented

control of

information

contained in the repository is adequately protected (e.g. from loss of confidentiality, improper use, or

loss of integrity). [Outcome 4]

Com02.5 The forms of documented information representation are defined.. Identify
information to be stored in the repostory. For example, this may include documents, re
content, video content, image content. [Outcome 5]

COM.02.5 Release documented information according to defined criteria.. The docu
information release status refers to those situations typically where authorisation is neq

the forms of
tords, audio

nented
ded, such as

H i+ 41 I AY + H ] ) L l Al
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management and their use in the organisation is thereby obligatory. [Outcome 5]

d by

COM.02.6 Make documented information available to designated parties.. Manage the distribution,
access, retrieval and use of documented information towards interested parties. [Outcome 6]

COM.02.7 Identify documented information to be managed. Identify documented information of
internal and external origin necessary for the operation of the information security management
system. [Outcome 7]

COM.02.7 Archived, or disposed of documented information. Manage documented information,
including records, through its lifecycle by addressing the following activities: - storage and
preservation, including preservation of legibility; - retention and disposition. [Outcome 7]

Note: Records should be protected in accordance with statutory, regulatory, contractual and
business requirements.
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Process ID | COM.02

Name Documentation management

Inputs

03-17 Management system strategy: documentation [Outcome 1,3,4,7]
Outputs

08-01 Audit (ISMS) log [Outcome 1]

09-01 Audit result [Outcome 1]

06-02 Business continuity procedure [Outcome 1,3]

12-04 Confidentiality requirements [Outcome 1]

12-05 Contractual requirements [Outcome 1.3]

08-14 Corrective action record [Outcome 1]

08-22 Electronic transactions security volations log [Outcome 1]
06-05 Evidence collection and preservation procedure [Outcome 1]
08-32 Information archive log [Outcome 7]

03-05 Information asset control objective [Outcome 1]

08-34 Information disposition record [Outcome 7]

08-35 Information integrity verification record [Outcome 4]

12-13 Information item management requirements [Outcome 2,5]
12-14 Information management requirements [Outcome 2]

03-07 Information publication status [Outcome 6]

09-08 Information security incident report [Outcome 1]

03-08 Information security objectives [Outcome 1,3]

08-36 Information status record [Outcome 3]

05-06 Information system access policy [Outcome 1]

08-41 ISMS Measurement information results [Outcome 1]

08-42 ISMS Policy approval record [Outcome 5]

08-45 Management review record [Outcome 1]

05-08 Management system (ISMS) policy [Outcome 1,6}

03-16 Management system (ISMS) scope [Outcome 1]

03-17 Management system strategy: documentation [Outcome 1,7]
06-10 Operating Procedures [Outcome 1,6]

08-51 Personnel competency records [Outcome 1]

04-12 Product /service process lifecycleimodel [Outcome 1,3]
06-12 Removable media management procedure [Outcome 7]
08-56 Residual risk approval record’[Outcome 5]

09-16 Risk analysis report [Quteome 1]

03-37 Risk assessment process description [Outcome 1]

08-60 Risk assessment‘review record [Outcome 1]

03-38 Risk identification [Outcome 1]

04-15 Risk treatméent plan [Outcome 1]

03-39 Risk treatment process description [Outcome 1]

06-14 Security incident management procedure [Outcome 1]
12-24 Statutory and regulatory requirements [Outcome 1,3]

05-12 Supplier relationship information security policy [Outcome 1,5]
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Process ID | ORG.2
Name Equipment management
Purpose The purpose of Equipment Management is to ensure integrity of the performance and behavior of
equipment and associated software.
Outcomes | As a result of successful implementation of this process:
1. Equipment is sited to minimize risk of environmental or other damage.
2. Continuity in the provision of utilities and services to equipment is assured.
3. Equipment is maintained to ensure its continued availability and integrity.
4. Equipment used offsite is managed to ensure integrity of operation.
5. The integrity of information is assured when equipment is withdrawn from sepvice.
6. Equipment relocation is controlled.
Base ORG.2.1 Site equipment. Site equipment to minimize risk of environmental or other damage| [Outcome 1]
Practices ORG.2.2 Assure continuity in service provision. Assure continuity in the provision of utiliti¢s and
services to equipment. [Outcome 2]
ORG.2.3 Maintain equipment. Maintain equipment to ensure its{continued availability and infegrity.
[Outcome 3]
ORG.2.4 Manage offsite equipment. Manage equipmentused offsite to ensure integrity of operation.
[Outcome 4]
ORG.2.5 Assure information integrity. Assure the integrity of information when equipment is withdrawn
from service. [Outcome 5]
ORG.2.6 Control equipment relocation. Controlequipment relocation. [Outcome 6]
Inputs
12-04 Equipment environment requirements [Outcome 2,3,4,6]
Outputs
08-04 Code validity confirmation record [Qutcome 3]
08-14 Data removal verification record [Qutcome 5]
12-04 Equipment environment requirements [Outcome 1,2]
12-04 Equipment maintenance requirements [Outcome 3]
06-04 Equipment offsite management procedure [Outcome 4]
08-24 Equipment removal-approval record [Outcome 6]
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5.9 ORG.3 Human resource employment management

Process ID | ORG.3
Name Human resource employment management
Purpose The purpose of Human Resource Employment Management is to prevent threats to information security by
employees, before hiring, during employment and after termination of employment
Outcomes | As a result of successful implementation of this process:
1. Roles and responsibilities of employees, contractors and third party users are defined.
2. Prospective employees are screened in accordance with relevant laws, regulations and ethics, and in
proportional to the business requirements and the perceived risks.
Prospective employees agree to the terms and conditions of their employment contract.
4. The terms and conditions of employment are applied.
5. Employees are equipped to apply relevant organizational policies and procedures, as,relevant for their
job function.
6. Disciplinary measures are applied to employees that have committed a breech-of the agreed
conditions of employment.
7. Responsibilities for performing employment termination or change of @mployment are defined and
assigned.
8. Employees return all of the organization's assets in their possession upon termination of employmgnt.
9. Employee access to information resources is removed upon:termination of their employment.
Base ORG.3.1 Define roles and responsibilities of employees{befine roles and responsibilities of
Practices employees, contractors and third party users. [Outéome 1]
ORG.3.2 Screen prospective employees. Screen prosSpective employees in accordance with relevant
laws, regulations and ethics, and in proportionalto the business requirements and the perceived
risks. [Outcome 2]
ORG.3.3 Confirm employee agreement. Confitm agreement of prospective employees to the terms aind
conditions of their employment contract-[Outcome 3]
ORG.3.4 Apply employment terms ands;conditions. Apply the terms and conditions of employment gre
applied. [Outcome 4]
ORG.3.5 Equip employees. Equip@mployees to apply relevant organizational policies and procedurgs, as
relevant for their job function.”[Outcome 5]
ORG.3.6 Apply disciplinaryneéasures. Apply disciplinary measures to employees that have commitfed a
breech of the agreed conditions of employment. [Outcome 6]
ORG.3.7 Manage employment termination. Define and assign responsibilities for performing
employment.termination or change of employment. [Outcome 7]
ORG.3.8 Return-of-assets. On termination of employment, employees return all of the organization's
assets in their possession. [Outcome 8]
ORG.3.9 Remove employee access to information resources. Remove employee access to infornjation
resources upon termination of their employment. [Outcome 9]
Inputs
01-2 Employee agreement [Outcome 3,4]
08-27 Employee terms and conditions approval record [Quicome 4 6 8]
08-28 Employment candidate screening review result [Outcome 3]
03-14 ISMS Roles and responsibilities [Outcome 2]
03-31 Process roles and responsibilities [Outcome 2]
08-61 Roles and responsibilities assignment record [Outcome 2]
03-41 Termination of employment roles and responsibilities [Outcome 9]
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Process ID | ORG.3
Name Human resource employment management
Outputs
08-24 Employee access rights removal record [Outcome 9]
01-2 Employee agreement [Outcome 1]
08-25 Employee disciplinary action record [Outcome 6]
08-26 Employee security performance appraisal record [Outcome 4]
08-27 Employee terms and conditions approval record [Outcome 3]
08-28 Employment candidate screening review result [Outcome 2]
03-14 ISMS Roles and responsibilities [Outcome 1]
03-31 Process roles and responsibilities [Outcome 1]
08-57% Return of assets confirmation record [Outcome 8]
08-61 Roles and responsibilities assignment record [Outcome 1]
03-4] Termination of employment roles and responsibilities [Outcome 7]
5.10 COM.03 Human resource management
Procgss ID | COM.03
Namé Human resource management
Purppse The purpose of Human Resource Management is to provide the organization with necessary gompetent
human resources and to improve their competencies, inalignment with business needs.
Outcpmes | As a result of successful implementation of this process:
1. The competencies required by the organizationyto produce products and services are identified.
2. ldentified competency gaps are filled through training or recruitment.
3. Understanding of role and activities in“achieving organsational objectives in product and dervice
provision is demonstrated by each-individual.
Base COM.03.1 Identify organisational competencies. ldentify the competencies required by| the
Praclices organization. [Outcome 1}
COM.03.2 Take action te.acquire ncessary competencies. Where applicable, take actipns to
acquire the necessaryy competence (hiring, human resources mobility, sub-contracting,|training,
coaching etc) [Qutcome 2]
COM.03.3 Evaluate competence of personnel. Evaluate the competence of the personnel [Outcome
3]
COM.03.3 Take action to acquire ncessary competencies. Where applicable, take actipns to
acquire-the necessary competence (hiring, human resources mobility, sub-contracting,|training,
coaching etc) [Outcome 3]
COM.03:3 Demonstrate awareness of role. Each individual demonstrates their understgnding of their
role and activities in achieving organsational objectives. [Outcome 3]
Inputs
12-17 Organisational competence requirements [Outcome 2,3]
08-5] Personnel competency records [Outcome 3]
Outpluts
12-17 Organisational competence requirements [Outcome 1]
08-73 Training provision action log [Outcome 2]
08-74 Training record [Outcome 2,3]
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5.11 COM.04 Improvement

Process ID | COM.04

Name Improvement
Purpose The purpose of Improvement is to continually improve the management system, its processes, and
products.

Outcomes | As a result of successful implementation of this process:
Opportunities for improvement are identified.

Opportunities for improvement are evaluated against defined criteria.

1

2

3. Improvements are prioritised.

4. Improvements are implemented.
5

The effectiveness of implemented improvements is evaluated.

Base COM.04.1 Identify improvement opportunities. ldentify opportunities for improvement. (NOTE:

Practices Opportunities for improvement could come from any kind of source such as imterAal audit,
management review, non-conformity management.) [Outcome 1]

COM.04.2 Evaluate improvement opportunties. Evaluate opportunities fornimprovement against
defined criteria. Determine which ones have to be implemented, and how they have to be
implemented [Outcome 2]

COM.04.3 Prioritise improvements. Prioritise improvements, and-decide when they have to be
implemented. [Outcome 3]

COM.04.4 Implement improvements. Perform activities that will improve the suitability, adequacy,
performance, and effectiveness of the management system and its related processes and prod{cts.
[Outcome 4]

COM.04.5 Evaluate improvement effectiveness. Eyvaluate the effectiveness of implemented
improvements. [Outcome 5]

Inputs

11-3 Improvement opportunity approval request [Outcome 5]
12-10 Improvement opportunity evaluation criteria [Outcome 2,4]
08-30 Improvement opportunity evaluation result{Outcome 3,4]
08-31 Improvement opportunity record [Outcome 2,3]

05-05 Improvement policy [Outcome 2]

06-06 Improvement procedure [Outcome2,3]

03-04 Improvement target [Outcome 4,5]

Outputs

04-07 Improvement implementation schedule [Outcome 4]
03-03 Improvement oppertunity [Outcome 1]

11-3 Improvement opportunity approval request [Outcome 3]
08-30 Improvement opportunity evaluation result [Outcome 2]
02-04 Improvement opportunity implementation log [Outcome 5]
08-31 Improvement opportunity record [Outcome 1]

03-04 Imprevement target [Outcome 3]
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5.12 TEC.04 Incident management

Process ID | TEC.04
Name Incident management
Purpose The purpose of Incident Management is to identify and resolve information security events and incidents
within agreed service levels.
Outcomes | As a result of successful implementation of this process:
1. Incidents are identified.
2. Incidents are classified, prioritised and analysed.
3. Incidents are resolved and closed.
4. Incidents are reported and escalated according to agreed service levels.
Base TEC.04.1 Record incidents. Record and classify incidents. [Outcome 1]
Practices TEC.04.2 Analyse incidents. Prioritise and analyse incidents. [Outcome 2]
TEC.04.3 Resolve incidents. Resolve and close incidents. [Outcome 3]
TEC.04.4 Escalate incidents. Incidents are reported and escalated-according to agreed|service
levels. [Outcome 4]
Inputs
09-09 Information security incident report [Outcome 2]
08-64 Security incident disposition record [Outcome 4]
08-64 Security incident impact evaluation result [Outcome 3]
08-64 Security incident request record [Outcome 2]
Outputs
09-04 Information security incident report [Outcome 1]
08-67 Security incident disposition record [Outcome 3,4]
08-64 Security incident impact evaluation result [Qutcome 2]
08-64 Security incident request record [Outcome’1]

5.13 ORG.4 Infrastructure and work‘environment

Procpss ID | ORG.4

Namée Infrastructure and werk-environment

Purppse The purpose of Infrastructure and Work Environment is to provide the enabling infrastructure and services
to projects to.stpport organization and project objectives throughout the life cycle.

Outcpmes | As a result.of successful implementation of this process:

1. _Therequirements for infrastructure and work environment to support processes are defin
2. (Access rights to the information resource are defined.

3. The infrastructure and work environment elements are identified and specified.

4

The infrastructure and work environment elements are acquired and commissioned.

ed.

The Mirastructure and WOork environmert 1S Comntrotied and maintained.

9

o

Access to the information resource is controlled.

7. The information resource is protected from abuse.
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Process ID | ORG.4
Name Infrastructure and work environment
Base ORG.4.1 Define requirements. Define the requirements for infrastructure and work environment to
Practices support processes. [Outcome 1]
ORG.4.2 Define access rights. Define access rights to the information resource. [Outcome 2]
ORG.4.3 Specify elements. Identify and specify the infrastructure and work environment elements.
[Outcome 3]
ORG.4.4 Acquire elements. Acquire and commission the infrastructure and work environment elements.
[Outcome 4]
ORG.4.5 Maintain infrastructure and work environment. Control and maintain the infrastructure and
okl anvaranmaant Ty e B
WwoH-eRvroRRert—{Outcome-5]
ORG.4.6 Manage changes to configuration items. Control changes to items under configuration
management. [Outcome 6]
ORG.4.6 Control access. Control access to the information resource. [Outcome 6]
ORG.4.7 Protect the information resource. Take steps, as appropriate, to protect the information
resource from abuse. [Outcome 7]
Inputs
05-02 Cryptographic controls usage policy [Outcome 7]
Outputs
08-17 Cryptographic controls application review log [Outcome 7]
08-21 Electronic messaging scan log [Outcome 7]
08-22 Electronic transactions security volations log [Outcome 7]
12-08 Equipment environment requirements [Outcome 5]
12-12 Information infrastructure requirements [Outcome 1,2,7]
08-37 Information system access request approval record [Outcome 6]
09-09 Information system security compliance audit report [Quteome 7]
08-43 Logical access control log [Outcome 6]
09-13 Logical access system attack report [Outcome 7]
03-24 Management system strategy: privacy [Outcome 7]
08-65 Security vulnerability scan log [Outcome 7]
08-75 User access rights review record [Outcome’6]
12-26 User password system requirements.[Outcome 6]
08-76 Work environment access control log: JOutcome 5]
12-27 Work environment structure reguirements [Outcome 1]
5.14 COMJ05 Internal audit
Process ID | COM.05
Name Internal audit
Purpose The putpose of Internal Audit is to independently determine conformity of the management system,
services, and processes to the requirements, policies, plans and agreements, as appropriate.
Outcomes | As/aTesult of successful implementation of this process:
1. The scope and purpose of each audit is defined.
2. The objectivity and impartiality of the conduct of audits and selection of auditors are assured.
3. Conformity of selected services, products and processes with requirements, plans and agreements is
determined.
Base COM.05.1 Define the criteria and scope of each audit. Define the audit criteria and the scope of
Practices each audit. [Outcome 1]
COM.05.2 Select auditors . Select auditors to ensure objectivity and the impartiality of the audit
process. [Outcome 2]
COM.05.3 Conduct audits. Conduct audits according to the defined criteria ensuring objectivity and
the impartiality of the audit process. [Outcome 3]
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Process ID | COM.05
Name Internal audit
Inputs
08-02 Audit log [Outcome 3]
04-02 Audit plan [Outcome 1,2,3]
Outputs
08-01 Audit (ISMS) log [Outcome 3]
08-02 Audit log [Outcome 2]
03-01 Audit objectives [Outcome 1]
04-03 AtrditpranfOutcome-1j
08-04 Auditor list [Outcome 2]
09-07% Information security audit report [Outcome 3]
09-11 ISMS Implementation audit report [Outcome 3]
09-21 Supplier surveillance report [Outcome 3]
5.19 TOP.1 Leadership
Procpss ID | TOP.1
Namée Leadership
Purppse The purpose of Leadership is to direct the organization in th€ achievement of its vision, mission, strategy
and goals, through the definition and implementation of a management system, a managemeint system
policy, and management system objectives.
Outcpmes | As a result of successful implementation of this prfocess:
1. The context of the organization, including.the expectations of its interested parties, are urjderstood and
analyzed.
2. The scope of management system activities is defined, taking the context of the organization into
consideration.
3. The management system peolicy and objectives are defined.
4. The management system and operational process strategy is determined.
5. Commitment and leadership with respect to the management system is demonstrated.
Base TOP.1.1 Determinelexternal and internal issues that are relevant to the organization and analyze
Praclices their impacts . Determine external and internal issues that are relevant to the purpose] of the
assessed organization and that affect its ability to achieve the intended outcome(s) of ifs information
secufity*'management system. (NOTE: Determining these issues refers to establishing the external
and.nternal context of the organization considered in Clause 5.3 of ISO 31000:2009) [Dutcome 1]

TOP.1.1-Determine the interested parties and analyze their requirements . Determine th
parties that are relevant to the information security management system and establish
contacts with them. (NOTE: The requirements of interested parties may include legal a|
requirements and contractual obligations.) [Outcome 1]

TOP.1.2 Determine the scope of the information security management system. Determi
boundaries and applicability of the information security management system, taking int

b interested
appropriate
nd regulatory

he the
D

consideration the context of the arganization the requirements of the interested partied

and the

interfaces and dependencies between activities performed by the organization, and those that are

performed by other organization. [Outcome 2]
TOP.1.3 Determine the scope of the information security management system. Determi

ne the

boundaries and applicability of the information security management system, taking into
consideration the context of the organization, the requirements of the interested parties and the
interfaces and dependencies between activities performed by the organization, and those that are

performed by other organization. [Outcome 3]
TOP.1.3 Define an information security policy . Define an information security policy that i
to the purpose of the organization. [Outcome 3]

S appropriate

TOP.1.3 Define information security objectives. Define information security objectives at relevant

functions and levels, which are measurable, consistent with the information securit ypo
which take into account applicable requirements and risk assessment and risk treatme

[Outcome 3]

licy, and
nt results.
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Process ID | TOP.1
Name Leadership
TOP.1.4 Determine process strategy. Determine the management system and operational process
strategy. [Outcome 4]
TOP.1.4 Integrate information security management system requirements into the business
processes of the organization. Ensure the integration of the information securitymanagement
system requirements into the business processes of the organization. [Outcome 4]
TOP.1.5 Integrate information security management system requirements into the business
processes of the organization. Ensure the integration of the information securitymanagement
system requirements into the business processes of the organization. [Outcome 5]
Inputs
03-16 Management system (ISMS) scope [Outcome 3]
03-19 Management system strategy: external and internal issues [Outcome 2]
03-21 Management system strategy: information security objectives [Outcome 4,5]
03-27 MS Interested parties [Outcome 2]
Outputs
08-26 Employee security performance appraisal record [Outcome 5]
03-08 Information security objectives [Outcome 3]
05-08 Management system (ISMS) policy [Outcome 3]
03-16 Management system (ISMS) scope [Outcome 2]
03-17 Management system strategy: documentation [Outcome 4]
03-18 Management system strategy: Establish [Outcome 4]
03-19 Management system strategy: external and internal issues [Outceme 1]
03-20 Management system strategy: improvement [Outcome 4]
03-21 Management system strategy: information security objectives [Outcome 3,5]
03-22 Management system strategy: management commitment{Outcome 5]
03-23 Management system strategy: outsourcing [Outcome. 4]
03-25 Management system strategy: processes [Outcome 4]
03-27 MS Interested parties [Outcome 1]
12-15 MS Interested parties MS expectations [Outcome 1]
5.16 COM|06 Management review
Process ID | COM.06
Name Management review
Purpose The purpose of Mariagement Review is to assess the performance of the management system, to iderjtify
and make decisionsTegarding potential improvements.
Outcomes || As a result of.successful implementation of this process:
1. Therohjectives of the review are established.
2. ARe'status and performance of an activity or process are assessed in terms of the established
objectives.
3~ Risks—preblems-and-epportunitiesfor-improvementare-identified:
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Process ID | COM.06
Name Management review
Base COM.06.1 Identify the objectives for management system review. Objectives for reviewing the
Practices information security management system include:- the status of actions from previous management
reviews into consideration. - consideration of changes in external and internal issues that are
relevant to the information security management system- consider the information on the information
security performance. - consider the feedback from interested parties. - consider the results of risk
assessment and status of risk treatment plan. - consider the opportunities for continual
improvement. [Outcome 1]
COM.06.2 Assess status and performance of activities. Top management conduct reviews of the
organization’s information security management system to ensure its continuing suitability,
adequacy and effectiveness. [Outcome 2]
COM.06.3 Make decisions. Make decisions related to continual improvement opportunitles and any
need for changes to the information security management system. [Outcome 3]}
COM.06.3 Identify risks, problems and opportunities for improvement. Identify’risks, problems,
and opportunities related to improvement, and the need for changes to thé \information [security
management system. [Outcome 3]
Inputs
03-14 Management review objectives [Outcome 2]
08-44 Management review result [Outcome 3]
Outputs
08-44 Management review action log [Outcome 3]
03-14 Management review objectives [Outcome 1]
08-44 Management review result [Outcome 2]

5.171 COM.07 Non-conformity management

Procgss ID | COM.07
Namée Non-conformity management
Purppse The purpose of the Non-conformity:Management process is to resolve non-conformities and t¢ eliminate
their causes when appropriate:
Outcpmes | As a result of successful implementation of this process:
1. Non-conformities are-identified.
2. Non-conformitiesare resolved and closed.
3. The causé(s)‘of selected non-conformities is determined.
4. The need for action to eliminate the causes of non-conformities is evaluated.
5. Atselected action proposal is implemented.
6.5¢“Fhe effectiveness of changes to eliminate the non-conformities is confirmed.
Base COM.07.1 Identify non-conformities. Identify non-conformities. [Outcome 1]
Practices COM.07.2 Resolve and close non-conformities. Resolve and close non-conformities. [Qutcome 2]
COM.07.3 Determine cause of non-conformities. Determine the cause of selected non{conformities.
[Outcome 3]
COM.07.4 Determine the need for action. Determine the need for action to eliminate the causes of
non-conformities. [Outcome 4]
COM.07.5 Implement selected action proposals. Implement a selected action proposal. [Outcome 5]
COM.07.6 Confirm change effectiveness. Confirm the effectiveness of changes to eliminate the non-
conformities. [Outcome 6]
Inputs
08-12 Correction action log [Outcome 3,6]
03-02 Corrective action change proposal [Outcome 5]
08-50 Non-conformity record [Outcome 2,3]
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Process ID | COM.07
Name Non-conformity management
Outputs
08-12 Correction action log [Outcome 1,4]
03-02 Corrective action change proposal [Outcome 4]
08-13 Corrective action change proposal approval record [Outcome 5]
08-15 Corrective action request root cause analysis result [Outcome 3]
08-16 Corrective action verification record [Outcome 6]
08-49 Non-conformity disposition record [Outcome 2]
08-50 Non-conformity record [Outcome 1]
5.18 COM|J09 Operational implementation and control
Process ID | COM.09
Name Operational implementation and control
Purpose The purpose of the Process Implementation and Control process is to deploy and-control the executior} and
performance of operational and organisational processes.
Outcomes | As a result of successful implementation of this process:
1. The required roles, responsibilities and authorities are allocated.
2. The required resources are allocated and applied.
3. Actions required to achieve the management system objectives are implemented.
4. Suitability and effectiveness of the actions taken to achieve the management system objectives ane
reviewed.
5. Deviations from planned arrangements are corrected when targets are not achieved.
Data is collected and analysed as a basis forunderstanding the behaviour of, and to demonstrate [the
suitability and effectiveness of the processes.
Base COM.09.1 Allocate roles, responsibijlities and authorities. Allocate the required roles,
Practices responsibilities and authorities.. [Outcome 1]
COM.09.2 Allocate resources (Allocate and apply the required resources. [Outcome 2]
COM.09.3 Archived, or disposed of documented information. Manage documented information,
including records, threugh its lifecycle by addressing the following activities: - storage and
preservation, including preservation of legibility; - retention and disposition. [Outcome 3]
COM.09.3 Identify.process needs and requirements. Identify process needs and requirements.
[Outcome 3]
COM.09.3 Perfarm process activities. Implement actions taken to achieve the management system
objectives:-{Outcome 3]
COM.09.4 Review process activities. Review suitability and effectiveness of the actions required to
achieve the management system objectives. [Outcome 4]
COM.09.5 Correct deviations. Correct deviations from planned arrangements when targets are npt
achieved. [Outcome 5]
COM.09.6 Collect and analyse data. Collect and analyse data as a basis for understanding the
bchaviuul Uf, (ZIIGI tU dCIIIUI Ibtl atc thC Dultabl:lty (ZIIGI Cﬁcbt;vcl ICoO Uf thC pIUbCoDCD. [CuthIIIC F]
Inputs
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Process ID | COM.09

Name Operational implementation and control

Outputs

08-23 Electronic transactions security volations log review record [Outcome 4]
09-08 Information security incident report [Outcome 3]

08-39 ISMS Implementation log [Outcome 3]

08-40 ISMS Implementation review record [Outcome 4]

08-47 MS Resources provision record [Outcome 2]

08-51 Personnel competency records [Outcome 4]

11-4 Process change request [Outcome 5]

08-53 Process change request review record [Outcome 4]

08-54 Process change review record [Outcome 4]

06-11 Removable media management procedure [Outcome 3]

08-54 Risk assessment process effectiveness evaluation result [Outcome 4]
08-61 Roles and responsibilities assignment record [Outcome 1]

08-7( System activity log review record [Outcome 4]

08-71 Training effectiveness evaluation result [Outcome 4]

5.19 COM.08 Operational planning

Procpss ID | COM.08

Nameé Operational planning

Purppse The purpose of Operational Planning is to define the‘characteristics of all operational and orggnisational
processes, and to plan their execution.

Outcpmes | As a result of successful implementation of this.process:

Process needs and requirements are identified.

Process input and output productsare determined.

The required resources for performing the process are identified.

© N o o~ w0 DR

Plansfor'the deployment of the process are developed.

The set of activities that transform the inputs into outputs is determined.
The sequence and interaction of the process with other processes is determined.

The required competencies and roles for performing the process are identified.

Methods for'monitoring the effectiveness and suitability of the process are determined.
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Process ID | COM.08

Name Operational planning

Base COM.08.1 Identify process needs and requirements. Identify process needs and requirements.
Practices [Outcome 1]

COM.08.2 Determine process input and output products. Determine process input and output
products. [Outcome 2]

COM.08.3 Identify documented information to be managed. Identify documented information of
internal and external origin necessary for the operation of the information security management
system. [Outcome 3]

COM.08.3 Identify process needs and requirements. Identify process needs and requirements.
[Qutcome 3]

COM.08.3 Determine the set of activities that transform the inputs into outputs. Determiné the set
of activities that transform the inputs into outputs. [Outcome 3]

COM.08.4 Determine the sequence and interaction of the process with other processes:
Determine the sequence and interaction of the process with other processes. [Outcome*4]

COM.08.5 Identify the required competencies and roles for performing the proCess. Identify the
required competencies and roles for performing the process. [Outcome 5]

COM.08.6 Identify the required resources for performing the process. Determine what resourges
will be required by the information security management system to achieve-its information secufity
objectives. Make projections of future capacity requirements to ensure the required system
performance. [Outcome 6]

COM.08.7 Determine the methods for monitoring the effectiveness and suitability of the
process. Determine the methods for monitoring the effectiveness and suitability of the process
[Outcome 7]

COM.08.8 Plan the deployment of the process. Plan the processes will be deployed in order to
achieve the information security objectives. [Outcomé 8]

Inputs

05-08 Management system (ISMS) policy [Outcome 5]

03-36 Risk and opportunity identification criteria [Outcome*8]
Outputs

06-01 Asset management procedure [Outcome 3]

04-01 Audit (ISMS) schedule [Outcome 8]

04-03 Audit programme plan [Outcome 8]

06-02 Business continuity procedure [Outeome 1]

01-1 Business information exchangeagreement [Outcome 1]
06-03 Change control procedure [Outcome 1]

05-01 Clear desk policy [Outcome 1]

12-04 Confidentiality requirements [Outcome 1]

12-06 Criteria for performing/risk assessments [Outcome 1]

05-02 Cryptographic controls usage policy [Outcome 1]

05-03 Cryptographicikey protection and usage policy [Outcome 1]
05-04 Data backup-policy [Outcome 1]

04-06 Data backup test schedule [Outcome 8]

06-05 Evidence collection and preservation procedure [Outcome 3]
12-10 Improvement opportunity evaluation criteria [Outcome 2]
05-05 Improvement policy [Outcome 1]

06-06 Improvement procedure [Outcome 3]

12-11 Information asset classification schema [Outcome 1]

03-05 Information asset control objective [Outcome 1]

03-06 Information asset management roles and responsibilities [Outcome 5]
06-07 Information labelling, handling and storage procedure [Outcome 3]
04-08 Information security control verification schedule [Outcome 8]
06-08 Information security incident response procedure [Outcome 3]
05-06 Information system access policy [Outcome 1]

04-09 Information system compliance review schedule [Outcome 8]
05-07 Information transfer policy [Outcome 1]

06-09 Information transfer procedure [Outcome 3]
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Process ID | COM.08

Name Operational planning

03-09 ISMS Measurement information analysis roles and responsibilities [Outcome 5]

03-10 ISMS Measurement information gathering events [Outcome 8]

03-11 ISMS Measurement information gathering roles and responsibilities [Outcome 5]

04-10 ISMS Policy review schedule [Outcome 8]

03-14 ISMS Roles and responsibilities [Outcome 5]

04-11 Management review schedule [Outcome 8]

03-26 Management system strategy: roles and responsibilities [Outcome 5]

05-09 Mobile device policy [Outcome 1]

06-1( Operating Procedures [Outcome 3]

12-17 Organisational competence requirements [Outcome 5]

12-14 Process criteria [Outcome 1]

03-24 Process measures [Outcome 7]

03-24 Process objectives [Outcome 1]

03-3( Process resource needs [Outcome 6]

03-3] Process roles and responsibilities [Outcome 5]

03-37 Process schedule [Outcome 8]

04-114 Product /service process lifecycle model [Outcome 1]

06-11 Protection of intellectual property rights procedure [Outcome 3]

06-11 Removable media management procedure [Outcome 3]

04-13 Resources budget [Outcome 6]

12-22 Risk acceptance criteria [Outcome 1]

03-34 Risk and opportunity identification criteria [Outcome. 4]

08-59 Risk assessment action schedule [Outcome 8]

03-37 Risk assessment process description [Outcome, 1]

04-14 Risk management plan [Outcome 8]

03-34 Risk treatment process description [Outceme 1]

06-13 Secure area operating procedure [Outcome 3]

05-1( Secure development policy [Outceme 1]

06-14 Security incident management.procedure [Outcome 3]

04-14 Security policies compliane€.review schedule [Outcome 8]

05-11 Software installation by users policy [Outcome 1]

06-19 Software installatiop-procedure [Outcome 3]

05-17% Supplier relationship-information security policy [Outcome 1]

05-17 Teleworking policy [Outcome 1]

06-14 Teleworking procedure [Outcome 3]

04-14 User access rights review schedule [Outcome 8]

06-17% Usersauthentication information control procedure [Outcome 1]

5.20 COM;10 Performance evaluation

ProckssiD | COM.10

Name Performance evaluation

Purpose The purpose of Performance Evaluation is to collect and analyze data that will be used to evaluate the
performance of the management system and the business processes in terms of the defined objectives.

Outcomes | As a result of successful implementation of this process:

1. Performance monitoring and measurement needs are defined.

2. Performance measures, derived from the performance measurement needs, are identified.

3. Performance measurement methods, supportive of the performance measures, are identified.
4. Data is collected using the identified performance measurement methods.
5

The collected performance data is analyzed.
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Process ID | COM.10
Name Performance evaluation
Base COM.10.1 Determine what needs to be monitored and measured. Determine what needs to be
Practices monitored and measured, including information security processes and controls. [Outcome 1]
COM.10.2 Determine appropriate performance measures. Determine appropriate performance
measures that support the performance measurement needs. [Outcome 2]
COM.10.3 Determine the appropriate methods for monitoring, measurement, analysis and
evaluation . Determine the appropriate methods for monitoring, measurement, analysis and
evaluation as well as how the results will be evaluated. [Outcome 3]
COM.10.4 Monitor and measure the information security performance and the information
= ity managemen em ollect and verify data on the information se ity performance of
the organization, as well as on the information security management system. [Outcome 4]
COM.10.5 Analyse the collected data. Analyze the collected data in order to evaluate the information
security performance, the effectiveness of the information security management system as’welllas
the effectiveness of any action taken within the scope of the information security management
system. [Outcome 5]
Inputs
03-10 ISMS Measurement information gathering events [Outcome 2]
03-12 ISMS Measurement information needs [Outcome 2]
03-13 ISMS Measurement methods [Outcome 4]
02-06 ISMS Performance measurement data [Outcome 5]
Outputs
09-08 Information security incident report [Outcome 5]
09-12 ISMS measurement information analysis report [Outcome 5]
03-12 ISMS Measurement information needs [Outcome 1]
03-13 ISMS Measurement methods [Outcome 3]
02-06 ISMS Performance measurement data [Outcome 4]
03-33 Project/service measures [Outcome 2]
5.21 TEC.(5 Product/service release
Process ID || TEC.05
Name Product/service release
Purpose The purpose of Product/sepvice Release is to control the availability of a product/service to the intendefd
customer.
Outcomes || As a result of successfuhimplementation of this process:
1. The contentsaf-the release are determined.
2. [Release.and acceptance criteria are determined.]
3. Thesrelease is assembled from the product/service/system elements.
4. Tests are defined for the release.
5% The release is tested in accordance with defined criteria.
6. Products/services/systems are released to the intended customer according to defined criteria.
Base TEC.05.1 Determine release content. Determine the contents of the release. [Outcome 1]
Practices TEC.05.3 Assemble the release. Assemble the release from the product/service/system components.
[Outcome 3]
TEC.05.4 Define tests. Define tests for the release. [Outcome 4]
TEC.05.5 Test the release. Test the release in accordance with defined criteria. [Outcome 5]
TEC.05.6 Release product/service/system. Release products/services/systems to the intended
customer according to defined criteria. [Outcome 6]
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Process ID | TEC.05

Name Product/service release

Inputs

08-38 Information system changes security impact evaluation result [Outcome 6]
12-20 Release acceptance test case [Outcome 5]

03-34 Release acceptance test criteria [Outcome 4]

09-15 Release acceptance test report [Outcome 6]

07-1 Release package [Outcome 5,6]

12-21 Release requirements [Outcome 2,3]

12-25 Systerm-aceeptance-crtera{outeeme4-51

Outputs

08-34 Information system changes security impact evaluation result [Outcome 5]
12-2( Release acceptance test case [Outcome 4]

03-34 Release acceptance test criteria [Outcome 2]

09-14 Release acceptance test report [Outcome 5]

02-07 Release log [Outcome 6]

03-34 Release notes [Outcome 6]

07-1 Release package [Outcome 3]

12-2] Release requirements [Outcome 1]

12-21 System acceptance criteria [Outcome 2]

5.22 TEC.08 Product/Service/System requirements

Process ID | TEC.08
Namée Product/Service/System requirements
Purppse The purpose of Product/Service/SystemARequirements is to establish and agree to the requirements, for
products/services and systems.
Outcpmes | As a result of successful implementation of this process:
1. The required characteristiésrand context of use of products/services/systems are identifiefl.
2. The constraints for a preduct/service/system solution are defined.
3. The requirements(for the product/service/system are defined.
4. The requirements for validating the product/service/system are defined.
Base TEC.08.1 Identify required service characteristics. Identify the required characteristic§ and context
Praclices of use of new or changed services. [Outcome 1]
TEC.08'2 Define service solution constraints. Define the constraints for a service solufion.
[Outcome 2]
TEC-08.3 Define service requirements. Define the requirements for the new or changedl service.
[Outcome 3]
TEC.08.4 Define service validation requirements. Define the requirements for validating the new or
changed service. [Outcome 4]
Inputs
08-38 Information system changes security impact evaluation result [Outcome 4]
09-14 New or changed service evaluation report [Outcome 3]
08-48 New or changed service request record [Outcome 2,3]
12-16 New or changed services - system security requirements [Outcome 4]
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Process ID | TEC.08

Name Product/Service/System requirements

Outputs

12-05 Contractual requirements [Outcome 3]

08-38 Information system changes security impact evaluation result [Outcome 3]
09-14 New or changed service evaluation report [Outcome 2]

08-48 New or changed service request record [Outcome 1]

12-16 New or changed services - system security requirements [Outcome 3]
12-24 Statutory and regulatory requirements [Outcome 3]

12-25 System acceptance criteria [Qutcome 4]

5.23 COM|11 Risk and opportunity management

Process ID | COM.11

Name Risk and opportunity management

Purpose The purpose of Risk and Opportunity Management is to identify, analyse, evaluate; treat and monitor risks.
Outcomes | As a result of successful implementation of this process:

1. Risks are identified.

2. ldentified risks are analysed.

3. Risks are evaluated against defined criteria.

4. Risks are selected for treatment.

5. Selected risks are treated.

Base COM.11.1 Identify risks. Identify the information\security risks associated with the loss of

Practices confidentiality, integrity and availability for infermation within the scope of the information security
management system. ldentify the risk awiiers for each information security risk identified [Outcgme
1]

COM.11.2 Assess risks. Assess risks:*- the potential consequences that would result if the information
security risks identified were to.materialize; - the realistic likelihood of the occurrence of the
information security risks identified; For each identified information security risk, determine its lgvel
of risk, allowing comparisons-with results of previous risk assessments. [Outcome 2]

COM.11.3 Evaluate risks.(Compare the results of information security risk assessment with the cijiteria
established, and prioritize the analyzed risks for risk treatment, according to the defined information
security risk assessment process. [Outcome 3]

COM.11.4 Select.risks for treatment. For each identified information security risk select the
appropriate (information security risk treatment option, taking into account of the information security
risk assessment results. [Outcome 4]

COM.11.5 \Freat risks. Implement and track the actions needed to address the information security
risks{in accordance with the content of the information security risk treatment plan. [Outcome 5

Inputs

12-06 Criteria for performing risk assessments [Outcome 1]
12-22 Risk’acceptance criteria [Outcome 3]

09-16 Risk analysis report [Outcome 3]

08-60 Risk assessment review record [Outcome 4]

03-38 Risk identification [Outcome 2]

04-15 Risk treatment plan [Outcome 5]

Outputs

08-39 ISMS Implementation log [Outcome 5]

09-16 Risk analysis report [Outcome 2]

08-60 Risk assessment review record [Outcome 3]

03-38 Risk identification [Outcome 1]

04-15 Risk treatment plan [Outcome 4]
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Process ID | TEC.06
Name Service availability management
Purpose The purpose of the Service Availability Management is to ensure that agreed service levels will be met in
foreseeable circumstances.
Outcomes | As a result of successful implementation of this process:
1. Service availability requirements are identified.
2. A service availability plan is developed using the service availability requirements.
3. Service availability is tested against the service availability requirements.
4. Service availability is monitored.
5. Causes of unplanned service non-availability are identified and analysed.
6. Corrective actions are taken to address identified causes for unplanned non-availability.
Base TEC.06.1 Identify availability requirements. service availability requiresnents are identified.
Praclices [Outcome 1]
TEC.06.2 Develop availability plan. Develop a service availahility plan using the servicg availability
requirements. [Outcome 2]
TEC.06.3 Test service avalability. Test service availability*against the service availability
requirements. [Outcome 3]
TEC.06.4 Monitor service availability. Monitor servicé availabilit. [Outcome 4]
TEC.06.5 Identify causes of unplanned service nen-availability.. Identify and analyse causes of
unplanned service non-availability. [Outcome’5]
TEC.06.6 Take correction action. Take cortegtive actions to address identified causes fpr unplanned
non-availability. [Outcome 6]
Inputs
09-17% Service availability analysis report [Outcame 6]
02-09 Service availability log [Outcome 5]
04-17% Service availability plan [Outcome-3]
12-23 Service availability requirements\[Outcome 2]
Outputs
03-09 Improvement opportunity({[Outcome 6]
09-17% Service availability analysis report [Outcome 5]
02-09 Service availability fog [Outcome 4]
04-17 Service availability' plan [Outcome 2]
11-5 Service avdilability plan change request [Outcome 6]
09-14 Service availability plan test report [Outcome 3]
08-64 Servige availability plan test result review record [Outcome 3]
12-23 Seryice availability requirements [Outcome 1]
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5.25 TEC.07 Service continuity management

Process ID | TEC.07
Name Service continuity management
Purpose The purpose of Service Continuity Management is to ensure that agreed service continuity commitments
can be met within agreed targets and disrupted services can be resumed.
Outcomes | As a result of successful implementation of this process:
1. Service continuity requirements are identified.
2. Service continuity is planned to meet the service continuity requirements.
3. Service continuity is evaluated against the service continuity requirements.
4. Changes in service continuity requirements are monitored.
5. Service continuity is ensured by activating the continuity plan in cases of major loss of, service.
Base TEC.07.1 Identify service continuity requirements. ldentify service continuity requirements.
Practices [Outcome 1]
TEC.07.2 Plan service continuity. Develop a service continuity plan using, the, service continuity
requirements. [Outcome 2]
TEC.07.3 Test service continuity. Test service continuity against the senvice continuity requirements.
[Outcome 3]
TEC.07.4 Monitor changes in service continuity requirements. Monitor changes in service
continuity requirements. [Outcome 4]
TEC.07.5 Monitor change in service continuity requirements. Ensure that service continuity
planning takes account of changes to service continuity requirements. [Outcome 5]
Inputs
08-05 Business continuity plan test result [Outcome 2]
12-01 Business continuity requirements [Outcome 4]
04-18 Service continuity plan [Outcome 3,5]
09-19 Service continuity plan test report [Outcome 4}
09-20 Service continuity plan test result finding report [Outcome 4]
Outputs
08-05 Business continuity plan test result [Qutcome 3]
12-01 Business continuity requirements (Outcome 1]
04-18 Service continuity plan [Outceme’2]
11-6 Service continuity plan change request [Outcome 4]
09-19 Service continuity plan test:report [Outcome 3]
09-20 Service continuity plan'test result finding report [Outcome 3]
5.26 ORG /5 Suppliermanagement
Process ID || ORG:#%
Name Sapplier management
Purpose The purpose of SUppifer Management 1S 10 ensure SUppITer productS/Services/Systems are managed and
integrated into the delivered products/services/systems to meet the agreed requirements.
Outcomes | As a result of successful implementation of this process:
1. Suppliers are identified.
2. Products/services to be provided are negotiated and defined with each supplier.
3. Roles and relationships between suppliers are determined.
4. The capability of subcontracted suppliers to meet obligations is confirmed.
5. Supplier obligations to meet requirements are monitored.
6. Supplier performance against agreed criteria is monitored.
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Process ID | ORG.5
Name Supplier management
Base ORG.5.1 identify suppliers to service provision. identify suppliers to product/service/system provision.
Practices [Outcome 1]
ORG.5.2 Negotiate products/services/systems. Negotiate and define products/services/systems to be
provided with each supplier. [Outcome 2]
ORG.5.3 Determine supplier roles. Determine supplier roles and relationships. [Outcome 3]
ORG.5.4 Confirm supplier capability. Confirm the capability of subcontracted suppliers to meet
obligations. [Outcome 4]
ORG.5.5 Monitor supplier obligations. Monitor supplier obligations to meet service requirements.
[Otcoma-Bl
{outesme-5]
ORG.5.6 Monitor supplier performance. Monitor supplier performance against agreed crite||ia. [Outcome
6]
Inputs
01-1 Business information exchange agreement [Outcome 5]
03-3( Process resource needs [Outcome 1,2]
01-3 Supplier agreement [Outcome 3,4,5,6]
02-04 Supplier performance data [Outcome 6]
Outputs
01-1 Business information exchange agreement [Outcome 2]
03-4( Sub-contracted supplier roles and responsibilities [Outcome 3]
01-3 Supplier agreement [Outcome 2]
08-67% Supplier agreement review record [Outcome 5]
08-64 Supplier capability assessment record [Outcome 4]
02-04 Supplier performance data [Outcome 5]
09-21 Supplier performance evaluation report [Outcame 6]
02-14 Supplier role assignments list [Outcome 1]
08-64 Supplier services change request evaluation record [Outcome 2]
5.27] TEC.09 Technical data preservation and recovery
Process ID | TEC.09
Name Technical data preservation and recovery
Purppse The purpose of Technical Data Preservation and Recovery is to backup and preserve data, arnd to recover
data from archive media.
Outcpmes | As a result’of successful implementation of this process:
1. Data-backup requirements are identified.
2./ )Data restore requirements are identified.
3./ Data backups are executed.
4. Data restoration is performed.
5. Backup media are preserved under controlled conditions
6. Restored data is verified.
Base TEC.09.1 Select data backup media. Select data backup media. [Outcome 1]
Practices TEC.09.2 Identify data restore requirements. Identify data restore requirements. [Outcome 2]
TEC.09.3 Execute data backups. Execute data backups. [Outcome 3]
TEC.09.4 Perform data restore. Perform data restore. [Outcome 4]
TEC.09.5 Preserve backup media. Preserve backup media. [Outcome 5]

TEC.09.6 Verify restored data. Verify restored data. [Outcome 6]
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Process ID | TEC.09

Name Technical data preservation and recovery
Inputs

12-01 Business continuity requirements [Outcome 1]
12-07 Data backup requirements [Outcome 3]
11-2 Data recovery request [Outcome 4]

08-20 Data restore log [Outcome 6]

04-18 Service continuity plan [Outcome 1]
Outputs

08-18 Databackuptog{Outcome3}

12-07 Data backup requirements [Outcome 1]
11-2 Data recovery request [Outcome 2]

08-20 Data restore log [Outcome 4]

6 Procegs capability indicators

6.1 Introduction

This clause
attribute, PA
assessment
considered

the degree q

for process performance which is characterized by Level 1 process capability.

6.2 Proces

The capabili
defined in In
enables cap
scale, Inno
achieve the
change.

NOTE 1: In the next paragraphs/ISO/IEC 33020 process attribute definitions and attribute outcomes are identified

italic font.

NOTE 2: Foll
X.y outcome 1

6.2.1 Progc

presents the process capability indicators related to the process capability attributes (pro
) associated with capability levels 1 to 5 defined in the\capability dimension of the pro
model. Process capability indicators are the means of dchieving the capabilities addressed b
process capability attributes. Evidence of process capability indicators supports the judgme
f achievement of the process capability attribute. €lause 5 describes the assessment indic

5 capability levels and process attributes

y process quality characteristic of the{process assessment model consists of capability leve
fernational Standard ISO/IEC 33020:"Process capability is defined on a six point ordinal scalg
Ability to be assessed from the*bottom of the scale, Incomplete, through to the top end o
ating. The scale represents increasing capability of the implemented process, from faili
process purpose through to continually improved and responding to strategic organiza

wing eachgeneric resource and generic work product is '[PA.x.y outcome]'. This refers to process att
which is'satisfied by this indicator.

ess’ capability Level 0: Incomplete process

cess
cess
y the
nt of
ators

Is as
that
f the
g to
onal

with

ibute

The process

is not implemented, or fails to achieve its process purpose.

At this level there is little or no evidence of any systematic achievement of the process purpose.

6.2.2 Proc

ess capability Level 1: Performed process

The implemented process achieves its process purpose. The following process attribute demonstrates the
achievement of this level.
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2.1 PA.1.1Process performance process attribute

The process performance process attribute is a measure of the extent to which the process purpose is

ach
a)

6.2.

ieved. As a result of full achievement of this process attribute:

The process achieves its defined process outcomes.

2.1.1 Generic practice for PA.1.1

PA.1.1.GP1 Achieve the process outcomes

Achigve the intent of the base practices.

Prodiice work products that evidence the process outcomes.

NOTIE: The assessment of a performed process is based on process performance indicaters, which
Clauge 5 of this document.

6.2.

6.2.

7.0

6.2.

The
and

The

4.1.2 Generic resources for PA.1.1

4.1.3 Generic work products for PA.1.1
Rroduct [PA.1.1 outcome a]

— Work products exist that provide evidence of the achievement of the process outcomes.

3 Process capability Level 2: Managed process

previously described Performed process-is now implemented in a managed fashion (planne
hdjusted) and its work products are appropriately established, controlled and maintained.

following process attributes, together with the previously defined process attribute, dem

achigvement of this level:

6.2.3.1 PA.2.1 Performance management process attribute

The

process is managed. As a result of full achievement of this process attribute:

b)

d)

e)

g9)
h)

Objectivesfor the performance of the process are identified;

Performance of the process is planned;

hre defined in

— Resources are used to perform the intent of process specific base’ practices. [PA.1.1 outgome a]

H, monitored

onstrate the

performance management process attribute is a measure of the extent to which the performance of the

Performance of the process Is monitored,;

Performance of the process is adjusted to meet plans;

Responsibilities and authorities for performing the process are defined, assigned and communicated;

Personnel performing the process are prepared for executing their responsibilities;

Resources and information necessary for performing the process are identified, made available, allocated

and used;

Interfaces between the involved parties are managed to ensure both effective communication and clear

assignment of responsibility.
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6.2.3.1.1 Generic practices for PA.2.1

PA.2.1.GP1 Identify the objectives for the performance of the process.

NOTE: Performance objectives may include — (1) quality of the artefacts produced, (2) process cycle time or frequency, (3)
resource usage and (4) boundaries of the process.

Performance objectives are identified based on process requirements.

The scope of the process performance is defined.

Assumptions and-constraints-are considered-when irlnnfif\lling the pnrfnrmnnrn nhjnrfi\/nc

PA.2.1.GP2 H
Plan(s) for the

Key milestone

Estimates for process performance attributes are determined and maintained.
Process activities and tasks are defined.

Schedule is defined and aligned with the approach to performing the process.

Process work

lan the performance of the process to fulfil the identified objectives.
performance of the process are developed. The process performance cycle is defined.

s for the performance of the process are established.

product reviews are planned.

PA.2.1.GP3 Mlonitor the performance of the process against the plans.

The process i performed according to the plan(s).

Process perfg

rmance is monitored to ensure that planned results are achieved and to identify possible deviations.

PA.2.1.GP4 A
Process perfg

Appropriate a|

The plan(s) afe adjusted, as necessary.

Rescheduling

djust the performance of the process.
rmance issues are identified.

Ctions are taken when planned results.and objectives are not achieved.

is performed as necessary.

PA.2.1.GP5 [}
Responsibiliti
Responsibiliti

The needs fol

efine responsibilitiessand authorities for performing the process.
bs, commitments and authorities to perform the process are defined, assigned and communicated.
bs and authgrities to verify process work products are defined and assigned.

process-performance experience, knowledge and skills are defined.

PA.2.1.GP6 H

repare those performing the process to execute their responsibilities.

Competencies for management and execution of the process are ensured by training or work-based learning.

Required competencies are identified based on the responsibilities.

PA.2.1.GP7 Identify and make available resources to perform the process according to plan.

The human and infrastructure resources necessary for performing the process are identified, made available, allocated

and used.

The information necessary to perform the process is identified and made available.

38

© ISO/IEC 2016 — All rights reserved



https://iecnorm.com/api/?name=c51fb8ea1310310fab2b159414f83aac

ISO/IEC TS 33072:2016(E)

PA.2.1.GP8 Manage the interfaces between involved parties.

The individuals and groups involved in the process performance are determined.

Responsibilities of the involved parties are assigned.

Interfaces

between the involved parties are managed.

Communication is assured between the involved parties.

Communication between the involved parties is effective.

6.2.3.1.2

6.2.3.1.3

4.0 Blan

Generic resources for PA.2.1

Human resources with identified objectives, responsibilities and authorities; [PA.2.1 outcd
h]

Facilities and infrastructure resources; [PA.2.1 outcome a, €, g, h]

Project planning, management and control tools, including time’ and cost reporting; [PA.
b, c, d]

Workflow management system; [PA.2.1 outcome e, h]
Email and/or other communication mechanisms; [PA.2.1 outcome e, h]
Information and/or experience repository; [PA.2:1 outcome b, c, f, g]

Problem and issue management mechanisms. [PA.2.1 outcome d]

Generic work products for PA:2.1
[PA 2.1 outcome a, b, ¢, d, e«f; g, h]
Defines objectives to pefform the process.
Describes assumptions and constraints considered in defining the objectives.
Includes milestones and timetable to produce the work products of the process.
Identifies tasks, resources, responsibilities and infrastructure needed to perform the proc

considers risks related to fulfil defined objectives.

PSS.

ldentifies stakeholders and communication mechanisms to be used

Describes how the plan is controlled and adjusted when needed.

8.0 Record [PA.2.1 outcome ¢, d, e, g, h]

Contains status information about corrections; schedule and work breakdown structure.
Monitors identified risks.
States results achieved or provides evidence of activities performed in a process.

Provides evidence of communication, meetings, reviews and corrections.
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9.0 Report [PA.2.1 outcome b, ¢, d]

6.232 P

Monitors process performance against defined objectives and plans.
Identifies deviations in process performance.
Describes results and status of the process.

Provides evidence of management activities.

A.2.2 Work product management process attribute

The work p
produced by

a)
b)
c)
d)

Work pr

Work pn
meet re

NOTE 1 Reqyirements for documentation and control of work products may include requirements for the identificat

changes and
relevant versi

NOTE 2 The

through the pfocess outcomes.

6.23.2.1

Requirements for the work products of the process are defined;

Requirements for documentation and control of the work products are defined;

oduct management process attribute is a measure of the extent to which the work.proqg
the process are appropriately managed. As a result of full achievement of this process)attriby

pducts are appropriately identified, documented, and controlled;

pducts are reviewed in accordance with planned arrangementSyand adjusted as necessal
huirements.

revision status, approval and re-approval of work products; ‘distribution of work products, and for m|
bns of applicable work products available at points of use!

work products referred to in this Clause are those that result from the achievement of the process pu

Generic practices for PA.2.2

jucts
te:

Iy to

on of
aking

pose

PA.2.2.GP1 0

The requirem
structure.

Quality criterig

Appropriate re

efine the requirements for the wark)products.

bnts for the work products to he produced are defined. Requirements may include defining contents and

of the work products are‘identified.

view and approval criteria for the work products are defined.

PA.2.2.GP2 [

Requirements
requirements

efine the requirements for documentation and control of the work products.

for the documentation and control of the work products are defined. Such requirements may include
for (1) distribution, (2) identification of work products and their components (3) traceability

Dependencie

hetween waork prndllr‘tc are identified and understood

Requirements for the approval of work products to be controlled are defined.
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PA.2.2.GP3 Identify, document and control the work products.

The work products to be controlled are identified.

Change control is established for work products.

The work products are documented and controlled in accordance with requirements.
Versions of work products are assigned to product configurations as applicable.

The work products are made available through appropriate access mechanisms.

The revision status of the work products may readily be ascertained.

PA.2|2.GP4 Review and adjust work products to meet the defined requirements.
Work] products are reviewed against the defined requirements in accordance with planned arrangements.

Issues arising from work product reviews are resolved.

6.2.3.2.2 Generic resources for PA.2.2

— Requirement management method / toolset; [PA.2.2 outcome\a, b, c]

— Configuration management system; [PA.2.2 outcome b, ¢]

— Documentation elaboration and support tool; [PA.2{2 outcome b, ]

— Document identification and control procedure; [PA.2.2 outcome b, c]

—  Work product review methods and experiences; [PA.2.2 outcome d]

— Review management method / toolset; [PA.2.2 outcome d]

— Intranets, extranets and/or other communication mechanisms; [PA.2.2 outcome b, c]

— Problem and issue management mechanisms. [PA.2.2 outcome d]

6.2.3.2.3 Generic workyproducts for PA.2.2
4.0 Rlan [PA 2.2 outcome b]
— Expresses selected policy or strategy to manage work products.

— Describes requirements to develop, distribute, and maintain the work products.

- "Defines quality control actions needed to manage the quality of the work product

7.0 Product [PA 2.2 outcome a, b, ¢, d]
— Demonstrates process specific work products to be managed.
8.0 Record [PA 2.2 outcome c, d]
— Records the status of documentation or work product.
— Demonstrates work product reviews and contributes to traceability.

— Describes non-conformance detected during work product reviews.
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— Provides evidence that the changes are under control.

10.0 Repository [PA 2.2 outcome c]
— Contains and makes available work products and/or configuration items.
— Supports monitoring of changes to work products.

12.0 Specification [PA 2.2 outcome a, b]

— Defines the attributes associated with a work product to be created.

— Deflines the functional and non-functional requirements for work products.
— ldentifies work product dependencies.

— ldentifies approval criteria for documents.

6.2.4 Procless capability Level 3: Established process

The previougly described Managed process is now implemented using a definéd process that is capaljle of
achieving its| process outcomes.

The following process attributes, together with the previously defined\ process attributes, demonstrate the
achievement of this level:

6.2.4.1 PA.3.1 Process definition process attribute

The procesg definition process attribute is a measure of the*extent to which a standard process is maintained
to support the deployment of the defined process. As axtesult of full achievement of this process attribute:

a) A standard process, including appropriate tailoring guidelines, is defined and maintained that descfibes
the fundamental elements that must be incorporated into a defined process;

b) The seqpence and interaction of the standard process with other processes is determined;

c) Requiregl competencies and roles” for performing the process are identified as part of the starjdard
process}

d) Requiredl infrastructure ‘and work environment for performing the process are identified as part of the
standargl process;

e) Suitable| methodsand measures for monitoring the effectiveness and suitability of the procesq are
determiped.

6.2.4.1.1 Genericpractices for PA St

PA.3.1.GP1 Define the standard process that will support the deployment of the defined process.
A standard process is developed that includes the fundamental process elements.

The standard process identifies the deployment needs and deployment context.

Guidance and/or procedures are provided to support implementation of the process as needed.

Appropriate tailoring guideline(s) are available as needed.
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PA.3.1.GP2 Determine the sequence and interaction between processes so that they work as an integrated system of
processes.

The standard process’s sequence and interaction with other processes are determined.

Deployment of the standard process as a defined process maintains integrity of processes.

PA.3.1.GP3 Identify the roles and competencies for performing the standard process.
Process performance roles are identified

Competencies for performing the process are identified.

PA.3.1.GP4 Identify the required infrastructure and work environment for performing the standard process.

Proc¢ss infrastructure components are identified (facilities, Tools, networks, methods, efc).

Work environment requirements are identified.

PA.3|1.GP5 Determine suitable methods and measures to monitor the effectiveness and suitability.of the standard
procgss.

Methpds and measures for monitoring the effectiveness and suitability of the process are determined.
Appropriate criteria and data needed to monitor the effectiveness and suitability of the process are defined.
The need to conduct internal audit and management review is established.

Procgss changes are implemented to maintain the standard process.

6.2.4.1.2 Generic resources for PA.3.1

— Process modelling methods / tools; [PA.3.1 outedie a, b, c, d]
— Training material and courses; [PA.3.1 outcome a, b, c]

— Resource management system; [PA.3.1 outcome b, c]

— Process infrastructure; [PA.3.1 guteome a, b]

— Audit and trend analysis tools; [PA.3.1 outcome €]

— Process monitoring method. [PA.3.1 outcome €]

6.2.4.1.3 Generic workproducts for PA.3.1

3.0 Description [PA3.1 outcome a, b, c, €]

— DesCribes the standard process, including the fundamental process elements, interactiops with other
processes and appropriate tailoring guidelines.

—\vAddresses the performance, management and deployment of the process, as described py capability
levels 1 and 2 and the PA 3.2 Process deployment attribute.

— Addresses methods to monitor process effectiveness and suitability.

— Identifies data and records to be collected when performing the defined process, in order to improve
the standard process.

— ldentifies and communicates the personnel competencies, roles and responsibilities for the standard
and defined process.

— lIdentifies the personnel performance criteria for the standard and defined process.
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— ldentifies the tailoring guidelines for the standard process.

— ldentifies process measures.

4.0 Plan [PA 3.1 outcome c, d]

— ldentifies approaches for defining, maintaining and supporting a standard process, including
infrastructure, work environment, training, internal audit and management review.

5.0 Policy [PA 3.1 outcome a, b, ¢, d, €]

— Prd
deq

10.0 Reposi
— Is
12.0 Specifig

— Pro
are

6.242 P
The procesy
deployed as
attribute:

a) A define

loyment of the defined process.
ory [PA 3.1 outcome d]
sed to support and maintain the standard process assets.

ation [PA 3.1 outcome a]

used.

A.3.2 Process deployment process attribute

b) Require
commu

icated;

[ process is deployed based upon an appropriately selected and/or tailored standard process;

vides evidence of organizational commitment o maintain a standard process to suppor} the

vides reference for the standards used by the standard process and. identification about how|they

deployment process attribute is a measure of thewéxtent to which the standard procegs is
a defined process to achieve its process outcomes_As a result of full achievement of this prdcess

I roles, responsibilities and authoritiestfor performing the defined process are assigned| and

c) Personngel performing the defined process are competent on the basis of appropriate education, traiping,
and experience;

d) Require

e) Require

resources and information necessary for performing the defined process are made availpble,
allocatef and used:;

infrastructure_and work environment for performing the defined process are made availgble,
managgd and maintained;

f) Approprijate datasare collected and analyzed as a basis for understanding the behaviour of the procegs, to
demonstrate._the suitability and effectiveness of the process, and to evaluate where confinual
improvement of the process can be made.

6.2.4.2.1 Generic practices for PA.3.2

PA.3.2.GP1 Deploy a defined process that satisfies the context specific requirements of the use of the standard process.

The defined process is appropriately selected and/or tailored from the standard process.

Conformance of defined process with standard process requirements is verified.
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PA.3.2.GP2 Assign and communicate roles, responsibilities and authorities for performing the defined process.
The roles for performing the defined process are assigned and communicated.

The responsibilities and authorities for performing the defined process are assigned and communicated.

PA.3.2.GP3 Ensure necessary competencies for performing the defined process.
Appropriate competencies for assigned personnel are identified.

Suitable training is available for those deploying the defined process.

PA.3[2:GPA4Provide TESUUTTCES arnd mfoTmTatio to Support the performarnce of thedefimed process ]
Reguired human resources are made available, allocated and used.

Reguired information to perform the process is made available, allocated and used.

PA.3|2.GP5 Provide adequate process infrastructure to support the performance of the déefined process.
Reqguired infrastructure and work environment is available.
Orgajizational support to effectively manage and maintain the infrastructure and work environment is availaljle.

Infragtructure and work environment is used and maintained.

PA.3[2.GP6 Collect and analyse data about performance of the process’to demonstrate its suitability and
effecfiveness.

Data[required to understand the behaviour, suitability and effectiveness of the defined process are identified.
Data [are collected and analysed to understand the behaviour, suitability and effectiveness of the defined progess.

Resujts of the analysis are used to identify where contifttal improvement of the standard and/or defined procgss can be
madg.

6.2.4.2.2 Generic resources for PA.3.2

— Feedback mechanisms(customer, staff, other stakeholders); [PA.3.2 outcome f]
— Process repositery; [PA.3.2 outcome a, b]

— Resourceymanagement system; [PA.3.2 outcome b, c, d]

— Knowledge management system; [PA.3.2 outcome d]

— » Rroblem and change management system; [PA.3.2 outcome f]

— Working environment and infrastructure; [PA.3.2 outcome €]
— Data collection analysis system: [PA.3.2 outcome f]
— Process assessment framework; [PA.4.1 outcome f]
— Audit / review system. [PA.3.2 outcome f]
6.2.4.2.3 Generic work products for PA.3.2

2.0 Data [PA 3.2 outcome f]
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— Provides evidence that the project’s defined process performance data was collected.

4.0 Plan [PA 3.2 outcome a, b, f]

— Expresses the strategy for the organizational support, allocation and use of the process infrastructure.

— Describes the project's resources and the elements of the infrastructure needed to deploy the

def

ined process.

— Expresses the strategy to satisfy the project’s training needs.

— Ide
3.0 Descript
— Deq

— Deq
pro

— Represents the interactions of the project’s defined process with other.processes.

8.0 Record |

— Captures the project’s work breakdown structure needed to define the tasks and their dependeng

— Prg
knd

— Pra
the

— Prd
mal

— Re
9.0 Report [}

— Prg
tot

— lde

— Prg

ntifies process improvement proposal(s) based on analysis of suitability and effectiveness.
on [PA 3.2 outcome a]
cribes the defined process for use by the project.

cribes the verification activities needed to ensure the conformance of the project's de
cess with the organization’s standard process.

PA 3.2 outcome a, b, ¢, d, e, f]

vides evidence that the project personnel possess<he’required authorities, skills, experience
wledge.

vides evidence that project personnel have-received the required training to satisfy the nee
project.

vides evidence that project infrastiucture and working environment are made available
ntained for performing the defined process.

ords the status of required-corrective actions.
PA 3.2 outcome f]

vides results of the-analysis, recommended corrective action, feedback to the process owne
he organization's standard process.

ntifies improvement opportunities of the defined process.

vides-evidence on the suitability and effectiveness of the defined process.

fined

es.

and

is of

and

and

10.0 Repository [PA 3.2 outcome d]

— Pro

vides evidence that information is made available for performing the defined process.

12.0 Specification [PA 3.2 outcome f]

— Pro

6.2.5 Proc

vides a basis to analyse data associated with the performance of the defined process.

ess capability Level 4: Predictable process

The previously described Established process now operates predictively within defined limits to achieve its
process outcomes. Quantitative management needs are identified, measurement data are collected and
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analysed to identify assignable causes of variation. Corrective action is taken to address assignable causes of
variation.

The following process attributes, together with the previously defined process attributes, demonstrate the
achievement of this level:

6.2.5.1 PA.4.1 Quantitative analysis process attribute

The quantitative analysis process attributes a measure of the extent to which information needs are defined,
relationships between process elements are identified and data are collected. As a result of full achievement
of this process attribute:

a) The process is aligned with quantitative business goals;

b) FProcess information needs in support of relevant defined quantitative business goals'are established;

c) RProcess measurement objectives are derived from process information needs;

d) Measurable relationships between process elements that contribute 16 the process perfgrmance are
ipentified;

e) Quantitative objectives for process performance in support of relevant business goals are estgblished;

f) Appropriate measures and frequency of measurement are identified and defined in line \ith process
Measurement objectives and quantitative objectives for process performance;

g) Results of measurement are collected, validated and reported in order to monitor the extentjto which the
quantitative objectives for process performance are.met;

NOTH 1 Information needs typically reflect management,.technical, project, process or product needs.

NOTH 2 Measures may be either process measures-or product measures or both.

6.2.3.1.1 Generic practices for PA4.1

PA.4|1.GP1 Align the process withrguantitative business goals.

Quarftitative business goals.relevant to the process are identified.

The process supports @chievement of the identified business goals.

PA.4|1.GP2 Identify;process information needs, in relation to quantitative business goals.

Busirjess goals-relevant to establishing quantitative process measurement objectives for the process are identified.

Procg¢ss stakeholders are identified and their information needs are defined.

Information needs are relevant to the quantitative business goals.

PA.4.1.GP3 Derive process measurement objectives from process information needs.

Process measurement objectives to satisfy defined process information needs are defined.

PA.4.1.GP4 Identify measurable relationships between process elements that contribute to the process performance.

Relationships between process elements are determined.

Measures of process performance are justifiable.
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PA.4.1.GP5 Establish quantitative objectives for the performance of the defined process, according to the alignment of
the process with the business goals.

Process performance objectives are defined to explicitly reflect the quantitative business goals.

Process performance objectives are verified with process stakeholders to be realistic and useful.

PA.4.1.GP6 Identify product and process measures that support the achievement of the quantitative objectives for
process performance.

Detailed measures are defined to support monitoring, analysis and verification needs of process and product goals.

Measures to gatisfy process measurement and performance objectives are defined.
Frequency of data collection is defined.
Algorithms and methods to create derived measurement results from base measures are defined, as appropfriate.

Verification mechanism for base and derived measures is defined.

PA.4.1.GP7 Qollect product and process measurement results through performing the defined process.
Data collectiop mechanism is created for all identified measures.

Required datq is collected in an effective and reliable manner.

Measurement results are created from the collected data within defined frequengy.

Analysis of mgasurement results is performed within defined frequency.

Measurement results are validated to confirm that the results fulfil the precess information needs.

Measurement results are reported to those responsible for monitoring the extent to which quantitative objectives are met.

6.2.5.1.2 Generic resources for PA.4.1

— Mapagement information (cost, time, reliability, profitability, customer benefits, risks etc.); [PA.4.1
outtome a, b, ¢, d, e, f, ]

— Applicable measurementtechniques; [PA.4.1 outcome f]
— Praduct and process measurement tools and results databases; [PA.4.1 outcome f, ]
— Process measarement framework; [PA.4.1 outcome d, e, f, g]

— Toals for.data analysis and measurement. [PA.4.1 outcome ¢, d, e, f, g]

6.2.5.1.3 Generic work products for PA.4.1
2.0 Data [PA 4.1 outcome g]

— Defines data to be collected as specified in plans and measures.
3.0 Description [PA 4.1 outcome a, b, d, f]

— Defines information needs for the process.

— Specifies candidate measures.

4.0 Plan [PA 4.1 outcome a, b, ¢, e, f]
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— ldentifies the objective to be achieved.

goals.

— Defines quantitative objectives for process performance.

— Specifies measures for the process.

— Defines tasks and schedules to collect and analyse data.

9.0 F

12.0

The

— Allocates responsibilities and resources for measurement.

eport [PA 4.1 outcome g]

— Provides results of process data analysis to identify process performance parameters.
Specification [PA 4.1 outcome b, c, f]

— Describes information needs and performance objectives.

— Provides a basis for analyzing process performance.

— Defines explicit criteria for data validation.

— Defines frequency of data collection.

.2 PA.4.2 Quantitative control process attribute

guantitative control process attribute is almeasure of the extent to which objective data

Describes process performance goals aligned with business goals and context-specific other relevant

are used to

mangge process performance that is predictable. As a result of full achievement of this process atfribute:

a) Techniques for analysing the collected data are selected;

b) Assignable causes of process-variation are determined through analysis of the collected data;

c) Distributions that characterize the process performance are established;

d) Corrective actions are'taken to address assignable causes of variation;

e) $eparate distributions are established (as necessary) for analysing the process under the|influence of
assignableieauses of variation;

6.2.9.2.1( ) Generic practices for PA.4.2

PA.4.2.GP1 Select analysis techniques, appropriate to collected data.

Process control analysis methods and techniques are defined.

Selected techniques are validated against process control objectives.

PA.4.2.GP2 Determine assignable causes of process variation by analysing the collected data.

Variation in process performance is attributed to a specific, unpredictable cause.

Assignable cause indicates a possible problem in the defined process.
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PA.4.2.GP3 Establish distributions that characterize the process performance.
Variation in measurement results is used to analyse process performance.
Deviations are analysed to identify potential cause(s) of variation.

Trends of process performance are identified.

PA.4.2.GP4 Identify and implement corrective actions to address assignable causes.

Results are provided to those responsible for taking action.

Corrective acforsare determinedtoaddress each assigrabte cause:
Corrective acfions are implemented to address assignable causes of variation.
Corrective action results are monitored.

Corrective acfions are evaluated to determine their effectiveness.

PA.4.2.GP5 Hstablish separate distributions for analysing the process under the influence of @ssignable causes of

variation.
Consequences of process variation are analysed.

Distributions gre used to quantitatively understand process performance.

6.2.5.2.2 [Generic resources for PA.4.2
— Process control and analysis techniques; [PA.4.2 putcome a, b]
— Stafistical analysis tools / applications; [PA.4.2'0utcome b, c, €]

— Process control tools / applications. [PA:4¢2 outcome c, d, €]

6.2.5.2.3 [Generic work products for PA.4.2
2.0 Data [PA 4.2 outcome b]

— Provides measurementidata to identify assignable causes of variation.
3.0 Description [PA 4.2 outcome b, c, €]

— Detlines parameters for process control.

— Deflines\and maintains limits for variation.

4.0 Plan [PA 4.2 outcome a]

— Defines analysis methods and techniques at detailed level.
8.0 Record [PA 4.2 outcome c, d, €]

— Provides information on defects and problems.

— Records the changes.

— Documents corrective actions to be implemented.
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— Monitors the status of corrective actions.
9.0 Report [PA 4.2 outcome a, ¢, d, €]
— Provides analyzed measurement results of process performance.
— ldentifies corrective actions to address assignable causes of variation.
— Ensures that selected techniques are effective and measures are validated.

10.0 Repository [PA 4.2 outcome a, b, ¢, d, €]

— Collects the data and provides the basis for analysis, corrective actions and results répofting.
12.0|Specification [PA 4.2 outcome a, b, €]
— Defines the method for collecting data.

— Measures the efficiency of the process.

6.2.4 Process capability Level 5: Innovating process

The [previously described Predictable process is now continually) improved to respond to ofganizational
change.

The [following process attributes, together with the previously defined process attributes, demionstrate the
achigvement of this level:

6.2.4.1 PA.5.1Process innovation process attribute
The [process innovation process attribute is.a measure of the extent to which changes to the |process are
identified from investigations of innovativeZapproaches to the definition and deployment of the pfocess. As a
result of full achievement of this process-attribute:

a) RProcess innovation objectives-are defined that support the relevant business goals;

b) Appropriate data are analysed to identify opportunities for best practice and innovation;

c) Iphnovation opportunities derived from new technologies and process concepts are identified;

d) Animplementation strategy is established to achieve the process innovation objectives.

6.2.4.1.1 _Generic practices for PA.5.1

PA.5|1.6P1 Define the process innovation objectives for the process that support the relevant business goals.

Directions to process innovation are set.

New business visions and goals are analyzed to give guidance for new process objectives and potential areas of process
change.

Quantitative and qualitative process innovation objectives are defined and documented.
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PA.5.1.GP2 Analyse data of the process to identify opportunities for best practice and innovation.

Feedback on opportunities for innovation is actively sought.

Innovation opportunities are identified.

Industry best practices are identified and evaluated.

PA.5.1.GP3 Identify innovation opportunities of the process from new technologies and process concepts.

Impact of new technologies on process performance is identified and evaluated.

Impact of new
Innovation op

Emergent risk

PrUCESS TOUTICEPtS TS Tdentifietardevatuated:
bortunities are identified.

s are considered in identifying innovation opportunities

PA.5.1.GP4 [
Commitment

Proposed pro
objectives.

Changes are

Measures tha|
change.

Implementatiq

Implementatiq

efine an implementation strategy based on long-term innovation vision and objectives.
0 innovation is demonstrated by organizational management and process owner(s)«

Cess changes are evaluated and piloted to determine their benefits and expected impact on defined bus

Classified and prioritized based on their impact on defined innovation(objectives.

validate the results of process changes are defined to determin€ expected effectiveness of the procesy

n of the approved change(s) is planned as an integrated program or project.

n plan and impact on business goals are discussed and reviewed by organizational management.

ness

6.2.6.1.2
Pro

Pro
out

Pild
6.2.6.1.3

2.0 Data [PA

Seneric resources for PA5.1
cess innovation framework; [RA.5:1 outcome a, c, d]

cess feedback and analysis system (measurement data, causal analysis results etc.); [P
come b]

ting and trialling'mechanism. [PA.5.1 outcome b, c]
Generic work products for PA.5.1

5.1,0utCome b, c]

\.5.1

Pr

3.0 Descripti

vides analytical data to identify opportunities for best practice and innovation

on [PA 5.1 outcome c, d]

Identifies potential areas of innovation and new technology.

4.0 Plan [PA 5.1 outcome a, d]

52

Define and maintain business goals.
Provides evidence of management commitment.

Defines innovation objectives for the process
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— Schedules activities for root cause analysis.

— Defines an approach to implementing selected innovations.

— ldentifies scope of pilot innovation activities.

5.0 Policy [PA 5.2 outcome a]

— Establishes expectations for conduct and evaluation of pilot innovations.

72:2016(E)

8.0 F

9.0 F

6.2.6

The
defin

ecord [PA 5.1 outcome ¢, d]

— Identifies potential innovation opportunities.

— Records information on new technology and techniques.
eport [PA 5.1 outcome b, c]

— Ildentifies potential innovations and process changes.

.2 PA.5.2 Process innovation implementation process.attribute

process innovation implementation process attribute is/a measure of the extent to which ch
ition, management and performance of the process achieves the relevant process innovatio

anges to the
n objectives.

As alresult of full achievement of this process attribute:
a) Impact of all proposed changes is assessed against the objectives of the defined process gnd standard
process;

b) Implementation of all agreed changes' is managed to ensure that any disruption to the process
erformance is understood and acted\upon;

c) [ffectiveness of process change on the basis of actual performance is evaluated against|the defined
roduct requirements and precess objectives.

6.2.4.2.1 Generic practices of PA.5.2

PA.5|2.GP1 Assessttheimpact of each proposed change against the objectives of the defined and standard process.

Objegtive priorjties, for process innovation are established.

Specified gchanges are assessed against product quality and process performance requirements and goals.

Impagt efchanges to other defined and standard processes is considered.
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PA.5.2.GP2. Manage the implementation of agreed changes to selected areas of the defined and standard process
according to the implementation strategy.

A mechanism is established for incorporating accepted changes into the defined and standard process(es) effectively and
completely.

The factors that impact the effectiveness and full deployment of the process change are identified and managed, such as:
e Economic factors (productivity, profit, growth, efficiency, quality, competition, resources, and capacity);

e Human factors (job satisfaction, motivation, morale, conflict / cohesion, goal consensus, participation, training,
spanof control);

e Management factors (skills, commitment, leadership, knowledge, ability, organisational culture and risks);

e Technology factors (sophistication of system, technical expertise, development methodology, negd of new
techmologies).

Training is prgvided to users of the process.
Process chanpes are effectively communicated to all affected parties.

Records of the¢ change implementation are maintained.

PA.5.2.GP3 Hvaluate the effectiveness of process change on the basis of actualperformance against process
performance and capability objectives and business goals.

Performance and capability of the changed process are measured and compared with historical data.

A mechanism|is available for documenting and reporting analysis results to management and owners of standard and
defined procefs.

Measures are| analysed to evaluate the effectiveness of process changes.

Other feedbagk is recorded, such as opportunities for fugther innovation of the standard process.

6.2.6.2.2 [Generic resources for PA.5:2
— Change management system;[PA.5.2 outcome a, b, c]
— Process evaluation system (impact analysis, etc.). [PA.5.2 outcome a, c]

6.2.6.2.3 [Generic warkproducts for PA.5.2

3.0 Descriptjon [PA '5:2'outcome b]

— Dog¢uments changes as a result of process innovation actions.

4.0 Plan [PA 5.2 outcome a, b]
— Defines activities and schedule for pilot change implementation.
— Allocates resources for pilot implementation.
— Assigns responsibility for pilot implementation.
— Defines activities and schedule for organizational implementation of process change.

— Allocates resources and responsibilities for organizational implementation.
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— Specifies scope of pilot implementation of proposed change.

8.0 Record [PA 5.2 outcome b]

— Contains records of all completed and in-progress pilot implementations.

— Records history of and justification for changes.

9.0 Report [PA 5.2 outcome a, b, c]

— Describes results of pilot implementation of process change.

12.0

6.3 1

Certain processes support achievement of the capabilities/addressed by a process attribute. T|
b processes and indicates the relation between those)processes and each process attribute (PA). This

thosé
infor
resu

— Evaluates effectiveness of process compared to process innovation objectives.
— Provides details on implementation of organizational changes.

— Describes proposed changes to standard and defined process.

Specification [PA 5.2 outcome c]

— Specifies measures derived from process innovation objectives:

Related processes for process attributes

mation can be used in planning process assessments and in analysis and validation of the
(S.

Table 11 — Related processes for process attributes

Process attributes

able 11 lists

assessment

Related processes PA PA PA PA PA PA

AssH

2.1 2.2 3.1 3.2 4.1 4.2
t management X

Cap4

city management X

Chapge management X
Communication X
Confjguration management X

Documentation management X

Equi
Hum
Hum
Impr

ment management

n resource employment management X
n reseurce management X
vénent

X X X X X

Incident management X

PA  PA
5.1 5.2

Information environment access management X
Infrastructure and work environment

x X

Internal audit X
Leadership

Management review
Non-
Operational implementation and control

conformity management

X X X

Operational planning X
Performance evaluation X X X

Prod
Risk

uct/ service release X
and opportunity management X X
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Process attributes

Related processes PA PA PA PA PA PA PA  PA
2.1 2.2 3.1 3.2 4.1 4.2 51 5.2

Service availability management X

Service continuity management X

Service requirements X

Supplier management X

Technical data preservation and recovery X
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(informative)

Conformity of the process assessment model

Introduction

72:2016(E)

This
conf
asse
asse

This
defin
emb
Inter

Sinc
refer

parti
requ

A.2

A.2.

Technical Specification sets out a process assessment model that meets the requ
prmance defined in ISO/IEC 33004. The process assessment model can be used in_ the pe
ssments that meet the requirements of ISO/IEC 33002. It may also be used as an gxample f
ssment model developer.

clause serves as the statement of conformance of the process assessmentrodel to the 1
ed in ISO/IEC 33004. For ease of reference, the requirements from Clause 6 of ISO/IE
bdded verbatim in the text of this clause. They should not be construed as normative elen
national Standard.

b this process assessment model has been explicitly constructed to be an elaboration of
ence model defined in ISO/IEC TS 33050-4, the conformance €laim is relatively simple. For g

cularly ones with a different architecture, the demonstration of conformance may be n
ring more detail in the mapping.

Requirements for process assessment models

1 Introduction

rements for
formance of
or a process

equirements
C 33004 are
hents of this

the process
ther models,
hore difficult

In or
in a
proc
proc
expr

Her to assure that assessment results are translatable into the intended process measureme
repeatable and reliable manner,(process assessment models shall adhere to certain req
Pss assessment model shall epntain a definition of its purpose, scope and elements; its mg
PSS measurement framework-and specified process reference model(s); and a mechanism f
pssion of results.

[ISO/IEC

t framework
irements. A
pping to the
DI consistent

33004, 6.1]

The
proc

A.2.

purpose of this ‘process assessment model is to support assessment of process capabil
bss measutement framework defined in ISO/IEC 33020.

P Process assessment model scope

ty using the

Proc

€S5S asSSessSment maodadels are related 10 one or maore process reference moaels an

a process

measurement framework. Processes in process assessment model(s) are based on the process descriptions
provided in process reference models; process attributes and process quality levels (if applicable) are derived

from

a process measurement framework.

In order to assure that assessment results are translatable into a set of process profiles in a repeatable and
reliable manner, process assessment models shall adhere to certain requirements.

[ISO/IEC 33004, 6.2]

The process scope of this process assessment model is defined in the process reference model specified in
ISO/IEC TS 33050-4, which defines a process reference model satisfying the requirements of ISO/IEC 33004,
Clause 5. The process capability scope of this process assessment model is defined in the process
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measurement framework specified in ISO/IEC 33020, which defines a process measurement framework for
process capability satisfying the requirements of ISO/IEC 33003.

A.2.3 Requirements for process assessment models

6.3.1

A process assessment model shall relate to at least one process from the specified pro

reference model(s).

6.3.2

Cess

A process assessment model shall address, for a given process, all, or a continuous subset, of
the levels (starting at process quality level 1) of the process measurement framework for process quality

characteristic for each of the processes within its scope.

NOTE: Itfwould be permissible for a model, for example, to address solely process quality level 1, or-to~adfress

process qualify levels 1, 2 and 3, but it would not be permissible to address process quality levels 2 and 3 without prgcess

quality level 1

6.3.3 A process assessment model shall declare its scope of coverage in the terms_6f;

a) the sele¢ted process reference model(s);

b) the sele¢ted processes taken from the process reference model(s);

c) the procgss quality level of the process characteristic selected from thezprocess measurement framework.
[ISO/IEC 33004{ 6.3]

This process assessment model is based upon the process reference model defined in ISO/IEC TS 33050-4,

addressing 3ll of the processes identified in Clause 4, Figure 3 0f this Technical Specification.

In the capability dimension of this process assessmeht model, the model addresses all of the prdcess

attributes and capability levels defined in the process measurement framework in ISO/IEC 33020, Clause|5.

A.2.4 Assg¢ssment indicators

A process agsessment model shall be based on a set of indicators that

a) explicitly] addresses the purposes-and process outcomes, as defined in the selected process reference

model, of allfthe processes within_the scope of the process assessment model; and

b) demonstfates the achievement of the process attributes for the process quality characteristic scope df the

process ass¢ssment model:

The assessment indicators generally fall into three types:

a) Practiceqd </ institutionalised behaviours that support achievement of either the Process Purpose or

a Specific process attribute

b) Information items and their characteristics that demonstrate the respective achievements.

¢) Resources and infrastructure that support the respective achievements.

[ISO/IEC 33004, 6.3.4]

The process assessment model provides a two-dimensional view of process capability for the processes in
the process reference model, through the inclusion of assessment indicators as shown in Figure 4. The
assessment Indicators used are:

base practices and work products; and
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generic practices, generic resources and generic work products

as shown in Clause 4, Figure 3. They support the judgment of the performance and capability of an
implemented process.

A.2

.5 Mapping process assessment models to process reference models

A process assessment model shall provide an explicit mapping from the relevant elements of the process
assessment model to the processes of the selected process reference model(s) and to the relevant process
attributes of the process measurement framework.

The

proc

a)

b)

This

refe

mapping shall be complete, clear and unambiguous. The mapping of the assessment indicatd
PSS assessment model shall be to:

the process attributes (including all of the process attribute achievements listed, for each procg
n the process measurement framework.

enables process assessment models that are structurally different (to) be related to the sa
rence model(s).

[ISO/IEC 3

the purpose and process outcomes of the processes in the specified process reference model;

rs within the

bSs attribute)

me process

3004, 6.3.5]

Eac

proc
it addresses. All work products relate as Inputs or Oufputs to the Process as a whole - see
claus

Eac
the

attrijute. The generic resources and generi¢ work products relate to the process attribute as a wh

Tab

i of the Processes in this process assessment model is identical in scope to the Process d
bss reference model. Each base practice and work product is cross-referenced to the Proce

eb.

H of the process attributes in this process asséssment model is identical to the process attribu
process measurement framework. The generic practices address the characteristics from ¢

le A.1 lists the mappings of the GRS to the achievements associated with each process attribu

Table A.1 — Mapping of generic practices

efined in the
5Ss outcomes
mappings in

te defined in
ach process
Dle.

[e.

GP Practicesname Mapg to
PA.1.l: Process performance process attribute

PA.1.1.GP1 Achieve the process outcomes. PA.1]l a
PA.2.1: Performance management process attribute

PA.2.1.GPA Identify the objectives for the performance of the process. PA.2]1 a
PA.2.1.GP2 Plan the performance of the process to fulfil the identified objectives. PA.2{1 b
PA.2.1.GP3 Monitor the performance of the process against the plans. PA.2.1c
PA.2.1.GP4 Adjust the performance of the process. PA.2.1d
PA.2.1.GP5 Define responsibilities and authorities for performing the process. PA.2.1e
PA.2.1.GP6 Prepare those performing the process to execute their responsibilities. PA.2.1f
PA.2.1.GP7 Identify and make available resources to perform the process according to PA.2.1 g

plan.
PA.2.1.GP8 Manage the interfaces between involved parties. PA.2.1 h

PA.2.2: Work product management process attribute
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GP Practice name Maps to

PA.2.2.GP1 Define the requirements for the work products. PA.2.2 a

PA.2.2.GP2 Define the requirements for documentation and control of the work PA.2.2Db
products.

PA.2.2.GP3 Identify, document and control the work products. PA2.2c

PA.2.2.GP4 Review and adjust work products to meet the defined requirements. PA.2.2d

PA.3.1: Process definition process attribute

PA.3.1.GP1 Define the standard process that will support the deployment of the PA3.1a
defined process.

PA.3.1.GP2 Determine the sequence and interaction between processes so that they PA.3.1b
work as an integrated system of processes.

PA.3.1.GP3 Identify the roles and competencies for performing the standard process. PA.371c

PA.3.1.GP4 Identify the required infrastructure and work environment for performing~_ "PA.3.1 d
the standard process.

PA.3.1.GP5 Determine suitable methods and measures to monitor the effectiveness PA.3.1 e
and suitability of the standard process.

PA.3.2: Procgss deployment process attribute

PA.3.2.GP1 Deploy a defined process that satisfies the context specifie' requirements PA.3.2 a
of the use of the standard process.

PA.3.2.GP2 Assign and communicate roles, responsibilities and authorities for PA.3.2b
performing the defined process.

PA.3.2.GP3 Ensure necessary competencies for perferming the defined process. PA.3.2c

PA.3.2.GP4 Provide resources and information to_stipport the performance of the PA.3.2d
defined process.

PA.3.2.GP5 Provide adequate process infrastructure to support the performance of the PA.3.2 e
defined process.

PA.3.2.GP6 Collect and analyse data about performance of the process to PA.3.2f
demonstrate its suitability'and effectiveness.

PA.4.1 Quantitative analysis process-attribute

PA.4.1.GP1 Align the process with quantitative business goals. PA.4.1a

PA.4.1.GP2 Identify pracess information needs, in relation with quantitative business PA.4.1 b
goals.

PA.4.1.GP3 Derive process measurement objectives from process information needs. PA.4.1 ¢

PA.4.1.GP4 Identify measurable relationships between process elements that PA4.1d
contribute to the process performance.

PA.4.1.GP5 Establish quantitative objectives for the performance of the defined PA4.le
process, according to the alignment of the process with the business
goals.

PA.4.1.GP6 Identify product and process measures that support the achievement of PA.4.1f
the quantitative objectives for process performance.

PA.4.1.GP7 Collect product and process measurement results through performing the PA.4.1g

PA.4.2 Quantitative control process attribute

PA.4.2.GP1

60

defined process.

Select analysis techniques, appropriate to collected data.

PA.4.2 a
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PA.4.2.GP3
PA.4.2.GP4
PA.4.2.GP5
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Practice name Maps to

Determine assignable causes of process variation by analysing the PA.4.2 b

collected data.

Establish distributions that characterize the process performance. PA.4.2 c

Identify and implement corrective actions to address assignable causes. PA.4.2d

Establish separate distributions for analysing the process under the PA.4.2 e

influence of assignable causes of variation.

PA.5.1 Process innovation process attribute

PA.5.F GPT Define the process nMnovation objectives for the process thatsupportthe  PAS
relevant business goals.

PA.5.1.GP2 Analyse data of the process to identify opportunities for best practice and) PA.5
innovation.

PA.5.1.GP3 Identify innovation opportunities of the process from new technologies and PA.5
process concepts.

PA.5.1.GP4 Define an implementation strategy based on long-term innevation vision PA.5

PA.5.P Process innovation implementation process attribute

PA.5.2.GP1

PA.5.2.GP2

PA.5.2.GP3

A.2.p Expression of assessment resufts

and objectives.

Assess the impact of each proposed change agdinstthe objectives of the PA.5
defined and standard process.

Manage the implementation of agreed changes to selected areas of the PA.5
defined and standard process according\to the implementation strategy.

Evaluate the effectiveness of process.change on the basis of actual PA.5
performance against process performance and capability objectives and
business goals.

2b

2cC

A prpcess assessment model shall provide a formal and verifiable mechanism for representing t
an agsessment as a set of process attribute ratings for each assessed process (the process profi
from|the specified process reference model(s).

[ISO/IEC 3

he results of
es) selected

3004, 6.3.6]

The [processes in this process assessment model are identical to those defined in the proce
model. The process attributes and the process attribute ratings in this process assessment model
to those defined i’ the Measurement Framework. Consequently, results of assessments base

5S reference
are identical
ed upon this

process assessment model are expressed directly as a set of process attribute ratings for each prjocess within

the dcope_ofthe assessment. No translation or conversion is required.
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Annex B
(informative)

Input and output characteristics

B.1 General

Characterist|cs of inputs and outputs listed in this Annex can be used when reviewing potential inputy§ and
outputs of pfocess implementation. The characteristics are provided as guidance for the attributes(ta logk for
to provide objective evidence supporting the assessment of a particular process. A documented-procesqy and
assessor juglgment is needed to ensure that the process context (application domain, busine€ss purpose,
development methodology, size of the organization, etc.) is considered when using thisqinformation. Inputs
and outputs jare defined using the schema in Table B.1. Inputs and outputs and their characteristics shou|d be
considered as a starting point for considering whether, given the context, they are contributing to the intepded

purpose of the process.

Table B.1 —Input / Output identification

nput / Output An identifier number for the input / output'which is used to
dentifier # reference the input / output.

nput / Output Provides an example of a typical<hame associated with the
hame input / output characteristics. This name is provided as an

identifier of the type of input Leoutput the practice or process
might produce. Organizations may call these input / outputs
by different names. The~name of the input / output in the
organization is not significant. Similarly, organizations may
have several equiyalent input / outputs which contain the
characteristics defined in one input / output type. The formats
for the input,/(Qutputs can vary. It is up to the assessor and
the organizational unit coordinator to map the actual input /
outputs.produced in their organization to the examples given

here.
Category A.group with which an item is associated.
nput / Output Provides examples of the potential characteristics associated
Characteristics with the input / output types. The assessor may look for these

in the samples provided by the organizational unit.
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The Generic Work Product Indicators are sets of characteristics that would be expected to be evident in input /
outputs of a generic type as a result of achievement of an attribute. The generic input / outputs support the

class structure of the input / outputs defined as process performance indicators. These input / output types are
basic input types to process owners of all types of processes.

Table B.2 — Generic inputs and outputs

Re

erence

Category

Purpose

Typical Input / Output Characteristics

1.0

Contract

A contract is the formal
agreement  between an
acquirer and a supplier.

[ISO/IEC 15289:2011]

It addresses the following:

a) identification of ~the

organizations

b) statement of wofkyto be perf
tasks based om-d service n
process or acsystem or softwa
model, and Scope of tasks

c) system’ requirements
requirements definition and analy

d)-egotiated price and payment

e) deliverables,
products identified

including

f) schedule for suppliers to
product or service

g) proprietary rights to systems a
data and software intellectual pro
usage, ownership, warranty an
rights

h) provisions for monitoring;
verification, validation, and
criteria

i) procedures for contract
exceptions, resolving disputes, al
such as supplier responsibilities

of expected or early terminafion of the

contract or formal agreemen
transfer of services to another pa

The contract may specify best f
include standards and strg

andl

performing

brmed, with
anagement
re life-cycle

software
Sis results

schedule
pff-the-shelf

deliver the

hd technical
perty rights:
d licensing

reporting,
acceptance

changes,
nd closeout,
n the event

I and the

ty.

ractices, to
tegies for

processes, activities and tasks.

Informally, commitments or agreements may
be specified between parts of the same

organization (sometimes
memorandum of understanding).

called a

2.0

Data

Ordered informational content

— Result of applying a measure

— Available to those who need to
defined timeframe

know within
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Reference

Category

Purpose

Typical Input / Output Characteristics

3.0

description

Information item that
represents a planned or
actual concept, function,
design, or object.

[ISO/IEC 15289:2011]

A description includes the following
elements:

a) Date of issue and status

b) Scope

¢) Issuing organization

d) References

e) Context

f) Notation for description

g) Body

h) Summary

Ty Glossary
j) Change history

4.0

plan

Information item that presents
a systematic course of action
for achieving a declared
purpose, including when,
how, and by whom specific
activities are to be performed.

[ISO/IEC 15289:2011]

A plan includes the following elemeénts

a) Date of issue and status

b) Scope

¢) lIssuing organization

d) References (applicablepolicies, lawg,
standards, contratts, requirements, gnd
other plans and procedures)

e) Approval authority

f)  Approach\fortechnical and management
review.and reporting

g) Otherplans (plans or task descriptions
that\expand on the details of a plan)

h) {Planned activities and tasks

i). ) ‘ldentification of tools, methods, and
techniques

i) Schedules

k) Budgets and cost estimates

I) Resources and their allocation

m) Responsibilities and authority, including
the senior responsible owner and
immediate process owner

n) Interfaces among parties involved

0) Risks and risk identification, assessnpent
and mitigation activities

p) Quality assurance and control measyres

g) Environment, infrastructure, security,
and safety

r) Training

s) Glossary

t) Change procedures and history

u) Termination process

5.0

policy

clear and measurable
statement of preferred
direction and behavior to

A policy includes the following elements:

a) Date of issue, effective date, and stajus

condition the decisions made
within an organization

[ISO/IEC 15289:2011]

b) Scope

¢) lIssuing organization

d) Approval authority and identification of
those accountable for enforcing the
policy

e) Authoritative references for compliance
or conformance (such as policies, laws
and regulations, standards, contracts,
requirements, and vision or mission
statements)

f)  Body, including objectives

g) Glossary

h) Change history

64
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Reference

Category

Purpose

Typical Input / Output Characteristics

6.0

procedure

Specified way to carry out an
activity or a process.

[ISO 9000:2005]

A procedure includes the following elements:

a) Date of issue and status
b) Scope

c) Issuing organization

d) Approval authority

e) Relationship to plans and other

procedures
f)  Authoritative references
g) Inputs and outputs

1y —Ordered description of Steps
by each participant

i)  Error and problem resélution

i)  Glossary

k) Change history

o be taken

7.0

product

Result of a process

[ISO 9000:2005]

There are four generic product c3
as follows:

— services (e.g7 transport);

— software/(e.g. computer progrg
dictionaty);

—£Lhardware (e.g. engine mechar
=~ processed materials (e.g. lubri

Service is the result of at least on
necessarily performed at the inte
between the supplier and custom
generally intangible. Provision of
can involve, for example, the follg

— an activity performed on a cus
supplied tangible product;

— an activity performed on a cus
supplied intangible product;

— the delivery of an intangible pr

— the creation of ambience for th
customer.

tegories,

km,

ical part);
cant).

e activity
face

er and is
A service
wing:

fomer-

fomer-

bduct;

e

8.0

record

Organize the data an
organizational entity retains.

NOTE: Consistent with the
ISO 9000 series, the purpose
of a record is to state results
achieved or ta prn\/idp

A record includes the following el

a) Date of record, date recordeg
status

b) Scope

c) Subject or category

d) Issuing organization

ements:

, and

evidence of activities
performed by an
organizational entity.

€) References
f) Body
g) Unique record identifier
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Reference

Category

Purpose

Typical Input / Output Characteristics

9.0

report

Information item that
describes the results of
activities such as
investigations, observations,
assessments, or tests.

[ISO/IEC 15289:2011]

A report includes the following elements:

a) Date of issue and status
b) Scope

¢) Issuing organization

d) Contributors

e) Summary

f)  Introduction

g) Context (assumptions)

h) Body (including methods of obtaining

TESUitS)
i)  Conclusions and recommendations
i) References
k) Bibliography
) Glossary
m) Change history

10.0

repository

Storage facility for data

— Repository for components

— Storage and retrieval capabilities
— Ability to browse content

— Listing of contents with description of attribu
— Sharing and traasfer of components betwes
affected groups

— Effectiveccontrols over access

— Maintainrncomponent descriptions

— Recaovery of archive versions of component
— Ability to report component status
<.Changes to components are tracked to ch
1 user requests

tes

=)

U7

hnge

11.0

request

Information item that initiates
a defined course of action or
change to fulfill a need.

[ISO/IEC 15289:2011]

A request includes the following elements:

a) Date of initiation

b) Scope

c) Subject

d) Originator of request

e) Identification of requested item, servi
or response

f) Detailed description of requested iter]
service, or response, including due d

g) Justifications

ce,

n,
ate

12.0

specification

Information item that
identifies, in a complete,
precise, and verifiable
manner, the requirements,
design, behavior, or other
expected characteristics of a
system, service, or process.

A specification includes the follo

elements:

a) Date of issue and status
b) Scope
c) Issuing organization

ving

d) References

[ISO/IEC 15289:2011]

e) Approval authority

f) Body

g) Assurance requirements

h) Conditions, constraints, and
characteristics

i) Glossary

i) Change history
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Specific outputs are typically created by process owners and applied by process deployers in order to satisfy
an outcome of a particular process purpose.

NOTE 1
alphabetical

NOTE 2

The reference scheme for the specific inputs and outputs associates the item to the first reference (direct or
implied) to an informational element in a sub-clause of ISO/IEC 27001. The set of items in a category is ordered

ly.

The term 'normative’ that appears under the Characteristics column refers to a requirement in ISO/IEC 27001

to crgate—arm itenT that contains at teast the defimed-mformationat characteristics. Wheretheterminformati
impligs that the defined characteristics are recommended good practice.

NOTE 3

In most cases the sub-clause reference refers to the second edition of ISO/IEC 27001. [For ex

we have 2ED A.15.1.2. In 02-1 we have 2ED A.08.1.1 (a reference to the second edition) and/A7.4.1, a re
first gdition of ISO/IEC 27001.

NOTE 4

In some cases there are multiple elements to an information item. A single-item (for example O
more|than one descriptive component to it. These elements are differentiated from €ach other by means f
refergnce. For example, in 01-2 there are two descriptive elements, 111, and 112.

Table B.3 — Specific inputs and outputs

e' appears, it

ample in 01-2
erence to the

[L-2) can have
br an element

Reference Name Category Characteristics
01-1 Business information Contract Agreements shall address the secure trans]er of
exchange agreement business information between the organization
and external parties.
01-2 Employee agreement Contrdct The contractual agreements with employeeg and

contractors shall state their and the organiz
responsibilities for information security.

ation’s
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Reference

Name

Category

Characteristics

01-3

Supplier agreement

Contract

All relevant information security requirements
shall be established and agreed with each
supplier that may access, process, store,
communicate, or provide IT infrastructure
components for, the organization’s information.

Agreements with suppliers shall include
requirements to address the information security
risks associated with information and
communications technology services and product

supply chaim.

The contract contains or include a reference to:'a)
scope of the services to be delivered by the
supplier; b) dependencies between services;
processes and the parties; c) requirements to be
fulfilled by the supplier; d) service tafgets; e)
interfaces between service management
processes operated by the supplier and other
parties; f) integration of the supplier’s activities
within the SMS; g) workload characteristics; h)
exceptions; i) authorities\and responsibilities of
the service providercand the supplier; j) reporting
and communication\to be provided by the
supplier; k) basis for charging; I) activities and
responsibilities for the expected or early
termination‘of the contract and the transfer of
services, to a different party.

02-01

Asset register

Data

All assets shall be clearly identified and an
inventory of all important assets drawn up and
maintained.

02-02

Capacity usage data

Data

The data associated with the need for the service
provider to monitor capacity usage and analyse
data.

02-03

Implemented changes
log

Data

A consequence of executing the schedule of
change containing details of the approved
changes and their proposed deployment dates.

02-04

Improvement
opportunity
implementation-tog

Data

Log of actions taken in terms of approved
improvement opprtunities.

02-05

Information-asset
register

Data

All assets shall be clearly identified [and an
inventory of all important assets drawn up and
maintained.]

[All assets shall be clearly identified and] an

inventory-of-atHmportantassets-drawnupfand
maintained.]

[All assets shall be clearly identified and] an
inventory of all important assets [drawn up and]
maintained.

02-06

ISMS Performance
measurement data

Data

Implied in "The organization retains appropriate
documented information as evidence of the
monitoring and measurement results.'

02-07

Release log

Data

Implied in information about the success or failure
of releases and future release dates is provided to
the change management process, and incident
and service request management process.
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Reference

Name

Category

Characteristics

02-08

Service availability log

Data

Availability of services is monitored, the results
recorded.

02-09

Supplier performance
data

Data

Data relating to the performance by the supplier
against agreed service level targets and other
contractual commitments.

02-10

Supplier role
assignments list

Data

The service provider ensures that roles of, and
relationships between, lead and sub-contracted
suppliers are defined.

03-0f

Aol Lo 41
AUUIL UYJTULUVTCO

D ok
T OUTTPYUUTT

a) CUI IfUIIII-D tU 1) thc Ul HGI |;1_at;U| I’-D UVVITIT
requirements for its information security,
management system; and 2) the requiremepts of
this International Standard;6. The organizatjon
shall [conduct internal ISMS audits\to] detefimine
whether the ISMS:a) conform,to)the requirements
of this International Standard,and relevant
legislation or regulations;c) are effectively
implemented and maintained; and d) perform as
expected.

Information systems shall be [regularly] reviewed
for complianee.with the organization’s information
security policies and standards.

03-0

N

Corrective action
change proposal

Description

Corrective actions shall be appropriate to the
effeets.of the nonconformities encountered.

03-08

Improvement
opportunity

Description

Ar/improvement opportunity before it is recprded
an prioritised.

Implied in "The outputs of the management review
shall include decisions related to continual
improvement opportunities and any needs fpr
changes to the information security managgment
system.'

03-0¢

Improvement target

Description

Setting targets for improvements in quality, value,
capabilities, costs, productivity, resource
utilization or risk reduction as appropriate.

03-0b

Information asset
control objeetive

Description

Rules for the acceptable use of information fand of
assets associated with information and
information processing facilities shall be identified,
[documented and implemented.]

Rules for the acceptable use of informationfand of
assets associated with information and
information processing facilities shall be
[identified,] documented and implemented.

03-06

IATormation asset
management roles and
responsibilities

pescription

ASSeTs maintained 1n the inventory shail be
owned.

03-07

Information publication
status

Description

a) it is available and suitable for use, where and
when it is needed; and

c¢) distribution, access, retrieval and use;
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Reference Name Category Characteristics
03-08 Information security Description | The information security objectives shall: a) be
objectives consistent with the information security policy;b)
be measurable (if practicable);c) take into account
applicable information security requirements, and
risk assessment and risk treatment results;d) be
communicated; ande) be updated as appropriate.
The information security objectives shall: e) be
updated as appropriate.
The organization shall retain documented
information on the information security objectives;
03-09 ISMS Measurement Description | f) who shall analyse and evaluate these results,
information analysis
roles and
responsibilities
03-10 ISMS Measurement Description | ¢) when the monitoring and measuring shall be
information gathering performed,;
events e) when the results from mahitoring and
measurement shall be analyzed and evaluated;
and
03-11 ISMS Measurement Description | d) who shall moniter-and measure;
information gathering
roles and
responsibilities
03-12 ISMS Measurement Description | a) what\needs to be monitored and measured,
information needs including information security processes and
controls;
The information security objectives shall: b) be
measurable (if practicable);
03-13 ISMS Measurement Description | b) the methods for monitoring, measurement,
methods analysis and evaluation, as applicable, to ensure
valid results;
03-14 ISMS Roles and Pescription | All information security responsibilities shall be
responsibilities defined [and allocated.]
Conflicting duties and areas of responsibility shall
be segregated to reduce opportunities for
unauthorized or unintentional modification or
misuse of the organization’s assets.
03-15 Management review Description | The management review shall include
objectives consideration of: a) the status of actions from
previous management reviews;b) changes in
external and internal issues that are relevant to
the information security management system;c)
feedback on the information security
performance, including trends in:1)
nonconformities and corrective actions;2)
monitoring and measurement results;3) audit
results; and 4) fulfilment of information security
objectives;d) feedback from interested parties;e)
results of risk assessment and status of risk
treatment plan; and f) opportunities for continual
improvement.
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Reference

Name

Category

Characteristics

03-16

Management system
(ISMS) scope

Description

The organization shall determine the boundaries
and applicability of the information security
management system to establish its scope.

When determining this scope, the organization
shall consider: a) the external and internal issues
referred to in 4.1;b) the requirements referred to
in 4.2; and c) interfaces and dependencies
between activities performed by the organization,
and those that are performed by other

organizations.

The scope shall be available as documeénted
information.4.3.1 The ISMS documentation [shall
include: b) the scope of the ISMS((see 4.2.1 a);

03-1y

Management system
strategy:
documentation

Description

The organization’s information(security
management system shall include:a) docunmented
information required by this International
Standard; andb) documented information
determined by the organization as being
necessary for the €ffectiveness of the information
security management system.

Documented-information required by the
informatien security management system apd by
this International Standard shall be controlled.

The‘erganization shall keep documented

information to the extent necessary to have
confidence that the processes have been carried
out as planned.

03-18

Management system
strategy: Establish

Description

The organization shall establish, implement
maintain and continually improve an information
security management system, in accordance with
the requirements of this International Standpard.

03-1p

Management system
strategy: external'and
internal issues

Description

The organization shall determine external and
internal issues that are relevant to its purpoge and
that affect its ability to achieve the intended
outcome(s) of its information security
management system.

03-2p

Management system
strategy: improvement

Description

The organization shall continually improve the
suitability, adequacy and effectiveness of the
information security management system.

03-21L

Management system
strategy: information
security objectives

Description

The organization shall establish information
security objectives at relevant functions ang
levels.
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Reference

Name

Category

Characteristics

03-22

Management system
strategy: management
commitment

Description

Top management shall demonstrate leadership
and commitment with respect to the information
security management system by:a) ensuring the
information security policy and the information
security objectives are established and are
compatible with the strategic direction of the
organization;b) ensuring the integration of the
information security management system
requirements into the organization’s processes;c)

enst |ring that the resources needed for the

information security management system are
available;d) communicating the importance of
effective information security management and of
conforming to the information security
management system requirements;e) €nsuring
that the information security management system
achieves its intended outcome(s);f) directing and
supporting persons to contribute to the
effectiveness of the information security
management system;g). promoting continual
improvement; andh) sapporting other relevant
management roles to-demonstrate their
leadership as it applies to their areas of
responsibility,

03-23

Management system
strategy: outsourcing

Description

The organization shall ensure that outsourced
processesiare determined and controlled.

03-24

Management system
strategy: privacy

Description

Privacyrand protection of personally identifiable
information shall be ensured as required in
relevant legislation and regulation where
applicable.

03-25

Management system
strategy: processes

Description

The organization shall plan, implement and
control the processes needed to meet information
security requirements, and to implement the
actions determined in 6.1.

03-26

Management system
strategy: roles and
responsibilities

Description

Top management shall ensure that the
responsibilities and authorities for roles relevant
to information security are assigned and
communicated.

Top management shall assign the responsibility
and authority for:a) ensuring that the information
security management system conforms to the
requirements of this International Standard; andb)
reporting on the performance of the information

ton t L3 nm-an mant

ooy maananamaant cvctn a-tan. anann
STty marmag Cimc Tt Sy St (o top anmayg CiTe it

03-27

MS Interested parties

Description

The organization shall determine: a) interested
parties that are relevant to the information
security management system;

03-28

Process measures

Description

..the organization shall determine: j) how the
results will be evaluated.

03-29

Process objectives

Description

..the organization shall determine: f) what will be
done;

03-30

Process resource
needs

Description

..the organization shall determine: g) what
resources will be required;
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Reference

Name

Category

Characteristics

03-31

Process roles and
responsibilities

Description

..the organization shall determine: h) who will be

responsible;

Management responsibilities [and procedures]
shall be established to ensure a quick, effective,
and orderly response to information security

incidents.

03-32

Process schedule

Description

..the organization shall determine: i) when it will

be completed; and

Deaiant/canmainn

Peaecerintion

o AMihan Alanmminsy oy

5 XXX

03-3p
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measures

DT STThpPtoTT

:mp”Cu In "VV LA~ 0 r.llul LLILLL Iu muvv tG achic‘v'c iL
objectives, the organization shall determiig|
how the results will be evaluated.'

03-3f¢t

Release acceptance
test criteria

Description

Implied in the release is deployed-inta’the li
environment so that the integrity of‘hardwar
software and other service components is

maintained during deployment of the releas|

03-3b

Release notes

Description

Notes regarding a release? Purpose of Rele
Notes; Release Scope; Release Contents;
Release Installation,/ Rollback Procedure;
References.

ase

03-3p

Risk and opportunity
identification criteria

Description

When planning for the information security

management system, the organization shal
consider the issues referred to in 4.1 and th
reqguirements referred to in 4.2 and determi
risks and opportunities that need to be addn
to:a) ensure the information security manag
system can achieve its intended outcome(s
prevent, or reduce, undesired effects; andc
achieve continual improvement.

e
ne the
essed
ement
;b)

03-3f

Risk assessment
process description

Déscription

The organization shall define [and apply] an
information security risk assessment proces
a) establishes and maintains information se
risk criteria that include:1) the risk acceptan
criteria; and 2) criteria for performing inform
security risk assessments;

The organization shall retain documented
information about the information security ri
assessment process.

s that:
curity
ce
ation
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Reference

Name

Category

Characteristics

03-38

Risk identification

Description

When planning for the information security
management system, the organization shall
[consider the issues referred to in 4.1 and the
requirements referred to in 4.2 and] determine the
risks and opportunities that need to be addressed
to:a) ensure the information security management
system can achieve its intended outcome(s);b)
prevent, or reduce, undesired effects; andc)
achieve continual improvement.

Ty identifies the mformation Security TiSks Iy apply
the information security risk assessment process
to identify risks associated with the loss of
confidentiality, integrity and availability for
information within the scope of the information
security management system; and2)-identify the
risk owners;

The organization shall perform<nfermation
security risk assessments [at planned intervals or
when significant changes<are’proposed or occur,]
taking account of the criteria established in 6.1.2
a).

The organization‘shall retain documented
information of-the’results of the information
security risk-assessments

03-39

Risk treatment process
description

Description

The organization shall define [and apply] an
information security risk treatment process to:a)
select-appropriate information security risk
treatment options, taking account of the risk
assessment results;b) determine all controls that
are necessary to implement the information
security risk treatment option(s) chosen;c)
compare the controls determined in 6.1.3 b)
above with those in Annex A and verify that no
necessary controls have been omitted;d) produce
a Statement of Applicability that contains the
necessary controls (see 6.1.3 b) and c¢)) and
justification for inclusions, whether they are
implemented or not, and the justification for
exclusions of controls from Annex A;e) formulate
an information security risk treatment plan; andf)
obtain risk owners’ approval of the information
security risk treatment plan and acceptance of the
residual information security risks.

The nrgnni7n1‘inn shall retain documented

information about the information security risk
treatment process.

03-40

Sub-contracted
supplier roles and
responsibilities

Description

The service provider ensures that roles of, and
relationships between, lead and sub-contracted
suppliers [are documented].

03-41

Termination of
employment roles and
responsibilities

Description

Information security responsibilities and duties

that remain valid after termination or change of
employment shall be defined, communicated to
the employee or contractor and enforced.
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Reference

Name

Category

Characteristics

04-01

Audit (ISMS) schedule

Plan

[The organization shall conduct internal audits] at
planned intervals [to provide information on
whether the information security management
system:]

[The organization’s approach to managing
information security and its implementation (i.e.
control objectives, controls, policies, processes
and procedures for information security) shall be
reviewed independently] at planned intervals [or

WHemn significant changes OCcCur. |

Organizations shall regularly [monitor,.review and
audit supplier service delivery.]

04-0

N

Audit plan

Plan

d) define the audit criteria and seope for ea¢h
audit;

04-08

Audit programme plan

Plan

The organization shall: ¢) plan, establish,
[implement and maintain}an audit programme(s),
including the frequepcy, methods, responsibilities,
planning requirements and reporting.

The audit programme(s) shall take into
consideration-the importance of the procesges
concerned and the results of previous auditg;

Auditrequirements and activities involving ¢hecks
on gperational systems shall be carefully planned
and agreed to minimize the risk of disruptiops to

business processes.

04-04

Capacity plan

Plan

A [documented] capacity management plan
should be considered for mission critical systems.

The service provider creates a capacity plan
taking into consideration human, technical,
information and financial resources.

04-0p

Change schedule

Plan

A schedule of change containing details of {he
approved changes and their proposed
deployment dates is established.

The schedule of change shall be used as the
basis for planning the deployment of releasgs.

04-0p

Data,baekup test
schedule

Plan

[Back-up copies of information and softwarg shall
be taken and tested] regularly in accordancg with
the agreed backup policy.

04-0y

Improvement
implementation
schedule

Plan

The schedule of planned, approved,
improvements.

04-08

Information security
control verification
schedule

Plan

The organization shall verify the established and
implemented information security continuity
controls at regular intervals in order to ensure that
they are valid and effective during adverse
situations.

04-09

Information system
compliance review
schedule

Plan

Information systems shall be regularly [reviewed]
for compliance with the organization’s information
security policies and standards.
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Reference

Name

Category

Characteristics

04-10

ISMS Policy review
schedule

Plan

The policies for information security [shall be
reviewed] at planned intervals or if significant
changes occur to ensure their continuing
suitability, adequacy and effectiveness.A5.1.2
[The information security policy shall be reviewed]
at planned intervals [or if significant changes
occur to ensure its continuing suitability,
adequacy, and effectiveness.]

04-11

Management review

Plan

Top management shall review [the organization's

schedule

nformation Security management System] at
planned intervals [to ensure its continuing
suitability, adequacy and effectiveness.]

04-12

Product /service
process lifecycle model

Plan

Information security shall be addressed jn project
management, regardless of the type ofthe
project.

Principles for engineering secure_systems shall
be established, [documented,‘maintained] and
applied to any information,system implementation
efforts.

Principles for engineering secure systems shall
be [established,] documented, [maintained and
applied to any information system implementation
efforts.]

Principlesfor'engineering secure systems shall
be [established, documented,] maintained [and
appliedito any information system implementation
efforts.]

Testing of security functionality shall be carried
out during development.

04-13

Resources budget

Plan

The organization shall determine [and provide]
the resources needed for the establishment,
implementation, maintenance and continual
improvement of the information security
management system.

04-14

Risk managementsplan

Plan

The organization shall plan: d) actions to address
these risks and opportunities; and e) how to 1)
integrate and implement these actions into its
information security management system
processes; and 2) evaluate the effectiveness of
these actions.

04-15

Risk treatment plan

Plan

e) formulate an information security risk treatment
plan;

The organization shall retain documented
information of the results of the information
security risk treatment.

04-16

Security policies
compliance review
schedule

Plan

Managers shall regularly review the compliance of
information processing and procedures within
their area of responsibility with the appropriate
security policies, standards and any other security
requirements.

04-17

Service availability plan

Plan

The availability plan(s) shall include at least
availability requirements and targets.
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Reference

Name

Category

Characteristics

04-18

Service continuity plan

Plan

The service provider creates a service continuity
plan(s).

04-19

User access rights
review schedule

Plan

Asset owners [shall review users’ access rights]
at regular intervals.

05-01

Clear desk policy

Policy

A clear desk policy for papers and removable
storage media and a clear screen policy for
information processing facilities [shall be
adopted.]

05-0p

o + It + ]
Clyptuyrapine CUTrmruvio

usage policy

A pu“uy ofthetse-of \,lyptuylaph;\, eoentrols for
protection of information shall be develgpeg and
implemented.

05-08

Cryptographic key
protection and usage
policy

A policy on the use, protection and,lifetime pf
cryptographic keys shall be developed and
implemented through their whele lifecycle.

05-04

Data backup policy

[Back-up copies of information and softwarg shall
be taken and tested] regularly in accordancg with

the agreed backup, policy.

05-0b

Improvement policy

Policy

There is a policy.en’continual improvement|of the

MS and the products/services.

05-0p

Information system
access policy

Policy

An access control policy shall be established,
[documented and reviewed based on busingss
and.information security requirements.]

Ar/access control policy shall be [established,]
documented [and reviewed based on busingss
and information security requirements].

05-0y

Information transfer
policy

Policy

Formal transfer policies, [procedures and

controls] shall be in place to protect the trar|sfer of

information through the use of all types of
communication facilities.

05-08

Management system
(ISMS) policy

Policy

Top management shall establish an information
security policy that:a) is appropriate to the
purpose of the organization;b) includes
information security objectives (see 6.2) or
provides the framework for setting informatipn
security objectives;c) includes a commitment to
satisfy applicable requirements related to
information security; andd) includes a
commitment to continual improvement of th
information security management system.

The information security policy shall: e) be
available as documented information;

11

The information security policy shall: g) be
available to interested parties, as appropriate.

A set of policies for information security shall be
defined, [approved by management, published
and communicated to employees and relevant
external parties.]

A set of policies for information security shall be
[defined, approved by management], published
[and communicated to employees and relevant
external parties.]
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Name

Category

Characteristics

05-09

Mobile device policy

Policy

A policy and supporting security measures [shall
be adopted to manage the risks introduced by
using mobile devices.]

05-10

Secure development
policy

Policy

Rules for the development of software and
systems shall be established and applied to
developments within the organization.

05-11

Software installation by
users policy

Policy

Rules governing the installation of software by
users shall be established and implemented.

05-12

SUPF:ICI IC:at;UI |ch;p
information security
policy

DPal
mUlvYy

:I IfUI L Iat;Ul roTuLul It_y 1 Cqu;l CITIcClH |to fUI L Iltlyatll IH
the risks associated with supplier’'s access to the
organization’s assets [shall be agreed with the
supplier and documented.]

Information security requirements [for mitigating
the risks associated with supplier's access to the
organization’s assets shall be agreed with the
supplier and] documented.

05-13

Teleworking policy

Policy

A policy [and supporting secursity measures] shall
be implemented to protectdnformation accessed,
processed or stored atteleworking sites.

06-01

Asset management
procedure

Procedure

Procedures for handling assets shall be
developed [and jmplemented] in accordance with
the information classification scheme adopted by
the organization.

06-02

Business continuity
procedure

Procedure

The organization shall establish, [document],
implerment [and maintain] processes, procedures
and-controls to ensure the required level of
continuity for information security during an
adverse situation.

The organization shall [establish,] document,
[implement and maintain processes, procedures
and controls to ensure the required level of
continuity for information security during an
adverse situation.]

The organization shall [establish, document,
implement and] maintain [processes, procedures
and controls to ensure the required level of
continuity for information security during an
adverse situation.]

06-03

Change-control
procedure

Procedure

Changes to systems within the development
lifecycle shall be controlled by the use of formal
change control procedures.

06-04

Equipment offsite
management
procedure

Frocedure

Security shalt be applied 1o off-Site assets taking
into account the different risks of working outside
the organization’s premises.

06-05

Evidence collection
and preservation
procedure

Procedure

The organization shall define [and apply]
procedures for the identification, collection,
acquisition and preservation of information, which
can serve as evidence.

[The organization shall define and apply
procedures for the identification, collection,
acquisition and preservation of information], which
can serve as evidence.
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Reference Name Category Characteristics

06-06 Improvement Procedure | There is a procedure including the authorities and
procedure responsibilities for identifying, documenting,

evaluating, approving, prioritizing, managing,
measuring and reporting of improvements.

06-07 Information labelling, Procedure | An appropriate set of procedures for information
handling and storage labelling shall be developed and implemented in
procedure accordance with the information classification

scheme adopted by the organization.

06-0 Information security Procedure | [Management responsibilities] and procedures
incident response shall be established to ensure a quick, effegtive,
procedure and orderly response to information sgcurity

incidents.

06-0p Information transfer Procedure | Formal transfer [policies], procedures and
procedure controls shall be in place to proetect the trangfer of

information through the useief-all types of
communication facilities:

06-1p Operating Procedures | Procedure | Operating procedures [shall be documented and

made available toall:users who need them ||
[Operating procedures] shall be documented [and
made availableto all users who need them]
[Operating.procedures shall be documented] and
made‘available to all users who need them,

06-1[L Protection of Procedure | Appropriate procedures [shall be implemented] to
intellectual property ensure compliance (IPR) with legislative,
rights procedure regulatory, and contractual requirements or] the

use of material in respect of which there mgy be
intellectual property rights and on the use o
proprietary software products.

06-1p Removable media Procedure | Procedures [shall be implemented] for the
management management of removable media in accordance
procedure with the classification scheme adopted by the

organization.

Procedures shall be implemented [for the
management of removable media in accordance
with the classification scheme adopted by the
organization.]

Media [shall be disposed of securely when ho
longer required], using formal procedures.

06-1B Secure area operating | Procedure | Procedures for working in secure areas shdll be
procedure designed [and applied.]

06-14 Security incident Procedure Information security incidents shall be respgnded
management to in accordance with the [documented]
procedure procedures.

Information security incidents [shall be responded
to in accordance with the] documented
[procedures.]

06-15 Software installation Procedure | Procedures shall be implemented to control the
procedure installation of software on operational systems.

06-16 Teleworking procedure | Procedure | A [policy] and supporting security measures shall

be implemented to protect information accessed,
processed or stored at teleworking sites.
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06-17 User authentication Procedure | A formal user registration and de-registration
information control process shall be implemented to enable
procedure assignment of access rights.
The allocation of secret authentication information
[shall be controlled] through a formal
management process.
07-1 Release package Product A product/ service/ system assembled as a
release.
08-01 AueHt-HSMSHeg Reecerd The-erganizaton-shal-conductnternal-audits:
g) retain [documented] information as evidenceof
the audit programme(s) and the audit results,
g) retain documented [information as evidence of
the audit programme(s) and the audit results.]
08-02 Audit log Record e) [select auditors and conduct audits-that] ensure
objectivity and the impartiality ofthe audit
process.
08-03 Audit result Record f) ensure that the results of-the audits are
communication record reported to relevant management; and
08-04 Auditor list Record e) select auditors andyconduct audits that ensure
objectivity and the impartiality of the audit
process;
08-05 Business continuity Record The organization shall verify the established and
plan test result implemented information security continuity
controls\at regular intervals in order to ensure that
they are valid and effective during adverse
situations.
08-06 Change request Record Approved changes are developed and tested.
approval record
08-07 Change request record | Record Information content related to all aspects of
information captured in relation to a change
request.
08-08 Code validity Record Networks shall be managed and controlled to
confirmation record protect information in systems and applications.
08-09 Configuration item Record A configuration baseline of the affected Cls is
archive taken before deployment of a release into the live
environment. Master copies of Cls recorded in the
CMDB shall be stored in secure physical or
electronic libraries referenced by the configuration
records. This includes at least documentation,
licence information, software and, where
avallablc, ;IIIGHCD Uf thC hO.I dvval C CUI If;Uul atIUI 1.
08-10 Configuration item Record Modifications to software packages shall be
change log discouraged, limited to necessary changes, and
all changes shall be strictly controlled.
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08-11 Configuration item Record The information recorded for each Cl ensures
record effective control and include at least: a)

description of the CI; b) relationship(s) between
the CI and other Cls; c) relationship(s) between
the ClI and service components; d) status; e)
version; f) location; g) associated requests for
change; h) associated problems and known
errors. 9.1 4 Cls shall be uniquely identified [and
recorded in a CMDB.]

08-1p Correction action 1og Record D) evaluate the need for action to eliminaie fhe
causes of nonconformity, in order that it.dogs not
recur or occur elsewhere, by: 1) reviewing the
nonconformity;

08-1B Corrective action Record c) implement any action needed;2ED e) make

change proposal changes to the information security managgment
approval record system, if necessary.

08-1# Corrective action Record The organization shall’retain documented

record information as evidence of:f) the nature of the
nonconformities.and’any subsequent actions
taken, andg) the)results of any corrective agtion.
08-1b Corrective action Record 2) determining the causes of the nonconfority;
request root cause and 3) determining if similarnonconformitieg exist,
analysis result or cotild potentially occur;

08-1p Corrective action Record d)_review the effectiveness of any correctivg

verification record action taken;

08-1) Cryptographic controls | Record Cryptographic controls shall be used in

application review log compliance with all relevant agreements, laps,
and regulations.

08-18 Data backup log Record Back-up copies of information and software|shall
be taken [and tested] regularly in accordange with
the agreed backup policy.

08-1p Data removal Record All items of equipment containing storage media

verification record shall be verified to ensure that any sensitive data
and licensed software has been removed o
securely overwritten prior to disposal or re-yse.
08-2p Data réstore log Record [Back-up copies of information and softwarg shall
be taken] and tested regularly in accordancg with
the agreed backup policy.

08-2L Electronic messaging Record Information involved in electronic messaging shall

scan log be appropriately protected.

08-2p Electronic transactions | Record Event logs recording user activities, exceptipns,

security volations log

faults and information security events shall be
produced, [kept and regularly reviewed.]

Event logs recording user activities, exceptions,
faults and information security events shall be
[produced,] kept [and regularly reviewed].

Information involved in application service
transactions shall be protected to prevent
incomplete transmission, mis-routing,
unauthorized message alteration, unauthorized
disclosure, unauthorized message duplication or
replay.
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08-23 Electronic transactions | Record Event logs recording user activities, exceptions,
security volations log faults and information security events shall be
review record [produced, kept and] regularly reviewed.

08-24 Employee access Record The access rights of all employees and external
rights removal record party users to information and information

processing facilities shall be removed upon
termination of their employment, contract or
agreement, or adjusted upon change.

08-25 Employee disciplinary Record There shall be a formal and communicated
action record disciplinary process in place to take action against

employees who have committed an information
security breach.

08-26 Employee security Record Management shall require employees, eontractors
performance appraisal and third party users to apply securityin
record accordance with established policies,and

procedures of the organization.

08-27 Employee terms and Record The contractual agreements-with employees and
conditions approval contractors shall state theit.and the organization’s
record responsibilities for information security.

Users shall be requiredto follow the
organization’s practices in the use of secret
authentication information.

08-28 Employment candidate | Record Background verification checks on all candidates
screening review result for employment shall be carried out in accordance

with relevant laws, regulations and ethics and
shall'be proportional to the business
requirements, the classification of the information
to'be accessed and the perceived risks.

08-29 Equipment removal Record Equipment, information or software shall not be
approval record taken off-site without prior authorization.

08-30 Improvement Record Recorded opportunities for improvement are
opportunity evaluation evaluated against agreed criteria for approval.
result

08-31 Improvement Record Opportunities for improvement, including
opportunity record corrective and preventive actions, are

documented.

08-32 Informationsarchive log | Record d) storage and preservation, including the

preservation of legibility;

08-33 Information asset Record Information shall be classified in terms of legal
classification record requirements, value, criticality and sensitivity to

unauthorised disclosure or modification.

08-34 Information disposition | Record f) retention and disposition.
record

08-35 Information integrity Record b) it is adequately protected (e.g. from loss of
verification record confidentiality, improper use, or loss of integrity).

A.18.1.3 Records shall be protected from loss,
destruction, falsification, unauthorizedaccess and
unauthorized release, in accordance with
legislatory, regulatory, contractual and business
requirements

08-36 Information status Record e) control of changes (e.g. version control); and
record
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08-37 Information system Record Users shall only be provided with access to the
access request network and network services that they have
approval record been specifically authorized to use.

The allocation and use of privileged access rights
shall be restricted and controlled.

[System administrator and system operator
activities shall be logged] and the logs protected
[and regularly reviewed.]

08-38 nformation-system Record When-operating-systems-are-changed-business
changes security critical applications shall be reviewed andtgsted
impact evaluation to ensure there is no adverse impact on
result organizational operations or security.

08-3p ISMS Implementation Record The organization shall [define and]‘apply arn

log

information security risk treatment process fo..

The organization shall also implement plang to
achieve information se€urity objectives
determined in 6.2.

The organizationsshall implement the infornjation
security risk treatment plan.

b) is effectively implemented [and maintaingd].

¢) [plan, lestablish,] implement and maintainf an
audit.programme(s), including the frequency,
methods, responsibilities, planning requirenpents
and reporting.

The organization shall [define and] apply ar
information security risk assessment procegs that:
a) establishes and maintains information security
risk criteria that include: 1) the risk acceptamce
criteria; and 2) criteria for performing informfation
security risk assessments;

A policy and supporting security measures shall
be adopted to manage the risks introduced oy
using mobile devices.

A [policy] and supporting security measureg shall
be implemented to protect information accegssed,
processed or stored at teleworking sites.

Rules for the acceptable use of information fand of
assets associated with information and
information processing facilities shall be
[identified, documented and] implemented.

An appropriate set of procedures for information

labelling shall be [developed and] implemented in
accordance with the information classification
scheme adopted by the organization.

Procedures for handling assets shall be
[developed and] implemented in accordance with
the information classification scheme adopted by
the organization.

Procedures shall be implemented for the
management of removable media in accordance
with the classification scheme adopted by the
organization.
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A formal user registration and de-registration
process shall be implemented to enable
assignment of access rights.

A formal user access provisioning process shall
be implemented to assign or revoke access rights
for all user types to all systems and services.

The allocation of secret authentication information
shall be controlled [through a formal management
process.].

A policy on the use of cryptographic controls for
protection of information shall be [developed and]
implemented.

A policy on the use, protection and lifetime'of
cryptographic keys shall be [developed-and]
implemented through their whole lifegycle.

Procedures for working in secure-areas shall be
[designed and] applied.

A clear desk policy [for papers and removable
storage media and a cléar screen policy for
information processing facilities] shall be adopted.

Detection, prevention and recovery controls to
protect against malware shall be implemented,
combined-with appropriate user awareness.

Procedures shall be implemented to control the
installation of software on operational systems.

Rules governing the installation of software by
users shall be [established and] implemented.

The organization shall [establish, document],
implement [and maintain] processes, procedures
and controls to ensure the required level of
continuity for information security during an
adverse situation.

Information processing facilities shall be
implemented with redundancy sufficient to meet
availability requirements.

Appropriate procedures shall be implemented to
ensure compliance with legislative, regulatory and
contractual requirements related to intellectual
property rights and use of proprietary software
products.

08-40

ISMS Implementation

Record

The organization shall [control planned changes]

review record

and review the consequences of unintended
changes, taking action to mitigate any adverse
effects, as necessary.

b) is [effectively implemented] and maintained.

The policies for information security shall be
reviewed [at planned intervals] or if significant
changes occur to ensure their continuing
suitability, adequacy and effectiveness

An access control policy shall be [established,
documented and] reviewed based on business
and information security requirements.
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Audit requirements and activities involving
verification of operational systems shall be
[carefully planned and] agreed to minimise
disruptions to business processes.

Requirements for confidentiality or non-disclosure
agreements reflecting the organization’s needs for
the protection of information shall be [identified,
regularly] reviewed [and documented.]

When operating platforms are changed, business

critical applications shall be reviewed and tested
to ensure there is no adverse impact on
organizational operations or security:

The organization shall superviseiand monitor the
activity of outsourced system deyelopment.

Organizations shall regularly monitor, reviey [and
audit] supplier service délivery.

The organization shall, verify the established and
implemented infornation security continuity
controls at regularintervals in order to ensure that
they are valid.and effective during adverse
situations;

[The organization’s approach to managing
information security and its implementation ((i.e.
control objectives, controls, policies, processes
and procedures for information security) shall be
reviewed independently] at planned intervals [or
when significant changes occur.]

Managers shall [regularly] review the compliance
of information processing and procedures within
their area of responsibility with the appropriate
security policies, standards and any other sgcurity
requirements.

Information systems shall be [regularly] reviewed
for compliance with the organization’s information
security policies and standards.

The XXX objectives shall: d) be monitored;

The organization shall plan, implement and
control the processes needed to meet

requirements, and to implement the actions
determined in 6.1, by: — implementing confrol of
the processes in accordance with the criterif,;
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documented information as evidence of the
monitoring and measurement results.

08-42

ISMS Policy approval
record

Record

A set of policies for information security shall be
[defined,] approved by management, [published
and communicated to employees and relevant
external parties.]

08-43

Logical access control
log

Record

System administrator and system operator
activities shall be logged [and the logs protected
and regularly reviewed.]

Access to operating systems shall be controlled
by a secure log-on procedure.
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08-44 Management review Record The outputs of the management review shall
action log include decisions related to continual
improvement opportunities and any needs for
changes to the information security management
system.
08-45 Management review Record The organization shall retain documented
record information as evidence of the results of
management reviews.
08-46 Management review Record Top management shall review the organization's
result information security management system at
planned intervals to ensure its continuing
suitability, adequacy and effectiveness.
08-47 MS Resources Record The organization shall [determine and] provide
provision record the resources needed for the establishment,
implementation, maintenance and centinual
improvement of the information, Security
management system.
08-48 New or changed Record A record of a requests forzchange.
service request record
08-49 Non-conformity Record a) react to the nonconformity, and as
disposition record applicable:1) take:action to control and correct it;
and2) deal with the consequences
08-50 Non-conformity record | Record When a nohconformity occurs,
08-51 Personnel competency | Record d) retainappropriate documented information as
records evidence of competence.
08-52 Portable electronic Record Media containing information shall be protected
media control log against unauthorized access, misuse or
corruption during transportation.
¢) all media should be stored in a safe, secure
environment, in accordance withmanufacturers’
specifications;
08-53 Process change Record The organization shall [control planned changes
request review record and] review the consequences of unintended
changes, taking action to mitigate any adverse
effects, as necessary.]
08-54 Process chanhge review | Record The organization shall [control planned changes
record and] review the consequences of unintended
changes, taking action to mitigate any adverse
effects, as necessary.
Changes to the organization, business processes,
mnformation prnr\neeing facilities and Q\J/anme that
affect information security shall be controlled.
08-55 Removable media Record Media shall be disposed of securely when no
disposition record longer required, [using formal procedures.]
a) if no longer required, the contents of any re-
usable media that are to be removed from the
organization should be made unrecoverable;
08-56 Residual risk approval | Record f) obtain risk owners’ approval of the information
record security risk treatment plan and acceptance of the
residual information security risks.
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08-57 Return of assets Record All employees and external party users shall
confirmation record return all of the organizational assets in their

possession upon termination of their employment,
contract or agreement.

08-58 Risk assessment Record [The organization shall perform information
action schedule security risk assessments] at planned intervals or

when significant changes are proposed or occur,
[taking account of the criteria established in 6.1.2
a).]

08-5p Risk assessment Record b) ensures that repeated information security risk
process effectiveness assessments produce consistent, valid and
evaluation result comparable results;

08-6p Risk assessment Record e) evaluates the information security risks:1
review record compare the results of risk apalysis with thg risk

criteria established in 6.1.2ca)~and?2) prioritise the
analysed risks for risk treatment.

08-6[L Roles and Record Top management shall eénsure that the
responsibilities responsibilities and authorities for roles relevant
assignment record to information security are assigned [and

communicated.]
All information security responsibilities shall be
[defined ‘and] allocated.

08-6p Security incident Record Infarmation security incidents shall be respgnded
disposition record to{in accordance with the documented

procedures.]

08-6B Security incident Record Information security events shall be assessed and
impact evaluation it shall be decided if they are to be classified as
result information security incidents.

08-64 Security incident Record Information security events shall be reported
request record through appropriate management channels|as

quickly as possible.

All employees, contractors and third party users
of information systems and services shall be
required to note and report any observed of
suspected security weaknesses in systems|or
services.

08-6p Seecurity vulnerability Record Information about technical vulnerabilities of
sean log information systems being used shall be obtained

in a timely fashion, the organization's expogure to
such vulnerabilities evaluated and appropriate
measures taken to address the associated fisk.

08-66 Service availability plan | Record Unplanned non-availability 1S investigated.
test result review
record

08-67 Supplier agreement Record A record of the review conducted to determine
review record that contractual obligations are being met and that

the contract reflects current requirements.

08-68 Supplier capability Record Record of action taken by the service provider

assessment record

verify that lead suppliers are managing their sub-
contracted suppliers to fulfil contractual
obligations.

© ISO/IEC 2016 — All rights reserved

87


https://iecnorm.com/api/?name=c51fb8ea1310310fab2b159414f83aac

ISO/IEC TS 33072:2016(E)

Reference

Name

Category

Characteristics

08-69

Supplier services
change request
evaluation record

Record

Changes to the provision of services by suppliers,
including maintaining and improving existing
information security policies, procedures and
controls, shall be managed, taking account of the
criticality of business information, systems and
processes involved and re-assessment of risks.

08-70

System activity log
review record

Record

[System administrator and system operator
activities shall be logged and the logs protected]
and regularly reviewed.

08-71

Test data change log

Record

Test data shall be selected carefully, and
protected and controlled.

08-72

Training effectiveness
evaluation result

Record

c) where applicable, [take actions to acquire the
necessary competence, and] evaluate the
effectiveness of the actions taken;

08-73

Training provision
action log

Record

¢) where applicable, take actions to‘acquire the
necessary competence, [and evaluate the
effectiveness of the actions taken; ]

08-74

Training record

Record

b) ensure that these persons are competent on
the basis of appropriateseducation, training, or
experience;

All employees of-the organization and, where
relevant, contractors shall receive appropriate
awarenesséeducation and training and regular
updates in{organizational policies and
procedures, as relevant for their job function.

Persons doing work under the organization’s
control shall be aware of: a) the information
security policy;b) their contribution to the
effectiveness of the information security
management system, including the benefits of
improved information security performance; andc)
the implications of not conforming with the
information security management system
requirements.

08-75

User access rights
review record

Record

Asset owners shall review users’ access rights [at
regular intervals.]

Access to program source code shall be
restricted.

08-76

Work ‘environment
access control log

Record

Security perimeters shall be [defined and] used to
protect areas that contain either sensitive or
critical information and information processing

facilities

Physical security for offices, rooms, and facilities
shall be [designed and] applied.

Physical protection against natural disasters,
malicious attack or accidents shall be [designed
and] applied.

Access points such as delivery and loading areas
and other points where unauthorized persons
could enter the premises shall be controlled and,
if possible, isolated from information processing
facilities to avoid unauthorized access.
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09-01 Audit result Report [The organization shall: g) retain documented
information as evidence of the audit
programme(s) and] the audit results.
09-02 Capacity future needs Report The capacity plan refers forecast demand for
assessment report services.
09-03 Capacity usage Report The use of resources shall be monitored, tuned
analysis and projections made of future capacity
requirements to ensure the required system
performance.
09-0¢ Change request Report Implied in requests for change are assesse(l
evaluation report using information from the change management
process and other processes.
09-05 Configuration item Report The service provider audits the-fecords stored in
audit report the CMDB, [at planned intervals: ]
09-0p Configuration item Report The information recorded-for'each Cl ensurgs
status report effective control and intlude at least: a)
description of the CI; b) relationship(s) between
the CI and other Cl5; c) relationship(s) between
the Cl and service components; d) status; €)
version; f) location; g) associated requests for
change; h) associated problems and known
errors:
09-0f Information security Report Mahagers shall regularly review the complignce of
audit report information processing and procedures within
their area of responsibility with the appropriate
security policies, standards and any other sgecurity
requirements.
09-08 Information security Report Knowledge gained from analysing and resojving
incident report information security incidents shall be used|to
reduce the likelihood or impact of future incidents.
[The organization shall define and apply
procedures for the identification, collection,
acquisition and preservation of information]| which
can serve as evidence.
09-0p Information, 'system Report Information systems shall be regularly revigwed
security compliance for compliance with the organization’s information
auditireport security policies and standards.
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09-10

ISMS Communication
records

Report

d) communicating the importance of effective
information security management and of
conforming to the information security
management system requirements;

The information security policy shall: f) be
communicated within the organization;

Top management shall ensure that the
responsibilities and authorities for roles relevant
to information security are [assigned and]

communicated.

The information security objectives shall be: d)\be
communicated; and

A set of policies for information security’shdll be
[defined, approved by management,published
and] communicated to employees ahd relevant
external parties.

There shall be a [formal and] communicated
disciplinary process in place to take action against
employees who have genimitted an information
security breach.

Information security responsibilities and duties
that remain valid-after termination or change of
employmentshall be [defined,] communicated to
the emplayee or contractor and enforced.

09-11

ISMS Implementation
audit report

Report

The organization’s approach to managing
information security and its implementation (i.e.
control objectives, controls, policies, processes
and procedures for information security) shall be
reviewed independently [at planned intervals or
when significant changes occur.]

09-12

ISMS measurement
information analysis
report

Report

The organization shall evaluate the information
security performance and the effectiveness of the
information security management system.

09-13

Logical access system
attack report

Report

Logging facilities and log information shall be
protected against tampering and unauthorized
access.

09-14

New or changed
service evallation
report

Report

A report of an evaluation against the criteria in the
Change Management Policy that identifies criteria
to determine changes with potential to have a
major impact on services or the customer.

09-15

Rélease acceptance

Report

The release is verified against the agreed

testreport

acceptance criteria:

09-16

Risk analysis report

Report

d) analyses the information security risks:1)
assess the potential consequences that would
result if the risks identified in 6.1.2 c) 1) were to
materialize;2) assess the realistic likelihood of the
occurrence of the risks identified in 6.1.2 c) 1);
and3) determine the levels of risk;

09-17

Service availability
analysis report

Report

Availability of services is monitored, the results
recorded and compared with agreed targets.

09-18

Service availability plan
test report

Report

The results of the tests are reported.
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09-19 Service continuity plan | Report The results of tests are reported.
test report
09-20 Service continuity plan | Report Where deficiencies are found during the test, the
test result finding service provider takes necessary actions.
report
09-21 Supplier performance Report The result of actions taken by the service provider
evaluation report to monitor performance of the supplier against
service targets and other contractual obligations.
09-2: SUFP:ICI QulVC;”alle P\Cp\nt OIUGII;Lat;UIIO oha” |cyu=a|=y [IIIUII;tUI, ICV; \/V and]
report audit supplier service delivery.
11-1 Capacity plan change | Request Changes to the capacity plan are controlled by
request the change management process:
11-2 Data recovery request | Request A request for recovery of data
11-3 Improvement Request <no defined content requirements>
opportunity approval
request
11-4 Process change Request The organization.Shall control planned charjges
request [and review the~consequences of unintended
changes, takingaction to mitigate any advefse
effects, as necessary.]
Changes-to the organization, business progesses,
infarmation processing facilities and systems that
affect information security shall be controlled.
11-5 Service availability plan | Request Request for change on the service availabiljty
change request plan(s).
11-6 Service continuity plan | Requgest Request for change on the service continuity
change request plan(s).
12-01L Business continuity Specificatio | The organization shall determine its requirements
requirements n for information security and the continuity o
information security management in adversge
situations, e.g. during a crisis or disaster.
The service continuity requirements include| at
least: a) access rights to the services; b) sefvice
response times; c¢) end to end availability of
services.
12-0p Capacity requirements | Specificatio | The result of an assessment based on custpmer
n needs.
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12-03 Communication Specificatio | (a) The organization shall determine the need for
requirements n internal and external communications relevant to

the information security management system
including: a) on what to communicate;

(b) The organization shall determine the need for
internal and external communications relevant to
the information security management system
including: b) when to communicate;

(c) The organization shall determine the need for
internal and external communications relevant ta
the information security management system
including: c) with whom to communicate;

(d) The organization shall determine thesneed for
internal and external communications televant to
the information security management-system
including: d) who shall communicate;

(e) The organization shall determine the need for
internal and external communications relevant to
the information security thanagement system
including: e) the processes by which
communication shall‘be effected.

12-04 Confidentiality Specificatio | Requirements farconfidentiality or non-disclosure
requirements n agreements-feflecting the organization’s needs for
the proteetion of information shall be identified,
[regulatly reviewed and documented.]

Requirements for confidentiality or non-disclosure
agreements reflecting the organization’s needs for
thie protection of information shall be [identified,
regularly reviewed and] documented.

12-05 Contractual Specificatio | All relevant [legislative statutory, regulatory,]
requirements n contractual requirements and the organization’s
approach to meet these requirements shall be
explicitly identified, [documented and kept up to
date for each information system and the
organization.]

All relevant [legislative statutory, regulatory],
contractual requirements and the organization’s
approach to meet these requirements shall be
[explicitly identified,] documented [and kept up to
date for each information system and the
organization.]

All relevant [legislative statutory, regulatory],
contractual requirements and the organization’s
approach to meet these requirements shall be
[explicitly identified, documented and] kept up to
date for each information system and the
organization.

12-06 Criteria for performing Specificatio | a) 2) criteria for performing information security
risk assessments n risk assessments;

12-07 Data backup Specificatio | The backup requirements are identified e.g. files,
requirements n folders, and drives to be backed up.
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Reference Name Category Characteristics
12-08 Equipment Specificatio | Equipment shall be sited or protected to reduce
environment n the risks from environmental threats and hazards,
requirements and opportunities for unauthorized access.
Equipment shall be protected from power failures
and other disruptions caused by failures in
supporting utilities.
Power and telecommunications cabling carrying
data or supporting information services shall be
protected from interception, interference or
damage.
Users shall ensure that unattended equipment
has appropriate protection.
12-0p Equipment Specificatio | Equipment shall be correctly maintdined to gnsure
maintenance n its continued availability and integrity.
requirements
12-1p Improvement Specificatio | Record of opportunities.for improvement ar¢
opportunity evaluation | n evaluated against agreed criteria for approval.
criteria
12-11 Information asset Specificatio | Information shall be classified in terms of lepal
classification schema n requirements;value, criticality and sensitivity to
unauthorised disclosure or modification.
12-1p Information Specificatio | The clocks of all relevant information procegsing
infrastructure n systems within an organization or security domain

requirements

shall be synchronised to a single reference
source.

Groups of information services, users, and
information systems shall be segregated on
networks.'

Access to information and application syste
functions shall be restricted in accordance v
the access control policy.

Security mechanisms, service levels and
management requirements of all network sq
shall be identified and included in network

time

m
vith

brvices

services agreements, whether these servicgs are

provided in-house or outsourced.

Development, testing, and operational
environments shall be separated to reduce
risks of unauthorized access or changes to
operational environment.

the
the

The use of utility programs that might be cal

pable

of overriding system and application control
be restricted and tightly controlled.

s shall

Organizations shall establish and appropriately

protect secure development environments f
system development and integration efforts

or
that

cover the entire system development lifecycle.
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Reference

Name

Category

Characteristics

12-13

Information item
management
requirements

Specificatio
n

(a) When creating and updating documented
information the organization shall ensure
appropriate: a) identification and description (e.g.
a title, date, author, or reference number);

(b) When creating and updating documented
information the organization shall ensure
appropriate: b) format (e.g. language, software
version, graphics) and media (e.g. paper,
electronic);

(c) When creating and updating documented
information the organization shall ensure
appropriate: c) review [and approval] for suitability
and adequacy.

(c) When creating and updating docurmented
information the organization shall ensure
appropriate: c) [review and] approval for suitability
and adequacy.

12-14

Information
management
requirements

Specificatio
n

Documented information gf external origin,
determined by the organization to be necessary
for the planning and.operation of the information
security management’'system, shall beidentified
as appropriate, and controlled.

12-15

MS Interested parties
MS expectations

Specificatio
n

The organization shall determine: b) the
requirements’of these interested parties relevant
to information security.

12-16

New or changed
services - system
security requirements

Specificatio
n

The information security related requirements
shall be included in the requirements for new
information systems or enhancements to existing
information systems.

Information involved in application services
passing over public networks shall be protected
from fraudulent activity, contract dispute and
unauthorized disclosure and modification.

12-17

Organisational
competence
requirements

Specificatio
n

a) determine the necessary competence of
person(s) doing work under its control that affects
its information security performance;

12-18

Process critéria

Specificatio
n

The organization shall plan, implement and
control the processes needed to meet
requirements, and to implement the actions
determined in 6.1, by: — establishing criteria for
the processes;

12-19

Process interface

requirements

annr‘ifir‘min
n

Alnlnmpri::ntn contacts with relevant autharities

shall be maintained.A6.1.6 Appropriate contacts
with relevant authorities shall be maintained.

Appropriate contacts with special interest groups
or other specialist security forums and
professional associations shall be maintained.

12-20

Release acceptance
test case

Specificatio
n

Implied in releases are built and tested prior to
deployment.

12-21

Release requirements

Specificatio
n

Requirements for a release.

12-22

Risk acceptance
criteria

Specificatio
n

a) 1) the risk acceptance criteria;
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Name

Category

Characteristics

12-23

Service availability
requirements

Specificatio
n

Information processing facilities shall be

implemented with redundancy sufficient to meet

availability requirements.

The agreed service continuity and availability
requirements shall include at least: a) access

rights to the services; b) service response ti
¢) end to end availability of services.

mes;

12-24

Statutory and
regulatory

Specificatio
n

All relevant legislative statutory, regulatory,
[contractual] requirements and the organiza

tion’s

requirements

approach to meet these requirements shall
explicitly identified, [documented and keptU
date for each information system and the
organization.]

All relevant legislative statutory,regulatory,

be
p to

[contractual] requirements and’the organization’s

approach to meet these requirements shall
[explicitly identified,] doeumented [and kept
date for each information system and the
organization.]

All relevant legislative statutory, regulatory,
[contractual] rements and the organization’s
approach-to meet these requirements shall
[expliCitly identified, documented and] kept
date for each information system and the
organization.

be
up to

be
Ip to

12-2b

System acceptance
criteria

Specificatio
n

Acceptance testing programs and related c
shall be established for new information sys
upgrades and new versions.

iteria
tems,

12-2p

User password system
requirements

Specificatio
n

Password management systems shall be
interactive and shall ensure quality passwo

12-2y

Work environment
structure requirements

Specificatio
n

Security perimeters shall be defined [and us
protect areas that contain either sensitive o
critical information and information process
facilities.

Secure areas shall be protected by appropr|
entry controls to ensure that only authorizeg
personnel are allowed access.

Physical security for offices, rooms, and fag
shall be designed [and applied].

Physical protection against natural disaster$

malicious attack or accidents shall be desig

ate

ilities

ned

[and applied]
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Annex C
(informative)

Association between base practices and ISO/IEC 27001
requirements

This International Standard provides a Process Assessment Model for assessing the process capability of processes
assofiated with a information security management (ISMS). TSO/TEC 27001 provides requirements for the establishment
of arl ISMS System. This Annex identifies a Process Capability Profile (Level 1) that is implied by,the|requirements
assogiated with a Management System conformant to ISO/IEC 27001.
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C.1 Associations of base practid

The following table identifies each base pr

NOTE

Not all the base practices identified
in order to represent well-formed processes.

es with requirements

in Section 5 will correspond to an entry in Table C.1. Table C.3 identifies the base practices associated

actice with the associated singular requirements from ISO/IEC 27001, and the implied information item.

with outcomes that were added to the PRM

Thable C.1 — Association of base practices with singular requirements of ISO/IEC 27001
Base practice Base practice description ISO/IEC 27001 Associated-singular requirement Information item
reference Requirement
reference
ORG.1 Asset management

ORG.1.BP.1 |lIdentify asset items Iglentify assets relevant in the A.08.1.1.1 Assets associated with information and information processing 02-01 Asset register
lifecycle of information| and their importance. The facilities shall be identified [and an inventory of these assets sha
lifecycle of informationjincludes creation, processing, be drawn-up and maintained.]
storage, transmission, [deletion and destruction. The
asset classification negds to be identified

ORG.1.BP.1 |lIdentify asset items Iglentify assets relevant in the A.08.1.1.1 Assets associated with information and information processing 02-05 Information asset register
lifecycle of information| and their importance. The facilities shall be identified [and an inventory of these assets shal
lifecycle of informationjincludes creation, processing, be drawn up and maintained.]
storage, transmission, [deletion and destruction. The
asset classification negds to be identified

ORG.1.BP.2 |Classify assets Identify asset classification. Note: A.08.2.1.1 Information shall be classified in terms of legal requirements, 08-33 Information asset
Such a classification may include reference to the value, criticality and sensitivity to unauthorised disclosure or classification record
asset's legal requirempnts, value, criticality, and modification.
sensitivity to unauthorifzed disclosure or modificatian.

ORG.1.BP.3 |Inventory the assets Assemble an inventory\of the A.08.1.1.2 [Assets associated with information and information processing 02-05 Information asset register
information security refated assets. facilities shall be identified] and an inventory of these assets sha

be drawn up [and maintained.]

ORG.1.BP.5 |Manage asset item changes Managée-changes to A.08.1.1.3 [Assets associated with information and information processing 02-05 Information asset register

asset items. facilities shall be identified] and an inventory of these assets sha
be drawn up] and maintained.

ORG.1.BP.5 |Manage asset item changes-Manage changes to A.08.3.2.2 Media shall be disposed of securely when no longer required, 08-55 Removable media
asset items. [using formal procedures.] disposition record

ORG.1.BP.5 |Manage asset item changes Manage changes to A.08.3.3.1 Media containing information shall be protected against 08-52 Portable electronic media
asset items. unauthorized access, misuse or corruption during transportation. control log
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Base practice

Base pr

tice descripntion
™

ISOQUEC 27001

Associated s'ng arreg irement

Information item

reference Requirement
reference
TEC.01 Capacity management
TEC.01.BP.3 | Monitor capacity usage Monitor, analyse and A.12.1.3.1 The use of resources shall be monitored, tuned and ptojections 09-03 Capacity usage analysis
performance tune capacity usage. made of future capacity requirements to ensure the required
system performance.
TEC.02 Change management
TEC.02.BP.2 | Analyse change requlests Analyse and assess A.15.2.2.1 Changes to the provision of services. by suppliers, including 08-69 Supplier services change
change requests using defined criteria. maintaining and improving existing'information security policies, request evaluation record
procedures and controls, shall hednanaged, taking account of the
criticality of business information,*systems and processes
involved and re-assessment.of'risks.
COM.01 Communication managemer]t
COM.01.BP.1 | Define information cqntent Define information 07.4.1 The organization shal-determine the need for internal and 12-03 Communication
content in terms of identified communication needs external communi€ations relevant to the information security requirements
and requirements. managementsystem including: a) on what to communicate;
COM.01.BP.2 | Identify parties to conmunicate to Identify parties 07.4.3 The organization shall determine the need for internal and 12-03 Communication
to communicate with. externahcommunications relevant to the information security requirements
management system including: ¢) with whom to communicate;
COM.01.BP.2 | Identify parties to conmunicate to Identify parties A.06.1.3.1 Appropriate contacts with relevant authorities shall be 12-19 Process interface
to communicate with. maintained. requirements
COM.01.BP.2 | Identify parties to conmunicate to Identify parties A.06.1.4.1, Appropriate contacts with special interest groups or other 12-19 Process interface
to communicate with. specialist security forums and professional associations shall be requirements
maintained.
COM.01.BP.3 | Identify party respongible for communication 07.4.4 The organization shall determine the need for internal and 12-03 Communication
Identify the party respdnsible for the communication. external communications relevant to the information security requirements
management system including: d) who shall communicate;
COM.01.BP.4 | Identify communicatipn events Identify the events 07.4.2 The organization shall determine the need for internal and 12-03 Communication
that require comminicgtion actions. external communications relevant to the information security requirements
management system including: b) when to communicate;
COM.01.BP.5 | Select communicatiop channel Selectthe-ehannel 07.4.5 The organization shall determine the need for internal and 12-03 Communication
for the communication external communications relevant to the information security requirements
management system including: e) the processes by which
communication shall be effected.
COM.01.BP.6 | Communicate informptionpreducts Communicate 05.1.2 Top management shall demonstrate leadership and commitment) 09-10 ISMS Communication

information products td

interested parties.

with respect to the information security management system by:
d) communicating the importance of effective information securit

mariagerterit arna ol LUIIIUIIIIiIIg 0 e ilIIUlllIdliUll beLUlily
management system requirements;

records
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Base practice Base pragtice description ISOAEC 27001 Associated singularrequirement— Information item
reference Requirement
reference

COM.01.BP.6 | Communicate informption products Communicate 05.2.3 The information security policy shall: f) be communicatéd within 09-10 ISMS Communication
information products td interested parties. the organization; records

COM.01.BP.6 | Communicate informption products Communicate 05.3.2 Top management shall ensure that the responsibilities and 09-10 ISMS Communication
information products tq interested parties. authorities for roles relevant to information security are [assigned records

and] communicated.

COM.01.BP.6 | Communicate informption products Communicate 06.2.4 The information security objectives shall:'d)/be communicated,; 09-10 ISMS Communication
information products tq interested parties. records

COM.01.BP.6 | Communicate informption products Communicate 09.2.11 The organization shall: f) ensurecdhatthe results of the audits are] | 08-03 Audit result communication
information products tq interested parties. reported to relevant management;vand record

COM.01.BP.6 | Communicate informption products Communicate A.05.1.1.4 A set of policies for information’ security shall be [defined, 09-10 ISMS Communication
information products tq interested parties. approved by management,.published and] communicated to records

employees and relevant external parties.

COM.01.BP.6 | Communicate informption products Communicate A.07.2.3.2 There shall be a{formal and] communicated disciplinary process 09-10 ISMS Communication
information products td interested parties. in place to take agtion against employees who have committed records

an information security breach.

COM.01.BP.6 | Communicate informption products Communicate A.07.3.1.2 Information'security responsibilities and duties that remain valid 09-10 ISMS Communication
information products tq interested parties. after tetmination or change of employment shall be [defined,] records

communicated to the employee or contractor and enforced.

TEC.03 Configuration management

TEC.03.BP.3 | Manage changes to donfiguration items Control Al4.24.1 Modifications to software packages shall be discouraged, limited| | 08-10 Configuration item change
changes to items undey configuration management. to necessary changes and all changes shall be strictly controlled log

TEC.03.BP.3 |Manage changes to donfiguration items Control A1481.1 Test data shall be selected carefully, protected and controlled. 08-71 Test data change log
changes to items undey configuration management.

COM.02 Documentation managemen

COM.02.BP.1 |Identify documented fnformation to be managed 04.3.3 The scope shall be available as documented information. 03-16 Management system
Identify documented information of internal and (ISMS) scope
external origin necessary for the operation of the
information security m@nagement system.

COM.02.BP.1 |Identify documented fnformation to be.managed 05.2.2 The information security policy shall: e) be available as 05-08 Management system
Identify documented information of intetnal and documented information; (ISMS) policy
external origin necessary for the operation of the
information security managementsystem.

COM.02.BP.1 | Identify documented jnformation to be managed 06.1.2.9 The organization shall retain documented information about the 03-37 Risk assessment process

Identify documented in

formation of internal and

external origin necessd

iryfof the operation of the

information security risk assessment process.

information security management system.

description
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Base practice
reference

Base pr

tice descripntion
™

ISOQUEC 27001

Associated s'ng arreg irement

Requirement
reference

Information item

COM.02.BP.1

Identify documented

nformation to be managed

Identify documented information of internal and
external origin necessary for the operation of the

information security m

nagement system.

06.1.3.5

The organization shall retain documented information abput the
information security risk treatment process

03-39 Risk treatment process
description

COM.02.BP.1

Identify documented
Identify documented in
external origin necessd
information security m

nformation to be managed
formation of internal and

iry for the operation of the
nagement system.

06.2.6

The organization shall retain documented information on the
information security objectives.

03-08 Information security
objectives

COM.02.BP.1

Identify documented
Identify documented in
external origin necessd
information security m

nformation to be managed
formation of internal and

iry for the operation of the
nagement system.

07.2.5

The organization shall: d) retain.appropriate documented
information as evidence of cempéetence.

08-51 Personnel competency
records

COM.02.BP.1

Identify documented
Identify documented in
external origin necessd
information security m

nformation to be managed
formation of internal and

iry for the operation of the
nagement system.

08.1.3

The organization shall"keep documented information to the exter
necessary to have,confidence that the processes have been
carried out as planned.

—

03-17 Management system
strategy: documentation

COM.02.BP.1

Identify documented
Identify documented in
external origin necessg
information security m

nformation to be managed
formation of internal and

ry for the operation of the
nagement system.

08.2.3

The organization shall retain documented information of the
results<of-the information security risk assessments.

03-38 Risk identification

COM.02.BP.1

Identify documented
Identify documented in
external origin necessg
information security m

nformation to be managed
formation of internal and

ry for the operation of the
nagement system.

08.3.2

The organization shall retain documented information of the
results of the information security risk treatment.

04-15 Risk treatment plan

COM.02.BP.1

Identify documented
Identify documented in
external origin necessg
information security m

nformation to be managed
formation of internal and

ry for the operation of the
nagement system.

09.1.8

The organization shall retain appropriate documented information

as evidence of the monitoring and measurement results.

08-41 ISMS Measurement
information results

COM.02.BP.1

Identify documented
Identify documented in
external origin necessg
information security m

nformation to be managed
formation of internal and

ry for the operation (of the
nagement systeri.

09.2.13

[The organization shall: g) retain] documented [information as
evidence [of the audit programme(s) and the audit results.]

08-01 Audit (ISMS) log

COM.02.BP.1

Identify documented
Identify documented in
external origin necessg
information security m

nformation €o“be managed
formation ¢f internal and

ry for the-gperation of the
nagement system.

09.3.5

The organization shall retain documented information as
evidence of the results of management reviews.

08-45 Management review
record

COM.02.BP.1

Identify documented

nformation to be managed

40 £ oy ! -
ofmratonormeTrarant

10.1.9

The organization shall retain documented information as

il £, £\ Ll + £ el £ HH -
eViGenCeOT 1 thehattr e or tenonconror eSS ana—any

Identify documented i

external origin necessary for the operation of the
information security management system.

subsequent actions taken, and g) the results of any corrective
action.

08-14 Corrective action record
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Base practice
reference

Base pr

tice descripntion
™

ISOQUEC 27001

Associated s'ng arreg irement

Requirement
reference

Information item

COM.02.BP.1

Identify documented
Identify documented in
external origin necessd
information security m

nformation to be managed
formation of internal and

iry for the operation of the
nagement system.

A.08.1.3.2

Rules for the acceptable use of information and of assets
associated with information and information processing facilities
shall be [identified,] documented [and implemented}]

03-05 Information asset control
objective

COM.02.BP.1

Identify documented
Identify documented in
external origin necessd
information security m

nformation to be managed
formation of internal and

iry for the operation of the
nagement system.

A.09.1.1.2

An access control policy shall be [established,])documented [and
reviewed based on business and informaltion security
requirements).

05-06 Information system access
policy

COM.02.BP.1

Identify documented
Identify documented in
external origin necessd
information security m

nformation to be managed
formation of internal and

iry for the operation of the
nagement system.

A12.1.1.2

[Operating procedures] shall be.documented [and made availablg
to all users who need them.]

06-10 Operating Procedures

COM.02.BP.1

Identify documented
Identify documented in
external origin necessd
information security m

nformation to be managed
formation of internal and

iry for the operation of the
nagement system.

A.12.41.2

Event logs recordinguser activities, exceptions, faults and
information security events shall be [produced,] kept [and
regularly reviewed).

08-22 Electronic transactions
security volations log

COM.02.BP.1

Identify documented
Identify documented in
external origin necessg
information security m

nformation to be managed
formation of internal and

ry for the operation of the
nagement system.

A.13.24.3

Requirements for confidentiality or non-disclosure agreements
reflecting-the organization’s needs for the protection of
inforthation shall be [identified, regularly reviewed and]
documented.

12-04 Confidentiality
requirements

COM.02.BP.1

Identify documented
Identify documented in
external origin necessg
information security m

nformation to be managed
formation of internal and

ry for the operation of the
nagement system.

A.14.25.2

Principles for engineering secure systems shall be [established,]
documented,[ maintained and applied to any information system
implementation efforts.]

04-12 Product /service process
lifecycle model

COM.02.BP.1

Identify documented
Identify documented in
external origin necessg
information security m

nformation to be managed
formation of internal and

ry for the operation of the
nagement system.

All5.1.1.3

Information security requirements [for mitigating the risks
associated with supplier's access to the organization’s assets
shall be agreed with the supplier and] documented.

05-12 Supplier relationship
information security policy

COM.02.BP.1

Identify documented
Identify documented in
external origin necessg
information security m

nformation to be managed
formation of internal and

ry for the operation (of the
nagement syster

A.16.1.5.2

Information security incidents shall be responded to in
accordance with the [documented] procedures.

06-14 Security incident
management procedure

COM.02.BP.1

Identify documented
Identify documented in
external origin necessg
information security m

nformation €o“be managed
formation ¢f internal and

ry for the-gperation of the
nagement system.

A.16.1.5.3

Information security incidents [shall be responded to in
accordance with the] documented [procedures.]

06-14 Security incident
management procedure

COM.02.BP.1

Identify documented

nformation to be managed

A.16.1.7.1

[The organization shall define and apply procedures for the

Identify documented i

40 £ oy ! -
ofmratonormeTrarant

external origin necessary for the operation of the
information security management system.

idaatifiaat Hanti ik ol 41 £
rGentmcatom,  ComeCuom,  acquiSttom antPreServaton ot

information], which can serve as evidence.

06-05 Evidence collection and
preservation procedure
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Base practice Base pragtice description ISOAEC 27001 Associated singularrequirement— Information item
reference Requirement
reference

COM.02.BP.1 |Identify documented fnformation to be managed A.17.1.2.3 The organization shall [establish], document, [implement)and 06-02 Business continuity
Identify documented information of internal and maintain processes, procedures and controls to ensure the procedure
external origin necessary for the operation of the required level of continuity for information security’durihg an
information security m@nagement system. adverse situation.]

COM.02.BP.1 |Identify documented fnformation to be managed A.18.1.1.01.2 | All relevant legislative statutory, regulatory, [contractual] 12-24 Statutory and regulatory
Identify documented information of internal and requirements and the organization’s appfoach to meet these requirements
external origin necessary for the operation of the requirements shall be [explicitly identified,] documented [and kept
information security m@nagement system. up to date for each information systém and the organization.]

COM.02.BP.1 | Identify documented jnformation to be managed A.18.1.1.02.2 | All relevant [legislative statutory, regulatory], contractual 12-05 Contractual requirements
Identify documented information of internal and requirements and the organjzation’s approach to meet these
external origin necessary for the operation of the requirements shall be [explicitly identified,] documented [and kept
information security m@nagement system. up to date for each information system and the organization.]

COM.02.BP.2 | The forms of documgnted information 07.5.2.1 When creating and updating documented information the 12-13 Information item
representation are ddfined. Identify the forms of organization shall ensure appropriate: a) identification and management requirements
information to be storefl in the repostory. For description (e.g. a title, date, author, or reference number);
example, this may inclyide documents, records, audio
content, video content|image content.

COM.02.BP.2 | The forms of documgnted information 07.5.2.2 When ¢reating and updating documented information the 12-13 Information item
representation are dgfined. Identify the forms of organization shall ensure appropriate: b) format (e.g. language, management requirements
information to be storefl in the repostory. For software version, graphics) and media (e.g. paper, electronic);
example, this may inclyide documents, records, audio and
content, video content|image content.

COM.02.BP.2 | The forms of documgnted information 07.5.2:3 When creating and updating documented information the 12-13 Information item
representation are dgfined. Identify the forms of organization shall ensure appropriate: c) review [and approval] fqr management requirements
information to be storefl in the repostory. For suitability and adequacy.
example, this may inclide documents, records, audio
content, video content|image content.

COM.02.BP.2 | The forms of documgnted information 07.5.2.4 When creating and updating documented information the 12-13 Information item
representation are ddfined. Identify the forms of organization shall ensure appropriate: c) [review and] approval fqr management requirements
information to be storefl in the repostory. For suitability and adequacy.
example, this may inclyide documents, records,-audio
content, video content|image content.

COM.02.BP.2 | The forms of documgnted information 07.5.3.8 Documented information of external origin, determined by the 12-14 Information management
representation are ddfined. Identifyithe forms of organization to be necessary for the planning and operation of requirements
information to be storefl in the repastory. For the information security management system, shall be identified
example, this may inclide doeumients, records, audio as appropriate, and controlled.
content, video content|image.content.
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Base practice Base pragtice description ISOAEC 27001 Associated singularrequirement— Information item
reference Requirement
reference

COM.02.BP.3 | Identify documented jnformation content status 06.2.5 The information security objectives shall: ) be updated as 03-08 Information security
The status of the documented information content appropriate. objectives
refers to the timelinesg of the information content.

This includes the contrpl of changes, for example, by
using version control t¢chniques.

COM.02.BP.3 | Identify documented jnformation content status 07.5.3.6 e) control of changes (e.g. version contral);~and 08-36 Information status record
The status of the documented information content
refers to the timelinesd of the information content.

This includes the contrpl of changes, for example, by
using version control teéchniques.

COM.02.BP.3 | Identify documented jnformation content status A.14.25.3 Principles for engineering-secure systems shall be [established, 04-12 Product /service process
The status of the docunented information content documented,] maintained [and applied to any information system lifecycle model
refers to the timelinesg of the information content. implementation efforts]

This includes the contrpl of changes, for example, by
using version control t¢chniques.

COM.02.BP.3 | Identify documented jnformation content status Al17.1.2.4 The organization’shall [establish, document, implement and] 06-02 Business continuity
The status of the documented information content maintain {processes, procedures and controls to ensure the procedure
refers to the timelinesd of the information content. required, level of continuity for information security during an
This includes the contrpl of changes, for example, by adversessituation.]
using version control t¢chniques.

COM.02.BP.3 | Identify documented jnformation content status A.18.1.1.01.3 _}All'relevant legislative statutory, regulatory, [contractual] 12-24 Statutory and regulatory
The status of the docunented information content requirements and the organization’s approach to meet these requirements
refers to the timelinesq of the information content. requirements shall be [explicitly identified, documented and] kep
This includes the contrpl of changes, for example, by up to date for each information system and the organization.
using version control t¢chniques.

COM.02.BP.3 | Identify documented jnformation content status A1871.1.02.3 | All relevant [legislative statutory, regulatory], contractual 12-05 Contractual requirements
The status of the docunented information content requirements and the organization’s approach to meet these
refers to the timelinesg of the information content. requirements shall be [explicitly identified, documented and] kep
This includes the contrpl of changes, for exampleaby up to date for each information system and the organization.
using version control t¢chniques.

COM.02.BP.4 | Documented information is current, complete and 07.5.3.3 b) it is adequately protected (e.g. from loss of confidentiality, 08-35 Information integrity
valid. The documented information contained'in the improper use, or loss of integrity) verification record
repository is adequately protected (e.gwfrom loss of
confidentiality, impropgr use, or loss of-integrity).

COM.02.BP.4 | Documented information is current, complete and A.18.1.3.1 Records shall be protected from loss, destruction, falsification, 08-35 Information integrity

valid. The documente
repository is adequate
confidentiality, imprope

information contained in the
y protected (e.g. from loss of
r'usesor loss of integrity).

unauthorized access and unauthorized release, in accordance
with legislatory, regulatory, contractual and business
requirements.

verification record
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reference Requirement
reference

COM.02.BP.5 | Release documented|information according to 06.1.3.4 f) obtain risk owners’ approval of the information security)risk 08-56 Residual risk approval
defined criteria. The Jocumented information treatment plan and acceptance of the residual infornration record
release status refers td those situations typically security risks.
where authorisation is heeded, such as in situations
where: a) agreements fpre in force, b) policies and
procedures are approvied by management and their
use in the organisation is thereby obligatory.

COM.02.BP.5 | Release documented|information according to A.05.1.1.2 A set of policies for information secdrity shall be [defined,] 08-42 ISMS Policy approval
defined criteria. The Jocumented information approved by management, [publiShed and communicated to record
release status refers td those situations typically employees and relevant externahparties.]
where authorisation is heeded, such as in situations
where: a) agreements fpre in force, b) policies and
procedures are approvied by management and their
use in the organisation is thereby obligatory.

COM.02.BP.5 | Release documented|information according to A.15.1.1.2 Information security requirements [for mitigating the risks 05-12 Supplier relationship
defined criteria. The documented information associated with\supplier's access to the organization’s assets] information security policy
release status refers td those situations typically shall be agreed with the supplier [and documented.]
where authorisation is heeded, such as in situations
where: a) agreements pre in force, b) policies and
procedures are approved by management and their
use in the organisation is thereby obligatory.

COM.02.BP.6 | Make documented information available to 05.2.4 The information security policy shall: g) be available to interested 05-08 Management system
designated parties. Manage the distribution, access, parties, as appropriate. (ISMS) policy
retrieval and use of dogumented information towards
interested patrties.

COM.02.BP.6 | Make documented information available to 07.5.3.2 a) it is available and suitable for use, where and when it is 03-07 Information publication
designated parties. Manage the distribution, access, needed; and status
retrieval and use of dogumented information towards
interested patrties.

COM.02.BP.6 | Make documented information available to 07.5.3.4 c) distribution, access, retrieval and use; 03-07 Information publication
designated parties. Manage the distributionfaccess, status
retrieval and use of dogumented information towards
interested patrties.

COM.02.BP.6 | Make documented information available to A.05.1.1.3 A set of policies for information security shall be [defined, 05-08 Management system
designated parties. Manage the(distribution, access, approved by management,] published [and communicated to (ISMS) policy
retrieval and use of dogumented.information towards employees and relevant external parties.]
interested parties.

COM.02.BP.6 | Make documented information available to A12.1.1.3 [Operating procedures shall be documented] and made availablg 06-10 Operating Procedures
designated parties. Menage-the-distribttionaceess; toatttserswhoneed-them:
retrieval and use of documented information towards
interested parties.
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Base practice
reference

Base pr

tice descripntion
™

ISOQUEC 27001

Requirement
reference

Associated s'ng arreg irement

Information item

COM.02.BP.7

Archived, or dispose
Manage documented i
through its lifecycle by
activities: - storage ang
preservation of legibilit]

I of documented information
hformation, including records,
addressing the following
preservation, including
; - retention and disposition.

06.1.2.4

The organization shall [define and] apply an information $ecurity
risk assessment process that: a) establishes and maintains
information security risk criteria that include: 1) thé risk
acceptance criteria; and 2) criteria for performjng.information
security risk assessments;

08-39 ISMS Implementation log

COM.02.BP.7

Archived, or dispose
Manage documented i
through its lifecycle by
activities: - storage ang
preservation of legibilit]

i of documented information
hformation, including records,
addressing the following
preservation, including
; - retention and disposition.

06.1.3.2

The organization shall [define and] apply(an,information security
risk treatment process to..

08-39 ISMS Implementation log

COM.02.BP.7

Archived, or dispose
Note: Records should
with statutory, regulatg
requirements.

I of documented information
be protected in accordance
ry, contractual and business

07.5.3.5

d) storage and preservatien,including the preservation of
legibility;

08-32 Information archive log

COM.02.BP.7

Archived, or dispose
Note: Records should
with statutory, regulatg
requirements.

I of documented information
be protected in accordance
ry, contractual and business

07.5.3.7

f) retention and disposition.

08-34 Information disposition
record

COM.02.BP.7

Archived, or dispose
Manage documented i
through its lifecycle by
activities: - storage ang
preservation of legibilit]

I of documented information
hformation, including records,
addressing the following
preservation, including
; - retention and disposition.

08.1.2

The@rganization shall also implement plans to achieve
information security objectives determined in 6.2.

08-39 ISMS Implementation log

COM.02.BP.7

Archived, or dispose
Manage documented i
through its lifecycle by
activities: - storage ang
preservation of legibilit]

I of documented information
hformation, including records,
addressing the following
preservation, including
; - retention and disposition.

09.24

b) is effectively implemented [and maintained].

08-39 ISMS Implementation log

COM.02.BP.7

Archived, or dispose
Manage documented i
through its lifecycle by
activities: - storage ang
preservation of legibilit]

I of documented information
hformation, including recerds,
addressing the following
preservation, including
; - retention and-disposition.

09.2.7

The organization shall: ¢) [plan, establish,] implement and
maintain an audit programme(s), including the frequency,
methods, responsibilities, planning requirements and reporting.

08-39 ISMS Implementation log

COM.02.BP.7

Archived, or dispose
Manage documented i
through its lifecycle by
activities: - storage ang

I of documented information
hformation,xincluding records,
addressing the following
preservation, including

preservation of legibilit]

1\ fetention and disposition.

A.06.2.1.2

A policy and supporting security measures shall be adopted to
manage the risks introduced by using mobile devices.

08-39 ISMS Implementation log
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Base practice
reference

ISOQUEC 27001

Base pr

tice descripntion
™

Requirement
reference

Associated s'ng arreg irement

Information item

COM.02.BP.7

Archived, or dispose
Manage documented i
through its lifecycle by
activities: - storage ang
preservation of legibilit]

I of documented information
hformation, including records,
addressing the following
preservation, including

; - retention and disposition.

A.06.2.2.3

A [policy and supporting security measures] shall be implemente
to protect information accessed, processed or storedat
teleworking sites.

08-39 ISMS Implementation log

COM.02.BP.7

Archived, or dispose
Manage documented i
through its lifecycle by
activities: - storage ang
preservation of legibilit]

i of documented information
hformation, including records,
addressing the following
preservation, including

; - retention and disposition.

A.08.1.3.3

Rules for the acceptable use of information-and of assets
associated with information and inforniation processing facilities
shall be [identified, documented and] implemented.

08-39 ISMS Implementation log

COM.02.BP.7

Archived, or dispose
Manage documented i
through its lifecycle by
activities: - storage ang
preservation of legibilit]

I of documented information
hformation, including records,
addressing the following
preservation, including
; - retention and disposition.

A.08.2.2.2

An appropriate set of procedures for information labelling shall b
[developed and] implemented in accordance with the information
classification scheme_adopted by the organization.

®

08-39 ISMS Implementation log

COM.02.BP.7

Archived, or dispose
Manage documented i
through its lifecycle by
activities: - storage ang
preservation of legibilit]

I of documented information
hformation, including records,
addressing the following
preservation, including
; - retention and disposition.

A.08.2.3.2

Procedures<{or handling assets shall be [developed and]
implemented in accordance with the information classification
scheme.adopted by the organization.

08-39 ISMS Implementation log

COM.02.BP.7

Archived, or dispose
Manage documented i
through its lifecycle by
activities: - storage ang
preservation of legibilit]

I of documented information
hformation, including records,
laddressing the following
preservation, including
; - retention and disposition.

A.08.3.1.2

[Procedures shall be] implemented [for the management of
removable media in accordance with the classification scheme
adopted by the organization.]

08-39 ISMS Implementation log

COM.02.BP.7

Archived, or dispose
Manage documented i
through its lifecycle by
activities: - storage ang
preservation of legibilit]

I of documented information
hformation, including records,
addressing the following
preservation, including
; - retention and disposition,

A09.2.1.2

A formal user registration and de-registration process shall be
implemented to enable assignment of access rights.

08-39 ISMS Implementation log

COM.02.BP.7

Archived, or dispose
Manage documented i
through its lifecycle by
activities: - storage ang
preservation of legibilit]

i of documented information
hformation, including-records,
addressing the fellowing
preservation, including
; - retention and disposition.

A.09.2.2.1

A formal user access provisioning process shall be implemented
to assign or revoke access rights for all user types to all systems
and services.

08-39 ISMS Implementation log

COM.02.BP.7

Archived, or dispose
Manage documented i

I of decumented information
hformation, including records,

through its lifecycle by

addressing the following

A.09.2.4.2

[The allocation of secret authentication information] shall be
controlled [through a formal management process.]

activities: - storage an

= <y
preservatnonmeraamy

preservation of legibility; - retention and disposition.

08-39 ISMS Implementation log
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Base practice
reference

ISOQUEC 27001

Base pr

tice descripntion
™

Requirement
reference

Associated s'ng arreg irement

Information item

COM.02.BP.7

Archived, or dispose
Manage documented i
through its lifecycle by
activities: - storage ang
preservation of legibilit]

I of documented information
hformation, including records,
addressing the following
preservation, including

; - retention and disposition.

A.10.1.1.2

A policy on the use of cryptographic controls for protection-of
information shall be [developed and] implemented.

08-39 ISMS Implementation log

COM.02.BP.7

Archived, or dispose
Manage documented i
through its lifecycle by
activities: - storage ang
preservation of legibilit]

i of documented information
hformation, including records,
addressing the following
preservation, including

; - retention and disposition.

A.10.1.2.2

A policy on the use, protection and lifetime-gf cryptographic keys|
shall be [developed and] implemented'through their whole
lifecycle.

08-39 ISMS Implementation log

COM.02.BP.7

Archived, or dispose
Manage documented i
through its lifecycle by
activities: - storage ang
preservation of legibilit]

I of documented information
hformation, including records,
addressing the following
preservation, including
; - retention and disposition.

A.11.1.5.2

Procedures for working in-secure areas shall be [designed and]
applied.

08-39 ISMS Implementation log

COM.02.BP.7

Archived, or dispose
Manage documented i
through its lifecycle by
activities: - storage ang
preservation of legibilit]

I of documented information
hformation, including records,
addressing the following
preservation, including
; - retention and disposition.

A.11.2.9.2

A clear desK poliCy for papers and removable storage media and
a clear sereen policy for information processing facilities shall be
adopted,

08-39 ISMS Implementation log

COM.02.BP.7

Archived, or dispose
Manage documented i
through its lifecycle by
activities: - storage ang
preservation of legibilit]

I of documented information
hformation, including records,
laddressing the following
preservation, including
; - retention and disposition.

Al1221.1

Detection, prevention and recovery controls to protect against
malware shall be implemented, combined with appropriate user
awareness.

08-39 ISMS Implementation log

COM.02.BP.7

Archived, or dispose
Manage documented i
through its lifecycle by
activities: - storage ang
preservation of legibilit]

I of documented information
hformation, including records,
addressing the following
preservation, including
; - retention and disposition,

A12.5.1.2

Procedures shall be implemented to control the installation of
software on operational systems.

08-39 ISMS Implementation log

COM.02.BP.7

Archived, or dispose
Manage documented i
through its lifecycle by
activities: - storage ang
preservation of legibilit]

i of documented information
hformation, including-records,
addressing the fellowing
preservation, including
; - retention and disposition.

A12.6.2.1

Rules governing the installation of software by users shall be
[established and] implemented.

08-39 ISMS Implementation log

COM.02.BP.7

Archived, or dispose
Manage documented i

I of decumented information
hformation, including records,

through its lifecycle by

addressing the following

A.17.1.2.2

The organization shall [establish, document], implement [and
maintain] processes, procedures and controls to ensure the

required level of continuity for information security during an

activities: - storage an

= <y
preservatnonmeraamy

preservation of legibility; - retention and disposition.

Al T
agverse—SstoatonT

08-39 ISMS Implementation log
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Base practice Base pragtice description ISOAEC 27001 Associated singularrequirement— Information item
reference Requirement
reference

COM.02.BP.7 | Archived, or disposefl of documented information A.l17.21.1 Information processing facilities shall be implemented with 08-39 ISMS Implementation log
Manage documented ipformation, including records, redundancy sufficient to meet availability requirements.
through its lifecycle by faddressing the following
activities: - storage and preservation, including
preservation of legibility; - retention and disposition.

COM.02.BP.7 | Archived, or disposefl of documented information A.18.1.2.2 Appropriate procedures shall be implemented to ensure 08-39 ISMS Implementation log
Manage documented ipformation, including records, compliance with legislative, regulatory’and contractual
through its lifecycle by [addressing the following requirements related to intellectual property rights and use of
activities: - storage and preservation, including proprietary software products.
preservation of legibility; - retention and disposition.

ORG.2 Equipment management

ORG.2.BP.1 | Site equipment Site eguipment to minimize risk of Al11.21.1 Equipment shall be sited and protected to reduce the risks from 12-08 Equipment environment
environmental or otherfdamage. environmental threat§ and hazards, and opportunities for requirements

unauthorized access.

ORG.2.BP.1 | Site equipment Site eguipment to minimize risk of A11.23.1 Power and teleeemmunications cabling carrying data or 12-08 Equipment environment
environmental or otherfdamage. supporting,information services shall be protected from requirements

interception; interference or damage.

ORG.2.BP.2 | Assure continuity in service provision Assure Al11.22.1 Equipment shall be protected from power failures and other 12-08 Equipment environment
continuity in the provisjon of utilities and services to disruptions caused by failures in supporting utilities. requirements
equipment.

ORG.2.BP.3 | Maintain equipment Maintain equipment to ensure Al11.24.1 Equipment shall be correctly maintained to ensure its continued 12-09 Equipment maintenance
its continued availability and integrity. availability and integrity. requirements

ORG.2.BP.3 | Maintain equipment Ctaintain equipment to ensure A134.1.1 Networks shall be managed and controlled to protect information| | 08-08 Code validity confirmation
its continued availability and integrity. in systems and applications. record

ORG.2.BP.4 | Manage offsite equipment Manage equipment used Al11.2.6.1 Security shall be applied to off-site assets taking into account thg 06-04 Equipment offsite
offsite to ensure integrfty of operation. different risks of working outside the organization’s premises. management procedure

ORG.2.BP.5 |Assure information integrity Assure the integrity.of Al11.2.7.1 All items of equipment containing storage media shall be verified| | 08-19 Data removal verification
information when equipment is withdrawn from to ensure that any sensitive data and licensed software has beel record
service. removed or securely overwritten prior to disposal or re-use.

ORG.2.BP.6 |Control equipment rglocation Control equipment A11.25.1 Equipment, information or software shall not be taken off-site 08-29 Equipment removal
relocation. without prior authorization. approval record

ORG.3 Human resource employment/management

ORG.3.BP.1 | Define roles and resgonsihilities of employees A.07.1.2.1 The contractual agreements with employees and contractors 01-2 Employee agreement
Define roles and responsibilities of employees, shall state their and the organization’s responsibilities for
contractors and third party<users. information security.
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Base practice Base pragtice description ISOAEC 27001 Associated singularrequirement— Information item
reference Requirement
reference

ORG.3.BP.2 | Screen prospective gmployees Screen prospective A.07.11.1 Background verification checks on all candidates for employmen 08-28 Employment candidate
employees in accordarce with relevant laws, shall be carried out in accordance with relevant laws; yegulations screening review result
regulations and ethics,|and in proportional to the and ethics and shall be proportional to the business
business requirementg and the perceived risks. requirements, the classification of the information to be accessed

and the perceived risks.

ORG.3.BP.3 | Confirm employee agreement Confirm agreement A.07.1.2.1 The contractual agreements with employees and contractors 08-27 Employee terms and
of prospective employges to the terms and conditions shall state their and the organization’s’responsibilities for conditions approval record
of their employment cgntract. information security.

ORG.3.BP.3 | Confirm employee agreement Confirm agreement A.09.3.1.1 Users shall be required to follow ther organization’s practices in 08-27 Employee terms and
of prospective employeges to the terms and conditions the use of secret authentication\information. conditions approval record
of their employment cdntract.

ORG.3.BP.4 | Apply employment tgrms and conditions Apply the A.07.21.1 Management shall require.all employees and contractors to appl 08-26 Employee security
terms and conditions of employment are applied. information security imaccordance with the established policies performance appraisal record

and procedures af the organization.

ORG.3.BP.6 | Apply disciplinary mgasures Apply disciplinary A.07.2.3.1 There shall be'a formal [and communicated] disciplinary process 08-25 Employee disciplinary
measures to employeds that have committed a in place tq take action against employees who have committed action record
breech of the agreed cpnditions of employment. an information security breach.

ORG.3.BP.7 | Manage employment|termination Define and A.07.3.1.1 Information security responsibilities and duties that remain valid 03-41 Termination of
assign responsibilities for performing employment afterdérmination or change of employment shall be defined, employment roles and
termination or change pf employment. [eammunicated to the employee or contractor and enforced.] responsibilities

ORG.3.BP.8 |Return of assets On termination of employment, A.08.1.4.1 All employees and external party users shall return all of the 08-57 Return of assets
employees return all of the organization's assets in organizational assets in their possession upon termination of the| confirmation record
their possession. employment, contract or agreement.

ORG.3.BP.9 |[Remove employee adcess to information A.09:2.6.1 The access rights of all employees and external party users to 08-24 Employee access rights
resources Remove emMployee access to information information and information processing facilities shall be remove removal record
resources upon terminpation of their employment. upon termination of their employment, contract or agreement, or

adjusted upon change.
COM.03 Human resource managemept

COM.03.BP.1 | Identify organisational competencies Identify the 07.2.1 The organization shall: a) determine the necessary competence 12-17 Organisational
competencies required by the organization. of person(s) doing work under its control that affects its competence requirements

information security performance;

COM.03.BP.2 | Evaluate competencg of personnél/Evaluate the 07.2.2 The organization shall: b) ensure that these persons are 08-74 Training record

competence of the per|

sonnel

competent on the basis of appropriate education, training, or
experience;
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Base practice Base pragtice description ISOAEC 27001 Associated singularrequirement— Information item
reference Requirement
reference

COM.03.BP.2 | Evaluate competencg of personnel Evaluate the 07.3.1 Persons doing work under the organization’s control shall be 08-74 Training record
competence of the personnel aware of: a) the information security policy; b) their ¢ontribution tp

the effectiveness of the information security management systeny,
including the benefits of improved information security
performance; and c) the implications of not conforming with the
information security management system-requirements.

COM.03.BP.2 | Evaluate competencg of personnel Evaluate the A.07.2.2.1 All employees of the organization and; Where relevant, 08-74 Training record
competence of the personnel contractors shall receive appropriaté awareness education and

training and regular updates in organizational policies and
procedures, as relevant for theirjob function.

COM.03.BP.3 | Take action to acquirp ncessary competencies 07.2.2 The organization shall: b),ensure that these persons are 08-74 Training record
Where applicable, takq actions to acquire the competent on the basis of appropriate education, training, or
necessary competence (hiring, human resources experience;
mobility, sub-contractirjg, training, coaching etc)

COM.03.BP.3 | Take action to acquirp ncessary competencies 07.2.3 The organization'shall: c) where applicable, take actions to 08-73 Training provision action
Where applicable, takq actions to acquire the acquire the figcessary competence, [and evaluate the log
necessary competencg (hiring, human resources effectiveness 'of the actions taken; and]
mobility, sub-contractirjg, training, coaching etc)

COM.03.BP.3 | Take action to acquirp ncessary competencies 07.3.1 Persons doing work under the organization’s control shall be 08-74 Training record
Where applicable, takg actions to acquire the aware of: a) the information security policy; b) their contribution tp
necessary competence (hiring, human resources the effectiveness of the information security management systen,
mobility, sub-contractirjg, training, coaching etc) including the benefits of improved information security

performance; and c) the implications of not conforming with the
information security management system requirements.

COM.03.BP.3 | Take action to acquire ncessary competencies A072.2.1 All employees of the organization and, where relevant, 08-74 Training record
Where applicable, takq actions to acquire the contractors shall receive appropriate awareness education and
necessary competencg (hiring, human resources training and regular updates in organizational policies and
mobility, sub-contractirjg, training, coaching etc) procedures, as relevant for their job function.

COM.03.BP.4 | Demonstrate awarengss of role Each individual 07.2.2 The organization shall: b) ensure that these persons are 08-74 Training record
demonstrates their understanding of their role-and competent on the basis of appropriate education, training, or
activities in achieving grgansational objectiyes: experience;

COM.03.BP.4 | Demonstrate awarengss of role Each individual 07.3.1 Persons doing work under the organization’s control shall be 08-74 Training record
demonstrates their understanding of their'role and aware of: @) the information security policy; b) their contribution tp
activities in achieving grgansationakobjectives. the effectiveness of the information security management systen,

including the benefits of improved information security
performance; and c) the implications of not conforming with the
information security management system requirements.
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Base practice Base pragtice description ISOAEC 27001 Associated singularrequirement— Information item
reference Requirement
reference

COM.03.BP.4 | Demonstrate awarengss of role Each individual A.07.2.2.1 All employees of the organization and, where relevant, 08-74 Training record
demonstrates their understanding of their role and contractors shall receive appropriate awareness education and
activities in achieving grgansational objectives. training and regular updates in organizational policies‘and

procedures, as relevant for their job function.
COM.04 Improvement
TEC.04 Incident management

TEC.04.BP.1 |Record incidents Redord and classify incidents. A16.1.2.1 Information security events shall be,reported through appropriatd | 08-64 Security incident request
management channels as quicklysas possible. record

TEC.04.BP.1 |Record incidents Redord and classify incidents. A.16.1.3.1 Employees and contractors (using the organization’s information 08-64 Security incident request
systems and services shall-herequired to note and report any record
observed or suspected, infofmation security weaknesses in
systems or services.

TEC.04.BP.2 | Analyse incidents Pripritise and analyse incidents. A.16.1.4.1 Information security events shall be assessed and it shall be 08-63 Security incident impact
decided if they are to be classified as information security evaluation result
incidents.

TEC.04.BP.3 |Resolve incidents Relsolve and close incidents. A.16.15.1 Information security incidents shall be responded to [in 08-62 Security incident
accordance with the documented procedures.] disposition record

ORG .4 Infrastructure and work envirgnment

ORG.4.BP.1 |Define requirements Pefine the requirements for Al1111.1 Security perimeters shall be defined [and used] to protect areas 12-27 Work environment
infrastructure and worl environment to support that contain either sensitive or critical information and informatio structure requirements
processes. processing facilities.

ORG.4.BP.1 | Define requirements Pefine the requirements for Al1%%2.1 Secure areas shall be protected by appropriate entry controls to 12-27 Work environment
infrastructure and worl environment to support ensure that only authorized personnel are allowed access. structure requirements
processes.

ORG.4.BP.1 | Define requirements Pefine the requirements for A11.1.3.1 Physical security for offices, rooms and facilities shall be 12-27 Work environment
infrastructure and worl environment to support designed [and applied]. structure requirements
processes.

ORG.4.BP.1 |Define requirements Pefine the requirements-for Al11.14.1 Physical protection against natural disasters, malicious attack or 12-27 Work environment
infrastructure and worl environment to suppert accidents shall be designed [and applied]. structure requirements
processes.

ORG.4.BP.1 |Define requirements Pefine the requirements for Al12.44.1 The clocks of all relevant information processing systems within 12-12 Information infrastructure
infrastructure and worl environment'to support an organization or security domain shall be synchronised to a requirements
processes. single reference time source.

ORG.4.BP.1 | Define requirements Pefine the requirements for A13.1.2.1 12-12 Information infrastructure

infrastructure and work

environment to support

Security mechanisms, service levels and management

requirements of all network services shall be identified and |

processes.

included in network services agreements, whether these services
are provided in-house or outsourced.

requirements
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ORG.4.BP.1 |Define requirements Pefine the requirements for A.14.26.1 Organizations shall establish and appropriately protect secure 12-12 Information infrastructure
infrastructure and worl environment to support development environments for system development@nd requirements
processes. integration efforts that cover the entire system development

lifecycle.

ORG.4.BP.2 | Define access rights Pefine access rights to the A.09.41.1 Access to information and application system’functions shall be 12-12 Information infrastructure
information resource. restricted in accordance with the access Centrol policy. requirements

ORG.4.BP.2 | Define access rights Pefine access rights to the Al12.14.1 Development, testing, and operational environments shall be 12-12 Information infrastructure
information resource. separated to reduce the risks of unauthorized access or changeg requirements

to the operational environment.

ORG.4.BP.2 | Define access rights Pefine access rights to the A.13.1.3.1 Groups of information services) users and information systems 12-12 Information infrastructure
information resource. shall be segregated on pétworks. requirements

ORG.4.BP.5 |Maintain infrastructufe and work environment Al11.11.2 Security perimeters shall be [defined and] used to protect areas 08-76 Work environment access
Control and maintain the infrastructure and work that contain either sensitive or critical information and informatiol control log
environment. processing facilities.

ORG.4.BP.5 |Maintain infrastructufe and work environment A11.1.3.2 Physical security for offices, rooms and facilities shall be 08-76 Work environment access
Control and maintain the infrastructure and work [designed and] applied. control log
environment.

ORG.4.BP.5 |Maintain infrastructufe and work environment A11.14.2 Physical protection against natural disasters, malicious attack or| | 08-76 Work environment access
Control and maintain the infrastructure and work accidents shall be [designed and] applied. control log
environment.

ORG.4.BP.5 |Maintain infrastructufe and work environment A11.1.64 Access points such as delivery and loading areas and other 08-76 Work environment access
Control and maintain the infrastructure and work points where unauthorized persons could enter the premises control log
environment. shall be controlled and, if possible, isolated from information

processing facilities to avoid unauthorized access.

ORG.4.BP.5 | Maintain infrastructufe and work environment A111.2.8.1 Users shall ensure that unattended equipment has appropriate 12-08 Equipment environment
Control and maintain the infrastructure and work protection. requirements
environment.

ORG.4.BP.6 |Control access Contrpl access to the information A.09.1.2.1 Users shall only be provided with access to the network and 08-37 Information system access
resource. network services that they have been specifically authorized to request approval record

use.

ORG.4.BP.6 | Control access Contrpl access to thednformation A.09.2.3.1 The allocation and use of privileged access rights shall be 08-37 Information system access
resource. restricted and controlled. request approval record

ORG.4.BP.6 | Control access Contrpl accesssto.the information A.09.25.1 Asset owners shall review users’ access rights [at regular 08-75 User access rights review
resource. intervals.] record

ORG.4.BP.6 |Control access Contrpl aceess to the information A.09.4.2.1 Where required by the access control policy, access to systems 08-43 Logical access control log
resource. and applications shall be controlled by a secure log-on

procedure.
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reference Requirement
reference

ORG.4.BP.6 | Control access Contrpl access to the information A.09.4.3.1 Password management systems shall be interactive and)shall 12-26 User password system
resource. ensure quality passwords. requirements

ORG.4.BP.6 |Control access Contrpl access to the information A.09.45.1 Access to program source code shall be restricted, 08-75 User access rights review
resource. record

ORG.4.BP.6 | Control access Contrpl access to the information A.12.43.1 System administrator and system operator activities shall be 08-43 Logical access control log
resource. logged [and the logs protected and regdlatly reviewed.]

ORG.4.BP.6 |Control access Contrpl access to the information A.12.4.3.2 [System administrator and system gperator activities shall be 08-37 Information system access
resource. logged] and the logs protected [ahd regularly reviewed.] request approval record

ORG.4.BP.6 |Control access Contrpl access to the information A.12.4.3.3 [System administrator and system operator activities shall be 08-43 Logical access control log
resource. logged and the logs proteeted}and regularly reviewed.

ORG.4.BP.7 |Protect the informati¢pn resource Take steps, as A.09.44.1 The use of utility programs'that might be capable of overriding 12-12 Information infrastructure
appropriate, to protect the information resource from system and application,eontrols shall be restricted and tightly requirements
abuse. controlled.

ORG.4.BP.7 |Protect the informatign resource Take steps, as Al12.41.1 Event logs reeording user activities, exceptions, faults and 08-22 Electronic transactions
appropriate, to protect the information resource from information sé€curity events shall be produced, [kept and regularl security volations log
abuse. reviewed.}

ORG.4.BP.7 |Protect the informati¢pn resource Take steps, as Al1242.1 Logging+facilities and log information shall be protected against 09-13 Logical access system
appropriate, to protect the information resource from tampering and unauthorized access. attack report
abuse.

ORG.4.BP.7 | Protect the informati¢n resource Take steps, as A126.1.1 Information about technical vulnerabilities of information systemg | 08-65 Security vulnerability scan
appropriate, to protect the information resource from being used shall be obtained in a timely fashion, the log
abuse. organization's exposure to such vulnerabilities evaluated and

appropriate measures taken to address the associated risk.

ORG.4.BP.7 |Protect the informati¢pn resource Take steps, as A13.2.3.1 Information involved in electronic messaging shall be 08-21 Electronic messaging scan
appropriate, to protect the information resource from appropriately protected. log
abuse.

ORG.4.BP.7 |Protect the informati¢pn resource Take steps, as A14.13.1 Information involved in application service transactions shall be 08-22 Electronic transactions
appropriate, to protect the information resource~from protected to prevent incomplete transmission, mis-routing, security volations log
abuse. unauthorized message alteration, unauthorized disclosure,

unauthorized message duplication or replay.

ORG.4.BP.7 | Protect the informati¢n resource Takesteps, as A18.14.1 Privacy and protection of personally identifiable information shall 03-24 Management system
appropriate, to protect the information resource from be ensured as required in relevant legislation and regulation strategy: privacy
abuse. where applicable.

ORG.4.BP.7 |Protect the informatipn resource Take steps, as A.18.1.5.1 Cryptographic controls shall be used in compliance with all 08-17 Cryptographic controls

appropriate, to protect
abuse.

the infofmation resource from

relevant agreements, legislation and regulations.

application review log

COM.05 Internal audit
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COM.05.BP.1 | Define the criteria anfl scope of each audit Define 09.2.3 a) conforms to 1) the organization’s own requirements for its 03-01 Audit objectives
the audit criteria and tHe scope of each audit. information security management system; and 2) the

requirements of this International Standard,;

COM.05.BP.1 | Define the criteria anfl scope of each audit Define 09.2.9 The organization shall: d) define the audit criteria'and scope for 04-02 Audit plan
the audit criteria and tHe scope of each audit. each audit;

COM.05.BP.1 | Define the criteria anfl scope of each audit Define A.18.2.3.1 Information systems shall be [regularly}(réviewed for compliance 03-01 Audit objectives
the audit criteria and tte scope of each audit. with the organization’s information security policies and

standards.

COM.05.BP.2 | Select auditors Selegt auditors to ensure objectivity 09.2.10 The organization shall: e) select\auditors and conduct audits that 08-04 Auditor list
and the impartiality of the audit process. ensure objectivity and the impartiality of the audit process;

COM.05.BP.3 | Conduct audits Condpct audits according to the 09.2.1 The organization shall cenddct internal audits [at planned 08-01 Audit (ISMS) log
defined criteria ensuring objectivity and the intervals] to provide infermation on whether the information
impartiality of the audit| process. security management.system:

COM.05.BP.3 | Conduct audits Condpct audits according to the 09.2.12 The organization'shall: g) retain [documented] information as 08-01 Audit (ISMS) log
defined criteria ensuri|g objectivity and the evidence [ofthevaudit programme(s) and the audit results.
impartiality of the audit|process.

COM.05.BP.3 | Conduct audits Condjct audits according to the A.15.2.1.2 Organizations shall regularly [monitor, review] and audit supplier 09-22 Supplier surveillance
defined criteria ensurirjg objectivity and the service delivery. report
impartiality of the audit/process.

COM.05.BP.3 | Conduct audits Condpct audits according to the A18.21.1 The organization’s approach to managing information security 09-11 ISMS Implementation audit
defined criteria ensuring objectivity and the and its implementation (i.e. control objectives, controls, policies, report
impartiality of the audit| process. processes and procedures for information security) shall be

reviewed independently [at planned intervals or when significant
changes occur.]

COM.05.BP.3 | Conduct audits Condjct audits according to the A118.2.1.1 The organization’s approach to managing information security 09-01 Audit result
defined criteria ensurirjg objectivity and the and its implementation (i.e. control objectives, controls, policies,
impartiality of the audit|process. processes and procedures for information security) shall be

reviewed independently [at planned intervals or when significant
changes occur.]
COM.05.BP.3 | Conduct audits Condpct audits according(to the A18.2.2.1 Managers shall [regularly] review the compliance of information 09-07 Information security audit

defined criteria ensurin
impartiality of the audit]

g objectivity and the
process.

processing and procedures within their area of responsibility with
the appropriate security policies, standards and any other
security requirements.

report

TOP.1 Leadership
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Base practice
reference

Base pr

tice descripntion
™

ISOQUEC 27001

Associated s'ng arreg irement

Requirement
reference

Information item

TOP.1.BP.1

Determine external a
relevant to the organ
impacts Determine e
are relevant to the pur
organization and that g
intended outcome(s) o
management system.

issues refers to establi
context of the organizg
of ISO 31000:2009)

hd internal issues that are
zation and analyze their
ternal and internal issues that
ose of the assessed

ffect its ability to achieve the
its information security
NOTE: Determining these
Ehing the external and internal
tion considered in Clause 5.3

04.1.1

The organization shall determine external and internal issues that
are relevant to its purpose and that affect its ability to"achieve thg
intended outcome(s) of its information security management
system.

03-19 Management system
strategy: external and internal
issues

TOP.1.BP.1

Determine external a
relevant to the organ
impacts Determine e
are relevant to the pur
organization and that g
intended outcome(s) o
management system.

issues refers to establi
context of the organizg
of ISO 31000:2009)

hd internal issues that are
zation and analyze their
ternal and internal issues that
ose of the assessed

ffect its ability to achieve the
its information security
NOTE: Determining these
Ehing the external and internal
tion considered in Clause 5.3

04.2.2

The organization shall determiné: b) the requirements of these
interested parties relevantto information security.

12-15 MS Interested parties MS
expectations

TOP.1.BP.2

Determine the intereg

ted parties and analyze their

requirements Determnfine the interested parties that

are relevant to the info|
system and establish g
(NOTE: The requirems
include legal and regul
contractual obligations|

mation security management
ppropriate contacts with them.
nts of interested parties may
ptory requirements and

)

04.2.1

The‘organization shall determine: a) interested parties that are
relevant to the information security management system;

03-27 MS Interested parties

TOP.1.BP.3

Determine the scope
management system
applicability of the info
system, taking into corj
organization, the requi
parties and the interfad
activities performed byj
that are performed by

of the information security
Determine the boundaries and
mation security management
sideration the context of the
ements of the interested

es and dependencies between
the organization,‘and those
ther organization;

04.3.1

The organization shall determine the boundaries and applicability
of the information security management system to establish its
scope.

03-16 Management system
(ISMS) scope
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Requirement
reference

Information item

TOP.1.BP.3

Determine the scope
management system
applicability of the info

of the information security
Determine the boundaries and
mation security management

system, taking into corjsideration the context of the

organization, the requi

ements of the interested

parties and the interfades and dependencies between
activities performed by|the organization, and those

that are performed by

bther organization.

04.3.2

When determining this scope, the organization shall consider: a)
the external and internal issues referred to in 4.1; b)he
requirements referred to in 4.2; and c) interfaces and
dependencies between activities performed by-the)organization,
and those that are performed by other organizations.

03-16 Management system
(ISMS) scope

TOP.1.BP.3

Determine the scope
management system
applicability of the info

of the information security
Determine the boundaries and
mation security management

system, taking into corjsideration the context of the

organization, the requi

ements of the interested

parties and the interfages and dependencies between
activities performed by|the organization, and those

that are performed by

ther organization.

05.2.1

Top management shall establish/an‘information security policy
that: a) is appropriate to the purpose of the organization; b)
includes information security objectives (see 6.2) or provides the
framework for setting information security objectives; c) includes
a commitment to satisfy applicable requirements related to
information security; @nd d) includes a commitment to continual
improvement of the information security management system.

05-08 Management system
(ISMS) policy

TOP.1.BP.3

Determine the scope
management system
applicability of the info

of the information security
Determine the boundaries and
mation security management

system, taking into corjsideration the context of the

organization, the requi

ements of the interested

parties and the interfades and dependencies between
activities performed by|the organization, and those

that are performed by

bther organization.

06.2.1

The organization shall establish information security objectives a
relevant fugetions and levels.

03-21 Management system
strategy: information security
objectives

TOP.1.BP.3

Determine the scope
management system
applicability of the info

of the information security
Determine the boundaries and
mation security management

system, taking into corjsideration the context of the

organization, the requi

ements of the interested

parties and the interfades and dependencies between
activities performed by|the organization, and those

that are performed by

ther organization.

A.05.01.1

A set of policies for information security shall be defined,
[approved by management, published and communicated to
employees and relevant external parties.]

05-08 Management system
(ISMS) policy

TOP.1.BP.4

Define an informatio

security policy .Define an

information security pdicy that is apprepriate to the

purpose of the organiz,

htion.

05.2.1

Top management shall establish an information security policy
that: a) is appropriate to the purpose of the organization; b)
includes information security objectives (see 6.2) or provides the
framework for setting information security objectives; c) includes
a commitment to satisfy applicable requirements related to
information security; and d) includes a commitment to continual
improvement of the information security management system.

05-08 Management system
(ISMS) policy

TOP.1.BP.4

Define an informatior

" L ek
SCTLUTITYy pUNLYy  UTiiic dil

information security policy that is appropriate to the
purpose of the organization.

b3
D
31l
H
H
H

A Dt:t Uf pU“LiCD fUI il IfUIIIIGltiUII SCCUl Ity Di Icl“ IUC lJCﬂI IL':L;,
[approved by management, published and communicated to
employees and relevant external parties.]

05-08 Management system
(ISMS) policy
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Base practice Base pragtice description ISOAEC 27001 Associated singularrequirement— Information item
reference Requirement
reference

TOP.1.BP.5 | Define information sgcurity objectives Define 05.2.1 Top management shall establish an information security policy 05-08 Management system
information security objectives at relevant functions that: a) is appropriate to the purpose of the organization; b) (ISMS) policy
and levels, which are measurable, consistent with the includes information security objectives (see 6.2) orprovides the
information securit ypalicy, and which take into framework for setting information security objectives; c) includes
account applicable reguirements and risk assessment a commitment to satisfy applicable requirements’related to
and risk treatment resylts. information security; and d) includes a commitment to continual

improvement of the information security management system.

TOP.1.BP.5 | Define information sgcurity objectives Define 06.2.2 The information security objectivesShall: a) be consistent with the 03-08 Information security
information security objectives at relevant functions information security policy; b) beimeasurable (if practicable); c) objectives
and levels, which are measurable, consistent with the take into account applicable information security requirements,
information securit ypalicy, and which take into and risk assessment and risk treatment results; d) be
account applicable reguirements and risk assessment communicated; and e) helupdated as appropriate.
and risk treatment resylts.

TOP.1.BP.5 |Define information sgcurity objectives Define A.05.1.1.1 A set of policies for infermation security shall be defined, 05-08 Management system
information security objectives at relevant functions [approved by management, published and communicated to (ISMS) policy
and levels, which are measurable, consistent with the employees andhrelevant external parties.]
information securit ypalicy, and which take into
account applicable requirements and risk assessment
and risk treatment resylts.

TOP.1.BP.6 |Determine process s{rategy Determine the 07.5.1.1 The_ 6rganization’s information security management system shajl 03-17 Management system
management system gnd operational process include: a) documented information required by this International strategy: documentation
strategy. Standard; and b) documented information determined by the

organization as being necessary for the effectiveness of the
information security management system.

TOP.1.BP.6 |Determine process s{rategy Determine the 07%6:3.1 Documented information required by the information security 03-17 Management system
management system gnd operational process management system and by this International Standard shall be strategy: documentation
strategy. controlled to ensure: a) it is available and suitable for use, where|

and when it is needed; and b) it is adequately protected (e.g. from
loss of confidentiality, improper use, or loss of integrity).For the
control of documented information, the organization shall addresp
the following activities, as applicable: ¢) distribution, access,
retrieval and use; d) storage and preservation, including the
preservation of legibility; €) control of changes (e.g. version
control); and f) retention and disposition.

TOP.1.BP.6 |Determine process s{rategy Determine the 08.1.1 The organization shall plan, implement and control the processe 03-25 Management system
management system gnd operational process needed to meet information security requirements, and to strategy: processes
strategy. implement the actions determined in 6.1.

TOP.1.BP.6 |Determine process s{rategy Determine the 10.2.1 The organization shall continually improve the suitability, 03-20 Management system

management system ¢

nd‘operational process

adequacy and effectiveness of the information security

strategy.

management system.

strategy: improvement
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TOP.1.BP.7 |Integrate information|security management 04.4.1 The organization shall establish, implement, maintain and 03-18 Management system
system requirements|into the business processes continually improve an information security management’system strategy: Establish
of the organization Epsure the integration of the in accordance with the requirements of this International
information securitymanagement system Standard.
requirements into the Qusiness processes of the
organization.

TOP.1.BP.7 |Integrate information|security management 05.1.1 Top management shall demonstrate l€adership and commitment 03-22 Management system
system requirements|into the business processes with respect to the information secufity management system by: strategy: management
of the organization Epsure the integration of the a) ensuring the information security policy and the information commitment
information securitymanagement system security objectives are established’and are compatible with the
requirements into the Qusiness processes of the strategic direction of the organization; b) ensuring the integration
organization. of the information security.management system requirements intp

the organization’s processes; c) ensuring that the resources
needed for the information security management system are
available; d) comfunicating the importance of effective
information security management and of conforming to the
information §ecufity management system requirements; e)
ensuring that the information security management system
achieves its intended outcome(s); f) directing and supporting
persons+to contribute to the effectiveness of the information
seeurity management system; g) promoting continual
improvement; and h) supporting other relevant management roles
to demonstrate their leadership as it applies to their areas of
responsibility.

TOP.1.BP.7 |Integrate information|security management 07.51.1 The organization’s information security management system shajl 03-17 Management system
system requirements]|into the business processes include: a) documented information required by this International strategy: documentation
of the organization Epsure the integration of the Standard; and b) documented information determined by the
information securitymanagement system organization as being necessary for the effectiveness of the
requirements into the Business processes of the information security management system.
organization.

TOP.1.BP.7 |Integrate information|security management 07.5.3.1 Documented information required by the information security 03-17 Management system
system requirements]|into the business processes management system and by this International Standard shall be strategy: documentation
of the organization Epsure the integration ofjthe controlled to ensure: a) it is available and suitable for use, where
information securitymanagement system and when it is needed; and b) it is adequately protected (e.g. from
requirements into the Qusiness processes of the loss of confidentiality, improper use, or loss of integrity).For the
organization. control of documented information, the organization shall addresp

the following activities, as applicable: ¢) distribution, access,
retrieval and use; d) storage and preservation, including the
preservation of legibility; e) control of changes (e.g. version
control); and f) retention and disposition.
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Base practice Base pragtice description ISOAEC 27001 Associated singularrequirement— Information item
reference Requirement
reference
TOP.1.BP.7 |Integrate information|security management 08.1.6 The organization shall ensure that outsourced processes are 03-23 Management system
system requirements]|into the business processes determined and controlled. strategy: outsourcing
of the organization Epsure the integration of the
information securitymanagement system
requirements into the Qusiness processes of the
organization.
COM.06 Management review
COM.06.BP.1 | Identify the objectivep for management system 09.3.3 The management review shall inelude’consideration of: a) the 03-15 Management review
review Objectives for fleviewing the information status of actions from previous miamagement reviews; b) change objectives
security management $ystem include:- the status of in external and internal issugS'that are relevant to the informatio
actions from previous fnanagement reviews into security management system;”c) feedback on the information
consideration. - consideration of changes in external security performance, including trends in: 1) nonconformities and
and internal issues that are relevant to the corrective actions; 2)menitoring and measurement results; 3)
information security management system- consider audit results; andA) fulfilment of information security objectives;
the information on the |nformation security d) feedback from\interested parties; e) results of risk assessmen
performance. - considgr the feedback from interested and status of risk’treatment plan; and f) opportunities for continugl
parties. - consider the fesults of risk assessment and improvement:
status of risk treatmen{ plan. - consider the
opportunities for contiual improvement.
COM.06.BP.2 | Assess status and pgrformance of activities Top 09.3.1 Tapumanagement shall review the organization's information 08-46 Management review result
management conduct feviews of the organization’s security management system [at planned intervals] to ensure its
information security m@gnagement system to ensure continuing suitability, adequacy and effectiveness.
its continuing suitability, adequacy and effectiveness.
COM.06.BP.3 | Identify risks, problefs and opportunities for 09.3:4 The outputs of the management review shall include decisions 08-44 Management review action
improvement Identify frisks, problems, and related to continual improvement opportunities and any needs fo log
opportunities related td improvement, and the need changes to the information security management system.
for changes to the infofmation security management
system.
COM.06.BP.4 | Make decisions Make decisions related to continual 09.3.4 The outputs of the management review shall include decisions 08-44 Management review action
improvement opportunjties and any need for changes related to continual improvement opportunities and any needs fo log
to the information secyrity management system. changes to the information security management system.
COM.07 Non-conformity managemenit
COM.07.BP.1 | Identify non-conformjties Identify fion-conformities. 10.1.1 When a nonconformity occurs .. 08-50 Non-conformity record
COM.07.BP.2 | Resolve and close ndn-conformities Resolve and 10.1.2 [When a nonconformity occurs], the organization shall: a) react t¢ | 08-49 Non-conformity disposition

close non-conformities

the nonconformity, and as applicable: 1) take action to control
and correct it; and

record
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COM.07.BP.3 | Determine cause of non-conformities Determine 10.1.4 [When a nonconformity occurs, the organization shall: b)|evaluate | 08-15 Corrective action request
the cause of selected fon-conformities. the need for action to eliminate the causes of nonconformity, in root cause analysis result

order that it does not recur or occur elsewhere, by 1) reviewing
the nonconformity;] 2) determining the causes efithe
nonconformity; and 3) determining if similar nenconformities exisf,
or could potentially occur;

COM.07.BP.4 | Determine the need fpr action Determine the need 10.1.3 [When a nonconformity occurs], the organization shall: b) 08-12 Correction action log
for action to eliminate the causes of non-conformities. evaluate the need for action to elimifate the causes of

nonconformity, in order that it do€s not recur or occur elsewhere
[by: 1) reviewing the nonconformity; 2) determining the causes o
the nonconformity; and 3) déteymining if similar nonconformities
exist, or could potentially ©©oceur;]

COM.07.BP.4 | Determine the need fpr action Determine the need 10.1.8 Corrective actions shall\be appropriate to the effects of the 03-02 Corrective action change
for action to eliminate the causes of non-conformities. nonconformities encountered. proposal

COM.07.BP.5 | Implement selected gction proposals Implement a 10.1.5 [When a noncanfermity occurs], the organization shall: c) 08-13 Corrective action change
selected action proposgl. implement any action needed; proposal approval record

COM.07.BP.5 | Implement selected gction proposals Implement a 10.1.7 [When anonconformity occurs], the organization shall: e) make 08-13 Corrective action change
selected action propospl. changes\to the information security management system, if proposal approval record

necessary.

COM.07.BP.6 | Confirm change effeqtiveness Confirm the 10.1.6 [When a nonconformity occurs], the organization shall: d) review 08-16 Corrective action
effectiveness of changgs to eliminate the non- the effectiveness of any corrective action taken; and verification record
conformities.

COM.09 Operational implementation fand control

COM.09.BP.1 | Allocate roles, responsibilities and authorities 05.3.1 Top management shall ensure that the responsibilities and 08-61 Roles and responsibilities
Allocate the required rgles, responsibilities and authorities for roles relevant to information security are assigned assignment record
authorities. [and communicated.]

COM.09.BP.1 | Allocate roles, responsibilities and authorities A.06.1.1.2 All information security responsibilities shall be [defined and] 08-61 Roles and responsibilities
Allocate the required rgles, responsibilities and allocated. assignment record
authorities.

COM.09.BP.2 | Allocate resources Allocate and apply the, required 07.1.2 The organization shall [determine and] provide the resources 08-47 MS Resources provision
resources. needed for the establishment, implementation, maintenance and record

continual improvement of the information security management
system.
COM.09.BP.3 | Perform process actiyities Implement actions taken 06.1.2.4 The organization shall [define and] apply an information security 08-39 ISMS Implementation log

to achieve the managg

mentisystem objectives.

risk assessment process that: a) establishes and maintains
information security risk criteria that include: 1) the risk

acceptance criteria: and 2) criteria for performing information

security risk assessments;
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reference Requirement
reference
COM.09.BP.3 | Perform process actiyities Implement actions taken 06.1.3.2 The organization shall [define and] apply an information security 08-39 ISMS Implementation log
to achieve the managgment system objectives. risk treatment process to..
COM.09.BP.3 | Perform process actiyities Implement actions taken 08.1.2 The organization shall also implement plans to achieve 08-39 ISMS Implementation log
to achieve the managgment system objectives. information security objectives determined in 6.2,
COM.09.BP.3 | Perform process actiyities Implement actions taken 09.2.4 b) is effectively implemented [and maintained}: 08-39 ISMS Implementation log
to achieve the managgment system objectives.
COM.09.BP.3 | Perform process actiyities Implement actions taken 09.2.7 The organization shall: c) [plan, establish,] implement and 08-39 ISMS Implementation log
to achieve the managgment system objectives. maintain an audit programme(s)¢incldding the frequency,
methods, responsibilities, planhing’requirements and reporting.
COM.09.BP.3 | Perform process actiyities Implement actions taken A.06.2.1.2 A policy and supporting sectirity measures shall be adopted to 08-39 ISMS Implementation log
to achieve the managgment system objectives. manage the risks introduced by using mobile devices.
COM.09.BP.3 | Perform process actiyities Implement actions taken A.06.2.2.3 A [policy and supporting security measures] shall be implementefd | 08-39 ISMS Implementation log
to achieve the managgment system objectives. to protect information accessed, processed or stored at
teleworking sités:
COM.09.BP.3 | Perform process actiyities Implement actions taken A.08.1.3.3 Rules for thedacceptable use of information and of assets 08-39 ISMS Implementation log
to achieve the managgment system objectives. associated with information and information processing facilities
shall be fidentified, documented and] implemented.
COM.09.BP.3 | Perform process actiyities Implement actions taken A.08.2.2.2 An-appropriate set of procedures for information labelling shall b¢ | 08-39 ISMS Implementation log
to achieve the managgment system objectives. [developed and] implemented in accordance with the informationy
classification scheme adopted by the organization.
COM.09.BP.3 | Perform process actiyities Implement actions taken A.08.2.3.2 Procedures for handling assets shall be [developed and] 08-39 ISMS Implementation log
to achieve the managgment system objectives. implemented in accordance with the information classification
scheme adopted by the organization.
COM.09.BP.3 | Perform process actiyities Implement actions taken A08.3.1.2 [Procedures shall be] implemented [for the management of 08-39 ISMS Implementation log
to achieve the managgment system objectives. removable media in accordance with the classification scheme
adopted by the organization.]
COM.09.BP.3 | Perform process actiyities Implement actions taken A.09.2.1.2 A formal user registration and de-registration process shall be 08-39 ISMS Implementation log
to achieve the managgment system objectives: implemented to enable assignment of access rights.
COM.09.BP.3 | Perform process actiyities Implement actions taken A.09.2.2.1 A formal user access provisioning process shall be implemented| | 08-39 ISMS Implementation log
to achieve the managgment system objegtives. to assign or revoke access rights for all user types to all systems
and services.
COM.09.BP.3 | Perform process actiyities Implément actions taken A.09.2.4.2 [The allocation of secret authentication information] shall be 08-39 ISMS Implementation log
to achieve the managgment systenT objectives. controlled [through a formal management process.]
COM.09.BP.3 | Perform process actiyities\implement actions taken A.10.1.1.2 A policy on the use of cryptographic controls for protection of 08-39 ISMS Implementation log

to achieve the managg

ment.system objectives.

information shall be [developed and] implemented.
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COM.09.BP.3 | Perform process actiyities Implement actions taken A.10.1.2.2 A policy on the use, protection and lifetime of cryptographic’keys| | 08-39 ISMS Implementation log
to achieve the managgment system objectives. shall be [developed and] implemented through their whole

lifecycle.

COM.09.BP.3 | Perform process actiyities Implement actions taken A11.15.2 Procedures for working in secure areas shall be-{designed and] 08-39 ISMS Implementation log
to achieve the managgment system objectives. applied.

COM.09.BP.3 | Perform process actiyities Implement actions taken A.11.2.9.2 A clear desk policy for papers and remavable storage media and | 08-39 ISMS Implementation log
to achieve the managgment system objectives. a clear screen policy for information.processing facilities shall be|

adopted.

COM.09.BP.3 | Perform process actiyities Implement actions taken A12.21.1 Detection, prevention and recovery controls to protect against 08-39 ISMS Implementation log
to achieve the managgment system objectives. malware shall be implemented) combined with appropriate user

awareness.

COM.09.BP.3 | Perform process actiyities Implement actions taken A.12.5.1.2 Procedures shall be implemented to control the installation of 08-39 ISMS Implementation log
to achieve the managgment system objectives. software on operational systems.

COM.09.BP.3 | Perform process actiyities Implement actions taken A12.6.2.1 Rules governing the installation of software by users shall be 08-39 ISMS Implementation log
to achieve the managgment system objectives. [established{ahd] implemented.

COM.09.BP.3 | Perform process actiyities Implement actions taken A.16.1.7.3 The organization shall [define and] apply procedures for the 09-08 Information security
to achieve the managgment system objectives. identification, collection, acquisition and preservation of incident report

information, [which can serve as evidence.]

COM.09.BP.3 | Perform process actiyities Implement actions taken A17.1.2.2 The organization shall [establish, document], implement [and 08-39 ISMS Implementation log
to achieve the managgment system objectives. maintain] processes, procedures and controls to ensure the

required level of continuity for information security during an
adverse situation.

COM.09.BP.3 | Perform process actiyities Implement actions taken A1724.1 Information processing facilities shall be implemented with 08-39 ISMS Implementation log
to achieve the managgment system objectives. redundancy sulfficient to meet availability requirements.

COM.09.BP.3 | Perform process actiyities Implement actions taken A.18.1.2.2 Appropriate procedures shall be implemented to ensure 08-39 ISMS Implementation log
to achieve the managgment system objectives. compliance with legislative, regulatory and contractual

requirements related to intellectual property rights and use of
proprietary software products.

COM.09.BP.4 | Review process actiVfities Review suitability‘and 06.1.2.5 b) ensures that repeated information security risk assessments 08-59 Risk assessment process
effectiveness of the acfions required to achieve the produce consistent, valid and comparable results; effectiveness evaluation result
management system dbjectives.

COM.09.BP.4 | Review process actiVities Review.suitability and 07.2.4 The organization shall: c) [where applicable, take actions to 08-72 Training effectiveness
effectiveness of the acfions required’to achieve the acquire the necessary competence, and] evaluate the evaluation result
management system dbjectiyves, effectiveness of the actions taken; and

COM.09.BP.4 | Review process actiVjiti€s’Review suitability and 08.1.4 The organization shall [control planned changes] and review the 08-40 ISMS Implementation
effectiveness of the acfionsrequired to achieve the consequences of unintended changes, taking action to mitigate review record
management system objectives. any adverse effects, as necessary.
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™

ISOQUEC 27001

Associated s'ng arreg irement

Requirement
reference

Information item

COM.09.BP.4

Review process acti
effectiveness of the ac|
management system d

ities Review suitability and
ions required to achieve the
bjectives.

08.1.4

The organization shall [control planned changes] and réview the
consequences of unintended changes, taking actioncto mitigate
any adverse effects, as necessary.

08-53 Process change request
review record

COM.09.BP.4

Review process acti
effectiveness of the ac|
management system d

ities Review suitability and
ions required to achieve the
bjectives.

08.1.5

The organization shall control planned changes'{and review] the
consequences of unintended changes, taking action to mitigate
any adverse effects, as necessary.

08-54 Process change review
record

COM.09.BP.4

Review process actiV
effectiveness of the ac
management system g

ities Review suitability and
ions required to achieve the
bjectives.

09.2.5

b) is [effectively implemented] and maintained.

08-40 ISMS Implementation
review record

COM.09.BP.4

Review process actiV
effectiveness of the ac
management system g

ities Review suitability and
ions required to achieve the
bjectives.

A.05.1.2.1

The policies for information Security shall be reviewed [at planne
intervals] or if significant ¢hanges occur to ensure their continuin
suitability, adequacy and ‘effectiveness.

08-40 ISMS Implementation
review record

COM.09.BP.4

Review process acti
effectiveness of the ac|
management system d

ities Review suitability and
ions required to achieve the
bjectives.

A.09.1.1.3

An access control-palicy shall be [established, documented and]
reviewed based-on business and information security
requirementss:

08-40 ISMS Implementation
review record

COM.09.BP.4

Review process actiV
effectiveness of the ac]
management system g

ities Review suitability and
ions required to achieve the
bjectives.

Al121.2.1

Changes.to the organization, business processes, information
processingfacilities and systems that affect information security
shall.be‘controlled.

08-54 Process change review
record

COM.09.BP.4

Review process actiV
effectiveness of the ac
management system g

ities Review suitability and
ions required to achieve the
bjectives.

A.12.4.1.3

Event logs recording user activities, exceptions, faults and
information security events shall be [produced, kept and)]
regularly reviewed.

08-23 Electronic transactions
security volations log review
record

COM.09.BP.4

Review process acti
effectiveness of the ac
management system g

ities Review suitability and
ions required to achieve the
bjectives.

A.12.4.3.3

[System administrator and system operator activities shall be
logged and the logs protected] and regularly reviewed.

08-70 System activity log review
record

COM.09.BP.4

Review process acti
effectiveness of the ac|
management system d

ities Review suitability and
ions required to achieve the
bjectives.

A12.7.1.2

Audit requirements and activities involving verification of
operational systems shall be [carefully planned and] agreed to
minimise disruptions to business processes.

08-40 ISMS Implementation
review record

COM.09.BP.4

Review process actiV
effectiveness of the ac]
management system d

ities Review suitability and
ions required to achieve the
bjectives.

A.13.24.2

Requirements for confidentiality or non-disclosure agreements
reflecting the organization’s needs for the protection of
information shall be [identified, regularly] reviewed [and
documented.]

08-40 ISMS Implementation
review record

COM.09.BP.4

Review process acti
effectiveness of the ac|
management system d

ities Review<Suitability and
ions requiredyto achieve the
bjectives.

A.14.23.1

When operating platforms are changed, business critical
applications shall be reviewed and tested to ensure there is no
adverse impact on organizational operations or security.

08-40 ISMS Implementation
review record

COM.09.BP.4

Review process actiV
effectiveness of the ac

ities Review suitability and
ions required to achieve the

A14.27.1

The organization shall supervise and monitor the activity of
outsourced system development.

management system

biadt
OjeCtvesST

08-40 ISMS Implementation
review record
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COM.09.BP.4 | Review process actiVfities Review suitability and A.15.2.1.1 Organizations shall regularly monitor, review [and audit] supplier 08-40 ISMS Implementation
effectiveness of the acfions required to achieve the service delivery. review record
management system dbjectives.

COM.09.BP.4 | Review process actiVities Review suitability and A17.1.3.1 The organization shall verify the established ahé\implemented 08-40 ISMS Implementation
effectiveness of the acfions required to achieve the information security continuity controls [at regujar intervals] in review record
management system dbjectives. order to ensure that they are valid and effeetive during adverse

situations.

COM.09.BP.4 | Review process actiVfities Review suitability and A.18.2.1.1 The organization’s approach to managing information security 08-40 ISMS Implementation
effectiveness of the acfions required to achieve the and its implementation (i.e. contrel @bjectives, controls, policies, review record
management system dbjectives. processes and procedures ferinformation security) shall be

reviewed independently [at planned intervals or when significant
changes occur.]

COM.09.BP.4 | Review process actiVfities Review suitability and A.18.2.2.1 Managers shall [regularly] review the compliance of information 08-40 ISMS Implementation
effectiveness of the acfions required to achieve the processing and pfocedures within their area of responsibility with review record
management system dbjectives. the appropriate security policies, standards and any other

security reqairements.

COM.09.BP.4 | Review process actiVjities Review suitability and A.18.2.3.1 Information‘systems shall be [regularly] reviewed for compliance 08-40 ISMS Implementation
effectiveness of the acfions required to achieve the with the erganization’s information security policies and review record
management system dbjectives. standards.

COM.09.BP.5 | Correct deviations Cgrrect deviations from planned 08.1.5 The organization shall control planned changes [and review] the 11-4 Process change request
arrangements when tafgets are not achieved. consequences of unintended changes, taking action to mitigate

any adverse effects, as necessary.

COM.09.BP.5 | Correct deviations Cgrrect deviations from planned A12.12.1 Changes to the organization, business processes, information 11-4 Process change request
arrangements when tafgets are not achieved. processing facilities and systems that affect information security

shall be controlled.
COM.08 Operational planning
COM.08.BP.1 | Identify process needs and requirements Identify 06.1.1.1 When planning for the information security management system, 03-36 Risk and opportunity
process needs and reduirements. the organization shall consider the issues referred to in 4.1 and identification criteria
the requirements referred to in 4.2 [and determine the risks and
opportunities that need to be addressed to: a) ensure the
information security management system can achieve its
intended outcome(s); b) prevent, or reduce, undesired effects;
and c) achieve continual improvement.]

COM.08.BP.1 | Identify process needs and reguirements Identify 06.1.2.1 The organization shall define [and apply] an information security 03-37 Risk assessment process

process needs and redquirements. risk assessment process that: a) establishes and maintains description
information security risk criteria that include: 1) the risk
acceptance criteria; and 2) criteria for performing information
SEcCUurity 1ISK assessments,
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reference

Information item

COM.08.BP.1

Identify process needs and requirements ldentify

process needs and redquirements.

06.1.2.2

[The organization shall define [and apply] an informatiohsecurityj
risk assessment process that: a) establishes and maintains
information security risk criteria that include:] 1) the'\risk
acceptance criteria; [and 2) criteria for performing_information
security risk assessments;]

12-22 Risk acceptance criteria

COM.08.BP.1

Identify process needs and requirements Identify

process needs and reduirements.

06.1.2.3

[The organization shall define [and apply].an information security]
risk assessment process that: a) establishés and maintains
information security risk criteria that'include: 1) the risk
acceptance criteria; and] 2) criteria for performing information
security risk assessments;

12-06 Criteria for performing risk
assessments

COM.08.BP.1

Identify process needs and requirements ldentify

process needs and redquirements.

06.1.3.1

The organization shall define.Jand apply] an information security
risk treatment process, to: a)'select appropriate information
security risk treatment’options, taking account of the risk
assessment results; b)/determine all controls that are necessary
to implement the information security risk treatment option(s)
chosen; c) compare the controls determined in 6.1.3 b) above
with those inAnnex A and verify that no necessary controls have
been omitted; d) produce a Statement of Applicability that
contains'the necessary controls (see 6.1.3 b) and c)) and
justifieation for inclusions, whether they are implemented or not,
and'the justification for exclusions of controls from Annex A; e)
formulate an information security risk treatment plan; and f)
obtain risk owners’ approval of the information security risk
treatment plan and acceptance of the residual information
security risks.

03-39 Risk treatment process
description

COM.08.BP.1

Identify process needs and requirements Identify

process needs and reduirements.

06.2.7

When planning how to achieve its information security objectives
the organization shall determine: f) what will be done;

03-29 Process objectives

COM.08.BP.1

Identify process needs and requirements Identify

process needs and redquirements.

A.06.1.5.1

Information security shall be addressed in project management,
regardless of the type of the project.

04-12 Product /service process
lifecycle model

COM.08.BP.1

Identify process needs and requirements Identify

process needs and reduirements.

A.06.2.1.1

A policy and supporting security measures [shall be adopted] to
manage the risks introduced by using mobile devices.

05-09 Mobile device policy

COM.08.BP.1

Identify process needs and requirements.ldentify

process needs and redquirements.

A.06.2.2.1

A policy [and supporting security measures] shall be implemente]
to protect information accessed, processed or stored at
teleworking sites.

05-13 Teleworking policy

COM.08.BP.1

Identify process needs and requirements Identify

process needs and redquirements.

A.08.1.3.1

Rules for the acceptable use of information and of assets
associated with information and information processing facilities
shall be identified, [documented and implemented.]

03-05 Information asset control
objective

COM.08.BP.1

Identify process needs and requirements ldentify

A.08.2.2.1

An appropriate set of procedures for information labelling shall b

b

process needs and requirements.

developed [and implemented] in accordance with the information
classification scheme adopted by the organization.

06-07 Information labelling,
handling and storage procedure
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COM.08.BP.1 | Identify process needs and requirements Identify A.08.2.3.1 Procedures for handling assets shall be developed and(| 06-01 Asset management
process needs and redquirements. implemented ] in accordance with the information classification procedure
scheme adopted by the organization.
COM.08.BP.1 | Identify process needs and requirements Identify A.09.11.1 An access control policy shall be established, {decumented and | | 05-06 Information system access
process needs and redquirements. reviewed based on business and information Security policy
requirements.]
COM.08.BP.1 | Identify process needs and requirements Identify A.09.2.1.1 A formal user registration and de-registration process shall be 06-17 User authentication
process needs and reduirements. [implemented] to enable assignment of access rights. information control procedure
COM.08.BP.1 | Identify process needs and requirements Identify A.09.24.1 The allocation of secret authentieation information [shall be 06-17 User authentication
process needs and redquirements. controlled through] a formal(management process. information control procedure
COM.08.BP.1 | Identify process needs and requirements Identify A.10.11.1 A policy on the use of cryptagraphic controls for protection of 05-02 Cryptographic controls
process needs and redquirements. information shall be developed [and implemented.] usage policy
COM.08.BP.1 | Identify process needs and requirements ldentify A.10.1.2.1 A policy on the use, protection and lifetime of cryptographic keys| 05-03 Cryptographic key
process needs and redquirements. shall be devel@ped-[and implemented] through their whole protection and usage policy
lifecycle.
COM.08.BP.1 | Identify process needs and requirements ldentify A11.29.1 A clear desk policy for papers and removable storage media and 05-01 Clear desk policy
process needs and redquirements. a clearsereen policy for information processing facilities [shall bg
adopted.]
COM.08.BP.1 | Identify process needs and requirements Identify A12.31.4 [Backup copies of information, software and system images shal 05-04 Data backup policy
process needs and reduirements. be taken and tested regularly in accordance with an agreed]
backup policy.
COM.08.BP.1 | Identify process needs and requirements Identify A12511 Procedures shall be [implemented] to control the installation of 06-15 Software installation
process needs and redquirements. software on operational systems. procedure
COM.08.BP.1 | Identify process needs and requirements Identify A12.6.2.2 Rules governing the installation of software by users shall be 05-11 Software installation by
process needs and reduirements. established [and implemented]. users policy
COM.08.BP.1 | Identify process needs and requirements Identify A13.21.1 Formal transfer policies, [procedures and controls] shall be in 05-07 Information transfer policy
process needs and redquirements. place to protect the transfer of information through the use of all
types of communication facilities.
COM.08.BP.1 | Identify process needs and requirements Identify A13.24.1 Requirements for confidentiality or non-disclosure agreements 12-04 Confidentiality
process needs and reduirements. reflecting the organization’s needs for the protection of requirements
information shall be identified[, regularly reviewed and
documented.]
COM.08.BP.1 | Identify process needs and requifements Identify Al14.21.1 Rules for the development of software and systems shall be 05-10 Secure development policy
process needs and reduirenients. established and applied to developments within the organization
COM.08.BP.1 | Identify process needs\and requirements Identify Al14.22.1 Changes to systems within the development lifecycle shall be 06-03 Change control procedure
process needs and requirements: controlled-by-the-use-ef-formal-change-eentrol-procedures:
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COM.08.BP.1 | Identify process needs and requirements Identify A14.25.1 Principles for engineering secure systems shall be established,[ 04-12 Product /service process
process needs and redquirements. documented, maintained] and applied to any information ‘'System lifecycle model

implementation efforts.

COM.08.BP.1 | Identify process needs and requirements Identify A.14.28.1 Testing of security functionality shall be carried’eut during 04-12 Product /service process
process needs and redquirements. development. lifecycle model

COM.08.BP.1 | Identify process needs and requirements Identify A15.11.1 Information security requirements for mijtigating the risks 05-12 Supplier relationship
process needs and redquirements. associated with supplier's access to.the organization’s assets information security policy

[shall be agreed with the supplier,and documented.]

COM.08.BP.1 | Identify process needs and requirements Identify A.16.1.5.2 Information security incidents shall’be responded to in 06-14 Security incident
process needs and redquirements. accordance with the [documiented] procedures. management procedure

COM.08.BP.1 | Identify process needs and requirements ldentify Al17.1.2.1 The organization shall establish, [document], implement [and 06-02 Business continuity
process needs and redquirements. maintain] processes, pfocedures and controls to ensure the procedure

required level of continuity for information security during an
adverse situation:

COM.08.BP.1 | Identify process needs and requirements Identify A18.1.2.1 Appropriateprocedures [shall be implemented] to ensure 06-11 Protection of intellectual
process needs and redquirements. compliance with legislative, regulatory and contractual property rights procedure

requirements related to intellectual property rights and use of
proprietary software products.

COM.08.BP.3 | Determine the set of fctivities that transform the A.06.2.2.2 A\policy and] supporting security measures [shall be 06-16 Teleworking procedure
inputs into outputs Determine the set of activities implemented to protect information accessed, processed or
that transform the inpufs into outputs. stored at teleworking sites.]

COM.08.BP.3 | Determine the set of fctivities that transform the A.08.3.1.1 Procedures shall be [implemented] for the management of 06-12 Removable media
inputs into outputs Determine the set of activities removable media in accordance with the classification scheme management procedure
that transform the inpus into outputs. adopted by the organization.

COM.08.BP.3 | Determine the set of activities that transform the A108.3.2.1 Media [shall be disposed of securely when no longer required,] 06-12 Removable media
inputs into outputs Determine the set of activities using formal procedures. management procedure
that transform the inpufs into outputs.

COM.08.BP.3 | Determine the set of activities that transformethe A11.15.1 Procedures for working in secure areas shall be designed [and 06-13 Secure area operating
inputs into outputs Determine the set of activities applied.] procedure
that transform the inpufs into outputs.

COM.08.BP.3 | Determine the set of fctivities that transform the Al1211.1 Operating procedures [shall be documented and made available 06-10 Operating Procedures
inputs into outputs Determine the&et.of activities to all users who need them.]
that transform the inpufs into outputs.

COM.08.BP.3 | Determine the set of activities that transform the A.13.2.1.2 Formal transfer [policies], procedures and controls shall be in 06-09 Information transfer

inputs into outputs Dj

eterming the set of activities

that transform the inpu

s\nfo’outputs.

place to protect the transfer of information through the use of all

types of communication facilities.

procedure
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Base practice Base pragtice description ISOAEC 27001 Associated singularrequirement— Information item
reference Requirement
reference

COM.08.BP.3 | Determine the set of activities that transform the A.16.1.1.2 [Management responsibilities and] procedures shall be 06-08 Information security
inputs into outputs Determine the set of activities established to ensure a quick, effective and orderly r€sponse to incident response procedure
that transform the inpus into outputs. information security incidents.

COM.08.BP.3 | Determine the set of activities that transform the A.16.1.7.2 The organization shall define and [apply procedures] for the 06-05 Evidence collection and
inputs into outputs Determine the set of activities identification, collection, acquisition and presefyvation of preservation procedure
that transform the inpus into outputs. information, [which can serve as evidence

COM.08.BP.5 | Identify the required ¢ompetencies and roles for 05.3.3 Top management [shall assign] the responsibility and authority 03-26 Management system
performing the procegs Identify the required for: a) ensuring that the information\security management systen strategy: roles and
competencies and roles for performing the process. conforms to the requirements of this International Standard; and responsibilities

b) reporting on the performaneg, of the information security
management system to top management.

COM.08.BP.5 |Identify the required gompetencies and roles for 06.2.9 When planning how to.achieve its information security objectives|, 03-31 Process roles and
performing the process Identify the required the organization shall'determine: h) who will be responsible; responsibilities
competencies and roles for performing the process.

COM.08.BP.5 | Identify the required gompetencies and roles for 09.1.5 d) who shall menitor and measure; 03-11 ISMS Measurement
performing the process Identify the required information gathering roles and
competencies and roles for performing the process. responsibilities

COM.08.BP.5 | Identify the required gompetencies and roles for 09.1.7 f) who shall analyse and evaluate these results. 03-09 ISMS Measurement
performing the process Identify the required information analysis roles and
competencies and roles for performing the process. responsibilities

COM.08.BP.5 | Identify the required gompetencies and roles for A.06.1.1.1 All information security responsibilities shall be defined [and 03-14 ISMS Roles and
performing the process Identify the required allocated]. responsibilities
competencies and roles for performing the process.

COM.08.BP.5 |Identify the required gompetencies and roles for A.06:1.2.1 Conflicting duties and areas of responsibility shall be segregated 03-14 ISMS Roles and
performing the process Identify the required to reduce opportunities for unauthorized or unintentional responsibilities
competencies and roles for performing the process. modification or misuse of the organization’s assets.

COM.08.BP.5 | Identify the required ¢ompetencies and roles for A.08.1.2.1 Assets maintained in the inventory shall be owned. 03-06 Information asset
performing the process Identify the required management roles and
competencies and roles for performing the process. responsibilities

COM.08.BP.5 | Identify the required gompetencies and toles for A16.1.1.1 Management responsibilities [and procedures] shall be 03-31 Process roles and
performing the process Identify the required established to ensure a quick, effective and orderly response to responsibilities
competencies and roles for performing the process. information security incidents.

COM.08.BP.6 |Identify the required fesources(for performing the 06.2.8 When planning how to achieve its information security objectives, | 03-30 Process resource needs

process Determine wi

at resources will be required

by the information secyrity management system to
achieve its information|seCurity objectives. Make

J

projections of future cgpacity requirements to ensure

the organization shall determine: g) what resources will be
required;

the required system performance.
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Base practice Base pragtice description ISOAEC 27001 Associated singularrequirement— Information item
reference Requirement
reference

COM.08.BP.6 | Identify the required fesources for performing the 07.1.1 The organization shall determine [and provide] the resdurces 04-13 Resources budget
process Determine what resources will be required needed for the establishment, implementation, maintenance and
by the information secyrrity management system to continual improvement of the information security‘management
achieve its information|security objectives. Make system.
projections of future cgpacity requirements to ensure
the required system pdrformance.

COM.08.BP.7 | Determine the methofls for monitoring the 06.2.11 When planning how to achieve its infofmation security objectives|, 03-28 Process measures
effectiveness and suitability of the process the organization shall determine: j) fiow the results will be
Determine the method$ for monitoring the evaluated.
effectiveness and suitgbility of the process.

COM.08.BP.8 | Plan the deployment jof the process Plan the 06.1.1.3 The organization shall plan: d)/actions to address these risks andg 04-14 Risk management plan
processes will be deplgyed in order to achieve the opportunities; and e) how to’1) integrate and implement these
information security objectives. actions into its information security management system

processes; and 2)-evaluate the effectiveness of these actions.

COM.08.BP.8 | Plan the deployment jof the process Plan the 06.2.10 When planning how to achieve its information security objectives|, 03-32 Process schedule
processes will be deplgyed in order to achieve the the organization'Shall determine: i) when it will be completed; an
information security objectives.

COM.08.BP.8 | Plan the deployment jof the process Plan the 08.2.2 [The organization shall perform information security risk 08-58 Risk assessment action
processes will be deplgyed in order to achieve the assessments] at planned intervals or when significant changes schedule
information security objectives. are proposed or occur, [taking account of the criteria established

in6.1.2 a).]

COM.08.BP.8 | Plan the deployment jof the process Plan the 09.1.4 ¢) when the monitoring and measuring shall be performed; 03-10 ISMS Measurement
processes will be deplgyed in order to achieve the information gathering events
information security objectives.

COM.08.BP.8 | Plan the deployment jof the process Plan the 09.1.6 e) when the results from monitoring and measurement shall be 03-10 ISMS Measurement
processes will be deplgyed in order to achieve the analyzed and evaluated; and information gathering events
information security objectives.

COM.08.BP.8 | Plan the deployment jof the process Plan the 09.2.2 [The organization shall conduct internal audits] at planned 04-01 Audit (ISMS) schedule
processes will be depldyed in order to achieve the intervals [to provide information on whether the information
information security objectives. security management system:]

COM.08.BP.8 | Plan the deployment jof the process Planthe 09.2.6 The organization shall: c) plan, establish, [implement and 04-03 Audit programme plan
processes will be deplgyed in order to<achieve the maintain] an audit programme(s), including the frequency,
information security objectives. methods, responsibilities, planning requirements and reporting.

COM.08.BP.8 | Plan the deployment jof the protess Plan the 09.2.8 The organization shall: The audit programme(s) shall take into 04-03 Audit programme plan
processes will be deplgyed ip-order to achieve the consideration the importance of the processes concerned and the
information security objectives. results of previous audits;

COM.08.BP.8 | Plan the deployment jof the process Plan the 09.3.2 [Top management shall review the organization's information 04-11 Management review

processes will be deployed in order to achieve the

information security ob

jectives.

security management system] at planned intervals [to ensure its
continuing suitability, adequacy and effectiveness.]

schedule
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reference Requirement
reference

COM.08.BP.8 | Plan the deployment pof the process Plan the A.05.1.2.2 The policies for information security [shall be reviewed](at 04-10 ISMS Policy review
processes will be deplgyed in order to achieve the planned intervals or if significant changes occur to efisuré€ their schedule
information security objectives. continuing suitability, adequacy and effectiveness!?

COM.08.BP.8 | Plan the deployment pof the process Plan the A.09.2.5.2 Asset owners [shall review users’ access rights}-at’'regular 04-19 User access rights review
processes will be deplgyed in order to achieve the intervals. schedule
information security objectives.

COM.08.BP.8 | Plan the deployment jof the process Plan the A.12.3.1.3 [Backup copies of information, software and system images shal| | 04-06 Data backup test schedule
processes will be depldyed in order to achieve the be taken and tested] regularly [in,accordance with an agreed
information security objectives. backup policy].

COM.08.BP.8 | Plan the deployment jof the process Plan the A12.71.1 Audit requirements and activities involving verification of 04-03 Audit programme plan
processes will be depldyed in order to achieve the operational systems shalllbe carefully planned [and agreed] to
information security objectives. minimise disruptions te business processes.

COM.08.BP.8 | Plan the deployment jof the process Plan the A.15.2.1.3 Organizations shall regularly [monitor, review and audit supplier 04-01 Audit (ISMS) schedule
processes will be deplgyed in order to achieve the service delivery]
information security objectives.

COM.08.BP.8 | Plan the deployment jof the process Plan the A.17.1.3.2 The orgadization shall verify the established and implemented 04-08 Information security control
processes will be deplgyed in order to achieve the information*security continuity controls at regular intervals in verification schedule
information security objectives. order.to‘ensure that they are valid and effective during adverse

situations.

COM.08.BP.8 | Plan the deployment jof the process Plan the A.18.2.1.2 [The organization’s approach to managing information security 04-01 Audit (ISMS) schedule
processes will be deplgyed in order to achieve the and its implementation (i.e. control objectives, controls, policies,
information security objectives. processes and procedures for information security) shall be

reviewed independently] at planned intervals [or when significant
changes occur.]

COM.08.BP.8 | Plan the deployment pof the process Plan the A18.2.2.2 Managers shall regularly [review] the compliance of information 04-16 Security policies
processes will be depldyed in order to achieve the processing and procedures within their area of responsibility with compliance review schedule
information security objectives. the appropriate security policies, standards and any other

security requirements.

COM.08.BP.8 | Plan the deployment jof the process Plan the A.18.2.3.2 Information systems shall be regularly [reviewed for compliance 04-09 Information system
processes will be depldyed in order to achieve.the with the organization’s information security policies and compliance review schedule
information security objectives. standards.]

COM.10 Performance evaluation

COM.10.BP.1 | Determine what needs to be ma@nitored and 06.2.3 The information security objectives shall: b) be measurable (if 03-12 ISMS Measurement
measured Determine vhat needs.to be monitored practicable); information needs
and measured, includifg information security
processes and controls.
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Base practice Base pragtice description ISOAEC 27001 Associated singularrequirement— Information item
reference Requirement
reference

COM.10.BP.1 | Determine what needfs to be monitored and 09.1.2 The organization shall determine: a) what needs to be mohitored 03-12 ISMS Measurement
measured Determine what needs to be monitored and measured, including information security processes.and information needs
and measured, including information security controls;
processes and controls.

COM.10.BP.3 | Determine the appropriate methods for 09.1.3 b) the methods for monitoring, measurement, analysis and 03-13 ISMS Measurement
monitoring, measurefnent, analysis and evaluation, as applicable, to ensure valid(results; methods
evaluation Determing the appropriate methods for
monitoring, measuremgnt, analysis and evaluation as
well as how the resultq will be evaluated.

COM.10.BP.5 | Analyse the collected data Analyze the collected 09.1.1 The organization shall evaluate\the information security 09-12 ISMS measurement
data in order to evaluafe the information security performance and the effeetiveness of the information security information analysis report
performance, the effectiveness of the information management system.
security management $ystem as well as the
effectiveness of any agtion taken within the scope of
the information security management system.

COM.10.BP.5 | Analyse the collected data Analyze the collected A.16.1.6.1 Knowledge gained from analysing and resolving information 09-08 Information security
data in order to evaluae the information security security ifeidents shall be used to reduce the likelihood or impac] incident report
performance, the effectiveness of the information of future incidents.
security management $ystem as well as the
effectiveness of any agtion taken within the scope of
the information security management system.

TEC.05 Product/service release

TEC.05.BP.5 |Test the release Test fthe release in accordance with A.14.2.3:1 When operating platforms are changed, business critical 08-38 Information system
defined criteria. applications shall be reviewed and tested to ensure there is no changes security impact

adverse impact on organizational operations or security. evaluation result

TEC.08 Product/Service/System requirements

TEC.08.BP.3 |Define service requirements Define the Al14.11.1 The information security related requirements shall be included in | 12-16 New or changed services -
requirements for the n¢w or changed service. the requirements for new information systems or enhancements system security requirements

to existing information systems.

TEC.08.BP.3 |Define service requirements Define the Al14.12.1 Information involved in application services passing over public 12-16 New or changed services -
requirements for the n¢w or changed setvice. networks shall be protected from fraudulent activity, contract system security requirements

dispute and unauthorized disclosure and modification.

TEC.08.BP.3 | Define service requirements Define‘the A.18.1.1.01.1 | All relevant legislative statutory, regulatory, [contractual] 12-24 Statutory and regulatory

requirements for the ng

bw or changed service.

requirements and the organization’s approach to meet these
requirements shall be explicitly identified, [documented and kept
up to date for each information system and the organization.]

requirements
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reference
TEC.08.BP.3 |Define service requirements Define the A.18.1.1.02.1 | All relevant [legislative statutory, regulatory,] contractudl 12-05 Contractual requirements
requirements for the ngw or changed service. requirements and the organization’s approach to meeét these
requirements shall be explicitly identified, [documented and kept
up to date for each information system and the-organization.]
TEC.08.BP.4 |Define service validation requirements Define the A14.29.1 Acceptance testing programs and related criteria shall be 12-25 System acceptance criteria
requirements for validgting the new or changed established for new information systems{upgrades and new
service. versions.
COM.11 Risk and opportunity management
COM.11.BP.1 | Identify risks Identify the information security risks 06.1.1.2 [When planning for the information’security management system 03-38 Risk identification
associated with the logs of confidentiality, integrity the organization shall considerthe issues referred to in 4.1 and
and availability for infofmation within the scope of the the requirements referred-0)in 4.2 and] determine the risks and
information security management system. ldentify the opportunities that need to'be addressed to: a) ensure the
risk owners for each information security risk information security management system can achieve its
identified intended outcome(s); b) prevent, or reduce, undesired effects;
and c) achieve.continual improvement.
COM.11.BP.1 | Identify risks Identify the information security risks 06.1.2.6 c) identifies the information security risks: 1) apply the informatio 03-38 Risk identification
associated with the logs of confidentiality, integrity security_risk'assessment process to identify risks associated with
and availability for infofmation within the scope of the the loss.of confidentiality, integrity and availability for information
information security management system. Identify the withinthe scope of the information security management system
risk owners for each information security risk and 2) identify the risk owners;
identified
COM.11.BP.1 | Identify risks Identify the information security risks 08.2.1 The organization shall perform information security risk 03-38 Risk identification
associated with the loss of confidentiality, integrity assessments [at planned intervals or when significant changes
and availability for infofmation within the scope of the are proposed or occur], taking account of the criteria established
information security management system. Identify the in6.1.2 a).
risk owners for each information security risk
identified
COM.11.BP.2 | Assess risks Assess fisks: - the potential 06.1.2.7 d) analyses the information security risks: 1) assess the potential 09-16 Risk analysis report
consequences that wolild result if the information consequences that would result if the risks identified in 6.1.2 ¢) 1
security risks identified were to materialize; - the were to materialize; 2) assess the realistic likelihood of the
realistic likelihood of the occurrence of the occurrence of the risks identified in 6.1.2 c) 1); and 3) determine
information security risks identified; For each the levels of risk;
identified information spcurity risk, detérmine its level
of risk, allowing compdrisons with résults of previous
risk assessments.
COM.11.BP.3 | Evaluate risks Compgre theresults of information 06.1.2.8 e) evaluates the information security risks: 1) compare the result 08-60 Risk assessment review

security risk assessmel
and prioritize the analy

Int with-the criteria established,
zedviSks for risk treatment,

of risk analysis with the risk criteria established in 6.1.2 a); and 2|
prioritise the analysed risks for risk treatment.

according to the define
assessment process.

d Information security risk

record
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Base practice Base pragtice description ISOAEC 27001 Associated singularrequirement— Information item
reference Requirement
reference
COM.11.BP.4 | Select risks for treatment For each identified 06.1.3.3 e) formulate an information security risk treatment plan{ and 04-15 Risk treatment plan
information security risk select the appropriate
information security risk treatment option, taking into
account of the information security risk assessment
results.
COM.11.BP.5 | Treat risks Implement/and track the actions needed 08.3.1 The organization shall implement the infarmation security risk 08-39 ISMS Implementation log
to address the informalion security risks, in treatment plan.
accordance with the cqntent of the information
security risk treatment jplan.
TEC.06 Service availability management
TEC.06.BP.1 |ldentify availability rgquirements service Al17.21.1 Information processing faeilities shall be implemented with 12-23 Service availability
availability requirements are identified. redundancy sufficient to meet availability requirements. requirements
TEC.07 Service continuity management
TEC.07.BP.1 |Identify service contipuity requirements Identify Al17.11.1 The organization,shall determine its requirements for information| 12-01 Business continuity
service continuity requjrements. security and‘the continuity of information security management ir requirements
adverse situations, e.g. during a crisis or disaster.
TEC.07.BP.3 | Test service continuify Test service continuity A17.13.1 The organization shall verify the established and implemented 08-05 Business continuity plan
against the service cortinuity requirements. infermation security continuity controls [at regular intervals] in test result
order to ensure that they are valid and effective during adverse
situations.
ORG.5 Supplier management
ORG.5.BP.2 | Negotiate products/sgrvices/systems Negotiate A1322.1 Agreements shall address the secure transfer of business 01-1 Business information
and define products/sdrvices/systems to be provided information between the organization and external parties. exchange agreement
with each supplier.
ORG.5.BP.2 | Negotiate products/sgervices/systems Negotiate A.15.1.2.1 All relevant information security requirements shall be establishefd 01-3 Supplier agreement
and define products/sgrvices/systems to be provided and agreed with each supplier that may access, process, store,
with each supplier. communicate, or provide IT infrastructure components for, the
organization’s information.
ORG.5.BP.2 | Negotiate products/sgrvices/systems Negotiate A.15.1.3.1 Agreements with suppliers shall include requirements to address 01-3 Supplier agreement
and define products/sdrvices/systems to\be:provided the information security risks associated with information and
with each supplier. communications technology services and product supply chain.
TEC.09 Technical data preservation and recovery
TEC.09.BP.3 |Execute data backupp Execute data backups. A12.31.1 Backup copies of information, software and system images shall 08-18 Data backup log

be taken [and tested regularly in accordance with an agreed
backup policy.]
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Base pr

ISOQUEC 27001

tice descripntion
™

Requirement
reference

Associated s'ng arreg irement

Information item

TEC.09.BP.4 | Perform data restore

Perform data restore.

A.12.3.1.2

Backup copies

of information, software and system images-shall

be [taken and] tested [regularly in accordance with anjagreed

backup policy.]

08-20 Data restore log
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C.2 Associations of requirement]

s with base practices

The following table identifies sub-clauses @and singular requirements, associated base practices and implied information items,
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Table C.2 — Association of ISO/IEC 27001 requirements and base practices

Reference
Number

Singular re

uirement

BP Reference

Base practice

Information item implied

04.1 Understanding the organization

and its context

1

The organization shall dd
internal issues that are r¢
and that affect its ability {

termine external and
tlevant to its purpose
0 achieve the

intended outcome(s) of ifs information security

management system.

TOP.1.BP.1

Determine external and internaltissues that are relevant to the
organization and analyze theirimpacts Determine external and
internal issues that are releyant.to the purpose of the assessed
organization and that affectits ability to achieve the intended outcome(s)
of its information securityxmmanagement system. (NOTE: Determining
these issues refers to establishing the external and internal context of the
organization considered in Clause 5.3 of ISO 31000:2009)

03-19 Management system
strategy: external and internal
issues

04.2 Understanding the needs and e

pectations of interested parties

1 The organization shall dgtermine: a) interested TOP.1.BP.2 |Determinethe interested parties and analyze their requirements 03-27 MS Interested parties
parties that are relevant {o the information Determine the interested parties that are relevant to the information
security management system; securjty~management system and establish appropriate contacts with
them (NOTE: The requirements of interested parties may include legal
andregulatory requirements and contractual obligations.)
2 The organization shall dgtermine: b) the TOP.1.BP.1, [Determine external and internal issues that are relevant to the 12-15 MS Interested parties MS

requirements of these inferested parties

relevant to information s¢

curity.

organization and analyze their impacts Determine external and
internal issues that are relevant to the purpose of the assessed
organization and that affect its ability to achieve the intended outcome(s)
of its information security management system. (NOTE: Determining
these issues refers to establishing the external and internal context of the
organization considered in Clause 5.3 of ISO 31000:2009)

expectations

04.3 Determining the scope of the inf

ormation security management system

1

The organization shall de
boundaries and applicab
security management sy:
scope.

termine the
lity of the inforimation
tem to establish its

TOP.1.BP.3

Determine the scope of the information security management
system Determine the boundaries and applicability of the information
security management system, taking into consideration the context of the
organization, the requirements of the interested parties and the interfaces
and dependencies between activities performed by the organization, and
those that are performed by other organization.

03-16 Management system (ISMS)
scope
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and commitment with req
security management sy
the information security f
information security obje!
and are compatible with
of the organization; b) er

requirements into the org
¢) ensuring that the reso
information security man

pect to the information
5tem by: a) ensuring
olicy and the

Ctives are established
he strategic direction
suring the integration

of the information security management system

anization’s processes;
irces needed for the
hgement system are

available; d) communicat
effective information sec
of conforming to the infol
management system re
that the information secu
system achieves its inte

directing and supporting
to the effectiveness of th
management system; g)
improvement; and h) su

management roles to de
leadership as it applies t

responsibility.

ing the importance of
rity management and
mation security
irements; e) ensuring,
ity management
ded outcome(s); f)
ersons to contribute
information<seeurity
promoting (continual
portingether relevant
onstrate'their
their areas of

into the business'processes of the organization Ensure the
integration of the information securitymanagement system requirements
into the business processes of the organization.

Reference Singular requirement BP Reference Base practice Information item implied
Number

2 When determining this s¢ope, the organization TOP.1.BP.3 |Determine the scope of the information security management 03-16 Management system (ISMS)
shall consider: a) the extgrnal and internal system Determine the boundaries and applicability of the information scope
issues referred to in 4.1; [b) the requirements security management system, taking into consideration the context.of the
referred to in 4.2; and c) jnterfaces and organization, the requirements of the interested parties and the interfaces
dependencies between gctivities performed by and dependencies between activities performed by the organization, and
the organization, and thase that are performed those that are performed by other organization.
by other organizations.

3 The scope shall be available as documented COM.02.BP.1 |Identify documented information to be managéd.Identify documented | 03-16 Management system (ISMS)
information. information of internal and external origin necessary for the operation of scope

the information security management system:
04.4 Information security managemepnt system

1 The organization shall egtablish, implement, TOP.1.BP.7 |Integrate information security management system requirements 03-18 Management system
maintain and continually jmprove an into the business processes of the-organization Ensure the strategy: Establish
information security manpgement system, in integration of the information securitymanagement system requirements
accordance with the reqygirements of this into the business processes of the organization.
International Standard.

05.1 Leadership and commitment
1 Top management shall demonstrate leadership | TOP.1.BP.7 |Integrate informatien security management system requirements 03-22 Management system

strategy: management
commitment
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Reference
Number

Singular re

Information item implied

2

Top management shall demonstrate leadership

and commitment with res
security management sy
communicating the impo
information security man
conforming to the inform
management system req

09-10 ISMS Communication

records

05.2 Policy

1

Top management shall &
security policy that: a) is
purpose of the organizati
information security obje!
provides the framework f}
security objectives; c) ing
to satisfy applicable requ
information security; and
commitment to continual
information security man

05-08 Management system (ISMS)

policy

Top management shall &
security policy that: a) is
purpose of the organizati
information security obje!
provides the framework f}
security objectives; c) ing
to satisfy applicable requ
information security; and
commitment to continual
information security man

05-08 Management system (ISMS)

policy

Top management shall €
security policy that: a) is
purpose of the organizati
information security obje!
provides the framework f}
security objectives; c) ing
to satisfy applicable requ
information security; and
commitment to continual
information security man

05-08 Management system (ISMS)

policy

The information security
available as documented

05-08 Management system (ISMS)

policy

The information security
communicated within the

uirement BP Reference Base practice
COM.01.BP.6 | Communicate information products Communicate information
pect to the information products to interested parties.
tem by: d)
tance of effective
hgement and of
htion security
uirements;
stablish an information | TOP.1.BP.3 | Determine the scope of the information seCurity management
pppropriate to the system Determine the boundaries and applicability of the information
on; b) includes security management system, taking into,consideration the context of the
Ctives (see 6.2) or organization, the requirements of the interested parties and the interfaces
pr setting information and dependencies between activitiesperformed by the organization, and
ludes a commitment those that are performed by other organization.
rements related to
d) includes a
improvement of the
hgement system.
stablish an information | TOP.1.BP.4 | Define an information security policy Define an information security
pppropriate to the policy that is appropriate to the purpose of the organization.
on; b) includes
Ctives (see 6.2) or
pr setting information
ludes a commitment
rements related to
d) includes a
improvement of the
hgement system.
stablish an information | TOP.2&:BP.5 | Define information security objectives Define information security
pppropriate to the objectives at relevant functions and levels, which are measurable,
on; b) includes consistent with the information securit ypolicy, and which take into
Ctives (see 6.2) or account applicable requirements and risk assessment and risk treatment
pr setting information results.
ludes a commitment
rements related to
d) includes a
improvement of the
hgement system.
policy shall: e) be COM.02.BP.1 |lIdentify documented information to be managed Identify documented
information; information of internal and external origin necessary for the operation of
the information security management system
policy shall: f) be COM.01.BP.6 | Communicate information products Communicate information

organization;

products to interested parties.

09-10 ISMS Communication
records

138
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Reference
Number

Singular re

uirement

BP Reference

Base practice

Information item implied

4

The information security
available to interested p3

policy shall: g) be
rties, as appropriate.

COM.02.BP.6

Make documented information available to designated parties.
Manage the distribution, access, retrieval and use of documented
information towards interested parties.

05-08 Management system (ISMS)
policy

05.3 Organizational roles, responsibi

ities and authorities

1

Top management shall &
responsibilities and auth
relevant to information s¢
[and communicated.]

nsure that the
rities for roles
curity are assigned

COM.09.BP.1

Allocate roles, responsibilities and authorities Allocate the required
roles, responsibilities and authorities.

08-61 Roles and responsibilities
assignment record

Top management shall &
responsibilities and auth
relevant to information s¢
and] communicated.

nsure that the
rities for roles
curity are [assigned

COM.01.BP.6

Communicate information products Communicate information
products to interested parties.

09-10 ISMS Communication
records

Top management [shall

responsibility and author
the information security 1
conforms to the requiren]
International Standard,; &
performance of the inforr|
management system to

ssign] the

ty for: @) ensuring that
hanagement system
ents of this

hd b) reporting on the
hation security

pp management.

COM.08.BP.5

Identify the required competencies and roles for performing the
process lIdentify the required competencies and roles for performing the
process.

03-26 Management system
strategy: roles and responsibilities

06.1.1 General

1

When planning for the in
management system, thg
consider the issues refer|
requirements referred to
the risks and opportunitig
addressed to: a) ensure

security management sy
intended outcome(s); b)

undesired effects; and c)|
improvement.]

ormation security
organization shall
ed to in 4.1 and the

in 4.2 [and determine
s that need to be

he information

btem can achieve its

brevent, or reduce,

achieve continual

COM.08.BP.1

Identify precess needs and requirements Identify process needs and
requirements.

03-36 Risk and opportunity
identification criteria

[When planning for the in
management system, thg
consider the issues refer|
requirements referred to
the risks and opportuniti
addressed to: a) ensure

security management sy
intended outcome(s); b)

undesired effects; and c)|

formation security
organization shall
ed to in 4.1 and the

in 4.2 and] determiine
s that need t0.be

he information

btem can-achieve its

brevent, or reduce,

achieye continual

improvement.

COM.11.BP.1

Identify risks Identify the information security risks associated with the
loss of confidentiality, integrity and availability for information within the
scope of the information security management system. Identify the risk
owners for each information security risk identified

03-38 Risk identification
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Reference
Number

Singular re

uirement

BP Reference

Base practice

Information item implied

3

The organization shall pl
address these risks and

hn: d) actions to
bpportunities; and e)

how to 1) integrate and implement these
actions into its informatign security
management system processes; and 2)
evaluate the effectivenegs of these actions.

COM.08.BP.8

Plan the deployment of the process Plan the processes will be
deployed in order to achieve the information security objectives.

04-14 Risk management plan

06.1.2 Inform

ation security risk assegsment

1

The organization shall dgfine [and apply] an

information security risk

pssessment process

that: a) establishes and maintains information

security risk criteria that
acceptance criteria; and
performing information s
assessments;

nclude: 1) the risk
D) criteria for
peurity risk

COM.08.BP.1

Identify process needs and requirements ldéentify process needs and
requirements.

03-37 Risk assessment process
description

[The organization shall d
information security risk

efine [and apply] an
hssessment process

that: a) establishes and maintains information

security risk criteria that
acceptance criteria; [and
performing information s
assessments;]

nclude:] 1) the risk
2) criteria for
pcurity risk

COM.08.BP.1

Identify process needs and requirements Identify process needs and
requirements.

12-22 Risk acceptance criteria

[The organization shall d
information security risk

efine [and apply] an
hssessment process

that: a) establishes and maintains information

security risk criteria that
acceptance criteria; and]
performing information s
assessments;

nclude: 1) the risk
2) criteria for
peurity risk

COM.08.BP.1

Identify process needs and requirements Identify process needs and
requirements.

12-06 Criteria for performing risk
assessments

The organization shall [d
information security risk

efine and] apply an
hssessment process

that: a) establishes and maintains information

security risk criteria that
acceptance criteria; and
performing information s
assessments;

nclude: 1) the risk
D) criteria for
peurity risk

COM.02.BP.7

Archived, or disposed of documented information Manage
documented information, including records, through its lifecycle by
addressing the following activities: - storage and preservation, including
preservation of legibility; - retention and disposition.

08-39 ISMS Implementation log

The organization shall [d

efine and] apply an

information security risk fissessment.process
that: a) establishes and rpaintains.information

security risk criteria that
acceptance criteria; and

nclude:1) the risk
D)\Cfit€ria for

COM.09.BP.3

Perform process activities Implement actions taken to achieve the
management system objectives.

performing information s

assessments;

SCUTIty TiSK

08-39 ISMS Implementation log
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Reference
Number

Singular re

uirement

BP Reference

Base practice

Information item implied

5

b) ensures that repeated

information security

risk assessments produde consistent, valid and

comparable results;

COM.09.BP.4

Review process activities Review suitability and effectiveness of the
actions required to achieve the management system objectives.

08-59 Risk assessment process
effectiveness evaluation result

c) identifies the informatipn security risks: 1)

apply the information sed
process to identify risks ¢
loss of confidentiality, int
for information within the
information security man

2) identify the risk owner$

urity risk assessment
hssociated with the
bgrity and availability
scope of the
hgement system; and

b,

COM.11.BP.1

Identify risks ldentify the information security risks associated With the
loss of confidentiality, integrity and availability for informatienwithin the
scope of the information security management system:jldentify the risk
owners for each information security risk identified

03-38 Risk identification

d) analyses the informati
assess the potential con
result if the risks identifie]
materialize; 2) assess th
the occurrence of the ris
1); and 3) determine the

bn security risks: 1)
equences that would
[ in 6.1.2 c) 1) were to
e realistic likelihood of
s identified in 6.1.2 ¢)
evels of risk;

COM.11.BP.2

Assess risks Assess risks: - the potentiahconsequences that would
result if the information security risks identified were to materialize; - the
realistic likelihood of the occurrencé-ofthe information security risks
identified; For each identified information security risk, determine its level
of risk, allowing comparisons with results of previous risk assessments.

09-16 Risk analysis report

compare the results of ri

k analysis with the

e) evaluates the informaiion security risks: 1)

risk criteria established i
prioritise the analysed rig

6.1.2 a); and 2)
ks for risk treatment.

COM.11.BP.3

Evaluate risks Compare,the results of information security risk
assessment with the criteria established, and prioritize the analyzed risks
for risk treatment, according to the defined information security risk
assessment process.

08-60 Risk assessment review
record

The organization shall rej
information about the inf
assessment process.

fain documented
rmation security risk

COM.02.BP.1

Identify documented information to be managed Identify documented
informationof internal and external origin necessary for the operation of
the infarmation security management system.

03-37 Risk assessment process
description
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Reference Singular requirement BP Reference Base practice Information item implied
Number
06.1.3 Information security risk treatmpent

1 The organization shall define [and apply] an COM.08.BP.1 |ldentify process needs and requirements Identify process neéds and 03-39 Risk treatment process
information security risk {reatment process to: requirements. description
a) select appropriate infgrmation security risk
treatment options, takinglaccount of the risk
assessment results; b) determine all controls
that are necessary to implement the
information security risk {reatment option(s)
chosen; ¢) compare the ¢ontrols determined in
6.1.3 b) above with thosg in Annex A and verify
that no necessary controjs have been omitted;

d) produce a Statement ¢f Applicability that
contains the necessary gontrols (see 6.1.3 b)
and c)) and justification fpr inclusions, whether
they are implemented or|not, and the
justification for exclusion$ of controls from
Annex A; e) formulate ar| information security
risk treatment plan; and ) obtain risk owners’
approval of the informati¢pn security risk
treatment plan and acceptance of the residual
information security riskd.

2 The organization shall [define and] apply an COM.02.BP.7 | Archived, ordisposed of documented information Manage 08-39 ISMS Implementation log
information security risk {reatment process to.. documented.information, including records, through its lifecycle by

addressing the following activities: - storage and preservation, including
preservation of legibility; - retention and disposition.

2 The organization shall [define and] apply an COM.09.BP.3 | Rerform process activities Implement actions taken to achieve the 08-39 ISMS Implementation log
information security risk {reatment process to.. management system objectives.

3 e) formulate an informatipn security risk COM.11.BP.4 | Select risks for treatment For each identified information security risk 04-15 Risk treatment plan
treatment plan; and select the appropriate information security risk treatment option, taking

into account of the information security risk assessment results.

4 f) obtain risk owners’ apgroval of the COM.02.BP.5 |Release documented information according to defined criteria. The 08-56 Residual risk approval
information security risk freatment plan and documented information release status refers to those situations typically record
acceptance of the residupl information security where authorisation is needed, such as in situations where: a)
risks. agreements are in force, b) policies and procedures are approved by

management and their use in the organisation is thereby obligatory.
5 The organization shall refain documented COM.02.BP.1 |Identify documented information to be managed Identify documented 03-39 Risk treatment process

information about the infi

treatment process

rmation security risk

information of internal and external origin necessary for the operation of
the information security management system.

description
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BP Reference

Base practice

Number

Information item implied

06.2 Information security objectives and plans to achieve them

Plan the deployment of the process Plan the processes will be

security objectives, the organizatiorshmatt
determine: i) when it will be completed; and

' ! . I Jors L o : : lors
UCPIUyCcuU 1T UTUCTT U aLliicve uTe mimurmaton SELUTIty UDJELUVES.

1 The organization shall egtablish information TOP.1.BP.3 |Determine the scope of the information security management 03-21 Management system
security objectives at rel¢vant functions and system Determine the boundaries and applicability of the infafmation strategy: information security
levels. security management system, taking into consideration the contéxt of the objectives

organization, the requirements of the interested parties and.the interfaces
and dependencies between activities performed by the organization, and
those that are performed by other organization.

2 The information security pbjectives shall: a) be TOP.1.BP.5 |Define information security objectives Definé information security 03-08 Information security
consistent with the information security policy; objectives at relevant functions and levels, which are measurable, objectives
b) be measurable (if pragticable); c) take into consistent with the information securit ypolicy, @nd which take into
account applicable information security account applicable requirements and risk assessment and risk treatment
requirements, and risk agsessment and risk results.
treatment results; d) be Jommunicated; and e)
be updated as appropriate.

3 The information security pbjectives shall: b) be | COM.10.BP.1 | Determine what needs to be monitored and measured Determine 03-12 ISMS Measurement
measurable (if practicablp); what needs to be monitored‘and measured, including information security information needs

processes and controls:

4 The information security pbjectives shall: d) be | COM.01.BP.6 | Communicate infoermation products Communicate information 09-10 ISMS Communication
communicated; products to interested parties. records

5 The information security pbjectives shall: e) be | COM.02.BP.3 |Identify documented information content status The status of the 03-08 Information security
updated as appropriate. documentediinformation content refers to the timeliness of the information objectives

content. This includes the control of changes, for example, by using
version control techniques.

6 The organization shall refain documented COM.02.BP.1 |Identify documented information to be managed Identify documented 03-08 Information security
information on the information security information of internal and external origin necessary for the operation of objectives
objectives. the information security management system.

7 When planning how to aghieve its information COM.08.BRA |Identify process needs and requirements Identify process needs and 03-29 Process objectives
security objectives, the ofganization shall requirements.
determine: f) what will bg done;

8 When planning how to ag¢hieve its information COM.08.BP.6 |Identify the required resources for performing the process 03-30 Process resource needs
security objectives, the ofganization shall Determine what resources will be required by the information security
determine: g) what resoyrces will be required,; management system to achieve its information security objectives. Make

projections of future capacity requirements to ensure the required system
performance.

9 When planning how to aghieve its information COM.08.BP.5 |Identify the required competencies and roles for performing the 03-31 Process roles and
security objectives, the ofganizatien,shall process lIdentify the required competencies and roles for performing the responsibilities
determine: h) who will be responsible; process.

10 When planning how to aghigve’its information COM.08.BP.8 03-32 Process schedule
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Reference Singular requirement BP Reference Base practice Information item implied
Number

11 When planning how to aghieve its information COM.08.BP.7 | Determine the methods for monitoring the effectiveness and 03-28 Process measures
security objectives, the oyganization shall suitability of the process Determine the methods for monitoring-the
determine: j) how the regults will be evaluated. effectiveness and suitability of the process.

07.1 Resources

1 The organization shall dgtermine [and provide] | COM.08.BP.6 |Identify the required resources for performing the process 04-13 Resources budget
the resources needed fof the establishment, Determine what resources will be required by the information security
implementation, maintenpnce and continual management system to achieve its information security objectives. Make
improvement of the inforfnation security projections of future capacity requirements to ernisure the required system
management system. performance.

2 The organization shall [determine and] provide | COM.09.BP.2 | Allocate resources Allocate and apply the(required resources. 08-47 MS Resources provision
the resources needed fof the establishment, record
implementation, maintenpnce and continual
improvement of the inforfnation security
management system.

07.2 Competence

1 The organization shall: a) determine the COM.03.BP.1 |Identify organisational,eompetencies ldentify the competencies 12-17 Organisational competence
necessary competence df person(s) doing work required by the organization. requirements
under its control that affects its information
security performance;

2 The organization shall: b) ensure that these COM.03.BP.2 | Evaluate competence of personnel Evaluate the competence of the 08-74 Training record
persons are competent dn the basis of personnel
appropriate education, training, or experience;

2 The organization shall: b) ensure that these COM.03.BP.3 | Také&.action to acquire ncessary competencies Where applicable, 08-74 Training record
persons are competent dn the basis of take actions to acquire the necessary competence (hiring, human
appropriate education, training, or experience; resources mobility, sub-contracting, training, coaching etc)

2 The organization shall: b) ensure that these COM.03.BP.4 | Demonstrate awareness of role Each individual demonstrates their 08-74 Training record
persons are competent dn the basis of understanding of their role and activities in achieving organsational
appropriate education, training, or experience; objectives.

3 The organization shall: c) where applicable, COM.03.BP.3 | Take action to acquire ncessary competencies Where applicable, 08-73 Training provision action log
take actions to acquire the necessary take actions to acquire the necessary competence (hiring, human
competence, [and evalugte the effectiveness of resources mobility, sub-contracting, training, coaching etc)
the actions taken; and]

4 The organization shall: c) [where applicable, COM.09.BP.4 | Review process activities Review suitability and effectiveness of the 08-72 Training effectiveness
take actions to acquire the necessary actions required to achieve the management system objectives. evaluation result
competence, and] evalugte the effectiveness of
the actions taken; and

5 The organization shall: d) retain-appropriate COM.02.BP.1 |lIdentify documented information to be managed Identify documented 08-51 Personnel competency

documented information
competence.

as evidence of

information of internal and external origin necessary for the operation of

the information security management system.

records
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07.3 Awareness

1

Persons doing work undg
control shall be aware of
security policy; b) their ¢
effectiveness of the infor
management system, ing
improved information se
and c) the implications o
the information security 1
requirements.

br the organization’s
a) the information
ntribution to the
nation security
luding the benefits of
urity performance;
not conforming with
hanagement system

COM.03.BP.2

Evaluate competence of personnel Evaluate the competence 0fjthe
personnel

08-74 Training record

Persons doing work undg
control shall be aware of
security policy; b) their ¢
effectiveness of the infor
management system, ing
improved information se
and c) the implications o
the information security
requirements.

br the organization’s
a) the information
ntribution to the
nation security
luding the benefits of
urity performance;
not conforming with
hanagement system

COM.03.BP.3

Take action to acquire ncessary competencies Where applicable,
take actions to acquire the necessary (competence (hiring, human
resources mobility, sub-contractingj-training, coaching etc)

08-74 Training record

Persons doing work undg
control shall be aware of
security policy; b) their ¢
effectiveness of the infor
management system, ing
improved information seq
and c) the implications o
the information security 1
requirements.

br the organization’s
a) the information
ntribution to the
nation security
luding the benefits of
urity performance;
not conforming with
hanagement system

COM.03.BP.4

Demonstrate awareness of role Each individual demonstrates their
understanding_of their role and activities in achieving organsational
objectives:

08-74 Training record

07.4 Communication

1

The organization shall dd
internal and external conj

termine the need for
munications relevant

to the information security management system

including: a) on what to ¢

ommunicate;

COM.01L.BP.1

Define information content Define information content in terms of
identified communication needs and requirements.

12-03 Communication
requirements

The organization shall dd
internal and external conj

termine the need'for.
munications relévant

to the information security management, system
including: b) when to comimunicate;

COM.01.BP.4

Identify communication events Identify the events that require
comminication actions.

12-03 Communication
requirements

The organization shall dgtermine;the need for
internal and external confmtnications relevant

to the information securi

management system

COM.01.BP.2

Identify parties to communicate to Identify parties to communicate
with.

including: ¢) with whom to communicate;

12-03 Communication
requirements
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