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ISOJIEC 30149 has been prepared by subcommittee 41: Internet of Things and Digital Twi
ISOJIEC joint technical committee 1: Information technology. It is a Technical Specification.

The text of this{Technical Specification is based on the following documents:
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INTERNET OF THINGS (loT) -
TRUSTWORTHINESS PRINCIPLES

FOREWORD

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)

form the specialized system for worldwide standardization. National bodies that are members of ISO o
participate in the development of International Standards through technical committees established b
respective organization to deal with particular fields of technical activity. ISO and IEC technical comm

r IEC
y the
ittees

collaborate in fields of mutual interest. Other international organizations, governmental and non-governmental,

ST el OO Al ! o] i L
InFratsomrwitm TS Oand = Carsotakepart e work:

The formal decisions or agreements of IEC and ISO on technical matters express, as nearly as passibl
infernational consensus of opinion on the relevant subjects since each technical committee has refresen
frpm all interested IEC and ISO National bodies.

IHC and I1ISO documents have the form of recommendations for international use and are accepted by IE
I90 National bodies in that sense. While all reasonable efforts are made to ensure that the technical cont
IHC and ISO documents is accurate, IEC and ISO cannot be held responsible for the way-in_Which they are
oll for any misinterpretation by any end user.

Inf order to promote international uniformity, IEC and ISO National bodies undeftake to apply IEC ang
documents transparently to the maximum extent possible in their national and regional publications
divergence between any IEC and ISO document and the corresponding natiopal“er regional publication sh
clearly indicated in the latter.

IHC and ISO do not provide any attestation of conformity. Independent. certification bodies provide confg
agsessment services and, in some areas, access to IEC and ISO marks of conformity. IEC and ISO ar
rgsponsible for any services carried out by independent certification bodies.

All users should ensure that they have the latest edition of this document.

Np liability shall attach to IEC and ISO or their directors, ,employees, servants or agents including indi
experts and members of its technical committees and IEC{and ISO National bodies for any personal i
ploperty damage or other damage of any nature whatsaever, whether direct or indirect, or for costs (incl
legal fees) and expenses arising out of the publication; use of, or reliance upon, this ISO/IEC document ¢
other IEC and ISO documents.

Aftention is drawn to the Normative references ‘eited in this document. Use of the referenced publicatid
indispensable for the correct application of thistdocument.

IHC and ISO draw attention to the possibilitysthat the implementation of this document may involve the use
patent(s). IEC and ISO take no position-concerning the evidence, validity or applicability of any claimed g
rights in respect thereof. As of the date of publication of this document, IEC and ISO had not received not
(q4) patent(s), which may be required to implement this document. However, implementers are cautioned th{
miy not represent the latest infefrmation, which may be obtained from the patent database availay

e, an
ation

L and
bnt of
used

ISO
Any
Bll be

rmity
e not

idual
hjury,
uding
r any

ns is

of (a)
atent
ce of
t this
le at

hitps://patents.iec.ch and www.iso.org/patents. IEC and ISO shall not be held responsible for identifying gny or

all such patent rights.

Draft Report on voting

h, of

ITC4-SC44+390/DFS ITCH-SC4HAI2RVDTFS

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this Technical Specification is English.

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1, and the ISO/IEC Directives, JTC 1 Supplement
available at www.iec.ch/members_experts/refdocs and www.iso.org/directives.
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INTRODUCTION

With the complexity of many Internet of Things (loT) solutions today, understanding the inherent
risks of these products and solutions can be difficult without the correct context or technical
understanding of the solution. Trust is a concept to ensure that all relevant stakeholders
understand the specific trust elements of a solution and any potential risks to their given use
case.

As potential vulnerabilities and attacks increase in complexity, they are only one aspect of the
risk at hand. Design, components, and development techniques are some of the elements that
can pe—consideredduringthe—creationbuitdinganddeptoymentofantoT—sotution—Ensyring

elements are identified at each stage of development for each component\ while
idering all relevant stakeholders will provide a means to demonstrate a(levgl of
orthiness.

Levgraging the system architecture-based approach to ensure alignmentCto* products|and
servjces used in ISO/IEC 30141:—[1]" will allow all stakeholders to implemént trustworthipess
for products and solutions.

Figure 1 shows the relationship with ISO/IEC 30141.

his document specializes the trustworthiness view of the/10F reference architecture.

1
— This document lists in Annex A a number of patterns that can be used in the construgtion
iew of the loT reference architecture.

ISO/IEC TS 30149 ISO/IEC 30141
loT trustworthiness principles loT reference architecture
includes includes
—>(5 Concept of trustworthiness Foundational view <
—>16 Trustworthiness characteristics‘ Business view =
Usage view €
—>17 Managing trustworthiness
Functional view 1€
—>(8 Building trustworthiness
Trustworthiness view €
—>Annex A Trustworthiness patterns
Construction view &

IEC

Figure 1 — Relationship between ISO/IEC TS 30149 and ISO/IEC 30141

T Numbers in square brackets refer to the Bibliography.
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INTERNET OF THINGS (loT) -
TRUSTWORTHINESS PRINCIPLES

1 Scope

This
arch

document provides elements of loT trustworthiness based on the IoT refere
itecture specified in ISO/IEC 30141.

2

Thene are no normative references in this document.

For

ISO
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composability
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Note
effort

EXAN
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[SO
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Normative references

FTerms and definitions

he purposes of this document, the following terms and definitions apply.

esses:

FC Electropedia: available at http://www.electropedia.erg/

50 Online browsing platform: available at http:/Awww.iso.org/obp

rance
nds for justified confidence that a claimhas been or will be achieved

URCE: ISO/IEC/IEEE 15026-1:2019;3.1.1]

y to assemble components logically and physically (without need for adaptation of
bonents or additional interfacing work)

1 to entry: While/integration’ generally implies significant effort, ‘composition’ generally implies limited |t

IPLE composition of a hardware security component and a data storage component to create a securg
e compohent

JRCE? SO 22166-1:2021, 3.3.1, modified — In the definition, "modules" has been repl
components” and "using various combinations into new modules" has been deletedF

the end of the definition. Note 1 to entry and the example have been added.]

024

nce

and IEC maintain terminological databases for use in standardization at the following

the

0 no

data

ced
rom
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trustworthiness

abil

ity to meet stakeholders’ expectations in a verifiable way

Note 1 to entry: Depending on the context or sector, and also on the specific product or service, data, technology
and process used, different characteristics apply and need verification to ensure stakeholders’ expectations are met.

Note 2 to entry: Characteristics of trustworthiness include, for instance, accountability, accuracy, authenticity,
availability, controllability, integrity, privacy, quality, reliability, resilience, robustness, safety, security, transparency

and

usability.

Note 3 to entry: Trustworthiness is an attribute that can be applied to services, products, technology, data and

infor

aation oo \wnll oo t0 Araanioations
oA S WerrasS—+ FgaEatons:

Note B to entry: Verifiability includes measurability and demonstrability by means of objective evidence.

[SO

3.4
clai

URCE: ISO/IEC TS 5§723:2022, 3.1.1]

proposition representing a requirement of the 10T system that enables the loT system to ach

tole

rfable risk if it were met

[SOURCE: ISO/IEC 15026-3:2015, 3.2, modified — In the defihition, "system-of-interest"

bee

3.5

n replaced by "loT system". Notes 1 and 2 to entry have .begen deleted.]

ecosystem
infrajstructure and services based on a network of.organizations and stakeholders

[SOURCE: ISO/IEC TS 27570:2021, 3.8, modified — Note 1 to entry has been deleted.]

3.6
loT
con

3.7

trust

deg
as i

system assumption
dition concerning an loT system-that is accepted as true without proof of demonstratio

nee to which a user or.other stakeholder has confidence that a product or system will be
ntended

[SOURCE: ISOHEE 25010:2011, 4.1.3.2]

4

loT
Pl
RA

5

5.1

Abbreviated terms

Internet of Things

ieve

has

nave

personally identifiable information

reference architecture
Concept of trustworthiness

Relation to trust

Figure 2 depicts the relation between trustworthiness (3.3) and trust (3.7):

a supplier provides an IoT system which includes trustworthiness, expressed through

evidence; and
evidence is evaluated to judge trust, based on criteria on trust.
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T T == Onan loTsystem === === === === === == -

is
expressed evaluated
as to judge

Trustworthiness evidence trust

includedin loT N~ N~

system

T
Done by supplier

- mm wm = e o mm E Em wm =

—— = - — — ——— ——

1
\ Done by acquirer/third party,

Figure 2 — Trustworthiness and trust

Trusftworthiness is dependent on an loT system reference architecture and its characteris
Requirements to be verified are derived from the RA characteristics. Some requirements w
deriyed as a result of a risk management system in ordero\mitigate risks in the IoT sys
Truiﬁworthiness is then determined on the level of assurance as a result of the verificatiq
the glerived requirements. As such, trustworthiness is-a/deterministic characteristic of the
systém based on verifiable evidence.

Trust is based on assumptions the user or stakeholder makes about the 10T system base
thein past experience with the supplier, accessito the verification evidence, or claims mad
the gupplier regarding the loT system. Trustican extend to the entire loT system or individ
to eqch of the loT system components.

NOTE ISO/IEC 15026-3:2015 [2] provides more information on establishing levels of trust.

5.2 Relation to context

Trusft is the "acceptable depéndence" related to the system in the context of the system us

EXANIPLE 1 Smart traffie_lights require safety of traffic regulation, authorized access for local and remote ¢
and maintenance, resilience to weather conditions and vandal-proof implementation and deployment.

EXANPLE 2 Online*shopping for the customer requires a secure payment system. reliable delivery, and acg

shopping cart c¢algulations (e.g. applying discounts, recalculating total when removing items from the cart, etc.).

EXANIPLE(3 y*Medical record systems require accuracy, security, and backup mechanisms.

’
IEC

tics.
Il be
tem.
n of
loT

d on
e by
Lally

e.

bntrol

urate

Trustwe
time.

NOTE Trustworthiness can be subjective as the criteria often depend on who set them for the system.
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5.3

Relation to characteristics, behaviour, assurance and confidence

Trustworthiness achieved by Assurance
based on on
Characteristic
enables has
loT system
/‘(\3‘5
Behaviour
on on
Trust measures Confidence

IEC

Figure 3 — Concepts of characteristics, behaviour, assurance and confidence

Figure 3 provides a conceptual viewpoint for trustworthiness, focusing on the relatio
charpcteristics, behaviour, assurance and confidence:

6

6.1

6.1.

tfustworthiness is associated with an entity of intérest;

HXAMPLE Machine learning systems, autonomous‘systems, genomic processing systems are entiti
terest.

OTE The term "entity of interest" is defined in, ISO/IEC/IEEE 42010 [3] as a generalization of the term "s
f interest".

rustworthiness is based on characteristics (e.g. safety, security) of an entity of interes|

P o o N

rustworthiness is verified by assurance on an entity of interest;

o

haracteristics enable the behaviour of an entity of interest; and

—

fust measures confidence on an entity of interest.
Characteristics

Safety

1 General

n to

bs of

stem

—F

Somle trustworthiness characteristics can be described through generic program proper
which are attributes of a program that is true for every possible execution of that program.

ties,

The safety generic program property asserts that nothing bad happens during execution, i.e. the
program does not reach a bad state.

The liveness generic program property asserts that something good eventually happens, i.e. the
program will eventually reach a good state.

Each safety objective can be described through safety generic program properties.

More descriptive details can be found in the IEC 61508 series [4] and the IEC 61511 series [5].
These should be referenced if the RA has safety characteristics that need to be considered. In
some sectors, these aspects are mandatory and will have regulatory implications.
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Safety is related to trustworthiness as follows:
— Safety is determined by a set of objectives. More descriptive details can be found in the
IEC 61508 series [4] and the IEC 61511 series [5].

— Damage to the system itself can be included as damage to property or persons or not
considered as a part of safety.

— Safety covers non-intentional system failures and negligence, not intentional behaviour.

6.1.2 Safety goals

goals

the

the

Assyrance of safety goals endeavours to eliminate both systematic and probabilistic faildres.
Traditional operational technology (OT) safety-assessment:techniques focus on physical ilems
and [processes, then combine empirically derived component failure probabilities into fotal
systém risk. Risk analysis to identify hazards intendscto prevent faulty operations and impfove
systém resilience to unexpected events.

6.2 | Security
6.2.1 General

Secyrity in the context of trustworthingss is the assurance that a security measure is effegtive
relafive to an actual or perceived threat. A threat can be either intentional or unintentional. An
intentional attack can involve targeting 10T to stage an attack by an adversary. An unintentjonal
attagk can involve a worm that’proliferates and infects loT and non-loT systems beyonf its
intended target. The adversary is as important as mitigating unintentional attacks through Qasic
secyrity fundamentals.

NOTH A threat model js the main artefact from risk assessment. It will lead to the development of countermeapgures
for identified threats.

Mor¢ information about specific security aspects can be found in the IEC 62443 serieg [6],
ISONIEC 27400 [7], and ISO/IEC 27402 [8].

6.2. Security goals

Security objectives say what security controls exist for the particular solution (device,
component, etc.). Identification of the security objectives, which are very high-level security
requirements, is a crucial step towards the description of relevant threats for the particular
system or solution. CIA (confidentiality, integrity, and availability) triad is the simplest example
of security objectives for general informational resources. Other characteristics of
trustworthiness can also represent the general security objectives, including safety, resources
integrity, fail-safety, privacy, attack resilience, etc. These factors will depend solely on the
proposed or implemented RA.
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The distinctive characteristics of security objectives are the following:

A security objective that is in scope should not change as the system evolves and changes
within the boundaries described by the system specification.

Security objectives of a subsystem can relate to the whole system. This means that the
impact of the objective violation has the potential to spread across the whole system, not
only its separate part.

A security objective describes how the system behaves or how characteristics can change

rather than how it does not behave or whether the characteristics cannot change.

The level of abstraction can vary from the gnnnrir‘ reference to desirable behaviour o

the

systém like "resilience to attacks" to the very concrete. For the system more concrete seg
objertives can be set. These security objectives usually reflect the system purpose
scer|arios of its intended use. Examples are:
— rmaintaining privacy while working online;

— domponent security tolerance to reverse engineering;

|
)

uthenticity of the system software updates;

|
Q

uthentication of the message source;
uthorization based on default-deny principle;

|
Q

7))

afe execution of the security controls.

It is| highly desirable to organize the process of identification of security objectives
involvement of system stakeholders (owners, users) and.third-party OT experts and IT exp
led Ry security specialists.

Evely security objective can be represented through a separate safety generic program proy
so they can be combined using the logical AND operation. Violation of each separate obje
leadp to the violation of the security of the system.

The [statement of a security objective~should be defined through positive statements.

EXANIPLE 1 "No data leak should happen during data transfer" is a negative statement variant.

EXANIPLE 2 "Data remains available only to authorized subjects" is a clearer variant. The last variant is c
which can be operationalized jnto. set of requirements.

6.2.3 Security assumptions

Secuyrity assumptions establish the base for the security of the system. All assumptions sh
be bpsed on risks that have been identified as part of software development or similar lifeq
manpgement.approach. In some instances, it is not possible to make provision for prote
agaipst @ll\potential threats: for example, in a case of compromised hardware, even
trusfwerthy software can be incapable of guaranteeing the required security level.

urity
and

with
erts,

erty
ctive

earer

ould
ycle
ction

the

The clear definition of security assumptions contributes to determining the level of confidence

in the security and helps to identify trusted (but not necessarily trustworthy) objects
processes.

and

For a threat model, definition of the security assumptions means that the appropriate threats

are not considered in the scope of this model. Examples of security assumptions are:

— the hardware does not contain any undocumented features;

— trusted anchor (e.g. X.509 certificate) for the crypto mechanisms is trustworthy.

The general recommendation is the minimization of the impact of security assumptions.
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4 Security design

Security by design is the concept of applying the methods of software development to minimize
the security risks early in the design process and during the system implementation. This
approach demonstrates the strong connection with a participative (stakeholder based) approach
and relies on the threat model as the main artefact for elaborating the "secure by design
system".

For the lIoT system, the security for sensing the physical space is an essential issue to realize

the

As

loT security, which is the base and core for the security design of the loT system.

dieployment environments of loT application systems are different and bring pote

ntial

secyrity risks, the impact of the surrounding environment on the security of 10T devices shall

be cpnsidered by design, so appropriate security measures are adopted to reduce such rig

6.2.

As the excessively optimistic assumptions and human factor in softwaredevelopment and
posg additional risk on the system, even when developed according”to™security by deg

prin

The

|
Q

|
7 M|

— The emergency response plan and policy<are formulated to prevent the assurang
§

Regular security assessments should betarried out for the assurance of the elements.

6.3
6.3.

Privacy is framed in ISO/IEC 29100:2011 [9]. It focuses on

R
when it is not otherwise provided by applicable law, they give consent and determine
A

5 Security assurance and control

¢iples, the assurance for security is still required.

assurance (and control) methods on security include but afe)not limited to:

nd obey the security strategies for system operating.

he security responsibility and conduct criterien. for the responsible party of each
ubsystem are clarified.

lement being invalid.

Privacy

1 Overview

Il principals who provide their PIl for processing to PIl controllers and PIl processors

rivacy preferences for how their Pll should be processed;

OTE ISO/IEC 29184:2020 [10], ISO/IEC TS 27560:2023 [11], and ISO/IEC 27556:2022 [12] provide f

[l{controllers who determine why (purpose) and how (means) the processing of PIl t

ks.

use
ignn

he responsible parties (person or organization) of each l1oT subsystem should formdlate

loT

e of

and,
their

rther

hkes

N
duidanceron consent and privacy preferences
R
¢

lace ensure adherence to the pri\mr\y prinriplne of ISQ/EC 29100:2011 [Q]; and

Pll processors who carry the processing of Pll on behalf of a Pll controller.

The privacy principles to adhere to are the following:

consent and choice;

purpose legitimacy and specification;
collection limitation;

data minimization;

use, retention and disclosure limitation;
accuracy and quality;

openness, transparency, and notice;
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— individual participation and access;
— accountability;

— information security;

— privacy compliance.

The nature of the privacy property is the following: privacy is a goal that depends on th
principal and on the context.

EXAMPLE A picture at home can be shared within the family community but not externally.

e Pl

Privadcy can be defined by its nature [13] or by its harm [14]. Privacy is enforced through prijacy
manpgement capability such as consent and privacy preference management through priyacy

contfols resulting from a privacy risk assessment.

6.3. Privacy goals

From the system perspective, privacy is a prominent issue for loT. loT acquires real and

real-

timelinformation of the physical objects, and the data are sensitive and<{rivate. As privacy| can
be interpreted as an aspect of security, Figure 4 illustrates how these two concepts interplay

and differ.

Security risks Privacy risks

Arise from
byproduct of
authorized
PII processing

Arise from
unauthorized
system and user
behaviour

Security
of PII

SOURCE: Figure 2 of NISTIR 8062 [15]. Reproduced with permission of the US National Institute of Standard
Techpology.

Figure 4 — Relationship between security and privacy

The [role of privacy objectives is to ensure that developed systems provide capabilitie

5 and

5 for

privacy protectioh. Privacy objectives and their relations with respect to security are shown in

Figufe 4 (see-1SO/IEC TR 27550:2019 [16]):

7))

ecurity risks arise from unauthorized system and user behaviour,

— privacy risks arise as a by-product ot authorized PIl processing, and

— some security risks are also privacy risks, for instance a lack of security of collected PlII

(e.g. health data, location data, etc.).
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The following privacy protection goals are used.

Unlinkability: it ensures that a PIl principal can make multiple uses of resources or services
without others being able to link these uses together. The objective is to minimize the risk
to privacy created by the potential linking of separate sets of PII.

Transparency: it ensures that an adequate level of clarity of the processes in privacy-
relevant data processing is reached so that the processing of the information can be
understood and reconstructed at any time. The objective is to allow involved parties (e.g. PlI
principals, PIl controllers and PIl processors) to know the risks to privacy (e.g. the
processing of health data or location data) and have sufficient information on
countermeasures, how to employ them and what limitations they have.

Ihtervenability: it ensures that PII principals, Pl controllers, Pll processors and supertyisory
duthorities can intervene in all privacy-relevant data processing.

NOTH There can be legislative or regulatory limitations on the extent to which a PIl principal or superyisory authority

can iptervene in data processing.
6.3.3 Privacy assumptions

Assumptions are the following:

6.3.4 Privacy design

The [role and approaches to implementing privacysby-design are the following:

vailability of evidence on the application of ISO/IEC 29100 prineiples;

Q)

vailability of capabilities to enforce privacy policies;

Q)

vailability of a process to audit privacy controls.

Q)

iptegration in the system lifecycle processjand

ntegration in the ICT ecosystem.

Privacy integration in the system lifecycle process requires the integration of the goal-orignted

actiities and the risk-oriented activities:

n the goal-oriented activities; each privacy principle is considered as a high-level confcern
hat the system needs tofulfil. Each principle is then decomposed into a set of specific goals
b meet the concern. Privacy control requirements are then identified to address the spdcific
oals; and

(O r+ —~ —-

n the risk-oriented activities, the focus is on the identification of the threats to|and
ulnerabilitiesvof'the Pl assets in the system, and the identification of the risks associated
ith PIl processing that can compromise compliance with the privacy principles.

= <

NOTE 1,_4SO/IEC 27561 [17] provides guidance on the operationalization of privacy principles.

NOTE 2° ISO/IEC/IEEE 15288:2023 [18] provides guidance on system lifecycle processes.

NOTE 3 ISO/IEC TR 27550:2019 [16] provides guidance on the engineering of privacy.

NOTE 4 1SO 31700-1:2023 [19] lists requirements for the engineering of consumer goods and services.

Privacy integration requires collaboration between organizations in the ecosystem.
ISO/IEC TS 27570 [20] describes five collaboration processes:

governance process;

risk management process;

data management process;
engineering process; and

the citizen engagement process.
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6.3.5 Privacy assurance and control

Privacy assurance requires

- d

emonstrating that processing meets data protection and privacy safeguar
requirements through periodic audits;
NOTE 1 In the case of information security, ISO/IEC 27701:2019 [21] and ISO/IEC TS 27006-2:2021 [22
e used.

b

ding

] can

— having appropriate internal controls and independent supervision mechanisms to assure
compliance with relevant privacy law and with their security, data protection and privacy

olicies and prnr\ndnrnc; and

- d
N

The
verif

Itis

EXAN
and
consg
collal
requi

EXAN
or PII
on co

eveloping and maintaining privacy risk assessments.

OTE 2 ISO/IEC 29134:2017 [23] can be used.

role of assurance and control for privacy is as follows: Privacy assurance focuse
ying

apabilities to meet the goals, and

heasures (controls) to treat the risks.

OTE 3 ISO/IEC 27400 [7] provides a list of security and privacy contrals\for loT systems.

mportant that both privacy controls and privacy assurance cover the case of ecosystq

IPLE 1 PIl that is exchanged for data analytics within a smartCity ecosystem can involve consent managqg
rivacy preference management by many PIl controllers ©6p PIl processors. The goal of having a functi
nt and privacy preference management involving the ecosystem can require a capability focusing
orative consent and privacy preference management: Assurance on this collaboration capability
ement for trustworthiness.

IPLE 2 PII that is exchanged for data analytics\within a smart city ecosystem can involve many PII contr
processors. The risk of having a privacy breach involving the ecosystem can require a privacy control foc|
laborative incident management. Assurancgeon this collaboration measure is a requirement for trustworthi

Priv

cy assurance also covers loT)ecosystems or IoT system of systems, which consi

5 On

ms.

ment
bning
on a
is a

pbllers
using
ness.

5t of

interacting individual systems which are independently managed and operated. This requlires

the

NOTEH
6.4

Resi
beh3
com
caug

rovision of compliance scheémes involving multiple organizations.

4 |1SO/IEC/IEEE 21839,[24] provides a definition of system of systems (SoS).
Resilience

lience is covered in ISO/IEC 9837-1:— [25]. Resilience is the element of a system
ves in @ manner to avoid, absorb and manage dynamic adversarial conditions V
pbletingthe assigned missions, and to reconstitute the operational capabilities
alitiesy.

that
vhile
after

HH 4 4 £l dalal £ FH + ol ry al
SITITUT TAPTULS SyoSITIHIT TAllulT Ul UTiotavulc TUTTULHUTIITITY UJt 11U SUTIT TTadosUlT diTtu pTu

support for recovery and continuous execution;

-

esilience covers both intentional attacks and non-intentional system failures; and

ides

— resilience addresses the uncertainty about expected system behaviour through redundancy,
e.g. alternative functionality, implementations, configurations, locations or network
segments that can have different weaknesses so the same threats and hazards are not as
disruptive to the replacement capabilities.

Resilience is a generic "liveness property" as it implies the commitment to bring out the
behaviour supporting the system mission under adversarial conditions.
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6.5 Reliability

Reliability is covered in ISO/IEC 25010 [26]. Reliability can be characterized by the following
aspects:

— a well-defined set of conditions under which the system is tested to demonstrate that the
functions perform for a specified period of time;
— a constrained set of functions to which reliability requirements apply;

— a practically guaranteed period of time during which the functions from this set reliably
perform; and

— ysually reliability covers non-intentional system tallures.

The [factors affecting the reliability of loT system are divided into external factors andyintgrnal
factgrs. External factors include working environment, installation location and position, human
opeffation, electromagnetic environment, packaging conditions, etc. Internal factors indlude
systém management, equipment quality, network structure, business requirements, mechapism
strategies, etc.

7 Managing trustworthiness

7.1 General

An aggregation of characteristics is expected (see Figurée.5), e.g. safety, security, priVacy,
resillence, reliability, governability. The list of characteéristics depends on stakeholders
conderns and on the environment.

Safety

Security

Privacy Characteristic

Resilience

Reliability

Governability

IEC

Figure 5 — Trustworthiness characteristics examples

Trustworthiness aspects are described in this document as system characteristics — or
properties as they do not just manifest as specific functions. Trustworthiness of an entire system
can be seen as a set of emergent characteristics derived from the trustworthiness of its sub-
systems and from the overall architectural and functional design.

A system can exhibit these characteristics while operating.

Each characteristic can be associated with policies and regulation, with objectives, and with
agreements (e.g. service level agreements (SLA) or service level objectives (SLO)), possibly
involving contractual aspects. Such policies, objectives, agreements are in turn subject to
measures, audits, and assurance procedures that involve metrics, key performance
indicators (KPIs) and targets.
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Even if components are considered trustworthy, the system can remain untrustworthy for two
reasons:

— trustworthiness (the priorities of characteristics) is different for the system than for its

S

eparate components, and

— the way trustworthiness is achieved for some components can be not composable for other

C

7.2

omponents.

Assumptions

Characteristics should be used to demonstrate how a target level of trust can be reached and

mair
be v
use

The
a me
invo
- H
- d

|
«©

|
17

Assy
EXAN
EXAN
7.3

Assl
be v

NOTH

The

bry specific to each characteristic and should enable the assessment of risks based '0
bf a set of operational targets by each stakeholder.

acceptance of the dependency between the identified risks and the set of assumptio

ve different types of judgement:

uman factors (i.e. individual behaviour);
perating environments;

overnance and business models;
risdictions of operation;

takeholder reputation;

wareness;

ntentions (good or bad);

hterest (absence or presence); or
hysical work constraints.

mptions can be objective or subjective.

IPLE 1 Organization compliance, is a’subjective assumption.

IPLE 2 Material yield strength physical property is an objective assumption.
Assurance

rance is based on evidence that risks are controlled to an acceptable degree. It can
blidated by using testing and evaluation techniques including risk assessments.

Risk assessment is based on evidence and not assumptions.

following approaches can be used for assurance:

tained based on each characteristic and the given RA developed. IThese methods SanOU|d

the

NS is

asure of trust. An assumption that is wrong can lead to unjustified trust{ Assumptions|{ can

only

roving that system will always behave in a way that meets the criteria for trust over the
given lifecycle of the product or solution. This can be accomplished by third party reviews,
product documentation, design reviews, or other outputs of the development program.

— The following assurance approaches can be applied:

Providing a proof that the characteristic’s objective is met.
EXAMPLE 1 Probabilistic assessment.

EXAMPLE 2 Formal specification and verification on model (model-checking).
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Assurance claims depend on
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Any

It ca
risk

used in conjunction with a con€rete characteristic as this defines the interpretation of risk

dete
trus

7.5

Syst

basgd on capabilities provided by individual components of the system. The process of ensy

that

a trustwarthiness composition model.

EXAMPLE 1

= 3.0 0
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objective is not met.
EXAMPLE 1 Testing and verification.
EXAMPLE 2 Vulnerability assessment.

EXAMPLE 3 RAM (reliability, availability and maintainability).

Testing if system can exhibit a behaviour that demonstrates that the characteristic’s

These approaches can be provided as part of evaluations conducted both internal or

external to the organization developing the solution.

Analysis verification if a system can demonstrate behaviour that doesn’t answer the

Criteria and reasoning that a target level IS met or It Wash t possSIDIe. The TOHOWINg
examples of assurance methods.

EXAMPLE 1 Testing and verification.
EXAMPLE 2 Vulnerability assessment.

EXAMPLE 3 Risk assessment.

ecomposing the system into components, then applying the approaches mentioned a
nd justifying for the composition of components. As this is"the combination of
pproaches above, examples cover methodologies rather thafi’separate methods. T
hethodologies can be bespoke for the concrete sets of security objectives, but some

nown methodologies also exist such as failure or fault analysis

Risks

he correctness of assumptions, and

he effectiveness of assurance methods.

uncertainty on assumptions and assurance method effectiveness create risk.

h be noted that for every trustwaerthiness characteristic identified (e.g. security, safety
can be defined differently. When talking about trustworthiness, the word "risk" shoul

mines the methods (of" risk assessment and further assurance on the seps
orthiness characteristic.

Composition
em charaeteristics including security, safety, privacy, resilience, and reliability ca

the resulting system is trustworthy is operationalized by the specification and validatid

are

bove
the
nese
vell-

the
d be
and
rate

n be
ring
n of

both as an individual component and as part of the gateway.

Trustworthiness of a gateway is enabled by the verification of an included hardware security module,

The model should explain how assumptions, risks and operational behaviour are integrated.

There can be cases when no composition model is possible due to multiple different systems
interconnecting and operated by different organizations. Due to defined lack of ownership or
operational responsibility, it can lead to situation where operational aspects cannot be fully
verified.

EXAMPLE 2 Composing a system with two components based on different levels of safety (one is fail-safe, the

other

is not) might not be possible.
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For those systems which are already designed from components without any attention to
composability from the trustworthiness perspective, the interaction between approaches to
trustworthiness characteristics shall be assessed.

7.6 Trustworthiness profiles

There are models of security, safety and other characteristics which are widely known and
adopted in several sectors. For example, "information security risk" is evaluated by
"confidentiality, integrity and availability of the information". These models are useful but they
are domain specific. They can be considered as specific trustworthiness profiles.

8 Building trustworthiness

8.1 General

Once trustworthiness objectives have been defined, they can be used as the“basis to validate
the gverall implementation of the system. There are several ways to accomplish this:

|
Q

pply a goal-orientation approach by designing capabilities;

pply a risk-orientation approach through a risk analysis and the’/identification of measyres;
nd

combination.

Q Q)

|
Q

The (distinction between goal and risk is often of methodology or maturity origin:

ddressing a trustworthiness characteristic that<s novel requires a risk-oriented approach,
hich involves the development of controls toxreat identified risks;

|
Q

<

ddressing a trustworthiness characteristic, that has been treated in the past and is m3ture
an sometimes involve a goal-oriented~approach, which involves the development of
apabilities to meet the goal.

O 0O Q)

HXAMPLE Privacy is a characteristic that\nhas matured with the advent of regulatory frameworks such as GDPR.
h the past, using PIl without consent had to be considered as a risk. Since GDPR mandates copsent
anagement as an obligation, it now becomes a design goal.

- —

8.2 | Capability viewpoint

Figure 6 explains the relationship of trustworthiness with system goals:

|
—

rustworthiness (s ;based on the assurance that an loT system has characteristics to enable
he expected behaviour, based on capabilities that are included to achieve the goals qf an
DT system;

—

rust isabout the confidence that an loT system has the expected behaviour, basefl on
ssumptions that capabilities that are included to achieve the goals of loT system| are
ufficient.

(. Q) —*+
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Table 1 shows examples of goals and capabilities that can be assagiated with characteristjics.

Trustworthiness achieved by Assurance on Goal

based on on
Characteristic

meets
enables has g
loT system incudes Capability
o
Behaviour
on on
measures
Trust Confidence
IEG.

Figure 6 — Goal oriented trustworthiness

NOTH Capabilities can be technical or organizational.
Table 1 — Example of goals and properties
Jharacteristic Properties Capabilities
Safdty Dependability, Liveness :tanc redur_1da_ncy, dynamic redundancy, system
ealth monitoring
] o ) Secure storage, Misbehaviour detection, hardware
Seclirity Confldgqtlallty, Integrity, security module
Availability
Identify, Protect, Detect, Respond, Recover [27]
Consent management [10], [11]; Privacy
preference management [12]
Unlinkability,(Transparency, Identify-P, Govern-P, Control-P, Communicate-P|
Privpcy Intervenability, Compliance, Protect-P [28]
Citizen empowerment, ) i
Operational capabilities: agreement, usage,
validation, assurance, enforcement, security,
interaction, access. See [17], [29]
Relipbility Functllo.n, Environment support, Predictive maintenance
Durability, Performance
Asset manageability, Asset
maintainability, Incident L . . . .
Resj|lience detectability, incident en5t]|C|[p:J3%t]|o[r:13,1\3wthstand|ng, recovering, adapting
responsiveness, incident ’ ’
recoverability
Capabilities for evaluation, directing, monitoring
Controllability, Manageability, [32]
. Accountability, Policy - i .
Governability enforceability, Usability of policy 5;(:&;2;? monitoring capability: compliance
enforcement tools
See Cobit framework [33]

8.3

Risk viewpoint

A risk-oriented conceptual model of trustworthiness can be defined as well (Figure 7):

— an entity of interest includes controls to treat trustworthiness risks; and

— these controls treat risks related to trustworthiness.

ISO/IEC TS 30149:2024 © ISO/IEC 2024
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EXAMPLE 1

management for privacy.
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8.4

Assl

Trustworthiness achieved by Assurance on Risk
based on on
Characteristic
treats
enaples has includes
loT system Measure
L/‘(\as
Behaviour

on on

measures

Trust Confidence
IEC

Figure 7 — Risk oriented trustworthiness

Assurance viewpoint

rance in the conceptual model can be defined as follows (Figure 8):

vidence on a capability; and

inh a goal-oriented model, assurance is achieved)through claims based on arguments

in a risk-oriented model, assurance is achieved through claims based on arguments

vidence on a measure.

on

Assurance Goal
on
based on
Argumentation
justifies
Evidence
on meets

loT.system [includes Capability

on
Assurance Risk
on
based on
Argumentation
justifies
Evidence

on treats

loT system | includes Measure

IEC

8.5

Figure 8 — Assurance based on claims, arguments, and evidence

Operationalization

Access management; application programming interface (API) sanitization for security; usage

and

and

A conceptual model for trustworthiness combining both the risk-oriented and goal-oriented
views of trustworthiness can finally be defined (Figure 9).
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Trustworthiness achieved by Assurance on Goallrisk
based on on
Safety based on
Security Argumentation
justifies
Privacy ———@p| Characteristic
’ enables Evidence
Resilience on
é@
Reliahility & meets/treats
loT system includes Cnfgzls)ﬂlrz/
Governability W
Behaviour
on on
Trust measures Confidence
IEC

NOTH From an overall conceptual model, statements such as "a caontrol” treats a trustworthiness risk" apd "a
capalbility meets a trustworthiness goal" can be used in parallel.
Operationalizing the conceptual model for trustworthifiess involves the following activities:
— lfsting the characteristics and their dependencies;
— ifentifying goals and related capabilities;
— iflentifying risks and related treatments;“and
— dpecifying assurance requirements_in‘terms of claim, arguments and evidence.
Table 2 presents a list of principles(for trustworthiness operationalization.
Table 2 — Principles for trustworthiness operationalization
Principle Example
Sysjem and Relations’that need Hierarchical relations in public-key infrastructure (PKI)
confext trustworthiness depend on
context
Dependencies between Safety is a major concern in the automotive domain. Secufity

characteristics depend on
context

analysis often focuses on its impact on safety.

Privacy is a major concern in the health domain.

Requirements on

In safety, fail-safe design could be required, i.e. the system’s

characteristics depend on
context

default behaviour keeps invariants even if new requirements
are set for this system.

In privacy, the minimization strategy could be required, i.e.
data is not collected when possible.

Context changes

The context of a system can change, new characteristics and
new priorities can be introduced, as well as new methods.
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Principle Example
Process Multi-stakeholder impact Determine risk factors of the system. This activity can include
assessment domain experts, safety, security and privacy experts, ethics
experts.
Multi-stakeholder Participative (stakeholder-based) approach
architecture-based design
Independent assurance Independent team, External organization
Best practices including for Established (standardized) protocols, procedures

composition )
Examples of methods are rational (method-based) approach,

IIUIIIIdﬁVU \ouiuﬁuu-babvu‘) appluabil, uuatuuliLvu' \dttll‘uut P
based) approach.

Continual improvement Maturity of processes and practices increases overtime. Thhey
are reflected in the processes of the company.

Collaboration Ecosystems require governance and collabaration

The jJoperationalization of trustworthiness principles depends on the reference architecture|that
is used to build the system-of-interest. At an early stage of a pfeject, such as design|and
condept, risk factors should be determined for a specific RA impleémentation. These are| risk
factqrs for each trustworthiness characteristic identified as, an/outcome to a proposed|RA.
Thege will serve as basis for the trustworthiness objectives.

( Proposed RA ]
..................................... A teecccccscsccscscctencnccccaccccncnna
. . This must factor in all
This must factor in all . :
: Conduct a risk : regulatory and other
systems, sub-systems, —— -« . :
assessment : market requirements for :

that sector

and component sources

v

Identify trustworthiness
characteristics

A4

Implement trustworthiness
model kinds

|

Testing and validation

\/

[ Validated RA ]

IEC

Figure 10 — Determining risk factors within an RA
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Figure 10 describes the activities to determine risk factors. They are carried out in the context
of the underlying reference architecture. These activities should not be an afterthought but part
of a larger governance model within an organization. There should be ongoing processes and
business practices that will allow for risk to be determined and mitigated by the vendor of these
solutions. At a minimum a program should aim to complete the following.

regulatory and other market requirements.

Identify and document characteristic’s objectives.
Implement trustworthiness capabilities, relying on suitable model kinds.

The]

|
Q

|
Q

The

- g

- T

— gpecification on how the objective can be verified.

The

|
7

N

Test
requ
to cHg

The
that
RA.

est and validate capabilities.
e are two aspects that all RAs should consider:

Il systems, subsystems, and component sources;
Il regulatory and other market factors where the target solution will be deployed.

output of the "identify trustworthiness objectives" should include thefollowing:

efinition of the characteristic objective;
ationale on why the objective was identified;

output of the "trustworthiness model kinds" should.include the following:
tatic models considered and how testing or eyaluation results will result in any d¢
nodifications for the target RA;

ynamic models considered and how testing or evaluation results will result in any de
hodifications for the target RA;

hteractive models considered and how'testing or evaluation results will result in any de
hodifications for the target RA.

ng and assessment should be conducted by both internal resources and validate
ired by external third parties: This can include formal testing and evaluation that will
rtification or other necessary assessments for a product within specific sectors in a ma

were used for testing and validation for the products or services created as a result of

Conduct a risk assessment, factoring in all systems, sub-systems and components,

sign
sign
sign

H as
lead
rket.

details will be used-to provide necessary assurance of the RA. This will include metlhods

this
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Annex A
(informative)

Best practices for loT trustworthiness

A.1 Relation with ISO/IEC 30141

ISO/IEC 30141:— [1] addresses the following concerns for trustworthiness:

— how—to—buitd—an—imptementation—architecture—with—a—tevet—of—confidence—that—meets

tfustworthiness goals;

— How to implement system assurance.
It specifies a trustworthiness view that covers

— doncepts and relationship to 0T system assurance, and

— dhallenges with assuring loT systems.
A.2| Concerns
Table A.1 lists the potential concerns in an loT system architeeture.

Table A.1 — Concerns for an implemgntation architecture

High level Description Detailed concerns
concern
What@re the risks of the concept of loT?
How can one evaluate and balance the cost of implementin
a trusted and secure loT system to benefit the market and
users?
How is trustworthiness implemented with minimal impact on
What are the system performance?
Chafacterization trustworthiness
characteristics? How is trustworthiness implemented in compliance with
regulations?
How are the trustworthiness characteristics in an loT system
implementation determined?
How can one assess the maturity of the trustworthiness
model used in an loT system implementation?
What impacts does trustworthiness of IoT components, loT
systems and loT environment have on business and system
ownership?
What is the impact of How is or hc_)w was ris!( identified gnd quantified for each
ot addressing component in the loT implementation?
Impact - f‘f.“T‘“tI o
suiticiently a , Was a secure development lifecycle used to determine that
characteristic® the appropriate test cases were used to validate the identified
risks at design time?
Was a risk determination performed at design time for the loT
implementation?
Measurement angzél?rreen:r;it means for How do you determine the level of trust for each component
. (system, software, or hardware) in the loT implementation?
trustworthiness?
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High level

Description Detailed concerns
concern

How does the system of component provide safety?
How does the system provide for authentication?

How does the system provide for authorization?
What are the
capabilities to support a How does the system provide for privacy?
given trustworthiness
characteristic?

Capability
How does the system provide for operational failure,
including notifications?

How does the system provide a means for detecting
compaonent and system operational state failures and

alerting?

How does the system provide secure runtime operation?

How are all components updated to ensure trust befofe and
after the update?

How would a potential compromise of a component be

What are the means to detected at runtime?

Opgration ensure trustw.ortginess How is trust ensured after a componént.is no longer
during operation” supported or at the end of its seryice life?

How is a component destroyedwhen not used or when it
requires replacement?

How are users or owners.ngtified of a potential component
breach? Including compefients provided by third parties?

Does the test procedure verify every defined requirement?

What are the means for

int tion? What third party access, components, and services are beirlg
integration?

used and how'is each one prequalified to ensure operationdl
trust?

Intepration

What controls should be applied that will provide auditable
What are the means to means/for validation for trust level?
Asslirance

verify trustworthiness? Is there an independent third party certification process (or
self-certification regime)?

A.3| Patterns

A.3.1 General
The ffollowing patterns-are defined in Clause A.3:

rustworthiness characterization method;
rustworthiness maturity model;

t
t
tfustworthiness impact assessment;
t

Fustworthiness engineering; and

— trustworthiness assurance.
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A.3.2
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Trustworthiness characterization method pattern

This pattern is described in Table A.2. It addresses the characterization concern of Table A.1.

Table A.2 — Trustworthiness characterization pattern

Name Trustworthiness characterization pattern

Information

Related patterns -
It covers the following problems:
— characteristics relationship, and
— characteristics representation.

e lzm As all loT systems are different and the context of their use is _differen{, the
priorities of different trustworthiness aspects, their relevance to the system, the
urgency of issues connected to them and approaches to risk/mitigatior] will
definitely vary. To reflect the particular priorities, approachés and rules, the
characteristics relationship is dependent on the context\policies.

Knolwn Specific context

Conftext Related context
The characteristics relationship model kind,Covers the following expeciation:
specify the relationships between trustworihiness characteristics of the system-
of-interest, and approaches to measure trustworthiness.

It deals with so-called "-ilities". These include safety, security, privacy| reliability
or resilience. These are non-fupctional requirements which set up the griteria
for the solution, system, product; or environment according to the expgctations

Architecture about its functioning.

models The relationships allow’for the understanding at the semantic level of the
factors contributing te’rust and their mutual influence. Thus, allowing for the
prioritization of th&'aspects according to the industry or product constrpints,
regulations and other factors.

Soldtion The characteristics representation model kind covers the following expectation:
specify thertrustworthiness artefacts that are represented in the system-of-
interest @nchitecture.

Example of characteristics relationship: trustworthiness in automotive gystem is
constructed with safety (based on the ISO 26262 series) as the first
characteristic. Security (based on ISO/SAE 21434) is then assessed agcording

Examples to the following criteria: safety, finance, operations, and privacy.
Example of representation artefact: a trusted anchor can be used to prjovide
specific security services (based on ISO/IEC TS 30168).

Rationale for the The relationships depend on the context (specific document, or specifip

pattern environment)

Guidance -
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A.3.3 Trustworthiness maturity model pattern

This pattern is described in Table A.3. It addresses the characterization concern of Table A.1.

Table A.3 — Trustworthiness maturity model pattern

Name Trustworthiness maturity model pattern
Information
Related patterns
The maturity model pattern covers the following expectation: Specify the
Problem ) g
system-of-interest maturity process.
Known Specific context
Conftext Related context
Several models are possible:
— OWASP Software Assurance Maturity Model (OWASP SAMM).
— 1IC loT Security Maturity Model (IIC [oT SMM).
Architecture — Capability Maturity Model Integration (CMMI®)
models® — Automotive SPICE
. — Lockheed Martin Cyber Resilience Letel® (CRL®)
Solygtion
— Cyber Resilience Review methodalogy by the US Homeland Security
— |EC 62740:2015, Root Cause Analysis (RCA)
Examples -

Rationale for the
pattern

Guidance

broducts.

a8 Any trademarks that appear in this table are exampl@s of suitable product(s) available commercially. This information
s given for the convenience of users of this deeument and does not constitute an endorsement by IEC of these

A.3.4 Trustworthiness impact.assessment pattern

This|pattern is described inTable A.4. It addresses the impact and measurement concerns of

Table A.1.
Table' A.4 — Trustworthiness impact assessment pattern
Name Trustworthiness impact assessment pattern
Infofmation
Related patterns -
The impact assessment process covers the following expectation: spegify the
impact assessment process for trustworthiness of the system-of-interept.
Business-investmaent rnquirnc decisionsthat-include-trade-offs based-dan
delivering functionality, addressing risks, ensuring business continuity,
managing costs and reputation. The risks include security risks, safety risks,
Problem risks of non-compliance to privacy regulation, risks connected with unreliable
systems behaviour. The choice or welfare correlation for the investments in
mechanisms mitigating the risks in many cases is not clear, primarily due to the
inconsistency of these risks and variability of the ways in which they are
addressed. Thus, a trustworthiness framework includes impact assessment
capabilities.
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