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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.
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Introduction

ITES-BPO services encompass the provision of one of more IT-enabled business processes by a service
provider. Such a service provider manages the outsourced business processes in accordance with agreed
contractual arrangements. This covers diverse business process areas such as finance, human resource
management, administration, healthcare, banking and financial services, supply chain management,
travel and hospitality, media, market research, analytics, telecommunication, manufacturing, etc. These
services provide business solutions to customers across the globe and form part of the core service
delivery chain for customers.

In an ITES}BPO service provider organization, risks are prevalent due to the nature of the services.t
are outsoyrced to service providers. Risks can be financial, regulatory, reputational, technological,
These risKs can impact the ITES-BPO organization, customers and other interested parties, Thus,
necessary|for an ITES-BPO organization to incorporate the management of these risks within'their i
managemeént framework. A process should be in place to assess, treat, communicate, monifor and ref
risks, witH the goal of creating and protecting value for the organization, customers.ahdend-users.

The changfing environment in the ITES-BPO service sector is leading to many challenges, including:

— heigh
— chang

— non-s¢

— non-cynformance resulting in fines/sanctions in certain blsiness segments or processes.

Therefore
of uncerta
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interv
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— appro
— awars
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ened oversight by global regulators of outsourcing engagements;
bs to regulations;

quential process automations, leading to additional risk imposed on customers;

nty.

y providing sound principles for effective risk management.

n, these guidelines are intendedto support the effective implementation of the }
nt process within the ISO/IEC 30105 series through:

ssessment, including identification, analysis and evaluation at an early stage, and at regt
als, to determine risk(levels and required controls to provide assurance for ITES-H
zations;

briate risk treatments;
ness of the required controls and adherence;
vernance)for monitoring, effective treatment and communication;

ling and reporting;

hat
btC.
tis
isk
ort

managing risk effectively helps ITES-BPO organizations to perform well in an environment

elines are intended to help an ITES:BRO organization improve their risk management

isk

lar
PO

— scanning environments for emerging risks.

Throughout this document, the term "ITES-BPO organizations" refers to ITES-BPO service provider
organizations.

Vi
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Information technology — IT Enabled Services-Business
Process Outsourcing (ITES-BPO) lifecycle processes —

Part 6:
Guidelines on risk management
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Scope

roving the risk management framework for the ITES-BPO services.
s document:

covers IT enabled business processes that are outsourced;

is applicable to the service provider;

is applicable to all lifecycle processes of ITES-BPO;

is not intended to cover IT services.

p guidelines in this document align to ISO 31000, elaborating the risk principles, risk mj
mework and risk management process from an ITES-BPO perspective.
Normative references

b following documents are referred to in the text in such a way that some or all of thg

stitutes requirements of this document. For dated references, only the edition cited a

Guide 73, Risk mandgeiment — Vocabulary

31000:2018, Risk management — Guidelines

Terms and definitions

the'pirposes of this document, the terms and definitions given in ISO Guide 73 and 1SO 31

s document provides guidance on risk management practices for the IT enabled services-business
cess outsourcing (ITES-BPO) service provider for the outsourced business processes. It provides
guitiance for planning, establishing, implementing, operating, monitoring, réviewing, maintpining and

inagement

ir content
pplies. For
s) applies.

000 apply.

IS

and TEC maintain terminology databases for use in standardization at the foltowing adad

[SO Online browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available at http://www.electropedia.org/
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4 Risk principles
4.1 Outcomes

4.1.1 General

The risk principles described in ISO 31000 can be applied in the context of ITES-BPO to ensure a
consistent, effective, efficient and economical approach to risk management. The risk management
principles facilitate the effective planning, managing and treating of risks. They provide guidance on
the characteristics of effective and efficient risk management communicating its value and explaining
its intentipn and purpose. These principles should enable an organization to manage the effect$ of
uncertaintly on its objectives.

A risk mahagement framework should exist to contribute to the achievement of objectives for bpth
the service provider and the customer. The purpose of the risk management framework’is to increpse
the awareness of both existing and emerging risks. Knowledge of these risks, combined with risk
managemeént processes, should enable both organizations to take appropriate and\timely mitigatipn/
reduction measures.

4.1.2 Value creation and protection

There are|certain risks inherent in the ITES-BPO industry due to the nature of the services and [the
engagement model.

It is imporjtant that the risk management framework is designedto manage the risks for all parties to
the outsoyrcing arrangement in an open, transparent and mutually beneficial way.

A key inpfit into strategic decision-making in ITES-BPO:services is comprehensive risk assessment,
based on gxternal intelligence and internal processes, enabling risks to be addressed and treated.

For example, creating market differentiation for,the customer by enhancing the business process with
systemic dontrols beyond managing the busingss'process.

4.2 Principles

4.2.1 Infegrated risk management

The ITES-BPO organization has an inherent need to recognize the integrated nature of its relevahce
with its cpistomers. Integration from an ITES-BPO organization’s perspective has to consider bpth
the interrfal organization/risk management framework as well as customers’ risk managemlent
requirements and howthese interfaces and interact. The risks arising from an ITES-BPO organizatfion
will influehce the risk profile of the customer.

An ITES-BPO ©rganization’s risk management programme has to ensure all strategic, tactical and
operationdlrisks are identified and managed for the IT-enabled business processes delivered| In
addition, itisretessary for risk mramagement to be imtegratedtocover theentire outsourcing Hfecycle
of each customer contract.

For example, the ITES-BPO organization governance model for risk and controls proactively aims to
identify and evaluate all strategic and tactical risks during pre-contract stage, in order to support
decision- making. In addition, at the business process level, all operational risk controls should be part
of the detailed business process operating manuals to mitigate risks. The management of risks, and
the implementation and monitoring of controls, should not be done in isolation but integrated into the
operational delivery controls.

2 © ISO/IEC 2021 - All rights reserved
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4.2.2 Structured and comprehensive

A risk management approach should be systematic and structured and should operate on a regular
basis for the ITES-BPO organization in order to provide consistent and comparable results to the
customer and other interested parties.

The risk profile of an ITES-BPO organization is affected by multiple customers and interested parties.
This increases the need for the risk management programme implementing critical controls and
governance measures to achieve the business objectives of both the service provider and the customers.
Additionally, the enhanced risk management processes can be a market differentiator with competitors.

4.2.3 Customized

An|ITES-BPO organization should create and maintain a common risk management framework, with the
application of the framework customized, for each customer, based on their contragtual reqpirements,
geqgraphic needs and product/service-specific requirements. This enables a cominon risk mgnagement
approach to be easily and cost effectively integrated.

Foil example, the data privacy risk treatment practices for a business proeess should be tailgred based
on |[the applicable data privacy requirements of the respective country and/or product|for which
serlvices are being rendered.

4.2l4 Inclusive

Invplving interested parties in risk assessment or risk treatment will ensure that risk management
remains current and contextual. ITES-BPO organizations should ensure that customers |and other
intgerested parties are regularly appraised of risk treatment status and open or active risks.

Foil example, the risk management framework formation team should encompass representption from
leaflership, service delivery, enabling functions, customers and other key interested parties.

In 3 changing world and business environment, ITES-BPO organizations should create policies that are
inclusive and transparent to all interested parties.

4.2l5 Dynamic

Th¢ risk management precedures should be dynamic in order to adapt to change (tgking into
corjsideration the continuots changes occurring in the industry) and to regulations, fechnology
trapsformation and centractual requirements. It is therefore important that an ITES-BPO organization
regularly monitors tisks, along with their controls, and maintains procedures to detect rigks arising
from change.

Forlexample, forany changes occurring in the regulations, business processes, contractual requirements
or ftechnology used, an ITES-BPO organization should assess the risk and undertake appropriate
treptment.

4.276 Bestavailabte information

An ITES-BPO organization will be less effective in decision-making if the data is incomplete. Hence,
they should obtain all possible information to understand the risks as conclusively as possible and from
a number of perspectives.

For example, identification of all possible process design risks at the time of process migration cannot
be fully accurate based only on available data. Historical data and the right expertise, such as inputs
from the customer or experts, should be considered. It is also important to determine, and agree with
the customer, the methods for collecting or generating data early in the lifecycle of the process.

© ISO/IEC 2021 - All rights reserved 3
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4.2.7 Human and cultural factors

An ITES-BPO organization’s success revolves around human and cultural factors. Therefore, it is
important that all aspects of risk are evaluated and managed taking into consideration these human

and cultur

al factors.

For example, the attrition rate or resources availability for recruitment should be considered as key risk
factors when selecting a location for delivery of a new business process or existing business process.
In addition, most ITES-BPO contracts demand background checks for on-boarding personnel, which
should be considered as one of the risks related to human factors.

4.2.8 Cd

Continual
managems

direction flor enhancements to the controls and processes. This facilitates improved processes, lead

to enhancg

Treating a
control to
risk mana

5 Risk

5.1 Genleral

When est4
tactical aif

ntinual improvement

improvement is a basic expectation and should be demonstrated through a_robust 1
nt framework and governance model (see Annex B). Risk assessment and governdnce proy

bment of the ITES-BPO organization.

assign high-value fund transfer authorizations to a senior authorizer, is an example of h
bement can contribute to or even drive the continual improvement 6f the organization.

management framework

blishing a risk management framework, ITES:BPO organizations should consider strate
d operational policies, and contractual requirements and risk principles, as explained

Clause 4
the right

(]£
Additionallly, ITES-BPO organizations should plan to establish the required culture and awareness

cascade th

including potential consequences of failure,

Figure 1 il

this document. A risk management framework should cover planning, in terms of sett

isk
ide
ing

h identified financial risk, relating to high-value fund transfer, by intfeducing an automajted

ow

pic,
in
ing

isk environment, monitoring of controls on an ongoing basis and appropriate review.

e importance of active engagementiin risk management and adherence to process contrj

ustrates the different inputstto a risk management framework.

Risk principles

CoTtractual requirements

Organization strategic and
operational policies

to
pls,

J

A
Y

Risk management framework

Figure 1 — Inputs to a risk management framework

This framework should ensure that it includes all components, in terms of design, implementation,
monitoring, review and improvement of the framework.

4
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Refer to Annex A for a case study on the risk management framework and deployment.

5.2 Risk management framework design

5.2

.1 General

The risk management framework sets up the appropriate environment through design, implementation,
monitoring and continually improving the risk management framework. It should include a plan,
responsibilities and authorities, resources, processes and activities, and be aligned to the objectives of

the

customer and the ITES-BPO organization.

Toy
Hoy
int

The
org

5.2

The
the
ma

Foq
par
aut

An
thr

Ex4

vever, development of the risk management framework should be undertaken coltaborat
brested parties.

e risk management framework should be customized to the objectives and, éorntext of the
anization.

.2 Context

b ITES-BPO organization should examine and understand the efivironment in which it op4
internal and external factors that can affect risks or thesorganizational arrangement
hage them.

example, this can include financial, technical and regulatory factors, relationships with

horities.

[TES-BPO organization should define the risk management framework appropriate for th
eats.

mples of internal threats and issues_iniclude:
any process design or implementation issues identified through internal audits;

any changes to standard:éperating procedures or policies, by the customer or the
organization that could-itnpact the service;

contract-related risks and amendments;
capacity and seheduling-related challenges and threats to providing timely business ser
any incidefits‘and threats that could impact the customer or the ITES-BPO organization;

changes/due to adoption of newer or changed technologies and processes by the
organization or the customer.

p: mp]pc of external threats and issues include:

management for the ITES-BPO organization owns the risk management framewoLk design.

ively with

ITES-BPO

brates, and
needed to

interested

ties, and the organization’s existing governance orgdnizational structure, roles, responsibilities and

b risks and

ITES-BPO

rices;

ITES-BPO

new or changed regulations;
customer feedback;
disasters that threaten the continuity of the ITES-BPO service;

other political, economic or social changes that are relevant.
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5.3 Risk culture

Risk culture is the system of shared assumptions, values and beliefs that govern risk decisions in the
ITES-BPO organization. The culture determines how employees understand and describe the context of
their work, and how they recognize, describe and respond to risks.

The risk culture of the ITES-BPO organization should be enhanced to increase staff awareness of
customer needs, as well as understanding risk and treatments, as appropriate.

ITES-BPO organizations are people-centric. Therefore, the right risk culture should be developed and
maintained.

Risk awar
throughou
the risks 2
organizati

Awarenes
communic

Leadershij
employeeq

5.4 Risk management framework implementation

An ITES-H
frameworl

The requi
determine
implement

A risk ass
interested

Reviews s
status. Im
implement

Once ther

pn.

eness should be embedded from the day an employee is on-boarded and should conti
t the term of employment. Employees of the ITES-BPO organization should be~aware
ssociated with their domains and the risk management process followed by the ITES-H

can be driven through training, assessments, campaigns, simuldtions, continu
ations, etc. This should be an ongoing process.

. Risk management is the responsibility of all employees, starting-at entry level.

t, including plans for design, implementation, monitoring and review.

red resources for assessing and implementing the risk management framework should
d, including the required competencies. Resource provisioning and retention impro
ation effectiveness for the risk management framework.

bssment should be performed in linetwith the plan, and the results should be shared W
parties for action and review.

hould be scheduled and implémented at a defined interval to evaluate the implementat
plementation should be . integrated into the change management process to assess
ation impact, plan the deployment and gain approval from required approvers.

sk management frammework is implemented, it should be monitored for effectiveness.

managemeént process

eral

hue
of
PO

Dus

b should invest and continuously reiterate the importance of risk management to their

PO organization should define a detailed plan for(mplementing the risk managemlent

be
ves

ith

ion
the

The risk management process is illustrated, at a high level, in Figure 2.

ent

An ITES-BPO organization should define the roles, responsibilities and authorities to ensure effective
implementation of the risk management framework.

Refer to Annex B for an illustrated structure with three lines of defence for effective risk management.
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Scope, context and criteria

[ Risk assessment ]

[ Risk identification ] [ Risk analysis ] [ Risk evaluation ]
. N\

[ Risk treatment ~ )

Communication and reporting ’QO
Vi

-~
Monitoring and re\p‘*&v}

6.2

6.2

Scd
fac
cuf

6.2

The
pra
ma

6.2,

Figure 2 — High-level riSk-management process

Scope, context and criteria

.1 General

pe, context and criteria needto be defined based on an understanding of external an
fors. This helps in customizing the risk management process in line with the organi
tomers’ objectives and riskappetite.

.2 Scope

b ITES-BPO orgahization should define the objectives of each application of the risk mj
cess, its boundaries and its scope. This should be documented to provide assurancg
nagementis comprehensive, effective and efficient.

3, \External and internal context

d internal
ration and

inagement
that risk

Ris
a)

b)

management process snould consider the rollowing:

external intelligence on the current threats and vulnerabilities in the market, developme
customer expectations;

internal inputs for capability, risk exposure and severity.

nts and/or

While establishing the risk management process, those undertaking a risk assessment should
understand the internal and external context, such as:

contractual obligations with customers;

risk appetite;
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associ

comm

NOTE
organizati

risk tolerance level;

nature and criticality of the services;

ated business process;

itted service level agreements (SLAs);

relationships with other projects, processes and activities.

nisrecommendedtotake inthe nnrcnlf ofits nhlnr‘hvnc This is nhnr:\hnna]lvnﬂ into criteria or

Risk appetite is the statement defined by top management that expresses how much risk the

set

of rules for
framework

6.2.4 C(n
The ITES-

risk to be made in a consistent way. These decisions can include:

wheth

when

when

which|

The relev:
consequer]
particular
treatment
alone.

6.3 Risk assessment

6.3.1 G¢g

Risk asses
requirems

Risk asses
emergent

how t¢ allocate resources between risk treatments;

how t¢ decide between options, when both involve riskiand trade-offs are necessary;

decisions relevant to the orgamzatlon where there can be uncertamty and is defined as part/ef]

iteria

BPO organization should establish a set of rules or statements that enable.decisions abj

er arisk needs further treatment;

h risk is intolerable and has to be avoided;

hn expected benefit is worth the risk;

risks have particularly high significance.

int criteria can differ according to the~décision required. For example, a combinatior
ce and likelihood (referred to as level of risk) can be used to determine the risks that h
significance. However, resources ¢an be allocated on the basis of the cost-benefit of
options for different risks. Intolerability can be based on maximum credible conseque

neral

sment is an important activity that should be performed at the initial stage of a new prog
nt or a change in existing processes, and at a defined frequency for an ongoing process.

risks.

the

out

of
hve

the
hce

€SS

smentinvolves meaningful dialogue with customers, reviewing both existing risks, as well as

Risk asse

b 1 - | ez Lo 4o 1 H pa | 1 4o £ 41 - | 4 1 4 FRPIA | £L£ 4o
HITTIU TIIVUIVES TUTIILITICALIULL, dIldly SIS dITU TV AIUdUIUIDN UL UHIT TISKS U UT 11 T4AltUu TIITU LIV

These steps are described as follows:

a)
b)

<)

risk identification: recognizing and describing risks;

risk analysis: understanding the nature and characteristics of risks;

ly.

risk evaluation: supporting decisions including comparing risks with risk criteria to determine

whether additional action is required. The evaluation should aggregate analyzed risk, taking into
account level of risk, proximity, manageability, context and the views of the interested parties.

The personnel conducting an assessment should have good domain knowledge and understand the
lifecycle of the product or process in the scope of the assessment.
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6.3.2 Riskidentification

Risk identification helps ITES-BPO organizations to understand the potential risks that could impact
the achievement of the objectives for a system, an ITES-BPO organization or a customer.

Risk identification should consider the following aspects:

a) identify and classify key risks across a number of different aspects. This can be achieved by building
a repository of risks that could impact the achievement of objectives. These include risks from
processes, people, customer policies, market and conformance with laws and regulations such as:

— design and implementation r15Ks;

— risks identified from applicable regulations for the process or product, and anytelévant laws or
regulations for the geographical region;

— risks identified through feedback from customers;
— risks identified through audits;

— risks due to changes in the market, environment, processes, regulations and policieg;
— risks related to human resources.

b) | identify both controllable and non-controllable risks for/the ITES-BPO organizatioh and the
customer;

c) | ensure that personnel undertaking risk identificatien are competent;

d) | adopt a systematic approach to risk identification. Different tools can be used to achieve this,
for example, failure mode and effects analysis (FMEA), a risk prioritization matrix, or|the 5 why
analysis.

6.3.3 Risk analysis

Risk analysis involves a detailed consideration of:
— | sources and causes of risk;

— | the events and scenaries'that can occur;

— | possible consequentes and their likelihood;
— | the effectiveness of existing controls.

An|understatiding of causes of risk and scenarios that can lead to these consequences (jpositive or
negative).helps in selecting appropriate treatments and assessing likelihood. Both conseqyences and
likglihdod are affected by the effectiveness of existing controls.

Cor sequences aud lll\ClthUd caty bc LUlllbillCd to Pt UViC‘lC atr iudiuatiuu uf }cvc} uf 1131\. H wever, by
doing this, information is lost (for example, whether a risk is high-consequence and low-likelihood or
vice versa). Separate information on possible consequences and their likelihood, and the factors that
affect these, can be of more use to the decision-maker than a single value for level of risk.

Risk analysis should consider risk interactions and common causes. The analysis method and its format
depends on the nature of the decisions to be made apart from the criteria defined for those decisions.

Risk analysis supports decision-making related to risk and risk treatment strategies, based on the
impact, likelihood of occurrence and severity of the consequences. A risk can impact more than one
objective. Risk analysis should consider the effectiveness of existing controls for an identified risk.
Various techniques can be used for risk analysis.
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An ITES-BPO organization should share the results of its risk analysis with its customers. This provides
the customers with an opportunity to respond and collaborate in risk reduction measures.

6.3.4 Risk evaluation

Risk evaluation involves comparing the results of the risk analysis with the established risk criteria to
determine where additional action is required.

The decision of risk treatment can depend on the cost and benefits associated with implementing
improved controls.

Decision-making should consider the context of a risk, risk tolerance, and regulatory and finanfial
impact. Ddcisions can include the type of treatment, priority of treatment and the approach.

Various dgcision-making techniques can be used for risk evaluation.

For example, a service provider conducting a risk evaluation to decide whether to adopt a rfew
technology or product for the business process in addition to calculating return on.jnyestment.

6.4 Risk treatment

6.4.1 General

Risk treagment involves selecting and implementing measures“te’ address risks. Risk treatment
measures |can include avoiding, mitigating, transferring or retaining risks. Risk treatment includes
reduction pf the likelihood that a risk event will occur. Risk tréatment plans typically cover:

— addrepsing root causes of identified risks in earlier phases of the risk management process;
— identifying alternative mitigation strategies, methoeds and tools for each risk;

— assesqing and prioritizing treatment alternatives;

— planning for the resources required for specific risk treatment;

— planning for communication of impleémentation progress and results;

— analyzing the overall impact of a'treatment plan and validation.

6.4.2 Risk mitigation

Risk mitigption is one type’of risk treatment, introducing new or modified controls to reduce residual
risk and itp impact onpotential occurrences.

For example:

ent process to identify and rectify input errjors

— implementation of authentication and authorization reviews for access control logs.

6.4.3 Riskavoidance

Risk avoidance is a risk treatment that removes the possibility of risk occurrence. Typically, this is
achieved through a technology-enabled intervention or complete refresh of the process steps. Impact
from similar occurrences can be avoided by opting to:

— stop, postpone or cancel an existing process activity;

— execute in a different manner (e.g. using technology);
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— divert to a different activity.
For example:

— replacing data entry tasks by automation through optical character recognition (OCR) or a screen-
scrape solution to eliminate the risk of data entry errors;

— implementing robotics for data scrubbing and formatting to eliminate the risk of data entry errors.

6.4.4 Risk transfer

outjsourcing the task to a third party, who specializes in the task, or by co-owning the outconle between
thel ITES-BPO organization and the customer, since the impact of non-conformance will ‘be t
both the ITES-BPO organization and the customer.

Risk transfer is a risk treatment that transfers risk ownership to other parties. This can be'?fhieved by

e same for

For example:

— | sub-contracting specific tasks to parties specializing in the required provision, e.g. anl approved
manpower third party providing task specific experts;

— | sub-contracting to a third party for data or content enrichment.

In hoth examples, risk ownership is transferred as part of the rfisk treatment.

6.4.5 Riskretention

Risk retention is a risk treatment when the decisiofni$ made to retain the risk or its residyal impact.
Risk ownership is retained by either the ITES:BPO organization’s management or the cystomer or
jointly.

Forl example:

— | identify and prepare customer retaining the risks that cannot be reduced, eliminated or transferred
for authorization;

— | implement a risk management committee to co-sign residual risks.

Risk retention is an acceptable treatment option. If risk retention is the appropriate treatment, it should
be flearly defined, understood, and communicated to all participants.

In general, the cost-6f managing a risk should be compared with the benefits gained or expefcted. Cost-
berefit assessments’should consider all risk perspectives within the risk management framg¢work (see
5.1). Itis impogtant to consider all direct and indirect costs, and benefits, whether tangible or [ntangible,
mepsured imfinancial or other terms.

7 | Communication and reporting

Risks and their proposed treatment plans should be communicated to the interested parties. Lessons
from the risk framework, process and incidents should be shared as part of ongoing communication
processes. The impact of changes, issues and improvements on risk policy and measures should be
analyzed and reported.

Periodic reporting of the outcome of risk assessments and testing should provide the appropriate level
of details. The report can include:

— summary of risks tested or assessed and their results;
— identified risks and treatments with trends;

— risk treatment plans, status and trends;
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— keyriskindicators status and trends.

8 Monitoring and review

8.1 General

Monitoring and review are critical elements of risk management processes for ensuring the effectiveness
of the process design, implementation and outcomes. These elements will also ensure timely review
and treatment of any potential strategic, tactical or operational risk having a significant impact the
organizati i ; i

An organigation needs to continuously monitor and review the appropriateness of the risk(eriteria,
assessmerlt, treatment and management framework throughout the lifecycle of the outsourcedprocess.
This should cover all aspects of risk and exposure for customers and the ITES-BPO organization.

The reviey process should involve all concerned interested parties to ensure inputiinto the ongding
shaping of|the risk management processes across all aspects of process, people andtechnology.

Typically, the following aspects are monitored and reviewed:

— risk flamework;

— risk management competencies;

— risk appetite;

— risk tdlerance;

— resouyces;

— any significant risks or exposures;

— indep¢ndent audit results;

— open 3nd overdue risk treatment plans;

— confoimance with corporate polieies, customer contracts through internal and external audits;
— incidepts;

— futurg or emerging risks;

— gapsidentified by the risk focus forum, with risk treatments and target dates for closure documented;
— effectiveness of-Controls at defined intervals.

Key risk indicdtqrs enable a quantitative approach for monitoring and review of the risk management
process.

The ITES-BPO organization needs to implement procedures to actively monitor risks and be able to
report on such activities to its customers, thereby building customer trust.

8.2 Monitoring and management review

8.2.1 Monitoring

An ITES-BPO organization’s risk management framework and process should be monitored to
compare actual performance against the expected performance. Additionally, periodic reviews assure
implementation effectiveness and continued suitability to the current environment.
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An ITES-BPO organization should monitor the sources of risks, the level of risk, effectiveness of the risk
control measures and the treatment of risks. Risk monitoring should include periodic review of risks,
the controls implemented to mitigate the risks and effectiveness of the controls.

An ITES-BPO organization should perform risk monitoring at an appropriate frequency, covering all
key sub-processes, domains, risk families and lines of business or departments.

Risk monitoring responsibilities should be identified and communicated to the relevant interested
parties and roles performing this activity. Risk owners are responsible for the efficient conduct of
risk monitoring activities and should be able to demonstrate adequate efforts taken towards risk
monitoring.

Risk monitoring should cover various elements of the business process, such as risk evénts|(potential
and materialized risk events), metrics identified as risk indicators (both lead andlag ihdicators),
corjtrols adequacy, results of control testing and control effectiveness.

Th¢ ITES-BPO organization should maintain a record of its identified risks; Generally, this includes
information about the nature of the consequences and how they can occlity as well as the controls
cuifrently in place. The organization should share information about risks pertinent to eacl customer
with that customer.

8.2.2 Management review

A 1jisk management review should be conducted in a systefnic and planned manner to coptinuously
reviiew the risk status and provide appropriate directions A risk management review agenda should
include:

— | risk environment;

— | resources;

— | control effectiveness;

— | risk criteria;

— | risk levels and measures;

— | risk treatment status;

— | risk exposure;

— | emerging risks;

— | action status of the previous review meeting.

An|ITES-BRPQ/organization should define the roles, responsibilities and authorities to ensure effective
implementation of the risk management framework. A risk management review should| ascertain
whetherthe risk management practlces are suff1c1ently dynamlc to meet the Changmg ndeds of the

o 11 policies.
The review should focus on the current maturlty level of rlsk management and the opportunltles for
continual improvement.

The outcome of the review and action status should also be reviewed in subsequent updates.

8.3 Keyriskindicators (KRIs)

ITES-BPO organizations operate in a complex environment comprising multiple regulations, different
domains, varieties of risks, multiple risk indicators and calculations, multiple service lines and multiple
businesses spread across multiple geographies.
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This can lead to many silos across an ITES-BPO organization with no unified view of risk and impact.
In addition, multiple metrics are tracked and reported to multiple interested parties, with no unified
reporting across the ITES-BPO organization. This can lead to a cumbersome decision-making process.

To provide a unified view, risk indicators and reporting should be standardized for the decision-makers
through the use of key risk indicators (KRIs). KRIs should be specific, measurable, agreed, controllable
and reportable. This will identify the key risk exposures for the ITES-BPO organization and the
customer.

These KRIs and trends provide information to top management about risks and performance in order

to make informed decisions, mitigate/minimize risks and ensure an acceptance level of risks to the
organizatipn.

A typical KRI is derived based on the underlying risk of the process. Examples of KRIs areshown in
Table 1.

Table 1 — Example KRIs

Example # Process Key risk indicator Threshold
H1 Employee onboarding Number of background 100 % completion within
process checks not completed 90 days
2 Trade business process Number of sanctions missed | Zero sanctions missed
3 Telecom process Number of calls outside’the |Zero calls
calling window
H4 Employee off-boarding Number of instances of 100 % revocation upon
process access reveCation not com- |employment/contract tey-
pleted fof exited employees |mination
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