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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,

ISO/IEC JFET

The procgdures used to develop this document and those intended for its further maintendahce 3
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria,needed
the differpnt types of document should be noted. This document was drafted in accordance with {
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention|is drawn to the possibility that some of the elements of this documentimay be the subjs
of patent|rights. ISO and IEC shall not be held responsible for identifying any  or all such patg
rights. Dptails of any patent rights identified during the development of the decument will be in
Introduction and/or on the ISO list of patent declarations received (see www.iso.org/patents).
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Any tradg name used in this document is information given for the conveénience of users and does not

constitut¢ an endorsement.

For an eyplanation on the voluntary nature of standards, the teeaning of ISO specific terms a

ind

expressions related to conformity assessment, as well as_ififormation about ISO's adherence to the
World Trgde Organization (WTO) principles in the Technjeal. Barriers to Trade (TBT) see the following

URL: ww.iso.org/iso/foreword.html.

This docpment was prepared by Technical Committee ISO/IEC JTC 1, Information technolo
Subcommiittee SC 31, Automatic identification and-data capture techniques.

Alist of all parts in the ISO/IEC 29167 series can be found on the ISO website.

gy,

iv © ISO/IEC 2017 - All rights reserved


http://www.iso.org/directives
http://www.iso.org/patents
http://www.iso.org/iso/foreword.html
https://iecnorm.com/api/?name=1ba1b292446ff5b10053c73816d9a79f

ISO/IEC TS 29167-15:2017(E)

Introduction

This document defines a coding suite based on an exclusive or (XOR) operation for the ISO/IEC 18000
air interfaces standards for radio frequency identification (RFID) devices.

XOR is a type of logical disjunction on two operands that results in a value of true if exactly one of the
operands has a value of true. The primary advantage of XOR operation is that it is simple to implement
and that the XOR operation is computationally inexpensive for hiding information in cases where either

a

T
co
i

Th

e security service tag authentication is a mandatory security service. All other serwic
Hing suite are optional. Every manufacturer has the liberty to chose which of thesé serviq
plemented on a tag.

e International Organization for Standardization (ISO) and International Electrq

Commission (IEC) draw attention to the fact that it is claimed that complianee'with this docu

iny
idg
IS

Th
lic
th

bolve the use of patents concerning radio-frequency identification techhology given in t}
entified below.

D and IEC take no position concerning the evidence, validity and-scope of these patent right

e holders of these patent rights have assured the ISO and JEC that they are willing to
ences under reasonable and non-discriminatory terms dnd conditions with applicants th
e world. In this respect, the statements of the holders of these patent rights are registered

and IEC.

In

formation on the declared patents may be obtainedfrom:

Patent holder: = China IWNCOMM Co., Ltd.

Ad

dress: A201, QinFengGe, Xi'an:Software Park,
No. 68, Keji 2nd Road;
Xi’an Hi-Tech Industrial Development Zone
Xi’an, Shaangi, P. R. China 710075
e latest information on IP that may be applicable to this document can be found at
org/patents.

no particular or light security is required. The simple implementation of XOR does not require a cipher

es in this
es will be

technical
ment may
e clauses

1°2]

negotiate
roughout
with ISO

WWW.iso.
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3.

fo
IS

Folr the purposes'of this document, the terms and definitions given in ISO/IEC 19762 (all part
|

pmmunications

Scope

interfaces standards for radio frequency identification (RFID) systemsAn particular, it sp¢
e of XOR as a basic way to hide plain data in the identity authentication‘and secure comm
bcedures. The coding suite is defined in alignment with existing air‘interfaces.

is document defines various authentication methods and methods of use for the XOR. A t
errogator may support one, a subset, or all of the specified options, clearly stating what is s

Normative references

e following documents are referred to in the text/in such a way that some or all of the
hstitutes requirements of this document. Forndated references, only the edition cited ap
dated references, the latest edition of the referenced document (including any amendment:

D/IEC 18000-63, Information technology.>— Radio frequency identification for item manag
't 63: Parameters for air interface conmmunications at 860 MHz to 960 MHz Type C

D/IEC 19762 (all parts), Information technology — Automatic identification and data capti
rhniques — Harmonized vocabiilgry

Terms, definitions,’symbols and abbreviated terms

I Terms and-definitions

owing apply.

D and [EC maintain terminological databases for use in standardization at the following adc

is document defines a coding suite based on an exclusive or (XOR) operation’for the ISO/IEC 18000

bcifies the
unication

hg and an

upported.

r content
plies. For

) applies.

jement —

re (AIDC)

5) and the

Iresses:

IEC F‘]pr‘frnppdin- available at hffp-'/'/\/\zw\/v p]prfrnppdin nro'/

ISO Online browsing platform: available at http://www.iso.org/obp

3.1.1
command
<message> command that interrogator sends to tag with "Message" as parameter

3.1.2
message

pa

rt of the command that is defined by the CS

© ISO/IEC 2017 - All rights reserved
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3.1.3
reply
<response> reply that tag returns to the interrogator with "Response" as parameter

3.14
response
part of the reply (stored or sent) that is defined by the CS

3.2 Symbols and abbreviated terms

3.2.1 Symbols

b exclusive or
# number

XXXXh hexadecimal notation

[l concatenation
On fixed value
+ a + b means a addition b mod 21, the length of aand b is n,

- a - b means binary subtraction operation. Given two bihary numbers a and b, the operatio1
a — b outputs the result of subtracting b from a.

—

NOTE The easiest way to subtract the second bindry number from the first one is to mak¢
the second number negative and then add it with the first number.

mod modulo operation

3.2.2 Apbreviated terms

CRC cyclic redundancy check

CS coding suite

CSI coding suite identifier

EBV extensive bit@ector (see ISO/IEC 18000-63)
ID identifier;

MAC message authentication code
PSK pré-shared key

RFID radio frequency identification
RFU reserved for future use

RN random number

SK session key

2 © ISO/IEC 2017 - All rights reserved
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TRAIS tag and reader air interface security
TRAIS-X tagand reader air interface security based on XOR

XOR exclusive or

4 Conformance

4.1 Claiming conformance

To|claim conformance with this document, an interrogator or tag shall comply with all relevapt clauses
of this document, except those marked as “optional”.

4.p Interrogator conformance and obligations
To[conform to this document, an interrogator shall

—| implement the mandatory commands defined in this document, and-conform to the relevgnt part of
ISO/IEC 18000.

To[conform to this document, an interrogator may

—| implement any subset of the optional commands defined-in this document.
To[conform to this document, the interrogator shall not

—| implement any command that conflicts with this\document, or

—| require the use of an optional, proprietary or custom command to meet the requirements of this
document.

4.8 Tag conformance and obligations
To[conform to this document, a tag shall

—| implementthe mandatory ¢commands defined in this document for the supported types anfl conform
to the relevant part of 1ISO/IEC 18000.

To[conform to this doctiment, a tag may

—| implement any subset of the optional commands defined in this document.
To[conform to.this document, a tag shall not

—| implement any command that conflicts with this document, or

—| “require the use of an optional, proprietary or custom command to meet the requirements of this
document.

5 Cipher introduction
The logical operation exclusive disjunction, also called eXclusive OR (XOR) is a type oflogical disjunction

on two operands that results in a value of true if exactly one of the operands has a value of true and
often used for bitwise operations or algebra computing. For example:

© ISO/IEC 2017 - All rights reserved 3
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Bitwise operation:

— 141=0
— 1640=1
— 01=1
— 06 0=0
— apb=a+b{med23

The XOR pperator is extremely common as a component in complex ciphers. By itself, using a consta
repeating key, a simple XOR crypto can trivially be broken using frequency analysis. If the| contg
of any mgssage can be guessed or otherwise known then the key can be revealed (the XOR crypta
vulnerable to a known-plaintext attack, since plaintext @ ciphertext = key). Its primary advantg

is that it |s simple to implement and that the XOR operation is computationally inexpensive. A simj
repeating XOR crypto is therefore sometimes used for hiding information in cases where either

particulaf or light security is required. For detailed cipher descriptions, see Annex\€. For some secur
considerations of this coding suite, see Annex G.

6 Pardmeter definitions

Table 1 — Definition of parameters

nt
et

is
ge
ble
no

ty

Parameter Description
Command Code [7:0] The values of security commands$(See 3.1.1 for the definition of Command)
RFU[7:0] The reserved values for future'yuse

Coding Sufite ID [7:0]

CSI: coding suite identifier

Length[Variable]

The length of message with extensive bit vector format

Payload[Variable] Message data (See 32.2 for the definition of Message)
CRC-16[15:0] The cyclic redundancy check value

Message See3.1.2

Reply See 3.1.3

Response See 3.1.%

RN[63:0] 6%-bit random number

Header[1:0]

The value of header

AuthType[1:0]

This shows the authentication type in the authentication procedure. The values
are as follows:

— 00: mutual authentication

— 01: interrogator authentication

4

Py 1 . .
- 1U. ldg dULIICIILICALIUIT

— 11:RFU

AuthStep[2:0]

This shows the step number in the authentication procedure. The values are as follows:

— 000: RFU

— 001: Step 1 of Authenticate command
— 010: Step 2 of Authenticate command
— 011-111: RFU

© ISO/IEC 2017 - All rights reserved
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Table 1 (continued)

Parameter Description

Key ID[4:0] The key identifier that the tag and interrogator used in the authentication procedure.

This shows the data computed in the authentication procedure. The values are as
follows:

— SORNi = (RNi’ + 0y) @ PSK’
— SORNt = (RNt' + 0) @ PSK’
— SRNi=RNi @ PSK

— SRNt=RNt@ PSK

— NULL

AythData[Variable] where

— RNi’: RNi’ means bit-wise ROTATE RNi left for n bits, where RNi |s a 64-bit
random number generated by an interrogator, n is the number of binary valfie 1 of RNi

— RNt : RNt means bit-wise ROTATE RNt left for,n bits, where RNt s a 64-bit
random number generated by a tag, n is the number of binary value 1 of RNt

— 04:5555 55555555 5555h

— PSK": PSK’ means bit-wise ROTATE.RSK left for n bits, PSK is a vajue of pre-
shared key (64-bit), n is the number oflbinary value 1 of RNi or RNt

MAC[127:0] The value of message authentication eode

N

State diagram

ure 1 shows the state machine of XOR coding suite. The state diagram for this coding suite consists
four states. For state transition tables, Annex A shall be consulted.

S [

CMD:

Tag
@ ‘ Authentication

Step 1 Message

CMD:
Interrogater
Authéntication
Stép 1, Messagg

CMD:
Mutual Authentication
Mutual Authenticatiq Step 1 Message

CMD: Step 2 Message

Interrogator
Authentication
Step 2 Message CMD:

CMD: Mutual Authentication
Step 2 Message -
. Interrogator Mutual

Figure 1 — State diagram

CMD:
Mutual
Authentication
ep 1 Message

Interrogator
Aythentication
Stdp 1 Messagé

SecureComm

w

8 Initialization and resetting
This document shall implement an Initial state.
After power-up and after a reset of the coding suite the tag moves into the Initial state.

Implementations of this suite shall assure that all memory used for intermediate results is cleared after
each operation (message-response pair) and after reset.

© ISO/IEC 2017 - All rights reserved 5
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9 Authentication

9.1 General

This document describes additions to the ISO/IEC 18000 series of standards protocol to support the tag
and reader air interface security (TRAIS) based on XOR (TRAIS-X). Specially, it defines

— the use of XOR crypto for mutual, interrogator and tag authentication procedures;

— the use of XOR crypto for secure communication;

— the e]lcoding in the related commands and the processing of those messages.

Figures 2[and 3 shows protocol flows of mutual and interrogator, and tag authentication procedurgs,
respectively.

Authenticate(TRAIS-X: Step 1 Message) _ N
5 0P
‘§° P TRAIS-X: Step 1 Response
o =
j 5
‘Q"Z Authenticate(TRAIS-X: Step 2 Message) _ =
- P TRAIS-X: Step 2 Response

Figure 2 — TRAIS-X mutual and interrogator-auithentication protocol flows

Authenticate(TRAIS-X:*Step 1 Message)

»

Tag

TRAIS-X; Step 1 Response

Interrogator
A

Figure 3-— TRAIS-X tag authentication

The formats of authenticate and response commands are shown in Table E.1 and Table E.2, respectively.
9.2 Authentication procedure

9.2.1 Protocol requirements

The authé¢ntication protocol requires that a tag and interrogator should have a PSK before they start
the authentication procedure. How to generate and set a high quality PSK is out of the scope of this
document—=A kc_y upddtc furrction s SUppoOT ted—anddescribed-imttausett—Forerror codesamdertor
handling, the process in Annex B shall be followed.

9.2.2 Procedure

9.2.2.1 Mutual authentication
The mutual authentication procedure is as follows.
a) The interrogator

1) generates a random number RNi,

6 © ISO/IEC 2017 - All rights reserved
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2)
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computes SRNi = (RNi + Op) €@ PSK, where O, = 5555 5555 5555 5555h, and

sends the authenticate command to the tag (see Table E.3).

On receipt of the authenticate command, the tag

1)
2)

computes RNi = (SRNi @ PSK) - Oy,

computes SORNi = (PSK' + 0,) @ RNi’, where PSK' and RNi' means bit-wise ROTATE PSK and
RNi left for n bits, respectively (n is the number of binary value 1 of RNi),

3)

4)

iy
2)
3)

4)
5)

6)

1)

2)
3)

4)

.2.2

™

On receipt of the response from the tag, the interrogator

On receipt of the authenticate command, thé¢tag

e interrogator authentication procedure is as follows.
The interrogator sends the authenticate command to the tag (see Table E.7).

On receipt of the authenticate command, the tag

generates a random number KNT, then computes SKNT=[RNT+ Uy) @ PSK, and

returns the response to the interrogator (see Table E.4).

computes the value of (SORNi @ RNi'),
computes the value of (PSK’ + Oy),

compares the value of (PSK’ + 0,) with (SORNi @ RNi"). If this validation fails, the authg¢ntication
procedure is failed. Otherwise, the tag is legal. Proceeds to(the next step,

computes RNt = (SRNt @ PSK) - 0y, and

computes SORNt = (PSK’ + 0,) @ RNt’, where RNt méans bit-wise ROTATE RNt left fdr n bits (n
is the number of binary value 1 of RNt), and

sends the authenticate command to the tagy(see Table E.5).

computes the value of (SORNt @ RNt"),
computes the value of (PSK’.+-0%),

compares the value of (PSK' + Op,) with (SORNt @ RNt"). If this validation fails, the authg¢ntication
procedure is failed. Otherwise, the interrogator is legal. Proceeds to the next step, and

returns the response to the interrogator(see Table E.6).

Interrogator'authentication

2)
3)

computes SRNt = (RNt + 0) @ PSK, where 0,=5555 5555 5555 5555h, and

returns the response to the interrogator (see Table E.8).

On receipt of the response from the tag, the interrogator

iy
2)

computes RNt = (SRNt @ PSK) - Oy,

computes SORNt = (PSK’ + 0,,) @ RNt’, where PSK’ and RNt" means bit-wise ROTATE PSK and
RNt left for n bits, respectively (n is the number of binary value 1 of RNt), and

© ISO/IEC 2017 - All rights reserved 7
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3) sends the authenticate command to the tag (see Table E.9).
d) Onreceipt of the authenticate command, the tag
1) computes the value of (SORNt @ RNt'),

2) compares the value of (PSK' + O, ) with (SORNt @ RNt'). If this validation fails, the
authentication procedure is failed. Otherwise, the interrogator is legal. Proceeds to the next
step, and

3) returns the response to the interrogator(see Table E.10).

9.2.2.3 [Tag authentication
The tag afithentication procedure is as follows.
a) Theipterrogator
1) generates a random number RNj,
2) cpmputes SRNi = (RNi + 0p) @ PSK, where 0,=5555 5555 5555 5555k, and
3) spends the authenticate command to the tag (see Table E.11).
b) On receipt of the authenticate command, the tag
1) cpmputes RNi = (SRNi @ PSK) - Oy,

2) cpmputes SORNi = (PSK' + 0,) @ RNi’, where PSK and RNi’ means bit-wise ROTATE PSK ajnd
RNi left for n bits, respectively (n is the number ofébinary value 1 of RNi), and

3) rpturns the response to the interrogator (see‘Table E.12).
c) Onreceipt of the response from the tag, the ihterrogator
1) cpmputes the value of (SORNi @ RNi4, and

2) cpmpares the value of (PSK’ + Oj)with (SORNi @ RNi"). If this validation fails, the authentication
procedure is failed. Otherwise, the tag is legal.

10 Secure communication (optional)

Interrogators and tags may implement the Secure Communication (SecureComm) command. Figur¢ 4
shows a [representative: procedure for an interrogator sending or receiving data using secyre
communifations. Férah interrogator or a tag that supports secure communication, the session key (K)
used to ehcrypt-the message shall be generated by both a tag and interrogator as following after the
authentication procedure: SK = RNt @ RNi @ PSK. The SecureComm command provides [an
encrypted payload message generated by SK @ Command as shown in Table E.13 which encapsulates
another command-intended he-tag-to-exectte—The-enreryp ayloa ase-shattbe-deery

by SK @ Message after the tag received the SecureComm command. The SecureComm reply as shown
in Table E.14 provides an encrypted payload response generated by SK @ Reply which encapsulates
the reply from the tag regarding the execution of the encapsulated command. The encrypted payload
response shall be decrypted by SK @ Response after the interrogator received the SecureComm reply.

To ensure that the key is distinct for every encrypted payload message, if the length of the encrypted
payload is greater than the length of SK, SK=SK || SK1 || SK2||...|| SKx, where, SK1 means bit-wise ROTATE
SK left for n bits, SK> means bit-wise ROTATE SKj left for n bits and SKx means bit-wise ROTATE SKy.1
left for n bits (n is the number of binary value 1 of SK). The length of SK shall be the same as the length
of the encrypted payload.

8 © ISO/IEC 2017 - All rights reserved
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The formats of SecureComm and response commands are shown in Table E.13 and Table E.14,

respectively.

SecureComm(Message)

Response

Interrogator
A

Tag

11 Key update (optional)

Figure 5 shows a representative procedure for an interrogator update a key with tag, it g
means for an authenticated interrogator to modify a key according to the seciirity concern. Th
of KeyUpdate and response commands are shown in Table E.15 and Tabl€E.16, respectively.

Figure 4 — Secure communication

KeyUpdate(Message)

»

Response

Interrogator
A

Ugon receiving a valid KeyUpdate command, a tag shall overwrite its old key with the new
tag does not write the new key successfilly, then it shall revert completely to the prior stored

Figure.5— Key update

Tag

rovides a
e formats

key. If the
key.
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Annex A
(normative)

State transition tables

A.1 Inifial state transition table

Table A.1 — Initial state transition table

Command Conditions Next state
Thg Authentication Step 1 Message All Initial
Igterrogator Authentication Step 1 Message Success Interrogator Authentication
Mutual Authentication Step 1 Message Success Mutual AGthentication

A.2 Interrogator authentication state transition table

Table A.2 — Interrogator authentication state transition table

Command Conditionhs Next state
Interrogator Authentication Step 1 Message All Interrogator Authentication
interrogator Authentication Step 2 Message Fail Initial

A.3 Mutual authentication state transition table

Table A.3 — Mutual authentication state transition table

Command Conditions Next state
Mutual Authentication Step-1 Message All Mutual Authentication
Mutual Authentication Step 2 Message Fail Initial
Mutual Authentication Step 2 Message Success SecureComm

A.4 Sec¢ureCommuistate transition table

Table A.4 — SecureComm state transition table

Command Conditions Next state

SecureComm All SecureComm

10 © ISO/IEC 2017 - All rights reserved
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Error codes and error handling

B.T Error code format

Table B.1 — Error code format

Error code Error subcode
8-bit 8-bit
B2 Error type and error subcode
Table B.2 — Error type and error.stibcode
Err:: dtgfpe Description Error subcode Description
01y Authentication failed 014 The authentication was failedl.
Secure communication The secure communication
02h . 01y between interrogator and tag
failed . 1
was failed.

© ISO/IEC 2017 - All rights reserved
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C.1 Ge
The logic

other is fdlse). Table C.1 of A XOR B shows that it outputs true whenever the inputs differ.

C.2 Symbols and programs

It is usua

C, C++, C#] Java, Perl, MATLAB and Python, a caret (})},is used to denote the bitwise XOR operator. This
not used gutside of programming contexts because it is too easily confused with other uses of the car
To encrypjt a single character you can use charx = x * key; if you have a key of one byte. To encryp

string of
encrypts
value for

#include
int main
{
char sf
char kg

for (inf

TS 29167-15:2017(E)

Annex C
(informative)

Cipher Description

neral

1] operation of eXclusive OR (XOR) outputs true whenever both inputs differ (one is-frie, t

Table C.1 — XOR true table

Input

Output

mimlolol®
Rlo|lr,r|lO|@
=S =

ly symbolized by the infix operators XOR andyD. In several programming languages, such

rharacters with a longer key, you ¢aff use something akin to the following code. The progr:
each character in the string using the * bit operator to XOR, the string value with the K
pach character.

<iostream.h>

)

ring[ll]="A\nice cat";
by [11]="ABCDEFGHIJ";

x~Q;) x<10; x++)

{

string[x]=string[x]*key[x];

cout<<string[x];

}

return

12

0;

he

© ISO/IEC 2017 - All rights reserved
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Annex D
(informative)

Test vectors

DT Mutual authentication
Th

PSK d4f625e4

RNi 1ba58677

RNt 680e9b5f

SRINi a40cfe28

SORNi 204bbelf

SRINt 6995d550

SORNt 7764b3d1

D2 Interrogator authentication
Th

PSK d4f625e4

RNt 680e9b5f

SRINt 6995d550

SORNt 7764b3d1

D{3 Taglauthentication

122688af
7e45a0e7
5d7508a1l

c1bc7d93

654744d0
alecd559
3e5493al

122688af
5d7508a1l
a0ecd559

3e5493al

e following example uses a 64-bit key and a 64-bit random number.

e following example uses a 64-bit key and a 64-bit random number.

e following example uses a 64-bit key and a 64-bit random number.

Th

PSK d4f625e4
RNi 1ba58677
SRNi a40cfe28
SORNi 204bbe1f

© ISO/IEC 2017 - All rights reserved

122688af
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Annex E
(normative)

Protocol specific

E.1 ISQ/IECT8000-63
This subcJause defines protocol specific information for ISO/IEC 18000-63.

For ISO/IEC 18000-63, key properties for encryption keys shall be manufacturer-defined.

E.2 Command

E.2.1 Apthenticate command

Interrogators and tags shall implement the Authenticate command as¢shown in Table E.1. The fast
response feply to an Authenticate command is shown in Table E.2. An interrogator shall use Authenticate
commands to perform mutual authentication. The CSI specified incthe Authenticate command sele¢ts
a particular coding suite from among those supported by the tag: The number and encoding of the
Authentidate commands required to implement the authenticatien depends on the chosen coding suie.

Table E.1 — Authenticate command

Command | RFU | CSI Length - Message RN | CRC-1p
# of bits 8 8 8 EBV. Variable 16 16
descriptipn Corcnor(rjlgnd 00h | CSI | lengthof'message message (depends on CSI) | handle | CRC-1p

Table E.2 — Fast response reply to an Authenticate command

Header O\ength Response RN CRC-16
# of bits 1 EBV Variable 16 16
descriptipn 0 length of response response (depends on CSI) handle CRC-14

E.2.2 Mutual authentication

E2.2.1 [tept

The messhgé.of Authenticate command and the response of mutual authentication step 1 are as shoyn
in Table E.3 and Table E.4, respectively.

Table E.3 — Message of Authenticate command of mutual authentication step 1

Message
AuthType AuthStep Key ID AuthData
# of bits 2 3 5 variable
description 00 001 key identifier SRNi

14 © ISO/IEC 2017 - All rights reserved
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Table E.4 — Response of Authenticate command of mutual authentication step 1

Response
AuthData
# of bits variable
description SORNi || SRNt
E.2.2.2 Step2
T} < lllCDDaBC quuthcutiLatc LUllllllalld cllld t}lC I CDIJUIIDC Uf ulutua} authcutit_atiuu DtClJ 2 dl T

in[Table E.5 and Table E.6, respectively.

Table E.5 — Message of Authenticate command of mutual authentication. Step 2

as shown

/’

Message ot
AuthType AuthStep KeyID ' .{ AuthData
# of bits 2 3 5 variable
description 00 010 key identifier SORNt

E.2.3 Interrogator authentication

E.2.3.1 Step1

THe message of Authenticate command and the response of interrogator authentication ste

# of bits

description

shpwn in Table E.7 and Table E.85sréspectively.

Table E.6 — Response of Authenticate command of mutual authentication step

[\

b 1 are as

Table E.7 — Message of Authenticate command of interrogator authentication step 1

.

E2.3.2 Step2

Message
C X AuthType AuthStep Key ID Authpata
# pf bits 2 3 5 Varigble
dé¢scription 01 001 key identifier NULL
Table E.8 — Response of Authenticate command of interrogator authentication step 1
Response
AuthData
# of bits variable
description SRNt

The message of Authenticate command and the response of interrogator authentication step 2 are as
shown in Table E.9 and Table E.10, respectively.

© ISO/IEC 2017 - All rights reserved
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Table E.9 — Message of Authenticate command of interrogator authentication step 2

Message
AuthType AuthStep Key ID AuthData
# of bits 2 3 5 variable
description 1 010 key identifier SORNt

Table E.10 — Response of Authenticate command of interrogator authentication step 2

R
IWCOPUIIST

AuthData
# of bits 0
description NULL

E.2.4 Tag authentication

The messpge of Authenticate command and the response of tag authentication.step 1 are as shown|i
Table E.11 and Table E.12, respectively.

Table E.11 — Message of Authenticate command of tag authentication step 1

Message \O)U
AuthType AuthStep {.‘\\\Key ID AuthData
# of bits 3 3 5 variable
descriptipn 10 001 key identifier 0 SRNi

Table E.12 — Response of Authenticate command of tag authentication step 1

‘\\\" Response
. \@*‘ AuthData
# of bits variable
description SORNi

E.2.5 Secure communicatioh

After a tag has cryptographically authenticated an interrogator, it may accept subsequent comman

ds

encapsuldted in the Secure€omm command shown in Table E.13. The message field in a SecureConjm

may encapsulate an tencrypted tag-supported command. Before encapsulating a command
interrogafor shall réemiove the preamble, handle and CRC from the command. An interrogator does j

include a MAC in . the SecureComm.

Table E.13 — SecureComm command

an
10t

Command CSI Length Message RN CRC-16
# of bits 8 8 EBV Variable 16 16
A encrypted message }
description command code | CSI |length of message (depends on CSI) handle CRC-16

The response reply to a SecureComm command is shown in Table E.14.

16
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Table E.14 — Response reply to a SecureComm command

Header Length Response RN CRC-16
# of bits 1 EBV Variable 16 16
— length of | encrypted response i
description 0 response (depends on CSI) handle CRC-16

SecureComm allows an interrogator to read data from and write data to a tag while preventing an
eavesdropper from decrypting the communications. It allows configuring a tag’s secure features by
writing to a memory location that configures these features. The authenticate communication is not

supported.

E.2.6 Key update

Inferrogators and tags may implement the KeyUpdate command; if they do, they shall imple

ment it as

shpwn in Table E.15. KeyUpdate allows an interrogator to overwrite a key stored\in a tag. A KeyUpdate
command shall always be encapsulated in a SecureComm.

Table E.15 — KeyUpdate command

Command | RFU Key ID (/L‘ehgth Message
# of bits 8 8 5 EBV Variable
description |command code key identifier)[” length of Key Key

THe response reply to an KeyUpdate command is shown in Table E.16.

Table E.16 — Response reply to an KeyUpdate command

Header RN CRC-16
# of bits 1 16 16
description 0 handle CRC-16

© ISO/IEC 2017 - All rights reserved
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Annex F
(normative)

Authentication procedure pseudo-code

F1 Mutualauthentication: Interrogator
begin
Input On, PSK
RNr 4GenerateRandom ()
Regigterl-RNr+0On
Regig¢ter2-Registerl1”PSK
SendToTag (Register?2)
Regigter2, Register3-ReceiveFromTag ()
Regigterl-Registerl- On
Counter—GetBitlCounts (Registerl)
Regigterd4~PSK
whil¢ Counter>0 do
egin
Registerl-Registerl<<<l
Registerd4-Registerd<<<l
Counter~Counter-1
¢nd
Regigterd-Register4+6n
Regigterl-Register4 Registerl
If (R¢gister2!SRegisterl)
egin

Failure!

end
else
begin
Registerl-Register37PSK
Registerl<Registerl- On
Counter—GetBitlCounts (Registerl)
while Counter>0 do

begin

18 © ISO/IEC 2017 - All rights reserved
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