TECHNICAL ISO/IECTS
SPECIFICATION 27100

First edition
2020-12

Information technology —
Cybersecurity — Overview and
concepts

Reference number
ISO/IEC TS 27100:2020(E)

© ISO/IEC 2020


https://iecnorm.com/api/?name=9eeab2432b9a82e69ff9aeb670233bf1

ISO/IEC TS 27100:2020(E)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2020

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting
on the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address
below or ISO’s member body in the country of the requester.

ISO copyright office

CP 401 e Ch. de Blandonnet 8

CH-1214 Vernier, Geneva

Phone: +41 22 749 01 11

Email: copyright@iso.org

Website: www.iso.org

Published in Switzerland

ii © ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=9eeab2432b9a82e69ff9aeb670233bf1

ISO/IEC TS 27100:2020(E)

Contents Page
FFOTE@WOIM ...........oooooeooeeeeee e85 8 588 iv
IIEIOAUCTION. ......ooooo etk 881888558 v
1 S0P ... 1
2 NOIIMATIVE TEEETEIICES ...........ooooooeeeeeee oo 1
3 Terms AN AefINETIONIS ... s 1
4 Concepts

4.1 (007 0T 1 = U OSSO Oo

4.2 CYDOISECUTILY ..o e M

Ann
Bibl

Relationship between

5.2.2 ISMSin

5.5 Cyber insurance

8.4 Technical suppo

Fography ..........................................

5.1 Relationship between information security and cybersecurity ... o
5.2 Relationship between ISMS and cybersecurity.........pd At
5.2.1  Cyberspace as a field of risk sources for an ISMS....

5.3 Cybersecurity framework
5.4 Cybersecurity and safety ...

Risk management approach in the context of cybersecurity

6.1 GENETAL ... (Y o

6.2 Threat identification ..

6.3 RiSK 1d@NTIfICATION ..o s

Cyber threats 7
7.1 General 7
7.2 General business organization 7
7.3 Industrial organization and industrial automation and control systems.............focnen 8
7.4  Products, services, and supplier relationships 8
7.5 Telecommunications services/internet service providers... 9
7.6 PUDBLiC aUtOTItIES .. 552 9
7.7 Critical infrastructure

7.8 INAIVIAUAL PEISOIT ..o

Incident management in Cybers@CUTitY ...

8.1 [ T=] 4T =Y OSSO

8.2 Incident-management within an organization ...
8.3 Cross-organizational coordination............c...

cybersecurity and relevant concepts.............. e o,

support of cybersecurity ... s

CLut Ul W W

rt by product and service supplier

x A (infermative) A layered model representing cyberspace ... 13

© ISO/IEC 2020 - All rights reserved

iii


https://iecnorm.com/api/?name=9eeab2432b9a82e69ff9aeb670233bf1

ISO/IEC TS 27100:2020(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also

take part in the work.
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Introduction

Cybersecurity is a broad term used differently through the world.

Cybersecurity concerns managing information security risks when information is in digital form in
computers, storage and networks. Many of the information security controls, methods, and techniques

can be applied to manage cyber risks.

ISO/IEC 27001 provides requirements for information security management systems. T
ISO/IEC 27001 is on security

of information, and associated risks, within environments pre

und
intel
entit
incig

connected digital environment that can extend across organizational boundaries.ay
ies share information, interact digitally and have responsibility to respond. (o €y
ents.

he focus of
dominantly

ygerspace, an

d in which
bersecurity
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TECHNICAL SPECIFICATION ISO/IEC TS 27100:2020(E)

Information technology — Cybersecurity — Overview and
concepts

1 Scope

This document provides an overview of cybersecurity.

This|document:

— Hescribes cybersecurity and relevant concepts, including how it is related to.apd diffferent from
nformation security;

— pstablishes the context of cybersecurity;
— Hoes not cover all terms and definitions applicable to cybersecurity;and
— Hoes not limit other standards in defining new cybersecurity-rélated terms for use.

This| document is applicable to all types and sizes of organization (e.g. commercial gnterprises,
govgrnment agencies, not-for-profit organizations).

2 Normative references

The [following documents are referred to in the text in such a way that some or all of their content
condtitutes requirements of this document. Eor*dated references, only the edition cited ppplies. For
undgted references, the latest edition of thexeferenced document (including any amendments) applies.

ISO/IEC 27000, Information technologyy— Security techniques — Information security management
systegms — Overview and vocabulary

3 [ferms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 27000 apply.

ISO @nd IEC maintajn'terminological databases for use in standardization at the following addresses:

— [SO Onlinebrowsing platform: available at https://www.iso.org/obp

— |EC Electropedia: available at http://www.electropedia.org/

3.1
cyber attack
attack
malicious attempts to exploit vulnerabilities in information systems or physical systems in cyberspace
(3.5) and to damage, disrupt or gain unauthorized access to these systems

Note 1 to entry: Expression of an offensive operation in or through the cyberspace leading to unauthorized use of
services, creating illicit services, orchestrating denial of service, altering or deleting data or resources.

3.2
cybersecurity
safeguarding of people, society, organizations and nations from cyber risks (3.7)

Note 1 to entry: Safeguarding means to keep cyber risks at a tolerable level.

© ISO/IEC 2020 - All rights reserved 1
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3.3

cybersecurity event

occurrence

indicating a possible breach of cybersecurity (3.2) or failure of controls

[SOURCE: ISO/IEC 27035-1:2016, 3.3, modified — In the term and the definition, “information security”
has been replaced with “cybersecurity”.]

3.4

cybersecurity incident
one or multiple related and identified cybersecurity events (3.3) that can harm people, society,
organizations or nations

[SOURCE: ISO/IEC 27035-1:2016, 3.4, modified — In the term and the definition, “information se'cufity”
has been replaced with “cybersecurity”. In the definition, new wording has been added after thatm".]
3.5

cyberspacé¢

interconnedted digital environment of networks, services, systems, people, proceSses, organizatjons,
and that which resides on the digital environment or traverses through it

Note 1 to enfry: Interconnected digital environment that traverses public infrastructure e.g. the internet, rather
than parts of the organisation’s internal network or air-gapped digital environmenfs'that may not traverse public
infrastructufe.

[SOURCE: ISO/IEC 27102:2019, 3.6, modified — In the definition;the part after "processes"| has
been added.]

3.6

cyber threat

potential cquse of an unwanted cybersecurity incident\8.4), which can result in harm to a sygtem,
people, society, organization, or other entities in cybetspace (3.5)

[SOURCE: IFO/IEC 27000:2018, 3.74, modified == The term “threat” has been replaced with “cyber
threat”. In the definition, “incident” has been replaced with “cybersecurity incident”, and new wording
has been added after "system".]

3.7

risk

effect of un¢ertainty on objectives

Note 1 to enffry: Cyber risk can béjexpressed as effect of uncertainty on objectives of entities in cyberspace (B.5).
Note 2 to enfry: Cyber risk'is associated with the potential that threats will exploit vulnerabilities in cyberqpace
and thereby rause harmto'entities in cyberspace.

[SOURCE: I§O/1IE€27000:2018, 3.61, modified — Notes 1 to 6 to entry have been replaced.]

4 Concepts

4.1 Cyberspace

Cyberspace is a complex environment based on digital technologies that provides a global place for
digital interaction among people including formal and informal interactions with public or private
entities such as businesses, governments, non-profit organizations and other groups. Cyberspace
is public but as individual components of cyberspace are owned by a variety of entities, it can be
considered both public and private space. People and entities interact in cyberspace for many different
purposes. This interaction is manifested as sharing, exchange, processing or receipt of information.

Any interaction taken in cyberspace by an individual or an entity potentially has a near-instantaneous
impact anywhere in the world.

© ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=9eeab2432b9a82e69ff9aeb670233bf1

ISO/IEC TS 27100:2020(E)

While interactive actions in cyberspace create knowledge and power, the following features of
cyberspace can bring both advantageous and adverse consequences:

a) cyberspace is borderless;
b) anyone can enter and leave cyberspace freely or at a very low cost;
c) cyber actors can be anonymous or obfuscated; and

d) a threat agent can be anywhere in cyberspace from the opposite side of the globe to a close
neighbour of the target.

An action in cyberspace and its impacts can be asymmetric. The originating action can have
congequences disproportionate in difficulty and cost of counteraction. In order to take afvantage of
cybgrspace, it is important to prevent adverse consequences, that is, to ensure cybernSgeurityy.

4.2 | Cybersecurity

The |objective of adequate cybersecurity is to maintain an acceptable lev€l, of stability, continuity and
safety of entities operating in cyberspace. While it is not possible to always achieve thesq objectives,
cybdrsecurity aims to reduce cyber risks to a tolerable level.

Areds of concern for cybersecurity include:

a) ptability and continuity of society, organizations and nations;

b) property (including information) of people and organizations; and
c¢) human lives and health.

Cybgrsecurity with these characteristics is implemented by individual organizations. In tyberspace,
orgdnizations need to consider not only themSelves, but also other parties who share cybergpace. While
an ofganization needs to manage its vulnerabilities to ensure that the organization does n¢t adversely
affe¢t other actors, it needs to work witliothers to reduce cyber risks. In addition, cybersequrity needs
to reduce social and human losses_in real space caused by cybersecurity incidents in fyberspace.
Thetefore, immediate detection ‘and appropriate response of information security ingidents are
imp¢rtant elements of cybersecurity.

5 Relationship between cybersecurity and relevant concepts

5.1 | Relationship-between information security and cybersecurity

Infofmationsecurity and cybersecurity have different perspectives and concerns while they are closely
relafed and-everlapping.

Informydtion security is defined in ISO/IEC 27000 as “preservation of confidentiality, integrity and
availabit i fomr- i i ftir fOTT fTTitiomn | d does not
specify its application and subject entity. Once an entity with its context is determined as subject of
information security, concerns of information security can be established, e.g.;

a) confidentiality of information that has value to an organization;
b) integrity and availability of information that is critical to business operation;

c) availability of information and communication technology (ICT) infrastructure on which business
processes depend; and

d) reliable and trusted delivery of ICT services.

Breach of information security in cyberspace can cause a cybersecurity incident. This means that
the information security risks are viewed as cyber risks in the context of cybersecurity. However,
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cybersecurity and information security differ in their objectives. Cybersecurity is primarily concerned
with protecting entities including people, society, organizations and nations from cyber risks (see
4.2), while information security addresses maintaining confidentiality, integrity and availability of
information with consequences.

Cyberspace can contain information systems controlling physical devices and systems. Compromising
information security of these connected information systems via the cyberspace can have implications
on society or individuals. Cybersecurity reduces the likelihood of such events.

In order to reduce social, human and economic impacts caused by cybersecurity incidents, entities who
connect to cyberspace have a resp0n51b111ty for collectlvely managlng cyber rlsks 1nclud1ng sharing
informatioy i
incidents, apd cooperating in response and recovery from 1nc1dents Activities of informationsec rity
are perfornjed by an entity that handles the information to reduce its own risks. However, cyberseciirity
is performed by an entity to address not only its own risks, but also risks of the other entiti€s thaf are
directly or indirectly involved. Those entities can reside anywhere in cyberspace.

5.2 Relationship between ISMS and cybersecurity

5.2.1 Cyberspace as a field of risk sources for an ISMS

An information security management system (ISMS) is applicablel within an organization with
interfaces gnd interactions with external entities. Specifically, the scope of the ISMS and the scope of
risk identification are within an organization [see ISO/IEC 270012013, 4.3 and 6.1.2 c)]. Informgtion
security objectives (see ISO/IEC 27001:2013, 6.2) aim at protection of information that has value t¢ the
organizatiop or of the information of other entities that are ifrcustody of the organization.

Cybersecurfty transcends the boundaries and control of an organization because of| the
interconnedtedness of cyberspace. Organizations frequently interface and interact with external entjities
by using cyperspace. As such, the use of cyberspacé€represents risks to the organization that neg¢d to
be managed as a part of an organization’s ISMS.\If the organization has an ISMS, cyberspace shppes
part of context of the ISMS as referred to in ISO/IEC 27001:2013, 4.1. Threat vectors that originage in
cyberspacelcan expose the organization to infermation security risks. The organization identifies fisks
from threats in cyberspace, along with other risks, during the process of risk identification as reqyired
in ISO/IEC 427001:2013, 6.1.2 ¢).

5.2.2 ISMS in support of cybersecurity

An ISMS provides a mechanism for organizations to use a risk-based, prioritized, flexible|and
communicgtions-enabling approach to manage information security risks based on their business
needs. An qrganization‘can operate its ISMS as a means of managing cyber risks. This is facilitated
by a consigtent and-iterative approach to identifying, assessing and managing risk and evaluating
implementdtion_ef‘the ISMS. An ISMS as described in ISO/IEC 27001 is applicable regardless qf an
organizatiop’s,size and should reflect a clear understanding of the organization’s particular business
drivers ancrsecurity considerations. An ISMS facilitates communication about the implementgtion
of desired outcomes and associated information security activities across the organization, from
the top management level by using the management system requirements, to the implementation
and operations levels by using the controls. The application of ISMS does not only provide a clear
and understandable set of controls as an outcome but also provide a clear scope, boundaries and
dependencies of cybersecurity activities in the organization.

An example of using an ISMS in support of cybersecurity is the use of ISO/IEC 27001 with ISO/IEC 27019
to establish, implement, maintain and continually improve an ISMS for the energy utility supplier. The
ISMS supports the stability of the energy supply and, hence, contributes to the cybersecurity of a nation.

4 © ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=9eeab2432b9a82e69ff9aeb670233bf1

5.3

ISO/IECTS 2710

Cybersecurity framework
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Cyber threats are continually evolving, making protecting users and organizations a constant
challenge. To address this challenge, business groups, government agencies and other organizations
produce documents and tools called cybersecurity frameworks to help organize and communicate
cybersecurity activities of organizations. Other organizations and people then use or reference
cybersecurity frameworks in their cybersecurity activities.

Cybersecurity frameworks based on ISO/IEC TS 27110 provide a way to organize and communicate
cybersecurity activities through 5 concepts: Identify, Protect, Detect, Respond, and Recover. Structured
within these concepts, a cybersecurity framework can further consist of standards, guidelines and
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ss multiple layers of an organization, communicate those activities outside\of the o
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together with an ISMS.

Cybersecurity and safety

ts initiated in cyberspace can have consequences in the physical world to include imp3
an life and health. This is the case for systems that‘provide physical infrastructur
tions, such as building systems, manufacturing systems; medical devices and other simf
are collectively known as the internet of things {IeT) and the industrial internet of t}
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Cyber insurance

Inizations can choose to share or.thansfer their cyber risks. Cyber insurance is one

red against potentially significant financial losses associated with a cybersecurity inc
rance is provided by an insurer who underwrites risks by signing and accepting li
anteeing payment to the insured in case loss or damage occurs.
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configuration/malware) network damage.
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provide funding mechanisms for recovery from major losses;

c)
d)

assist the return to normal operations; and

increase resilience of the insured business to cybersecurity incidents.

The insured can be required to demonstrate their compliance with any conditions imposed by the cyber

insu

rance policy relating to the ongoing management of the cyber risks covered.
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6 Risk management approach in the context of cybersecurity

6.1 General

To manage cyber risks, a clear understanding of the organization’s business drivers and security
considerations specific to its use of technology is required. Because each organization’s risks,
priorities and systems are unique, the tools and methods used to achieve the expected outcomes
vary. ISO/IEC 27005 provides information about managing information security risks and can also be
referred to for how to manage cyber risks.

The risk management process shonld allow for the organization to do the fn]lnwing

a) Develop an organizational understanding of how to manage cyber risks to systems, people) assets,
data and capabilities for safeguarding the organization. This organizational understanding can
also coptribute to the safeguarding of people, society, organizations and nations. Thése activiities
are foupdational. Understanding the business context, the resources that support critical functjons,
and thgq related cyber risks enables an organization to focus and prioritize its\efforts, consigtent
with itp risk management strategy and business needs. Examples of outcomes include: gsset
manageément; business environment; governance; risk assessment; and risk'nianagement strategy.

b) Develop and implement appropriate safeguards to ensure delivery’ of critical services. [This
supports the ability to limit or contain the impact of a potential cybersecurity event. Examples of
outcomles include: identity management and access control; awareness and training; data secufrity;

information protection processes and procedures; maintenance; and protective controls.

c) Develop and implement appropriate activities to identify-the occurrence of a cybersecurity eyent.
This enables timely discovery of cybersecurity events_Examples of outcomes include: anomplies

and evdgnts; security continuous monitoring; and detéction processes.

d) Develo
incident. This supports the ability to contairithe impact of a potential cybersecurity inci

and implement appropriate activities te’take action regarding a detected cyberseczﬁrity
ent.

Examples of outcomes include: response_planning; communications; analysis; mitigation;|and

improvements.

e) Develop and implement appropriate activities to maintain plans for resilience and to restord any
capabiljties or services that weredmpaired due to a cybersecurity incident. This supports timely
recovely to normal operation$ to reduce the impact from a cybersecurity incident. Examplgs of

outcomles include: recovery,planning; improvements; and communications.

6.2 Threat identification

In cyberspdce, varied«Cyber threats can be identified in relation to the concerned business and socjietal
contexts of fthe subject entity. While these threats also relate to information security, the following are
examples of cybetr threats that require special attention which can be further refined when appli¢d to

a specific sifudtion of the entity.

a) Cyber threats related to persons

1y

2)

3)

Actors who have malicious intent of attacking or abusing information, systems and services
through network.

Software and other tools actors utilize in attacking and abusing information systems and
services.

Possibility that persons do not have knowledge and skills required to use or provide a system
or service securely.
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6.3

Idenification of cyber threats is followed by identification of cyber risks. Likelihood and co
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4) Human errors in the use or provision of the system or service.
Cyber threats related to system configurations and environments

1) The system or service is publicly accessible via the internet.

0:2020(E)

2) Devices, e.g. cameras and other loT devices, are located at physically unprotected places.

Cyber threats related to infrastructures

1) Operation of the system or service depends on electric power supply.

PJ—_Operation of the syStem Or Service depends On NETWOTK Services.
Cyber threats related to suppliers and ICT supply chain

1) Possibility that developers of the system or service lack knowledge and skills
secure development.

D) Vulnerable system or service originating from ICT supply chains.

Risk identification

nceivable cybersecurity incidents are evaluated. In these.processes, the entity should ¢
loping matters in cyberspace, e.g.:

Changing interests of actors and the advent of capable state actors;
bmerging application areas of the internet;

ack of visibility into the distributed data.Jocations;

Lhe omnipresence of social media; and

hostile practices associated with the above.

[EC 27005 provides guidance on information security risk assessment commonly a
r risk assessment.

Cyber threats

General

definition’ of cybersecurity is inclusive of varied understandings of the term conceived
ding different persons, organizations and nations and of different roles in society, ir
oidy: Entities from sectors, e.g. general business organizations, persons, governme

required of

nsequences
onsider the

bplicable to

by entities
dustry and
1t agencies,

publ

C Utlllties, rinancial service providers, transport service providers, manuracturers and

ICT service

providers, can have respective views about cybersecurity characterized by their own threat scenarios.
There can be sector-specific understandings of cybersecurity. Subclauses 7.2 to 7.6 provide descriptions
of cyber threats.

7.2

General business organization

Performance of a business organization is supported by the ICT infrastructure of its own and its
connectedness to the global network. Cyber threats for the organization communicating and interacting
with other entities in the network can include:

a) attacks through networks, e.g. intrusion to the intranet, malware infection, advanced persistent
threat (APT) attack and a denial of service (DoS) attack;
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b) information theft by personnel to include external parties, external threat actors and remote
workers;

c) quality issues of ICT devices and systems resulting in failure of their operation; and

d) system management and operational issues that result in a failure to effectively implement
cybersecurity controls.

These cyber threats cause consequences impacting the organization. Additionally, an organization’s
behaviour can cause risks and consequences to other entities. Vulnerable devices of the organization
at the network boundary can be maliciously used as a tool for attacks on other entities. Incorrect
configuratipr-etassets—eah-generateabrormaldatatratfic onthe network-or provide-entrypetnts for

threats.

7.3 Induptrial organization and industrial automation and control systems

Industrial dqrganizations have information systems that control operations of produtt lines, maclines
and equipnjent in the factory, collectively called industrial automation and control systems (IALSs).
While each| IACS has processes specific to its application, there is a series<of-processes genefally
observed in IACS:

a) sensing states or movement of equipment or materials;

b) transmjitting the sensed data over the network to an information System;

c) procesging of the data;

d) generating controlling data;

e) transmfitting the controlling data over the networkiand

f) actuatipg the controlling data into the states or miovement of equipment or materials.
Cyber thredts in these processes are:

a) attacks|on the systems and networks;

b) qualitylissue of the IACS;

c) loss of integrity or availability of the sensed data or control data;

d) failure |n operation of hardware and software; and

e) incorrelct or halt ofjphysical operations.

Within thege cyberthreats, there are cascading relationships of causes and consequences.

An TACS carn béasystem of devices, machines and other equipment as “things” connected to the netyork
through sensars and actuatars

7.4 Products, services, and supplier relationships

Organizations often choose to form and/or retain supplier relationships for a variety of business reasons
to take advantage of the benefits they can provide. Suppliers can provide a multitude of products or
services, including IT outsourcing, professional services, basic utilities (equipment maintenance
service, security guards service, cleaning and delivering services, etc.), cloud computing services, ICT,
knowledge management, research and development, manufacturing, logistics, healthcare services,
internet services, and many others.

Most organizations have suppliers and act as suppliers themselves. Organizations connect to their
suppliers and customers through cyberspace forming lengthy and complex supply chains where
upstream and downstream suppliers are not necessarily known to the organization. Connecting to
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suppliers through cyberspace represents a risk to the organization. Extended supply chains present
additional risks due to lack of transparency or inconsistency of security controls implemented by
suppliers and sub-suppliers.

ICT supply chains present unique cyber risks because ICT forms systems and networks that comprise
cyberspace within and outside of the organization’s boundaries. When organizations acquire ICT
products and services, they inherit vulnerabilities and other quality defects in those products
and services. Limited visibility into quality practices of ICT suppliers represents a cyber risk to the
organization.

ICT service providers include telecommunication service providers, internet service providers (ISPs),
clouffservice providers and refated product and Service providers. I ey provide products gnd services
to the wide sectors of general business organizations, industrial organizations, criticaldnfrpstructures
and pther organizations and persons.

Orggnizations can manage cyber risks to ICT supply chains by establishing supplier agre¢gments that
defipe rules for:

a) poverning supplier relationships;
b) Fptating how suppliers connect to the organization’s systems and networks through cybgrspace;
c) flowing security requirements to suppliers’ suppliers;

d) pstablishing quality assurance requirements for ICT preducts and services.

For ¢ases where supplier agreement cannot be established (for example, the organization felies on an
information source that is publicly available for its enitical functions), the organization should identify
and pppropriately manage resulting cyber risks.

ISO/IEC 27036 (all parts) provides principles, and guidelines for information security |in supplier
relationships.

7.5 | Telecommunications services/internet service providers

The [providers of telecommunication and internet services provide the entry points to the|cyberspace
to all users. They have a key role‘in protecting, responding and recovering to cybersecurity incidents.
This|includes, for example:

a) pctivating and operating computer emergency readiness teams (CERT)/computer secutity incident
Fesponse teams-(CSIRT) that interact with the national CERTs or CSIRTS;

b) |dentifying and reporting threats to help the users and public authorities to prepare themselves; and

c) providingdefensive solutions to block the threats at the point of entry to cyberspace.

7.6 | ‘Public authorities

The public authorities have an important role in the national cyberspace. Some examples of what public
authorities can do include:

a) publishing and enforcing laws and regulations for sound cybersecurity;
b) establishing and operating national CERT or CSIRT:
c) coordinating actions and reactions to wide scale cybersecurity incidents;

d) organizing certifications for security product and service providers, as well as for critical
infrastructure organizations;

e) organizing public-private partnership to provide a better coordinated response to cybersecurity
incidents and cyber threats; and
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f)

encouraging the academia to prepare education programs on cybersecurity.

7.7 Critical infrastructure

The critical infrastructure of a nation provides the means and services to enable safe and secure
conduct of the economic, business, and other functions necessary for society’s wellbeing, such as
financial services and public utilities, e.g. electric power supply. These services support lives and safety
of people and operations of organizations, society and nation. Cyber threats to critical infrastructure
include attacks via network, degradation and other quality issues of the supporting ICT, human errors
in the operation, or a combination thereof. Dependencies among the functions of critical infrastructure
make the Cy ber threats r‘nmplpy and consequences more severe _An nrg:miwnr'l :\pprnqrh is rpnlnirpd to

manage therisks across the organization.

7.8 Indiyidual person
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be expected to have expertise in cybersecurity;‘and

support by organizational management for<«cybersecurity measures.
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respond to cybersecurity incidents, private and public sector organizations and people should have
awareness and knowledge of cybersecurity commensurate with their roles, and be prepared for
protecting, detecting, responding to and recovering from the cybersecurity incidents. Prior to taking
these actions, organizations and people need to identify their digital environment, stakeholders,
practices and associated cyber risks. Thus, organizations and people address cybersecurity incidents
through the phases of identifying, protecting, detecting, responding and recovering.

Incident management in cybersecurity has three areas:

a) incident management within an organization (8.2);

b) cross-organizational coordination (8.3); and

c) technical support by product and service supplier (8.4).
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ISO/IEC 27035 (all parts) provides principles and guidelines for information security incident
management.

8.2 Incident management within an organization
As an entity in the cyberspace, an organization should be prepared for and react to incidents.

The organization develops and implements a plan for cybersecurity incident management. The plan
can include incident handling processes, incident classification, personnel roles and responsibilities,
a communication scheme both within the organization and with external entities, use of technical
support by external entities, education and training program, performance evaluation scheme, and
repdrting requirements.

To ensure the organization has the capability for cybersecurity incident management,.it establishes an
incident response team (IRT) with defined roles in cybersecurity incident management. When defining
the foles of an IRT, the organization determines:

a) the services provided, e.g.:

1) if it provides hands-on cybersecurity incident response or-support for other parts of the
organization;

P) if it undertakes cybersecurity monitoring operations; ot

B) if it provides a preventive in addition to a responsive role;

b) the relationships and communications with othergarts of the organization; and
c) the relationships and communications with IRTs of other organizations.

A computer security incident response team (CSIRT) is an alternative term for IRT. The ferm CSIRT
is also used for a national centre or other<function that coordinates communications bgtween, and
proviides support for, organizations in cybersecurity incident management.

If a cybersecurity incident is detected, the organization follows the incident handling processes as
stiptilated in the cybersecurity incident management plan.

The |incident handling processés can include detection, notification, triage, analysis, regponse and
repdrting activities.

8.3 | Cross-organizational coordination

Orgdnizations oftan industry including those providing critical infrastructure of society|and nation
sharfe cyber/risk posture of the industry. The organizations recognize common risk sofirces, risks
and [incident-scenarios with consequences characteristic to the industry. To cope with the risks,
organizdtions should have a strategy for coordinated risk mitigation and incident mpanagement
actiyities. Establishing an organization called information sharing and analysis centre (ISAC) is a way
of supporting coordinated activities and communications in the industry.

There are cases where the risk scenario of causes and consequences extends across industries. For
example, failure to provide electric power or other utility supply, telecommunications or financial
services has impacts on the activities of other industries. Cybersecurity incident management activities
in industries should have mutual links in order to ensure those activities to be effective. National
government can support the industries in organizing cross-industrial cybersecurity information
sharing and incident response activities.

8.4 Technical support by product and service supplier

Networks, devices, systems and services in the cyberspace are provided by product and service
suppliers. These elements can be relevant to cybersecurity incidents whether they have vulnerabilities
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or not. It is possible that a vulnerability of device or system is exploited by a person with malicious
intent. It is also possible that non-vulnerable elements are abused to trigger a behaviour that results in
a cybersecurity incident, e.g. operation of networks, systems and services supporting the activities of
society, people, organizations and nations can be interfered by overloaded traffic.

In this context of cyberspace, product and service suppliers have roles in cybersecurity incident
management. They are expected to take part through the phases of identify, protect, detect, respond
and recover. Their activities can include:

a)
b)
<)
d)
e)
f)

operating a support desk of the product and service;

nd caryvicn.
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detecti

g and analysing cybersecurity incidents;

providing software updates, workarounds and other support;

reporti

hg of the cybersecurity incidents; and

providing customers with patch management support.

To meet the|needs of these activities consistently and effectively, a product and-service supplier can
the function called product security incident response team (PSIRT). For\a.€SIRT of an organizati¢n in
need of sugplier’s support, the PSIRT can be the contact point of the ‘supplier. Additionally, a ve
managemeint performance evaluation scorecard can be established\te’ measure the performance]
effectivenegs of vendors and suppliers that provide products, serviges or support during an incider
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Annex A
(informative)

A layered model representing cyberspace
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annex provides an example of how to represent cyberspace. This makes possible

orting assets, their risk sources and the organization’s stakeholders.

improves the approach for the contextualization of known attack scenarios, the as

'ment decisions.

Layered model representing cyberspace

at context

blishment, first process step of the risk management, the correct positioning of the grimary and

tessment of

consequence and likelihood, and optimizes the selection of the defence tactics to prepare the risk

In this annex, a way of modelling the cyberspace is suggested. A system can be considered in the

cybd

Figulre A.1 shows the structure of thie cyberspace consisting of these three layers.

rspace by introducing a model made with three fundamental layers:
social networks;
Configurations. In this layer, a sublayer™includes the cyber persona layer, i.e. digita

ndividuals;

the PHYSICAL layer which represents physical components and their geographic locatig
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the ANTHROPOGENIC layer which represents individuals and groups of individuals organized in

the DIGITAL layer which represents the, logical processes, software, and computgr data and

avatars of

n.

Figure A.1 — Layered cyberspace model

The layered representation model allows a system and its ecosystem to be modelled with a flexible level
of detail. It is up to the analyst to select it, depending on the required depth of the analysis. The links
between layers are not presented to keep the simplicity of the drawing. The benefit of the layered model
is that it keeps the same regardless the size of the objects (nodes and links) being positioned on it.

A3

Use of the layered model

Each layer is populated with nodes and links covered by various different flows, depending on the layer

cons

idered. They make up the projection of the system and its essential assets on this layer.
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