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Foreword

:2021(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through

technical committees established by the respective organization to deal with particula
technical activity. ISO and IEC technical committees collaborate in fields of mutual inter

r fields of
est. Other

international organizations, governmental and non-governmental, in liaison with ISO and IEC, also

take part in the work.

The procedures used to develop this document and those intended for its further maintg

nance are

dedcribed in the ISO/IEC Directives, Part 1. In particular, the different approval criteria peeded for

the| different types of document should be noted. This document was drafted in acdordand
ediforial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

of patent rights. ISO and IEC shall not be held responsible for identifying any or all s
rights. Details of any patent rights identified during the development of the document wil
Introduction and/or on the ISO list of patent declarations received (see‘www.iso.org/patents]
listlof patent declarations received (see patents.iec.ch).

Any trade name used in this document is information given forthe convenience of users an
corjstitute an endorsement.

Foil an explanation of the voluntary nature of standards, the meaning of ISO specific

expressions related to conformity assessment, as well as information about ISO's adhere
Worrld Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT), see ww
isofforeword.html.

This document was prepared by Joint Teehnical Committee ISO/JTC 1, Information
Subcommittee SC 27, Information security, ¢ybersecurity and privacy protection.

Alist of all parts in the ISO/IEC 27006.5¢eries can be found on the ISO website.

Any feedback or questions on thisixdocument should be directed to the user’s national standat
corpplete listing of these bodies'can be found at www.iso.org/members.html.

e with the

ch patent
be in the
or the IEC

Attention is drawn to the possibility that some of the elements of this document may be 1he subject

d does not

ferms and
nce to the

w.iso.org/

echnology,

ds body. A
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Introduction

ISO/IEC 27006 sets out criteria for bodies providing audit and certification of information security
management systems. If such bodies are also to be accredited as complying with ISO/IEC 27006 with
the objective of auditing and certifying privacy information management systems (PIMS) in accordance
with ISO/IEC 27701:2019, some additional requirements and guidance to ISO/IEC 27006 are necessary.
These are provided by this document.

The text in this document follows the structure of ISO/IEC 27006 and the additional PIMS-specific
requirements and guidance on the application of ISO/IEC 27006 for PIMS certification are identified by
the letters|“PS”.

The primajry purpose of this document is to enable accreditation bodies to more effectively lrarmorjize
their applikcation of the standards against which they are bound to assess certification bodies:

vi © ISO/IEC 2021 - All rights reserved
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Requirements for bodies providing audit and certification
of information security management systems —

Part 2:
Privacy information management systems
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Scope

s document specifies requirements and provides guidance for bodies (providing

tification of a privacy information management system (PIMS) according)to ISO/IEQ
hbination with ISO/IEC 27001, in addition to the requirements contained’within ISO/IEC
IEC 27701. It is primarily intended to support the accreditation of certification bodies
[S certification.

b requirements contained in this document need to be demonstrated in terms of compg
ability by anybody providing PIMS certification, and the-guidance contained in this
vides additional interpretation of these requirements for anybody providing PIMS certifi

[E
cesses.

This document can be used as a criteria document for accreditation, peer assessment or

Normative references

e following documents are referred to.in‘the text in such a way that some or all of thg
stitutes requirements of this document. For dated references, only the edition cited a

IEC 17021-1, Conformity assessment — Requirements for bodies providing audit and cert
hagement systems — Part 1:\Requirements

IEC 27000, Informatién)technology — Security techniques — Information security m
tems — Overview and vocabulary

IEC 27001, Information technology — Security techniques — Information security m
Ffems — Requirements

IEC 27006:2015, Information technology — Security techniques — Requirements for bodie
it and_ certification of information security management systems

IEC 27701, Security techniques — Extension to ISO/IEC 27001 and ISO/IEC 27002 f

audit and

27701 in
7006 and
providing

btence and
document
cation.

other audit

ir content
pplies. For
s) applies.
jfication of
hnagement
hnagement

k providing

or privacy

I giion maanaao ot aoyitvramaontc and o dolinac

ISO/IEC 29100, Information technology — Security techniques — Privacy framework

3

Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 17021-1, ISO/IEC 27000,
ISO/IEC 27006 apply.

[SO and IEC maintain terminological databases for use in standardization at the following addresses:

[SO Online browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available at http://www.electropedia.org/
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4 Principles

The principles from ISO/IEC 27006:2015, Clause 4, apply.

5 Gene

ral requirements

5.1 Legal and contractual matters

The requirements of ISO/IEC 27006:2015, 5.1 apply. In addition, the following requirements and

guidance 3
PS 5.1 Nos

All require

5.2 Mar

The requi
guidance 3

Poly:
mative basis for this document

ments from ISO/IEC 27006 apply unless otherwise specified in this document.

jagement of impartiality

rements of ISO/IEC 27006:2015, 5.2, apply. In addition, the following requirements
pply.

PS 5.2 Co

flicts of interest

hnd

The certification body shall not provide management system consultancy related to PIMS (e.g. services

as extern

Arranging
managem§g
that the pr

data protection officer, process reviews or data protection reviews).

and participating as lecturer in training courses-telated to personal information secu
nt systems is not considered consultancy or haging a potential conflict of interest, provi
ovisions of ISO/IEC 27006:2015, 5.2.1 a), are applied.

5.3 Liability and financing

The requit

6 Strug
The requit

7 Reso

ements of ISO/IEC 27006:2015, 5.3¢apply.

tural requirements

ements of ISO/IEC 2700652015, Clause 6, apply.

irce requirements

7.1 Competencelefpersonnel

7.1.1 P§

7.1(1,General considerations

ity
led

The requir

4.1 1
1.1, dPppPly.

i £I1C
CILIITIILS Ul 1O

7.1.2 PS 7.1.2 Determination of competence criteria

The requirements of ISO/IEC 27006:2015, 7.1.2, apply. In addition, the following requirements and
guidance apply.

7.1.2.1 PS7.1.2.1 Competence requirements for PIMS auditing

7.1.2.1.1

The auditors shall have knowledge of:

a) privacy information management including ISO/IEC 27701;

© ISO/IEC 2021 - All rights reserved
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identification and handling of personally identifiable information (PII);
privacy by design and by default;

PIMS monitoring, measurement, analysis and evaluation;

:2021(E)

information security risks related to privacy information management and processing of PII;

policies and business requirements for privacy information management.

.2.1.2 Collectively, the members of the audit team shall have knowledge of:

a)

b)
c)

d)
e)
f)
g)

h)

7.1

privacy information management and processing of PIl related tools, methods, technique
application;

tracing privacy incidents;

management;

processes applicable to PIMS;

the current technology where privacy may be relevant or an issue;
all controls contained in ISO/IEC 27701 and their implementation;

the legal requirements that apply to privacy informatioh management and/or processing
sector specific laws and local privacy laws);

NOTE Knowledge of legal and regulatory requirements does not imply a specific education
judicial or related study programmes.

industry privacy good practices and privacy procedures.

2.2 PS 7.1.2.4 Competence requirements for reviewing audit reports and making

cerntification decisions

The

a)
b)

c)

d)

e personnel reviewing auditteports and making certification decisions shall have knowle
the privacy framework-presented in ISO/IEC 29100;

ISO/IEC 27701;

legal and reguldtory requirements relevant to privacy;

NOTE Knowledge of legal and regulatory requirements does not imply a specific education
judiciakor related study programmes.

scope definition for management systems according to ISO/IEC 27701 (in particular i

5 and their

privacy information risk assessment, privacy impact assessment and the related methodls and risk

of PII (e.g.

] degree in

Hge of:

] degree in

h terms of

as well as

DLL 4 11 Jd DI o 1o llo & afs 1o P £l
TTTLUIMTUTICT S dITU T TT PJTULTSSUT S TU UT AUTC TU VETIT Yy tITCT AP PT U PT TATTITITS S UT TIIT STUD

changes to the scope.

The personnel reviewing audit reports and making certification decisions shall have general
understanding of:

a)
b)

privacy information risk assessment, privacy impact assessment and risk management;

processes applicable to PIMS.

7.2 Personnel involved in the certification activities

The requirements of ISO/IEC 27006:2015, 7.2, apply. In addition, the following requirements and

gui

dance apply.
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7.2.1 PS 7.2 Demonstration of auditor knowledge and experience

The certification body shall demonstrate that the auditors have necessary knowledge and experience
through (where applicable):

a) recognized PIMS-specific qualifications;
b) participation in PIMS training courses and attainment of relevant personal credentials;

c¢) PIMS audits witnessed by another PIMS auditor.

7.2.2 P§7.2.1.1 Selecting auditors
In addition to 7.1.2.1, the criteria for selecting PIMS auditors shall ensure that each auditor:

a) has at|least four years full-time practical workplace experience in information technelegy, of wHich
at leaqt two years was in a role or function relating to privacy;

b) has cgmpleted at least one onsite audit in the field of PIMS;

NOTE If the auditors are qualified in the field of ISMS and PIMS, they meet the requirement$ of
ISO/IE[C 27006:2015, 7.2.1.1 d), through the audits within the two fields.

c) keep durrentknowledge and skills in privacy information management up to date through contirfual
profegsional development.

Technical gxperts shall comply with a).

7.3 Use|of individual external auditors and external technical experts

The requittements of ISO/IEC 27006:2015, 7.3, apply.

7.4 Personnel records

The requifements of ISO/IEC 27006:2015, 74, apply.

7.5 Outpourcing

The requittements of ISO/IEC 27006:2015, 7.5, apply.

8 Information requirements

8.1 Public information

The requifements of ISO/IEC 27006:2015, 8.1, apply.

8.2 Certification documents

The requirements of ISO/IEC 27006:2015, 8.2, apply. In addition, the following requirements and
guidance apply.

8.2.1 PS 8.2 PIMS Certification documents

The certification documents shall identify that the organization is either or both a PII controller and a
PII processor within the scope of the certification.

Certification documents for ISO/IEC 27701 shall identify the ISO/IEC 27001 certification on which the
ISO/IEC 27701 certification is based and that the organization conforms to ISO/IEC 27701.

4 © ISO/IEC 2021 - All rights reserved
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The version of the statement of applicability (SoA) for ISO/IEC 27001 and, if issued separately, the SoA
for ISO/IEC 27701 shall be included in the certification documents.

NOTE The SoA for ISO/IEC 27701 can be integrated with the SoA for ISO/IEC 27001, or produced separately
from the SoA for ISO/IEC 27001.

The effective date of ISO/IEC 27701 certification shall not exceed the date of the ISO/IEC 27001
certification on which it is based.

The certification according to ISO/IEC 27001 may be obtained prior or in parallel to the ISO/IEC 27701
certification.

Cetftification documents shall include:
a) | the words privacy information management system;

b) | the role of the organization for each activity, product or service in scope (i@ if the organization
acts as PII controller and/or PII processor);

NOTE1 Anorganization can deliver email services acting as PII processer and file sharing seryices acting
as PII controller.

c) | the fact that the certified organization fulfils both ISO/IEC 27@01"and ISO/IEC 27701.

NOTE 2  The fact that the certified organization fulfils ISO/HEC227001 can be satisfied by the nclusion of
the identification of ISO/IEC 27001 (e.g. certification number*efISO/IEC 27001) in the certificate|

8.3 Reference to certification and use of marks

Thé¢ requirements of ISO/IEC 27006:2015, 8.3, apply:

8.4 Confidentiality
Th¢ requirements of ISO/IEC 27006:2015, 8.4, apply.

8.3 Information exchange between a certification body and its clients

Thé¢ requirements of ISO/IEC27006:2015, 8.5, apply.

9 | Process requiréments
9.1 Pre-certification activities

9.11  Application

Th¢ réquirements of ISO/IEC 27006:2015, 9.1.1, apply.

9.1.2 Application review

The requirements of ISO/IEC 27006:2015, 9.1.2, apply.

9.1.3 Audit programme

The requirements of ISO/IEC 27006:2015, 9.1.3, apply (except 9.1.3.6). In addition, the following
requirements and guidance apply.

© ISO/IEC 2021 - All rights reserved 5
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9.1.3.1 PS9.1.3 Scope of certification

9.1.3.1.1

Scope of certification

The certification body shall ensure that the scope of the ISO/IEC 27701 certification is within or
identical to the scope of the ISO/IEC 27001 certification.

The certification body shall ensure that the scope of certification to ISO/IEC 27701 is included within
boundaries of the activities of the client as defined in the scope of the PIMS.

9.1.3.1.2

The audit
controller

The certif
scope (see

Certificati
risk treatn
in the scoy
their PIMS

9.1.3.2 |

The criter
ISO/IEC 27

9.1.4 D¢

The requi
guidance 3

PS9.1.4 A

In addition
to be spen
re-certific

The audit 1

dpecllic elements ol the FIMDS audit

programme for an ISO/IEC 27701 audit shall identify the role of the client with regard‘to
5 and PII processors.

cation body shall confirm, in the scope of the client PIMS, that the PII processing is in
ISO/IEC 27701:2019, 5.2.3).

bn bodies shall ensure that the client’s information security and privacy risk assessment
hent properly reflect its activities and extend to the boundaries_of‘its activities as defi
e of the PIMS. Certification bodies shall confirm that this is reflected in the client’s scop
and statement of applicability.

PS 9.1.3 Certification audit criteria

ia against which the PIMS of a client is auditefl shall be ISO/IEC 27001 extended
701. Other documents may be required for certification relevant to the function(s) perform

rtermining audit time

Fements of ISO/IEC 27006:2015, 9.1.4xapply. In addition, the following requirements
pply.

ndit time

to ISO/IEC 27006:2015, 9.124+1, the certification body shall identify the additional audit t
t on the ISO/IEC 27701-certification audits (including initial certification, surveillance
htion).

ime needed for RIMS-specific aspects shall be at least;

30%
20%

f the audit tiine (if the audit client is a PII controller);

f the audit'time (if the audit client is a PII processor); or

f thee audit time (if the audit client is both PII controller and processor);

PII

the

hnd
ned
b of

ed.

hnd

me
ind

The additional audit time for an initial PIMS audit (stage 1 and stage 2) shall be at least 2,5 days for PII
processors, 3 days for PII controllers or 3,5 days for both, if the values calculated from the previous
sentence are lower.

In the case that the organization has already been certified to ISMS (ISO/IEC 27001) and a PIMS initial
audit is conducted separately from ISMS audits (i.e. ISMS surveillance audit or ISMS recertification
audit), at least 0,5 audit days shall be added to the audit time in order to verify if the ISMS (especially
its management system aspects such as internal audit and management review) is extended to include
PIMS perspectives as specified in ISO/IEC 27701.

Additional audit days shall be calculated for each audit (i.e. surveillance audit, re-certification audit).
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