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Foreword

[SO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out through
ISO technical committees. Each member body interested in a subject for which a technical committee
has been established has the right to be represented on that committee. International organizations,
governmental and non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely
with the International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of ISO document should be noted. This document was drafted in accordance with the editorial rules of the
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Introduction

An artificial intelligence (AI) system can be challenging to evaluate. Consequently, the impact of an Al
system with poor quality can be considerable since it can be developed to facilitate the automation of critical
actions and decisions.

The purpose of this document is to guide Al developers performing a quality evaluation of their Al systems.
This document does not state exact measurements and thresholds, as these vary depending on the nature of
each system. Instead, it specifies comprehensive guidance that covers the relevant facets of an Al system’s
quality for successful quality evaluation.

Testing is within the scope as far as each characteristic and sub-characteristic is verified by testing
strategies[but details of testing methods and measurements are covered elsewhere, for example in the
ISO/IEC/IEEE 29119 series.

© ISO/IEC 2024 - All rights reserved
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Systems and software engineering — Systems and software
Quality Requirements and Evaluation (SQuaRE) — Guidance
for quality evaluation of artificial intelligence (AI) systems

1 Scope

This docu
quality md

The document is applicable to all types of organizations engaged in the development andse of Al.

ment provides guidance for evaluation of artificial intelligence (Al) systems using-an
del.

2 No

rvr\]l
The followjing documents are referred to in the text in such a way that some ©or;all of their content ¢

requiremg
the latest 4

ISO/IEC T
classificati

ISO/IEC 2
terminolog

ISO/IEC 23

ISO/IEC 2
(SQuaRE) ;

ISO/IEC/1I
ISO/IEC/1I

3 Terni

For the py
ISO/IEC 23

ISO and IE

ative references

nts of this document. For dated references, only the edition citéd,applies. For undated 1
bdition of the referenced document (including any amendments) applies.

S 4213, Information technology — Artificial intelligenceé — Assessment of machin
bn performance

2989, Information technology — Artificial intelligence — Artificial intelligence cor
y

053:2022, Framework for Artificial Intelligence (Al) Systems Using Machine Learning (ML

b059:2023, Software engineering — Systems and software Quality Requirements and
— Quality model for Al systems

LEE 29119-1, Software and systeéms engineering — Software testing — Part 1: General con

LEE 29148, Systems and saftware engineering — Life cycle processes — Requirements eng

s and definitions

rposes of this‘document, the terms and definitions given in ISO/IEC TS 4213, ISO/]
053, ISO/IE€25059, ISO/IEC/IEEE 29119-1 and ISO/IEC/IEEE 29148 apply.

— ISO Olrline browsing platform: available at https://www.iso.org/obp

C maintain terminology databases for use in standardization at the following addresses:

Al system

onstitutes
eferences,

e learning

cepts and

)

Evaluation

cepts

'neering

EC 22989,

IEC Electropedia: available at https://www.electropedia.org/

4 Overview

To ensure that relevant facets of an Al system’s quality are covered by the quality evaluation guidance, this
document references Systems and software Quality Requirements and Evaluation (SQuaRE) product quality
and quality in use models’ characteristics for an Al system (see ISO/IEC 25059). The product quality and
quality in use models’ characteristics, as applicable to a general system, apply to an Al system. Several sub-

characteri

stics have been added, and some have different meanings or contexts.

© ISO/IEC 2024 - All rights reserved
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Figures 1 and 2 illustrate an Al system's product quality and quality in use models’ characteristics and sub-
characteristics. Please note that some sub-characteristics have been added or modified from the SQuaRE

quality models for general systems, as an Al system differs from a general system and software.

Al system product

quality
Functional Performance C tibili Usabilit Reliabilit g . Maintainabilit Portabili
suitability efficiency ompatibility sability eliability ecurity aintainability ortability
Functioyrat Timebetaviour Co-existemnce ADPTOPTIateITess Maturity Confidemntiatity Modutarity trrstpllability
completgness recognisability
Resource Ineroperability Availability Integrity Reusability Replaceability
Functiopal utilisation Learnability
correctngss ™ Fault tolerance | [Non-repudiation| | Analysability Adaptability
Capacity Operability
Functiopal Recoverability Accountability Modifiability
appropridtness User error
protection Robustness 2 Authenticity Testability
Functiopal
adaptability 2 User interface Intervenability @
aesthetics
Accessibility
User
controllability @
Transparency 2

a New siib-characteristic.
m  Modifipd sub-characteristic.

SOURCE |SO/IEC 25059:2023, Figure 1.

Figure 1 £ Al system product quality model
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Al system
quality in use

Effectiveness Efficiency Satisfaction Freedr(i):]l( from Context coverage
Effoctiveness Efficiency Usefulness Economicrisk Context
mitigation completeness
Trust
Health and safety Flexibility
Pleasure risk mitigation
Comfort Environment risk
mitigation
Transparency ?
Societal and
ethical risk
mitigatien®

a New siib-characteristic.

SOURCE |SO/IEC 25059:2023, Figure 2.

Figure 2 — Al system quality in-use model

5 Qualjty evaluation methodology
Quality evpluation guidance is defined by relevant quality model sub-characteristics.

All the subp-characteristics from the SQuaRE product quality and quality in use models are covefed in this
document

The guidajnce in thisydocument should complement the SQuaRE quality evaluation process described in
ISO/IEC 23040 for@Al'systems.

6 Functional suitability

6.1 Functional completeness

Quality of the functional completeness sub-characteristic should be measured against quality measures
according to ISO/IEC 25023:2016, 8.2.1.

6.2 Functional correctness

Quality of the functional correctness sub-characteristic should be measured against quality measures
according to ISO/IEC 25023:2016, 8.2.2.

© ISO/IEC 2024 - All rights reserved
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Functional correctness should be evaluated with the proper key performance indicators (KPIs) and
measurements.

Measurements and key performance indicators should be established to measure the capability of an Al
system to do a specific task and to evaluate the amount of unpredictability of the system.

The right evaluation measurements should be used to measure functional correctness based on an Al
system’s problem type and the stakeholders’ objectives. For a list of typical evaluation measurements, refer

to ISO/IEC

23053:2022, 6.5.5.

Functional correctness should also be evaluated using functional testing methods, such as:

metamorphic testing: technique that establishes relationships between inputs and outputs of the system;

exper
consis

bench
a simi

testin

testin
action

field t1
and ad

— riskm

Functiona

The best n

panels: technique used when an Al system is built to replace the judgement of expe
ts of establishing a panel to review the test results;

marking an Al system: technique used when an Al system is replacing existing approach
ar Al system can be used as a benchmark;

b an Al system’s behaviours against various scenarios or test cases defined by stakehol

b in a simulated environment: technique used when an Al system is characterized Y
on the environment;

ials: technique used when there is a potential difference or evelution between testing env
tual operation conditions;

anagement: testing Al system behaviour against idéntified risk scenarios.
correctness evaluation techniques should be performed on different and representativ|

hachine learning (ML) model should be selected using the appropriate evaluation mea

rts, which

es or when

lers;

y physical

ironments

e datasets.

surements

against a yalidation dataset. The simple ML modelvalidation technique uses only one validatign dataset.
However, 4 cross-validation technique is suggested"when possible.

In a separpte back-testing phase, the selected’ ML model should be tested once again with new data (the
testing dataset) for consistency.

Training, yalidation and testing datasets should all be built with different data.

Validation| and testing datasets should all be built with representative subsets of the actual| operation
conditiong.

The ML mpdel should be'tested against datasets with known cohorts to identify positive or negative bias
creep.

The final spttings\totune the ML model (e.g. the cut-off threshold in classification) should be defingd together
with the bjisiness users.

The functibnal correctness should he evaluated on production data for monitoring purposes

Product deployment should take place after the back-testing phase.

6.3 Fun

ctional appropriateness

The quality of the functional appropriateness sub-characteristic should be measured against quality
measures according to ISO/IEC 25023:2016, 8.2.3.

© ISO/IEC 2024 - All rights reserved
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ctional adaptability

An Al system should have a mechanism to adapt dynamically to changes in the production data, by using one
of the following;

— deploying a continuous or reinforcement learning modelling approach;

— implementing an automated retraining workflow.

NOTE
potentially

transform the functional state of the system.

Functional adaptability does not necessarily adapt to changes of the system objectives as these changes

The organization should develop an adaptation system to generate a feedback loop. This managed system

comprises

four essential functions: monitor; nnn]ycn; p]an; oexecute

The m|
updat

The a
rigoro

The pl
syster]

The ey

Functiona
testing me

The organlization should take into consideration resource trade-offs when selecting the best ML

deployme
Refer to 7.]

7 Perfq

7.1 Tim

Quality of
ISO/IEC 2§

The organ|
under nor
infrastruc
guidance d

The orgar
duration. |
measure t

onitor function tracks the managed system and the environment in which the systemm op|
s the knowledge.

halyse function uses the up-to-date knowledge to evaluate the need foradaptation,
us analysis techniques or simulations of runtime ML models.

 from its current configuration to the new configuration.

adaptability should be evaluated using measurements, key-performance indicators and
thods, as documented in 6.2, to measure the adaptability of an Al system to a new data

t, as the most accurate ML model can be prohibitively expensive to computationally
P for more details.

)rmance efficiency

e behaviour

the time behaviour sub-characteristic should be measured against quality measures ag
023:2016, 8.3.1.

fzation should calculate time behaviour during the training, evaluation and inference
mal conditions as part of normal workflows in production, using the production eny
fures and computing resources, as time behaviour depends on resource utilization. Refg
n resource utilization.

For example, a system that consists of a sequence of retraining, evaluation and infere
ne{duration of the entire sequence of workflows.

ecute function implements the adaptation actions of the plan with relevant intervention.

erates and

exploiting

an function selects the best option based on the adaptation goals and genherates a plan t¢ adapt the

functional
set.

model for
y evaluate.

cording to

iworkflows
rironment,
rto 7.2 for

izationshould consider an Al system adaptability mechanism while measuring the process

nce should

The organization should test and assess potential conflicts between computational resources. For example,
if the training and inference workflows use the same computational resources or if multiple inferences
happen simultaneously, this can negatively affect time behaviour of an Al system.

The organization should test and assess timing between data collection, data transformation and other
data-dependent Al system workflows. For example, Al system inference cannot be processed if the required
input data are not collected and transformed beforehand.

7.2 Resource utilization

Quality of the resource utilization sub-characteristic should be measured against quality measures
according to ISO/IEC 25023:2016, 8.3.2.

© ISO/IEC 2024 - All rights reserved
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The organization should allocate the appropriate resources during the training process of an ML-based Al
system. Factors such as computational resource types, time requirements, data quantity, ML model type and

the quanti

ty of hyperparameters can impact the resources required to complete this process.

An Al system can also get its input from other Al systems, which should be considered as this can create

additional

dependencies on utilized resources.

The organization should consider available resources through a system adaptability strategy (e.g.
incremental learning, active learning, online learning or retraining strategy). For example, an adaptability
strategy consisting of retraining an Al system hourly takes few resources during inference but several
resources during the retraining. Consider as part of this adaptability strategy that inference and retraining

can happe

7.3 Cap

Quality of
ISO/IEC 2§

8 Comj

8.1 Co-¢

Quality of

ISO/IEC 21

8.2

Quality of

ISO/IEC 2]

9 Usab

9.1 App
Quality of

measures

9.2 Lea

Quality of]
ISO/IEC 2]

Additionally, méasurements commonly used to evaluate learnability of an Al system refer to b

limited to

Inte

n simultaneously.

lacity
the capacity sub-characteristic should be measured against quality measures ac
023:2016, 8.3.3.

patibility

pxistence

the co-existence sub-characteristic should be measured against quality measures ac
023:2016, 8.4.1.

roperability
the interoperability sub-characteristic should.be measured against quality measures ad
023:2016, 8.4.2.

ility

ropriateness recognizability

the appropriateness recdghizability sub-characteristic should be measured again
hccording to ISO/IEC 25023:2016, 8.5.1.

'nability

the learnahility sub-characteristic should be measured against quality measures ac
023:20165.8-5.2.

the following:

cording to

cording to

cording to

st quality

cording to

ut are not

— Task performance, for example, learning how to input the variables needed in the user interface for an Al
system to return a ML model prediction. The measurements evaluate the ability to perform a task in the
expected time, percentage of users who completed the task, characteristics of the users who completed
the task and others.

Usage, for example, learning the commands available to operate an Al system. The measurements

evaluate the success rate of the command use, the number of commands used in a time interval and
others.

infere

nce.

© ISO/IEC 2024 - All rights reserved
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— User feedback: The opinion of the user after learning or not learning to use an Al system. For example,

does t

he system contain any counterintuitive parameters or functionalities?

The learnability measurements are susceptible to the tester or the user capabilities and experience. For
example, users with a technical background or general Al understanding can learn how to perform a task
and use commands in shorter times, while users with a non-technical background need a good user interface
to reach the learnability goals. A diverse group of users is important to accurately evaluate learnability.

An evaluation of learnability measures can be made and can include the following:

— User testing: users can rate the degree to which they can learn how to use an Al system. For example,
are the user guidelines clear? Do I understand the variables required to run a specific Al system? Are the
default fields comprehensive and based on real scenarios? Do the outputs of an Al system correspond to
the ouftputs described in the user guidelines?

— Other|learnability evaluation tools: the learning curve, which is the relationship betweéen
task repetition, provides information on a) first-use learnability; b) how quickly users imj
repetition (steepness of the curve); c) how the productivity of the user can improve-ifthey le
use the system appropriately (efficiency of the ultimate plateau).

9.3 Opdrability

Quality of|the operability sub-characteristic should be measured agairist quality measures ac

ISO/IEC 23023:2016, 8.5.3.

Operability of an Al system can also be measured by the following:

— Peer review: technical peers evaluate an Al system based\on individual experiences and less
For ejample, an ML engineer can identify that the time/between having an ML model infg
delivefring the result to the user be improved. The ML engineer can suggest new ML model d
options.

— User tpsting: users will be asked to rate the dégree to which an Al system is meeting their ex
with effficiency and efficacy. For example, is the ML. model providing accurate classification of t
[s it cgmparable to human classification?

— Other|evaluation methods linked te:the measurements of reusability and reliability: an A
consigtency when exposed to different environments and users can help meet the expectat
user. For example, measuring-inference delivery times of an ML-based Al system when ¢
differ¢nt variables - users, processing power and others.

9.4 Usey error protegtion

Quality of| the user¢tror protection sub-characteristic should be measured against quality

according o ISO/IE€225023:2016, 8.5 .4.

9.5 User interface aesthetics

time and
rove with
hrn how to

cording to

bns learnt.
rence and
eployment

pectations
he entries?

[ system’s
ons of the
xposed to

measures

Quality of the user interface aesthetics sub-characteristic should be measured against quality measures

according

to ISO/IEC 25023:2016, 8.5.5.

9.6 Accessibility

Quality of the accessibility sub-characteristic should be measured against quality measures according to
ISO/IEC 25023:2016, 8.5.6.

© ISO/IEC 2024 - All rights reserved
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9.7 User controllability

The organization should use the controllability framework according to ISO/IEC TS 8200 for an Al system
designed to be controllable. For an evaluation, the following should be considered and prepared in advance:

test items that are designed specifically for the test of control functionalities;

Al system that is runnable and with control functionalities implemented according to requirements;

toolkits capable of issuing controllability instructions, receiving or observing system appearance or

internal parameter changes, as well as computing concerned measures (e.g. response latencies and

stabili

ties).

loada tha losazing:

Fion ~f o AT yvrchaonld 10 o fal
T T 7T T Tt T CToo Wit g

The evalugtien-efan

To chd
functi

To qua
the sy

A specific

Sub-proce

handling df control transfer, as well as the actual control, should be tested:*For each control functi

test item ¢

Corre
receiv
instrul

Durat
compl
engag
Reliab

partic
this, f3

Numb
carry
opera

For furthe

9.8 Tra

pte a control functionality. The durations ef important sub-processes (e.g. transfer of ¢

QIIG
Sy S

TCy SIIotr

ck whether an Al system’s control functionalities meet requirements, each of the requif
bnalities, as well as their useful combinations or workflows, should be tested.

lify the level of controllability of an Al system, specified control functionalities in the |
Ktem is designed, implemented or required to be in should be tested.

bet of test items should be prepared according to the evaluation objectives.

5ses of control, such as control transfer, engagement and disengagement of control and u

an check the following. Stakeholders can apply a subset ofthese according to specific cq

rtness of a control functionality: an Al system that~¢an learn or execute as expe
ing correct control instruction and remain in its current state when receiving an incorr
ction.

on of a control functionality: length of time\needed by a sub-process or the entire

ement of control) should be checked foran Al system that operates in risky environmer

ility of a control functionality: degree to which the control functionality can behave cg
ularly in those cases when system faults or external unpredicted incidences can happ
iult injection mechanisms can*be’selected and applied.

er of operations needed bya control functionality: total number of operations a contro
out, such that the entire control functionality process can complete and return i
ions needed by all sib-processes count.

I details, refer to ISO/IEC TS 8200.

nsparency

The pres

e]:tation of information to stakeholders should be open, comprehensive and understanda

The organlizati

ed control

bvel where

ncertainty
nality, the
ncerns:

'ted when
bct control

process to
ontrol and
1ts.

nsistently,
en. To test

ller should
esults. All

ble.

considerations, including the legal, technical and organizational.

processing

An Al system should have clear owners who are accountable for meeting the expected benefits and

communic

ating about the system’s outcomes to the stakeholders.

The relevant characteristics used in an Al system should be comprehensive, accessible, clear and
understandable to the stakeholders. For example, considering that only a finite number of variables are used
as input to an Al system, this limitation should be communicated clearly to avoid misunderstandings.

The organization should communicate the risks of an Al system’s output (i.e. predictions, decisions or
activities) affecting society, the economy or the environment in a clear, accurate, timely, honest and complete

manner.
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The organization should communicate an Al system’s output (i.e. predictions, decisions or activities) to
relevant stakeholders in a comprehensive, accessible and understandable manner.

Appropriate information about an Al system and its level of quality should be made available to relevant
stakeholders.

10 Reliability

10.1 Maturity

Quality of the maturity sub-characteristic should be measured against quality measures according to
ISO/IEC 25023:2016 86 1

10.2 Ava

Quality of]
ISO/IEC 2§

10.3 Fau

Quality of
ISO/IEC 2§

10.4 Rec

Quality of
ISO/IEC 2§

lability

the availability sub-characteristic should be measured against quality méasures ac
023:2016, 8.6.2.

t tolerance

the fault tolerance sub-characteristic should be measured agaifist’quality measures ad
023:2016, 8.6.3.

pverability

the recoverability sub-characteristic should be measured against quality measures ag
023:2016, 8.6.4.

10.5 Robjustness

The robus
are depen
should:

be det]

be suf]

use tr

The follow
domain:

aSSesSs

develd

[ness of an Al system should be measured under normal operational conditions. These
lent on the Al system’s domain, as described in ISO/IEC 24029-2:2023, 5.2. The bound

ermined by a set of attributes-that are clearly defined;
ficient for the Al system\tdé conduct one or more given tasks as intended;
hining data that is-fepresentative of data expected to be used for inference.

ring actions should be considered to measure the Al system’s robustness against th

training;validation and testing dataset to ensure they cover normal operational condi

cording to

cording to

cording to

conditions
ed domain

b bounded

tions;

psSpecific test scenarios to test the system’s performance under a wide range of normal

condit

lonc:
1615

olperational

use simulation as a test data generator to address the full range of operation;

robustness of an Al system under normal operating conditions;

ISO/IEC TR 24029-1:2021, 5.2 for robustness metrics).

consider regularization techniques, data augmentation or introduction of random noise to maximize

evaluate functional correctness (see 6.2 for the recommended guidance on functional correctness and

An Al system should endure long-tail, black swan and abnormal events. The following actions should be
considered:

— perform test scenarios of long-tail and abnormal events, benchmarks and stress-test of an Al system;
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— identify breaking points of an Al system;

— decide whether an Al system is robust enough for potential future needs based on the analysis results.

An Al system should handle diverse perceptible and unforeseen attacks. The following actions should be
considered:

— Address failures and errors according to best practice, for example, through hardening, testing and
verification of an Al system'’s stability using techniques such as metamorphic testing, data augmentation,
generative adversarial networks, adversarial training, adversarial example generation or adversarial
example detection.

Apply specific countermeasures in the field of machine learning, such as anomaly detection of an Al

syster

An Al syst

ifaba

calibr

the output being true by using calibration measurements validated on testing data;

integn
a sepa3
uncer

An Al syst]
cause failu
A list of rd
ISO 26262

An Al sys
functional

11 Secu

11.1 Confidentiality

Quality of
ISO/IEC 2]

leveraging confidence score or confidence intervals to decide whether to act on the butput ge|

implementing a robust backup workflow that should be operational when an Al system fails
outpuf

) 4 ] 4 4 J (1 . 1 : dor e 4] e dorfe. o h I |
IS IIput diid output dlitd Tldg g1y TTOVET HIISUSTS LU TUTULHCT T s AT TUIICLIUIIAT TISKS.

em should generate representative outputs under abnormal environmental conditions |

Ckup workflow should be triggered;

hiting confidence score or confidence intervals to be representative of-th€ uncertainty

pting a backup workflow, such as a manual queue, a heuristics"model, a statistical
rate Al system to overwrite outcomes from an Al systemthat are considered abnor
ain based on their confidence scores or confidence intervals;

S.

em’s hardware should be robust to common causes of failure. From the point of view (¢
res at the hardware level, there are no differences between conventional and Al-based
levant common cause failures can be found in International Standards such as IEC 61
11.

tem should adapt to evolving envivonments. Refer to 6.4 for the recommended gy
adaptability.
Fity

the confidentiality sub-characteristic should be measured against quality measures ag
023:2016,821.

The orga

data) privacy, ¢r confidentiality to assess if they can be reverse engineered and would compromi
protection er<data integrity.

ization\should evaluate an Al system’s processes for ensuring data (both for input g

Dy':

nerated or

relative to

model or
mal or too

0 generate

f common
hardware.
508-2 and

idance on

cording to

nd output
e identity

The organization should establish a mitigation plan, including depersonalization, synthetic data, dimension
reduction or other mechanisms if a confidentiality risk is established.

11.2 Integrity

Quality of the integrity sub-characteristic should be measured against quality measures according to
ISO/IEC 25023:2016, 8.7.2.

The organization should evaluate an Al system to assess if the system's integrity can be corrupted by

erroneous

or adversarial (data poisoning) input data.
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The organization should establish a mitigation plan, including fraud detection, anomaly detection or other
mechanisms if an integrity risk is identified.

11.3 Non-repudiation

Quality of the non-repudiation sub-characteristic should be measured against quality measures according
to ISO/IEC 25023:2016, 8.7.3.

11.4 Accountability

Quality of the accountability sub-characteristic should be measured against quality measures according to
ISO/IEC 25023:2016, 8.7.4.

11.5 Aut

Quality of

ISO/IEC 21

11.6 Intd

Intervenalbpility is a condition of controllability according to ISO/IEC TS 8200. Refer to 9.7 for a

guidance.

12 Maintainability

12.1 Mod

Quality off
ISO/IEC 21

12.2 Reussability

Quality of
ISO/IEC 2§

The organ|
for future
componen
requires ¢

output cor

A reusabld

conceptua
versions o
following:

henticity

the authenticity sub-characteristic should be measured against quality measures ac
023:2016, 8.7.5.

rvenability

Jularity

the modularity sub-characteristic should & measured against quality measures ac
023:2016, 8.8.1.

the reusability sub-characteristic should be measured against quality measures ac
023:2016, 8.8.2.

ization should store and abstract knowledge for an ML-based Al system during systel
pise according to ISO/IEC23053:2022, 7.7. An Al system consists of an input, weighting
k. An Al system embeds knowledge in its learned weights, but the meaning of thos
pntextualization'by both the input and output components. Knowledge is accessed tH
hponents.

Al systemi should be designed to avoid the consequences of using embedded system
domains‘the training data does not cover. It also requires a pipeline able to differentiat
trdining data. Possible approaches for changing the target domain of an Al system i

cording to

bpropriate

cording to

cording to

n creation
hind output
e weights
rough the

weights in
e between
nclude the

Retraining: for an ML-based Al system, the system is retrained in its entirety using a fresh training set

inclusive of the new conceptual domain. This is the ‘brute force’ approach to managing target domain in
an Al system’s usage.

— Transfer learning: for an ML-based Al system, ML model weights within the system are carefully tuned
on a small set of data comprising the new conceptual domain to “reuse” weights already in the system to
identify useful features.

Reframing: the system’s individual components are altered to allow the system to process an unfamiliar

domain. This can include adjustments to input component embeddings, output component normalization
or adjustments, or switching off system components entirely.
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— Revision: Al system core functionality is extended to encompass the new conceptual domain. This
approach is more suited to simpler systems rather than more complex architectures such as neural
networks.

An Al system should not be used for purposes it was not designed for, without taking additional steps for
allowing system flexibility. This can involve additional feature engineering, retraining and revalidation to
adapt the system to the new domain. A reusable Al system should be designed in a way to allow flexibility
in how it interprets new information with limited manual tuning from designers. This requires a detailed
examination of how information is represented within the system when it is first deployed.

Validation that an Al system is reusable for another concept should include considerations of the functional
correctness guidance and measurements. Refer to 6.2 for guidance on functional correctness.

12.3 Anallysability

Quality of|the analysability sub-characteristic should be measured against quality measukes agcording to
ISO/IEC 23023:2016, 8.8.3.

The organization should implement a mechanism for the logging of an Al syStem’s predi¢tions and
explanatigns.

12.4 Modifiability

Quality of|the modifiability sub-characteristic should be measured against quality measures agcording to
ISO/IEC 25023:2016, 8.8.4.

The orgarjization should design an Al system adaptability’ mechanism in a way that ensuifes proper
adaptatiorn} of the ML model without introducing defects. The development team should ensure that every
new versi¢n of the ML model or system is increasing or atdeast maintaining its level of quality. Jonditional
workflowd should be established if normal retraining is‘degrading the system quality.

Refer to 6.4 for guidance on functional adaptability:

12.5 Testability

Quality of] the testability sub-characteristic should be measured against quality measures acfording to
ISO/IEC 23023:2016, 8.8.5.

The organjization should implement'a complete and efficient testing strategy with every new upglate to the
system to pvoid introducing défects.

The organjzation should implement complete, proactive and continuous monitoring capabilities.

13 Portability

13.1 Adaptability

Quality of the adaptability sub-characteristic should be measured against quality measures according to
ISO/IEC 25023:2016, 8.9.1.

13.2 Installability

Quality of the installability sub-characteristic should be measured against quality measures according to
ISO/IEC 25023:2016, 8.9.2.

13.3 Replaceability

Quality of the replaceability sub-characteristic should be measured against quality measures according to
ISO/IEC 25023:2016, 8.9.3.
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14 Effectiveness

Quality of the effectiveness sub-characteristic should be measured against quality measures according to
ISO/IEC 25022:2016, 8.2.

15 Efficiency

Quality of the efficiency sub-characteristic should be measured against quality measures according to
ISO/IEC 25022:2016, 8.3.

16 Satisfaction

16.1 Genleral

Quality of
ISO/IEC 21

16.2 Use

Quality of
ISO/IEC 2§

16.3 Tru

Quality o
ISO/IEC 2]

16.4 Pled

Quality off
ISO/IEC 2]

16.5 Conmpfort

Quality of
ISO/IEC 2§

16.6 Tra

Refer to 9.

17 Freedonrfrom risk

the satisfaction characteristic should be measured against quality meaSures ac
022:2016, 8.4.1.
fulness

the usefulness sub-characteristic should be measured against.quality measures ac
022:2016, 8.4.2.
5t

the trust sub-characteristic should be measuféd against quality measures acc

022:2016, 8.4.3.

isure

the pleasure sub-characteristic should be measured against quality measures ac
022:2016, 8.4.4.

the comfort sub-characteristic should be measured against quality measures ac
022:2016, 8.4.5.

nsparency

B for the reconimended guidance on transparency.

tording to

cording to

ording to

cording to

rording to

17.1 General

Al risks should be identified, quantified or qualitatively described and prioritized against risk criteria and
objectives relevant to the organization, according to a risk management framework for Al systems.

Risks arising from the development, the use of Al systems and their management should be managed
according to ISO/IEC 23894.

17.2 Economic risk mitigation

Quality of the economic risk mitigation sub-characteristic should be measured against quality measures
according to ISO/IEC 25022:2016, 8.5.2.
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Ith and safety risk mitigation

The organization should measure the quality of the health and safety risk mitigation sub-characteristic

against qu

ality measures according to ISO/IEC 25022:2016, 8.5.3.

Achieving health and safety risk mitigation should be an ongoing activity across the total product life cycle
of a system, including early concept, requirements engineering, design, development, quality management,
supply, acquisition, maintenance and decommissioning (ISO/IEC 22989). The requirements phase is

especially

important in designing safer Al systems.[18].[21]

Other standards and methods address health and safety in different ways and can complement the
requirements and guidance provided in this document.

Addressin
including ¥

Several ot
bearing or
reliability

Consequer
chosen qu

To effectiv
identi
apply

identi
Al sys

identi
their {

imple
cycle

integr
ISO/IH

state 4

ensur

interdiisciplinary teanrof experts;

identi

rent and operate an effective orgafiizational safety management system covering the
f

b heatth and safety TiSKS Tequires the batancing of often competing considerations
vith respect to other quality characteristics, such as security.

her quality characteristics detailed in this document can have a significant positive d

(Clause 10) and functional suitability (Clause 6).

1tly, Al system designers and users should carefully consider the relative importan
hlity characteristics.

ely mitigate safety risks, an organization should:
'y health and safety requirements of their systems accordingto intended use;[21]
health and safety risk mitigation methods at the systeflevel;[181.[20]

'y software quality requirements derived from, andtraceable to, the system level health
tem requirements;[20,[23]

'y and address health and safety risks relating to human, procedural and technical e
ystems;[18]
the Al system;[181[21]

pte its software management-system into the organization’s Al quality management s
C42001);

commitment to improving health and safety risk mitigation;

e that the domainiand requirements engineering activities have been undertaken by a g

y:

t

t

]

e environment in which their systems are intended to be used;

n context,

r negative

the safety of an Al system; these include usability (Clause 9), learnability (92}, operability (9.3),

re of their

and safety

lements of

entire life

ystem (see

ufficiently

e aggals ofits Al sustem:
o J 7

— safety constraints (behavioural boundaries) within which its Al systems can operate safely;

implement control measures to ensure that health and safety constraints are not violated;

implement measures for:

— the identification and prevention of unwanted losses;

— the elimination, removal and reduction of hazards, including through system design, programming
language and development method selection;[20]

learn continuously about health and safety risk mitigation;
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identify and respond to both leading and lagging health and safety indicators;

the identification of health and safety goals;

the identification of safety constraints;

odes) in the form of social, procedural and technical forms;

operation;

undertake arigorous quality evaluation of the Al system requirements analysis to ensure that it includes:

the identification of component interaction failure modes (this includes individual component failure

undertake human factors engineering in systems requirements analysis and in system design and

list de
syster

NOTE 1
use Al syst¢

under
biases

identi
ISO/IH

— desigr
An organij

absen
decon

absen

safety]

absen

re
Irg

u§g

NOTE 2
significant

tailed assumptions about the specified intended domain and intended operational us
1

An organization can include divergence of listed assumptions from the domains and uSe in whic|
bms as a source of risk to be addressed, and as a system selection factor.

fake hazard analyses, including techniques that identify the various forms ef bias, such a
in the intended users of the system;

'y and address vulnerabilities to inherent biases in the hazard-analysis techniques emy
C TR 24027 and References [21] and [25]);

ration should prevent the following situations:

re of meaningful oversight over the selection,<design, development, operation, maint
Imissioning of the Al system (ISO/IEC 38507);

Ce of specific safety goals and requirements;

requirements developed after the Al'system has been designed;

documented assumptions that do not hold true for the intended use of the Al system;

Ce of documented assumptions;

conflation of other quality characteristics with that of safety, for example:

dundancy;
bustness;
eability;

As indicated in the introduction to this clause, these (and other) quality characteristics
bearing on the health and safety relating to an Al system, but they do not, in themselves, const

That is, an

e of the Al

h it plans to

5 cognitive

loyed (see

Al systems to operate in safe states and, where possible;be able to recover from unsafe states.

enance or

can have a
tute safety.

A [ system that is reliable is not necessarily a safe system (indeed a less-reliable system can be

safer than a

reliable sys

tem in some cases).

— hazards that have been identified but then argued away as being unlikely rather than designed out or,
where that is not possible, mitigated to the greatest extent possible;

— adoption of reductionist hazard-analysis methods for Al system risk acceptability.

Hazards should be designed out of:

— use of parameters or methods that can’t be verified (e.g. probability calculations) for safety risk decision-
making (i.e. which risks to treat);

a focus on risk identification and reduction rather than on hazard identification and removal;
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— afocus or identification of user or operator error;

— claims or statements that the Al system is, or components of the system are, “safe”;

NOTE 3

For the purpose of this document, safety is considered to be an emergent property of a socio-technical

system (with human, procedural and technical components) that arises from the interaction of its component parts.
As such, it is not possible to evaluate a system as being safe or unsafe.

— use of language in documentation indicating adoption of linear-causality loss (accident) models, such as

‘chain

of events’ and ‘root cause’.

17.4 Environmental risk mitigation

Quality o
measures
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computer
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The in
can ¢
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e-comjmerce can increase consumption in unsustainable ways. Also, an Al system that optim

can hd
perish

ptimizes mining operations can exacerbate the negative environmental impacts of t

the environmental TiSK mitigation sub-characteristic should be measured again
hccording to ISO/IEC 25022:2016, 8.5.4.

vation should identify potential direct and indirect harms and benefits related o an
environmental considerations, such as energy consumption, greenhouse gas-emission
on, as described in Reference [27]. In addition to the typical environmentalwisks consi
system, an Al development team should address the following elements:

mputational resources, databases and applications used for the development and the oj
bystem.

phistication of functional requirements or functional corréctness objectives, as they c
age of a large Al system that has a more negative envitonmental impact. Levels of]
ces utilized during training, inference and functional-adaptability should be assessed
resources, and the longer these resources are utiliz€d, the more negative environment]
ised by an Al system.

| system’s adaptability strategy, as it can lead\to additional environmental risks. For
n which is adapted continuously can consume more energy than a system that is ad
ntly. Similarly, an Al system that gets adjasted using continuous learning is more efficiel
hing.

sessment and mitigation plan sheuld also address indirect risks, such as the following:

sources needed for the manufacture of hardware used for the development or operati
h (including the use of generdl-purpose hardware versus hardware tailored for specific
). An organization should consider the environmental risks across their entire supply

hpacts of the Al application, as the application of Al and its structural and behaviou
luse both positive’ and negative indirect environmental impacts. For example, an

tive and mantfacturing sectors, or an Al system that generates product recommendatid

ve a_positive impact by reducing energy consumption, or an Al system that predicts
able.goods can reduce waste.

st quality

Al system
s or water
Hered for a

beration of

An require
computer
, since the
al impacts

bxample, a
apted less
ht than full

bn of an Al
types of Al
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demand of

The identified risks should be further studied to the extent that mitigation actions can become part of the
system requirements.

17.5 Societal and ethical risk mitigation

An organization that develops, produces, deploys or uses Al systems should manage societal and ethical
risks by using ISO/IEC 23894, which provides guidance on key societal or ethical considerations.

An organization should identify and address societal concerns and ethical considerations throughout the life
cycle of Al systems as part of a risk mitigation process. Please refer to ISO/IEC TR 24368, ISO/IEC TR 24027
and ISO/IEC TS 127919 for additional information.

1) Under preparation. Stage at the time of publication: I[SO/IEC DTS 12791:2023.
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