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Foreword

:2021(E)

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are
described in the [SO/IEC Directives, Part 1. In particular, the different approval criteria needed for the
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Introduction

This document defines the requirements related to the use of ISO/IEC 14443 (all parts) to ensure
interoperability between fare management system terminals and multiple-form-factor contactless fare
media (smartcards, e-tickets, mobile phones, USB keys, tablets, etc.).

These implementation requirements are not designed to repeat or duplicate the referenced
specifications, essentially ISO/IEC 14443 (all parts) and ISO/IEC 10373-6, but to complement those
specifications with public transport specific considerations.
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TECHNICAL SPECIFICATION

ISO/IEC TS 24192-1:2021(E)

Cards and security devices for personal identification —
Communication between contactless readers and fare
media used in public transport —

Part 1:

Implementation requirements for ISO/IEC 14443 (al]

parts)

1 |Scope

This document defines the technical requirements to be met by contactléss public trangport (PT)

deyices in order to be able to interface together using the ISO/IEC, 14443 (all parts) dontactless

comhmunications protocol.

This document applies to PT devices:

— | PT readers which are contactless fare management system terminals acting as a PCD dontactless
reader based on ISO/IEC 14443 (all parts);

— | PT objects which are contactless fare medid\acting as a PICC contactless object|based on
ISO/IEC 14443 (all parts).

This document addresses interoperability of consumer-market NFC mobile devices, compliant to NFC

Forfum specifications, with above mentioned*PT devices, aligns with ISO/IEC 14443 (all partd) and does

notl seek to limit compliance for PT readetis with EMV Contactless Interface Specification.

2 | Normative references

Th¢ following documents are referred to in the text in such a way that some or all of the¢ir content

corfstitutes requirements of’this document. For dated references, only the edition cited applies. For

undlated references, theylatest edition of the referenced document (including any amendments) applies.

ISQ/IEC/TS 24192-2;-Cards and security devices for personal identification — Communicatidn between

contactless readeérs.and fare media used in public transport — Part 2: Test plan for ISO/IEC 14443 (all parts)

ISQ/IEC 10373-6, Cards and security devices for personal identification — Test methods (— Part 6:

Contactlesssproximity objects

ISQ/IEC 14443 (all parts), Cards and security devices for personal identification — Contactles§ proximity

objects

ISO/IEC 15693-2, Cards and security devices for personal identification — Contactless vicinity objects —
Part 2: Air interface and initialization

ISO/IEC 18092, Information technology — Telecommunications and information exchange between
systems — Near Field Communication — Interface and Protocol (NFCIP-1)

3

Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 14443-1, ISO/IEC 14443-2,
ISO/IEC 14443-3, ISO/IEC 14443-4, ISO/IEC 10373-6 and the following apply.

© ISO/IEC 2021 - All rights reserved
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ISO and IEC maintain terminological databases for use in standardization at the following addresses:

ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

31

common reader
PT reader (3.8) used in interoperable fare management system terminals with reduced performance
requirements

Note 1 to eftryrSee 8.1

3.2
IFM reade
PT reader

r
[3.8) used in interoperable fare management system terminals

Note 1 to emtry: See 8.1.

3.3

NFC mobi
mobile dejy
by PT cust

3.4
NFC mobi
mobile dey

3.5
NFC mobi
mobile det

3.6
PT device
PT reader

3.7

le device

omers as a contactless object or a contactless reader

le device in card emulation mode
rice used as a PT object (3.7)

le device in reader/writer mode
rice used as a PT reader (3.8)

3.8) or PT object (3.7)

PT object
PICC spec

Noteltoe

3.8
PT readej
PCD speci

il[ically designed for the Gis¢'in PT systems

try: PICC is defined in\ISO/IEC 14443 (all parts).

ically designed for the use in PT systems

Note 1 to entry:PCD'is defined in ISO/IEC 14443 (all parts).

rice capable of near field communication that is offered in the consumer market and is uf

4 Symbols and abbreviations

For the purposes of this document, the abbreviations given in ISO/IEC 14443-1, ISO/IEC 14443-2,
ISO/IEC 14443-3, ISO/IEC 14443-4, ISO/IEC 10373-6 and the following apply.

ICS
NFC
PT

tdetect

implementation conformance statements
near field communication
public transport

maximum reference PICC time-to-detection
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Conformance

To claim conformance to this document, the following requirements shall be met:

— foraPTreader, all the requirements listed in Clause 8 that are applicable according to the applicant's

ICS, under the test conditions stipulated in Clause 11 and following the PCD test plan
ISO/IEC TS 24192-2;

defined in

— foraPT object, all the requirements listed in Clause 9 that are applicable according to the applicant's

ICS, under the test conditions stipulated in Clause 11 and following the PICC test plan
ISO/IEC TS 24192-2.

defined in

lenformance of NFC mobile devices is tested according to NFC Forum specifications andis,o

of t

Thd
cor]

his document.

b description of the certification or qualification processes to be carried out for demons
formance of PT devices to this document is out of scope of this document.

6
Co

tactless Interface Specification

It i acknowledged that next to this document there is also EMV, €ontactless Interface Sped
rel¢vant for many PT devices; therefore this document is developed such that PT devices g
with the requirements of both EMV Contactless Interface Specificationlll and this document.

7

7.1

The
the

The
the

The
in

—

The

Interoperability of PT devices and NFE€mobile devices

Description of the “concept for interoperability”

NFC Forum as specified by the NFCForum and referenced in GSMA TS.26[3] and TS.27[41.

b [SO/IEC 14443 (all parts) contactless interface of PT devices is designed and tested ag
rules defined in this document:

b concept for interoperability is established to synchronise the specifications for the ¢
brface of NFC mobile devices and those for the contactless interface of PT devices in order

facilitate interoperability between NFC mobile devices and PT devices;

avoid unnecessary test and certification effort.

2 NFC Fdrum conducted a comparison of NFC Analog Specification[] and NFC Digital Sped

results from tests according to NFC Forum specifications and those according to ISO/IEC 103

1t of scope

rating the

Dual conformance of PT devices to ISO/IEC TS 24192 (all parts) and EMV

ification[l]
an comply

e contactless interface for NFC mobile devices follows the implementation and test specifiications of

cording to

ontactless
to:

ificationlél
h between
73-6 have

wi]il ISOFIEC 14443 (all parts) and ISO/IEC 10373-6. Procedures that support correlatio

bedn defined

The correlation is used to translate testresults from the NFC Forum’s terminology into ISO/IEC 10373-6’s
method for describing the relevant parameters. This is the foundation for the following characteristics
of the concept for interoperability:

a)

Development of PT devices and NFC mobile devices

Despite the fact that different methods for describing the relevant parameters are
document and the relevant implementation specifications from the NFC Forum can be syn
By synchronising the implementations’ specifications, interoperability is integrated into

used, this
chronised.
the design

processes of NFC mobile devices and PT devices and makes it a common feature for both types of

devices.

© ISO/IEC 2021 - All rights reserved
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b) Testand certification of PT devices and NFC mobile devices

Based

on the concept for interoperability it is possible to judge if an NFC mobile device that went

through NFC Forum testing is interoperable with a PT device that complies with the requirements
for ISO/IEC 14443 (all parts) set out in this document. Therefore, it is sufficient evidence of
interoperability to test and certify ISO/IEC 14443 (all parts) conformant PT devices according to
ISO/IEC TS 24192-2 and to test and certify NFC mobile devices according to NFC Forum’s test and
certification procedures.

The detailed methodology used to demonstrate the concept of interoperability between NFC Forum

compliant devices and ISO/IEC 14443 (all parts) compliant devices is described in Reference [8].

Table 1 symmarizes how contactless communication can be ensured either via conformity testing
between PT readers and PT objects or via interoperability testing between PT devices and NF&mobile
devices.
Thble 1 — Conformity and interoperability matrix for NFC Forum specifications
Contactless gbjects
NFC mobile devices ih
PT objects card emulation modg¢
Specified and tested.accord- Specified and tested
ing to ISO/IEC T5.24192 according to NFC Forym
specifications
PT readers
(IFM readers and common readers) Confornaitybased on 1SO/
Interoperability
Specified and tested according to ISO/ IEC £S5 24192 (all parts)
Contactleds IECTS 24192 (all parts)
readers NFC mobile devices in .
reader/writer mode Conformity based on
Interoperability NFC Forum specificgd-
Specified and tested according to tions
NFC Forum specifications
7.2 References for implementation and test of NFC mobile devices
The applidable NFC Forum specifications for designing and testing the contactless communication of
NFC mobile devices are listed in the Bibliography (References [2] to [7]).
Conformance of NFC mohile-devices to these specifications is a prerequisite to ensure interoperability
of NFC mobpile devices with PT devices as presented in Table 1.

7.3 Limlitations

Only para

meters, parameter settlngs or modes of operatlons that are relevant for PT use cases hphve

been regakc

the STA document "Documentatlon of Use Cases for NFC Mob11eDev1ces 1nPub11c Transport"[z]

The following parameters, settings or modes are currently not covered by the harmonization of

specificati

ons according to the concept for interoperability described in Z.1:

a) communication bit rates higher than f_/128 (~106 kbit/s);

b) peer-to-peer mode according to NFC Forum specifications;

c¢) ISO/IEC 18092 mode of communication;

d) ISO/IEC 15693-2 mode of communication.

© ISO/IEC 2021 - All rights reserved
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Requirements and recommendations applicable to PT readers

8.1 General

8.1

8.2

.1 Overview

and 8.3 define requirements; and 8.4 defines recommendations for PT readers.

The requirements and recommendations on PT readers are identified by a numbering format that reads
[Rdrnn] where nn is the number of the requirement or recommendation.

Thd

All

bre are two categories of PT readers:
IFM reader;
common reader.

implementation requirements and tests that are necessary to achieve interoperability b

readers and PT objects are mandatory for both PT reader categories.

8.1
Thd

.2 IFM reader

 first category, the “IFM reader”, covers use cases wheré performances (i.e. operating

btween PT

p distance,

trapsaction time, etc.) are key. As shown in Figure 1 and Figuxe-2, the IFM reader shall offer arj operating
rarjge that covers the full scope of range A and range B defined in 11.3.3.2 and 11.3.3.4 respelctively. All
theltest positions are defined in Table 3 and Table 4.
113c1)53it;0n A1 of range A and Position B1 of range B may be at a different position on the IFM feader, see
Z-axis - Range A

(!)( Position|A7

I

é( Position[A6

k Position|A5

?( Position|A4

O€ Position|A3

&6 —__Position|A2

o Position A1

IFM reader

LN

/

Figure 1 — Range A test positions for IFM reader
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Z-axis —ARange B

IFM

8.1.3 C(q

The secon
contactles
These req
system im
Mobile Dey

|
|
o€
be-
o€

Pésition B3

Position B2

Position B1

Vs

reader

Figure 2 — Range B test positions/for IFM reader

mmon reader

d category, the “common reader”, is:defined for scenarios that impose requirements on
5 interface such as minimization\of’cost or maximization of battery life of the PT rea
1lirements have been derived. from use cases from the following parts of the PT operat
plementation which are described in the STA document “Documentation of Use Cases for |
yices in Public Transport*{2l:

|

frastructure;
) .
er’s home infrastructure;
e inspectionsterminals.
irements given in this document are adapted for common readers.

nKFigure 3, the common reader shall offer an operating range that covers a limited subse
fined in 11.3.3.2. All the test positions are defined in Table 3.

the
ler.
Dr’s
[ FC

t of

a) sales
b) custo
c) mobil
Some reqy
As shown
range A dg
6
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Z-axis - Range A

8.2
[Ra
pas

NO
cor
PIC
“Cl(

NO
for

NO
ISO

[Ra

$< Position

q\ 4 Position
N —  Position
IN — Position

Position
Position

'Y

Common reader

Figure 3 — Range A test positiens for common reader

General requirements

rl] The PT reader shall meet the requitements for PCD defined in the ISO/IEC 14443 (all
s associated ISO/IEC 10373-6 test methods.

[E1 The PT reader is tested against Reference PICC 1, Reference PICC 2 and Reference P
responding to the mandatory PIGC.classes “Class 17, “Class 2” and “Class 3”. No test is required wit

C 4, Reference PICC 5 and Reference PICC 6 corresponding to the optional PICC classes “Class 4”,
Ss 6”.

E2 There are no particular restrictions to PT readers for accepting contactless objects usin|
Application data field\(Type B).

[E3 EMV Contactless Interface Specificationlll imposes that the extended ATQB option not be|
IEC 14443-3considers that the support of this feature is optional.

r2] ForlFM readers:

In-all range A test positions (see Figure 1), the IFM reader shall comply with all

A2
A1

A1,1
A1,4
Al,2
A1,3

parts) and

[CC 3 only,
h Reference
[lass 5” and

b any value

supported.

he [Rdrl]

requirements when tested with Reference PICC 1 Reference PICC 2 and Reference PICC 3.

In all range B test positions (see Figure 2) when tested with Reference PICC 3, the IFM reader shall:

— comply with all the [Rdr1] requirements;

— provide a field strength of at least 2 A/m (rms).

[Rdr3] For common readers:

In Position Al, Position A1,1, Position A1,2, Position A1,3, Position A1,4 and Position A2 (see

Figure 3), the common reader shall comply with all the [Rdr1] requirements when with
PICC 1, Reference PICC 2 and Reference PICC 3.

There are no requirements applicable to range B.

© ISO/IEC 2021 - All rights reserved
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NOTE 4

These minimum operating distance ranges are added as complementary requirements

ISO/IEC 14443-2. Operating distance ranges A and B are defined in 11.3.

NOTE 5

[Rdr4]
sequence.

to

The minimum field strength requirement in range B is set to anticipate future acceptance of objects of
optional classes “Class 4”, “Class 5” and “Class 6”.

8.3 Requirements on polling and recognizing contactless objects

This subcl

NOTE 1
transaction

[RAr5] TH
PT reader
when the
detection
out of the
value mea
part of the

NOTE 2

The PT reader shall use an AFI of '00' in at least one REQB/WUPB command in its polling

huse defines the requirements on the polling sequence of contactless objects.

EMV Contactless Interface Specificationl!] defines specific polling requirements which caniimpact]
time.

e time-to-detection of a Reference PICC requiring minimum SFGT (no SFGI o SFGI = 0) by

Reference PICC is placed within range A or B of the PT reader. The Reference PICC time
s defined between the moment when the Reference PICC is placed intoZthe field and the se]
Ffirst [-block sent by the PT reader. The Reference PICC time-to-detection shall be the aver
sured on 10 consecutive measurements and shall be provided by the testing laboratory
result report.

bome PT networks can require a maximum applicative transaction time that imposes a time

detection much shorter than t e

PT reader

When insq
contactles
not consid

When gett
ISO/IEC 14
operating
request co

[Rdr6] T}
an [SO/IE(

NOTE 3
modulated

[Rdr7]

initiated |
look for a
non-1SO/I1

NOTE 4

may also poll for objects non-compliant with ISO/IEC 14443 (all parts).

rting operating field resets in the polling sequence, the PT reader should take care ths
5 object using a random identifier responds\with a different identifier and therefore shg
er such an object as two different objects:

ing no response from a contactless;object despite error detection and recovery defined
443-4, PT readers not using any operating field reset in their polling sequence should use
field reset to put the silent contactless object in IDLE state, allowing it to receive and ansjy
mmands without the need tomanually remove it from the field.

e PT reader shall resume its polling sequence after the removal of any disturbance caused
14443-2 or ISO/IEG.15693-2 or ISO/IEC 18092 object.

Disturbance is defined as an unexpected ISO/IEC 14443-2 or ISO/IEC 15693-2 or ISO/IEC 18
pr unmodulated field.

[he PT reader may give priority to applications using a non-ISO/IEC 14443-4 protd
by ISOAEC 14443-3 polling commands (REQA/WUPA and/or REQB/WUPB), but sl
bplications using the ISO/IEC 14443-4 protocol when no suitable application using sug
£C\14443-4 protocol is found.

the

the

Shall be less than £y, = 250 ms. This remains a valid requirement regardless of the moment

to-
nd-
hge

as

-to-

it a
uld

| in
an
ver

by

D92

col
nall
h a

This requirement is intended to ensure that the PT reader does not lock onto a non-ISO/IEC 14443-4
protocol when processing contactless objects supporting one or several other non-ISO/IEC 14443-4
protocols initiated by ISO/IEC 14443-3 polling commands (REQA/WUPA and/or REQB/WUPB), in addition to
[SO/IEC 14443-4 protocol.

Annex A gives examples of polling sequences and scenarios for PT readers.

8.4 Performance recommendations

The following recommendation is providing performance indications.
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The frame size supported by the PT reader in receiver mode should be at least 256 bytes.

Consequently, the PT reader should indicate an FSDI (Type A) or a Maximum Frame Size Code in ATTRIB
(Type B) greater than or equal to 8.

NO
int

TE
o small frames, which would slow the transaction.

The aim of this recommendation is to avoid forcing the contactless object to segment its long answers

9 Requirements and recommendations applicable to PT objects
9.1—General

9.2|defines requirements; and 9.3 defines recommendations for PT objects.

Thé¢ requirements and recommendations on PT objects are identified by a numbering format
[OHjnn] where nn is the number of the requirement or recommendation.

9.2 Requirements

[OHj1] The PT object shall meet the requirements for PICC defined in~ISO/IEC 14443 (all
pags associated ISO/IEC 10373-6 test methods.

NOTE1 PT objects also conforming to the EMV Contactless Interface Specificationlll requiremen
bit fate capabilities indication to f./128 (~106 kbit/s) in both directions.

[OHj2] If the PT object claims compliancy to one of the RPICC classes “Class 17, “Class 2” or
shdll meet the corresponding requirements for PICGs\of “Class 1”7, “Class 2” or “Class 3” as
ISQ/IEC 14443 (all parts) and ISO/IEC 10373-6.

NOTE 2  If the PT object does not claim to meet the'requirements of one particular PICC class, the
for [PICCs which do not claim to meet the requirements of one particular PICC class in ISO/IEC 1444

and

9.3

Th

[Ok

Co

(Ty
NO

sm

Th
wi

NOTEX2

ISO/IEC 10373-6 apply.

Performance recommendations

¢ following recommendation is providing performance indications.

j3] The frame size stipported by the PT object in receiver mode should be at least
nsequently, the PT objéct should indicate an FSCI (Type A) or a Maximum Frame Size Coc
pe B) greater thanfor equal to 5.

[E 1
11 frames, which would slow the transaction.

d

¢ FWI should be optimized for any PT object in order to avoid excessive reaction ti

that reads

parts) and

ts limit the

Class 37, it
defined in

definitions
B (all parts)

64 bytes.
e in ATQB

The aim of'this recommendation is to avoid forcing the PT reader to segment its long commands into

mes when

Tldrawing a PT object or in response to communication bugs.

which limits the FWI to 7.

10 Implementation characteristics

10.1 General

PT ohject vendors are free to conform to the EMV Contactless Interface Qpprifirntinn[l] redquirements,

This subclause describes the ICS that vendors shall provide, and lists the characteristics of the hardware

to

©lI

be tested:
the ICS for PT readers - PCD;
the ICS for PT objects - PICC.
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If a contactless device supports both modes (PCD and PICC) and the aim is to check its conformance
under both these modes, the vendor shall run through two separate test campaigns and complete two

ICSs.

NOTE This document is focused solely on the protocol conformance and interoperability aspects. It does not
describe performance tests or tests on the transaction times achieved with the PT reader or PT object under test.

10.2 ICS for PT readers - PCD

10.2.1 General

This subclause defines the information that shall be provided by PT reader vendors when filinlg a

product vglidation request.

In addition to the ICS describing the characteristics of the PT reader to be tested, the vendor shall dlso

provide thie test laboratories with the additional tools that enable the tests to be executed:

This ICS is|referencing some technical characteristics for PCD defined in 11.3.
10.2.2 P(D general technical characteristics

[PCD.1] General technical characteristics

[PCD1.]]

[PCD1.2]

[PCD1.3]

[PCD1.4]
Range A:

[PCD1.5]

[PCD1.¢

[PCD1.

Range B:
[PCD1.8]
[PCD1.9]
[PCD1.10]

10

PT reader type:
IFM reader O
Common reader O

Operational temperature class supported as defined in 11.2:

ClassA 0O
ClassD [
PT readers with a continuous polling cycle: Yes[O Nol

If no, precise eventtriggering polling cycle activation: .............

Antenna diagram and position on the PT reader under test:

Reference of PCD Zero Point - Range A (target ID marked on sample or photo or diagram):

Orientation of the Z-axis - Range A (photo or diagram):

O ONS dand orientations o [
- Range A (photo or diagram)

Reference of PCD Zero Point - Range B (target ID-marked on sample or photo or diagram):
Orientation of the Z-axis - Range B (photo or diagram):

Positions and orientations of the X-axis and Y-axis of the Reference PICC above PCD Zero Point
- Range B (photo or diagram)
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10.2.3 PCD supported options

[PCD.2] General supported options

The communication signal interfaces supported by the PT reader under test shall compulsorily be Type
A and Type B. The only declaration shall be the option to indicate whether other communication signal
interfaces or protocols on top of Type A and Type B are also supported.

[PCD2.1]

Other supported communication signal interface(s) or protocol(s): ...

[PCD.3] Type A supported options

[PCD3.1] PCD to PICC bit rates supported: f./128 (~106 kbit/s)
Other: ...
[PCD3.2] PICC to PCD bit rates supported: f./128 (~106 kbit/s)
Other: ...
[PCD3.3] FSDI:
[PCD3.4] CID support: Yes 0 Ne'd
[PCD3.5] NAD support: Yes [y No [
[PCD3.6] S(PARAMETERS) support: Yesd NoO
[PCD3.7] Frames with error correction support: Yesd NoO
[PAD.4] Type B supported options
[PCD4.1] PCD to PICC bit rateg;supported: f./128 (~106 kbit/s)
Other: ...
[PCD4.2] PICC to PCDcbit rates supported: f./128 (~106 kbit/s)
Other: ...
[PCD4.3] Maximum Frame Size Code in ATTRIB:
[PCD4.4] Extended ATQB support: Yes O No O
[PCD45] “Minimum TRO” field of Param1 (2 bits) in ATTRIB:
[PCD4.6] “Minimum TR1” field of Param1 (2 bits) in ATTRIB:
[PED%7] “EOF/SOF fietdof Paramt {2 bits imATTRIB:
[PCD4.8] CID support: Yes No
[PCD4.9] NAD support: Yes No I
[PCD4.10]  S(PARAMETERS) support: Yes No I
[PCD4.11] Frames with error correction support: Yesd Noll

© ISO/IEC 2021 - All rights reserved
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10.2.4 PCD test parameters

[PCD.5] General test parameters

[
[
[
[

PCD5.13] UT_TEST_COMMAND1 APDU definition: ... (hexadecimal value)
PCD5.1b] UT_TEST_COMMAND1 Answer to ADPU definition: ... (hexadecimal value)
PCD5.23a] UT_TEST_COMMAND2 APDU definition: ... (hexadecimal value)

PCD5.2b] UT_TEST COMMAND?2 Answer to ADPU definition: ... (hexadecimal value)

[PCD.6] Proprietary test parameters

[PCD4.1] PROPRIETARY_COMMAND APDU(s) definition(s): ... (hexadecimal value)

[PCD4.2] PROPRIETARY_COMMAND Answer to ADPU(s) definition(s): ... (hexadecimal valye)

NOTE
ISO/IEC 10

When the

Jsages of UT_TEST_.COMMAND1 and UT_TEST_.COMMAND2 for PCD_ tests are defined
73-6.

support of non-ISO/IEC 14443-4 protocol initiated by ISO/IEG 14443-3 polling comma

is indicat¢d in [PCD2.1] and when the PT reader may give priorityto applications using s

non-ISO/IEC 14443-4 protocol compared to applications using ISO/IEC 14443-4 protocol, in order

perform the testing of [Rdr7], the PT reader vendor shall describe:

— in [P

non-10/1EC 14443-4 protocol initiated by ISO/IEC 1444333 polling commands;

— in[PC
— cq
— in

10.3 ICS

10.3.1 G¢

This subc
product v3

This ICS is

D6.2] the expected response(s) to these:commands:
mpliant with the non-ISO/IEC 14443-4 prietocol;

dicating that no suitable applicationi$‘available.
for PT objects - PICC

neral

lidation request.

referencing.some technical characteristics for PICC defined in 11.4.

in

hds
1ch
to

D6.1], the non-ISO/IEC 14443 command(s) used "to select an application using a

ause defines the infermation that shall be provided by PT object vendors when filinjg a

12

© ISO/IEC 2021 - All rights reserved


https://iecnorm.com/api/?name=adcf35a1e302cd6842935ac50a0d02a4

ISO/IEC TS 24192-1:2021(E)

10.3.2 PICC general technical characteristics

[PICC.1] General technical characteristics

10

[PICC1.1]
[PICC1.2]
[PICC1.3]

Antenna diagram and position on the PT object under test:
Reference of PICC zero point (target ID-marked on sample or photo or diagram):

Operational temperature class supported as defined in 11.2:
ClassA O

[PICC1.4]

[PICC2.1]

3.3 PICC supported options

[C.2] General supported options

[C.3] Type A supported options (where applicable)

ClassI 0O

PICC class according to ISO/IEC 14443:
“Class 1”0 “Class 2”0 “Class 3”0

Does not claim to meet the requirements of one particular PICC'¢ldss [

Supported communication signal interface(s)-and protocol(s):
Type AQl Type BO Other: ...

[PICC3.1] PCD to PICC bit rates supported:\f./128 (~106 kbit/s) Other: ...
[PICC3.2] PICC to PCD bit rates supported: f./128 (~106 kbit/s) Other: ...
[PICC3.3] Only symmetrical bit rates supported: Yesd NoO
[PICC3.4] UID: Single size (4.bytes) random I Single size (4 bytes) fixed [
Double size (7 bytes) [
Triple size (10 bytes) [
[PICC3.5] FWIL:
[PICC3.6] «.SFGI:
[PICC3.7Z] ) FSCIL:
[ PICG3.8] CID support: Yes O No [
[PICC3.9] NAD support:  Yes No O
[PICC3.10] S(PARAMETERS) support: Yes [ No O
[PICC3.11] Frames with error correction support: YesO NoO

[PICC.4] Type B supported options (where applicable)

[PICC4.1]
[PICC4.2]
[PICC4.3]

PCD to PICC bit rates supported: f./128 (~106 kbit/s) Other: ...
PICC to PCD bit rates supported: f./128 (~106 kbit/s) Other: ...

Only symmetrical bit rates supported: Yesd Nol

© ISO/IEC 2021 - All rights reserved
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[PICC4.4] PUPI value: Fixed number [ Random number [J
[PICC4.5]  FWI:
[PICC4.6] Maximum Frame Size Code in ATQB:
[PICC4.7] Extended ATQB support: Yes [ No [
If yes, SFGI:

PICC4.8] List of supported AFI values:

PICC4.p] REQB/WUPB with N > 1 support: Yes [l No [

[

[

[PICC4.[10] CID support: YesO NoO

[PICC4.[l1] NAD support: YesO NoO

[PICC4.[12] S(PARAMETERS) support: YesO NoO
[PICC4.[L3] Frames with error correction support: Yes NoO

10.3.4 PICC test parameters

[PICC.5] Test parameters
[PICCH.1a] TEST_COMMAND1 APDU definition: ... (hexadecimal value)
[PICCH.1b] TEST_COMMAND1 Answer to ADPU definition: ... (hexadecimal value)
[PICCH.1c] Precondition sequence for TEST_COMMAND1: ...
[s there a ¢gommand which expects a response ednsisting of n chained I-blocks? Yes 0 No (I
[PICCH.2a] TEST_COMMAND2 APDU. definition: ... (hexadecimal value)
[PICC$.2b] TEST_COMMAND2 Answer to ADPU definition: ... (hexadecimal value)
[PICC$.2c] Precondition sequence for TEST_ COMMAND2: ...
[s there a ¢ommand which needs more than FWT time for execution? Yes 0 No I
PICCH.3a] TEST.EOMMAND3 APDU definition: ... (hexadecimal value)
PICC$.3b] .TEST_COMMAND3 Answer to ADPU definition: ... (hexadecimal value)

PICC$.3¢]~ Precondition sequence for TEST_COMMAND3: ...

[
[
[
[PICC5.4a] TEST_COMMAND4 APDU definition: ... (hexadecimal value)

[PICC5.4b] TEST_COMMAND4 Answer to ADPU definition: ... (hexadecimal value)
[PICC5.4c] Precondition sequence for TEST_COMMANDA4: ...

[PICC5.5] TEST_COMMAND_SEQUENCET1: ...

NOTE Usages of TEST_.COMMAND_SEQUENCE1, TEST_.COMMAND1, TEST_COMMAND2, TEST_COMMAND3
and TEST_COMMAND4 for PICC tests are defined in ISO/IEC 10373-6.

If the PICC requires additional sequences to be ready to accept TEST_COMMAND1, TEST_.COMMAND?2,
TEST_COMMAND3 or TEST_COMMANDA4, those sequences should be described in the precondition
sequence fields.
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TEST_COMMAND_SEQUENCE1 shall contain at minimum 2 APDUs with their respective expected
answers. It shall also include application specific cryptographic functions, if applicable.

11 Test conditions for PT reader and PT objects

11.1 General

This subclause defines the conditions under which tests are performed to determine the conformance
of a PT reader or PT object to the requirements of this document.

11{2 Temperature

Givien that PT readers or objects operate under only short distances, it is necessary to vérify that the PT
reader or PT object are able to respect this operating distance regardless of temperature.

Foil PT readers and objects, the vendor shall indicate in the PCD or PICC ICStwhether she or|he wishes
to get a conformance for ambient temperature only or for ambient and extreme temperatutes. This is
determined by the temperature class that the PCD or PICC under test shall'conform to.

Three temperature classes are defined in Table 2.

Th¢ tests are executed at ambient temperature (+23 °C) in all cases. According to the temperature class
to which the PT reader or PT object belongs, additional tests.dre performed at minimum and{maximum
temiperatures of the temperature class indicated in Table 2.

The¢ list of tests to be run at ambient and extreme temiperature on PT readers and objects is identified in
ISQ/IEC TS 24192-2.

Table 2 — Temperature ¢lasses for PT readers and PT objects

Temperature class PT readers - PCD PT objects - PICC
A — Ambient: +23 °C — Ambient: +23 °C
& Minimum: N/A — Minimum: N/A
— Maximum: N/A — Maximum: N/A
D — Ambient: +23 °C N/A

— Minimum: -25 °C
— Maximum: +55 °C
1 N/A — Ambient: +23 °C

— Minimum: -10 °C

— Maximum: +50 °C

1113 \Test conditions for PT readers

11.3.1 General
The PT reader under test can be either an end-user product or an OEM reader module.

If the PT reader under test is an OEM reader module, the PT reader vendor shall provide the OEM reader
module embedded into a casing representative of an end-user product.

In this document, the PT reader surface means the actual PT reader surface if the PT reader under test
is an end-user product or an OEM reader module provided with a casing,
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11.3.2 Initial positions template

The initial positions template is a plate used to determine Position Al and Position B1 respectively on
the Z-axis - Range A and the Z-axis - Range B, as explained in 11.3.3.2 and 11.3.3.4. The initial positions
template has a width and a length of 195 mm and the point of intersection between the Z-axes and
this template is named “Z-axes position” and situated at 55 mm from the left side and the top side as

illustrated in Figure 4.

X-, Y- and Z-axes positions and orientations for range A are defined in 11.3.3.2.

X-, Y- and Z-axes positions and orientations for range B are defined in 11.3.3.4.

N

11.3.3 Test positions

11.3.3.1 General

This docuinent defines twe‘operating ranges, A and B, for PT reader testing.

These two

-axes position

Y-axis - Range A or
Y-axis - Range B

55 mm T
195 mm

\ 4

A

55 mm

X-axis - Range A or
X-axis - Range B

195 mm .

Figure 4 — Initial positions template dimensions — overhead view

ranges dolnot necessarily localise to the same positions on the PT reader under test. They

may corrgspond ‘to-two distinctly separate targets where PCD zero point - Range A and PCD zero

point - Rahge B are the centres, as illustrated in Figure 5.

NOTE

16

or-commonreadersranaga A ic limitad (caa R3]
FeoHnen-fFeaaersange-AisHteaSee~afayy-
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Y-axis — Range A

Y-axis - Range B |,

] PT reader under

—— test

PCD zero point -Range B

..... » X-axis - Range B

...... » X-axis - Range A

11
Th

witlh Reference PICCs 1, 2 and 3 (see [Rdr2] and [Rdr3}): This subclause details how range A

The

Z-axis - Rar

PCD zero point - Range A

test antenn

S
. ! —— /-axis - Rarj

3.3.2 Operating distance - Range A

s document defines range A under which measuremehts shall be taken for PT readers tq

e following characteristics are defined to determine the PT reader range A:

PCD zero point - Range A: This is a point on the PT reader surface. The position of th
determined by the PT reader vendorxFhe centre of the Reference PICC main coil is po
front of this point for most of the tests. It is recommended that it correspond to the centr
reader antenna.

X- and Y-axes - Range A: The*positions and orientations of these axes are defined by the]
vendor in the ICS of the PT reader under test. The orientation of the X- and Y-axes
determined unambiguously by an arrow in the diagram given in the ICS by the PT reac

unambiguous positioning of the Reference PICC onto the surface of the PT reader under t
Z-axis - Range A:

— For & PT reader with a flat surface, Z-axis - Range A is the axis perpendicular to the]
surface through PCD zero point - Range A.

-+, “For a PT reader that does not have a flat surface, the Z-axis - Range A is defir
manufacturer taking into account the intended user interaction.

! | PT reader under

ge B

i

ge A

Figure 5 — Example of a PT reader with different A and Branges — overhead view

be tested
s defined.

is point is
Sitioned in
e of the PT

PT reader
should be
er vendor.

In the figures for test positions, the orientation of the axes is described with an arrow o allow an

est.

PT reader

ed by the

Position Al: This is the first test position for range A defined under the rules below:

— Position Al is defined by placing the “Z-axes position” of the initial positions template on the
Z-axis - Range A with the plane of the template positioned perpendicular to the Z-axis - Range

A and by moving the template along the Z-axis - Range A as close as possible to the
surface.

PT reader

— Under no circumstances may Position A1 be situated below the PT reader-surface (which would

equate to artificially reducing the maximum operating distance).

Range A is mapped by all the points located in the pyramid defined by Position Al,1, Position A1l,2,
Position A1,3, Position A1,4 and Position A7 (for IFM reader) or Position A2 (for common reader).

© ISO/IEC 2021 - All rights reserved
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The antenna position of the PT reader under test shall be communicated to the test laboratory, for
information purposes.

The plane of the Reference PICC is positioned perpendicular to the Z-axis - Range A. The orientation of
the Reference PICC along the X- and Y-axes in relation to the PT reader under test is defined in Figure 13
and Figure 14 for range A.

Figure 7, Figure 8, Figure 9, Figure 10 and Figure 11 illustrate a number of examples of how PCD zero
point - Range A, Z-axis - Range A and Position A1 are defined according to ergonomics of the PT reader
under test.

In this doqument, the Reference PICC is represented as in Figure 6.

Z-axis - Range A or Z-axis - Range B

?
Reference PICC .
|

% 4 = A ini
Area containing the coils . rea.con.talnmg
. the circuitry

Cgnter of Reference PICC
main coil

Figure 6 — Reference 'PICC

Z-axis - Range A

4
\:,—|
T
|

///;/C////

Reference PICC

PCD zero point - Range A
Position Al

PT reéadér under test

Figure 7 — Testing a flat-surface PT reader
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=

\

S
%

Vel

Reference PICC

N\
%
2
S
v

PCD zero point — Range A

Position A1

PT reader under test .

Figure 8 — Testing a flat and tilted-surface PT'reader

Z-axis - Range A

f

Reference PICC } . l—l

Reader cover

PCD zero point - Rangg A
Position A1

——

PT reader undexteést f I

Figure 9 — Testing a convex-surface PT reader

Z-axis - Range A
Reference PICC T

Initial positions template Position Al

Reader cover

| .
PT reader under test f : PCD zero point - Range A

Figure 10 — Testing a symmetric concave-surface PT reader
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Z-axis - Range A

Reference PICC

Initial positions template Position Al

Reader cover .
PCD zero point - Range A

PT reader under test

Figure 11 — Testing a dissymmetric concave-surface PT readern

11.3.3.3 Table of test positions - Range A

The tests gre performed from Position A1 and while moving the ReferencéPICC away along the Z-axjis -
Range A up to the maximum test distance for range A.

The tests gre also performed with translations of 10 mm in each direction from Position A1 along the X-
and Y-axeg. These test positions correspond to Position A1,1, PoSition A1,2, Position A1,3 and Position
A1l,4 illustfated in Figure 1 and Figure 3.

These test|positions are also illustrated with overhead view in Figure 12.

Y-axis - Range A

f

PT readerunder
test

Position A1,3 Position A1,4
- T : - - -} — - - = X-axis - Range A

Position A [~~——— Position A1,1

Position A1,2

7 . D A
L=dXLS = RAIIgT A

Figure 12 — Test positions at 0 mm along the Z-axis - Range A — overhead view

The tests are also performed with a Reference PICC rotation of 90° at some test positions. Figure 13
describes the positioning of test with the Reference PICC at 0°.

20 © ISO/IEC 2021 - All rights reserved


https://iecnorm.com/api/?name=adcf35a1e302cd6842935ac50a0d02a4

Y-axis - Range A

ISO/IEC TS 24192-1:2021(E)

PT reader under
test

—> X-axis - Range A

tenter oI Reference FILU

main coil

ure 14 describes the positioning of test with the Reference PICC at 90°.

Y-axis - Range A

Center of Reference PICC
main coil

PR o 3

Z-axis - Rang¢ A

Figure 13 — PCD testing with Reference PICC - Angle 0° (Position A1) — overhead|view

PT reader ynder
test

» — - —> X-axis - Rajge A

N\
~

Z-axis - Ranpge A

Reference PJCC

—

Angle 90°

Figure 14 — PCD testing with Reference PICC - Angle 90° (Position A1) — overhead view

The tests are performed with Reference PICC - Angle 0° at all test positions and with Reference PICC -
Angle 90° only at the following test positions:

Position Al;

Position A1,1;
Position A1,2;
Position A1,3;
Position Al,4;

Position A7.
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Table 3 gives the test positions that are eligible (unless otherwise stated) for all PT reader tests.

Table 3 — List of test positions for range A

Test positions Reference PICC Angle Height from POSIEOH A1 along the Z-axis -
ange A
. 0°
Position Al 0 mm
90°
00
Position A1,1 — 0 mm
. 0°
Ppsition A1,2 0 mm
90°
Ppsition A1,3 0° 0 "\
psition Al, mm
90° '\qq/
N
00
Ppsition A1,4 = 0 mnﬂ/b‘
90 9
Position A2 0° Ve S}nm
IPosition A3 0° \\Q,\fo mm
Position A4 0° ()" 15mm
Position A5 0° N2 20 mm
Position A6 0° P é\ 30 mm
0° \¢
Position A7 Q 40 mm
90° <
N\

For example, in Figure 15,

the Reference PICC is 'ﬁ\?osition A7 of the PT reader under test,
l\%é’ference PICC in Position A1l.

measuremlents can be taken up to contact with t

Z-axisQlRange A

4\61

Reference PICC

T\ -
\j? :gl— Position A7
O

hind

PT reader under test

22

O@ !( Position A6

C) .

N |
OQ~ € Position A5
% |< Position A4

O ;
\<</ | Position A3
( Position A2
Position A1

Figure 15 — Reference PICC in Position A7

PCD zero point - Range A
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This document defines range B under which measurements shall be taken for PT readers to be tested

with Reference PICC 3 (see [Rdr2]). This subclause details how range B is defined.

The following characteristics are defined to determine the PT reader range B:

PCD zero point - Range B: This is a point on the PT reader surface. The position of this point is

determined by the PT reader vendor. The centre of the Reference PICC main coil is positioned in
front of this point for the tests. It is recommended that this position be the same position as PCD

zero point — Range A.

X- and Y-axes - Range B: The positions and orientations of these axes are defined by the
vendor in the ICS of the PT reader under test. The orientation of the X- and X*axes
determined unambiguously by an arrow in the diagram given in the ICS by the P.T reac

unambiguous positioning of the Reference PICC onto the surface of the PT reader under t
Z-axis - Range B:

— For a PT reader with a flat surface, Z-axis - Range B is the axis perpendicular to the
surface through PCD zero point - Range B.

For a PT reader that does not have a flat surface, the'Z-axis - Range B is defir
manufacturer taking into account the intended userinteraction.

Position B1: This is the first test position for rangeB defined under the rules below:

Position B1 is defined by placing the “Z-axes*position” of the initial positions temp
Z-axis - Range B with the plane of the template positioned perpendicular to the Z-a¥
B and by moving the template along the-Z-axis - Range B as close as possible to the
surface.

Under no circumstances may Position B1 be situated below the PT reader-surface (w
equate to artificially reducing-the maximum operating distance).

Ra
tes

ge B is mapped by all the pointslocated between Position B1 and Position B3 of the PT re
(see Figure 16).

Th¢ plane of the Reference PICC is positioned perpendicular to the Z-axis - Range B. The ori

PT reader
should be
er vendor.

In the figures for test positions, the orientation of the axes is described withrah arrow to allow an

est.

PT reader

ed by the

ate on the

is - Range
PT reader

nich would

hder under

bntation of

thelReference PICC alongthe X- and Y-axes in relation to the PT reader under test is defined for range B

as for range A (see Figuire 13).

Figure 7, Figure.8; Figure 9, Figure 10 and Figure 11 illustrating a number of examples of hoy
point - Range(A and Z-axis - Range A are determined according to PT reader under test €
remain applicable for the determination of PCD zero point - Range B and Z-axis - Range B.

11{3:3.5 Table of test positions - Range B

y PCD zero
rgonomics

The tests are performed from Position B1 and while moving the Reference PICC away along the Z-axis -

Range B up to Position B3.

Table 4 gives the test positions that are eligible (unless otherwise stated) for all PT reader tests.

Table 4 — List of test positions for range B

Test positions Reference PICC Angle Height from Position B1 along the Z-axis -
Range B
Position B1 0° 0 mm
Position B2 0° 5 mm
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Table 4 (continued)
Test positions Reference PICC Angle Height from Pomgon B1 along the Z-axis -
ange B
Position B3 0° 10 mm

For example, in Figure 16, the Reference PICC is in Position B3 of the PT reader under test, and
measurements can be taken up to contact with the Reference PICC in Position B1.

Z-axis - Range B

4
I

Reference PICC .
%(—'I Position B3

"
'

Figure 16 — Reference PICC in Position B3

Position B2

PCD zero point - Range B
Position B1

PT reader under test

11.3.4 Test mode
The PT regder under test shall propose a “test mode” 6ffering the following functionalities:
a) nomiral operation: places the sample under nominal PCD mode, polling activated;

b) contrgl over the various test modes:

1) possibility of activating the field<eontinuously, without polling;
2) polling sequence using only.Type A polling commands;
3) p9lling sequence using only Type B polling commands;
c) possiHlility of sending.each of the following predefined APDU sequences:
1) UT_TEST_COMMAND1 followed by UT_TEST_COMMAND1;
2) UT_TEST.COMMANDZ2;

d) visualldisplay of the transaction events log (for the PT reader sensitivity test).

UT_TEST_COMMAND1 and UT_TEST_COMMAND?2 shall be indicated in the PCD ICS.

In order to ease the testing process (for saving time and reducing costs) it is recommended to implement
a loopback interface in the PT reader under test. The requirements to be met by PT readers that choose
to implement this loopback interface are described in Annex B.

11.4 Test conditions for PT objects

11.4.1 Test positions

The PT object under test shall be placed on the Test PCD assembly 1 which shall be operated according
to ISO/IEC 10373-6.
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