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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.
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Introduction

Laboratories performing evaluations for conformance to information security standards including the
ISO/IEC 15408 series may utilize and require conformance to ISO/IEC 17025:2017. ISO/IEC 17025:2017
gives generalized requirements for a broad range of testing and calibration laboratories to enable them
to demonstrate that they operate competently and are able to generate valid results.

Laboratories that perform such evaluations have specific requirements for competence to the
ISO/IEC 15408 series that will enable them to generate valid results.

By providing additional details and supplementary requirements to ISO/IEC 17025:2017 that fre
specific to]information security evaluation laboratories, this document will facilitate cooperation and
better confformity and harmonization between laboratories and other bodies. This document-may] be
used by crluntries and accreditation bodies as a set of requirements for laboratory assessnients and
accreditatjons.

To help implementers, this document is numbered identically to ISO/IEC 17025:20%% Supplementpry
requirements are presented as subclauses additional to ISO/IEC 17025:2017.
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Information security, cybersecurity and privacy
protection — Requirements for the competence of IT
security testing and evaluation laboratories —

Part 1:

Th
ISO
1IN0

2

The
con

Evaluation for ISO/IEC 15408

Scope

s document complements and supplements the procedures and general requirement
IEC 17025:2017 for laboratories performing evaluations based on th€)ISO/IEC 15408
IEC 18045.

Normative references

 following documents are referred to in the text in such-a way that some or all of thg
stitutes requirements of this document. For dated references, only the edition cited a

undlated references, the latest edition of the referenced’document (including any amendment

ISO
Pan

ISQ
ISQ

ISO
evd

ISQ
eva

Foq
ISO

ISO

IEC 15408-1, Information technology — Security téchniques — Evaluation criteria for IT
t 1: Introduction and general model

[EC 17000, Conformity assessment — Vocabulary and general principles
IEC 17025:2017, General requirements\for the competence of testing and calibration labora

IEC 19896-1, IT security techniqites — Competence requirements for information security
luators — Part 1: Introduction,*cencepts and general requirements

IEC 19896-3, IT securitytechniques — Competence requirements for information security
luators — Part 3: Knowledge, skills and effectiveness requirements for ISO/IEC 15408 evalua
Terms and definitions

the purpaesesof this document, the terms and definitions given in ISO/IEC 17000, ISO/IEC 1
IEC 15408-1, ISO/IEC 19896-1, ISO/IEC 19896-3 and the following apply.

andJEC maintain terminology databases for use in standardization at the following addr

t found in
series and

ir content
pplies. For
s) applies.

becurity —

tories

Lesters and

Festers and
bors

7025:2017,

esses:

3.1

[SO Online browsing plattorm: available at Nttps://WWW.150.0rg/0bp

IEC Electropedia: available at https://www.electropedia.org/

evaluation laboratory
organization with a management system providing evaluation in accordance with a defined set of
policies and procedures and utilizing a defined methodology for evaluating the security functionality of
IT products

Note 1 to entry: These organizations are often given alternative names by various evaluation authorities. For
example, IT Security Evaluation Facility (ITSEF), Commercial Evaluation Facility (CLEF).

Note 2 to entry: The defined methodology is given ISO/IEC 18045.

© ISO/IEC 2021 - All rights reserved


https://www.iso.org/obp/ui
https://www.electropedia.org/
https://iecnorm.com/api/?name=e25f8f17b48a2bde08a34ee20a8e39cb

ISO/IEC TS 23532-1:2021(E)

4 General requirements

4.1

411

41.1.1

Impartiality
ISO/IEC 17025:2017, 4.1.1 applies.

ISO/IEC 17025:2017, 4.1.1 applies with the following additions.

The evaluation laboratory shall establish and maintain policies and procedures for maintaining

laborator
When con

a)

evalud
produ

b) evalug

of the

4.1.2 IS

4.1.2.1 |

The organ
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lucting evaluations, the laboratory policies and procedures shall ensure that:

tors cannot both develop and evaluate the same protection profile, security target, o1
ct, and

tors cannot both provide consulting services for and participate in the evalyation or test
same protection profile, security target, or IT product.

/IEC 17025:2017, 4.1.2 applies.

SO/IEC 17025:2017, 4.1.2 applies with the following additions.

zation to which the evaluator belongs shall not be the same as the organization to which

department that develops the target of evaluation (TOE) belongs(

4.1.3 IS
414 IS
41.5 IS
4.1.6 IS

/1IEC 17025:2017, 4.1.3 applies.
D/IEC 17025:2017, 4.1.4 applies.
/IEC 17025:2017, 4.1.5 applies.

/IEC 17025:2017, 4.1 applies with the following additions.

To maintain impartiality, the laboratory shall maintain proper separation between evaluators

other pers|

onnel inside the laboratory or outside the laboratory, but inside the parent organization.

4.2 Confidentiality

ns.

IT

ing

the

hind

4.2.1 ISQ/IEC 17025:2017, 4.2.1 applies.
4.2.2 ISQ/IEE17025:2017, 4.2.2 applies.
4.2.3 ISOHAEECT7025:2017% 423 appties
4.2.4 ISO/IEC 17025:2017, 4.2.4 applies.

4.2.5

[SO/IEC 17025:2017, 4.2 applies with the following additions.

Confidentiality mechanisms shall be employed to ensure that the evaluation report cannot be disclosed
to anyone other than the intended recipient(s).

© ISO/IEC 2021 - All rights reserved
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4.2.6 ISO/IEC 17025:2017, 4.2 applies with the following additions.

Because of confidentiality requirements of the evaluation laboratory and client, some evaluation output
may need to exclude:

a) proprietary information (e.g. source code);
b) TOE-specific sampling and test information;

c) effort estimates;

s 1] ) o o
d) CUMTTTITCT CTaTTy  SCTITSTCT vV O TITTOT TITA TTUTT

4.2.7 ISO/IEC 17025:2017, 4.2 applies with the following additions.

Th¢ evaluation laboratory shall have physical and electronic controls augmented with an explicit
policy and a set of procedures for maintaining separation, both physical and ele¢tronic, bgtween the
labpratory, evaluators and laboratory consultants, product developers, systéenmrintegrators, aind others
whp may have an interest in and/or may unduly influence the evaluation outeome.

4.2.8 1SO/IEC 17025:2017, 4.2 applies with the following additions|

Th¢ management system shall include policies and proceduresto.ensure the protection of pyroprietary
infoprmation. This protection shall specify how proprietary infermation will be protected from persons
ou{side the laboratory, from visitors to the laboratory, frem laboratory personnel withouff a need to
know, and from other unauthorized persons. The evaluation laboratory shall possess its owjn security
majual that sets out the procedures and responsibilities to be undertaken by all the evaluators of the
evdluation laboratory, to maintain the security reqtiréd to protect commercially sensitive information.

5 | Structural requirements

5.1 ISO/IEC 17025:2017, 5.1 applies,
5.2 [ISO/IEC 17025:2017, 5.2 applies.
5.3 ISO/IEC 17025:2017,5.8 applies.

5.3l1 ISO/IEC 17025;2017, 5.3 applies with the following additions.

Th¢ evaluationJaboratory shall create and maintain a cross-referenced document mapping Clauses 4 to
8 t¢ the laboratery’s management system documentation.

5.4 ]SOMEC 17025:2017, 5.4 applies.

5.5 ISO/IEC 17025:2017, 5.5 applies.
5.6 ISO/IEC 17025:2017, 5.6 applies.
5.7 ISO/IEC 17025:2017, 5.7 applies.

5.8 [SO/IEC 17025:2017, Clause 5 applies with the following additions.

There shall be a nominated person within the evaluation laboratory with overall responsibility for the
security of the evaluation laboratory and the production of the evaluation laboratory security manual.

© ISO/IEC 2021 - All rights reserved 3
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6 Reso

urce requirements

6.1 General

ISO/IEC 17025:2017, 6.1 applies.

6.2 Personnel

6.2.1

6.2.2 IS

NOTE
be keptin t

6.2.2.1 1

The evalua

including:

a)
b) appro

c)

d) evalug

laborg

evalud

ISO/IEC 17025:2017, 6.2.1 applies.

D/IEC 17025:2017, 6.2.2 applies.

[Laboratories document the required qualifications for each staff position. The staff infornration
he official personnel folders.

SO/IEC 17025:2017, 6.2.2 applies with the following additions.

tion laboratory shall maintain a list of personnel designated to fulfildaboratory requireme

tory director,
yed report signatories,
tion team leaders, and

tors.

can

nts

An individual may be assigned or appointed to serve ifismore than one position; however, to the extlent

possible, t

NOTE
longer bein

6.2.3 IS

6.2.4 IS
6.2.5 IS

6.2.5.1 1

The evalus
requirems

6.2.5.2 1

he laboratory director position should be-independently staffed.

bignificant change in a laboratory’s key-technical personnel or facilities can result in a laboratory
B deemed proficient by relevant schemé-owner(s).

/IEC 17025:2017, 6.2.3 applies:
/IEC 17025:2017, 6.2.4 applies.
D/IEC 17025:2017,6.2.5 applies.

SO/IEC 17025:2017, 6.2.5 applies with the following additions.

ition laboratory shall have procedure(s) and retain records for determining the compete
nts for personnel in ISO/IEC 19896-3.

[

[nce

SO/IEC 17025:2017, 6.2.5 applies with the following additions.

The evaluation laboratory has documented a detailed description of its training program for new and
current evaluators. Each new evaluator is trained for assigned duties. The training program is updated
and current evaluators shall be retrained when the ISO/IEC 15408 series or ISO/IEC 18045 changes, as
new technology specific assurance activities are defined in protection profiles, or when the individuals
are assigned new responsibilities. Each evaluator may receive training for assigned duties either
through on-the-job training, formal classroom study, attendance at conferences, or another appropriate
mechanism. Training materials that are maintained within the laboratory shall be kept up-to-date.

© ISO/IEC 2021 - All rights reserved
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6.2.5.3 ISO/IEC 17025:2017, 6.2.5 applies with the following additions.

The laboratory shall have a procedure(s) and retain records for monitoring of competence of personnel
according to ISO/IEC 19896-3.

6.2.5.4 ISO/IEC 17025:2017, 6.2.5 applies with the following additions.

The laboratory reviews annually the competence of each evaluator for each test method the evaluator is
authorized to conduct. The evaluator’s immediate supervisor, or a designee appointed by the laboratory
director, conducts annually an assessment and an observation of performance for each evaluator. A
recprdefthe-annuatreview-ofeachevaluatoris-datedand-signed-by-the-superviserandtheemployee. A
degcription of competency review programs is maintained in the management system.

6.2.6 [ISO/IEC 17025:2017, 6.2.6 applies.

NOTE Laboratory evaluator collectively has knowledge or experience for any specific technologies upon
which an evaluation is conducted in ISO/IEC 19896-3.

6.2.7 ISO/IEC 17025:2017, 6.2 applies with the following additions.

Th¢ evaluation laboratory shall maintain a competent administrative and technical |personnel
appropriate for IT security evaluation on the ISO/IEC 15408-series. The laboratory shal] maintain
pogition descriptions, training records, and resumes for¢responsible supervisory perspnnel and
labpratory evaluators who influence the outcome of security‘evaluations.

6.3 Facilities and environmental conditions
6.3.1 ISO/IEC 17025:2017, 6.3.1 applies.

6.3.1.1 ISO/IEC 17025:2017, 6.3.1 applies'with the following additions.

Laboratory networks used to conductTest Documentation and the Test Activity (ATE) and Vullnerability
Asdessment Activity (AVA) evaluation activities shall be effectively isolated to ensure that tHere are no
external influences on test results:

6.3.2 1SO/IEC 17025:201%6.3.2 applies.
6.3.3 1SO/IEC 17025:2017, 6.3.3 applies.
6.34 1SO/IEC17025:2017, 6.3.4 applies.

6.3.5 ASO/IEC 17025:2017, 6.3.5 applies.

6.375; SOAEC 1702572017, 6-3-5appiies wititthie fotfowing additior
If the evaluation laboratory or the evaluator is conducting its evaluation at the client site or otherlocation
outside the laboratory facility, the environment shall conform, as appropriate, to the requirements for
the laboratory environment. If a client’s system on which an evaluation is conducted is potentially open
to access by unauthorized entities during evaluation, the evaluation laboratory or the evaluator shall
control the evaluation environment. This is to ensure that the systems are in a defined state compliant
with the requirements for the evaluation before starting to perform evaluation work and that the
systems ensure that unauthorized entities do not gain access to the system during evaluation.

© ISO/IEC 2021 - All rights reserved 5
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6.3.6

ISO/IEC 17025:2017, 6.3 applies with the following additions.

A protection system shall be in place to safeguard client proprietary hardware, software, test data,
electronic and paper records and other materials. This system shall protect the proprietary materials
and information from personnel outside the laboratory, visitors to the laboratory, laboratory personnel
without a need to know, and other unauthorized persons. The laboratory shall have protection systems
(e.g. firewall, intrusion detection) in place to protect internal systems from untrusted external entities.
If evaluation activities are conducted at more than one location, all locations shall meet the requirements
related to this document and mechanisms shall be in place to ensure secure communication between
all locations.

6.3.7 IS

Security a

6.3.8 IS

The evalu:
other maly
can be res

6.39 IS

A secure
evaluation

D/IEC 17025:2017, 6.3 applies with the following additions.

dit and logs shall be used to monitor physical and logical access control.

D/IEC 17025:2017, 6.3 applies with the following additions.

ition laboratory shall have regularly updated protection for all systems against viruses
fored in the event of their loss.

D/IEC 17025:2017, 6.3 applies with the following additions.

bystem to protect the electronic mail may be requiréd for communications between
laboratory, scheme owner(s) or the client.

6.4 Equipment

6.4.1 IS

6.41.1 1

In cases w
all the tes
detailed in

6.4.2 IS
6.4.3 IS
6.4.31 1

/IEC 17025:2017, 6.4.1 applies.

SO/IEC 17025:2017, 6.4.1 applies with'the following additions.

ks, it will be acceptable for\the laboratory to use equipment on loan, provided that thi
the test report.

D/IEC 17025:2017, 6.4.2"applies.
/IEC 17025:2017, 6.4.3 applies.

SO/IEC 17025:2017, 6.4.3 applies with the following additions.

The equipment/used for conducting security evaluations shall be maintained in accordance W
the manufactrer’s recommendations, or in accordance with internally documented laborat

hnd

vare. The laboratory shall have an effective backup system to ensuté-that data and records

the

here the evaluation laboratory does not have access to equipment or tools needed to conduct

5 1S

ith

pry

procedures, as applicable. Test equipment refers to software and hardware products or other
assessment mechanisms used by the evaluation laboratory to support the evaluation of the security of

an IT prod
6.4.4
6.4.5

6.4.5.1 1

uct.

ISO/IEC 17025:2017, 6.4.4 applies.

ISO/IEC 17025:2017, 6.4.5 applies.

SO/IEC 17025:2017, 6.4.5 applies with the following additions.

The evaluation laboratory shall ensure that its test equipment is calibrated. In security evaluations
under the ISO/IEC 15408 series and ISO/IEC 18045, calibration means verification of correctness

6
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and suitability. Any test tools used to conduct security evaluations that are not part of the unit under
evaluation shall be studied in isolation to make sure that they correctly represent and assess the test
assertions they make. They shall also be examined to ensure that they do not interfere with the conduct
of the test and do not modify or impact the integrity of the product under test in any way. Laboratories
shall have procedures that ensure appropriate configuration of all test equipment. Laboratories shall
maintain records of the configuration of test equipment and all analyses to ensure the suitability of test
equipment to perform the desired testing.

6.4.6

ISO/IEC 17025:2017, 6.4.6 applies.

6.4.7
6.4.8
6.49
6.4.10
6.4.11
6.4.12

6.4.13

6.3 Metrological traceability

6.5.1

NOTE

6.5.1.1

Foi| the evaluation by the ISO/IEC 15408 series, “traceability” is interpreted to mean thg

ISO/IEC 17025:2017, 6.4.7 applies.
ISO/IEC 17025:2017, 6.4.8 applies.
ISO/IEC 17025:2017, 6.4.9 applies.
ISO/IEC 17025:2017, 6.4.10 applies.
ISO/IEC 17025:2017, 6.4.11 applies.
ISO/IEC 17025:2017, 6.4.12 applies.

ISO/IEC 17025:2017, 6.4.13 applies.

ISO/IEC 17025:2017, 6.5.1 applies.

See Annex A for additional information on metrological traceability.

ISO/IEC 17025:2017, 6.5 L applies with the following additions.

It security

evdluation activities are linked to the underlying ISO/IEC 15408 series requirements and wdrk units in

[SQ/IEC 18045. This méans that test tools and evaluation methodology demonstrate that the
corjduct and the testassertions they make are aligned with specific criteria and methodola
nedessary to ensufe that test results constitute credible evidence of compliance with the ISO
serjes and ISO/ALEC 18045.

6.5.2

6.5.3

ISOAEC 17025:2017, 6.5.2 applies.

tests they
gy. This is
[EC 15408

1SO/IEC 17025:2017, 6.5.3 applies.

6.6 Externally provided products and services

6.6.1

6.6.2

6.6.3

ISO/IEC 17025:2017, 6.6.1 applies.
ISO/IEC 17025:2017, 6.6.2 applies.

ISO/IEC 17025:2017, 6.6.3 applies.
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6.6.4 ISO/IEC 17025:2017, 6.6 applies with the following additions.

If externally provided testing activities (i.e. subcontract) are used as a mechanism by which the
laboratory fulfils and/or enhances the evaluation process, the external laboratory shall be itself a
laboratory whose service scope includes the applicable test method(s).

7 Process requirements

7.1 Review of requests, tenders and contracts

71.1  ISQ/IEC 17025:2017, 7.1.1 applies.

7.1.2 ISQ/IEC 17025:2017, 7.1.2 applies.

7.1.3 ISQ/IEC 17025:2017, 7.1.3 applies.

7.1.4 1SQ/IEC 17025:2017, 7.1.4 applies.

7.1.5 ISQ/IEC 17025:2017, 7.1.5 applies.

71.6 ISQ/IEC 17025:2017, 7.1.6 applies.

7.1.7 ISQ/IEC 17025:2017, 7.1.7 applies.

71.8 ISQ/IEC 17025:2017, 7.1.8 applies.

7.2 Seldction, verification and validation of methods
7.2.1 Selection and verification of methods
7.2.1.1 ISO/IEC 17025:2017, 7.2.1.1 applies.
7.2.1.2 ISO/IEC 17025:2017,%.2:1.2 applies.
7.2.1.3 ISO/IEC 17025:2017, 7.2.1.3 applies.
7.2.1.4 ISO/IEC ¥7025:2017, 7.2.1.4 applies.

7.2.1.5 [ISQ/IEC 17025:2017, 7.2.1.5 applies.

7.2.1.6 1SO/IEC 17025:2017, 7.2.1.6 applies.
7.2.1.7 1SO/IEC 17025:2017, 7.2.1.7 applies.

7.2.1.8 ISO/IEC 17025:2017, 7.2.1 applies with the following additions.

The methods described in 7.2.1.1 to 7.2.1.7 shall be related to evaluation methodology using the
ISO/IEC 15048 series, ISO/IEC 18045, protection profile-specific assurance activities, and additional
laboratory-developed methodology.
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7.2.2 Validation of methods
7.2.2.1 ISO/IEC 17025:2017, 7.2.2.1 applies.

7.2.2.1.1 ISO/IEC 17025:2017, 7.2.2.1 applies with the following additions.

When changes to the evaluation methodology are deemed necessary for technical reasons, the
evaluation laboratory shall consult scheme owner(s) to ensure that the new methodology continues to
meet all requirements and policies, the client shall be informed, and details of these exceptions shall be
described in the evaluation report.

7.2{2.2 ISO/IEC 17025:2017, 7.2.2.2 applies.
7.2}2.3 ISO/IEC 17025:2017, 7.2.2.3 applies.
7.2{2.4 1SO/IEC 17025:2017, 7.2.2.4 applies.

7.2{2.5 ISO/IEC 17025:2017, 7.2.2 applies with the following additions:

The¢ ISO/IEC 15408 series, ISO/IEC 18045, the scheme owner(s)-apptroved PP assurance activities, and
thellaboratory’s procedures for conducting security evaluatior(s shall be maintained up-to-date and be
readily available to the personnel.

7.3 Sampling

7.3{1 ISO/IEC 17025:2017, 7.3.1 applies.

7.312 ISO/IEC 17025:2017, 7.3.2 applies.

7.313 ISO/IEC 17025:2017, 7.3.3 applies.

7.4 Handling of test or calibration items
7.4{1 ISO/IEC 17025:2017,7.4.1 applies.

7.4{1.1 ISO/IEC 17925:2017, 7.4.1 applies with the following additions.

Thé¢ evaluation“laboratory shall have procedures to ensure proper retention, disposal o1 return of
soffware andyhardware after the completion of the evaluation.

7.412/,1S0/1EC 17025:2017, 7.4.2 applies.

7.4.2.1 ISO/IEC 17025:2017, 7.4.2 applies with the following additions.

If the laboratory is conducting multiple simultaneous evaluation activities, a system of separation
between the products of different customers and evaluations activities shall be maintained as
necessary.

7.4.3 ISO/IEC 17025:2017, 7.4.3 applies.

7.4.4 ISO/IEC 17025:2017, 7.4.4 applies.

© ISO/IEC 2021 - All rights reserved 9


https://iecnorm.com/api/?name=e25f8f17b48a2bde08a34ee20a8e39cb

ISO/IEC TS 23532-1:2021(E)

7.4.5

[SO/IEC 17025:2017, 7.4 applies with the following additions.

The evaluation laboratory shall protect the IT product under evaluation and calibrated tools from
modification, unauthorized access, and use. The laboratory shall maintain separation between and
control over the items from different evaluations, including the IT product under evaluation, its
platform, peripherals and documentation.

7.4.6

ISO/IEC 17025:2017, 7.4 applies with the following additions.

When the IT product under evaluatlon 1ncludes software/flrmware components and/or when any
documentg—are :

systems
documents$

7.5 Tecl
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7.6 Evaluation of measurement uncertainty

7.6.1

7.6.2

7.6.3

10

ISO/IEC 17025:2017, 7.6.1 applies.
ISO/IEC 17025:2017, 7.6.2 applies.

ISO/IEC 17025:2017, 7.6.3 applies.
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7.7 Ensuring the validity of results
7.71 ISO/IEC 17025:2017, 7.7.1 applies.
7.7.2 ISO/IEC 17025:2017, 7.7.2 applies.
7.7.3 ISO/IEC 17025:2017, 7.7.3 applies.

7.8 Reporting of results

7.8.1 General
7.8{1.1 ISO/IEC 17025:2017, 7.8.1.1 applies.

7.811.1.1 ISO/IEC 17025:2017, 7.8.1.1 applies with the following additions.

Th¢ evaluation laboratory shall have procedures for conducting findl review of evaluatipn results,
thel final report reporting requirements, and the laboratory records, of the evaluation pripr to their
suhjmission to the client.

7.811.2 ISO/IEC 17025:2017, 7.8.1.2 applies.
7.811.3 ISO/IEC 17025:2017, 7.8.1.3 applies.
7.8.2 Common requirements for reports (test, calibration or sampling)
7.812.1 ISO/IEC 17025:2017, 7.8.2.1 applies:
7.812.2 ISO/IEC 17025:2017, 7.8.2.2:@pplies.

7.8{2.2.1 ISO/IEC 17025:201%,7.8.2.2 applies with the following additions.

Tegt results and conclusions ‘shall be summarized, together with any recommendations, ipn a report
format specific to the ISO/IEC 15408 series and ISO/IEC 18045. If test results obtained in thg site visits
and various tests are different from the expected results, the evaluation laboratory shall freport the
cayse.

7.8.3 Specific requirements for test reports

7.8{3.1( JISO/IEC 17025:2017, 7.8.3.1 applies.

7.8.3.2 ISO/IEC 17025:2017, 7.8.3.2 applies.

7.8.3.3 ISO/IEC 17025:2017, 7.8.3 applies with the following additions.

Evaluation reports shall provide all necessary information to permit the same or another laboratory to
reproduce the evaluation and obtain comparable results.

7.8.3.4 ISO/IEC 17025:2017, 7.8.3 applies with the following additions.

Evaluation reports shall meet the reporting requirements of ISO/IEC 15408 series. The evaluation
report shall contain sufficient information for the exact test conditions and results to be reproduced at
a later time if a re-examination or retest is necessary.

© ISO/IEC 2021 - All rights reserved 11


https://iecnorm.com/api/?name=e25f8f17b48a2bde08a34ee20a8e39cb

ISO/IEC TS 23532-1:2021(E)

7.8.3.5 [ISO/IEC 17025:2017, 7.8.3 applies with the following additions.

Evaluation reports intended for use only by the client shall meet client-laboratory contract obligations
and be complete.

7.8.3.6 ISO/IEC 17025:2017, 7.8.3 applies with the following additions.

Evaluation reports that are delivered in electronic form via electronic mail shall be digitally signed
or have a message authentication code applied to ensure integrity of the report and the identity of the
laboratory that produced the report. Confidentiality mechanisms shall be employed to ensure that the

evaluatio

7.84 Sp
7.8.4.1 1
NOTE

7.84.2 1
7.8.4.3 1
7.8.5 Re
ISO/IEC 17
7.8.6 Re
7.8.6.1 1
7.8.6.2 1
7.8.7 Re
7.8.71 1
7.8.7.2 1
7.8.7.3 1

7.8.8 Amendments to reports

+ o A 1 iy £ £ 1 1o dad 1303 £L)
I ClJUl CLldIIlIifUt T UIlIoviUuoTuU LU au_y UIIU ULILIUT UIIAaIll LT 11t Iiivutcu 1 CLIIJICIIL\_D}-
ecific requirements for calibration certificates

SO/IEC 17025:2017, 7.8.4.1 applies.

bee Annex A for additional information on metrological traceability.

50/1EC 17025:2017, 7.8.4.2 applies.
S0/1EC 17025:2017, 7.8.4.3 applies.

porting sampling - specific requirements

025:2017, 7.8.5 applies.

porting statements of conformity
SO/IEC 17025:2017, 7.8.6.1 applies.
SO/IEC 17025:2017, 7.8.6.2 applies,
porting opinions and interpretations
SO/IEC 17025:2017, 7.8.7.1 applies.
SO/IEC 17025:2017, 7.8.7.2 applies.

50/IEC 17025:2017, 7.8.7.3 applies.

7.8.8.1 1

7.8.8.2 1

7.8.8.3 1

12

SO/IEC 17025:2017, 7.8.8.1 applies.
SO/IEC 17025:2017, 7.8.8.2 applies.

SO/IEC 17025:2017, 7.8.8.3 applies.
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7.9 Complaints
79.1 ISO/IEC 17025:2017, 79.1 applies.

79.1.1 ISO/IEC 17025:2017, 7.9.1 applies with the following additions.

The evaluation laboratory shall have a documented complaints process. The laboratory shall investigate
any complaints raised and resolve legitimate grievances (such as failing to meet the requirements of
the scheme or not meeting the terms of the laboratory’s contract with the client) promptly.

792 ISO/IEC 17025:2017, 7.9.2 applies.
79{3 ISO/IEC 17025:2017, 7.9.3 applies.
79}4 ISO/IEC 17025:2017, 7.9.4 applies.
795 ISO/IEC 17025:2017, 7.9.5 applies.
79{6 ISO/IEC 17025:2017, 7.9.6 applies.
797 ISO/IEC 17025:2017, 7.9.7 applies.
7.10 Nonconforming work

7.1p.1 ISO/IEC 17025:2017, 7.10.1 applies.
7.1D.2 ISO/IEC 17025:2017, 7.10.2 applies,
7.1D.3 ISO/IEC 17025:2017, 7.10.3 appliées.
7.11 Control of data and information management
7.111.1 ISO/IEC 17025:2017,7.11.1 applies.
7.101.2 ISO/IEC 17825:2017, 7.11.2 applies.
7.10.3 ISO/IEE17025:2017, 7.11.3 applies.

7.1[1.4 (1SO/IEC 17025:2017, 7.11.4 applies.

7.11.5 [SO/IEC 17025:2017, 7.11.5 applies.

7.11.6 ISO/IEC 17025:2017, 7.11.6 applies.
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8 Management system requirements
8.1 Options

8.1.1 General
ISO/IEC 17025:2017, 8.1.1 applies.

NOTE See Annex B for more information.

8.1.2 Option A
ISO/IEC 17025:2017, 8.1.2 applies.

8.1.3 Option B
ISO/IEC 17025:2017, 8.1.3 applies.

8.2 Management system documentation (Option A)
8.2.1 ISQ/IEC 17025:2017, 8.2.1 applies.
8.2.2 ISQ/IEC 17025:2017, 8.2.2 applies.
8.2.3 ISQ/IEC 17025:2017, 8.2.3 applies.
8.2.4 ISQ/IEC 17025:2017, 8.2.3 applies.
8.2.5 ISQ/IEC 17025:2017, 8.2.4 applies.

8.2.6 ISQ/IEC 17025:2017, 8.2 applies with the following additions.

The management system requirements are designed to promote laboratory practices that enspre
technical pccuracy and integrity of the security evaluation and adherence to quality assurapce
practices gppropriate to IT security testing. The laboratory shall maintain a management system that
fully documents the laboratofy!s policies, practices, and the specific steps taken to ensure the quality of
the IT secyrity evaluations.

8.2.7 ISQ/IEC 17025:2017, 8.2 applies with the following additions.

The refergnce documents, standards, and publications listed in normative references, Annex C and
Bibliography/shall be available for use by laboratory staff developing and maintaining the managerr1ent
system anfl cohducting evaluations.

8.2.8 ISO/IEC 17025:2017, 8.2 applies with the following additions.

The laboratory shall have written and implemented procedures for evaluation.

8.2.9 ISO/IEC 17025:2017, 8.2 applies with the following additions.

The evaluation laboratory shall possess its own security manual that sets out the procedures and
responsibilities to be undertaken by all of the laboratory’s staff, to maintain the high degree of security
required to protect commercially sensitive information. The security manual shall specify procedures
for physical security, personnel security information security:.
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8.2.10 ISO/IEC 17025:2017, 8.2 applies with the following additions.
The security manual shall further address the means for:
a) identifying and authenticating staff and visitors,

b) access control to the test laboratory premises and the individual rooms within such premises,
equipment, cabinets and information,

c) accounting for the movements of test laboratory staff and visitors,

d) l.lbl ;Ud;\, aud;t Ufthb }Jl U\,bdul Co,
e) | dealing with security violations,
f) | the physical, personnel and procedural aspects of remote or virtual working, and

g) | confidentiality and integrity measures to protect commercially sensitive, information|during all
stages of testing away from the test laboratory premises, including trfansSmission of tgst results
back to the test laboratory.

8.3 Control of management system documents (Option A)
8.3.1 [SO/IEC 17025:2017, 8.3.1 applies.

8.3.2 ISO/IEC 17025:2017, 8.3.2 applies.

8.4 Records (Option A)

8.4.1 [SO/IEC 17025:2017, 8.4.1 applies.

8.4.1.1 ISO/IEC 17025:2017, 8.4.1 applies with the following additions.

Th¢ laboratory shall maintain a fahctional record-keeping system that is used to track eadh security
evdluation. Records shall be easily accessible and contain complete information for each ¢valuation.
Required records of evaluatien activities shall be traceable to IT security evaluator actiops and the
bd records
rork, along
ooks shall

ckups and

esha z ahra . . . 3 epe ardetermine what
evaluation work was performed for each work unit and assurance activity and can concur with the
verdict. Records include evaluator notebooks, records relating to the product, work-unit and assurance
activity level records, and client-site records. ISO/IEC 17025:2017, 8.4.2 applies.

8.4.2 ISO/IEC 17025:2017, 8.4.2 applies.

8.4.2.1 1SO/IEC 17025:2017, 8.4.2 applies with the following additions.
The laboratory records shall be retained for the time period of the evaluation scheme's policy. Beyond

this requirement, laboratory records shall be maintained, released, or destroyed in accordance with
the laboratory’s proprietary information policy and contractual agreements with customers.
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8.5 Actions to address risks and opportunities (Option A)

8.5.1 [SO/IEC 17025:2017, 8.5.1 applies.

8.5.2 ISO/IEC 17025:2017, 8.5.2 applies.

8.5.3 ISO/IEC 17025:2017, 8.5.3 applies.

8.6 Improvement (Option A)

8.6.1 IS

8.6.2 IS

8.7 Cor

871 IS

8.7.2 IS

873 IS

8.8 Inte

8.81 IS

8.8.2 IS

8.8.2.1 1

In the cas¢
program d

8.9 Mar

89.1 IS

89.2 IS

/IEC 17025:2017, 8.6.1 applies.
D/IEC 17025:2017, 8.6.2 applies.
rective actions (Option A)
D/IEC 17025:2017, 8.7.1 applies.
/IEC 17025:2017, 8.7.2 applies.
D/IEC 17025:2017, 8.7.3 applies.
rnal audits (Option A)

/IEC 17025:2017, 8.8.1 applies.
/IEC 17025:2017, 8.8.2 applies.

SO/IEC 17025:2017, 8.8.2 applies with the following additions.

jagement reviews (Option A)
D/1IEC 17025:2017, 8.9.1 applies.

/IEC 17025:2017, 8.9.2 applies.

where only one member. of @ laboratory staff is competent in some technical aspects of the
r is the only expert in conducting a specific aspect of the conformance testing, an external
audit by ai appropriate expert shall be necessary in order to audit this technical aspect.

8.9.3 [ISO/IEC 17025:2017, 8.9.3 applies.
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