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ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also

tak

e part in the work.

The procedures used to develop this document and those intended for its further maintg

nance are

dedcribed in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for

the| different types of document should be noted. This document was drafted in acdordand
ediforial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).
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ention is drawn to the possibility that some of the elements of this document may be
patent rights. ISO and IEC shall not be held responsible for identifying any or all s
hts. Details of any patent rights identified during the development of the document wil
roduction and/or on the ISO list of patent declarations received (seeWwww.iso.org/patents]
of patent declarations received (see patents.iec.ch).

F trade name used in this document is information given forthe convenience of users an|
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Introduction

Ever since ebooks have grown in popularity, copyright protection has been an important issue for
authors and publishers.

While the distribution of ebooks around the world is mostly based on the open EPUB standard, most
ebook retailers are using proprietary technologies to enforce usage constraints on digital publications in
order to impede oversharing of copyrighted content. The high level of interoperability and accessibility
gained by the use of a standard publishing format is therefore cancelled by the use of proprietary and
closed technologies: ebooks are only readable on specific devices or software applications (a retailer
"lock-in" syndrome); ebooks cannot be accessed anymore if the ebook distributor which protected [the
publication goes out of business or if the DRM technology evolves drastically. As a result, users pre
deprived df any control over their ebooks.

Requiremé¢nts related to security levels differ depending on which part of the digital publishing market
is addressed. In many situations, publishers require a solution which technically enforces the digjtal
rights they provide to their users; most publishers are happy to adopt a DRM solutien‘which guarantees
an easy trpnsfer of publications between devices, a certain level of fair-use and provides permanent
access to fthe publications they have acquired. However, in certain use cases; publishers require a
stronger grotection measure, which limits the capability for users to transfer publications from pne
device to gnother.

This docuinent, as a variation of the ISO/IEC TS 23078-2, is a protection technology for EPUB publicatjion
with whidh transferring of the publication to multiple deviceskcan be limited in accordance with
providers’|policies.

vi © ISO/IEC 2021 - All rights reserved


https://iecnorm.com/api/?name=cd15a81161f5af6660ace717156b99aa

TECHNICAL SPECIFICATION ISO/IECTS 23078-3

:2021(E)

Information technology — Specification of DRM technology

fo

r digital publications —

Part 3:
Device key-based protection

1
Th

Scope

s document defines a technical solution for encrypting resources of EPUB publications,

effectively

reglistering a device certificate to providers and securely delivering decryptionXkeys to reading systems

inc
aut
acd

2

Thd
corl

uded in licenses tailored to specific devices. This technical solution uses the passphi
hentication method defined in ISO/IEC TS 23078-2 for reading systems.to receive the 1
ess the encrypted resources of such digital publications.

Normative references

b following documents are referred to in the text in such-a way that some or all of thg
stitutes requirements of this document. For dated references, only the edition cited a

undated references, the latest edition of the referencediddocument (including any amendment

ISO
puli

RF
Prd

Foq

ISQ

3.1

[EC TS 23078-2:2020, Information Technology — Specification of DRM technology
lications—Part2: User key-based protection

[ 5280, Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation
file, Network Working Group, available at https://tools.ietf.org/html/rfc5280

Terms and definitions
the purposes of this docuimént, the following terms and definitions apply.
and I[EC maintain terminological databases for use in standardization at the following ad

[SO Online browsing platform: available at https://www.iso.org/obp

IEC Electrepedia: available at http://www.electropedia.org/

contentkey

sy

hmetric key used to encrypt and decrypt publication resources (3.16)

ase-based
cense and

ir content
bplies. For
s) applies.

for digital

List (CRL)

dresses:

[SOURCE: ISO/IEC TS 23078-2:2020, 3.2]

3.2

container
EPUB container
zip-based packaging and distribution format for EPUB publications (3.12)

[SOURCE: ISO/IEC TS 23078-2:2020, 3.4]

3.3

device key
public key in a device certificate (3.4) that is used to encrypt the content key (3.1)

© ISO/IEC 2021 - All rights reserved
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3.4

device certificate
certificate which is issued for a given reading system (3.13) and is signed by the reading system
developer (3.14)

3.5

device private key
private key embedded securely in a reading system (3.13), paired with a device key (3.3) and used to
decrypt the content key (3.1)

3.6

encryptidn profile

set of endryption algorithms used in a specific protected publication (3.9) and associated. licdnse
document [3.8)

[SOURCE: |[SO/IEC TS 23078-2:2020, 3.3]

3.7

license authority

entity whirh delivers provider certificates (3.11) to content providers (3.10) and<eading system develdper
certificatey (3.15) to reading system (3.13)

Note 1 to eptry: License authority in this document has an additional role to.deliver reading system develdper
certificates

[SOURCE: ISO/IEC TS 23078-2:2020, 3.5, modified — Additional role;and Note 1 to entry have been addgd.]
3.8

license dgcument

documentwhich contains references to the various keys;links to related external resources, rights and
restrictior]s that are applied to protected publication {39), and user (3.19) information

[SOURCE: [SO/IEC TS 23078-2:2020, 3.6]

3.9

protected publication

publication (3.12) in which resources (316) have been encrypted according to this document

[SOURCE: [SO/IEC TS 23078-2:2020) 3.10, modified — The preferred term "LCP-protected publication”
has been removed.]

3.10

provider

content provider

entity thaf deliversicenses for protected publications (3.9) to users (3.19)

[SOURCE: |[SQ/IEC TS 23078-2:2020, 3.11, modified — "LCP" before "licenses" has been removed.]

3.11

provider certificate
certificate that is included in the license document (3.8) to identify the content provider (3.10) and
validate the signature of the license document

[SOURCE: ISO/IEC TS 23078-2:2020, 3.12]

3.12

publication

EPUB publication
logical document entity consisting of a set of interrelated resources (3.16) and packaged in an EPUB
container (3.2)

[SOURCE: ISO/IEC TS 23078-2:2020, 3.13]

2
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3.13
reading system
system which processes EPUB publications (3.12) and presents them to users (3.19)

[SOURCE: ISO/IEC TS 23078-2:2020, 3.14]

3.14

reading system developer

developer

EPUB reading system developer

entity which signs the device certificate (3.4) associated with a reading system (3.13

:2021(E)

certificate

m (3.13) in

h added.]

3.8), along

user key
hash value of the user passphrase (3.21), used to authenticate a reading system (3.13) to be abl
a protected publication (3.9)

Note 1 to entry: User key in this document is only used for authentication purpose to access a
publication.

e to access

protection

[SOURCE: ISO/IEC TS 23078-2:2020, 3.19, modified — The decryption role has been removed; the

authentication role and Note 1 to entry have been added.]

© ISO/IEC 2021 - All rights reserved
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3.21

user passphrase
string of text entered by the user (3.19) for obtaining access to the protected publication (3.9)

[SOURCE: ISO/IEC TS 23078-2:2020, 3.20]

4 Abbreviated terms

DRM digital rights management

LCP  licg

5 Over

bnsed content protection

View

5.1 Genleral

In order tg
resources

The licens
the EPUB
resources
license do
paired dey
used to de

The licens

are encrypted; and a license document is generated.

e document can be transmitted outside an EPUB container or be.€mbedded inside it. Follow

OCF 3.2 specification, META-INF/encryption.xml identifies all encrypted publicat
and points to the content key needed to decrypt them. ThiS content key is located inside
Cument and is itself encrypted using the device key. The device key is a public key wh
ice private key is present in the device. It is used todecrypt the content key, which in tur
crypt the publication resources.

and infor

e document may also contain links to externalresources, information identifying the u
ation about what rights are conveyed to the'user and which are not. Rights information 1

deliver a publication to users without risk of indiscriminate redistribution, most publicatfion

ing
ion
the
pse
h is

Ser,
hay

include things like the time during which the license\is valid, or whether the publication may be prinjted
or copied, etc. Finally, the license document always includes a digital signature to prevent modificat
of any of itls components.

NOTE

his subclause has been modified(from ISO/IEC TS 23078-2:2020, 5.1. The role of user key has b

removed ard device key has been added.

Figure1s

ows the relationships dmong the various components of device key-based protection.

ion

een
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OCF (.epub)
encryption.xml Device-dependent
Unprotected Info
Resources |, EncryptedData/CipherReference &
| | KeyInfo/RetrievalMethod
- -
I'4 License.lcpl \
v
Protected Resources [‘P} <::| @ Content Key < | [®= DeéVice Privhte Key
Device Key
l I = Lilr?;}or Rights || Links
Signature
Key
encrypted data

pr

=

NO

renjoved, and device key has been added.

NO
me
use|

5.2
ISQ

5.3
AfY

= decrypts

 —— refers to

[E1 This figure has been modified from ISOfIEC TS 23078-2:2020, Figure 1. The user ke

E2 The content key is encrypted usingthe device key and decrypted using the device priv
Chanism is different in ISO/IEC TS 23078-2, where the content key is encrypted and decrypte
I key.

Figure 1 < Protected publication with a license document

Protecting thépublication

IEC TS 2307.8°2:2020, 5.2 shall apply.

Licensing the publication

era\user has requested a protected publication, the following steps are followed by t

prq

y has been

ite key; the
H using the

e content

vider to license the protected publication:

d)

Generate the user key by hashing the user passphrase (as described in 6.4.2). It is assumed that the

user and associated user passphrase are already known to the provider.

Store this user key for future use.

Encrypt the content key associated with the protected publication using the device key found in the
device certificate. The device certificate has been registered by the reading system in advance (as

described in 7.4.4).

Create a device key-based license document (META-INF/license.lcpl) with the following contents:

1) aunique ID for this license;

© ISO/IEC 2021 - All rights reserved
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the date the license was issued;
the URI that identifies the content provider;

the encrypted content key;

formation relative to the user passphrase and user key;

formation relative to the device key;

nnnnnnnn 1.

clrant

links to additional information stored outside of the protected publication and license

2)

3)

4)
5) in
6) in

7)
8) i
9) i
ug
e) Gener
There are
the user:
— Licen

docunpent to the protected publication’s container and delivers this-to the user.

Licen
in the
syster

docunpent to the container of the protected publicatiorn

Whichevel
protected

NOTE
added, and

5.4 Reagding the publication

5.4.1 Gg

In order tg
in5.4.2, 5.

OTTaTy,

ormation on specific rights being granted to the user (optional);

ing the device key.
hte a digital signature for the license document data and add it to the licehse"document.

then two different methods to deliver the license document and protected publicatior

e document included inside the protected publication: Thé provider adds the lice

e document delivered separately: The provider includes a link to the protected publicat
license document, and then delivers just the license document to the user. The read
h processing the license document downloads thé\protected publication and adds the lice

method is used, the reading system is presented with an EPUB container that includes
publication and the license document.

[his subclause has been modified fromJSO/IEC TS 23078-2:2020, 5.3. Step b) and step d) 6) have b
user key has been changed with devige key in step d) 9).

neral

decrypt and render a protected publication, the reading system follows the steps specif
1.3 and 5.4.4.

NOTE

5.4.2 R¢

[his subcladse has been extended from ISO/IEC TS 23078-2:2020, 5.4 into 5.4.1, 5.4.2,5.4.3 and 5.4.

ormation identifying the user (optional). Some of the fields in this section may bejencryptted

to

[1se

ion
ing
nse

the

ceen

ied

gistering a device

A device

egistration 1s mandatory belore a device Key-base license 1s oblained. I'he register Iin

obtained from a license status document; and this link is specific to the license to be acquired.

K is

Any user who knows the passphrase of a publication can register the device with the provider, get the
associated device-based license document and open the publication, as long as the accumulated number

of registra

tions does not exceed the limit defined by the provider.

5.4.3 Acquiring a device key-based license document

After having successfully registered the device, a reading system is able to acquire a device key-based
license document.

© ISO/IEC 2021 - All rights reserved
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4 Decrypting a resource

:2021(E)

After having successfully acquired the device key-based license document, the reading system follows

the
a)
b)
c)

se steps, in a highly secured manner:
Verify the signature for the license document.
Get the device private key associated with the reading system.

Decrypt the content key using the device private key.

d)

NO
to 4
tod

5.5

5.5

Dey
ar
neq
ist

5.5

Thq
key
pra

Thq
def
and
dog
key

Thq

D + 4]l £ ad 2 +1a i +1
DCCT y pr it pProtC e TCO T CSUUT eSO STITS CIIC COTTICCTIT RC Y.

[E The acquiring process of the user key in the step b) in the ISO/IEC TS 23078-2:2020 has/b¢
process for getting the device private key; and the process using the user key in the step ¢) has be
ne using the device private key.

Licensing workflows

.1 General

bading system, which is a difference compared to ISO/IEC-TS 23078-2:2020. Such regi
essary when a reading system gets a protected publication-as well as when a protected
Fansferred from a reading system to another one.

.2  Getting a protected publication

 first time a license document is issued to a user, the provider cannot generate a user-speq
-based license document because the device'is not yet registered for this license and thg
vider server doesn’t know the device key-yét.

b provider therefore issues a license~document whose content key is encrypted using a
ined by the provider itself. The reading system does not possess the matching device g
| therefore cannot process this version of the license document. It can still retrieve the licg
ument, register the device,retrieve an updated license status document and then fetch
-based license document-tied to the reading system.

e corresponding workflow is illustrated in Figure 2:

en changed
en changed

rice registration is required by this document before a proteeted publication can be pr¢cessed by

Stration is
ublication

ific device
refore the

Hevice key
rivate key
nse status
the device
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User Reading system A Provider

1. Request licensing publication

\4

2. License document with provider’s device key

<

3. Register device certificate and update license dgcument

>
>

v

<&
<

4. Request protected publication

\4

5. Protected publication

<&
<

@ 6. Get device private key and derive content kely

@ 7. Render protected-publication

8. Show publication

Figure 2 — Workflow of licensing for.getting a protected publication

5.5.3 Trjansferring a protected publication

After sucdessfully opening a protected publication on a device, a user may export this protedted
publication and try to open it on another device. In such a case the second reading system, evep if
compliant{with this document, is not able to decrypt the content key because its device private key dpes
not matchithe device key of the finsSt,device.

Such reading system therefore has to register the new device in order to get a new license document
generated|with the proper.device key information.

The corregponding werkflow is illustrated in Figure 3:

8 © ISO/IEC 2021 - All rights reserved
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User Reading system B Provider

1. Transfer publication tied to reading system A

»
»

2. Register device certificate and update license ddcument

» @
» <4

v

5.5
The

reading system and the provider:

a)
b)

A

d)

@ 3. Get device private key and derive)coritent key
@ 4. Render protected publication

5. Show publication

Figure 3 — Workflow of licensing for transferring a protected publication

L4 Register device certificate and update license document

P two previous processes share the same‘registration and license acquisition process bg

The reading system gets a license status document.

The reading system gets the.user key (if it has previously stored it) or generates it by h
user passphrase.

The reading system gets the developer certificate and device certificate (assuming that
already been generated and installed during the installation of the reading system).

The readingssystem registers the device using the register link found in the license status
with the user key, developer certificate and device certificate as parameters (see 7.4.4).

The provider server verifies that the user key matches the value associated with the oy
licénse. An error is returned if it is not the case.

tween the

ashing the

these have

document,

'ner of the

f)

g)
h)

i)

Lank} LA | a1 41 1 H rad 4o 1 41 1 H 4 J 41 1
THIT PIroviIiuch vd4dlluditTs LT UTVILT TTSISTT AUIULL, d5 TUITES d5 LT USTI RTY IS5 LUTTTLL AU THT 1

mit on the

number of allowed registrations has not been reached for the current license. An error is returned

if it is not the case.
The provider returns an updated license status document.

The reading system requests an updated license document (see 7.3.4.3 and 7.4.3).

The provider server issues a device key-based license document.

The corresponding workflow is illustrated in Figure 4:
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User Reading system Provider

1. Get license status document

2.Get user key @
2. Input passphrase (optional) -

@ 3. Get device certificate

4. Request registering device certificate

o Ch 1
—Gheek-userkey

—
@ 6. Validate device registration

7. Updated license status document

8. Request updated license document

9. Issue device-based license document

5

10. Device-based license document

Figure 4 — Workflow of registering device certificate and‘updating license document

6 License document

6.1 General

ISO/IEC T$ 23078-2:2020, 6.1 shall apply.

6.2 Content conformance

ISO/IEC T$ 23078-2:2020, 6.2 shall apply.
6.3 Licdnse information

6.3.1 General
ISO/IEC T$ 23078-2:2020, 6.3.1 shall apply.

6.3.2 Encryption (transmitting keys)

6.3.2.1 General

To transmit keys, the encryption object shall contain the profile, content_key, user_key objects and
device_key objects in accordance with 6.3.2.5.

NOTE This subclause has been modified from ISO/IEC TS 23078-2:2020, 6.3.2.1. The device key has been
added.

6.3.2.2 Profile

The encryption/profile object shall contain the value defined in Table 1.
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Table 1 — Profile information in encryption

Name Value Format/data type

Identifier for the encryption profile used by this ISO/

profile IEC TS 23078-3 compliant publication. URI
NOTE Table 1 has been modified from ISO/IEC TS 23078-2:2020, Table 2. The value of profile has been
changed.

6.3.2.3 Content key

Th¢ encryption/content_key object contains the content key (encrypted using the device'kdy) used to
endrypt the publication resources. It shall contain the name/value pairs described in Table’2
Table 2 — Content key information in encryption
Name Value Format/data type
Base 64 encgded octet
en¢rypted_value |Encrypted content key. sequence
Algorithm used to encrypt the content key, identified using the URIs
aldorithm defined in W3C XML Encryption. This shall match the content key URI
§ encryption algorithm named in the encryptionProfile identified
in encryption/profile.
NOTE This subclause has been modified from ISO/IECYTS 23078-2:2020, 6.3.2.3. The confent key is
encfypted using the device key.
6.312.4 User key
Th¢ encryption/user_key object contains information regarding the user key used to authepticate the
usdr. It shall contain the name/value pairs*defined in Table 3.
Table 3 =\ User key information in encryption
Name Value Format/data type
tedt_hint Hint to be displayed to the user in order to help him remember the user String
passphrase.
Algorithm\used to generate the user key from the user passphrase. This
algorithm URI shall'match the user passphrase hash algorithm specified in the |[URI
encriyption profile identified in encryption/profile.
NOTE Talkle.3 has been modified from ISO/IEC TS 23078-2:2020, Table 4. The key_check properfy has been
renjoved.
6.3.2(5 .~ Device key

The encryption/device_key object contains information associated with the device key that is used to
encrypt the content key. It shall contain the name/value pairs defined in Table 4.

Table 4 — Device key information in encryption

Name Value Format/data type
DN (Distinguished Name in X.509 as defined in RFC 5280) described in
key_name the device certificate, which is used for identifying the paired device|String
private key.

© ISO/IEC 2021 - All rights reserved
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Table 4 (continued)

Name

Value Format/data type

key_check

Value of the license document’s id field, encrypted using the device key
and the same algorithm identified for content key encryption in en-
cryption/content_key/algorithm. This is used to verify that the reading
system has the correct device private key.

Base 64 encoded octet
sequence

EXAMPLE
document.

{

Encryption information for a license document with content key, user key and device key for this

midn:.

"issued|':
A" :
Er'
Cion":
rofile":
bntent key":
"encrypted value":

"update
"provid
"encryp
"p
"c

f15e740-697£-11e3-949a-0800200c9%a66",

v

"2013-11-04T01:08:15+01:00",

"2014-02-21T09:44:17+01:00",
"https://www.imaginaryebookretailer.com",

{

"http://iso.org/ISO-TS-23078-3/basic-profile",

{

"/k8RpXgf4E2WEUNCp76E8PThSO051NXwAXeTD11i0az¥RCRGVHLACk/KQ3cTh5

JxDmCKOnRLyAxs1X0aA3z55boQ==",
"algorithm": "http://www.w3.0rg/2001/04/xmlenc#rsa-oaep-mgflp”
}
"uper key": {
"text hint": "Enter your email address",
"algorithm": "http://www.w3.0rg/2001/04/xmlenc#shal5p™
}
"device key": {
"key name": "CN=SDEVICE ID, O=EDRLab",
"key check": "1jJEjUDipHK303Gt6kFq7dcOLZuicQRUYWQ+TYKAIWKM6XvV6kpHFhEF7LOKUK/Owfrw"
}
by
"linksﬂ: ". ",
"rights ': ” '",
"signatpre": "..."
}
6.3.3 Lipks (pointing to external resources)
6.3.3.1 General
ISO/IEC T$ 23078-2:2020, 6.3.3.1 shall apply.
6.3.3.2 Link object
ISO/IEC T$ 23078-2:202056.3.3.2 shall apply.
6.3.3.3 Linkrelationships
Link relationships defined in ISO/IEC TS 23078-2:2020, 6.3.3.3 are valid in this document. The
specificity] of‘this document is that a license document shall have a status link. Table 5 introduces link
relationships for each Tlink object which is used for value of rel.
Table 5 — Link relationships of link
Relation Semantics Required?
. Location where areading system can redirect a user looking for additional infor-
hint . Yes
mation about the User Passphrase
N Location where the publication associated with the license document can be
publication downloaded Yes
As defined in the IANA registry of link relations: "Conveys an identifier for the
self - " No
link's context
support Supportresources for the user (either a website, an email or a telephone number) [No
12 © ISO/IEC 2021 - All rights reserved
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Table 5 (continued)
Relation Semantics Required?
status Location of the license status document associated with the license document |Yes

NOTE Table 5 has been modified from ISO/IEC TS 23078-2:2020, Table 6. The ‘Required?’ field has been
changed.

EXAMPLE A license document points to a publication, contains the location of the status document and the
location of a hint about the user passphrase.

{
"id": "efl5e740-697f-11e3-949a-0800200c9%a66",
"issued": "2013-11-04T01:08:15+01:00",
"lupdated": "2014-02-21T09:44:17+01:00",

provider": "https://www.imaginaryebookretailer.com",
encryption": "...",
links": [
{ "rel": "publication",
"href": "https://www.example.com/file.epub",
"type": "application/epub+zip",

"length": "264929",
"hash": "8b752f93e5e73a3effflc706clc2e267dffcbec01lc382ecbe2abca9bd57cc8378"

{ "rel": "hint",
"href": "https://www.example.com/passphraseHint?ulser id=1234",
"type": "text/html"
by
{ "rel": "status",
"href": "https://www.example.com/1lsd/4d8£5¢99-7f18-7ab8/status",
"type":"application/vnd.readium.licensesstatus.v1l.0+json"
}
1
"rights": "...",
"Isignature": "..."

6.3l4 Rights (identifying rights andrestrictions)
ISQ/IEC TS 23078-2:2020, 6.3.4 shall apply.

6.3l5 User (identifying the user)
ISQ/IEC TS 23078-2:2020, 6.3.5 shall apply.

6.36 Signature.(signing the license)

ISO/IEC TS 23078-2:2020, 6.3.6 shall apply.

6.4 User key

6.4.1 General

This document uses a passphrase model for authenticating a user. The user passphrase can be anything
at all: a user-defined password, a content provider-defined password, an e-mail address, a library card
number, etc. The user key is defined as a hash of the user passphrase. A user key is sent to the provider
server at the time of registration of a device. The content provider verifies the user key using its own
copy of the user passphrase information, stored in the provider server.

When the reading system opens a protected publication for the first time, it prompts the user for a
passphrase, generates the corresponding user key and stores this information securely for future use.

© ISO/IEC 2021 - All rights reserved 13


https://iecnorm.com/api/?name=cd15a81161f5af6660ace717156b99aa

ISO/IEC TS 23078-3:2021(E)

6.4.2 Calculating the user key

ISO/IEC TS 23078-2:2020, 6.4.2 shall apply.

6.4.3 Hi

nts

ISO/IEC TS 23078-2:2020, 6.4.3 shall apply.

6.4.4 Requirements for the user key and user passphrase

1

ISO/IEC TS
6.5 Sigr

6.5.1 Gg

6.5.1.1

ISO/IEC TS

6.5.1.2
Since this

get a devig
license do
has not be

When req
as well as
also execy
certificate|

To make s

4.4
L1 Slld

1l 1

I1 Cll.)yl_y.

jature and public key infrastructure
neral

yalidity of license document

23078-2:2020, 6.5.1 shall apply.

yalidity of a device certificate

Hocument allows any reading system with a valid device certificate to register the device
e key-based license document as long as the user knows'the passphrase associated with
Cument, it is critical that the provider can verify thdt the device certificate is authentic
bn altered.

pested to register a device, the content provider first validates the developer certifig
the device certificate which are sent frogm the reading system. The validation proces
ted for checking the validity of the certificate chain among the root certificate, develo
and device certificate.

ure that the developer certificate and the device certificate have not been revoked,

provider

NOTE

general exylanation on the validation‘ptrocess of device certificate has been added.

6.5.2 Cdrtificates

6.5.2.1

ISO/IEC T$ 230782272020, 6.5.2.1 shall apply.

6.5.2.2

so checks a certificate revocation list maintained by the license authority.

his subclause has been extended from ISO/IEC TS 23078-2:2020, 6.5.1 into 6.5.1.1 and 6.5.1.2.

rovider certificates

hind
the
hind

ate
5 1S
per

the

The

oot certificate

ISO/IEC TS 23078-2:2020, 6.5.2.2 shall apply.

6.5.2.3 Developer certificates

The developer of a reading system shall have a certificate in the [X.509] v3 format, issued and signed
by the license authority using the private key paired with the root certificate: this is referred to here as
the developer certificate. The subject of the developer certificate should represent the reading system

developer.

Reading system developers shall distribute their developer certificates when the reading system is

installed.

14
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6.5.2.4 Device certificates

A reading system shall have a certificate in the [X.509] v3 format, issued and signed by the developer of
the reading system using the private key paired with its developer certificate: this is referred to here as
the device certificate. The subject of the device certificate should represent a reading system,; it should
not include any user’s personal information.

The reading system should obtain a signed device certificate from the reading system developer via a
proprietary and secure channel at the time the reading system is installed.

For a device certificate to be considered valid, the developer certificate shall have been valid at the time
thel device certificate was signed (as indicated by the issued field); and the developer centificate shall
not have been revoked.

6.5.3 Canonical form of the license document

ISQ/IEC TS 23078-2:2020, 6.5.3 shall apply.

6.5l4 Generating the signature

ISQ/IEC TS 23078-2:2020, 6.5.4 shall apply.
6.5(5 Validating the certificate and signature

6.5.5.1 Validating the certificate

a) | The reading system shall check the signature ©f the provider certificate and developer[certificate
using the root certificate it embeds.

b) | The reading system shall check the signature of the device certificate using the|developer
certificate.

c) | If a network connection is availakle, the reading system shall periodically update its [certificate
revocation list, as defined in REC5280.

d) [ The reading system shallcheck that the device certificate, provider certificate, and|developer
certificate are not revoked, as defined in RFC 5280.

e) | The reading systefn, shall check that the provider certificate has not expired when the license
document was last'updated.

f) | The readingysystem shall check that the developer certificate has not expired when the reading
system géts'the device certificate.

6.5.5.2( Validating the signature

IS I/TPF TS 7'2“7?1_7-7(\7(\’ 655 2 chall app]y

6.6 Device key

6.6.1 General

To transfer a content key securely from the provider to a reading system using an asymmetric
cryptographic key, the provider uses the reading system'’s public key called the device key, while the
reading system uses for decryption the associated private key called as device private key. The key pair
is stored in the reading system; and the device certificate, which includes the device key, is sent to the
provider before a device key-based license document is acquired.
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6.6.2 Generating the device key

A key pair (private and public keys defined in RFC 5280) for a reading system should be generated
when the reading system is installed, where the public key is used as device key and the private key
is used as device private key. Then the reading system developer shall sign the device key to make a
device certificate. No human intervention for authentication between the reading system and reading
system developer should be involved for key pair generation and signing.

Hereisap

ossible scenario for key pair generation:

a) Thereading system generates a X.509 key pair during installation.

b) Thers
c) The d{
d) The d{

6.6.3 Rq

Although
device pri
recommer]

— The ds

— The c1
AES-2

— The ke
— The k

informpation of the reading system, so that a,cepy of the encrypted device private key cannot wj

on ang

ading system sends the public key to the developer and requests signing via a secure chan
bveloper signs the public key with the developer private key.

bveloper returns the signed device certificate to the reading system.

commendations for the device private key protection

t is not an interoperability issue, protection measures applicable“to the handling of
bate key and the signing process of the device key are very important in this document.
ded to follow the security guidelines outlined below:

bvice private key should be stored in an encrypted form inthe reading system.

yptographic algorithm used to protect the device ptivate key should be at least as securg
56, defined in FIPS 197.

y used for the encryption of the device privatetkey should be unique for every reading syst

by used for the encryption of the deviceprivate key should be related to the device H

ther device.

— Aco

certificate signing should be at least as secure as SSL, defined in RFC 6101.

— The epcryption algorithm used;to protect the device private key and the communication protc

used t

7 Licen

7.1 Genleral

This claus

unication protocol used between the reading system and the reading system developer

p retrieve the device certificate should not be open to the public.

|se status document

b defires the status of a DRM license along with the interactions that can affect its statu

hel.

the
t is

P ds

for

col

5. It

also conta

ns'a’history of the events associated with the license.

The interactions defined in this document aim at supporting lending in public libraries, where a user
may have the ability to renew a time-limited loan or return one before it expires. And the register
interaction is necessarily used for registering the device certificate of the reading system.

A.2 shows

an example of a license status document.

7.2 Content conformance

ISO/IEC TS 23078-2:2020, 7.2 shall apply.
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7.3 License status information

7.3.1 General

ISO/IEC TS 23078-2:2020, 7.3.1 shall apply.

7.3.2

Status

ISO/IEC TS 23078-2:2020, 7.3.2 shall apply.

ISO/IEC TS 23078-3:2021(E)

7.3.13 Updated

ISQ

7.3l4 Links

7.3l4.1 General

ISO

7.314.2 Link object

IEC TS 23078-2:2020, 7.3.3 shall apply.

IEC TS 23078-2:2020, 7.3.4.1 shall apply.

Eagh link object contained in links supports the keys defined\in Table 6.

Table 6 — Objectlist in link

Name Value Format/data type Required?

href Link location. URI or URktemplate Yes

rel Link relationship to the|Listof{ell-known relation values, URIs Yes
document. for_extensions as defined in 7.3.4.3

title Title of the link. String No
Expected MIME media type

type value for the external re-| MIME media type No, but highly recommnjended
sources.

terhplated Indicates that the hrefis a Boolean No, default value is "fa|se"
URI template.
Expectedyprofile used to com ‘

. . ; i No, default value is "http://iso.org/

profile identify the external re-|URI 1S0-TS-23078-3/basic|profile”
soutee.

NOTE Table 6 has been modified from ISO/IEC TS 23078-2:2020, Table 13. The ‘Required?’ field of the profile

reldtion hasbeen changed.

7.314:3

Link rplafinnchipc

This document introduces the link relationships defined in Table 7 for each link object which is used for

value of rel.

Table 7 — Allowed value list in rel

Relation Semantics Templated? |Required? HTTP verb
license Location of the license document associated to the No Yes GET
status document.
register Action to register a device. Yes Yes POST
return Action to return a license. Yes No PUT
© ISO/IEC 2021 - All rights reserved 17
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Table 7 (continued)
Relation Semantics Templated? |Required? HTTP verb
renew Action to renew a license. Yes No PUT
NOTE Table 7 has been modified from ISO/IEC TS 23078-2:2020, Table 14. The ‘Required?’ field of the

register relation has been changed.

7.3.5 Potential rights

ISO/IEC T$23078-2:2020 73 5 shall npp]y

7.3.6 Events

ISO/IEC T$ 23078-2:2020, 7.3.6 shall apply.
7.4 Intdractions

7.4.1 General
ISO/IEC T$ 23078-2:2020, 7.4.1 shall apply.

7.4.2 Handling errors
ISO/IEC T$ 23078-2:2020, 7.4.2 shall apply.

7.4.3 Checking the status of a license

ISO/IEC T$ 23078-2:2020, 7.4.3 shall apply.

7.4.4 Ragistering a device

Registratipn of the device is mandatory, for every publication before a device key-based licepse
documentican be acquired.

When a rdading system opens a license document for the first time and gets access to its associated
status document:

— itshal] attempt to register‘the device to the provider using the link exposed in the status docume¢nt;

— it shall block the uSer from accessing the publication associated with the license document if [the
registration fails){the reading system cannot decrypt the protected resource if the registratfion
process is notisuccessful);

— it shaltiattempt to register itself again if it couldn’t do so the first time the license document yvas
openef.

NOTE1 The requirements for a reading system on registering a device have been modified from
ISO/IEC TS 23078-2:2020, 7.4.4.

During the registration, a reading system shall always send the same unique identifier for a
specific device, no matter which status document it interacts with. Any further interaction with a
provider should use the same identifier/name. To consider user privacy and assure the unicity of device
ids, the client should generate device unique ids using a hash value of the device key. Table 8 defines a
HTTP protocol for the register interaction.
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Table 8 — HTTP protocol for register interaction

sequence

specified in the encryption profile identified
in encryption/profile in the license document.

Relation Semantics Templated? Required? HTTP verb
register ﬁcsesr?sc;ate a new device with the Yes Yes POST
Parameter* Format Semantics Required?
id Octet sequence A unique identifier for the device. Yes
name String A human readable name for the device. Yes
The user key of the publication, derived from
AN L TL 1 itla £, 2| H
usgr_key Base 64 encoded octet/; th yser key from the user passphrase is| Yes

deyice_certificate Base 64 encoded DER

The device certificate: an X.509 certificate

No (Yes, if the

certificate containing the device key first tme)
N Base 64 encoded DER The readln_g'system developer 'certlflcate:'an No (Yes, if the
deyeloper_certificate " X.5009 certificate used for signingthe device| .
certificate 7 first tme)
certificate
NOTE 2  Table 8 has been extended from ISO/IEC TS 23078-2:2020, Table/18. The user_key, devicq certificate

and developer_certificate parameters have been added.

Alljparameters in Table 8 shall be URL encoded.

Tahle 9 defines the expected behaviour of the server and clent on the register interaction.

Table 9 — Expected behaviour of register interaction

Server side behaviour

HTTP status code Client side bdhaviour

by[the server to ‘active’ instead(The server may

Th server registers the device identified by id"“if user_key
mdtches the license owner. It then returns an\updated status

ney event in the events object of the status document.

also add a

dogument. The server shall update the timestamp of the status Once the certifichte _iS regis-
dofument contained in the status key oftthe updated object. |79 tered properly, the client may

] . not attempt to register the
If the status was previously set tq ‘ready’, it shall be updated device again for fhis license.

NOTE 3  Table 9 has been modified from ISO/IEC TS 23078-2:2020, Table 19.

Table 10 defines expected failures of server response on the register interaction.

Table 10 — Expected failures of register interaction

HTTP Sta- .

Type tus Code Title
http//Teadiunmrorg/icense-status-documnemnt/ 400 Your device could not be registered properly.
error/registration '
http://readium.org/license-status-document/ 403 The user kev is incorrect
error/registration/authentication y '
http://regdlum:org/.llcgnse-status-document/ 403 The number of registrations exceeds the limit.
error/registration/limit

The request does not include a device_certif-
http://readium.org/license-status-document/ 406 icate or developer_certificate, or there was
error/registration/not-acceptable no registered device certificate associated

with the device id in the server.

© ISO/IEC 2021 - All rights reserved
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Table 10 (continued)

HTTP Sta- .

Type tus Code Title
http://readium.org/license-status-document/ Sxx An unexpected error has occurred.
error/server
NOTE4  Table 10 has been extended from ISO/IEC TS 23078-2:2020, Table 20. Two error types equivalent to

HTTP status 403 and 406 are added.

Example 1

A simple license with a registration link.

{

"links"|:

{

r

key,devic

}
]
}
Example 2

POST /lic
Host: exa

1d=B9DA0A|
&name=eBo
&user key
&device c
dodHMub3TI
BC4THFEyYQ
kwEFwYDVQQ
aWwbnU2Vyd
OCAQ8AMII
iHb2EcDnz
rDIVCWXzy|
hyIYecQOi
gUJwIDAQA
FaM4%2BHY
XJpz2h0cy)
GA1lUELhMc
1041h6KcM
T2tID197%
g2FBOodon
RmCNGIazr
&develope
GTAXBgNVB
BpbnNpZGU|
MjQwODASM|
mtyMRYwEA|

[

~1": "register",

'href": "https://example.org/license/aaa-bbbb-ccc/register{?id,name,usét
e certificate,developer certificate}",

"type": "application/vnd.readium.license.status.v1l.0+json",

'templated": true

A sample for a HTTP request body, in which a device registers the device key.

Ense/aaa-bbbb-ccc/register HTTPS/1.1
mple.org

331B6A1F1CBE797FB37138586EBB42539C1DCA4FBED2DDOBOBEFES9FCCT

bk%$20App%20 (Android)

FqwYXxfNDVt3z002yvO010mzL37wLY1986z0R7mUSZG34%3D
Ertificate=MITIESTCCAzGgAwWIBAgIDANkyMAOGCSgGSIb3DOEBCWUAMHUXGTAXBgNVBAOTEGNVCHL
13T xGTAXBgNVBASTEGNvCH] yaWWdodAMub3Tua3 IwE AUBgNVBAMT DURSTSBpbnNpZGUgQOExJTAS B
ktabXdpVUZvRXArUEx3WnpwdjdJITmNzVTOwHhcNMTUwN]jA4MDUyMDE 1WhcNMjQwODASMDUyMDE1W] B
KExBJjb3B5cmlnaHRzLm9yLmt yMRkwFwYDVQQLEXBjb3B5cmlnaHRzLm9yLmt yMRYwFAYDVQQODEwW1Cb
MVyMSUWIwYDVQQUExWwOL2FQONEpiUSOmMDdZ2Tk5ueFdgT1BoMkkxWEkOMIIBIjJANBgkghkiGOwOBAQE
BCgKCAQEAU15CkVsQDxxqTkDc4sClfel2esChMv0ObP]j9pW1ln3VoBqA6BZzEDNYcpnEF9Ic5Z2d0cBW0e
94FH7SryC971iA%2F9TqRs2pdHQacli9EC0jCrIsmwZ2RmGevit00LM1KNhePS1E8nvnt8521DpJWDI
bPCcylkZYOyXXYJIxDa886VgjpeegUKEWTO0495aHIJdDI7Iaeokh4bb8CuEI2rol3HXcWiivTdjc7eNK
TAVS2FGDjvbL1WnVBUauYgLRwBe8DSeKCDXUGNNWEF14XKBQ700jc3ktaDHbdKmz2XsP1lpil6ZZVE7
Bo4HhMIHeMAsSGA1UdDWQEAWIESDAMBgNVHRMBALS8EAJAAMBOGAL1UADgQWBBTj90%2FgltD9%2FTuw0
[ VcjCBoQYDVROIBIGZMIGWgBRDYEpmbCIQWgTCQ8vBnOmS2FsglyxaF5pHcwdTEZMBCcGALIUEChMQY 2
bvciSrcjEZMBCGALIUECXMQY2 9weXJpZ2h0cy5veciSrcjEWMBQGALIUEAXMNREFINIGluc21kZSBDQTEL]
JTJCS1ptd21VRmOFd2t@THAaenB2NO1OY3NVPYIDANhpMAOGCSgGSIb3DQEBCWUAA4IBAQCIVTU2JP
DS 2BLKJE9252%2BfRYRI YzLexCT3%2kt 44bairKqqHuyNBzCjPLWrHNYaBz$ 2F5BX 1 qxyKm6QgFpUD]
P FmMGMiBEfCvTxCaRRAMSvZz$2F1£0tZ2dO9n%s2BPuBGPZnWibQsg2nH77LGRUGIJHBG70%2BLmpg%2BT2
Mz zmx 1 6judWhOVzmclbt72tdgHOhfalwyu2yLrmmByStD1gI7ZBgDg%$2BgFXKOOrWc$2F%2BbgESXZ
HUcgHQFLaVGhzyTIo0mt517z2I0uX0N2sulJGMwB7vg%s2F9¢c7d1lYP111TNvyMS43tnKmhc77BUcCR
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BzEDNYcpnF9Ic52d0cBW0egSAiHb2EcDNzT94FH7SryC971A%2F9TgRs2pdHQacL9fCOjCrIsmwZ2RmGevit0oLM1K
NhePS1E8nvnt8521DpJWDIGVIrDIVCWXzy6PcylkZYOyXXYJIxDa886Vgjpeeg9UKLWTO0495aHIdDI7Iaeokh4bb8Cu
EI2rol3HXcWiivTdjc7eNK2UFhyIYecQO1JAVS2FGDjvbL1WnVBUauYgLRwBe3bSeKCDXUGNNWEF14XKBQ700jc3kt
aDHbdKmz2XsPlpil6ZZVE7F4BgUIJwIDAQABO4HhMIHeMASGA1UdDWQEAWIESDAMBgNVHRMBAf3EAJAAMBOGA1UdDgQ
WBBTJ90%2FgltD9%2FTuw02fFaM4%2BHYjVcjCBoQYDVROJBIGZMIGWgBRDYEpmbCJIQWGTCQ8vBnOmM$2FsglyxaF5p
HcwdTEZMBCGAL1UEChMQY29weXJpZ2h0cy5vci5rcjEZMBCcGALUECXMQY2 9weXJpZ2h0cy5veci5rcjEWMBQGAIUEAXM
NRFJINIGluc21lkZSBDQTEIMCMGALIUELhMcUTJCS1ptd21VRmOFd2tQTHdaenB2N0O1OY3NVPYIDANhpMAOGCSgGSIb3D
QEBCWUAA4IBAQCiVTU2JPcY71041h6KcM2%2BLKJIE9252%2BfPYk7YzLcxCT3Z2Zkt44bai rKqqHuyNBzCjPLWrHNYa
Bz%2F5BX1gxyKm6QgFpUDpVBT2tID197%$2FmMGMiBfCvTxCaRKAipSvzi%$2F1if0tZ2d9n%s2BPuUuBGPZnWibQsg2nH77LG
RUuGJHBG70%2BLmpg%$2BT2R21g2FBOodonMzzmx16judWhOVzmclbt7Z2tdgHOhfalwyu2yLrmmByStD1gI7ZBgDg%2B
gFXKOOrWc%2F%$2BbgESXZ1yiRmMCNGIazrHUCgHQFLaVGbzylI90mt517zI0uX0N2sul JIGMwB7vg%2F9¢c7d1YP1ilTN
vyMS43tnKmhc77BUcCR

7.4.5 Returning a publication

ISO/IEC TS 23078-2:2020, 7.4.5 shall apply.
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.6 Renewing a license

ISO/IEC TS 23078-2:2020, 7.4.6 shall apply.

8 Encryption profiles
8.1 General
In order to malntaln maximum flex1b111ty, no spec1f1c algorlthms are mandated by thls document.

he =t h—eH A FHeH : dentification
of ncryptlon algorlthms to be dlscovered by reading systems when presented with"a|protected
publication.
In prder to simplify the discovery process, this document defines the notion of encryptipn profile,
whijch is the set of encryption algorithms used in a specific protected publication and associated license
doqument. Reading systems that implement the algorithms identified in the)encryption profile are
able to decrypt protected publications encoded using such encryption profile. The identification of
thel encryption profile in the license document eases the discovery of these requirements by reading
systems.
This document defines the basic encryption profile 1.0, composed<rom a set of associated algorithms
extiracted from W3C XML Encryption or W3C XML Signature.
Other encryption profiles are (or will be) defined for use in production; these profiles are feferenced
in the ISO-TS-23078-3 encryption profiles registry. Such-profiles may use algorithms which are not
dirpctly extracted from W3C XML Encryption or W3€XML Signature.
NOTE This subclause has been modified from ISQ/IEC TS 23078-2:2020, 8.1. Identifier of the specification
has|been changed as [SO-TS-23078-3.
8.7 Encryption profile requirements
ISQ/IEC TS 23078-2:2020, 8.2 shall apply.
8.3 Basic encryption profile
Th¢ basic encryption profile’1.0 for this specification is officially identified by the URI
http://iso.org/ISO-TS-28078-3/basic-profile.
Th¢ algorithms defined in Table 11 are associated to the basic encryption profile 1.0.

Table 11 — Algorithm list for the basic encryption profile 1.0
fncryption | Algorithm Algorithm (URI) Identjified in
farget (name) tll

S(;lurici;:LiU” e gﬁ: ngg http://www.w3.org/2001/04/xmlenc#aes256-cbc encryption.xml

Content key, user
fields (if encrypt-
ed)

RSA-OAEP

http://www.w3.0rg/2001/04/xmlenc#rsa-oaep-mgflp

License document

User Passphrase

SHA-256

http:// www.w3.0org/2001/04/xmlenc#sha256

License document

Signature

ECDSA with
SHA-256

http://www.w3.org/2001/04/xmldsig-more#ecdsa-sha256

License document

NOTE

content key and signature have been changed.
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9 Integration in EPUB

ISO/IEC TS 23078-2:2020, Clause 9 shall apply.

10 Reading system behaviours

10.1 Detecting protected publications

ISO/IEC TS 23078-2:2020, 10.1 shall apply.

10.2 Lice
ISO/IEC T

10.3 Use
ISO/IEC TS

10.4 Sign
ISO/IEC TS

nse document processing

23078-2:2020, 10.2 shall apply.

I key processing

23078-2:2020, 10.3 shall apply.

Jature processing

23078-2:2020, 10.4 shall apply.

10.5 Publication processing

ISO/IEC TS

10.6 Dev
Reading sy
— have 4
— have g
— regist
Reading sy
— store

— getthd

23078-2:2020, 10.5 shall apply.

ice key processing
rstems shall:
device certificate and a paired deyice private key;

developer certificate used to verify the device certificate;

rstems should:

he device private-Key in a secure manner;

docun|

Reading s

22

lent in as’s€eure manner.

r'stems'shall not:

er the device when openinga license document for the first time.

e device private key associated with the value of device_key/key_name property in the licepse
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Annex A
(informative)

Examples

AL pframteofaHrensetornment

In §he following example, the license document contains the following information:
— | Profile name: http://iso.org/ISO-TS-23078-3/basic-profile

— | Rights: no print, allowing copy as much as 2048 words at once, with starting'and expiratfion date
— | URL of the publication: https://www.example.com/file.epub

— | URL of the status document: https://example.org/license/status/aaa-bbbb-ccc

"id": "efl5e740-697f-11e3-949a-0800200c9a66",
"issued": "2013-11-04T01:08:15+01:00",
"lencryption": {

"content key": {
"algorithm": "http://www.w3.0rg/2001/04/xnmlenc#rsa-ocaep-mgflp ",
"encrypted value": "/k8RpXqgf4E2WEuUnCp76E8P/hS051NXwAXeTDlioazYxCRGVHLACk/KQBcCh5JxDm
CK(OnRLyAxs1X0aA3z55boQ==""
by

"profile": "http://iso.org/ISO-TS-230%8<3/basic-profile",
"user key": {
"algorithm"™: "http://www.w3.0rg®2001/04/xmlenc#sha256",
"text hint": "Enter your emailladdress"
by
"device key": {
"key name": "CN=709el1380£3528-11e5-a2cb-0800200c9%a66, O=DRMinside",
"key check": "1jJEJjUDipHK30jGt6kFg7dcOLZuicQFUYwWQ+TYKAIWKM6Xv6kpHFhF7LOKUK/Pwww"
}
e
"rilghts": {
"print": O,

"copy": 2048y,
"start": M2620-01-01T00:00:00+01:00",
"end": $2030-12-31T23:59:59+01:00",

"httpsSA/www.imaginaryebookretailer.com/lcp/rights/tweet": true
i
"Mlinks"™\_J
{ "xel": "hint",
"href": "https://www.imaginaryebookretailer.com/lcp/hint",
Ytype": "text/html"
Ty
{ "rel": "status",
"href": "https://example.org/license/status/aaa-bbbb-ccc",
"type": "application/vnd.readium.license.status.v1l.0+json"
}r
{ "rel": "publication",
"href": "https://www.example.com/file.epub",
"type": "application/epub+zip",

"length": "264929",
"hash": "8b752f93e5e73a3effflc706clc2e267dffcbec01lc382cbe2a6cadbd57¢cc8378"
}
1,
"user": {"id": "d9f298a7-7f34-49e7-8aae-4378ecbl1d597"},

"signature": {
"algorithm": "http://www.w3.0rg/2001/04/xmldsig-morefrsa-sha256",
"certificate": "MIIDEJCCAfoCCQDWMOjkYYOjPjANBgkaghkiGOwOBAQUFADBLMQswCQYDVQQGEwWJVUzETMB
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EGA1UECBMKQ2FsaWzZvcmbSpYTETMBEGAIUEBXMKRXZ1cnl3aGVyZTESMBAGAIUEAXMIbGI ) YWxob3NOMB4AXDTEOMDEwW
M3 IxMjYxN1oXDTE1IMDEWM]IxMjYxNlowSzELMAKGALIUEBhMCVVMxEZARBgGNVBAgGTCkNhbG1lmb3JuaWExXEzZARBgNVBA
cTCkV2ZXJ5d2h1cmUxEjAQBgNVBAMTCWxVY2FsaG9zdDCCASIwDQYJKoZIhveNAQEBBQADggEPADCCAQoCggEBAOPC
RECG7icpfOH37kuAM7s420gggBoikoTpoSyapy+s5eFSp8HSaqwhIYgZ4SghNLkj3e652SALav7chyZ2vilvitZycY+a
g50n5UTTxDvdwsC5ZNeTycuzVWZALKGhV7VUPEhtWZNmOgruntronNa812WS0aF7P5SbhJ65SDOGprFFaYOSyN6550
P3kgaRA07tDddcAlcmuIlIDRE8tOITIeMkBFk1Qf+1h+3uRP2wztOTECSMRxX/hIkCe5DRFDK2MuDUyc/iY8IbYOhMFFG
w5J7TMWOWZLBOaZHX+Lf510YByPbMH7800dda6T+tLYAVzsmIJdHIFtaRguCaJVt SXKQUAMCAWEAATANBgkghkiGOw0B
AQUFAAOCAQEAI9HIM+FMfgXsRUYOrGxL1w403f3YtAG/ohzt518DKiKUG3YANWRDL/VzXLZaHru7XBC40wmKe fKqoA
ORHyNEddXgtY/aXzO0lfTvp+xirop+D4DwJIIbaj8/wHKWYGBucA/VgGY7JeSYYTUSuz2RoYtJPNRELIXNSA+D+nkJ3d
xdFQ67FfVfahN3nCIgRgQRIOt1KaNI39CSheccCaWJ5DeSASLXLPCE)rTi/pyDzC4kLFOVIHY1KT71q5RkMO6GeC+7YF

vJtAyssM2nqunA21UgyQHblgdTh/dcYOACUbtBwWOITpHz8NTeO+r1dtH/BF4yxell 6p5kGLvuPXNU21ThgA==",
"value": "g/3IInic9c/EaJHyGlKkgk5v1z1JNsiQOBmxz41ykhyD3dA27g2Zzr0enYU9GxP/xheb5H5Kt2Wad/
hnt8+GWrEx1QOWNNE] J5CmTpZ63yvRNKNFSSrSRODMYmMQT/fKUYco7BU{ IMPPUGOFf4+kaToNW] 8m/Z1MxDcS3RZnVh
SEKzUNQn1ff2y3sUcXjes7wHbImDc6dRthbL/E+assh5HEqakrDuA4 IM8XNfukEYQJInivghgMLOGM33RnS5nZKEPPK/
C2F/vGjIfffSr1X3W3J1ds0/MZ6wtVeKIugR06c56V6+gKsnMLAQJaeOxxBXmbFdAEYyplP9irndD9tQZKgbbMIiw=5"
}

}

A.2 Example of a license status document

In the follgwing example, the status document indicates that the license has been registered for a sirgle
device and may be renewed or returned.

{

"id": "p34-5435-3453-345354",
"status|': "active",
"messagp": "Your license is currently active and has been mused on one device.",

"updatepd": {
"licehse": "2020-08-05T00:00:002z",

"staths": "2020-08-08T00:00:002"
}y
"links"|: [
{
"rell": "license",
"hrpf": "https://example.org/license/35d9b2d6",
"type": "application/vnd.readium.lcp.ldieense.v1l.0+json",
"orpfile": "http://iso.org/ISO-TS-23Q78-3/basic-profile"
}y
{
"re[l": "register",
"hrpf": "https://example.org/INcense/35d9%02d6/register{?id, name, user key,device
certificalte,developer certificatef\ly
"type": "application/vnd.xreadium.license.status.vl.0+json",

"tepplated": true
by
{

"rell": "return",
"hrpf": "https:/Yekample.org/license/35d9b2d6/return{?id, name}",
"type": "application/vnd.readium.license.status.v1l.0+json",

"tepplated"  true
by

"rell": ("nénew",
"hrpfl%:, "https://example.org/license/35d902d6/renew{?end, id, name}",

"ty oM. ":npl'\'lw' ation/sand roadiym liconge taty 7] ﬁ-l—j mn",

"templated": true
}
I
"potential rights": {
"end": "2020-09-13T00:00:00Z"
by

"events": |
{
"type": "register",
"name": "eBook App (Android)",

"timestamp": "2016-07-14T00:00:002",
"id": "709el1380-3528-11e5-a2cb-0800200c9%a66"
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