TECHNICAL
SPECIFICATION

ISO/IEC TS
22604

First edition
2023-05

Information technology —<Biometric
recognition of subjects in motion in

access-related systems

Technologies de l'information —<\Réconnaissance biométrique de

sujets en mouvement dans les\systemes d'acces

Reference number
ISO/IEC TS 22604:2023(E)

© ISO/IEC 2023


https://iecnorm.com/api/?name=207366bbd359e8791d4a07f39645da27

ISO/IEC TS 22604:2023(E)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2023

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting on
the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address below
or ISO’s member body in the country of the requester.

ISO copyright office

CP 401  Ch. de Blandonnet 8

CH-1214 Vernier, Geneva

Phone: +41 22 749 01 11

Email: copyright@iso.org

Website: www.iso.org
Published in Switzerland

ii © ISO/IEC 2023 - All rights reserved


https://www.iso.org
https://iecnorm.com/api/?name=207366bbd359e8791d4a07f39645da27

ISO/IEC TS 22604:2023(E)

Contents Page
FFOT@WOIM..........ooooooooeeeeeee e85 iv
IIETOAUCTION .......ooooo stk \%
1 SCOPI@ ... 1
2 NOTMATIVE FEEEI@IICES ............oooooo s 1
3 Terms aNd AefINITIONIS ...t 1
4 Biometric recognition in motion

4.1 L] 0 =) Y OSSN N
4.1.1 Purpose and constraints of in-motion biometric system
4.1.2 Biometric performance and error rate........ e
4.1.3  Quality/speed COMPIOMUISE ... A e
4.2 Biometric verification vs. biometric identification
4.2.1 Implementing an in-motion verification system ..........£), s
4.2.2 Implementing an in-motion identification system..., Lo s
4.3 Process flow in access-related systems
4.4  Applicable biometric modalities............cccco..
441  General...e
4.4.2 Face modality.
4.4.3 Iris modality...........
444  Fingerprint MOdality ... e
445  Palm modality. ...
44.6 Complementary modalities.......s5%/...
4.5 Enrolment and its quality
4.6 Ergonomics ... SO
4.6.1 Capture device physical placement
4.6.2 Catch attention......... S5 e,
4.6.3  Feedback Si@Nal. . .ofb s
4.7 Biometric information SEOTAZE. ...
5 Accessibility, usability and\guidance ...
5.1 General. ... @ i
5.2 Accessibility
5.3 Usability........>7~
54  Acceptabledelay for a user for fluid passage....
5.5 GUIEAAIICE). et
6 Privacy and Security considerations
6.1 Data protection
6.2 0000 1] OO
6,3 Presentation attack detection ...,
6.4 SeCUITLY CONSTAETATIONS ...
7 TExamples of e POy et s
7.1 GBIIET AL .
7.2 USE CASES ..ok
7.2.1 Example of system with fingerprint.....................
7.2.2  Example of system with multimodal biometrics
BADLEOZIAPIY ... 16
© ISO/IEC 2023 - All rights reserved iii


https://iecnorm.com/api/?name=207366bbd359e8791d4a07f39645da27

ISO/IEC TS 22604:2023(E)

Forewo

rd

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
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Introduction

The purpose of this document is to provide guidance on the use of in-motion biometric recognition
technologies in access-related systems, where the previous enrolment and management of the identity
of individuals needing access is required.

To satisfy increasing security demands, biometric recognition technologies are used in access-related
systems to provide a more robust approach to identity authentication, and to mitigate security risks.
However, this can come at a cost of increased processing times and lead to delays in user identification

or verification.

Biompetric identification and verification should be comprehensive and flexible for effeétiy
accefs-related environment. Solutions should reduce user burden, be easy to manage,'co
maintain the security requirements, and provide permission-based access and global interoy
necgssary. Biometric systems should effectively allow authorized users’ access, incorporate
and [behavioural mechanisms to refer unenrolled persons to human personneéDand alert
unaythorized users attempting to gain access. Systems should also provide|a“seamless, a
non-invasive user experience.

Congiderable improvements in the performance of in-motion biometric recognition, have
appljcations that enable automated, convenient and non-intrusive\face, iris or fingerprint
across a range of scenarios including border control, passenger)flow facilitation, access
work place time and attendance. This provides a positive andnen-intrusive user experience,
doeq not need to carry anything or stop and stand still te-be recognized and does not ne
anything.

The
cont|

e are several considerations that are unique<to in-motion biometric solutions fo
actless biometric recognition systems. Designiconsiderations include:

Selection and placement of biometric data‘eapturing devices (e.g. cameras).

Control of the flow of individuals reguiring access to ensure that only those that are auth
hccess.

Proximity of capture devices to'individuals seeking access for the contactless in-motio
the needed information. The proximity of the biometric capture devices can depend on tH
biometric modalities.

Management of exceptions.

Mutual placement of capture devices and equipment dedicated to physical access-contr
barrier, turnstile).

A number of'use cases involving in-motion biometrics address different scenarios including

ivliere access is on the basis of the prior enrolment of all individuals well in advance of]

e use in an
st effective,
erability as
mechanical
facilities to
ccurate and

resulted in
recognition
control and
as the user
ed to touch

I design of

orized gain

h capture of
e employed

bl (e.g. door,

interacting

aith the biometric system (idpnfifi(‘:xfinn);

— where access is on the basis of credentials presented just prior to interacting with the biometric
system (verification) (e.g. wireless technology, RFID token or a vehicle number plate or any other

token available without any interruption to the person's flow of movement).

These scenarios present different challenges to in-motion verification and identification processes.

Critical to the success of biometrics-based secure access is implementation of state-of-the-art data
protection technology and procedures (see ISO/IEC 208891l on privacy enhancing data de-identification
techniques, according to the privacy principles established in ISO/IEC 29100,[3] taking into account
legal, common practice, business, industry and privacy considerations).

An important factor in in-motion biometric recognition is its ability to sense/detect presentation
attacks per ISO/IEC 30107-3.[2]
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Information technology — Biometric recognition of
subjects in motion in access-related systems

1 Scope

This document establishes requirements for development of biometric solutions for verification and
idenfification processes for secure access without physical contact with any device at anly time. The
solufion acquires the biometric characteristics that are captured while the data subjects atte in motion
to verify or identify the individuals requiring access, and thus controlling access-tsing|contactless
bionpetrics.

2 Normative references

The [following documents are referred to in the text in such a way that some or all of their content
condtitutes requirements of this document. For dated references,/only the edition cited ppplies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/NIEC 2382-37, Information technology — Vocabulary — Part37: Biometrics

ISO/IEC 19795-1, Information technology — Biometric/performance testing and reporting — Part 1:
Pringiples and framework

3 [Ferms and definitions

For the purposes of this document, the terms-and definitions given in ISO/IEC 2382-37, ISO/]EC 19795-1
and fhe following apply.

ISO and [EC maintain terminology databases for use in standardization at the following addresses:

— [SO Online browsing platform: available at https://www.iso.org/obp

— |EC Electropedia: available at https://www.electropedia.org/

31
in-nmotion identification
identification forwhich a person in motion can be identified without physical contact with any device
at any time

3.2
nonlin-motion identification

identification for which a personneedstostop tobe identified

3.3

in-motion verification

verification for which a person in motion can be verified without physical contact with any device at
any time

34
recognition area
area where biometric characteristics are captured and biometric recognition can be performed

3.5

attraction point

distraction in the field of view of the people in the recognition area that pulls the attention of the people
making them look in a specific direction

© ISO/IEC 2023 - All rights reserved 1
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3.6

access point
location, typically with a physical barrier, where users are identified and pass through to enter an
access-controlled area

3.7

feedback signal
signal for the identified user providing him or her information on the status of his or her access
authorization

3.8

authorize
list contain

3.9
unauthoriz
list contain

3.10

alert list
list contain
needs to be

4 Biometric recognition in motion

4.1 Gene

4.1.1 Puy

In-motion a
contact wit
using biom
constraint ¢

user st
ng the information and biometrics for identifying authorized users

ed user list
ng the information and biometrics for identifying unauthorized users

ing the information and biometrics for identifying unauthorized uisers for which an
raised in case of identification

ral

pose and constraints of in-motion biometric system

ccess-related systems allow users to be identified without stopping and without any phyj
h any device. The targeted optimal;selution should be handled to grant access to an
ptrics without asking the users to\perform any specific action and without any additj
n them compared to a crossingWithout biometric identification. However, the live biom

data needed to identify the users shouldibe as good as possible to avoid a false rejection, and this t
to add consfraints on the users (e.g, 100k in a specific direction, perform a specific action like remo
their glasses). At the end, it is all about the user experience; additional constraints on how to be
while crossjing the access control point are bad for the user experience. One of these constraints
be obliged tio stop, and in-maqtipn systems try to remove it. But a false rejection of an authorized us
also a very bad experience(for them and should be avoided in any case. Therefore, there is a trade-d
find betwedn a complete freedom of movement and behaviour and the constraints added to the us
get captured with godd-quality images. One positive aspect is that, in the authorized user list use

the biometific capture’ subject wants to get access to the secured area protected by the biometric c
and can be expected to be more or less cooperative. In this case, there is definitely a way to prov
good user ekpetience with an in-motion system with low FTA and low FRR.

hlert

sical
area
onal
petric
bnds
ving
have
is to
eris
ffto
er to
rase,
heck
de a

A biometric system can be considered in-motion when subjects do not stop/pause for the biometric
capture process. They can slow down and perform few actions (without any physical contact with a
sensor). It is not required that all authorized users cross the access control point without stopping but

most of them should be able to. The operator should decide the trade-off between convenience
security depending on the application.

and

Systems for secure and effective recognition of individual people are essential for the management of

many types of facilities, including office buildings, residential facilities, private clubs, campuses

and

other locations that include sensitive and/or private assets. They are also needed to secure borders.

There are three cases used to recognize users for access-related applications:

— biometric verification of a provided credential;

© ISO/IEC 2023 - All rights reserved
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— biometric identification against a database of pre-enrolled people;
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— multi-factor authentication using biometrics for identification and for verification and a token as a
secondary means of authentication.

From the viewpoint of user actions, there are:

— non in-motion identification or verification - the user is required to stop in the recognition area to
be properly identified or verified;

— in-motion identification or verification - as the user is approaching an access point from a distance,

4.1.

The
the

achi
hard
envi

Like
tern
for 1
sped
have

The

Biometric performance and error rate

challenge for in-motion access-related systems is to limit the increase offalse rejeq
ower quality of the images captured in motion compared to non in-motion Systems.

bved by different means like using more robust detection and matchingalgorithms, de
ware to in-motion capture, ensuring the quality of the enrolment data; putting constr
Fonment, improving the user interface and overall ergonomics or even limiting the datg

for all biometric systems, biometric accuracy of in-motion.S§ystem needs to be e}
s of failure to acquire rate (FTAR), a false acceptance metric' (FMR for verification sJ
dentification) and a false rejection metric (FNMR in werification, FNIR in identific
ificities of in-motion biometric systems actually concerirthe FTAR and the FNMR/FNIR
no impact on the security level, meaning the FMR /EPIR.

technical levers include:

more robust detection (improve FTAR) and-biometric comparison algorithms (impr
FNIR);

Hedicating the hardware to in-motionicapture (improve on FTAR and FNMR/FNIR, see

FXAMPLE The system uses camera with smaller shutter speed or higher frame per secd
Camera is motorized to focus on dreéfined region of interest.

ensuring the quality of thelenrolment data (improve on FNMR/FNIR, see 4.5);

putting constraints on the environment as lighting (improve on FTAR and FNMR/FNIR);

EXAMPLE With/a shutter speed optimized for in-motion capture, a too dark acquisition
Fesults in weak signal.

pptimizing{the database size (improve FNIR);

EXAMPLE Dataset is carefully maintained in order to only have the relevant and c
registered for a specific access control point.

tion due to
This can be
Hicating the
hints on the
base size.

kpressed in
ystem, FPIR
ation). The
, but should

pve FNMR/

4.1.3);

nd rate. The

)

environment

irrent users

improving the user interface and overall ergonomics (improve FTAR, see Clause 5);

(e.g. door, barrier, turnstile) (improve FTAR, see 4.6.1).

4.1.3

Quality/speed compromise

improving mutual placement of capture device and equipment dedicated to physical access control

For many biometric modalities, the quality of a sample captured in motion is lower than that of a sample
captured without motion. This assumption is valid for several reasons:

— For photographic reasons, images taken in motion can be darker, less contrasted, with lower
resolution, and noisier than the static images. For instance, for in-motion biometric capture, it is
interesting to have a large depth of field (get a focused image in a wide depth range in order to
maximize the number of images that can be used for biometric feature extraction) and then decrease

© ISO/IEC 2023 - All rights reserved
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the aperture. In the same time, motion blur should be avoided, and a small shutter value should be
used.

EXAMPLE1 When the acquisition is performed in motion for face recognition modality, good practice to
prevent motion blur is to use a shutter speed from 1/125 s to 1/50 s for a normal walking rate of around 1 m/s to
1,5 m/s. These two settings decrease the amount of light coming on the photographic sensor and then produce
darker and less contrasted images. A way to get brighter images is to illuminate the scene more strongly but there
are limitations on user acceptance and experience. Another way is to use higher ISO values, but this will bring
electronic noise on the captured image. As the images can be captured from a longer distance than in static mode
where the user is standing in front of the biometric capture device, resolution can also be smaller, decreasing the
global quality of the biometric data.

EXAMPLE 2| For face recognition modality, good practice regarding resolution is 10 pixels per centimetfe on
the face.

— Time tq acquire a valid image is much smaller in motion than statically. When the user'stopg and
looks af the device, or places their finger on a sensor, there is time to choose images’ of suffigient
quality|while the user doesn’t move. In opposite, in the in-motion biometric capture, the uskr is
moving during the acquisition and the biometric decision should be taken at the latest when the
biometfic capture subject reaches the access point.

— Considé¢ring that the system should be as seamless as possible, the avajlable images that are yalid
for a bipmetric comparison are much fewer because the user has very\limited interaction with the
biometric capture device. Even in a cooperative case, the main purpaose of an in-motion systemlis to
have as|low impact as possible on the user normal behaviour, thusleading to few exploitable images.

The challenjge for in-motion access-related systems is then to limit the increase of false rejection fate,
due to the lpwer quality of the images captured in motion:

— more rpbust algorithm able to deal with various acquisition environments and behaviours from
data capture subject;

— capturg¢ device hardware improvement;
— constrdints on the capturing environment;
— ergonojnics/user interface;

— limitation of the database size.
4.2 Biometric verification.vs. biometric identification

4.2.1 Implementing.an in-motion verification system

When implgmenting biometric verification, the way to provide the biometric reference shall be specified.
The individpal can.provide directly the reference biometric data to the system (for instance, presenting
a smartcard of.other token where the biometric reference is stored or scanning a 2D barcode containi
a biometric ials 3 ing , i i astore
a database (using a contactless card or a PIN code). These examples show interactions of the user with
a reading device, which is not compatible with a fully contactless and in-motion access control system.
However other solutions can be implemented to keep a seamless use of an in-motion access control
system in verification mode.

The idea is to design an access control system which is able to retrieve biometric reference data from
the user without any action from the user approaching the system. Such a system should be able to
sense the user when he/she is in a predefined area around, and to retrieve the necessary reference
data for future use. This can be achieved by a wireless connection between the system and a token
possessed by the user, which can be any connected device.

EXAMPLE The token is a smartphone.

4 © ISO/IEC 2023 - All rights reserved
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When the user approaches the system, the token is detected and starts communicating with the
system, exchanging the necessary data even before the live user biometrics is captured. When closer to
the access control point, the live user biometrics is captured, and compared against the reference data
(biometric verification). If access is granted, the user can go through without stopping and touching
anything.

If multiple tokens can be present and detected at the same time with ambiguity about which one belongs
to the individual trying to gain access, some mechanisms need to be implemented.

The live biometrics should be matched against the closest one, but can also be matched against the
reference data of all detected present users, g1v1ng access if one of them is con51dered as genulne The

g ar ' candidates,
but feeds to be large enough to detect users as early as p0551ble to allow in-motion, no stop|access.

4.2.2 Implementing an in-motion identification system

Whedn the biometric capture subject approaches the access point, biometric‘probes are cgptured and
searched against the reference database (biometric identification). The identification syqtem should
be cpnfigured such that the candidate list includes only candidates whose-similarity score|exceeds an
acceptance threshold. If access is granted, the user can go through thie access point withdut stopping
and fouching anything.

4.3 | Process flow in access-related systems
Posdible process flows include:

— All users are authorized if the biometric data quality is good and the user was not identified in the
linauthorized user list.

— Pnly users in the authorized user list are-accepted.

— PBothauthorized and unauthorized user lists exist in the system. Operators should decidg what to do
when a user is identified in both lists.

— Users on an alert list signal an*alert. Additionally, system operator can treat alert list aq authorized
liser list or as unauthorized-user list.

For finattended systems, it should be defined by system policy whether alerts should be faised to an
opeitfator, just logged in.a'system log or both.

4.4 | Applicable biometric modalities

4.4.1 General

In-motion-biometric recognition can be based on any information obtained in a contactlegs/touchless
way|and supporting natural human behaviour. Different biometric modalities can be uded, such as
for example face, periocular region, hand/finger, iris, gait/anthropometrics, voice or a combination of
modalities.

4.4.2 Face modality

The use of the face for in-motion biometric recognition is natural and contactless, with no physical
interaction with the sensors, as a simple glance in the general direction of the capture device is
generally enough.

This is the most common biometric modality for such a system. Facial image capture is non-intrusive,
quite easy to achieve, and user acceptance is high.

© ISO/IEC 2023 - All rights reserved 5
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4.4.3 Iris modality

Similar to face recognition, iris recognition can be done with only a glance at a camera. The main
advantage of this biometric modality is its very high recognition accuracy, the main difficulty being to
acquire good quality iris images.

This biometric modality was historically limited to intrusive acquisition devices, where the user needed
to approach his or her eye very close or even touch the device. Latest improvements in iris acquisition

devices allow now to capture irises at a distance and even in motion.

4.4.4 Fin

erprint modality

The use of
fingers in fi
device and
the useris s

4.4.5 Pal

The use of
palm in fro
and good er]

is still moving towards the access point.

NOTE C

ingerprints for in-motion biometric recognition can be done by swiping or presenting
ont of a contactless fingerprint sensor. Given an optimal position of the biometgic)cap
bood ergonomics, along with a fast image capture, this hand swipe would be possible ¥
till moving towards the access point.

m modality

hand palm for in-motion biometric recognition can be done by Swiping or presenting

ht of a contactless palm sensor. Given an optimal position of the biometric capture dg
gonomics, along with a fast image capture, this hand swipe would be possible while the

hpture of Ulnar characteristics (writer’s palm, or side,of\hiand) is not possible using biomjg

r the
ture
Vhile

r the
vice
user

btric-

n motion technology (at the time of publication). Thepaii(ball of hand/palm) capture is possille at
Liblication.

recognition
the time of p

4.4.6 Complementary modalities

Some biom
schemes to

btric modalities, like periocular or gaitvand anthropometrics, can be used in multimjodal
improve recognition accuracy.

For gait, th¢ d for

the intende

e system should be designed incsuch a way that video of sufficient duration is capture
 biometric processing.

4.5 Enrolment and its quality

cted
tem,
y on

As stated gbove, the quality~of'the in-motion biometric data can be poorer than the one expe
in standard non in-motidn;,biometric systems. To ensure the global performance of the syg
high quality biometric.data is needed at enrolment. There is indeed a strong effect of the qualit
the biometric performance of the system (false acceptance rate and false rejection rate). Consider a
biometric ajgorithm.able to compare two biometric data (whatever the biometrics used). This algorjthm
will achievg the-best accuracy with the highest image quality on both sides (e.g. high resolutiof, no
blur). When thie quality is decreased on one 51de of the comparlson it will be more difficult to recog
this image & >
changed as this quahty drop is not maklng the image lookmg more hke the other hlgh quahty image.
But when both images have a poor quality (both are blurred for instance) they can look more like each
other, and false acceptance rate will be increased as well.

As images captured in motion can be of lower quality (as stated above), and considering the effect of
quality on biometric performance explained above, keeping high quality for the enrolment images is
absolutely necessary. Applicable standards are ISO/IEC 19794[2] and the ISO/IEC 39794 series,[19] as
well as ICAO TR on portrait quality[11l (for face biometrics).
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4.6 Ergonomics

4.6.1 Capture device physical placement

The location of the sensor needs to enable natural behaviour of a person without the nee
order to be identified. This means that the capture device should be designed to fit with all u

4:2023(E)

d to stop in
ser profiles,

especially the height. It should not be invasive or too massive to not disturb the normal walk of the user.
Typically, the device will be placed on one side of the walking area, and oriented to it, so that the user

can simply have a look or take a simple action toward it while walking. Face or iris capture

devices can

also be placed on top of the walking area, even if this brings more constraints on installation.

Another very important point is the relative position of the biometric capture device and-t
poir:lf of the access system (typically a door). In order to achieve a walkthrough processwrithc
the yser, the biometric capture, comparison and decision, and even the door opening’should
whep the person arrive at the door level at walking speed. If the capture device orthe doo
slow this means that the capture device and the door should be widely separatédfrom each

Tampering from attackers can be partially prevented by presence of human'Supervision. I
is priesent, the system shall include tampering preserving mechanisms like-all access contrd

4.6. Catch attention

Subjects shall adequately cooperate with biometric sensors whén in motion. This is especi3
for Qiometrics on-the-move applications where, for examplejthe subject is walking towards
If the subject is distracted then, for example, face, recognition cannot reach acceptable perf
fail gompletely. Attraction points (e.g. visual displays).may be used to pull the attention of]
towards the sensor.

4.6. Feedback signal

As the recognition is performed in motion,\feedback on the success or refusal of the recogn
be provided to the user. The location pffan audiovisual or just a visual feedback would be
senspor.

Upo
acce

1 successful recognition, the\user may continue with the intended activity (ex. passing
5s point).

Upon unsuccessful recognition, the user would divert from the intended activity. It is advi

he crossing
ut stopping
be finished
I opening is
other.

f no human
| systems.

lly the case
the sensor.
ormance or
the subject

tion, would
next to the

through the

sed that the

feedpack would instrgctthe user on a possible alternative action (e.g. try static recognition or ring the
bell).
4.7 | Biometric information storage
The way(in‘which biometric information is stored can vary based on the use case and implementation
detalils:
— biometric information stored in a persistent biometric database;
— identification can be performed as a 1:N identification where the live information is compared
to a database of all authorized users,
— identification can be performed as biometric 1:N and verified using a token,
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— identity verification can be performed as 1:1 matching using biometrics linked with a token and
a unique biometric identified stored in the database;

— biometric information stored in a temporary biometric database (e.g. passenger flow facilitation);

— in some use cases, the user will be enrolled on-the-fly to a temporary database and will be
identified at additional access points based on the temporary database;

biometric information stored on a token;

— in this process, the biometric process verifies that the holder of the token is the correct holder,

con

When a dat
stored in a

Using a dat
transmissid
time. This i
centralized

5 Acces

5.1 Gene

Like all bio
usability of

Compared
the intende

For example, while most non in-motion accesscontrol consist of a barrier which is opened aff

successful

In-motion s
users shoul
Quality che
enforced fo

EXAMPLE
his/her glasj

By design, :
from the ca

Like all big

hbase is used, this database may be stored locally in the device or be a centralized data
erver where the biometric comparison will take place.

hbase stored locally can optimize process time. If the database is stored in.a server,

n time of the probe sample needs to be taken into account to guarantee fdstenough prd
b particularly relevant when multiple access points can try to connectsimultaneously t
dataset.

5ibility, usability and guidance

ral

netric systems, in-motion systems should followhe general guidance on accessibility]
biometric systems contained ISO/IEC TR 24714<121,

H usecase.

erification, barriers should be opened by default to favour the flow of user’s access.

ystems also correspond to a usecase where the convenience of the user is prioritized,
l be enabled to act as naturally as possible and no excessive burdens should be put on t
ks and behavioural instrictions which are required in more secure usecase should n
" in-motion systems,

An in-motion system does not require that the person has a neutral face expression or tak
es to claim access,

in in-motioh-biometric system is intended to be resilient to a wide variety of presentd
pture subjects, and should be adapted to most groups.

ase

data
cess
the

and

o non in-motion system, in-motion systems.should additionally consider issues specifiic to

er a

The
hem.
bt be

e off

ition

metrics systems, the system shall be as inclusive as possible and shall for examplr

be

evaluated ip regard to potential performance differential related to demographic factors, using equity

measures d

efined in Reference [8].

5.2 Accessibility

In-motion systems should follow the general guidance on accessibility contained in ISO/IEC 24714(2]
and ISO/IEC TR 29194141,
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As convenience is the main focus, special care should be taken to take into account as many people as
possible, but this can be even more difficult than for non in-motion systems. This needs to implement
dedicated access point.

EXAMPLE1 A building has six in-motion access points. Five are designed to deal with most of the population.
The sixth one is specially designed to be more accessible. The gate is larger to facilitate access to wheelchair and
the system has more tolerance and possibility to adjust the acquisition to various height. The access point also
offers audio feedback additionally to visual cues to help people with sight issues.

Additionally, like for all biometric system, alternative process shall be offered for access.

EXAMPLE 2
biom

Human supervisor is present to grant access in case of impossibility to be managed by the
etric system.

5.3 | Usability
m is in use.
uld also be
wave his or

Signpge shall clearly indicate that an in-motion biometric recognition access _control syste
Userjs that are aware of a system in use can then cooperate with the system. Users shg
informed about any action they need to take, for example, looking at the eapture device, or

her hand on the fingerprint device, in order to reduce interaction probléms.

The
usen

[SO/IEC 24779 series offers guidance on how to best convey visyal information and instructions to

S.

5.4 | Acceptable delay for a user for fluid passage

The
sens

For ¢
theit

As 3
acce
subj
shoy

If no

delay acceptable to a user to realize a frictionless.implementation will depend upon th
or and deployment setting.

pxample, for contactless fingerprint, the subject can slow down his or her walking pace
fingers in front of a contactless sensor.

nother example, if the system invglves a physical barrier, while for non in-motion
ptable transaction time can be several seconds before the feedback signal is provig
bct is allowed to continue, for incotion systems the processing time after the biometrig
1d be shorter than the time nieeded to reach the barrier.

physical barrier is present, the processing delay shall be fast enough to allow a supery

e biometric

and swipes

systems an
ed and the
acquisition

isor to stop

the ¢apture subject for further investigation just after the control point.

5.5 | Guidance

formance of
s behaving

In agcess-related-biometric systems, a cooperative behaviour of users will enable high per
ystem-and can therefore give the users the benefit of faster service. Cooperation meat
e rightway to enable the biometric capture device to capture the biometric data (e.g. lopking in the
ctdirection or placing/swiping a hand over the right sensor). In this way the biometridsystem can
if the use i gual i i , he is-unidentified

When using biometrics in motion, which is without contact or necessity for the user to stop, new or
untrained users can only co-operate if they are aware of a biometric system. In case the user population
can be unaware of the in-motion biometric recognition, or of the possibility to be unauthorized, the
operator can place a sign with explanation.

Unauthorized user list systems should implement quality metrics in order to avoid fraudulent access
of intentionally uncooperative unauthorized users. When quality is low, the user should be offered an
alternate method to access. Low quality biometrics can be caused by fraudulent use, but can also be the
result of other accessibility or usability issues. However, such needed actions from the user should be
limited and even suppressed through an optimal design of the biometric capture device and possible
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additional signage. These needed actions from the user would indeed tend to make the process more
complex and even end up to a stop of the user (which in-motion systems are intended to avoid).

NOTE

For a list of relevant accessibility and usability issues, see ISO/IEC TR 24714-112],

6 Privacy and security considerations

6.1 Data

protection

Biometric access-related systems can contain both non-biometric personal identifiable information

(PII) and bipmetric information that can be used for identifying persons. Such information needs f
secured andl protected against leaks and unauthorized access and/or use. There are several prag

ways that

biometric vectors and strong network security. It is critical that biometric systems provite-proteq

for the PII

In impleme
sensor and
interest.

Cryptographic protocols similar or equivalent to state-of-the-art Transport Layer Security (
pbuld be implemented. The PII data transfer between thesensor and the database shalll be

protocol sh
ciphered an

6.2 Cons

In-motion |
capture sul
verification|

If people nd
a biometric
face, where

Also, for pg
alternate ad

6.3 Pres

In the majq
Detection (
to gain acce

PAD is mor

ch protection can be implemented, most of which involve encryption, use of ifrever

the user.

ntations where data interchange is necessary at each transaction between the biom
h centralized reference dataset (as discussed in 4.7), network securityzwill be of partig

d there should be a mutual authentication between thesensor and the database.

ent

piometric system are usually opt-in access:*Control system. As such, consent from|
ject will generally be collected at enrolment‘stage. The consent is not collected again du
and identification transactions as the intént is to have a system as fluid and fast as pos§

t registered in the system can accegssithe control point, a clear marking should signify
acquisition will take place. This marking should be particularly explicit for modalities
only limited active interactionsis required from the capture subject.

ople not willing to take.part in a biometric activity and not wishing to grand con
cess means shall be offéred not involving biometrics.

bntation attack-detection

rity of biometric access solutions, it is necessary to have effective Presentation At
PAD) mechianism, such as described in ISO/IEC 30107-3[2], that identifies imposters tn
ss by presenting an artefact replicating the biometric information of an authorized use

e difficult in motion, or at least can involve different techniques than the one used in 3

o be
tical
sible
tion

btric
ular

rLS)

the
ring
ible.
that
like

sent,

tack
ying
[

non

in-motion s

ystem.

For instance, for fingerprint, techniques exist that measure the electrical conductivity of the finger. As
an in-motion system is seamless and contactless, such countermeasures cannot be used. In opposite,
specific countermeasures which are not possible with contact can be used contactless.

Impact of lower quality of in-motion images also has an impact on the PAD rate.

Finally, multi biometrics and then PAD based on multiple biometrics are more efficient than one
biometric modality only. It is harder to spoof both the face and the iris biometrics than the face only.

An access-control system should have mechanisms to reduce the risk of tailgating. These mechanisms
often include multiple devices in order to be able to handle this task.

EXAMPLE Tailgating is detected by combining optical imaging and infra-red beams to detect and track
people.
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Biometric recognition of subjects in motion presents new challenges with respect to security. Potential
vulnerabilities include unauthorized access to biometric templates, token replay, presentation attacks,
network security (e.g. over a wireless technology) and unattended acquisition and trustworthiness
with biometric sensors. There are several practical ways that such protection can be implemented,
most of which involve encryption, use of biometric template protection schemes, PAD methods and
strong network security.

7 Examples of deployment

7.1

In-m

7.2

7.2.

A fri
actiy
near
need

The
with

The
touc
high|

Inst

distinctive system of visual identification. In the event access is not granted, the gate doors

prog

General
otion biometric access systems can be deployed in different environments suchas:
hirports and public places;
public transportation;
kports arenas and facilities;
secured campuses and buildings;

medical facilities.
Use cases

| Example of system with fingerprint

rities in the building and to respond-the traffic of employees. Most employees get to t
by metro and tram stations, and therefore arrive within the same 30-min window. Thig
for a high-throughput access control solution, for entrance and exit peak-times.

rompany opted for a contagt less sensor device associated to speed gates. Four gates we
devices for entry and eXif:

device performs a.3D scan and verification of four fingerprints in less than 1 s, in
hless gesture within the reader. These features make the product particularly well-sui
-traffic locations/ with the capability to authenticate up to 50 people per minute.

pad of finding closed doors, users are instead welcomed with a fully open passagg

ortion‘to the proximity and speed of the non-authorized user.

Em

ctionless access control is deployed in acompany's headquarters due to the sensitive ;tature of its

e office via
creates the

re installed,

h quick and
ted for such

bway and a
will close in

enables them to get to the elevators in only a few seconds. See Figure 1.
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7.2.2 Exa

An EC fund
solutions fd
crossing of {
to biometri
biometrics

Moreover, {]
the in-moti
the traffic f
setting.

U
N
Figure 1 — People crossing in-motion biomet®\s gates
N\
S

mple of system with multimodal biometrics

K
ed projectl12] explored how advances in biomet@gechnology promises improved sec
r borders while simultaneously improvin
he border. Specifically, the project investiga
C data capture and verification, particuﬁ}r the use of emerging and contactless multi
Q)

ncluding hand vein, periocular and opometrics modalities.

he project explored how travelle&%ientification can be performed on-the-move whe|
pn identification process take@)lace indoors (within a monitored access corridor w
low is controlled), or outdoc{ns with travellers in vehicles in a non in-motion identificd

S

The identif
multiple bi
(see Figure
within the

metrics are cap at a kiosk in a supervised manner via an informed consent pra
2). The collect ta is encrypted and downloaded securely to the traveller’s smartp

cation process is in&Wo stages. In the first stage - enrolment - travel document data
pp- Qquired, enrolment can minimally be performed once per lifetime o
z@ﬁl

roject a
tiple biometrics enrolled in one step and used for verification both in
aveller-in-vehicle use cases.

rity

\?e traveller’s experience through expedited
and proposed new less obtrusive approaches

odal

reby
here
ition

and
cess
hone
F the
the

12
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Figure 2 — Enrolment Kiosk %‘],q’

In the second phase - recognition - the identification process begi @hen the traveller afrives at the

border and approaches the recognition area. Once the traveller \i\ close vicinity of the [recognition
1

area, the project app on the traveller’s smartphone processes si@ s sent by a nearby installed indoor
positioning system to inform the system that the traveller isZabout to pass through the jrecognition
area, Then, the project app transfers the set of encrypted-travel document and biometric|data to the
border control system. The transferred data is temporany stored only for traveller verificdtion within
the fecognition area. See Figure 3.

QO
O N
QO
- @“@
Enrolment A’\Q 8 EES

Kiosk \O Key database @
’{~ ETIAS
— g us
- Border control @ [
C)C)%ntry kiosk ___ system o

wy?
— Pl C |

0 Recognition area

[an) [4n)
\Q/ Advanced Smartphone ) )
biometric with m m
passport  the project

app Command Borderguard

Figure 3 — Overall system architecture

As the traveller enters the recognition area at the border, live biometrics are captured, verified and
fused (according to ISO/IEC TR 24722:2015[6]) in real-time. The process also incorporates presentation
attack detection, according to ISO/IEC 30107-3[2], and detection of evasion of the identification process
itself. Before the traveller reaches the end of the recognition area, a feedback signal is communicated
simultaneously both to the border guard via a handheld device (or optionally a mixed-reality headset)
and to the traveller via their smartphone project app. If a traveller is not identified, is deemed to be
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