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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

The unrestricted access to internet-based information demanded by the information society has led to
an exponential growth of both internet traffic and the volume of stored/retrieved data. Data centres
are housing and supporting the information technology and network telecommunications equipment
for data processing, data storage and data transport. They are required both by network operators
(delivering those services to customer premises) and by enterprises within those customer premises.

Data centres need to provide modular, scalable and flexible facilities and infrastructures to easily
accommodate the rapidly changing requirements of the market. In addition, energy consumption of data
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tres has become critical both from an environmental point of view (reduction of carbon
| with respect to economical considerations (cost of energy) for the data centre operator.

e implementation of data centres varies in terms of:

purpose (enterprise, co-location, co-hosting or network operator facilities);
security level;

physical size;

accommodation (mobile, temporary and permanent constructions).

e needs of data centres also vary in terms of availability-of service, the provision of se
objectives for energy efficiency. These needs and objectives influence the design of d3
erms of building construction, power distribution;, environmental control and physicg
bctive management and operational information iS'vequired to monitor achievement of t
ds and objectives.

b ISO/IEC TS 22237 series specifies requiréements and recommendations to support t
ties involved in the design, planning,‘procurement, integration, installation, oper
intenance of facilities and infrastructures within data centres. These parties include:

owners, facility managers, ICT matagers, project managers, main contractors;
consultants, architects, building designers and builders, system and installation designe
suppliers of equipment;

installers, maintainers.

the time of publi¢ation of this document, the ISO/IEC TS 22237 series will comprise thg
uments:

ISO/IECTS 22237-1, Information technology — Data centre facilities and infrastructurey
General concepts;

footprint)

Curity and
ta centres
| security.
he defined

e various
ation and

following

— Part 1:

ISO/IEC TS 22237-2, Information technology — Data centre facilities and infrastructurey

— Part 2:

Building construction;

ISO/IEC TS 22237-3, Information technology — Data centre facilities and infrastructures — Part 3:

Power distribution;

ISO/IEC TS 22237-4, Information technology — Data centre facilities and infrastructures — Part 4:

Environmental control,;

ISO/IEC TS 22237-5, Information technology — Data centre facilities and infrastructures — Part 5:

Telecommunications cabling infrastructure;

ISO/IEC TS 22237-6, Information technology — Data centre facilities and infrastructures — Part 6:

Security systems;
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Management and operational information.

The inter-relationship of the specifications within the ISO/IEC TS 22237 series is shown in Figure 1.

Part 2
Building construction

A 4

A 4

_—

Part3
Power distribution

ISO/IEC TS 22237-7: Information technology — Data centre facilities and infrastructures — Part 7:

Par
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re 1 — Schematic relationship between the ISO/JEC-TS 22237 series of documents

risk and operational cost analysis as welltasa classification system for data centres W
“availability”, “physical security” and “energy efficiency enablement”.

)

b 22237-2 to ISO/IEC TS 22237-7 speeify requirements and recommendations for particy
hd infrastructures to support the rélevant classification for “availability”, “physical secur
y efficiency enablement” selected from ISO/IEC TS 22237-1.

b 22237-7 addresses the operational and management information (in accordance with
nts of ISO/IEC TS 22237<1).

ment is intended fohuse by and collaboration between architects, building designers
ystem and installation designers.

EC TS 22237 series does not address the selection of information technology and netw

operational informatign
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TECHNICAL SPECIFICATION

ISO/IECTS 22237-1:2018(E)

Information technology — Data centre facilities and
infrastructures —

Part 1:
General concepts

Th

The
1)

2)

2
The

Scope
s document:

details the issues to be addressed in a business risk and operating cost analysis enabling ¢
of an appropriate classification of the data centre;

defines the common aspects of data centres including terminology, parameters and
models (functional elements and their accommodation) addressing both the size and cox
their intended purpose;

describes general aspects of the facilities and infrastfuctures required to suppor
operation of telecommunications within data centres;

» o«

specifies a classification system, based upon the key criteria of “availability”, “sec

pplication

reference
nplexity of

[ effective

hrity” and

“energy-efficiency” over the planned lifetimeé.of the data centre, for the provision of effective

facilities and infrastructure;

describes the general design principles-for data centres upon which the requirements

f the 1SO/

IEC TS 22237 series are based including'symbols, labels, coding in drawings, quality assyrance and

education.
e following topics are outside ofthe scope of the ISO/IEC TS 22237 series:

the selection of informatientechnology and network telecommunications equipment, sof
associated configurationissues;

safety and electremagnetic compatibility (EMC) requirements (covered by other stan
regulations). However, information given in the ISO/IEC TS 22237 series may be of as
meeting thesesstandards and regulations).

Normative references

p following documents are referred to in the text in such a way that some or all of thg

cor

tware and

dards and
istance in

ir content

plies. For

stitutes rnqnirpmnnfc of this document For dated rnf‘nrnnrnc, nn]y the edition cited 2

undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC TS 22237-2, Information technology — Data centre facilities and infrastructures — Part 2:
Building construction

ISO/IEC TS 22237-3, Information technology — Data centre facilities and infrastructures — Part 3: Power
distribution

ISO/IEC TS 22237-4, Information technology — Data centre facilities and infrastructures — Part 4:
Environmental control

ISO/IEC TS 22237-5, Information technology — Data centre facilities and infrastructures — Part 5:
Telecommunications cabling infrastructure
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ISO/IEC TS 22237-6, Information technology — Data centre facilities and infrastructures — Part 6:
Security systems

3 Terms, definitions and abbreviated terms

3.1 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO and IE
IEC El

3.1.1
availabili

ectropedia: available at http://www.electropedia.org/

[SO Onpline browsing platform: available at https://www.iso.org/obp

Ly

ability of ajn item to be in a state to perform a required function under given conditions at a given inst

of time or
[SOURCE:

3.1.2

building €
facility tha
cables intd

3.1.3

building §
facilities a
the buildir

3.14
cabinet
enclosed ¢

[SOURCE:

3.1.5

co-hostin
data centn
equipment

Note 1 to e
provided as

3.1.6

bver a given time interval, assuming that the required external resofirees are provided

EC 60050-191:1990, 191-02-05]

ntrance facility
tprovidesall necessary mechanical and electrical services for the entry of telecommunicati
a building and which may allow for transition fromexternal to internal cable

ecurity
hd systems necessary to provide the required levels of security at the entrance to and wit]
g containing the data centre

pnstruction for housing closures’and other information technology equipment

SO/IEC 14763-2:2012, 3.1:7;modified — removed the words “intended” and “components an|

b data centre
e in which multiple customers are provided with access to network(s), servers and stor
on which théy operate their own services/applications

htry: Both'the information technology equipment and the support infrastructure of the building
a service by the data centre operator.

maintain fnrminn]ngir:\] databases forusein standardization atthe Fn”nun'ng addresses:

Ant

DN S

hin

d".]

hge

are

co-locati

T data centre

data centre in which multiple customers locate their own network(s), servers and storage equipment

Note 1 to entry: The support infrastructure of the building (such as power distribution and environmental
control) is provided as a service by the data centre operator.

3.1.7
computer

room space

area within the data centre thataccommodates the data processing, data storage and telecommunication
equipment that provides the primary function of the data centre

© ISO/IEC 2018 - All rights reserved
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3.1.8

control room space

area within the data centre used to control the operation of the data centre and to act as a central point
for all control and monitoring functions

3.19

data centre
structure, or group of structures, dedicated to the centralised accommodation, interconnection and
operation of information technology and network telecommunications equipment providing data
storage, processing and transport services together with all the facilities and infrastructures for power
dispribution-and-environmental control together with the necessa avels—ofresilience-and security
required to provide the desired service availability

Notle 1 to entry: A structure can consist of multiple buildings and/or spaces with specific functions to pupport the
primary function.

Note 2 to entry: The boundaries of the structure or space considered the data centre, which ificludes the
infgrmation and communication technology equipment and supporting environmeéntal controls, can be defined
within a larger structure or building.

[SQURCE: ISO/IEC 30134-1:2016, 3.1.4]

3.1{10

data centre security
nedessary facilities and systems that provide the required\levels of security at the entrapce to and
within the data centre

3.1{11
deEarcation point
point where the operational control or ownership'changes

3.1{12

electrical distribution space
area used for housing facilities to distribute electrical power between the transformer [space and
eleftrical spaces within the data centre or elsewhere within the premises or individual buildipgs within
thel premises

3.1{13

electrical space
area within the data centre used for housing facilities to deliver and control electrical power o the data
cerltre spaces [including switchboards, batteries, uninterruptible power supplies (UPS) etc.]

3.1{14

enferprise data centre
datla centre(thatis operated by an enterprise which has the sole purpose of the delivery and mgnagement
of dervieés to its employees and customers

3.1{15

external premises security
facilities and systems that provide the required levels of security for the area between the building and
the boundary of the premises

3.1.16

energy efficiency enablement

ability to measure the energy consumption and to allow calculation and reporting of energy efficiency
of the various facilities and infrastructures

3.1.17
facility
spaces and pathways that accommodate a specific infrastructure

© ISO/IEC 2018 - All rights reserved 3


https://iecnorm.com/api/?name=02fe512ebf30183821b2fcb664a25842

ISO/IEC TS 22237-1:2018(E)

3.1.18
functiona

1 capability

ability of the data centre (or system or sub-system) to deliver its intended function

3.1.19

generator space
area used for housing the installation of electrical power supply generation equipment together with
associated storage of fuels or energy conversion equipment

3.1.20

holding space

area withjn the data centre used for the holding of equipment prior to being brought into serwvice

having beg

3.1.21
infrastrug
technical s

EXAMPLE

3.1.22
main dist
distributo

access cabling subsystem and cabling subsystems and active equipment

[SOURCE:

3.1.23
mechanic
area that
control fo
suppressid

3.1.24

network ¢perator data centre

data centr
operators

3.1.25

n taken out of service

Cture
ystems providing functional capability of the data centre

Power distribution, environmental control and physical security.

ributor
- used to make connections between the main distribution“cabling subsystem, netw|

SO/IEC 11801-5:2017, 3.1.6, modified — removed “as specified in ISO/IEC 11801-1".]

al space

' the data centre spaces (including chillers and water treatment, air handling and
n systems)

b that has the primary purpose'of the delivery and management of broadband services to
customers

physical

measures [combining physicalrand technological controls), procedures and responsibilities to maint

the desire

access conftrol and envirenmental events

3.1.26

planned downtime
period of fimie during which a system or sub-system does not provide functional capability whilg

ecurity

level of availability for the facilities and infrastructures of the data centres in relatioy

or

prk

s used for housing mechanical equipment and infrastructure that provides environmental

fire

the

| to

tit

undergoedmdintenance or is switched off to test the response of a related system or sub-system

3.1.27
premises

entrance facility

space that provides all necessary mechanical and electrical services for the entry of cables into the

premises

3.1.28

storage space
secured area where general goods and/or data centre goods can be stored

© ISO/IEC 2018 - All rights reserved
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.29

telecommunications
branch of technology concerned with the transmission, emission and reception of signs, signals,
writings, images and sounds, that is, information of any nature by cable, radio, optical or other
electromagnetic systems

[SOURCE: ISO/IEC 11801-1:2017, 3.1.78, modified — Note 1 to entry deleted.]

31

.30

telecommunications cabling

tel
ent

3.1

tel
equ

3.1

tel
are

building entrance facility and which may allow service providers restricted access to the dat

3.1

tes
are
int

31

transformer Space

are
for

3.1
un|

corhbination of convertors, switches and energy storage devices (such as batteries), con
power system for maintaining continuity of load power in case of input power failure

Nolf 1 to entry: Continuity ofload power occurs when voltage and frequency are within rated stead
trapsient tolerance bands and“with distortion and interruptions within the limits specified for the
pover failure occurs whenwoltage and frequency are outside rated steady-state and transient toleran|
with distortion or interttptions outside the limits specified for the UPS.

[SQURCE: IEC 62040-1:2008, 3.1.1]

3.1136

un

tim
with'the “re-boot” time necessary to recover functional capability following that repair

communications cabling infrastructure from the telecommunications space(s) to th

:2018(E)

premises

rance facility

31
bcommunication equipment
ipment within the data centre that provides telecommunication services witHin the data

32
bcommunications space
a which may house demarcation points and telecommunication €quipment associateq

33
{ting space

D service

L34

a used for housing equipment necessary to‘cenvert primary electrical circuits to levels a
connection to the equipment within the pfemises or individual buildings within the prem

L35
nterruptible power system

planned downtime
e raken, following a failure of functional capability, to repair the relevant infrastructur

centre

| with the
h centre

a within the data centre used for the testing and configufing of equipment prior to beipg brought

bpropriate
ises

btituting a

y-state and
load. Input
ce bands or

e together

3.2 Abbreviated terms

For the purposes of this document the following abbreviated terms apply.

CRAC Computer Room Air Conditioner/Conditioning
ffs for further study
MTBF Mean Time Between Failures
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MTTR
NOC
UPS

Mean Time To Recovery
Network Operating Centre

Uninterruptible Power Supply

4 Conformance

centre design to conform to this document:

For a data
a) abusi
b) an apy
c) anapy
d) an apy
e) thege
5

hess risk analysis according to Clause 5 shall be completed;

ropriate Availability Class in 7.2 shall be selected using a business risk analysis in E£lause

ropriate Protection Class in 7.3 shall be selected using a business risk analysis in Clause J;

ropriate energy efficiency enablement level in 7.4 shall be selected;

heral design principles in Annex A shall be applied.

Business risk analysis

5.1 Genleral

The overa
and trans

| availability of a data centre is a measure of the eontinuity of its data processing, stor3
ort functions. The acceptable level of the overall\availability of a data centre is determi

by a numbr of factors including:

a) ado

time cost analysis (see 5.2) - the cost associated with a failure of service provision, wh

depends upon a number of factors including théfunction and importance of the data centre;

b)

The avail

desired oy
of the dat
costs asso
design ang
arisk ana
classificat
require iny

risk events.

5.2 Dow

externally applied commercial pressures (€:g. insurance costs).

ility of each of the facilities and infrastructures of the data centre required to support
erall availability is described by an availability classification (see 7.2). The design of e
h centre infrastructures-shdll take account of their impact on overall availability and
ciated with the predicted downtime associated with failure or planned maintenance.

o1

ge,
ned

ich

the
hch
the
[he

physical security of.the facilities and infrastructures of the data centre may be subjected to

ysis (see 5.3) which'maps identified risk events against the requirements of the availabi
on (see 7.2). This analysis identifies the aspects of the facilities and infrastructures {
Festment in térms of design improvements to reduce their impact and/or probability of th

/ntime cost analysis

A alks)
ILGUG J1

lity
hat
pse

1010

This stan

2 Jd s PN £l o £ 1 Yy +1 £ o] 43 Ct | | L
dAdI U UUCTS TTULULTITIU ITITLIIUUS Ul aucu_y D105 TUIL LIIU CUSUUT UUVWIILIIIIT,. otdIlludi us Sutlll do

provide useful guidance.

The elements to be considered within such an analysis will depend upon the purpose of the data centre.
Some organisations may be able to assign a monetary value (or range) to loss of service which may
include the following:

a)
b)

<)

immediate financial penalties;

consequential losses;

financial institution.

an assessment of longer term damage to business reputation e.g. an Internet Service Provider or a

© ISO/IEC 2018 - All rights reserved
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Although cost is often considered when analysing downtime, other impacts should also be considered.
Data Centres containing life safety, legal, medical and criminal information may have individually
recognised consequences from un-scheduled downtime.

5.3 Risk analysis

This standard does not define methods of risk analysis. Standards such as IEC 31010 provide useful
guidance.

Risk analy51s may be used as a management tool allowmg the comparlson w1th the acceptable total

ris
ass
the
prd

a)

b)
The
The

witlh each facility and infrastructure provided that those xisks are quantified on the san

rel
est

Thq
inc
(W(
dug

In
shd

Imj
1)
2)
3)
4)

Thq

alll DhUVVllls Ll cuuo 1cou1uus fl UIll uuusauuu ClbLlVlL_y l Ul LllC l.lbll PUDCD Ul Llllb DLClllblCl
bciated with an event concerning the facilities and infrastructures of the data centre whig
provision of service of the data centre is defined as event risk which is a functionof i
bability where:

impact is the magnitude or severity of adverse incidents or impacts, expressed num
nominally expected duration of loss of service (availability) of the event;

probability is the likelihood of the event.
e impact of risk may be assessed using different units of measurefe.g. cost, safety etc.

 total risk to the functional capability of the data centre issafunction of the event risks

ted to the output of the downtime cost analysis (see 52)the financial value of the total }
mated.

e risks considered should include external threat9 which may affect the facilities and infra
uding in particular the location, which could\be geographical (air traffic, flooding etc
ir's, trouble spots, terror etc.) or affecting neighbourhood relations (if, for example, fire ha
to filling stations, chemical storage etc.).@nd thus influence the likelihood of a potential

hddition, potential risks resulting from-attacks from the company's own staff and frg
uld be part of the overall risk evaluation.

pact can be categorised as:
low: Loss of non-critical services;
medium: Failure of critical system components but no loss of redundancy;
high: Loss of critical system redundancy but no loss of service to clients;

critical: Loss.of critical service to one or more clients or loss of life (which may be e;
address personal injury).

e probability of an event occurring can be defined in a similar way, that is:

very low;

d the risk
h disrupts
mpact and

erically or

hssociated
e basis. If
isk can be

structures
), political
rards exist
Howntime.
m outside

xtended to

low;
medium;

high.

Each risk can be quantified on a risk map as shown in Figure 2. High risk events inhabit the top right
hand corner of the figure and low risk events inhabit the bottom left hand corner.
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Having id
infrastruc
made that

6 Data

6.1 General

A data cer
primary f
Similarly,
network o

Data centr
they can h
services tq
quantity d
facilities h

Impact High risk
A 4 1,4 24 3,4 4,4
1,3 2,3 3,3 4,3
3
2 1,2 2,2 3,2 4,2
1,1 2,1 3,1 4,1
1
Low risk
1 2 3 4
»>
Probability

Figure 2 — Example of risk map

entified the risk of the possible events associated with data centre facilities
fures, the downtime cost with that event shallbe‘determined to enable design decisions td
reduce the risk (by means of reducing the impact or probability of the event).

centre design overview

tre comprises one or mor€ buildings or one or more spaces within those buildings, wh
inction is to accommodate equipment that processes, delivers and/or stores informat
data centres have a variety of purposes including co-hosting, co-location, enterprise
perator services.

es can differ significantly with respect to their physical size. At the lower end of the size rary
ouse a small*quantity of storage and server equipment to provide information technol

f such-equipment requiring sophisticated power distribution and environmental con
pused)in one or more buildings dedicated to ensuring the operation of the data centre.

hnd
be

bse
on.
hnd

g€,
pgY

a building.cabling infrastructure. At the upper end of the size range, they can house a lajrge

rol

This claus

NOTE

& provides a gemneral desigmoverview for data cemntres inmdependertt of their size:

cabling is specified in ISO/IEC 14763-2.

6.2 Spaces and facilities

The design of generic cabling is covered by ISO/IEC TS 22237-5, whereas the installation of such

Figure 3 shows a schematic representation of the spaces required by a large data centre within a
building and within premises containing one or more building.

The data c

entre may share certain spaces with the rest of the building including:

a) building entrance facilities;
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personnel entrance(s);

docking/loading bay(s);

generators space(s) including fuel storage;
transformer space(s);

electrical distribution space(s);

telecommunications spaces(s).

Thd
the
but
ren
sufl
the

Thy
1y
2)
3)
4)
5)
6)
7)
8)

e need for the above spaces and facilities within the building depends upon the purpog
building and the data centre. Any sharing of these spaces and facilities will depend ¢
also on the defined Availability and Protection Classes of the data centre and the|funct
pnainder of the building. For example, in buildings housing large data centres, the facilities
porting the data centre may be dedicated to the data centre with separate spaces being pi
remainder of the building.

b area within the building designated as a data centre may contain thefollowing spaces:
personnel entrance(s);
main distributor space(s);
computer room space(s) and associated testing space(s);
electrical space(s);
mechanical space(s);
control room space(s);
office space(s);

storage and holding space(s).

se of both
n the size
ons of the
ind spaces
ovided for
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Premises perimeter

Premises Entrance Facility

| External premises security |

Building Entrane Facility Potentially shared spaces

where the building houses
more than the data centre

Generator space Note: Functional elements hosted
Fuel storage outside of the DC like chillers,

T cool towers, chimneys, tanks

1 etc. are not shown

Main distributor space Electrical space

UPS Batteries
Computer room space Switch boards
CRACs Cabinets etc.
Cages
. Mechanical space
oSS Shate Piping Chillers

Air handling units [ Water treatment

Holding space Fire suppression

Control room space
NOC

Data centre office space

Data centre security

Dedicated
data centre

Personnel entrance to data centre spaces

Storage space

! Potentially shared spaces E
Docking bay where the building houses i
i

1

more than the data centre

[ Building security [

Personnel entrance to building

Building perimeter

Figure 3 — Typical schematic diagram of premises containing a data centre

Within the area of the building designated as a data centre, the need for, and contents of, the spaces
depends upon the purpose of the data centre, its anticipated power consumption and the need for
environmental control.
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The need for segregation of spaces depends on safety considerations, requirements for security and
upon the need for environmental control.

As examples, a small enterprise data centre may comprise a single room having the function of a
computer room space and an electrical space without physical segregation whereas a large data centre
may require one or more segregated spaces of each type identified in Figure 3.

7 Classification system for data centres

7.1—6General

Foif the purposes of the ISO/IEC TS 22237 series, data centres are classified with respectto:
a) | Availability Classes (see 7.2);

b) | Protection Classes (see 7.3);

c) | Energy efficient enablement levels (see 7.4).

mmendations for the following facilities and infrastructures according to the risk gnalysis in

Combinations of the three classifications are used to determinge- the relevant requirements and
recE
Clapse 5:

1) | building construction (see ISO/IEC TS 22237-2);
2) | power distribution (see ISO/IEC TS 22237-3);
3) | environmental control (see ISO/IEC TS 22237-4y;

4) | telecommunications cabling infrastructurésee ISO/IEC TS 22237-5);

5) | security systems (see ISO/IEC TS 22237-6).

7.2 Availability

Th¢ required availability of the. facilities and infrastructures that support the functionality of the
datfa centre is of the utmost.significance. The data centre owner/user shall determine the desired
avdilability of the overall setof facilities and infrastructures using business risk analysis and{downtime
cogt analysis (Clause 5)wlt is recognised that availability requirements may vary with time of day, week
or month.

Different qualitative Availability Classes for the overall set of data centre facilities and infraptructures
are defined ag2:shown in Table 1. The availability of the entire data centre depends on the Availability
Clapses of its individual infrastructures such as power sourcing and distribution, environmenjtal control
and secufity. The requirements for a specific facility or infrastructure of a given Availability Class are
specified’in ISO/IEC TS 22237-3, ISO/IEC TS 22237-4 and ISO/IEC TS 22237-6, respectively.

In order for the set of facilities and infrastructures of data centre to be considered to be of a given
Availability Class, the design of each individual facility and infrastructure listed in Table 1 shall meet or
exceed that Availability Class.

NOTE Where the design of the environmental control facility and infrastructure is of Enhanced Class 4 as
described in ISO/IEC TS 22237-4, the set of facilities and infrastructures of data centre may be considered to be
of Enhanced Class 4 provided that all other facilities and infrastructures of Table 1 are of Class 4.

The provision of higher Availability Classes generally requires greater investment, for example in
design, construction, components, systems and human resources. For example, greater investment
in components can result in greater Mean Time between Failures (MTBF) or Reduced Mean Time to
Recovery (MTTR). MTBF of a particular infrastructure provides information in relation the event
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probability as discussed in 5.3. MTTR of a particular infrastructure provides an indication of the event
impact as discussed in 5.3.

Table 1 — Availability Classes and example implementations

Availability Class 1 | Availability Class 2 | Availability Class 3 | Availability Class 4

Availability of overall [Low Medium High Very high

set of facilities and

infrastructures

Example for power Single-path Single-path Multi-path Multi-path

distribution (see ISO/ [(no redundancy of [(resilience provided |[(resilience provided |[(fault tolerantevkn

IEC TS 22237-3) components) by redundancy of by redundancy of during mainte-

components) systems) nance)

Example fqr envi- No specific require- |Single-path Single-path Multi-path

ron-mental control (see |ments (no redundancy of  |(resilience provided |(resiliénce provid-

ISO/IEC TY22237-4) components) by redundancy of ed by redundancy

components) of Systems), allows

maintenance durf
ing operation

Example fdr telecom- Single-path using Single-path using Multi-path uSing Multi-path using

munications cabling direct connections |fixed infrastructure |fixed infrastructure |fixed infrastruc-

(see ISO/IHC TS 22237-5 ture

with diverse patl-
ways

NOTE 1 Rgquirements and recommendations for data centre construction that provide the desired Protection Classe$ to
ensure availability of the facilities and infrastructures are addressed indS@/IEC TS 22237-2.

NOTE 2 Emhanced Class 4 providing a multi-path solution (fault tolerant even during maintenance) is specified in [$0/
IECTS 22237-4.

NOTE 3 Requirements and recommendations for physical security of data centre spaces to ensure availability of [the
facilities anfl infrastructures are addressed in ISO/IEC TS 22237-6.

If possiblg, the determination of the availability for sub-systems and components should inclfide
possible fyture expansions in the data centrg for resilience purposes.

Additional attention shall be given to the physical security of the facilities and infrastructures outlined
in 7.3, des¢ribing other important facfors for the overall availability of the entire data centre.

In additioy
of higher 4
the operat

a)
b)
c)

the av
storag

the es

e of spare/parts;

pilability oftrained service personnel;

Fablishment of maintenance contracts;

| to the design and installation of more sophisticated technical solutions, the implementatjion
A\vailability Classessimplies the application of effective organisational structures to manpge
ion of those technical solutions including, but not limited to:

d)

system failure.

rapid access to precise instructions defining the actions and communications required in case of a

Annex A provides an overview of the design requirements to achieve a certain Availability Class.
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7.3 Physical security

7.3

.1 General

ISO/IEC TS 22237-1:2018(E)

The physical security provided for the facilities and infrastructures of a data centre has an influence
on both the probability and impact of risk events (see 5.3) since the objective of physical security is to
protect against:

a) unauthorised access (see 7.3.2);

b)
c)
7.3
The

agg
cen

internal environmental events (cnn 73 '2);

external environmental events (see 7.3.3).

.2  Protection against unauthorised access

p areas of the data centre and its surroundings shall be defined in terms of Classes of
inst unauthorised access as shown in Table 2. Depending on the protection aim definitid
tre owner/user shall select the appropriate Protection Class.

Table 2 — Protection Classes

protection
n the data

Ty

'pe of protection

Protection Class 1

Protection Class 2

Protection Class 3

Protectid

n Class 4

P
un

—

tection against
huthorised access

Public or semi-pub-
lic area

Area that is accessi-
ble to all authorised
personnel (eniploy-
ees and visitors)

Arearestricted to
specified employees
and visitors (other
personnel with
access to Protection
Class 2 have to be
accompanied by
personnel authorised
to access Protection
Class 3 areas)

Area restr
specified ¢
ees who h
identified
have acces
personnel
access to (
Class 3 arg
to be acco
nied by pé
authorised
Class 4 arg

icted to
mploy-
hve an
need to

s (other
with
lass 2 or
as have
mpa-
rsonnel

| to access
as)

Wi
ent
req

ISO
corn

ISO
L

ISO

con

hin the data centre, the.aécess restrictions are dependent on the purpose of the data ¢
erprise vs. co-location).The design criteria are based upon an analysis of needs defining a
uirements and recommendations.

[EC TS 22237;2 'specifies the requirements of and provides recommendations for the lo
struction of data centres in support of the desired Protection Class zoning.

IEC TS 22237-3 specifies the requirements of and provides recommendations for power d
tems inssupport of the desired Protection Class.

IEC TS 22237-4 specifies the requirements of and provides recommendations for environmental

entre (e.g.
bpropriate

cation and

stribution

ISO/IEC TS 22237-6 specifies the requirements of and provides recommendations for security and
protection systems in support of the desired Protection Class.

7.3.3 Protection against environmental events

The areas of the data centre and its surroundings shall be defined in terms of Classes of Protection
against environmental events as shown in Table 3. Depending on the protection aim definition the data
centre owner/user shall select the appropriate Protection Class for each type of protection shown in
Table 3.
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Table 3 — Protection against environmental events

Type of protection

Protection Class 1

Protection Class 2

Protection Class 3

Protection Class 4

Protection against
internal fire

No special protec-
tion applied

The area requires to
be protected against
fire by a detection
and suppression
system, which main-
tains the function

of that area during

a fire in that area or

The area requires to
be protected against
fire by a detection
and suppression
system, which main-
tains the function

of that area during

a fire in that area or

The area requires to
be protected against
fire by a detection
and suppression
system, which
enables critical data
centre function to
be secured during a

oneina Class 1 area.

oneinaClass 1 or

fire in that area.or

one elsewherenn-t
data centre:

Class 2 area.

he

Protection|against |No special protec- Mitigation applied Mitigation applied Mitigation applied
other interfnal events [tion applied

Protection|against |No special protec- Mitigation applied Mitigation applied Mitigation applied
external efiviron- tion applied

mental events

Protection| against internal and external environmental events includes all measures required to

ensure the

Internal e
the functi

External 4
disaster (Il

Under optf]
selection d
design sol
with an ac

ISO/IEC T

constructipn of data centres in supportof the desired Protection Class against environmental event

ISO/IECTS
systems in

ISO/IEC T
control sy

ISO/IEC T
protection

n of the data centre infrastructures.

nvironmental events include fire, flood, earthquake, explosion and other forms of natu
ghtning and other electromagnetic effects).

imal conditions, the risks posed by external environmental events are mitigated by
f the data centre location (see ISO/IEC<ES 22237-2). However, in most situations alternat
itions have to be applied to the data‘centre facilities and infrastructures to provide th
ceptable degree of security against.stich events.

b 22237-2 specifies the requiréments of and provides recommendations for the location

support of the desired Protection Class against environmental events.

stems in support of the desired Protection Class against environmental events.

5 22237-6) specifies the requirements of and provides recommendations for security
systems in support of the desired Protection Class.

exvzanahbhla

desired Availability Class for the facilities and infrastructures{of the data centre including
building construction, protection systems and organisational measures:

wironmental events include overheating, fire, electrostatic discharge, water etc. impacting

ral

the
ive
em

hnd
.

22237-3 specifies therequirements of and provides recommendations for power distribution

b 22237-4 spedifies the requirements of and provides recommendations for environmental

hnd

7.4 Ene

r offician ment
Sy \,lll\,l\,ll\,y CIIAUJICIIITIIU

7.4.1 General

The ability to measure the energy consumption and to allow calculation and reporting of energy
efficiency of the various facilities and infrastructures supporting the operation of a data centre is
critical to the achievement of any energy efficiency objectives.

Three levels of granularity are defined:

a) Level 1: a measurement regime providing simple global information for the data centre as a whole;

b) Level 2: a measurement regime provides detailed information for specific facilities and
infrastructures within the data centre;

14

© ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=02fe512ebf30183821b2fcb664a25842

ISO/IEC TS 22237-1:2018(E)

c) Level 3: a measurement regime provides granular data for elements within the spaces of the
data centre.

Moving from one complexity level to a higher level requires an increased level of measurement/
monitoring infrastructure.

The data centre owner/user shall define the appropriate energy efficiency enablement level prior to the
data centre design.

The desired energy efficiency enablement level may be determined by:

1) [amoperating costanatysis;
2) | external regulatory or legislative requirements;

3) | user defined rules.

742 Power distribution system

ISQ/IEC TS 22237-3 describes the elements of the power distribution(systems for data c¢ntres and
defiines the requirements and recommendations for the measurement/monitoring infrastructures of
thel power distribution systems in support of the desired complexity‘level.

7.43 Environmental monitoring and control

ISQ/IEC TS 22237-4 describes the elements of the environmental control systems for data cgntres and
defiines the requirements and recommendations for,the measurement/monitoring infrastructures of
thelenvironmental control systems in support of the)desired complexity level.
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Annex A
(informative)

General design principles

A1 Desigu process

A.1.1 Introduction

Effective data centre design requires the splitting of the project into phases. Each phase has its gwn
input and ¢utput. All these phases follow a sequential timeline, resulting in the final project plan, leading

to the issying of a contract for the installation of the data centre enabling the operdtional phasg to
commencq. Phases can be executed several times if required to achieve the agreed ordefined objectiyes.
Figure A.1}lists all phases in their sequential order including phase descriptionsand responsibilitieq.
Phase number 1 2 3 4
Responsible Owner Owner Owner Designer
Ph N System Design
ase name Strategy Objectives e
specification proposal
Phase number 5 6 7 8
Responsible Owner Designek, Owner/Designer Designer
Phase name . Eunctional Final design
> Decision > design Approval & Project pla
Phase number 9 10 11
Responsible Owrer,/Designer Owner/Designer Owner
Phase name > Contract > Constructio> Operation>
Figure A.1 — Design phases
A.1.2 Phasé 1l — Strategy
This phase—Ts—for—imformation cottection i order to define the project objectivesThe fottowing

information is required:

a) business continuity strategy;

b) IT strategy;

c) corporate data centre strategy;

d) general customer requirements/expectations;

e) analysis of current load/demand/costs;

f) expected infrastructure technology roadmap;

16
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