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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

In information technology, there is an ever-increasing need to use cryptographic mechanisms such as
the protection of data against unauthorized disclosure or manipulation, for entity authentication and
for non-repudiation. The security and reliability of such mechanisms are directly dependent on the
cryptographic modules in which they are implemented. Cryptographic modules are utilized within a
security system to protect sensitive information in their application environment.

The purpose of this document is to describe the recommendations and checklists which help in the
selection of cryptographic modules for deployment in a diversity of application environments. This

document i
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module in it
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tests are performed to determine the suitability and proper usage of a cryptogra
s application environment.
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ration and operation;

hendations for inspecting the key managementysystem, protection of authenticd
ials, and public and critical security parametersdin‘the operational environment;

hendations for identifying cryptographic modile vulnerabilities;

requirements, security level for each of the 11 requirement areas, the strength o
y function, etc.; and

ion recommendations to deterimine that the cryptographic module’s deployment sati
irity requirements.

24759 can be required.
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Information technology — Security techniques — Testing
cryptographic modules in their operational environment

1 Scope

This document provides recommendations and checklists which can be used to support the

sped
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widg

Fganization’s security system.

life-protecting data, personal identity information, and sensitive information-used by

and
com
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A diversity of application environments (e.g. a guarded facility, an office, removable
bletely unprotected location).

document includes:

recommendations to perform secure assessing for cryptogrdaphic module installation, cd
hnd operation;

recommendations to inspecting the key management system, protection of auf

Fecommendations for identifying cryptographic module vulnerabilities;

Checklists for the cryptographic algorithm policy, security guidance and regulatig
manage requirements, security level for each of the 11 requirement areas, the stre]
security function, etc.; and

Fecommendations to determine-that the cryptographic module’s deployment satisfies {
Fequirements of the organization.

document assumes that the cryptographic module has been validated as conforman
19790.

h be used by an opérational tester along with other recommendations if needed.

document Jsilimited to the security related to the cryptographic module. It does
5sing the Seeurity of the operational or application environment. It does not define teq
dentification, assessment and acceptance of the organization’s operational risk.

organization’s accreditation, deployment and operation processes, shown in Figuj

Credentials, and public and critical security paranieters in the operational environment;

ification and operational testing of cryptographic modules in their operational environinent within

cryptographic modules have four security levels which ISO/IEC 19790 defines’to pitovide for a
spectrum of data sensitivity (e.g. low-value administrative data, million-delar funds transfers,

vernment)

edia, and a

nfiguration

hentication

)

n, security
ngth of the
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not include
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ded to the scope of this document

This document addresses operational testers who perform the operational testing for the cryptographic
modules in their operational environment authorizing officials of cryptographic modules.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 19790:2012, Information technology — Security techniques — Security requirements for

cryp

tographic modules
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ISO/IEC 24759, Information technology — Security techniques — Test requirements for cryptographic

modules

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO and [EC maintain terminological databases for use in standardization at the following addresses:

ISO Online browsing platform: available at https://www.iso.org/obp

IEC Ele

3.1

Ctropedia: available at https://www.electropedia.org/

accreditation

administrat
its full oper

Note 1 to ent

3.2

administra
written ma
configurati

[SOURCE: I

3.3
applicatior
set of all sof

ive process whereby authority is granted for the operation of the cryptographic modu
ptional environment including all of its non-IT parts

ry: The results of the operational testing (3.12) process may be an input totheaccreditation pro

tor guidance
Lerial that is used by the Crypto Officer and/or other administrative roles for the coj
bn, maintenance, and administration of the cryptographicumodule

0/IEC 19790:2012, 3.2]

| environment
tware and hardware consisting of an operating system and hardware platform require

an application, which will call a cryptographic modulefor services, to operate securely

Note 1 to en
crypto mody

3.4
competend
ability to ap

Note 1 to ent
associated W

[SOURCE: I§

3.5
critical sed
CSP

try: The application environment may>be identical to the operational environment (e.g. bot
le and application are executing in the'same environment).

e
ply knowledge and skills to achieve intended results

ry: It represents thetset of knowledge, skill, and effectiveness needed to carry out the job actiy
ith one or more roles in an employment position.

O/IEC 17024:2012, 3.6, modified — Note 1 to entry has been added,]

urity parameter

le in

Cess.

rect

d for

h the

rities

security-related—information—whoese—disclosure—er—modification—can—compromise—the—seeuritylof a
cryptographic module
EXAMPLE Secret and private cryptographic keys, authentication data such as passwords, PINs, certificates

or other trust anchors.

Note 1 to entry: A CSP can be plaintext or encrypted.

[SOURCE: ISO/IEC 19790:2012, 3.18]
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3.6

cryptographic algorithm

well-defined computational procedure that takes variable inputs, which may include cryptographic
keys, and produces an output

[SOURCE: ISO/IEC 19790:2012, 3.20]

3.7
cryptographic module
CM
module
har are contained

within the cryptographlc boundary
[SOURCE: ISO/IEC 19790:2012, 3.25, modified — CM has been added as an admitted-term.]

3.8
cryptographic module security policy
secyrity policy

predise specification of the security rules under which a cryptographic module (3.7) shill operate,
inclyding the rules derived from the requirements specified in ISO/IEC 19790:2012, Ahnex B and
addifional rules imposed by the module or validation authority (3.22)

[SOURCE: ISO/IEC 19790:2012, 3.26, modified — In the definition, “this document” has beer] changed to
reference ISO/IEC 19790.]

3.9
noniadministrator guidance
writften material that is used by the users (3.20) ahd/or other non-administrative roles fqr operating
the qryptographic module (3.7) in an approved mode of operation

Note|1 to entry: The non-administrator guidance describes the security functions of the cryptogrdphic module
and ¢ontains information and procedures for-the secure use of the cryptographic module, including jnstructions,
guide¢lines, and warnings.

[SOURCE: ISO/IEC 19790:2012, 3.7A

3.10
operational environment
set df all software and hardware consisting of an operating system and hardware platform required for
the module to operate securely

[SOURCE: ISO/IEC\19790:2012, 3.83]

3.11
operational tester
tester

individual acclgnnd hv an nrnnn17nhnn (Q’l':\ to pnrfnrm test activities in accordande with the

operational testing process (3.13 13)

3.12

operational testing

oT

test to determine the correct installation, configuration and operation of a module and that it operates
securely in the operational environment (3.10)

3.13

operational testing process

OTP

process to support determining the correct installation, configuration and operation of a module and
that it operates securely in the operational environment (3.10)
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3.14
operator

individual or a process (subject) operating on behalf of the individual, authorized to assume one or

more roles

[SOURCE: ISO/IEC 19790:2012, 3.85]

3.15

organization

entity speci

3.16

fying, deploying and operating a cryptographic module (3.7)

pre-operatlional test

operational
module (3.7

for the intended operational environment (3.10)

3.17
public secy
PSP
security-rel
module (3.7

EXAMPLE
passwords a

Note 1 to entry: A PSP is considered protected if it cannot be modified‘or if its modification can be determin

the module.
[SOURCE: IS

3.18
random bif
RBG
device or a
unbiased

[SOURCE: I§

3.19
sensitive s
SSP
critical secu

[SOURCE: I§

3.20
user

testing (3.12) to be performed by a vendor (3.23) during the development of a cryptogrd
or on behalf of a validation authority (3.22) during the validation under ISO/IEC-19790:]

rity parameter

ated public information whose modification can compromise the security of a cryptogrd

Public cryptographic keys, public key certificates, self-signed<Certificates, trust anchors, one
ssociated with a counter and internally held date and time.

0/IEC 19790:2012, 3.99]

generator

gorithm that outputs a sequence of bits that appears to be statistically independent

0/IEC 19790:2012, 3.106]

pcurity parametex

rity parameters (CSP) (3.5) and public security parameters (PSP) (3.17)
0/1IEC19790:2012, 3.110]

phic
012

phic

time

bd by

and

role taken by an individual or process (i.e. subject) acting on behalf of an individual that accesses a
cryptographic module (3.7) in order to obtain cryptographic services

[SOURCE: ISO/IEC 19790:2012, 3.130]

3.21
validated

assurance of tested conformance by a validation authority (3.22)

[SOURCE: ISO/IEC 19790:2012, 3.131]
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ISO/IEC TS 2054

3.22
validation authority
entity that will validate the testing results for conformance to an International Standard

0:2018(E)

[SOURCE: ISO/IEC 19790:2012, 3.132, modified — In the definition, “this” has been changed to “an”.]

3.23
vendor
entity, group or association that submits the cryptographic module (3.7) for testing and validation

Note 1 to entry: The vendor has access to all relevant documentation and design evidence regardless if they did

or di

d not design or developn the crvuntogranhic module
5 1 ITPo5=P

[sot

4
The

Y |

lay|
elaf

—

Clayl

RCE: ISO/IEC 19790:2012, 3.133]

Abbreviated terms

hbbreviated terms given in ISO/IEC 19790:2012, Clause 4 apply.

Document organization

se 6 describes the context of operational testing in an\.organization’s environme
ionships with other key stakeholders in the production and-specification of cryptograp}

se 7 specifies the types of cryptographic modules, security requirements, life-cycle

security policy requirements and guidance, and intended purpose that should be satig

Cryp

Clayl

tographic module’s compliance to ISO/IEC 19790.

e 8 describes the operational environment which cryptographic modules are util

security requirements related to cryptographic modules for their operational environment

Clayl

Clayl
actiy
that

opet]

se 9 provides guidance on how to select cryptographic modules in their operational eny

rities to be performed, expected competence requirements of operational testers, use ¢
has been gained from the!validation of cryptographic modules, documentation requi
ational testing, and procedures for operational testing.

se 11 describes théprinciples for operational testing including:
hssessing the installation, configuration, and operation;
dentifying'the residual vulnerabilities;

nspecting the key management system;

nt and the
1ic modules.

assurance,
fied by the

zed in and

rironment.

se 10 describes the principles foryoperational testing, including the assumptions to be npade testing

f evidences
rements for

nspecting the security requirements of authentication credentials:

— assessing the availability of cryptographic modules;

— checking the security policies.

Clause 12 describes how to report the results of operational testing, describing the contents of a report
giving the results of operational testing.
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6 Context of operational testing

Avendor designs, develops and manufactures a cryptographic module. The vendor may have the module
validated by a validation authority in support of a claim that the module is compliant to ISO/IEC 19790.

NOTE

For some organizations, there can be an organizational security policy such that the module validated

by a named validation authority can be acquired by an organization for deployment in a security system or

application e

nvironment.

Figure 1 shows the scope of this document in context with a generalized life-cycle of a cryptographic
module. It depicts both the development life-cycle of the module by the vendor, and the life-cycle of the

module in t

ho araganigatian’c Anviranmannt
ohR-SenvioReht:

The vendor
hic modules. This risk assessment, which is based on the intended operational ehyironinent

cryptograp
and the int
IEC 19790.
design, imp

Typically, v,
initiated by

An organiz
environme
module wh
the module
be used in @

The operatjonal testing process, as shown in Figure 1, istperformed to select a proper cryptogrd

module for
be used to |

The operati

TC-OTgarZat

starts with a risk assessment process to determine the security requirementg

ended market, defines the modules security requirements for each specific.area in
Once defined, the vendor proceeds with the module's development which includes
ementation and testing processes.

plidation by a validation authority, is initiated by the vendor, but\vyalidation can als
an original equipment manufacturer, an integrator, or by the organization itself.

t. To address this risk assessment, the organization may precure a validated cryptogrg
ch satisfies the security requirements, and performs the operational testing process, bg
is deployed. The cryptographic modules reflected by‘their assurance maintenance sh|
perational testing.

l1se in a specific operational environment. The'result of the operational testing process
erform the organization’s accreditation efthe cryptographic module.

for

[SO/
the

0 be

hition performs a risk assessment and defines security requirements for their operational

phic
fore
ould

phic
may

onal testing process is located betweén module's validation and organization accreditaltion.
The scope df this document is the operationalitésting process, shown in Figure 1 as a gray box.
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User Organization Validation Authority Vendor
Risk assessment process for user Risk assessment process for the
environment intended environment (market)

L 2

Define security requirements |

CM design process

2 1 :

CM selection process CM ISO/IEC 19790 conformance H CM implementation / test

validation process process
Operational testing process ﬁ CM assurance maintenance CM maintenancp
(0TP)

L

User organization’s residual risk
acceptance and accreditation to
operate process

L 1

CM deployment and operation
processes

v

7

7.1
This

security policy requirementsCand guidance, and intended purpose that are satisfi

cryq

The
IEC
wert¢

7.2

7.2.]

Cryptographic modules

cryptographicmodule

General

clause specifies the types of cryptographic modules, security requirements, life-cyclg

tographic module is in ¢ompliance with ISO/IEC 19790.

vendor provides the\security policy document and the required guidance that is speci

e not specified as’part of the compliance with ISO/IEC 19790.
Types of cryptographic modules

| {General

igure 1 — Process for developing, validating, acereditation, deploying and operation of a

assurance,

bd when a

fied in ISO/

19790. The vendor)may also provide other documentation, guidance, tools or specifi¢ations that

Cryptographic modules can take various forms of modules as illustrated in Figure 2, and contain
various kinds of security functions, different security function strengths, etc. Cryptographic modules

may

contain the same algorithms with appropriate security strengths.

&= 3

Figure 2 — Various types of cryptographic modules
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The following cryptographic module types are defined by ISO/IEC 19790: software cryptographic
module, firmware cryptographic module, hardware cryptographic module, and hybrid cryptographic
module. Precise descriptions of the types of cryptographic modules are given in ISO/IEC 19790:2012,
7.2.2, and are reproduced below.

7.2.2 Software module

A software module is a module whose cryptographic boundary delimits the software exclusive
component(s) (can be one or multiple software components) that execute(s) in a modifiable operational
environment. The computing platform and operating system of the operational environment which the
software executes in are external to the defined software module boundary.

The maximfim overall security rating of software module is Security Level 2.

7.2.3 Firlmware module

sive

A firmware
component
platform ar
external to

The maxim

7.2.4 Haj

A hardwarsg
Firmware 3
hardware c

The maxim

7.2.5 Hybrid software module

A hybrid sq
software cc
component
computing
in are exter

The maxim

7.2.6 Hybrid firmware module

A hybrid fi
firmware c

module is a module whose cryptographic boundary delimits the firthware excly
s) that execute(s) in a limited or non-modifiable operational enviromment. The compy
d operating system of the operational environment which the fifmware executes ir
the defined firmware module boundary but explicitly bound to the firmware module.

lm overall security rating of firmware module is Security Level 4.

dware module

nd/or software, which may also include an opérating system, may be included within|
F'yptographic boundary.

m overall security rating of hardware module is Security Level 4.

ftware module is a module whose cryptographic boundary delimits the composite
mponent that executes in atmodifiable operational environment and a disjoint hardy
(i.e. the software comppnernt is not contained within the hardware module boundary)
platform and operating System of the operational environment which the software exeq
nal to the defined hybrid software module boundary.

lm overall security rating of hybrid software module is Security Level 2.

'mware module is a module whose cryptographic boundary delimits the composite
priponent that executes in a limited or non- modlflable operatlonal environment a

iting
are

module is a module whose cryptographic boundayy is specified at a hardware perimeter.

this

of a
vare
The
utes

of a
nd a

TArae FEPIEC TN 2P P-C 2 E W= =L ¥ L P-E ~ W~V SP-P-C 2¥ -E LW ian—tha o dy
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vare

module boundary). The computing platform and operating system of the operational environment
which the firmware executes in are external to the defined hybrid firmware module boundary but
explicitly bound to the hybrid firmware module.

The maximum overall security rating of hybrid firmware cryptographic module is Security Level 4.

7.3 Cryptographic module application environments

Cryptographic modules are used in context with a wide spectrum of data sensitivities (e.g. low value
administrative data, million-dollar funds transfer, life protecting data, personal identity information,
and sensitive information used by government) and in a diverse set of application environments (e.g. a
guarded facility, and office, removable media, and completely unprotected location) as Figure 3.
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Figure 3 — A diverse set of application environments

7.4 | Security products with cryptographic modules

Veng

cryp
an 4

boumpdary of the product is not the same boundary as the validated cryptographic module.

lors develop and market products that include cryptographic functionality. A‘produ
tographic module whose boundary is identical to the validated module. A preduct may
mbedded validated cryptographic module in addition to other functionalities. Th

't may be a
ncorporate
brefore, the

A ciiyptographic module may be composed of validated cryptographic modules. A pfoduct may
incofporate the composition of validated cryptographic modules in(addition to other fungtionalities.
Figulre 4, below describes the various composition types of the cryptegraphic modules. The ¢omposition
typ%s are classified as modules included by the component, modules connected in the n¢twork, and
modules composed by layering.
\ “highef”Component B |
Layering \ “lower” Component A |
Network o B
Component Major (B) Minor (A)

Figure 4 — Types of composition of cryptographic modules

e product consists only of the validated modules, the organization can verify the valida
validation authorities listing of validated modules by comparing the versioning

ided with\the module's documentation from the vendor and by directly querying the 1
[EC 19790:2012 7.2.3.1 and 7.4.3.1).

fion against
nformation
module (see

component

provide a mechanism for the user to query the embedded validated module to determine the embedded
module's versioning information. When the validated cryptographic module is part of a larger product
boundary, there is no validation authority assurance on the correct operation of the larger product
utilizing the embedded module. The vendor should provide a statement of assurance that all the
cryptographic functionality within the product boundary is provided solely by the embedded validated
cryptographic modules.

If a product contains a composite of a validated cryptographic module which implements approved
security functions and a non-validated cryptographic module which implements non-approved
security functions (e.g. key establishment, key storage etc.), and the security services provided by the
module are a composite of the two embedded modules, the organization should recognize that the
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product service can be approved or not. If the organization utilizes non-approved security services, the

operational

EXAMPLE 1

environment can create a risk to operational security.

If data is encrypted by the non-validated module, and then encrypted by the validated mo

the composite result can be considered approved.

EXAMPLE 2

If a security function on the validated module utilizes key establishment function from the

validated module, the composite result can be considered non-approved.

dule,

non-

If a product contains multiple cryptographic modules, each individual module's versioning information
should be verified separately against the validation authorities’ list of validated modules.

If the valid
component

provide inf¢rmation on how to assemble or compose the components together correctly.

If the valid

compilers 4
IEC 19790:2

7.5 Secu

7.5.1 General

The securit
11 security
cryptograp
operational

ated cryptographic module 1s a component of a larger product which contains.n
b (i.e. non-security components and security components), the vendor documentation sh

nd control parameters required to compile the code into an executable’ format (see
012, B.2.5).

rity requirements for cryptographic modules

y requirements for cryptographic modules are specified in ISO/IEC 19790. There
areas in the security requirements. These areas irfcliide cryptographic module specific
hic module interfaces; roles, services, and authentication; software/firmware sec
environment; physical security; non-invasive security; sensitive security parani

manageme

Four security levels are specified for each of the\11 requirement areas. Each security level offe
increase in gecurity over the preceding level. The cryptographic module is independently rated in
area. Several areas provide for increasing levels of security with cumulative security requirement
each securify level. In these areas, the cryptographic module receives a rating that reflects the hig

security le
for differe
overall ratij

In addition
also receivd

independenit ratings received in the areas.

The four in
degrees of ¢

t; self-tests; life-cycle assurance; and mitigation of other attacks.

1 for which the module fulfils-all the requirements of that area. In areas that do not pro
t levels of security, the-Cryptographic module receives a rating commensurate with

ng.

to receiving indépendent ratings for each of the security areas, a cryptographic mo
s an overall security rating. The overall security rating indicates the minimum level o

creasing levels of security allow cost-effective solutions that are appropriate for diffég
Jata sensitivity and different application environments.

3|E‘Iity;

hany
ould

ated cryptographic module is distributed as open source code, the module’s secuyrity
policy document provides information to verify the integrity of the source code files dand specify

' the
1S0/

are
ion;

eter
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each
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nest-
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the

dule
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rent

Subclauses

7.5.2 to 7.5.5 provide an overview of the four security levels. The cryptographic techni

ques

(e.g. cryptographic algorithms, security functions, etc.) are identical over the four security levels. Each
security level levies increasing levels of security requirements for the protection of the module itself
(e.g. access and knowledge of internal components and operation) and SSPs contained and controlled
within the module.

7.5.2 Security Level 1

Security Level 1 provides a baseline level of security. Basic security requirements are specified for
a cryptographic module (e.g. at least one approved security function or approved sensitive security
parameter establishment method should be used). Software modules operate in a modifiable operating
environment and firmware modules operate in a limited or non-modifiable operating environment.
No specific physical security mechanisms are required in a Security Level 1 hardware cryptographic
module beyond the basic requirement for production-grade components. Non-invasive mitigation
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methods or mitigation of other attacks which are implemented are documented. Examples of a Security
Level 1 cryptographic module is a hardware encryption board found in a personal computer (PC) or a
cryptographic toolkit executing in a handheld device or general-purpose computer.

Such implementations are ideally appropriate for security applications where controls, such as physical
security, network security, and administrative procedures are provided outside of the module but
within the environment which it is to be deployed. For example, the implementation of Security Level 1
cryptographic module can be more cost-effective in such environments than corresponding modules
at higher security levels which provide greater security of the modules SSPs, enabling organizations
to select alternative cryptographic solutions to meet security requirements where attention to the
environment the module is operating is crucial in providing overall security.

7.5.3 Security Level 2

Secyrity Level 2 enhances the physical security mechanisms of Security Levwel‘1 by |adding the
requirement for tamper-evidence, which includes the use of tamper-evident cgatings or sg¢als or pick-
resigtant locks on removable covers or doors.

Tamper-evident coatings or seals are placed on a module so that the ceating or seal should be broken
to aftain physical access to SSPs within the module. Tamper-evidentseals or pick-resistant locks are
placed on covers or doors to protect against unauthorized physicalaceess.

Secyrity Level 2 requires role-based authentication in which acryptographic module authenticates the
authforization of an operator to assume a specific role and perférm a corresponding set of s¢rvices.

Secyrity Level 2 allows a software cryptographic modile to be executed in a modifiable ephvironment
that|implements role-based access controls or, at theuminimum, a discretionary access control with
robyst mechanism of defining new groups and assigning restrictive permissions through acfess control
lists|(e.g. Access Control Lists), and with the capability of assigning each user to more thar one group,
and that protects against unauthorized execution, modification, and reading of cryptographiic software.

7.5.4 Security Level 3

In adldition to the tamper-evident physical security mechanisms required at Security Level 2, Security
Levdl 3 provides additional requirements to mitigate the unauthorized access to SSPs held within the
crygtographic module. Physicalsecurity mechanisms required at Security Level 3 are intenlded to have
a high probability of detectingland responding to attempts at direct physical access, use or modification
of the cryptographic medule and probing through ventilation holes or slits. The physi¢al security
mechanisms may include the use of strong enclosures and tamper detection/response circuitry that
zerojize all CSPs whén,the removable covers/doors of the cryptographic module are opened

Secyrity Level/3 requires identity-based authentication mechanisms, enhancing the security provided
by the role-based authentication mechanisms specified for Security Level 2. A cryptographic module
authlenticates the identity of an operator and verifies that the identified operator is authorized to
assume a-specific role and perform a corresponding set of services.

Security Level 3requires manually established plaintext CSPs to be encrypted, utilize a trusted channel
or use a split knowledge procedure for entry or output.

Security Level 3 also protects a cryptographic module against a security compromise due to
environmental conditions outside of the module's normal operating ranges for voltage and temperature.
Intentional excursions beyond the normal operating ranges can be used by an attacker to thwart
a cryptographic module's defences. A cryptographic module is required to either include special
environmental protection features designed to detect when the voltage and temperature boundaries
are exceeded and zeroize CSPs, or to undergo rigorous environmental failure testing to provide a
reasonable assurance that the module is not affected when outside of the normal operating range in a
manner that can compromise the security of the module.

Non-invasive mitigation methods specified in ISO/IEC 19790:2012, 7.8 which are implemented in the
module are tested at Security Level 3 metrics.
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Security Level 3 is not offered in all clauses of ISO/IEC 19790 for software cryptographic modules.
Therefore, the overall highest security level achievable by software cryptographic module is limited to
Security Level 2.

Security Level 3 modules require additional life-cycle assurances, such as automated configuration
management, detailed design, low-level testing, and operator authentication using vendor-provided

authentication information.

7.5.5 Sec

urity Level 4

Security Level 4 provides the highest level of security defined in ISO/IEC 19790. This level includes all

the appropijiate security features of the lower levels, as well as extended features.

At Security [Level 4, the physical security mechanisms provide a complete envelope of protection ar
the cryptographic module with the intent of detecting and responding to all unauthorized atte

at physical
Penetratio
of being d
cryptograp

Security Le
minimum,

a)
b)
‘)

At Security|
features de
provide ar

a physi

ccess when SSPs are contained in the module whether external power is_applied or]
of the cryptographic module enclosure from any direction has a ver§ high probal
ected, resulting in the immediate zeroization of all unprotected SSPss Security Ley
ic modules are useful for operation in physically unprotected environments.

el 4 introduces the multi-factor authentication requirement for,operator authenticatio
is requires two of the following three attributes:

somethling known, such as a secret password;

somethling possessed, such as a physical key or token;

cal property, such as a biometric.

Level 4 a cryptographic module is requiréd-to include special environmental prote
signed to detect voltage and temperaturécboundaries and zeroize all unprotected SSI
basonable assurance that the module is'iot affected when outside of the normal oper4

range in a nhanner that can compromise the sectirity of the module.

Non-invasiy
module are

Security Le

The design
state condit

7.6 Life-

e mitigation methods specifiedyin ISO/IEC 19790:2012, 7.8 which are implemented iy
tested at Security Level 4 metrics.

el 4 is not offered in all clauses of ISO/IEC 19790 for software cryptographic modules.

pf a Security Level<4\module is verified by the correspondence between both pre- and J
ions and the functional specification.

cycle assurance of cryptographic modules

ISO/IEC 197
during the

90:2032,7.11 refers to the validation requirements of the vendor of a cryptographic mo
esign) development, vendor testing, delivery, operation and end of life, providing assur

that the mddulé€ is properly designed, developed and that vendor testing, delivery, and operation

d
;r:lpnts

not.
ility
rel 4

n. At

tion
’s to
iting

1 the

host-

dule
hnce
and

end of life requirements are properly performed. Guidance documentation is also specified as
administrator and non-administrator guidance. ISO/IEC 19790:2012, 7.11 also addresses the vendor's
configuration management and finite state model requirements.

both

The operational tester should inspect ISO/IEC 19790:2012, 7.11 and use this information to properly
install, configure and test the modules in their operational environment.

7.7 Cryptographic module security policy

7.7.1 General

The vendor should provide cryptographic security policy requirements related to the cryptographic
module as specified in ISO/IEC 19790:2012, Annex B. The validation of the module addresses the

12
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conformance of the vendor provided security policy, as applicable, to this set of requirements. The
operational tester may use the security policy.

NOTE

7.7.2 Cryptographic module specification

[llustrative diagram schematic and photograph of the module.

Annex B provides an example of a checklist that consolidates the lists given in this document.

Description of module, including clear and non-ambiguous reference of the hardware and software

versioning.

Module’s cryptographic boundaries.
Modes of operation.

Degraded operation.

Security functions.

Dverall security design.

Security and non-security services.

Approved and non-approved security services.

.3 Cryptographic module interfaces

Listing of all ports and interfaces (physical and logical).
nformation passing over the logical interfaces.
Physical ports and data that pass overithem.

Trusted channel.

7.7.4 Roles, services, and authentication

All roles, with corresponding service commands with input and output.

Fach authenticatjensmethod.

Strength of authentication requirement.

Two indepéndent actions in case of having a self-initiated cryptographic output capabil

Contraols on loading and isolation of code that deter unauthorized access to and use of th
raseof loading external software or firmware.

ty.

e module in

All services.

7.7.5 Software/firmware security

Approved integrity techniques.

Form and each component of executable code provided.

Compilers and control parameters required to compile the code into an executable format in case

that the module is open source.
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7.7.6 Operational environment

7.7.7 Physical security

7.7.8 Nom-invasive security

ISO/IEC 17825 should be considered and refereneed.

7.7.9 Sensitive security parameters management

Operational environment: non-modifiable, limited, and modifiable.
Expected operating system and tested platform(s).
Description of how requirements are satisfied.

Specification of the security rules, settings or restrictions to the configuration of the operational
environment.

Specification of any restrictions to the configuration of the operational environment.

Embod]ment: single-chip, multi-chip embedded or multi-chip standalone.

Physicdl security mechanisms (e.g., tamper evident seals, locks, tamper respons¢ and zeroizdtion
switchgs, and alarms).

Specifi¢ation of the actions required by the operator(s) to ensure that the physical security is
maintajned (e.g., periodic inspection of tamper-evident seals or testing of tamper response|and
zeroizafion switches).

Fault induction mitigation methods implemented.

All nontinvasive mitigation techniques.

Effectiyeness of the non-invasive mitigation techugiques.

Key lisk specifying the type(s), strength(s) in bit, security function(s), and security fungtion
certificption number(s), where(and how the key(s) is generated, whether the key(s) is importgd or
export¢d, and establishment method used.

Other §SPs and how they are generated.

Uses of|[RBG output(s):

RBG enfropy sgurce(s).

Electropig and manual key I/0 method(s).

SSP storage technique(s].
Unprotected SSP zeroization method(s) and rationale, and operator initiation capability.

Applicable transition periods or timeframes where an algorithm or key length transitions from
approved to non-approved.

7.7.10 Self-tests

14

Pre-operational and conditional self-tests with defined parameters.

Conditions under which the self-test are performed.
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— Time period and policy regarding any conditions that can result in the interruption of the module’s

operations during the time to repeat the period self-tests.

— All error states and status indicators.

Operation initiation, if applicable.

7.7.11 Life-cycle assurance

The
be si

7.8
This

The
itsel

Procedures for secure installation, initialization, start-up and operation of the module.

Administrator and non-administrator guidance.

.12 Mitigation of other attacks

Techniques to mitigate other attacks.
Fffectiveness of the mitigation techniques.
Security-relevant guidance and constraints.

[evel of detail describing the security mechanism(s) implemented to mitigate other att|
milar to what is found on advertisement documentation (product glossies).

Intended purpose of validated cryptographic modules
subclause describes the intended purpose of the cryptographic module.

security levels of ISO/IEC 19790 are focused on the protection of the modules CSPs by

greatly influenced by the environment the'module is to be deployed.

The

app1]
be u|
inte

If th
that
syst

The
teled
fort

The

overall security level of a cryptographic module should be chosen to provide a level
opriate for the security requirements of the operational environment in which the n
ilized and for the security.services that the cryptographic module is to provide acco
ded purpose of the cryptographic module.

e intended environment is different from the organization’s operational environment, i
the intended purpose of a validated cryptographic module in a computer or telecomf
em is not sufficient to ensure the security of the overall system.

responsible authority in each organization should ensure that their con
ommuhication systems that utilize cryptographic modules provide an acceptable leve
he giveh operational environment.

acks should

the module

[, regardless of the environment the module is deployed in. Therefore, selection of a secyrity level is

of security
hodule is to
ding to the

L is possible
nunications

puter and
of security
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ent priority

should be communicated to all users. Since information security requirements vary for different
operationals, organizations should identify their information resources and determine the sensitivity
to and the potential impact of losses. Controls should include administrative policies and procedures,
physical and environmental controls, information and data controls, software development and
acquisition controls, and backup and contingency planning.

A computer or telecommunication system can contain multiple instances of the same cryptographic
module or multiple instances of different cryptographic module (e.g., multiple cryptographic modules
provided by several different vendors or of different functional attributes).
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8 The application environment

8.1 Organizational security

As the security levels of ISO/IEC 19790 are focused on the protection of the cryptographic modules
CSPs by the module itself regardless of the environment the module is deployed in, organizations should
identify their information resources and determine the sensitivity and the potential impact of loss of
CSPs in the operational and application environments.

The responsible authority in each organization should ensure that the computer and telecommunication
systems th ili i i i iven
application jenvironment. Since each organization is responsible for selecting which approved sé€elirity
functions are appropriate for a given application, the organization should be aware that conformpnce
with ISO/IEC 19790 does not imply full interoperability of compliant products. The .importhnce
of security| awareness, including relevant security policies, and making information security a
managemeit priority should be communicated to all concerned.

Organizatidns should identify their administrative policies and procedures, physical dnd environme¢ntal
controls, information and data controls, software development and acquisition, €ontrols, and bagkup
and contingency planning.

There should be:
— managg¢ment policies, rules and procedures that govern operation of the application environment;

— requirdments and rules for interaction between both frusted and untrusted systems in| the
applicafion environment;

— technicpl controls, operational controls and management controls to maintain the security of
the application environment. ISO/IEC 27002 prevides security controls often specified by an
organization.

8.2 Archjtecture of the application environment

Logically, all the portions of the system under the same set of security policies, security requirements
and security documentation can be terfmed a security domain.

A security| domain can offer, security services that can be used by other domains thrpugh
communicaftions or application;programming interfaces.

It is possiljle that some security domains can require differing security levels or cryptogrgdphic
algorithm sfrengths.

A security pystem~which utilizes cryptographic modules can decompose a subsystem which is & set
of one or more @©perational components that are capable of execution independently from the rejst of
the security system. An operational component implements part of the system’s functionality (whgther
security related-ernet:

When designing the architecture of the application environment, an organization should consider the
following.

— Since each organization is responsible for selecting which approved security functions are
appropriate for a given application, the organization should be aware that conformance with 1SO/
IEC 19790 does not imply full interoperability of compliant products.

— The application environment can have security policies that apply to some security domains while
not applying to others.

— Allinterfaces between the operational system and its application environment need to be defined.
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9 The operational environment

9.1 Security requirements related to cryptographic modules for their operational
environment

9.1.1 General

Security requirements related to cryptographic modules which are required in their operational
environment are specified in the specification for the operational environment which the cryptographic
modules are to be deployed. The organization has the responsibility to create the specification for

the
envi
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operational environment throughout cryptographic module risk assessment prec
ronment and defining security requirements as illustrated in Figure 1.

rity requirements for the operational environment can be presented as two typ€s; th
orted by the cryptographic module and those supported by the operational environme

. Entropy sources

ptographic modules need entropy sources which are used as theseed of random bit ge
entropy sources are collected in the operational environmentSthe entropy sources sh
requirements for the strength of cryptographic algorithms-and security requirement
ribed in ISO/IEC 20543.

B Audit mechanism

yptographic modules utilize an audit mechanism which is implemented in the
ronment, then the audit mechanism should satisfy the security requirements for ISO/IH

.  Physically unclonable function

yptographic modules need a physically unclonable function for generating nonstor
meters in the operational envirenment, it should satisfy the requirements for the

Security assumptians for the operational environment

|  General

lause 7.5 identifies requirements for four security levels for cryptographic modules to
e spectrum’of data sensitivity (e.g., low value administrative data, million-dollar fund
life protiecting data) and a diversity of application environments (e.g., a guarded facilif
h completely unprotected location).

tographic algorithms and security requirements which are described in ISO/IEC 20897

bss for the

bse that are
nt.

herator, and
puld satisfy
5 which are

operational
C 19790.

ed security
strength of

provide for
s transfers,
y, an office,

eMour increasing levels of security allow cost-effective solutions that are appropriate for different

degrees of data sensitivity and different application environments.

The use of a validated cryptographic module in a computer or telecommunications system is not
sufficient to ensure the security requirements of the overall system. The overall security level of
a cryptographic module should be chosen to provide a level of security appropriate for the security
requirements of the application and operational environment in which the module is to be utilized and
for the security services that the module is to provide. The responsible authority in each organization
should ensure that their computer and telecommunication systems that utilize cryptographic modules
provide an acceptable level of security for the given application and operational environment.

The importance of security awareness and of making information security a management priority
should be communicated to all users. Since information security requirements vary for different
applications, organizations should identify their information resources and determine the sensitivity
to and the potential impact of losses. Controls should be based on the potential risks and should be
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selected from available controls, including administrative policies and procedures, physical and
environmental controls, information and data controls, software development and acquisition controls,
and backup and contingency planning.

The four security levels of ISO/IEC 19790 are focused on the protection of the modules CSPs by the
module itself, regardless of the environment the module is deployed in. Therefore, selection of a security
level is greatly influenced by the environment in which the module is to be deployed. For example, a
Level 1 security level, which does not itself provide physical security protection, can be an acceptable
solution in some security systems because the environment provides the required physical security
protection features.

Subclauses fr2=2to 9-24 define Security assumptions for the cryptographiic modute. T s informatipn is
provided frpm Reference [9] in the Bibliography.

NOTE Ahnex B provides an example of a checklist that consolidates the lists given in this document.

9.2.2 Sedurity Level 1
Protection|provided:

No physical protection of CSPs provided by the module; access assumed

— Hardwdre: probing and observation of components assumed.

— Software: access to operating environment, applications and data'assumed.

NOTE The module can employ non-invasive mitigation methods:

Assumptiops:

— Correcf operation of the Approved cryptographicservices and security functions;

— All attagcks result in access to CSPs and data (plaintext and ciphertext) held within the module

— Operatgr is responsible for the physical pkotection of the module; and

— Value dr sensitivity of data protected by the module is assumed negligible in an unprotected
envirorjment.

Attack typ

A1

Passive attdck to gain immediate access to CSPs and data held by the module.
Attack characterization/testing assumptions:
— No prigr access\to the module is assumed.

— No toolp and-materials are assumed needed.

Value:

The module provides correct operation of security functions and services. Protection of the plaintext
CSPs and data held within the module is provided by the operator of the module (e.g. the environment
the module can be used). If the module is used in an unprotected environment, then the module should
not hold or maintain unprotected plaintext CSPs or data.

9.2.3 Security Level 2
Protection provided:

— Observable evidence of tampering.
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— Physical boundary of the module is opaque to prevent direct observation of internal security
components.

— Hardware: probing is assumed.

— Software: logical access protection of the cryptographic modules unprotected CSPs and data is
provided by the operating system satisfying the security requirements which are specified in ISO/
IEC 19790:2012 7.6.3.

NOTE The module can employ non-invasive mitigation methods.

Assumptions:

— [orrect operation of the Approved cryptographic services and security functions;
— Al attacks result in access to CSPs and data (plaintext and ciphertext) held within the odule;
— Pperator is responsible for the physical protection of the module; and
— Value or sensitivity of data protected by the module is assumed low in@n unprotected epvironment.
Attack type:

Actiye attack to gain immediate access to CSPs and data held by the module.

Attack characterization/testing assumptions:

— No prior access to the module is assumed.

— Readily available low-cost tools and materialswhich are on hand at time of attack.
— Attack time is assumed to be low.

Valye:

The [module provides correct operatiohof security functions and services. Protection of the plaintext
CSP4 and data held within the module)is provided by the operator of the module (e.g. the envifonment the
modjule can be used). The operator of the module is aware by tamper evidence that internal nformation
can pe compromised. If the module is used in an unprotected environment, then the modul¢ should not
holdjor maintain unprotectédplain-text CSPs or data which have a moderate or high value.

9.2. Security Level\3
Protection provided:
— Pbservable'evidence of tampering.

— Physical boundary of the module is opaque to prevent direct observation of internpal security
omponents.

— Direct entry/probing attacks prevented.

— Strong tamper resistant enclosure or encapsulation material.
— If applicable, active zeroization if covers or doors opened.

— Software: non-applicable

NOTE The module can employ non-invasive mitigation methods.
Assumptions:

— Correct operation of the Approved cryptographic services and security functions;
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— When attacker has physical access or proximity to the module, non-direct attacks can result in
access to CSPs and data (plaintext and ciphertext) held within the module; and

— Valueo

f data protected by the module is assumed moderate in an unprotected environment.

Attack type:

Moderately

aggressive attack to gain immediate access to CSPs and data held by the module.

Attack characterization/testing assumptions:

Prior access to or basic knowledge of the module is assumed.

Readily]

Actual
or basi

Value:

The module
CSPs and d3
the moduld
enclosure, 1
and voltagg
evidence th|
difficulty. I

maintain unpprotected plain-text CSPs or data which have a high value.

9.2.5 Sed
Protection
Observ

Physic3

Direct ¢

Strong

If appli
NOTE T

A complet;
physical ad

available tools and materials.

httack time is assumed to be moderate (this does not include time spend gaining:prior ag
knowledge of module).

provides correct operation of security functions and services. Protection of the plair

can be used) and by the physical protection mechanisms.of the module (e.g. st
amper response for covers and doors, deterrent of probirg)EFP or EFT for temperd
, mitigation against non-invasive attack). The operator of‘the module is aware by taf
at internal information can be compromised. An attackis pre-meditated but is of modg
[ the module is used in an unprotected environment, then the module should not ho

urity Level 4
provided:

hble evidence of tampering.

ntry/probing attacks prevented.

Lamper resistant eficlosure or encapsulation material.
rable, active zereization if covers or doors opened.

he module.gan employ non-invasive mitigation methods.

e envelope of protection around the module preventing unauthorized attempt
cess.

cess

itext

ita held within the module is provided by the operator of the module (e.g. the environinent

rong
ture
nper
rate
d or

1 boundary of the module is<opaque to prevent direct observation of internal sectyirity
components.

s at

Penetration of the module’s enclosure from any direction had a very high probability of being

detected resulting in immediate zeroization of plaintext CSPs or severe damage to the module

renderi

ng it inoperable.

and data (plaintext and ciphertext) held within the module from non-direct attacks.

Software: non-applicable

Assumptions:

— Module

20

Correct operation of the Approved cryptographic services and security functions;

is tamper resistant against all physical attacks defined in ISO/IEC 19790; and

When attacker has physical access or proximity to the module, the module prevents access to CSPs
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— Value of data protected by the module is assumed high in an unprotected environment.
Attack type:

Aggressive attack to gain immediate access to CSPs and data held by the module.

Attack characterization/testing assumptions:

Prior access to or advanced knowledge of the module is assumed.

Specialized tools and materials.

'1emperature and voltage attacks.

o time restriction on attack.

Valye:

The [module provides correct operation of security functions and services. Brotection of t
CSP4 and data held within the module is provided by the operator of the module (e.g. the e
the nodule can be used) and by the physical protection mechanisms of tHeumodule (e.g. stron
tamper response for covers and doors, complete envelope of protéction and penetratio
resuflting in immediate zeroization of plaintext CSPs, EFP for veltdge and temperature
agaipst non-invasive attack, protection from fault induction).(The operator of the modu
by thmper evidence that the module was attached. The module should zeroize all unpro
befofe an attacker can compromise the module. An attack ispre-meditated, well-funded, or
detefmined.

10 How to select cryptographic modules

10.1 General

This
Cryp
envi
perf]

clause provides guidance on selécting a cryptographic module. The organization
tographic modules which satisfies the organization's security requirements for the
ronment. Once selected, the same cryptographic module and operational environmer
brm the module’s operational testing.

10.2 Use policy

Before a cryptographie module can be selected, the organization should determine which
crygtographic proetection, where that cryptographic protection needs to be provided and {
strength, algorithms and protocols to be utilized for that cryptographic protection. The de
is dgpendent on the use case.

Exa

he plaintext
nvironment
o enclosure,

n detection

mitigation
le is aware
rected CSPs
ranized and

selects the
operational
t is used to

data needs
he security
ermination

ples of data to be considered for cryptographic protection:
Eermﬁ?mrymrm('ﬁ' i ;

Business Identity Information (BII);
Communications;

Data at rest;

Other sensitive information.

Examples of where data may require cryptographic protection:

Data storage:

Archival data;

© ISO/IEC 2018 - All rights reserved

21


https://iecnorm.com/api/?name=1b1ef3c2c9d62963b11afdd54723ddaa

ISO/IEC TS 20540:2018(E)

— Operational data;
— Data in transit:
— Client to client (e.g. VPN, end to end encryption mechanisms, etc.);
— LAN;
— WAN;

— Wireless:

— [WiFi;
— | Bluetooth;
— | Radio;
— | Satellite telemetry;
— Reinovable media:
— | Memory cards;
— | USB storage;
— | Removable or external hard drive storage;
— | CD/DVD disks;
— | Smartcards;
— Time-sénsitive data;
— Access pontrol devices and systems;
— Biometic systems and devices;
— Bounddry protection devices and systems;
— Databakes;
— Detectipn devices and systemis;
— ICs, smart cards andismart card-related devices and systems;
— Key managementSystems;
|

— Multi-flinction devices;

— Networnkand network-related devices and svstems:

— Operating systems;

— Products for digital signatures;

— Trusted computing.

Security strengths, algorithms and protocols:

Approved algorithms and associated security strengths can be found in ISO/IEC 19790:2012,
Annexes C and D.

The organization should also consider the interoperability of various cryptographic modules as the
API's provided may not be compatible between products or vendors.
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Once all data that requires cryptographic protection is identified, where cryptographic security needs
to be implemented, selection of security algorithms, strength and protocols and interoperability
addressed, the organization should develop security policies that reflect these decisions. The security
policies should address both where data is to be protected, and when the same data does not need
protection.

10.3 Cryptographic module assurance

Once a policy has identified that data is to be protected in 10.2, the organization starts the search for an
appropriate cryptographlc module A user should limit their selection ofa cryptographlc module to one
thatha 90 ides a baseline
leve authority
proy b. Annex A).
An ¢ bovernment
entit

of assurance of the attrlbutes of the cryptographlc module. Typlcally, a valldatlo
ides public lists of those modules have been validated by that validation authority, (e.g

rganization can determine which lists to use for a module selection. For example, a

y can have a list that is a subset of a validation authorities listing.

10.4 Interoperability

As fgeferenced in 10.2, many cryptographic modules can implement the same algorjthms with
appijopriate security strengths, but the APIs provided by each of’those cryptographic npodules can
be ipcompatible. This issue is often apparent between different vendors, but can occur ¢ven within
a vepdor’s own products. In addition to the APIs, the protocols used for key management and the

intefroperability with key management systems need to be considered.

10.3 Selection of security rating for SSP protection

b determine
urity rating
b. within an
ization, the
br SSPs that

Asr¢ferenced in Clause 9, the physical and operatidnal environment needs to be considered t
the gverall security rating or individual security‘rating to be selected. Depending on the sec
sele¢ted, the module's protection of SSPs cambé provided by the physical environment (e.
acceps controlled facility) or by the moduleitself. For each module deployed by the orgarn
phydical environment needs to be considered based on the value or sensitivity of the data
the module processes.

11 Principles for operational testing

11.1 General

This

oper
oper

sec

clause describesjthe principles for operational testing that assesses the installation, co
ation and &key management and security requirements of authentication credern

rely, thatvulnerabilities have been properly considered, and verifies that the informati

hfiguration,
tial in the

ational efivironment to give confidence that the cryptographic module functions cdrrectly and

bn provided

in the security policy document in compliance with ISO/IEC 19790 is correct.

Cry ptographic
modules are deployed in their operational environment, even a minor error or mistake in configuration
or initialisation can affect the security of the whole security system. So, it is important to perform
operational testing, and it is necessary to select a proper cryptographic module in the operational
environment throughout the operational testing.

fngrnphir modulesandtheir npnrnfinnn] environmentsare gnhnra]]y rnmp]nv Whencr
J

During the operation of cryptographic modules, it should be considered that the users of the
cryptographic module can be less trustworthy, less experienced, less competent and/or less motivated
than that assumed during the validation. Operational testing for the cryptographic modules should be
performed once the modules are integrated into their operational environments and before operation
of cryptographic modules begins.

For security assurance, the organization should test the validated cryptographic module in their
operational or application environment to assess whether the module operates properly as installed
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and configured (as specified in the security policy) and interoperates with the security system which it
is deployed in.

The security system’s owner should specify the security requirements to protect assets (data to need
cryptographic protection) after considering the budget, the organizational security policy, value of
assets, the threats, the vulnerabilities, etc.

When a cryptographic module is utilized in a diversity of application environments, operational testing
should be performed to confirm that the cryptographic module can be properly utilized in each of the
application environments.

can also be repeated after the organization has granted the authority to operate, depending on the
organizatiop’s policy.

The operatjonal testing process, as shown in Figure 5, is performed to select agproper cryptogrgphic
module for] use in a specific one among a diversity of operational environments. The resuft of
the operatipnal testing process can be used as an input to the organization’s accreditation of the

cryptographic module.
/IEC 19790

ISO/IEC 24759

"
o ﬂq ﬁ }Vandat.onAuthontyI

| Umfé?ganization |

Figure 5 — Operational testing process

11.2 Assumptions

This documjent aSsumes that the security requirements related to the cryptographic modules which
are requirgdsin-their operational env1ronment are prov1ded by the organlzatlon If the sec rity
requiremen

This document assumes that there are cryptographic modules which satisfy the security requirements
of ISO/IEC 19790 have been validated by a validation authority. Typically, the validation authority
provides public lists of those modules have been validated by the validation authority.

11.3 Operational testing activities
The tester should perform the operational testing in the organization's operational environment to

inspect that the cryptographic modules satisfy the specified security requirements for the operational
environment.
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A minimum set of activities for the operational tester to follow during operational testing are as follows:

a)

b)

)
d)

11.4 Competence for operational testers

The
To s
it is
qual
Add

willingness can be required by the organization:

11.5 Use of validated evidence

For
that
avai

If th
avai
evid

The
polic
supy

11.4

planning the operational testing which should include:
1) the time that the operational testing will occur;
2) operational testing-related documents which will be prepared;

3) resources which the operational testing test will require, including manpower, test
and time needed to complete the testing;

4) evidences which can be gained from other tests, etc.; and

equipment,

b) the necessary tools and testing environment needed to be used;
producing testing evidence from the operational testing;
bvaluating the evidence to produce the results of the operational testing;

Feporting.

prganization should determine the competence requirements)for operational testers.

necessary for testers to have gained the minimumi, necessary knowledge, skills, exp
lifications relevant to ISO/IEC 19790 and ISO/IEC.24¥59.

tional elements of competence such as aptitude, enthusiasm, initiative, leadership, tea

validated cryptographic modules; there can be evidence available from the modulg
can be reused in operationaltesting. However, the detailed evidence is not necessaj
able. In some instances, detailed evidence can be obtained directly from the vendor.

e detailed evidence necessary to determine its applicability to an operational environ
able, then the tester'should determine whether it is acceptable to accept the published n
ence.

vendor can.alse provide other documentation that is not referenced by the validatio
y. Therefore; the vendor can be asked to provide the additional documentation or to
lemental documentation.

b Documentation

ipport the goal which is to select proper cryptographi¢. modules in the operational environment,

erience and

mwork and

b validation
ily publicly

ment is not
on-detailed

n's security
create new

There are minimum documentation requirements for operational testing which describes the
cryptographic module and the operational environment which should be provided by the vendor, the
validation authority and the organization:

— guidance documents describinginstallation, configuration and operation of the cryptographic module;

Security Policy document in compliance with ISO/IEC 19790; and

— the organization’s documentation specifying the security functions for cryptographic modules and
the security requirements for the operational environment.
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11.7 Oper

The operatio

a)
b)
‘)
d)

Step 3: Preparing configuration and testing equipment

Step 4: P

ational testing procedure

nal testing procedure consists of six steps:

Step 1: Planning for the operational testing;

Step 2: Preparing documents;

)

erforming operational testing;

e)
f)

Step 5:
Step 6:

12 Recon

12.1 Gene

The organi}

environment to determine that they satisfy the security requirements related to them for

operational

The organi
requiremen
cryptograp
This valida
Typically, a
validation 4
cryptograp

After the o
such that tl
security red
operational

The tester

period of operational testing if-the operational environment and the pre-operational environmen

the same.

NOTE Al

12.2 Reco,
the crypta

valuation of the results; and

Reporting the results.

1mendations for operational testing

ral

environment.

ts for their operational environment. An organiZation should limit their selection
hic module to one that has been validated by awalidation authority to ISO/IEC 19
[ion provides a baseline level of assurance ofthe attributes of the cryptographic mo
validation authority provides public lists‘0f’those modules have been validated by
uthority. An organization should determine which validation lists are approved to us
hic module selection.

Fganization selects cryptographi¢iydodules according the method specified in Claus
ie security requirements for the cryptographic modules specified in Clause 7 satisfy
juirements for the operational environment specified in Clause 9, the organization perfq
testing with the selected cfyptographic modules.

can use the evidences-of the pre-operational test (based on the validation) to shorter]

nnex B providesran example of a checklist that consolidates the lists given in this document.

mmendations for assessing the installation, configuration, and operation of

graphic module

ration should perform operational testing for cryptographic modules in their operational

the

yation searches for a cryptographic module which satisfies the use policy and security

of a
790.
Hule.
that
e for

r the
rms

| the
L are

12.2.1 General

This subclause provides recommendations for assessing that the cryptographic modules, or their
integration, is installed, configured, started up, operated, and interoperates securely and correctly by
using results from pre-operational testing. Also, it provides recommendations for confirming that the
cryptographic modules, or their integration, interoperate securely and correctly within the security
system. (e.g. key management system as like PKI).

The operational tester should assess whether the components and interfaces that comprise the
cryptographic modules, can be installed, configured in their operational environment according to the
supporting documents including installation, configuration and operation procedures.
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12.2.2 Assessing installation of the cryptographic module

This subclause provides recommendations for operational testers on how to assess that modules are
installed securely and correctly in their specified operational environment.

Security requirements for installation of cryptographic modules are referenced in I[SO/
IEC 19790:2012, 7.11.7.

The operational tester should collect the evidence which is necessary for verification of secure
installation, start-up and interoperation of the cryptographic modules in their operational environment.

Examples of the evidence:

— Hocuments which specify the procedures for installation in operational environment;
— Installing or reinstalling the cryptographic module based on the administratorimanual

— results from self-test (e.g. software/firmware integrity test, etc.) of the cryptographic module in its
bperational environment;

— results from checking tamper evidences for hardware module;
— log files; and
— faultinjection files, attacks scenarios.

During the installation, the technical and operational controls can be implemented and prepared for
the lse of cryptographic modules in their operationaleetivironment. There can be site-specific controls
and pther controls which should be tested as parts<®f operational testing to ensure that they perform
corrgctly in the operational environment.

For fhe purposes of correctness, the controls should be compliant with the security requirements for the
crygtographic modules and their operational environment and authorized for the use by 3 competent
admfinistrator.

NOTE Refer to ISO/IEC 27001 for examples of controls for the operational environment.
Examnples of technical controls:

— managing the configuration for the cryptographic modules;

— PSP generation outside of the cryptographic module;

— PSP update and.access outside of the cryptographic module;

— rreatingafile for integration of the cryptographic modules; and

— rollécting Entropy source from outside of the cryptographic module.

manloac aofoanorational contelo.
xa ] £ i | i 1
1 ll.ll\'d \v by U}J\'l ATIVUITUOT CUTICTIUT O,

— reporting the current configuration; and
— behaviour in case of errors, alarms, default modes.

The tester should ensure that all installations can be repeated and be deleted correctly in the
operational environment.

12.2.3 Assessing the configuration of the cryptographic module

Cryptographic module configuration is generally initially performed during installation. The
operational tester should assess that the secure installation procedures result in a secure configuration.
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There are two types of configuration:

1y

for the mission that the operational environment supports; and

2)

environment.

the configuration of the cryptographic modules to provide the security services to enable secure

the configuration of the operational subsystem to interoperate as components of the operational

The tester compares the actual configuration with the intended configuration and should ensure that

the module

This guidel

is configured correctly and securely in the operational environment.

ne describes an assessment that modules are configured in the operational environme

tin

a way that §

The followi

service
service

Use of 3
Operat
SSP, CS
SSP (Kg
Auditd
Tampet
Operat
— Useof ¥
In assessing
— besure
know w

Operationa
module) kn

a) theimpg

Use of approved security services: ISO/IEC 24759 does not address testing of non-approved sec

atisfies the security which the operational environment requires.

hg list gives configuration requirements typically related to cryptographic modules.

5, but testing of approved security services. [fthe organization utilizes nonfapproved sec
5, the operational environment may create a risk to operational security.

pproved security function algorithms and strengths.
onal security functions and non-operational security functions.(€.g. degraded operatio
P, PSP configuration. Key usage and key separation deternrined.
y, password, authenticate data, etc.) set by default value.
nta writing, access, or storage configuration.
configuration, if applicable.
onal environment configuration (access'control, off-line, on-line, etc.).
alidated cryptographic modules
 the cryptographic module’s configuration, the operational tester should:
that the cryptographic mediile is the validated version; and
rhat should be incorporated into the validated module.

testers should.'determine if the crypto officer (the administrator of the cryptogra
bws and understands as a minimum:

acts of ypdating, removing or inserting of the cryptographic modules;

b) the con

Also, the opk

figuration of the cryptographic module and the operational environment related to it.

!

rity
rity

phic

Examples of the evidence:

— records of installation and modification against actual system status;

— independently rebuilding the system; and

checking for consistency.

The tester should ensure that all the configuration procedures can be repeated in operational
environment.

28
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This describes the assessment that modules are operated in their operational environment to satisfy
the security requirements specified for the operational environment. The operational tester should use

test

data (sample data) instead of real data while inspecting operation.

The operational tester should assess that normal functions including installation and configuration
operate securely and correctly (e.g. bypass mode).

The followings are operation test items related to the cryptographic module and should be assessed:

entry input Qnmplp values to maodule in the npm‘;\'rirm;\l environment The set of the i

put sample

values should be determined to be proper for the purpose of the operational testing (€:g]
the cryptographic module);

hpproved security functions or non-approved security functions are performedias expe
the operation of the cryptographic module;

validated cryptographic modules or non-validated cryptographic modules utilized as
bperational environment;

orrect interoperability of module with key management systeny (€.g. PKI);
correct interoperability of module with other security systems and devices;
linauthorized operation for the cryptographic module have not occurred; and

Lhe cryptographic modules are performing their finctions securely during operation.

12.3 Recommendations for inspecting a key management system

This
syst

The

subclause provides recommendations forinspecting the security requirements for a key ny
em and inspecting that the cryptographic modules satisfy the security requirements for

operational tester should inspect security policies for key management syste

SSPY managed in key management’system, and interfaces in which key management
crygtographic module interoperate.

Examples of the security polieies for key management system:

The

key size, key generation, key protection (storage, zeroization, recovery);
Lhe approvedisecurity functions;
Lhe distribtting method for SSPs;

the agreement method for SSPs; and

use case of

cted during

expected in

hanagement
t.

m, type of
system and

he nllfhnnfir‘:\fing method for pn]’\]ir‘ l(py

tester should inspect security functions which utilize SSPs in key management system.

Examples of the security functions in key management system:

— the approved and non-approved security functions in key management system;

security functions and interfaces which key management system and cryptograp
interoperate;

SSP generation in key management system;
SSP establishment in key management system;

PSP authentication in key management system;
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SSP revocation in key management system;

SSP destruction in key management system (e.g. zeroization); and

the RBG entropy source; whether the entropy source is imported from key management system into
cryptographic module or exported from cryptographic module.

The tester should inspect security functions which utilize SSPs in cryptographic module.

Examples of the functions in cryptographic module:

The operati
module and

The operat
and the cry

12.4 Reco
credentials

SSP generation;

SSP est

— auf]

— majnual SSP entry or output via direct or electronic;

SSP ent

SSP stofage; and

SSP zer

hblishment:

omated SSP transport or SSP agreement;

ry and output;

pization.

key management system are correct.

onal tester should ensure that the interoperability between the key management sy
ptographic module about SSPs is correct.

This subcl
the security

The operat

Examples o

public |
certific
inform

passwo

mendations for inspecting the security requirements of authentication

pnal tester should ensure that the interfaces for SSP entryand output between cryptogrgphic

ttem

se provides recommendations t@-support inspection that cryptographic modules saftisfy

requirements specified for authentication credentials.

f the authentication.¢redentials:
tey/private key\pair;

hte issueddy certification authority;
tionrelated to certification authority;

rdsyand

onal tester should inspect authentication credentials which are used in the operatjonal
environment and the method to prétect against the authentication credentials.

personal authentication information.

If the cryptographic module issues the authentication credentials or is used to protect the authentication
credentials, then the cryptographic module should satisfy any security requirements itself.

Examples of security requirements for the authentication credentials:

— public key/private key pair: The user's private key should be protected and should be stored
securely according to security level of cryptographic module. Users should use the public key after
it has been authenticated;, and

— storage, default, key erasure, recovery, number of attempts authorized.
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