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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of documentshotwtd-benotedThisdecument-wasdraftedinaceordance-with-the-editertalrilesef the 1SO/
IEC Direqtives, Part 2 (see www.iso.org/directives or www.iec.ch/members experts/refdocs).

ISO and |EC draw attention to the possibility that the implementation of this document.may inolve the
use of (a] patent(s). ISO and IEC take no position concerning the evidence, validity or applicability of any
claimed patent rights in respect thereof. As of the date of publication of this document, ISO and IEL had not
received photice of (a) patent(s) which may be required to implement this document,‘However, implementers
are cautipned that this may not represent the latest information, which may be‘gbtained from the patent
database| available at www.iso.org/patents and https://patents.iec.ch. ISO“and IEC shall noy be held
responsible for identifying any or all such patent rights.

Any trade name used in this document is information given for the’conivenience of users and|does not
constitute an endorsement.

For an exjplanation of the voluntary nature of standards, the meaning of ISO specific terms and expressions
related conformity assessment, as well as informatiow,about ISO's adherence to the World Trade
Organization (WTO) principles in the Technical Barriers to drade (TBT) see www.iso.org/iso/forewjord.html.
In the IE(, see www.iec.ch/understanding-standards.

This dodument was prepared by Joint Technical“€Committee ISO/IEC JTC 1, Information tdchnology,
Subcom:Littee SC 17, Cards and security devices forpérsonal identification.

Alist of alll parts in the ISO 18013 series can befound on the ISO website.

Any feedback or questions on this decument should be directed to the user’s national dtandards
body. A| complete listing of these- bodies can be found at www.iso.org/members.hftml and
www.ieclch/national-ommittees.
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Introduction

ISO/IEC 18013-5 describes interface and related requirements to facilitate ISO-compliant driving licence
functionality on a mobile device, standardizing the mobile driving licence (mDL) functionality.

This document augments the capabilities of the mDL by describing the interface and related requirements
for presentation to a mDL reader over the internet.

A mobile document conforming to this document primarily conveys the driving privileges associated with a
person. However, the transaction and security mechanisms in this document have been designed to support
other types of mobile documents, specifically including identification documents.

NOTE ISO/IEC 18013-5 places the onus on the mDL verifier to match data received (in an mdoc) te_the person
presenting the mdoc. This version of this document does not change this.

© ISO/IEC 2024 - All rights reserved
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Technical Specification

ISO/IEC TS 18013-7:2024(en)

Personal identification — ISO-compliant driving licence —

Part 7:
Mobile driving licence (mDL) add-on functions

1 Scope

This docu
with the

— pres¢

2 Nor

The folloy
requiremn
the latest

ISO/IEC
(mDL) ap

RFC 4648, S. Josefsson, The Basel6, Base32, and Base64 Data Encodings

RFC 528
(CRL) Pro

RFC 9101
RFC 9113
OID4VP

3 TerIw and definitiens

Forthep
ISO and I
— 1S0(

mentaugments the capabilities of the mobile drivinglicence (mDL) standardized in [SO/IE
following additional functionality:

entation of a mobile driving licence to a reader over the internet.

mative references

ving documents are referred to in the text in such a way that some-or all of their content cd
ents of this document. For dated references, only the edition-citéd applies. For undated rg
edition of the referenced document (including any amendments) applies.

18013-5, Personal identification — ISO-compliant driving licence — Part 5: Mobile drivij
blication

, D. Cooper et al, Internet X.509 Public Key Infrastructure Certificate and Certificate Revod
file

, N. Sakimura, The OAuth 2.0 Authorization Framework: JWT-Secured Authorization Request
, R. Fielding et al, HTTP/1.1
OpenlD for Verifiable Presentations), O. Terbu et al., Draft 18, April 2023

rposes of this document, the terms and definitions given in ISO/IEC 18013-5 and the follow]
F.C maintainterminology databases for use in standardization at the following addresses:

nline'browsing platform: available at https://www.iso.org/obp

[18013-5

nstitutes
ferences,

g licence

ation List

(AR

ing apply.

— IECH

lectropedia: available at https://www.electropedia.org/

3.1

mdoc reader
either device or service, or both, that can retrieve data from an mdoc and verify the authenticity of the data

Note 1 to entry: The mdoc reader includes, but is not limited to, the hardware and software components used.

4 Abb

OID4VP

reviated terms

OpenlD for Verifiable Presentations
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5 Conformance requirement

An mDL is in conformance with this document if it meets all the requirements specified directly or by

reference

herein.

An mDL reader is in conformance with this document if it meets all the requirements specified directly or
referenced herein.

NOTE

Conformance of an mDL or an mDL reader with ISO/IEC 18013-5 is not required for conformance with this
document, except for those clauses normatively referenced in this document. An mDL or an mDL reader conforming
with this document can also be in conformity with ISO/IEC 18013-5.

6 mDL overview

6.1 Stg

ISO/IEC
driving 1
ISO/IEC 1

The tran
other typ

6.2 Interfaces

Figure 1

— Inten
This

— Inten
in th

— Inten
is de

ndards context

|8013-5 describes the interface and related requirements to specifically facilitate 1SO-g
cence functionality on a mobile device. This document adds functionality)by building
8013-5.

caction and security mechanisms in this document have been deSigned to also be app
es of mobile documents besides the mobile driving licence.

thows the interfaces in scope for this document. The explanation of each interface is as fo

face 1 in Figure 1 is the interface between the issuing authority (IA) infrastructure and
interface is out of scope for this document.

face 2 in Figure 1 is the interface between the mDL and the mDL reader. This interface is

face 3 in Figure 1 is the interface between the [A infrastructure and the mDL reader. This
ined in ISO/IEC 18013-5. No new-fiequirements are added in this document.

ompliant
pn top of

licable to

lows:

the mDL.

specified

s document. The interface can be used for‘connection setup and for the device retrieval mpethod.

interface

mDL
holder

Issuing
authority mDL verifier
Issuing authority
infrastructure

f

7
1\ /3/////

\\\

4 7
ImDL reader ])

Figure 1 — mDL interfaces
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6.3 Design objectives
The objectives underlying the requirements in this document include at least the following:

a) An mDL verifier together with an mDL reader is able to request and receive an mDL, and validate its
integrity and authenticity.

b) An mDL verifier not associated with the 1A is able to verify the integrity and authenticity of an mDL.

¢) An mDL verifier is enabled to confirm the binding between the person presenting the mDL and the
mDL holder.

d) The interface between the mDL and the mDL reader supports the selective release of mDL data to an
mDL[reader.

NOTE As in ISO 18013-5, the portrait image can be used for verifying that the person presenting the DL is the
mDL hold¢r. Depending on the transaction details, in an unattended transaction this data elementmight nof|be able to
serve the purpose of confirming that the person presenting the mDL is the mDL holder. Other methods can pe used as
well but afe out of scope of this document. Other mechanisms are described in References [1] and [2].

6.4 Technical requirements

6.4.1 Data structures and data elements

The desg¢riptions and requirements for Concise Binary Object Representation (CBOR), Congise Data
Definitionh Language (CDDL), and version elements in ISO/IEC 180135 shall apply in this document.

Additionally, unless explicitly stated otherwise for a data stpucture, an mdoc or mdoc reader shall not give
an error purely on the basis that it does not know the element:This requirement also applies when the CDDL
definition of the data structure does not allow the presenge of additional key-value pairs in the map, next to
the specified ones.

6.4.2 Data model

The datajmodel is described in Clause 7. It desc¢ribes the identifier and format of the data elements.
6.4.3 Data exchange

6.4.3.1 |Overview

An mDL ¢r mDL reader shalksupport at least one of the flows and may support more:

a) Usingthe device retrieval messages structures and transmission channel as defined in 6.4.3.3 thalt is setup:
1) ysing remodte-engagement, as defined in 6.4.3.2; or

2) usingan out-of-band mechanism, as defined in 6.4.3.2;

b) Using OID4VP as a transmission channel, as defined in Annex B.

The different flows are depicted in Figure 2.

© ISO/IEC 2024 - All rights reserved
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Device retrieval messages OpenlD4VP
/ Engagement\ / Engagement\
Remote engagement flow
other skipped mdoc- other
mdoc scheme engagement engagement openid4vp engagement
mechanism phase scheme \__ mechanism
Transmission Transmission
device
retrieval to a OpenlD4VP
website

Figure 2 — Flows for unattended cases

An mDL 3dnd mDL reader shall support at least one of the following data retrieval methods and may support

more. Talple 1 shows the requirements.
devige retrieval as defined in 6.4.3.3;

OID4VP as defined in Annex B.

Table 1 — Data retrieval methods

Data retrieval method Support Reference in this
mDL mDL reader document
Device retrieval ca ca 6.4.3.3
0ID4VP ca ca Annex B

Key

C conditional

a  Support foratleast one of these methods is mandatory.

6.4.3.2 |Device retrieval engagement phase

The engdgement meéchanism for remote engagement can be used to exchange the information
a secure-data retrieval mechanism between the mDL and mDL reader. When performirlg remote

to set up
engagement, the following flow shall be used:

I
=)

required

a The Y oo dnry oot c thn Do ngagaman
1T T OUAaUUTT LI dIIToIIrnaty LIIcv 'IZNva llsus\,lll\,ll

b)
ReaderEngagement structure.

The mDL sets up a data transmission channel with the mDL reader using the information from the

¢) The mDL sends a DeviceEngagement structure to the mDL reader using the newly setup data

transmission channel.

The ReaderEngagement and DeviceEngagement structures are defined in A.1 and A.2. A possible mechanism
for transmission of the ReaderEngagement structure is defined in A.4. Support for this transmission
mechanism is recommended for the mDL and mDL reader, since this is the only mechanism currently
provided in this document. However, other mechanisms for transmitting the ReaderEngagement structure,

which are not defined in this document, can be used.

© ISO/IEC 2024 - All rights reserved
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When the mDL and mDL reader have an existing two-way data transmission channel that is set up out-of-
band for exchange of data, the device retrieval engagement phase can be skipped.

6.4.3.3 Device retrieval data retrieval phase

The general data retrieval architecture is described in ISO/IEC 18013-5. If an mDL or mDL reader supports
the device retrieval data retrieval phase, they shall use the mdoc request and mdoc response structures as
specified in ISO/IEC 18013-5.

A.6.2 defines a transmission technology for device retrieval that may be supported by an mDL or an mDL reader.

NOTE ISO/IEC 18013-5 defines the server retrieval data retrieval method. This document does not specify any

it raaiicanaaaatc Lo, 3= = fao3 1
additionalreqtirementsfor-serverretrievak

6.4.4 Security mechanisms

6.4.4.1 |Security architecture

The secufity of mDL data exchanged with an mDL reader is designed to preserve thetriad of confidentiality,
integrity|and authenticity by design and by default.

The secufity architecture aims to achieve the following goals:

a) Protg¢ction against forgery: Data elements are signed by the IA. The dégree of protection againgt forgery
depends on the degree to which the 1A's keys are protected. Minimizing the validity period of the data
limitp the value of the data.

b) Prot¢ction against cloning: The mDL produces a signatufe or message authentication code ovér session
data|The private key used to authenticate the session-data is stored only in the mDL. The corresponding
public key in turn is signed by the IA. The degree of\protection against cloning depends on the fegree to
which the mDL authentication key is protected.dnjaddition to protecting DeviceKey by secur¢ storage,
an mdoc/mDL can require the user to be authenticated before this key is usable. This depenfs on the
jurisfliction/issuer's policy (e.g. AAL as per eIDAS Regulation, NIST SP 800-63, ISO/IEC 29115)

c) Protg¢ction against eavesdropping: Comtdunications between mDL and mDL readers are encrypted and
authenticated. The mDL reader can detect man-in-the-middle (MITM) attacks by validating|the anti-
clonipg signature or message authientication code, which is created using a key for which the public
part|is signed by the IA in the mobile security object (MSO), see ISO/IEC 18013-5. If md¢c reader
authentication is used, the mDIican detect MITM attacks before returning any data.

d) Protéction against unauthorized access: An mDL is protected from unauthorized access by an mDL
reader by multiple meéchanisms. When session encryption is used, the encryption key |used for
commnunications between the mDL and mDL reader is derived from an ephemeral key pair ffom both
the mDL and mBLireader. The mDL can optionally authenticate the mDL reader by means of an mDL
readér authentiCation certificate and a signature created by the mDL reader using the corresponding
privdte key.\Fhe mDL reader certificate is signed by a certificate authority trusted by the mDL for this
purppose.

e) Protéetien-efthe-mblhoelderagain erayea-engagemen formationthembl includesinthe device
engagement data, the origin information of the engagement channel or the data transmission channel for
the mDL reader to confirm it. The origin is determined by the mDL independently from the information
transmitted in the reader engagement structure. The transaction is cancelled by the mDL reader when
the origin is different from the expected value.

Revocation of an mDL is out of scope for this document. However, the MSO includes update information and
validity time frames which enable the mDL reader to check the freshness of the data. The 1A shall define
appropriate periods of validity that balance freshness with offline capability, considering that a shorter
validity period mitigates certain security risks.

© ISO/IEC 2024 - All rights reserved
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6.4.4.2 Security mechanisms support requirements

Table 2 describes the security mechanisms that can be implemented by an mDL or an mDL reader. Issuer
data authentication, and mdoc authentication shall be implemented by the mDL and mDL reader. Session
encryption shall be implemented if the device retrieval to a website mechanism, specified in A.6 is used.
mdoc reader authentication is optional for the mDL and mDL reader.

mdoc authentication, mdoc reader authentication and session encryption shall use the session transcript as
defined in A.8

A.5 contains further requirements on the use of mdoc mac authentication.

NOTE1 ISO/IEC 18013-5 describes the use of the X.509 certificates when using mdoc reader authentication. Other
mechanisms for providing the mDL reader public key and trust information can also be used.

The certifficate and CRL profile requirements in ISO/IEC 18013-5 shall be applied for the folewing profiles:
[IACA rog¢t certificate, IACA link certificate, document signer certificate, mdoc reader."authgntication
certificatle, Online Certificate Status Protocol (OCSP) signer certificate, CRL profile.

All certificates issued by an IACA or another CA shall be validated according to ISO/IEC 18013-5.

An mDL |reader needs access to the issuing authority’s certificate authority) (IACA) root certjficate to
verify isquer data authentication. An optional method to get access to these certificates is described in
ISO/IEC 18013-5 using a verified issuer certificate authority list (VICAL)previder.

See the grivacy and security recommendations in ISO/IEC 18013-5(for additional information op privacy
and secufity.

Table 2 — Security méchanisms

Sefcurity mechanisms Support Reference
$ession encryption Conditional (see 6.4.3) A6
Issuer data authentication Mandatory ISO/IEC 18013-5
nmdoc authentication Mandatory ISO/IEC 18013-5
mdo¢ reader authentication Optional ISO/IEC 18013-5

6.4.4.3 |Additional verification requirements

If the OriginInfo as defined in A.8 gontains the domain origin type as defined in A.3.2, the mDL reqder shall
verify whether it matches the. domain of where the mDL was requested.

The behdviour of the mbPL_reader when it receives an empty string as value for the key "domajn" in the
"details" field of the demain origin Origininfo type is out of scope of this document.

The mDL{ reader shall also verify any other elements in the Originlnfo that it understands and foy which it
can obtain the.infe’to verify it. If the verification fails, the mDL reader shall terminate the transaftion and
invalidatg any peceived data.

6.5 Protocol considerations

6.5.1 General

This clause reflects security and privacy considerations that implementers of flows and methods described
in this document can consider.

© ISO/IEC 2024 - All rights reserved
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6.5.2 Discovery and invocation of mdoc using a custom URI scheme

mdoc and mdoc-openID4VP URI schemes present limitations when used to invoke the wallet. Examples of
limitations include (but are not limited to):

EXAMPLE1  When using the custom URI scheme on i0S, the developer documentation notes that "If multiple apps
register the same scheme, the app the system targets is undefined. There’s no mechanism to change the app or to
change the order apps appear in a Share sheet" (see Reference [19]).

EXAMPLE 2  Discussions are circulating around the possible deprecation of support for certain URI schemes that
can cause implementations to break (see Reference [19]).

EXAMPLE 3 The user receives no assistance in selecting the approprlate wallet since the custom URI scheme only

d 1 L | 1 Tl 1 dia 11 1
pI‘OVl es gereeHonvaseaoh PT otecor—Tseanteaato-treuser lllﬂl\llls HHeoFFeetwaetserectHon-

EXAMPLH4  Custom URI schemes require apps to ensure protection from malformed input data. Furthef solutions
that assis{ in executing this protection (see 6.5.3) can be helpful.

EXAMPLH5  Custom URI schemes inhibit the capabilities of the browser to protect the user.
6.5.3 BHossible attack

6.5.3.1 |Attack description

A possiblp attack is when a victim authenticates for a session at the relyitigparty that is under the gttacker’s
control, ¢r more specifically, when an attacker interacts with a relying party to generate a link to then
forward that link to a victim to have the victim complete the process’on behalf of the attacker.

6.5.3.2 |Device retrieval to a website

For devige retrieval to a website, the solution is for the user agent to provide the domain origin to the
mdoc application. Certain browsers have settings that can prevent the domain origin information from
being prgvided by the user agent. In addition, some, browsers do not support providing the domgin origin
informat{on via schemes. In situations like thisyif the presentment is performed, engagement information
can be fofwarded by an attacker and the mDLkolder is vulnerable to the above attack.

6.5.3.3 |0OID4VP

For OID4} P, a solution is for the mdocreader to maintain the binding between the user session and the nonce
authorizgtion request parametet. While a reader is required to implement a mechanism to maiptain the
binding, this document does not-define one. In addition, absent a list of trusted readers (that are cpnfirmed
to maintgin the binding, and‘that can be used by the mdoc to make/inform decisions about the trapsaction),
the mdoddoes not have away to check if the binding is maintained. If the binding is not maintained and the
presentnjent is performed, engagement information can be forwarded by an attacker and the mDL holder
is vulnerpble to thé)above attack. There are ongoing discussions in the OpenID Foundation to propose a
solution (see Reférence [20]).

6.5.4 Additional flows and methods

Work is ongoing to improve the way in which an mdoc reader and an mdoc can interact when not in close
proximity. This includes work on a browser API in an incubator group of the World Wide Web Consortium
(W3C). Work is also ongoing in the OpenID Foundation on this subject (see Reference [3]).

7 mDL data model

The mDL data model descriptions and requirements in ISO/IEC 18013-5 shall apply in this document with
the following exception: an mDL may require mdoc reader authentication as a precondition for the release of
any of the mandatory data elements.

NOTE1  This differs from the requirement from ISO/IEC 18013-5

© ISO/IEC 2024 - All rights reserved
7


https://iecnorm.com/api/?name=80e2769fb8db1f8397b2433c6c7110b3

ISO/IEC TS 18013-7:2024(en)

NOTE 2 In order for an mDL and mDL reader to use mdoc reader authentication, a trust relationship between the
parties involved must exist.

© ISO/IEC 2024 - All rights reserved
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Annex A
(normative)

Mechanisms for device retrieval to a website

ader engagement

The read
6.4.3.2.T|

ReaderEn
{

HE
: S
2:
in|

* 0 O

}

Security
int,
EReg|

]

DeviceRe
+ De
1

DeviceRe
uint
uint]
Retr]

1

Retrieva

Er engagement structure contains the information to perform the engagement Ilow as g

he reader engagement structure shall be CBOR encoded and formatted as follows:
bagement =
str, ; Version
bcurity,
DeviceRetrievalMethods,
t => any
= [
; Cipher suite identifier
HerKeyBytes
trievalMethods = [
viceRetrievalMethod

trievalMethod = [

r i Type

[/ ; Version

ievalOptions ; Specific option(gY\to the type of retrieval method
lOptions = RestApiOptions / any

The reader engagement structure. ¢ontains the key-value pairs described below. Additional pos

value pai
integer f¢
itis not a
0) Vers

valug
1) Secu

defin

's within the engagement structure are RFU. An application-specific extension shall use g
r the key. An mdoc or-mdoc reader shall ignore any key-value pairs with a negative key
ble to interpret.

| on: the version_of the reader engagement structure, in the current version of this doc
shall be “14%,

-ity: an'array that contains two mandatory elements. The first element is the cipher suite
ed imrISO/IEC 18013-5. The second element is ErReaderkeyBytes, defined in ISO/IEC 18013

efined in

tive key-
negative
alue that

ment its

dentifier,
L5,

2) Devi

eR€trievalMethods: an array that shall contain one or more DeviceRetrieval

ethod. A

DeviceRetrievalMethod array holds three mandatory values (Type, Version, RetrievalOptions).
This document only specifies the values for the device retrieval to a website method from A.6. When
using this method, the value for Type shall be 4, the value for version shall be 1, and the value for
RetrievalOptions Shall be Restapioptions as defined in A.6.

A.2 DeviceEngagement

The device engagement structure contains the information the mdoc reader needs to perform the
engagement flow as defined in 6.4.3.2. The device engagement structure shall be CBOR encoded and
formatted as follows:
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DeviceEngagement =

{

6:

* 0 U1 = O

}

: tstr, ; Version
: Security,
: OriginInfos,

Capabilities,

int => any

Capabilities = {

? 0:
2 1:

MacKeysSupport,
MacKeysCurves,

* int => any

}

MacKeysS
MacKeysC|
crv = in

The devi
value pai
integer fc
itis not a

0) Vers
valug

1) Secu

5) orig
delivj

6) Capa
defin

The Mack
supports
indicates

The Mack
it suppor
mdoc apj
the [JANA
by actual

A.3 Or

A.3.1 G
The mdo

lipport = bool

irves = [*crv]

t

Ce engagement structure contains the key-value pairs described below. Additional pos

's within the engagement structure are RFU. An application-specific extension shall use 3
r the key. An mdoc or mdoc reader shall ignore any key-value pairs with.a'negative key ¥
ble to interpret.

Lon: the version of the device engagement structure, in the curkent version of this doc
shall be “1.1".

Hity: This structure is defined in ISO/IEC 18013-5. A.7 descpibes how this structure is usg

inInfos: The originInfos structure provides information about the interface used to re
er the engagement structure, it is defined in A.3. oFiginInfos shall be present.

ilities: Contains a map of capabilities the tndoc supports. Currently two optional eler
ed: MacKeysSupport and MacKeysCurves. Théontents of these two values are defined beld

bysSupport element in the capabilitiég structure can be used by the mdoc to indicate W
the Mackeys element in the mdoc request, as defined in A.5. When the value is set to True,
support for the MacKkeys element.

bysCurves element in the capabitities structure may be used by the mdoc to indicate whi
ks for mdoc mac authentication. If present it shall contain all the curves that are support
lication for mdoc mac authentication. The value of Mackeyscurves is an array of cry, as
COSE Elliptic Curves registry. For privacy reasons, the contents of this field shall not be de
presence of any mebile documents.

igin info
eneral

 reader shall use the origin info to detect if engagement information from a different mdod

tive key-
negative
alue that

lment its

d.

reive and

hents are
W.

'hether it
the mdoc

Ch curves
ed by the
efined in
termined

readeris

forward
the mdoc

a by ammaticious mdoc Teader: T his s domne by indicating to the mdoc reader througir wit
received the engagement information.

channel

The origin information structure that contains this information is origininfos. It shall be CBOR encoded

and formatted as follows:

OriginInfos = [
* OriginInfo

]

OriginInfo = {
"cat" : Category, ; Category
"type" : Type, i Type
"details" : Details ; Details
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Details

+ tstr
}
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= uint
int

= {

: any

The origininfos is an array that consists of one or more originInfo structures. The value for category shall
be 1, any other value is RFU. The value of petails depends on the value of Type. This document defines the
types “Domain origin” with type = 1, and “Other” with type = 0. Any other values for the type are RFU.

NOTE

One of the reserved values can in the future be used for purposes of providing information about Qualified

Website Al

A3.2 D
This type

For type
domain a

The valu
engagem
not recei

In order

trusted b
from, but
requeste

The valug
EXAMPLH
Referrer U
Contents

“domair
}
A33 O

This type
engagem

The valug

uthentication Certificate (QWAC) as defined in ETSI TS 119 495.
omain origin
indicates the origin of the channel used to retrieve the engagement informatiox.

|, the “Details" map structure shall contain one field with “domain” as the ddentifier and th|
s the value.

e of the “domain” element may be an empty string. This signifies' that the mdoc rec

e it from a source trusted by the mdoc.

for the domain origin field to mitigate phishing attacks, the value must be received from
y the mdoc. This document does not define what source\the mdoc must receive the websit

one of the options is to retrieve it from the referfer URL of the page from which the 1
.

 shall not be determined using data from the ReaderEngagement structure.

RL = “https://gov.example.com/present/Ssession1?hi=2"

f Details = {

“="“gov.example.com”

ther

can be used‘to.provide additional information about the channel via which the mdoc red
bnt information.

e for this-type shall be 0.

The valug

e website

bived the

ent information through a channel that has a domain, but the mdoe’did not receive the value, or did

a source
e domain
hdoc was

eived the

 of the elements of betails is out of scope of this document.

A.4 mdoc scheme

To invoke the mdoc App through the mdoc scheme (mdoc://), the mdoc reader shall use:

— URIstarts with “mdoc://”

— Followed by the readerEngagement data encoded base64 url-without-padding according to RFC 4648.

Note
Authority

The URI scheme “mdoc://” has been reserved by ISO/IEC 18013-5 with Internet Assigned
(IANA).

© ISO/IEC 2024 - All rights reserved
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A.5 MacKeys support

When performing mdoc authentication using a MAC as specified in ISO/IEC 18013-5, the ephemeral reader
key and static device key are used to calculate the MAC. Since the static device key typically cannot be
changed, this requires the ephemeral reader key to use the same curve as the static device key. In the flow
specified in ISO/IEC 18013-5, this is solved by letting the mdoc generate the ephemeral device key for session
encryption to be of the same curve as its static device key. The mdoc reader will then always generate an
ephemeral reader key that uses the same curve.

However, in the flow specified in 6.4.3.2, the mdoc reader decides on the curve to use for the ephemeral
reader key without having knowledge yet about the static device key of the mdoc. To mitigate this issue,
this document defines an additional optional element, Mackeys, to the DeviceRequest structure as defined

in ISO/I
curves w
knowing
authentig

? “macKe
MacKeys

This resu

DeviceRe
"ver
"doc
2 "m

If presen
not conta
the mdod
provided

It is reco
element.
canuset

If an mdd

mdoc MAC authentication, the mdochall choose the applicable reader key from this element.

A.6 De

A.6.1 Engagement

T8013-5This provides the capabiiity for the mdoc Teader to send muitipie Reys with
hich can be used for mdoc mac authentication. This mitigates the issue of the mdoc't
which key to send, or when the mdoc contains documents with different curves\for n
ation. The Mackeys element has the following definition:

”

& : MacKeys
= [+ COSE Key]

Its in the following definition of DeviceRequest:

buest = {

sion" : tstr, ; Version of DeviceRequégt“structure
Requests" : [+ DocRequest] ; Requested documents

bcKeys" : MacKeys

, the Mackeys element shall contain one or more ephémeral reader keys. The Mackeys elen
in more than one key for each curve. The mdoc reader shall not include the Mackeys elemg
indicated support for it in the DeviceEngagement structure as defined in A.2. When Ma
in the request structure, the version elementshall have value “1.1”.

mmended for the mdoc reader to include all the curves supported by this document in th
However, if the mdoc uses the Mackegscurves to indicate which keys it supports, the md
his information to limit the amountof different curves it should send.

c reader provides the Mackeys‘eélement in the request structure, and the mdoc chooses td

vice retrieval to.a website

To be abl
When e

RestApiOptidng” element in the reader engagement structure, which is formatted as follows:

RestApiOkticng = {

b to set upthe connection, the mdoc must know the URI at which the mdoc reader can be
agement’is performed using the reader engagement structure, this information is in

different
bader not
ndoc mac

nent shall
nt unless
FKeys are

P MacKeys
bc reader

perform

reached.
rluded in

0: t
}

str,; URI of the website

The string shall contain the URI of the website in which to connect. The mdoc reader shall ensure that the
URI contains the path that the mdoc reader uses to determine to which session the URI belongs.

A.6.2 Transport protocol

The mdoc shall use HTTP/1.1 POST according to RFC 9112 commands for sending peviceEngagementMessage
Or SessionData and receiving sessionEstablishment Or SessionData as follows:

HTTP PO

ST messages shall have the following structure:
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POST [path of URI] HTTP/1.1
Host: [host of URI]
Content-Length: [content length]
Content-Type: application/cbor

[

DeviceEngagementMessage or SessionData message]

HTTP successful response message shall have the following structure:

HTTP/1.1
Content-

200 OK
length: [content length]

Content-type: application/cbor

[Session

ftablishmant =S ionDato m Vel
-

The conts

The se

DeviceEn

HTTP ery
mdoc rea

When De
present i

A.7 Se

ent-type shall be application/cbor. Other header fields may be included.

ssionEstablishment and SessionData messages are defined in FSO/IEC
bagementMessage is defined in A.7.

or responses are specified in RFC 9110:2022, section 15. Communication between the mdc
der shall use Transport Layer Security with server authentication as specified in ISO/IEC

vice Retrieval to a website is used as a transport mechanism, the~“Domain origin” elemern
1 the Originlnfo structure.

5sion encryption

When pefforming the remote engagement flow, and if sessign encryption is used, session encryp

be implemented in accordance with ISO/IEC 18013-5 with.the following changes:

The folloyving step shall be added:

0) Reader engagement. The mdoc reader genérates a new ephemeral key pair (EReade
ERedderKey.Pub), and populates the security element in the ReaderEngagement structure
ciphgr suite identifier, the identifier of the elliptic curve to be used for key agreement and the e
mdog¢ reader public key.

Step 1 and 2 shall be changed to:

1) Devige engagement. The mdocjgenerates a new ephemeral key pair (EDeviceKey.Priv, EDevice
To d¢ so, the mdoc should ‘use the curve of the ephemeral reader public key it received, if it

that ¢urve. The mdoc shall populate the security element in the DeviceEngagement with the cij
identifier, the identifierof the elliptic curve to be used for key agreement and the ephemeral g
the durves used by the mdoc and mdoc reader ephemeral keys are the same, the mdoc shall d
sessipn keys as/defined in ISO/IEC 18013-5. The mdoc shall send the device engagement struct
mdo¢ readerina DeviceEngagementMessage adS specified below.

2) Sessionestablishment. The mdocreader shall derive the session keys as defined in ISO/IEC 1801
the cplief suite, the elliptic curve and the ephemeral device public key received in the deviceEn

18013-5,

cand the
18013-5.

t shall be

fion shall

‘Key.Priv,
with the
phemeral

Key.Pub).
supports
her suite
ub key. If
erive the
ire to the

B-5. using

gagement

structure. If this curve is the same as the curve of the mdoc reader ephemeral key pair the mdoc reader
generated in step 0, the mdoc reader shall use the associated private key for session key derivation. If
not, the mdoc reader shall generate a new ephemeral key pair (EReaderKey.Priv, EReaderKey.Pub) using
the elliptic curve identified by the mdoc and shall use that private key.

The mdoc reader shall encrypt the mdoc request with the appropriate session key. If the mdoc reader
derived a new ephemeral reader key pair in this step, it shall send the encrypted mdoc request to the
mdoc in a SessionEstablishment message, together with EReaderKey.Pub. If the mdoc reader used the
ephemeral reader key pair from step 0 instead, it shall send the encrypted mdoc requestina sessionbata
message, leaving out the “status” pair.
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If the mdoc did not yet derive the session keys in step 1, it shall do so now, using the mdoc reader
ephemeral public key in the SessionEstablishment message. If the mdoc derived session keys in step 1
and it received a new ephemeral reader key in step 2, the mdoc shall terminate the session. The mdoc
shall decrypt the mdoc request. The session shall continue as described in ISO/IEC 18013-5.

The Device Engagement message in step 1 shall be CBOR encoded and formatted as follows:

DeviceEngagementMessage = {
“deviceEngagementBytes”: DeviceEngagementBytes ;
}

DeviceEngagementBytes = #6.24 (bstr .cbor DeviceEngagement); see Annex A.2

A.8 Session transcript

The SessjonTranscript as defined in ISO/IEC 18013-5 shall be used with the following changes:

The handover element is defined as:

Handover| = EngagementToApp / any
EngagemeptToApp = ReaderEngagementBytesHash

ReaderEngagementBytesHash = bstr

ReaderEngagementBytes = #6.24 (bstr .cbor ReaderEngagement)

Where Rre aderEngagementBytesHash iS the SHA-256 hash of ReaderEngagemnéntBytes.
EngagemehtToApp shall be used when the remote engagement flow issed.

When an|mdoc and mdoc reader uses an out-of-band mechani§m to set up the device retrieval ghase, the
contents pf the Handover element is out of scope of this documnent.

When DejriceEngagement is not applicable to the transfer mechanism used, the value shall be null.

When EReaderKey is not applicable to the transfer mechanism used, the value shall be null.

© ISO/IEC 2024 - All rights reserved
14


https://iecnorm.com/api/?name=80e2769fb8db1f8397b2433c6c7110b3

ISO/IEC TS 18013-7:2024(en)

Annex B
(normative)

Use of OID4VP to retrieve an mdoc

B.1 Mechanism description

B.1.1 (eneral

This dochment supports presentation of mdoc using OID4VP, an extension to OAuth 2¢0“as defined in
Reference [8]. It enables the mdoc holder to present an mdoc directly to the mdoc reader.-This Jocument
is an mdoc-specific profile of OID4VP defined in OID4VP, Draft 18. It clarifies manddtory-to-implement
features for the options mentioned in OID4VP for the implementers who wish to present an mdoc fesponse.
Presentafion of the mdoc shall use the same-device flow as defined in OID4VP, Section 3 with the Response
Mode deflined in OID4VP, Section 6.2.

NOTE 1 | Cross-device flows are prone to engagement relay attacks which is(the reason cross-device flow is not
included ip this document. This issue is not specific to OID4VP only.

NOTE 2 | When implementing all requirements in Annex B, the mdoc app'acts as an OAuth 2.0 Authorizatjon Server

towards the remote mdoc reader which acts as an OAuth 2.0 Client.,OID4VP uses the terms Verifier for DAuth 2.0
Client and|Wallet for OAuth 2.0 Authorization Server.

B.1.2 Sequence diagram

mdoc App mdoc reader mdoc reader
User Agent OAuth 2.0 Authorization Server OAuth 2.0 Client OAuth 2.0 Client
Internet Browser 0ID4VP Wallet OID4VP Verifier OID4VP Verifier
User mobile App mobile App web application frontend web application backpnd
L

enga

Q

bment phase
1 User interaction
- >

5

2 [TLS] Request verifier web page

Y

3 [TLS] Prepare Authorization Request

_withRequestURL _
[TLS] Load web page with

4 embedded Authorization Reguest,
e.g, as a deep link with Request URI

5 Uger interaction
~ = >

Invoké mdoc app with
Authorization Request
with Request URI,

e.g, via deep linking
using mdoc-openid4vp
URL scheme

Figure B.1 — Engagement phase sequence diagram

Figure B.1 and Figure B.2 show the informative sequence diagram of the engagement phase and device
retrieval phase. During the engagement phase, the mdoc app receives the Authorization Request including
the request uri which is used by the mdoc app to connect to the mdoc reader.

In steps 1 to 6, 0ID4VP does not define when the Request URI is generated and how the Authorization Request
including the Request URI is presented on the web page. In step 4, a session was established between the
user agent and the mdoc reader. In step 6, the user agent invokes the mdoc app, for example, using the mdoc-
openid4vp URL scheme and provides the Request URI as a URL query string parameter to the mdoc app.
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mdoc

OAuth 2.0 Client
OID4VP Verifier
web application backend|

reader

mdoc App mdoc reader
User Agent DAuth 2.0 Authorization Serve OAuth 2.0 Client
Internep Browser OID4VP Wallet OID4VP Verifier
User mobile App mobile App (web application frontend
| €L
device retrieval phase /
PTLS] Get Authorization Requpst Object
7 from Request URI
via HTTP GET

[TLS] Authorization Request

Object JWT)

Prepare and sign

8 Authorization equest Object

11

A
llfa_

91ncl. Authorization Request parameters
, €.g, Response URI, Verifier Metadata
le — S&-8» RESPONSE UL verllerfetadata
Verify JWT,
10 and validate
Authorization Request Objeqt
skuserto anthenticate
hnd conpent to data elements
to share|with verifier
thenticpte
d consent
e >
Prepare VP Token
13¢ontaining
DeviceResponse,
incl. mdoc authentication
P d Process Authorizatign
repare and encrypt Response:
14Autﬁ0rizatipn Reg’pqnse Object P
as a JWT using Verifier Metalata - Lookup decryptionkey and
decrypt Authorizatign
15[TLS] Send Authorization Response Object to Response URI Response Object
- Identify Authorizatjon
Request, e.g., based dn state
parameter
- Parse and validate YP Token
- Compute Session Tfanscript
160 verify mdoc autheptication

Call browser to
18open Redirect URI with para;
e.g., Response Code

m

17/[TLS] HTTR 200 OK
incl. Redirect URI

19[TLS] Open Redirect URI with

0[TLS] Confirm session with param

, e.g., Response Code from Redirec

il

- Perform remaining|
mdocchecks, e.g,, iss
authentication

- Prepare Redirect U
with parameters,
e.g., Response Code

p—

eters
URI

During th

by

Figure B.2 — Device retrieval phase sequence diagram

e dévice retrieval phase:
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Authorization Request (see B.4.2.2).

£
T
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Request Object associated with the Request URI (see B.4.2)

9101:2021, Section 6.2.
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In step 8, the mdoc reader receives the fetch request and then prepares and signs the Authorization

In step 9, the mdoc reader returns the Authorization Request Object to the mdoc app over TLS.

In step 10, the mdoc app verifies the JWT signature and validates the Authorization Request Object which
includes determining whether the mdoc reader is trustworthy according to OID4VP, Section 5 and in RFC

5t 7ed using
was received in the
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— In step 11, the mdoc app asks the user to authenticate and to consent to sharing the requested data
elements with the mdoc reader.
NOTE1 This step can be implemented in different ways.
— Instep 12, the user authenticates and gives consent.

— Instep 13, the mdoc app performs mdoc authentication, generates the beviceResponse and prepares the
VP Token.

— Instep 14, the mdocapp prepares the Authorization Response parametersand encrypts the Authorization
Response Object as a JWE using the Verifier Metadata from the Authorization Request Object (see
B.4.2.3.2).

— Instép 15, the mdoc app sends the encrypted Authorization Response Object (JWT) to the Response URI
provjded in the Authorization Request Object.

— Instep 16, the mdoc reader processes the Authorization Response Object.
— FHirst, the mdoc reader decrypts the JSON Web Encryption (JWE).

'hen, the mdoc reader identifies the associated Authorization ReGuest. This can be|done by
sing a potential state Authorization Request parameter. Then, themdoc reader verifie$ that the
A\uthorization Response corresponds to the Authorization Request. This involves the veriffication of
he provided nonce in the Authorization Response Object.

e e U e S |

— Then, the mdoc reader parses and validates the VP ToKen containing the pevicerespdnse. This
ihcludes validation of contained document types and data €lements.

— Then, the mdoc reader computes the sessionTransexipt to verify mdoc authentication.
— Then, the mdoc reader performs other remaining checks such as issuer authentication.

— Finally, the mdoc reader prepares a Redirect,URI including parameters required to verify thje session
Binding. This can be a Response Code associated with the session (see in OID4VP, Draft 18, section 11.2).

— Instg¢p 17, the mdoc reader returns the.Rédirect URI including parameters to the mdoc app over TLS.
— Instep 18, the mdoc app directs theuser agent to open the Redirect URI including potential parameters.

— Instgp 19, the user agent requests the Redirect URI including potential parameters from the mdjoc reader
over [TLS. In this step, the user/agent uses the existing session with the mdoc reader.

— In steép 20, the mdoc reader receives the Redirect URI including potential parameters and conffirms the
request is associated with the existing session between the user agent and the mdoc reader. This could
include the verifiéation of additional parameters such as a Response Code. The mdoc reader]looks up
the status and¢potential data of the Authorization Response associated with the current Authorization
Request (i.e, transaction) and session.

— Inste¢p,21, the mdoc reader returns the status and potential data to the user agent which then displays
the datato the user.

NOTE 2  The AuthorizationRequest in the OID4VP protocol is sent directly from the request endpoint of the mdoc
reader to the mdoc app without any intermediary applications. Since this message requires TLS for transport layer
encryption, the DeviceRequest does not use application layer encryption. The exposure of DeviceRequest is limited to
the connection between the TLS termination endpoint and the mDL Reader application.

B.2 Wallet invocation
The mdoc reader has the choice of the following mechanisms to invoke a mdoc app acting as a Wallet:

— custom URL scheme as an authorization endpoint (€.g. mdoc-openiddvp:// as defined in B.3.2.3.2);
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— other mechanisms not described in this document.

B.3 Metadata exchange

B.3.1 General

OID4VP utilizes Wallet and Verifier Metadata, defined in OID4VP:2023, Section 8 and 9, to inform both
the mdoc app and the mdoc reader about each other’s capabilities for the data exchange. This information
includes details such as supported signature and encryption algorithms, and more.

The subsequent sections outllne spec1flc requlrements and default values for Wallet and Verifier Metadata,

NOTE 1 | The mdoc reader uses the Wallet Metadata, while the mdoc app relies on the Verifier Metadata aft different
stages in tthe OID4VP flow.

NOTE 2 | Since the OID4VP specification references the OAuth2 specification, all requirénfents in the Oauth2
specificatlon with regards to HTTP connection settings and parameters apply to this profile-as'well.

B.3.2 Wallet Metadata

B.3.2.1 |General

Before g¢nerating and sending an Authorization Request to the mdoc app, an mdoc reader requires the
Wallet Mgtadata.

B.3.2.2 (Wallet Metadata parameters

An mdoq app and mdoc reader shall support the folowing Wallet Metadata parameters as defined in
Table B.1

Table B.1 — Wallet Metadata parameters

Pgrameter name ’\\Q Value defined in this profile Reflerence
issuer The value foy i ssuer is the Wallet issuer identifier. [15]
authorigation_endpoint The value for authorization endpoint is the OAuth 2 Authori- [15]

zationnEndpoint where the mdoc reader sends the Authorization
Regquest.
responsg¢_types_supported_\{The value for response types supported shall contain the vp [15]
token Response Type as defined in OID4VP, Section 5.4.
vp_formgts_supported The value for vp_formats supported shall contain the mso_mdoc | OID4VP, Draft
Credential Format Identifier. 18, Sqction 8.1
client_3}d_schemesy The value for client id schemes supported shall contain the OID4VP, Draft
supported %509 san_dns Client Identifier scheme. For example, [ "x509 18, Sqction 8.1
san_dns "o,
request |okject signing  |The value for request object signing alg values supported RFL 9101
alg_values_supported shall contain all signature algorithms from Table B.8
authorization_encryption_|The value for authorization encryption alg values [5]
alg_values_supported supported shall contain ECDH-ES and support all curves defined
in Table B.8 unless the mdoc reader knows the set of curves that
the mdoc that it interacts with supports.
authorization_encryption_|The value for authorization encryption enc values [5]
enc_values_supported supported shall at least contain a256GcM. For example, |
"A256GCM" ].
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B.3.2.3 Obtaining Wallet Metadata

B.3.2.3.1 General

An mdoc reader utilizing this specification has multiple options to obtain the Wallet Metadata of an mdoc
app, as defined in OID4VP:2023, Section 8.2:

— The mdoc reader has a static and pre-configured set of Wallet Metadata parameters of the mdoc app (see
B.3.2.3.2).

— Alternatively, the mdoc reader can obtain the Wallet Metadata of the mdoc app dynamically, for example,
using Reference [15] or other out-of-band mechanisms.

B.3.2.3.2| Static set of Wallet Metadata

The mdof app shall support the following static set of Wallet Metadata parameters beund to the mdoc-
OID4VP dcheme (mdoc-openiddvp://):

{

"issuefr": "https://self-issued.me/v2",
"authofrization endpoint": "mdoc-openiddvp://",
"respopse types supported": [

"vp_[coken"

1,

"vp fofmats supported": {
"mso| mdoc": {}

b

"clienft id schemes supported": [
"x50P san dns"

1,

"authofrization encryption alg values supported":~|
"ECDH-ES"

1,

"authofrization encryption enc values supported”: [
"A256GCM"

1

}

NOTE1 |https://self-issued.me/v2'abéve isa symbolic string.

NOTE 2 | In the static set of Wallet Metadata above, mso_mdoc does not contain any JSON members whiclf indicates
that the npdoc app can support any.of the supported cryptographic algorithms for issuer and mdoc authlentication
defined in/ISO/IEC 18013-5.

NOTE 3 | Ifthe mdoc readerhas no prior knowledge of the mdoc app or if the mdoc reader cannot discover fhe Wallet
Metadata dynamically, itis-expected that the mdoc reader uses the static set of Wallet Metadata as defined gbove.

B.3.2.3.3| mdog-openid4vp URL scheme

This docimentiregisters the mdoc-openid4vp URI scheme defined in the IANA Uniform Resource [dentifier
(URD) Sc;llemes registry, defined in Reference [13]:2023, Section B.3.2.3.1.

— URI scheme name: mdoc-openid4vp
— Status: permanent

— Applications/protocols that use this scheme name: the mdoc-openid4vp URI scheme is intended to be
used by mobile document reader applications.

— Change controller: ISO/IECJTC1/SC17
— Reference: ISO/IEC TS 18013-7 (this document)
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B.3.3 Verifier Metadata

B.3.3.1 General

An mdoc needs the Verifier Metadata when generating and sending an Authorization Response to the
mdoc reader.

An mdoc shall support receiving Verifier Metadata using the client metadata Authorization Request
parameter, as defined in OID4VP:2023, Section 5.

Both the mdoc app and mdoc reader shall use the Verifier Metadata parameters from Table B.2.

Table B.2 — Verifier Metadata parameters

Parameter name Value defined in this profile n() “Reference

jwks The value for jwks contains the public key(s) ofithe [12]
mdoc reader. Each curve defined in Table B.8/shall
be included unless the mdoc reader is aware of the
set of keys supported by the mdoc it infegacts with.

The public keys are encoded as a JSON Web Key Set
(JWKS) as defined in Referencef10Y.

The jwks shall contain the keys,used for mdoc mac
authentication as defined.iiv1ISO/IEC 18013-5. The
keys used for this purpesg shall set the “use” JWK
paremetersto “enc” (see-RFC 7515) and “kty”, “crv”
to the correspondingwalues of “kty”, “crv” for each
curve defined in Table B.8 unless the mdoc reader
is aware of théset of keys supported by the mdoc

it interacts-with.

authorigation_encrypted response_alg The valueéfor authorization encrypted response [5]
alg is'used for the value in the a1g JWT (JWE)
header parameter in the encrypted Authorization
Response.

authorigation_encrypted response_enc The value for authorization encrypted response [5]
enc is used for the value in the enc JWT (JWE)
header parameter in the encrypted Authorization

Response.
vp_formdts The value for vp_formats shallinclude a JSON object|01D4VP:2023,
with the key mso_mdoc. Se¢tion 9.1

Additional mechanisms to obtain the Verifier Metadata and Verifier Metadata parameters may be spupported
but are olit-of-scope of thisspecification.

The mdo¢ reader is notrequired to pre-register with the mdoc app.

B.4 Data Exchange

B.4.1 Data Model

The data model shall be used as specified in Clause 7.
B.4.2 Authorization request

B.4.2.1 General

The mdoc reader shall generate and deliver the Authorization Request as defined in OID4VP:2023, Section 5
to the mdoc and applies the additional rules of the OID4VP mdoc-specific profile defined in this document.
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Engagement phase

The mdoc app shall support receiving the OID4VP Authorization Request at the authorization endpoint
specified by the Wallet Metadata. The Authorization Request shall pass an Authorization Request Object by
reference using the request uri parameter as defined in RFC 9101.

The value for request uri contains the HTTPS-based URL where the mdoc retrieves the Authorization
Request Object that contains the Authorization Request parameters (see RFC 9101).

The following is a non-normative example of an Authorization Request using the mdoc-openid4vp scheme:

mdoc-openiddvp://
?client id=example.com

&reque LiuLJI.—IlLLpb conoZfoZrEeXdllple . COIMleZr 0070240004

The clignt id Authorization Request parameter is included in the Authorization Request as’ a percent-
encoded [as defined in Reference [6]:2023, Section 2.1) URL query string parameter. The clrent |id is also
included jn the Authorization Request Object as defined in RFC 9101.
B.4.2.3 [Device retrieval phase
B.4.2.3.1] General
The mdo¢ app uses the request uri Authorization Request parameter.fe’retrieve the signed Authorization
Request Pbject as defined in RFC 9101:2023, Section 5.2.3.
The following is a non-normative example of a HTTPS request toetch the signed Authorization Refjuest:

GET /5[67545564 HTTP/1.1

Host: pxample.com
The folloving is a non-normative example of the HTTPS.response:

HTTP/1f.1 200 OK

Date: [hu, 20 Aug 2020 23:52:39 GMT

Server|: Apache/2.4.43 (example.com)

Contenft-type: application/ocauth-authz&reg+jwt

Contenjt-Length: 797

Last-Mpdified: Wed, 19 Aug 2020 28352:32 GMT

eyJ4NW|. . .
NOTE The example above does not show the entire HTTP response body to improve readability. The HTTP
response body contains the signed Authorization Request Object encoded as a JWT as defined in B.4.2.3.4.
B.4.2.3.2| Authorization Request parameters
The mdof readershall include the Authorization Request parameters from Table B.3 in the Authorization
Request Pbject:
The AutHotfiZzation Request Object may contain the state Authorization Request parameter as defined in
Reference18}:
NOTE As defined in Reference [8]:2012, Section 3.1 the mdoc must ignore other unrecognized Authorization
Request parameters.
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Table B.3 — Authorization Request parameters (passed in Request Object)

Parameter Name

Value defined in this profile

Reference

response type

The value for response_type is a Response Type value
thatis included in the Wallet Metadata parameter
response types supported. For example, vp_ token.

8]

presentation definition

The value for presentation definition isthe Pres-
entation Definition object that specifies the mdoc data
being requested.

B.4.2.3.3 defines the content of the Presentation Defini-
tion object for this mdoc-specific profile of OID4VP.

0ID4VP:2023,
Section 5.1

client metadata

The value for client metadata is the Verifier Metadata

0ID4VP:2023,

parameter of the mdoc reader as defined in this docu-
ment.

Section 5

nonce

The value for nonce is a cryptographic nonce value and
shall follow the requirements in B.5.3.

0ID4VP:2023,
Section 5

client 1d

The value for client idisthe Client Identifier of the
mdoc reader that corresponds to the Client Identifier
scheme.

]

client 1d scheme

The value for client id scheme is a Clientddeéntifi-

0ID4VP:2023,

er Scheme that is included in client id ,schemes Section 5
supported Wallet Metadata parametep; :g’, x509 san__
dns.

responsg mode The value for response mode shallbé direct post.jwt 18]

as defined in OID4VP, clause 6.3.1.

responsg uri

The value for response upi is’the HTTPS URL that
represents the HTTPS POST endpoint for submitting the
encrypted Authorization*Response required by the Re-
sponse Mode direct\post. jwt.

0ID4V|P:2023,
Section 6.2

aud

The value for aud’isthe audience of the Authorization
Request Objectdnd is set to the i ssuer Wallet Metadata
parameter.

0ID4V|P:2023,
Section 5.6

An example of of Authorization Request parameters included in an Authorization Request Object using the
%509 san| dns Client Identifier scheme isgprovided in B.6.2.

B.4.2.3.3| Presentation Definition

A Presentation Definition object: (as defined in OID4VP:2023, Section 5) used by this OID4VP mdog-specific
profile sHall contain the [SON-members from Table B.4.

Table B.4 — Presentation Definition JSON members
Presenftation @tion Value defined in this profile
JSPN meraber
id The value for id is a JSON String that is unique in the Presentation Definition pf the
Authaorization annncf
input descriptors The value for input_descriptors isaJSON array of Input Descriptor objects. The
Presentation Definition shall have at least one Input Descriptor object.

Each Input Descriptor object in a Presentation Definition object shall contain the JSON members from

Table B.5.
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Table B.5 — Presentation Definition JSON members

Input Descriptor Value defined in this profile
JSON member
id The value for id shall be set to the requested document type. This indicates that all requested
data elements shall be selected from that document type. For example, ISO/IEC 18013-5 defines
org.iso.18013.5.1.mDL as the document type for mDL.
The Input Descriptor id shall be unique per Presentation Definition object. This implies that a
document type can only be used once within the Presentation Definition.
Example:
"id": "org.iso.18013.5.1.mDL"
format The value for format is a JSON object which shall contain a JSON object with the key mso_mdoc.
mso_mdoc shall contain a JSON member alg that contains a list of supported algorithm$ for issu-
er and mdoc authentication (as defined in ISO/IEC 18013-5) as listed in Table B.8,
constrajnts The value for constraints isa]JSON object with the following JSON members: .'l/imit |
disclosure, fields.
limit disclosure whose value shall be set to the JSON String value reguired.
fields is aJSON array of Field objects where each Field is a JSON object.with the following JSON
members: path, intent to retain.
path is aJSON array where each entry is a JSON String containing-@requested data ele-|
ment from the requested document type as follows: $['<namespace>']['<data elernent
identifier>"].For example, to request a data element with.ah data element identifief family
name from the namespace org.iso0.18013.5.1, the following JSON String is used: $['¢rg.
150.18013.5.1"'] ['family name'].
intent to retain whose value shall be setto trueor false.
Example:
"constraints": {
"limit disclosure":"required",
"fields": [{
"path": [
"$['org.is0.18013.5.1A% 'family name']"
1y
"intent to retain!'¢true
H
}
Anmdocpnd mdocreader are onlytequired to implement the syntax requirements related to the parameters
of the Presentation Definition object that are specified in this document. An mdoc reader shall nitt include
any paraneters and values in‘thé Presentation Definition object that are not defined in this documient.
An example of an Authorization Request is provided in B.6.2.
When dafa elements from multiple document types are requested, separate Input Descriptor ohjects per
documenft type shiall'be present.
B.4.2.3.4{ Client Identifier scheme

The mdoc reader shall select a Client Identifier scheme for the Authorization Request that is supported by
the Wallet Metadata.

B.4.2.3.5

Authorization Request signing

The mdoc reader shall select a Client Identifier scheme that requires Authorization Request signing.

If the selected Client Identifier scheme requires Authorization Request signing, e.g. x509 san dns, the
mdoc reader shall encode the Authorization Request parameters as a signed Authorization Request Object
encoded as a JWT. The Authorization Request Object shall contain and set the Authorization Request
parameter require signed request object to true. The signed Authorization Request Object shall contain
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an alg JWT (JWS) header parameter that matches one of the supported signature algorithms specified by
the request object signing alg values supported Wallet Metadata parameter.

For the %509 san dns Client Identifier scheme, the Client Identifier shall be a DNS name and match a
dnsName Subject Alternative Name (SAN) according to RFC 5280 entry in the leaf certificate passed with
the Authorization Request Object. The Authorization Request Object shall be signed with the private key
corresponding to the public key in the leaf X.509 certificate of the certificate chain added to the x5¢ JWT
(JWS) header parameter of the signed Authorization Request Object. The Wallet shall validate the signature
and the trust chain of the X.509 certificate. All Verifier metadata other than the public key shall be obtained
from the client metadata parameter. If the Wallet can establish trust in the Client Identifier authenticated
through the certificate, e.g. because the Client Identifier is contained in a list of trusted Client Identifiers, it
may allow the client to freely choose the response uri Authorization Request parameter value. If not, the
FQDN of fiie response uri value shall match the Client Identiiier.

NOTE 1 | The certificates included in the x5c JWT (JWS) header parameter are base64-encoded (RFC 4{648:2006,
Section 4) and not base64url-encoded. Further note that if the certificate chain includes only one,certificate, the x5c¢
JWT (JWS]) header parameter is a JSON array with one entry.

NOTE 2 | Since AuthorizationRequest in OID4VP is signed, a trust anchor is needed to endble trust in the ignature.
Self-signefl mdoc reader certificates can support trust when they are already present in the mDL via an ojit-of-band
manner (which effectively elevates such a certificate to a trust anchor) e.g. dynamic registration.

B.4.3 Authorization Response

B.4.3.1 |General

The mdo¢ shall generate and deliver the Authorization Response-as defined in OID4VP:2023, Section 6 to the
mdoc reader and applies the additional rules of the OID4VP mdoc-specific profile defined in this dqcument.

The Authorization Response is sent to the response uri‘€ndpoint as defined in OID4VP:2023, Section 6.3.1
using thelResponse Mode direct post.jwt. The Authorization Response is encoded as a JWT (JWE)) without
nesting (fee B.4.3.3.2). The JWT (JWE) is included-in the response parameter as defined in OID4VP:2023,
Section 6.3.1.

The following is a non-normative example of@n Authorization Response sent to the response uri ¢ndpoint:
POST /post HTTP/1.1
Host|: client.example.org

Contpnt-Type: application/x-www-form-urlencoded

resppnse=eyJra...9t2LQ

NOTE The example aboye\does not show the entire value for the response Authorization Response pafameter to
improve rpadability.

The resfonse of théiresponse uri endpoint shall include the redirect uri parameter as dpfined in
0ID4VP:2023, Section 6.2.

B.4.3.2 [(Authorization Response parameters

An Authorization Response shall include the Authorization Response parameters from Table B.6.

If present, the mdoc shall copy the state Authorization Request parameter from the Authorization Request
Object to the Authorization Response Object (as defined in Reference [8]).

The Authorization Response is delivered encrypted to the mdoc reader encoded as a JWT using JWE compact
serialization (see B.4.3.3.2).
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Table B.6 — Authorization Response parameters

Parameter Name Value defined in this profile Reference
vp_token The value for vp_token shall contain the base64url-en- 0ID4VP:2023,
coded-without-padding DeviceResponse data struc- Section 6.1
ture as defined in ISO/IEC 18013-5.
presentation submission The value for presentation submission shall con- 0ID4VP:2023,
tain the Presentation Submission object as described in Section 6.1
B.4.3.3.

An example of the Authorization Response Object Parameters can be found in B.6.6.

B.4.3.3 [Presentation Submission
B.4.3.3.1] General
A Presenftation Submission object (as defined in OID4VP:2023, Section 6.1) used by ‘this OID4YP mdoc-
specific grofile shall contain the JSON members from Table B.7.
Table B.7 — Presentation Submission JSON members
Presentation Submission Value defined in this Gﬁile
JSON member \\Q/
id The value for id is a String with a value that isuhique in the Authorization Respdnse.
definitjon_id The value for definition id corresponds to the id value of the Presentation Ddfinition
object in the Authorization Request.
descripfor map The value for descriptor map shall bexaJSON array of Descriptor Map objects wjith one
or more entries where each entry corrésponds to an Input Descriptor object in the Au-
thorization Request.
Each Descriptor Map is a JSON object with the following JSON members: id, formpt, path.
The value for each id correspends to the id value of the Input Descriptor object the De-
scriptor Map object corresponds to.
The value for format ghall be the static JSON String value mso _mdoc.
The value for path shall be the static JSON String value $ if the VP Token containg a single
JSON String or JSON object.
An example of a Presentation Submission object referring to a VP Token with a single entry repregsenting a
DeviceRefponse With a single docuinent type can be found in B.6.4.
B.4.3.3.2| AuthorizationResponse encryption
The mdo¢ shall encode'the Authorization Response as a JWT (JWE only) as defined in OID4VP:2023, Section
6.3. The JWT uses.the JWE compact serialization as defined in Reference [9]:2015, Section 3.1.
NOTE TheJWT does not contain a nested JWS.
To generate” the JWE, the mdoc shall use the jwks, authorization encrypted response|alg and

authorization encrypted response enc from the Verifier Metadata. The JWE shall encrypt a JSON Object
containing the Authorization Response parameters from Table B.6. The mdoc shall generate a new JWE
Initialization Vector (IV) for each encryption operation.

For example, ifthe authorization encrypted response algissettoEcDH-Esand authorization encrypted
response_enc is set to a256ccy, this means Eliptic Curve Diffie-Hellman in Direct Key Agreement mode as

specified

in Reference [11] is used to encrypt the payload of the JWE.

The jwks Authorization Request parameter is used to convey the ephemeral public key information of the
mdoc reader to the mdoc app which is required for key agreement. The mdoc app generates a new ephemeral
key pair and sets the value for the epx JWT (JWE) header parameter to the public key of the generated key
pair-encoded as a JSON Web Key (see Reference [10]). When generating the ephemeral key pair, the mdoc
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app has to ensure that the curve of the epk matches the curve of the mdoc reader public key specified by the
crv and kty JSON members (as defined in Reference [10]) of the JWK.

The mdoc reader shall set the use JWK parameter (public key use) to the static JSON String value enc and set
the a1g JWK parameter to the static JSON String value ecps-£s to indicate which JWKin the jwks Authorization
Request parameter can be used for key agreement to encrypt the response (see Reference [10]).

The mdoc app shall support at least one of the cryptographic curves as defined in Table B.8. The mdoc reader
shall support all of the cryptographic curves defined in Table B.8.

The mdoc shall set the apu JWT (JWE) header parameter to the base64url-encoded-with-no-padding value
of the mdocGeneratedNonce of the sessionTranscript as defined in B.4.4.

The mdo
of the utf]

The mdo
key that

An examj

An examj

B.4.3.4

8 encoded nonce Authorization Request parameter from the Authorization RequestQbje

c shall set the xid JWT (JWE) header parameter to the value of the xid JWK pararheter of f
vas used for key agreement to encrypt the response.

ble of the JWT (JWE) header of an encrypted Authorization Response can®é-found in B.6.

Error Handling

Error hamdling shall be supported as defined in OID4VP.

ble of an encrypted Authorization Response encoded as a JWT (JWE) ean be found in B.6.7.

- shall set the apv JWT (JWE) header parameter to the base64url-encoded-with-no-paddjing value

T,

he public

1=

B.4.4 Spssion Transcript
The sessfonTranscript as defined in ISO/IEC 18013-5 shallbe used with the following changes:
— DevifeEngagementBytes is replaced with nu11,
— EReaflerKeyBytes is replaced with nu11
The Handover element is defined as:
Handover| = OID4VPHandover
OID4VPHahdover = [
client[ldHash
responeUriHash
nonce
]
clientIdHash = bstr
responsefJriHash = bgthk
clientIdfoHash = [eldentId, mdocGeneratedNonce]
responselJriToHash/="[responseUri, mdocGeneratedNonce]
mdocGenefratedNohce = tstr
clientId| =,tsir
responselJxi ~ tstr
nonce = tstr

where clientIdHash is the SHA-256 hash of clientIdToHash and responseUriHash is the SHA-256 hash of the

response

UriToHash

The mdoc app shall set the value for mdocGeneratedNonce to a cryptographically random number with
sufficient entropy (see B.5.3).

clientId shall be the client id, responseuri shall be the response uri and nonce shall be the nonce
Authorization Request parameter from the Authorization Request Object.

An example of the SessionTranscript can be found in B.6.9.
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B.4.5 mdoc MAC authentication

To perform mdoc MAC authentication as defined in ISO/IEC 18013-5, the mdoc shall use on of the ephemeral
public keys from the “jwks” Verifier Metadata parameter as the “EReaderKey.Pub” with having the “use”
JWK parameter set to “enc”.

NOTE

B.5 Security mechanisms

B.5.1 General

“EReaderKey.Pub” acts as input to ECKA-DH to compute the shared secret to derive the MAC Key.

The folloyving security architecture goals from 6.4.4.1 apply:

— Secufity mechanisms a), b) and c) apply directly.

— Secufity mechanism d) applies by sending the Authorization Response encrypted tothe mdoc[reader.

— The decurity mechanism defined in €) does not apply, however the protection against relayed engagement
inforjmation is still achieved. The mdoc reader must maintain a binding between the user sessipn bound

and

he nonce Authorization Request parameter. When the end-user is. redirected back to

the mdoc

reader with the same nonce (included in sessionTranscript), the mdocreader can detect whether there
was ho MITM attack.

B.5.2 (ryptographic curves

Besides the requirements for cryptographic algorithms from ISO/IEC 18013-5 for the mdoc and mdgc reader.

An mdoc|app and mdoc reader shall use one of the ECDH'and/or signature algorithms from Table B.8 for
Request pigning and Response encryption / decryption: The mdoc reader shall support all cyrves and
algorithnps defined in Table B.8 for response object deeryption.

Table B.8 — €ryptographic curves

Definition Specification Key t&p‘g (xty |Signature Curve identifier (crv  |Purpose
V,a\be) algorithm (a1g |value)
AL value)

NIST P-246 Reference [11] EC ES256 P-256 ECDSA/HCDH

NIST P-384 Reference [11} EC E£S384 pP-384 ECDSA/HCDH

NIST P-531 Reference [11] EC ES512 p-521 ECDSA/HCDH

Brainpoo|P256r1 Reference [7] EC ESB256 BP-256 ECDSA/HCDH
(with SHA-256)

Brainpoo|P320r1 Reference [7] EC ESB320 BP-320 ECDSA/HCDH
(with SHA-384)

Brainpoo|P384r1 Reference [7] EC ESB384 BP-384 ECDSA/HCDH
(with SHA-384)

BrainpoolP512r1 Reference [7] EC ESB512 BP-512 ECDSA/ECDH
(with SHA-512)

Curve25519 Reference [14] OKP EdDSA Ed25519/X25519 EdDSA/ECDH

Curve448 Reference [14] OKP EdDSA Ed448/X448 EdDSA/ECDH

B.5.3 Entropy of the nonce

The mdoc peviceRresponse is securely bound to a particular session based on the fact that the nonces are
not learned or guessed by the attacker. As such, nonces shall be an unpredictable random or pseudorandom
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value. Nonces shall have a minimum entropy of 16 bytes. A new nonce value shall be chosen for each
transaction.

NOTE This applies to nonce and mdocGeneratedNonce.

B.6 Examples

B.6.1 OID4VP example — Presentation Definition

The following is an example of the Presentation Definition.

'mDL-sample-req",
| descriptors": [

" :

brmat": {

'mso mdoc":

"aIg" : [

"ES256",
"ES384",
"ES512",
"EdJDSA",
"ESB256",
"ESB320",
"ESB384",
"ESB512"

{

}

bnstraints":
'fields": [
{
"path": [
"S['org.iso0.18013.

"l

{

1,
"intent to retain":

by
{

"path": [
"S['org.1iso0418013.

i

"intent to.lretain":

by
{

"pathk> [
"ST\*org.is0.18013.

g

"ihtent to retain":

¥,
g

"org.is0.18013.5.1.mDL",

5.1'"] [\\birth date']"

false

5.1"'"] ['document number']"

false

5.1'"]['driving privileges']"

false

"path": [
"$['org.is0.18013.

i

"intent to retain":

by
{

"path": [
"S['org.iso0.18013.
1,

5.1'"]['expiry date']"

false

5.1']['family name']"

"intent to retain": false
br
{
"path": [
"S$['org.is0.18013.5.1"] ['given name']"
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Iy
"intent to retain": false

"path": [
"$['org.iso0.18013.5.1"] ['issue _date']"
1,
"intent to retain": false
b
{
"path": [
"$['org.is0.18013.5.1"] ['issuing authority']"

Iy
"intent to retain": false

"path": [
"$['org.1s0.18013.5.1"] ['issuing country']"
1,
"intent to retain": false
b
{
"path" : [
"$['org.is0.18013.5.1"] ['portrait']"

Iy
"intent to retain": false

"path": [
"$['org.is0.18013.5.1"] ['un_distinguishing siga*]"
1,
"intent to retain": false
}
]/

'limit disclosure": "required"

B.6.2 (QID4VP example — Authorization Request Object parameters

The folloying is an example of the Authoérization Request Object parameters. In this example and subsequent
exampled, the mdoc reader only contains a key for a single curve in the jwks structure. This is permissible
only becduse for these examplesitis assumed the mdoc reader is aware of the set of keys supported by the
mdoc with which it is interacting.

"aud":| "httpspgsAhself-issued.me/v2",
"respopse type¥: "vp token",
"preseptatzton definition": {
"id"|: /'mPL-sample-req",
"inpupt\descriptors": [

{

"id": "org.iso0.18013.5.1.mDL",
"format": {
"mso mdoc": {
naign: [

"ES256",
"ES384",
"ES512",
"EdJDSA",
"ESB256",
"ESB320",
"ESB384",
"ESB512"
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"constraints": {
"fields": [
{
"path": [
"$['org.iso0.18013.5.1"] ['birth date']"
I
"intent to retain": false
by
{
"path": [
"$['org.is0.18013.5.1"'] ['document number']"
1,
"intent to retain": false
by
{
"path": [
"$['org.is0.18013.5.1"']['driving privileges']"
I
"intent to retain": false
by
{
"path": [
"$['org.is0.18013.5.1"] ['expiry date']"
1,
"intent to retain": false
by
{
"path": [
"$['org.iso0.18013.5.1"] ['family name']"
I
"intent to retain": false
by
{
"path": [
"$['org.is0.18013.5.1"] ['givenkndme']"
1,
"intent to retain": false
by
{
"path": [
"$['org.is0.18013.5¢#4"'] ['issue date']"
I
"intent to retain'~\false
by
{
"path": [
"S['org.1%6.18013.5.1"] ['issuing authority']"
1,
"intent\toO retain": false
by
{
"path": [
"$['org.is0.18013.5.1"']['issuing country']"
I
"intent to retain": false
7
{
"path": [
"$['org.is0.18013.5.1"] ['portrait']"
1,
"intent to retain": false
by
{
"path": [
"$['org.is0.18013.5.1"] ['un _distinguishing sign']"
I
"intent to retain": false
}
1y
"limit disclosure": "required"
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