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Foreword

ISO (the International Organization for Standardization) and

IEC (the International

8:2012(E)

Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
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hnical committees collaborate in fields of mutual interest. Other international organizations, go
non-governmental, in liaison with ISO and IEC, also take part in the work. In the field\of
nology, 1ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

rnational Standards are drafted in accordance with the rules given in the ISO/IEC Dirgclives, Pz
hdards adopted by the joint technical committee are circulated to national bodies for voting. Pu
nternational Standard requires approval by at least 75 % of the national bodies casting a vote.
ther circumstances, particularly when there is an urgent market requirement for such documen
hnical committee may decide to publish an ISO/IEC Technical Specification (ISO/IEC
resents an agreement between the members of the joint:technical committee and is aq
lication if it is approved by 2/3 of the members of the committeg casting a vote.

rs, revised to become an International Standardyyoer withdrawn. If the ISO/IEC TS is conf

hdard or be withdrawn.

Attgntion is drawn to the possibility that some of the elements of this document may be the subje

righ
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tec

ISC
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ts. ISO shall not be held responsible foridentifying any or all such patent rights.

/IEC TS 15504-8:2012 was prepared by Joint Technical Committee
hnology, Subcommittee SC 7, Software and systems engineering.

ISO/IEC JTC 1,

/IEC TS 15504-8 consists of the following parts, under the general title Information technology
essment:

Part 1: Concepts\and vocabulary
Part 2: Performing an assessment

Part 3:xGuidance on performing an assessment

vernmental
information

rt 2.

main task of the joint technical committee is to prepare International Standards. Draft International

blication as

ts, the joint
I'S), which
cepted for

ISO/IEC TS is reviewed after three years in order to decide whether it will be confirmed for a flirther three

rmed, it is

ewed again after a further three years, at which\time it must either be transformed into an International

ct of patent

nformation

— Process

Rart 4: Guidance on use for process improvement and process capability determination

Part 5: An exemplar software life cycle process assessment model
Part 6: An exemplar system life cycle process assessment model

Part 7: Assessment of organizational maturity [Technical Report]

Part 8: An exemplar process assessment model for IT service management [Technical Specification]

Part 9: Target process profiles [Technical Specification]

Part 10: Safety extension [Technical Specification]
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Introduction

This part of ISO/IEC 15504 provides an example of an IT Service Management Process Assessment Model

(PAM) for use in performing a conformant assessment in accordance with the

requirements of

ISO/IEC 15504-2. It enables implemented processes of ISO/IEC 20000-4 to be assessed according to the
requirements of ISO/IEC 15504-2.

An integra
constructeq
ISO/IEC 15
order to en
process an
conformant
be similar.

for that purpose. A PAM is related to a Process Reference Model (PRM) and is confermant
504-2. ISO/IEC 15504-2 sets out the minimum requirements for performing an assessmen
sure consistency and repeatability of the ratings. ISO/IEC 15504-2 addresses thepassessmen
d the application of process assessment for improvement and capability determination. Result
process assessments may be compared when the scopes of the assessments-are considere
The requirements for process assessment defined in ISO/IEC 15504-2 form a structure which:

t

O

a) faglitates self-assessment;
b) prqvides a basis for use in process improvement and capability determihation;
c) takies into account the context in which the assessed process is implemented;
d) prdduces a process rating;
e) addresses the ability of the process to achieve its purpose;
f) is gpplicable across all application domains and sizes ‘ef organization;
g) may provide an objective benchmark between organizations.
The PRM [defined in ISO/IEC TR 20000-4 has been used as the basis for the PAM in this part
ISO/IEC 18504. The relationship between ISO/IEC 20000-1, ISO/IEC TR 20000-4 and ISO/IEC 15504-]
shown in Flgure 1.
ISO/IEC 20000-1 — Service ISO/IEC TR 24774 - Guidelines for
Management System Requirements process definition
informs
Provides.processes to support /
ISO/IEC TR 20000-4 Service
Management — Process Reference
Model
Capability of processes is
assessed by
~a
ISO/IEC 15504-2 — Performing an Assessment
ISO/IEC TS 15504-8 — An exemplar process assessment
model for IT service management
Figure 1 —Relationship between ISO/IEC 20000-1, ISO/IEC TR 20000-4 and ISO/IEC 15504-2

Vi

part of conducting an assessment is to use a Process Assessment Model (PAM) thal is
with

in

t of
5 of
j to

of
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Any organisation may use processes with additional elements in order to suit it to the environment and
circumstances. The Process Reference Model (PRM) that is the basis for this Process Assessment Model is
ISO/IEC 20000-4:2010. This PRM may not be fully aligned with ISO/IEC 20000-1:2011 as it was developed to
align to ISO/IEC 20000-1:2005. A revised PRM aligned to ISO/IEC 20000-1:2011 is being developed and it is
expected that this revised PRM will address and resolve these identified incompatibilities. Due to the
development status of this PRM, it is known to be unverified and subject to change in the future.

This PAM contains a set of indicators to be considered when interpreting the intent of its PRM. It provides
greater detail to indicate process performance and capability. The indicators may also be used when
implementing a process improvement program or to help evaluate and select an assessment model, method,

me

hodology or tools.

As

usg
Thi
con

pro

Wit

an exemplar, this PAM embodies the core characteristics that could be expected of any-PAM
with ISO/IEC 15504-2. Nevertheless any other PAMs meeting the requirements of ISO/IEC 15504
d in a conformant assessment.

5 Part of ISO/IEC 15504 has a similar structure to ISO/IEC 15504 Parts 5 and’ 6. It may
junction with them for joint assessment of service management processes and) system/softwa
Cesses.

nin this part of ISO/IEC 15504

clause 4 provides a detailed description of the structure™and key components of a H
includes two dimensions: a process dimension and a_capability dimension. Assessmen
are introduced in this clause;

clause 5 addresses the process dimension. It uses process definitions from ISO/IEC TR
designate the PRM. The processes of the PRM“are described in the PAM in terms of p
outcomes. The PAM expands the PRM process definitions by including a set of process p
indicators called base practices for each process. The PAM also defines a second set of i
process performance by associating inputs and outputs with each process. Clause 5 is
directly to Annex B, which defines the-inputs/outputs characteristics;

clause 6 addresses the capahility dimension. It duplicates the definitions of the capability
process attributes from ISO/IEC 15504-2, and expands each of the nine attributes t
inclusion of a set of genefic practices. These generic practices belong to a set of i
process capability, inlassociation with generic resource indicators, and generic inpg
indicators. Annex Blisialso linked directly to Clause 6 as it defines the inputs/outputs charg

Annex A provides a statement of conformance of the PAM to the requirements
ISO/IEC 15504-2;

Annexes B provides selected characteristics for typical inputs/outputs to assist the 4
evaluating the capability level of processes;

Annex C contains a capability process profile linking the requirements of ISO/IEC 2000

consistent
-2 may be

be used in
e life cycle

AM, which
t indicators

200004 to
Lrpose and
erformance
hdicators of
also linked

levels and

nhrough the
dicators of
uts/outputs
cteristics;

defined in

SSessor in

D-1 to base

practices and information items;

the Bibliography contains a list of informative references.
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In

formation technology — Process assessment —

Part 8:
An exemplar process assessment model for IT service

m

Thi

A H
as
ind
be
be

The
wis
det
the
us€

anagement

Scope
5 part of ISO/IEC 15504:

defines an exemplar PAM that meets the requirements of ISO/NEC 15504-2 and that st
performance of an assessment by providing indicators for guidance on the interpretation of
purposes and outcomes as defined in ISO/IEC TR 20000-4 cand the process attributes as
ISO/IEC 15504-2;

provides guidance, by example, on the definition, selegtion’ and use of assessment indicators.

AM comprises a set of indicators of process perfofmance and process capability. The indicato
a basis for collecting the objective evidence that enables an assessor to assign ratings.
cators included in this part of ISO/IEC 15504 is.not intended to be an all-inclusive set nor is it

selected, and possibly augmented with additional indicators (see Annex C).

PAM in this part of ISO/IEC 15504 \is directed at assessment sponsors and competent ass¢
h to select a model, and associated documented process method, for assessment (for eithe
ermination or process improvement). Additionally it may be of use to developers of assessmen
construction of their own model, by providing examples of good service management practice
d by:

a) service providers*to assess and improve a Service Management System (SMS), including

b) organizations that are seeking services from service providers and requiring assuranc

service'requirements will be fulfilled;

c) ‘service providers to demonstrate their capability for the design, development, transition a

of services that fulfil service requirements.

pports the
he process
defined in

's are used
The set of
ntended to

bpplicable in its entirety. Subsets that are.appropriate to the context and scope of the assessment should

bssors who
r capability
t models in
5. It can be

processes,

for the design;-development, transition and delivery of services that fulfil service requirements;

b that their

nd delivery

Any PAM meeting the requirements defined in ISO/IEC 15504-2 concerning models for process assessment
may be used for assessment. Different models and methods may be needed to address differing business
needs. The assessment model in this part of ISO/IEC 15504 is provided as an exemplar of a model meeting
all the requirements expressed in ISO/IEC 15504-2.

The scope of this Part of ISO/IEC 15504 is consistent with the scope of Part 5 and 6 of ISO/IEC 15504 in
order to assist situations where assessment is being made of both service management and system/software

life

©IS

cycle processes.
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NOTE:

Copyright release for the Exemplar PAM: Users of this part of ISO/IEC 15504 may freely reproduce the

detailed descriptions contained in the exemplar assessment model as part of any tool or other material to support the
performance of process assessments, so that it can be used for its intended purpose.

2 Normative references

The following normative documents contain provisions which, through reference in this text, constitute
provisions of this part of ISO/IEC 15504. For dated references, subsequent amendments to, or revisions of,
any of these publications do not apply. However, parties to agreements based on this part of ISO/IEC 15504

are encour

indicated b
Members o

ISO/IEC 2¢

system requirements

ISO/IEC TR 20000-4:2010, Information technology — Service management — Part 4."Process Refere
Model

ISO/IEC 18504-1:2004, Information technology — Process assessment — Part, 1: €oncepts and Vocabula
ISO/IEC 18504-2:2003, Information technology — Process assessment — (Part 2: Performing an Assessmi
3 Terms and definitions

For the pufposes of this document, the terms and definitions given in ISO/IEC 15504-1 and ISO/IEC 2000

apply.

4 Oven

4.1 Intrd

This part of

The PRM d
establish g
process ca

The PAM
processes
into capab
capability.

elow. For undated references, the latest edition of the normative document referred to app
f ISO and IEC maintain registers of currently valid International Standards.

000-1:2011, Information technology — Service management — Part 1: Service ‘tanagen

view of the exemplar Process Assessment Model

yduction to Overview
ISO/IEC 15504 provides anexemplar PAM that includes examples of assessment indicators.

efined in ISO/IEC TR\20000-4, associated with the process attributes defined in ISO/IEC 1550
PAM used as a~cemmon basis for performing assessments of service management sys
bability, allowingforthe reporting of results using a common rating scale.

s a two-dimensional model of process capability. In one dimension, the process dimension,
are defined: In the other dimension, the capability dimension, a set of process attributes grou
lity levels is defined. The process attributes provide the measurable characteristics of prog

aged to investigate the possibility of applying the most recent editions of the normative documents

ies.

ent

fice

Y

pnt

1-2,
em

the
bed
ess
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CAPABILITY
Dimension

ISO/IEC 15504-2
A
+ Level 5 : Optimizing (2 attributes)!

7 Level 4 : Predictable (2 attributes)

ISO/IEC TR 20000-4

< Level 3 ; Established (2 attributes)
7 Level 2: Managed (2 attributes)

Fig
200

A R
con
suf
inl
pro
The

req
ma

In
req

Model(PR

Level 0. Incomplete

T Level 1 Performed (1 attribute) Process Refet:nce

»

)

SMS General \ PROGESS
processes R / o Dimension
Processes

Design and transition \ \ /! S B

of new or changed

services procegses Service delivery Prooese

Control
rocesses
P processes Resolution ] ]
processes Relationghip
processes

Figure 2 — Relationship between the-Process Assessment Model and its inputs

ire 2 shows the relationship between the'general structure of the PAM, ISO/IEC 15504-2 and ISO/IEC TR
00-4.
PRM and a capability dimensionn defined in ISO/IEC 15504-2 cannot be used alone as th

ducting reliable and consistent assessments of process capability since the level of detail pro
icient. The descriptions of process purpose and outcomes in a PRM, and the process attributs
50/IEC 15504-2, need to be supported with a comprehensive set of indicators of process perfor
Cess capability that-are used for assessment performance.

exemplar RAM” defined in this part of ISO/IEC 15504 is conformant with the ISO/IE
Lirements for.'a PAM, and can be used as the basis for conducting an assessment of
hagement process capability.

brder_to meet the PAM requirements of ISO/IEC 15504-2, a documented process suppd
Lirements of ISO/IEC 15504-2 is also required. This need may be met, for example, by the ad

b basis for
ided is not
definitions
mance and

FC 15504-2
IT service

rting other
option of a

supporting method for conducting assessments.

4.2

Structure of the exemplar Process Assessment Model

This clause describes the detailed structure of the PAM and its key components.

This PAM expands upon the PRM by including a defined set of assessment indicators. Assessment indicators
comprise indicators of process performance and process capability and are defined to support an assessor’s
judgment of the performance and capability of an implemented process.

© ISO/IEC 2012 — All rights reserved
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Clause 5, together with its associated Annex B, describes the components of the process dimension, and
clause 6 describes the components of the capability dimension. Annex A provides a statement of
conformance of the PAM to the requirements defined in ISO/IEC 15504-2.

ISO/IEC 15504-2 requires that processes included in a PRM satisfy the following:

"The fundamental elements of a Process Reference Model are the set of descriptions of the processes within
the scope of the model. These process descriptions shall meet the following requirements:

a) A process shall be described in terms of its Purpose and Outcomes.

b) In any description the set of process outcomes shall be necessary and sufficient to achieve the purpos

the process.

¢) Process|descriptions shall be such that no aspects of the measurement framework as described)in claus

of this Intennational Standard beyond level 1 are contained or implied."

As processes are derived directly from ISO/IEC TR 20000-4, these requirements are satisfied.

4.21 Processes

Figure 3 shows the processes from ISO/IEC TR 20000-4, which are included:in‘the process dimension of

exemplar HAM for service management.

Y
o
)

e 5

the

SMS General Processes

SMS.[l Audit

SMS.P Improvement

SMS.B Information item management
SMS.# Management review

SMS.H Resource management

SMS.p Risk management

SMS.¥ Service measurement

SMS.8 Establishment and improvement
SMS.P Implementation and operation

Desigfivand Transition of New or Changed
Services Processes

DTR.1 Service requirements

DTR.2 Service design

DTR.3 Service transition

DTR.4 Service planning

Control/Processes

CON.[ Change mahagement
CON.R Configuration management
CON.B Release and deployment management

Service Delivery Processes

SDE.1 Budgeting and accounting for services
SDE.2 Capacity management

SDE.3 Information security management
SDE.4 Service availability management
SDE.5 Service continuity management
SDE.6 Service level management

SDE.7 Service reporting

Resolution Processes

Relationship Processes

REL.1 Business relationship management
REL.2 Supplier management

RES.1 Incident management
RES.2 Service request management
RES.3 Problem management

Figure 3 — Processes in the Process Reference Model
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4.2.2 Process dimension

The process dimension of the PAM includes all processes from the PRM contained in ISO/IEC TR 20000-4
and shown in Figure 3. Each process in the PAM is described in terms of a purpose statement. These
statements contain the unique functional objectives of the process when performed in a particular environment.
A list of specific outcomes is associated with each of the process purpose statements, as a list of expected
positive results of the performance of the processes.

Satisfying the purpose statements of a process represents the first step in building a level 1 process capability
where the expected outcomes are observable. The processes are described in Clause 5.

4.2]3 Capability dimension

Forthe capability dimension, the process capability levels and process attributes are identical-to thpse defined
in IBO/IEC 15504-2.

Evglving process capability is expressed in the PAM in terms of process attribut€s grouped intp capability
levgls. Process attributes are features of a process that can be evaluated 'on’ a scale of adhievement,
proyiding a measure of the capability of the process. They are applicabledo, all processes. Each process
attr|bute describes a facet of the overall capability of managing and improving the effectiveness of a process
in gchieving its purpose and contributing to the business goals of the organization.
A dapability level is a set of process attribute(s) that work together)to provide a major enhancement in the
capability to perform a process. The levels constitute a rational 'way of progressing through imprpvement of
the|capability of any process and are defined in ISO/IEC 15504%2.

There are six capability levels, incorporating nine process attributes.

Level 0: Incomplete process

The process is not implemented, or fails to achieve its process purpose.

At this level, there is little or no evidence_of,any systematic achievement of the process purpose.
Leyel 1: Performed process

The implemented process achieves its process purpose.

Level 2: Managed proceéss

The previously described Performed process is now implemented in a managed fashion (planned| monitored
and adjusted) and:its work products are appropriately established, controlled and maintained.

Level 3: Established process

The previously described Managed process is now implemented using a defined process that is|capable of
acHh im/ing its process outcomes

Level 4: Predictable process

The previously described Established process now operates within defined limits to achieve its process
outcomes.

Level 5: Optimizing process

The previously described Predictable process is continuously improved to meet relevant current and projected
business goals.
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Within the PAM, the measure of capability is based upon the nine process attributes (PA) defined in
ISO/IEC 15504-2. Process attributes are used to determine whether a process has reached a given capability.
Each attribute measures a particular aspect of the process capability.

At each level there is no ordering between the process attributes; each attribute addresses a specific aspect
of the capability level. The list of process attributes is shown in Table 1.

Table 1 — Capability levels and process attributes

Process Attribute ID Capability Levels
and Process Attributes
Level 0: Incomplete process
Level 1: Performed process
PA 1.1 Process performance
Level 2: Managed process
PA 2.1 Performance management
PA 2.2 Work Products management
Level 3: Established process
PA 3.1 Process definition
PA 3.2 Process deployment
Level 4: Predictable process
PA 4.1 Process measurement
PA 4.2 Process control
Level 5: Optimizing process
PA 5.1 Process innovation
PA 5.2 Continuous optimization

The process attributes are evaluated on asfoéur point ordinal scale of achievement, as defined in
ISO/IEC 19504-2. They provide insight into-the specific aspects of process capability required to support
process improvement and capability determifation.

4.3 Assessment Indicators

The PAM is based on the pringiple that the capability of a process can be assessed by demonstrating |the
achievemept of process attributes on the basis of evidence related to assessment indicators.

There are fwo types of)assessment indicators: process capability indicators, which apply to capability levels 1
to 5 and pfocess pérformance indicators, which apply exclusively to capability level 1. These indicators |are
defined in Clause4:3.2.
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CAPABILITY
Dimension .
For each attribute Process Assessment

A
Co PA.1.1to PA 5.2

T Level 5: Optimizing Process capability assessment (Level 1 to 5)
1l . : based on Process Attribute Indicators (PAl):

Level 4: Predictable -GP : GenericPractice

: -GR : Generic Resource

+ 3. Established

Level 2 - GIO : Generic Input/Output )Amp,,ﬁcaﬁon
+10vel 2 - Managed for PA 1.1

Level1
+ Level 1: Performed Additional indicators~. for| process
performance assessment pased on

< | evel 0 : Incomplete

performance indicators:

- BP : Base Practice
-10 : Inpat/Output

S§MS General PROCESS
Rrocesses Design and ) y3 DimenSion
Transition of Service \V
new or changed delivery Contol
services processes Contro _
processes processes Resolution Relatipnshi
processes P
processes

The process attributes in the capability dimension have a set of process capability indicators that|provide an
indication of the extent of achievement of the attribute in the instantiated process. These indicatgrs concern
significant activities, resources or results associated with the achievement of the attribute pufpose by a
profess.

Figure 4 — Assessment indicators

The process capability indicators-are:
— Generic Practice\(GP);

— Generic Resource (GR);

— Genéric Input/Output (GIO).

As fadditional indicators for supporting the assessment of a process at Level 1, each process in the process
dimension has a set of process performance indicators which is used to measure the degree of achievement

Of t-\n nrocess- naformanceattribitefor tha nrocese- accaccad
He-Pprocess SHOHHAEE Pt e tHe-pProceSSaSSeSSea-

The process performance indicators are:
— Base Practice (BP);
— Input/output (10).
The performance of Base Practices (BPs) provides an indication of the extent of achievement of the process

purpose and process outcomes. Input/Outputs (10s) are either used or produced (or both), when performing
the process.
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The process performance and process capability indicators defined in the PAM represent types of objective
evidence that might be found in an instantiation of a process and therefore could be used to judge
achievement of capability.

Figure 4 shows how the assessment indicators are related to process performance and process capability.

4.3.1 Process Capability Indicators

The three types of process capability indicators related to levels 1 to 5 are identified in Figure 5. They are
intended to be applicable to all processes.

Capability
level 1-5
!

Process

| Attribute [

Process
attribute
achievement

P v

=

: Generic -
Geperic Practice Generic
Resgurces Generic Input/Output
Generic Practice
Practice
Figure 5 — Process capability indicators
All the progess capability\indicators relate to the process attributes defined in the capability dimension of|the

PAM. They
are achiev
achieveme

The Generi

representithe type of evidence that would support judgments of the extent to which the attriby
bd. Evidence of their effective performance or existence supports the judgment of the degre¢ of
ht of the attribute. The generic practices are the principal indicators of process capability.

tes

on

the implementation of the attribute's characteristics. They support the achievement of the process attribute
and many of them concern management practices, i.e. practices that are established to support the process
performance as it is characterized at level 1.

During the evaluation of process capability, the primary focus is on the performance of the generic practices.
In general, performance of all generic practices is expected for full achievement of the process attribute.

The Generic Resource (GR) indicators are associated resources that may be used when performing the
process in order to achieve the attribute. These resources may include human resources, tools, methods and
infrastructure. The availability of a resource indicates the potential to fulfil the purpose of a specific attribute.
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NOTE: The assessor should interpret the generic resources according to the process assessed; e.g. for PA2.1
resources (with identified objectives, responsibilities and authorities), an assessor would look for roles (with identified
objectives, responsibilities and authorities) in primary and supporting processes, but for organizational processes would
look for governance structures (e.g. mandated committees, positions) with identified objectives, responsibilities and
authorities.

The Generic Input/Output (GIO) indicators are sets of characteristics that would be expected to be evident in
inputs/outputs of generic types as a result of achievement of an attribute. The generic inputs/outputs form the
basis for the classification of the inputs/outputs defined as process performance indicators; they represent

basic types of inputs/outputs from all types of processes.

4.3
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to the fact that Level 1 capability of a process is only characterized by the measure of‘thé exte
process purpose is achieved, the process performance attribute (PA.1.1) has a single gene
cator (GP.1.1.1). In order to support the assessment of PA.1.1 and to amplify, the process p
ievement analysis, additional process performance indicators are defined in the-RAM.

2 Process Performance Indicators

re are two types of process performance indicators: Base Practice (BP) indicators and Input/(
cators. Process performance indicators relate to individual processes defined in the process d
PAM and are chosen to explicitly address the achievement ofthe“defined process outcomes.

Hence of performance of the base practices, and the presence of inputs/outputs with the
racteristics, provide objective evidence of the achievement of the process outcomes.

ase practice is an activity that addresses the purpose of a particular process. Consistently per
e practices associated with a process will help:the consistent achievement of its purpose. A ¢
ase practices is associated with each process;in the process dimension. The base practices ar
hn abstract level, identifying "what" should” be done without specifying "how". Implementin
ctices of a process should achieve thetbasic outcomes that reflect the process purpose. Bas
fesent only the first step in building<process capability, but the base practices represent f{
ctional activities of the process, eyen'if that performance is not systematic.

nis particular PAM the base practices have been used as a vehicle to link the outcomes of each
PRM with the requirements ‘defined for that process in ISO/IEC 20000-1. This has been ach
following strategy:

e Singular requirements from ISO/IEC 20000-1 have been identified and assigned a uniqu

(process.number plus sequential numbering within the sub-clause).
Each\process outcome has been linked to a single base practice.

Each base practice has been linked (Annex C) to one or more ISO/IEC 20000

hent of the

nt to which
ric practice
erformance

Dutput (10)
mension of

r expected

forming the
bherent set
e described
j the base
e practices
he unique,

process in
eved using

e identifier

1 singular

requirements to demonstrate that it satisfies a CL1 objective.

Where relevant, singular requirements in ISO/IEC 20000-1 that imply a level of capability

higher than

CL1, are indicated, together with the process that supports the intent of this higher capability level.

This approach provides insight on how the singular requirements from ISO/IEC 20000-1 contribute to the
achievement of the process purpose and outcomes. The performance of a process requires inputs and
produces outputs that are identifiable and usable in achieving the purpose of the process. In this assessment
model, each input/output has a defined set of example characteristics that may be used when reviewing the
input/output to assess the effective performance of a process. Input/output characteristics may be used to
identify the corresponding input/output produced/used by the assessed organization.
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Clause 5 contains a complete description of the processes, including the base practices and the associated
inputs and outputs.

Annex B contains a list of generic inputs/outputs together with their characteristics.

4.4 Measuring process capability

The process performance and process capability indicators in this model give examples of evidence that an
assessor might obtain, or observe, in the performance of an assessment. The evidence obtained in the
assessment, through observation of the implemented process, can be mapped onto the set of indicators to

enable cor
These indiq
judgments

An indicata
conformant
and their re

Observable
practices v
processes

The existe
performand
provides e

A
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ators provide guidance for assessors in accumulating the necessary objective evidence to sup
pf capability. They are not mandatory.

r is defined as an objective characteristic of a practice or input/output that supports, performin
assessment in accordance with the requirements of ISO/IEC 15504-2. The assessment indicat
lationship to process performance and process capability, are shown in Figure 6!

(objective) evidence collected during an assessment is used to confirm the indicators (e
ere performed). All such evidence comes either from the examination: of inputs/outputs of
assessed, or from statements made by the performers and managers'of' the processes.

hce of base practices, inputs/outputs, and input/output characteristics, provide evidence of
e of the processes associated with them. Similarly, the existénce of process capability indica

idence of process capability.

Process Attribute

el.
Dort
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9.,
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the
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GP'
5.2 Continuous optimization —» GR'z GP's Indicators
5.1 Process innovation @ ------- -Gl0's"” ) GR's -
GlO's GP's
4.2 Process control > 3 GR's GP's
4.1 Process measure = ~TTTTTToTTTTTTo{TTemoooommeoes GIO's™"” ) GR's
GP|s GIO's
3.2 Process deployment — ] GR's GP's
3.1 Process definition ~  ------- -Gl0's—-* ) GR's
GIO's ,
2.2 Work product > gg,z P
2.1 Performance management,~------------------------------ Glos—~* GR.z
- GIO's
- Base Practices
1.1 Process performance. —
P GP1.1.1 {-Inputhutput
N & Process Performance
Indicators

Figure 6 — Relationship between assessment indicators and process capability

The evidence obtained should be recorded in a form that clearly relates to an associated indicator, so that the

support for

10

the assessor’s judgment can be readily confirmed or verified as required by ISO/IEC 15504-2.
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The output from a process assessment is a set of process profiles, one for each process within the scope of
the assessment. A typical process profile is illustrated in ISO/IEC 15504-4. Each process profile consists of a
set of the process attribute ratings for an assessed process. Each attribute rating represents a judgment by
the assessor of the extent to which the attribute is achieved. To improve the reliability and repeatability of the
assessment, the judgments of the assessor are based on a coherent set of recorded objective evidences.

5 The process dimension and process performance indicators (Level 1)

5.1 General

This clause defines the processes and the process performance indicators, also known_as ‘the process
dimension, of the PAM. The processes in the process dimension can be directly mappedto thel processes
defjned in the PRM.

The processes are classified into Process Groups which are shown in Figure 3\ The procesq purposes,
outfomes, the practices, the inputs and outputs of processes are included in this clause.

The individual processes are described in terms of process name, process purpose, and process outcomes as
deflned in ISO/IEC TR 20000-4:

a) name: a short noun phrase that summarizes the scope of the process, identifying the principle
concern of the process, and distinguishes it from other processes within the scope of the PRM;

b) purpose: describes at a high level the overall objectives of performing the process;
c) outcomes: an outcome is an observable resultf'the successful achievement of the procesp purpose.
Outcomes are measurable, tangible, technical or business results that are achieved by a process.

Outcomes are observable and assessablé:

In gddition, the process dimension of the PANM\provides information in the form of:

a) a set of base practices for the \process needed to accomplish the process outcomes; a $ingle base
practice is explicitly associated with a process outcome;

b) a number of inputs/outputs associated with each process and their relationship to one or|more of its
outcomes by numbefs jih square brackets, (i.e. [n]);

c) characteristics-associated with each input/output.

The input/output identifiers and characteristics are contained in Annex B.

The base practices and the inputs/outputs constitute the set of indicators of process perfor
asgociated-inputs/outputs listed in this clause may be used when reviewing potential inputs and outputs of an
orgpnjzation's process implementation. They provide objective guidance for potential inputs and| outputs to
look~for, and objective evidence supporting the assessment of a particular process. A
assessment process and assessor Judgment 1s neede at process context (apphication domain,
business purpose, development methodology, size of the organization, etc.) is explicitly considered when
using this information. This list should not be considered as a checklist of what each organization must have
but rather as an example and starting point for considering whether, given the context, the inputs/outputs are
necessary and contributing to the intended purpose of the process.

NOTE Some outcomes are not linked to specific requirements of ISO/IEC 20000-1. These additional outcomes have
been included in order to present a complete process so that the process purpose can be achieved. The complete list of
affected base practices is shown in Annex C, Table C.3.
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5.2 CON.1 Change management

Process ID | CON.1

Name Change management

Purpose The purpose of the change management process is to ensure all changes are assessed, approved,
implemented and reviewed in a controlled manner.

Outcomes | As a result of successful implementation of this process:

1. change requests are recorded and classified;

2. change requests are assessed using defined criteria;

3. change requests are approved before changes are developed and deployed;

4. an implementation schedule of changes and releases is established;

5. animplementation schedule of changes and releases is communicated to interested parties;

6. approved changes are developed and tested;

7. unsuccessful changes are reversed or remedied.

Base CON.1.1 Record change requests. Changes to the services, service componénts, service requirements,
Practices catalogue of services, service level agreements and other documentéd agreements are recorded
and classified. [Outcome 1]

CON.1.2 Assess change requests. Requests for change are assessedto’identify: a) new or changed
information security risks; b) potential impact on the existing information security policy and
controls, and the impact of requests for change on releasesand plans for deployment. [Outcgme
2]

CON.1.3 Make decisions on change requests. The service'provider and interested parties make
decisions on the acceptance of requests for change. Decision-making takes into consideratior]
the risks, the potential impacts to services and the customer, service requirements, business
benefits, technical feasibility and financial.impact. [Outcome 3]

CON.1.4 Establish an implementation schedule of changes and releases. Establish a schedule of
change containing details of the approved changes and their proposed deployment dates.
Planning is coordinated with the change management process and includes references to the
related requests for change, known“errors and problems which are being closed through this
release. [Outcome 4]

CON.1.5 Communicate an implementation schedule of changes and releases. Communicate a
schedule containing detdils of the approved changes and their proposed deployment dates to
interested parties. [Qutcome 5]

CON.1.6 Develop and test-approved changes. Approved changes are developed and tested. [Outcome
6]

CON.1.7 Reverse or.remedy unsuccessful changes. The change is reversed or remedied if
unsuccessful. [Outcome 7]

Inputs

04-06 Change of services provision cost estimates [Outcome 2]

11-01 Change reéguest [Outcome 1,2]

03-03 Change‘request classification criteria [Outcome 1]

03-04 Change request evaluation criteria [Outcome 2]

04-07 Change schedule [Outcome 5,6]

02-10 Change schedute communication fistfoOutcome 51

09-08 Configuration item status report [Outcome 2]

03-14 Information security change request evaluation criteria [Outcome 2]
02-29 Release log [Outcome 2]

09-00 Report [Outcome 3]

04-20 Reversing unsuccessful changes plan [Outcome 7]

04-26 Services provision budget [Outcome 2]
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Process ID | CON.1
Name Change management
Outputs
08-02 Approval record [Outcome 3]
08-11 Change request record [Outcome 1]
04-07 Change schedule [Outcome 4]
08-13 Communication record [Outcome 5]
02-15 Implemented changes log [Outcome 6]
11-07 New or changed service request [Outcome 6]
04-18 Refease schedule fOutcome 4}
09-11)0 Report [Outcome 2]
5.3 CON.2 Configuration management
Progcess ID | CON.2
Narhe Configuration management
Purpose The purpose of the configuration management process is to establish and maintain the integrity] of all
identified service components.
Outfcomes | As a result of successful implementation of this process:
1. items requiring configuration management are identified;
2. the status of configuration items and modifications.are recorded and reported;
3. changes to items under configuration management are controlled;
4. the integrity of systems, services and service components is assured;
5. the configuration of released items is\controlled.
Bade CON.2.1 Identify configuration items. Configuration items are uniquely identified. [Outcome {]
Pragtices CON.2.2 Record configuration.item status. The information recorded for each configuration [tem (CI)

CON.2.3

CON.24

CON.2.5

ensures effective control and includes at least: a) description of the Cl; b) relationship
the CI and other Cls;"c) relationship(s) between the Cl and service components; d) st

(s) between
atus; e)

version; f) location; g) associated requests for change; h) associated problems and kifiown errors.

[Outcome 2]

Changes to/configuration items are controlled. All requests for change to configur
defined in the change management policy are managed using the change managems
The canfiguration management database records are updated following the successfi
deployment of changes. [Outcome 3]

ation items
nt process.
ul

Assure the integrity of systems, services and service components. Configuration control

procedures ensure that the integrity of services and service components is maintaine
service provider audits the records stored in the configuration management database|
to configuration items are traceable and auditable to ensure integrity of the configurat
and the data in the configuration management database. [Outcome 4]

Control the configuration of released items. A configuration baseline of the affectg
configuration items is taken before deployment of a release into the live environment.

H. The
Changes
on items

d
Master

copies of the configuration items recorded in the configuration management databasg

are stored

in secure physical or electronic libraries referenced by the configuration records. This

includes at

least documentation, licence information, software and, where available, images of the hardware

configuration. [Outcome 5]
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Process ID | CON.2

Name Configuration management

Inputs

08-11 Change request record [Outcome 3]

04-08 Configuration item audit schedule [Outcome 4]

02-11 Configuration item change log [Outcome 2,4]

08-15 Configuration item record [Outcome 2,3,4]

02-12 Configuration item report user communication list [Outcome 2]

09-08 Configuration item status report [Outcome 2,3]

03-32 Release notes [Outcome 5]

01-01 Service level agreement [Outcome 1]

01-02 Supplier agreement [Outcome 1]

Outputs

08-13 Communication record [Outcome 2]

08-14 Configuration item archive [Outcome 5]

09-07 Configuration item audit report [Outcome 4]

02-11 Configuration item change log [Outcome 3]

08-15 Configuration item record [Outcome 1]

09-08 Configuration item status report [Outcome 2]

5.4 CON.3 Release and deployment management

Process ID || CON.3

Name Release and deployment management

Purpose The purpose of the release and deployment management process is to deploy releases into the live
environment in a controlled manner.

Outcomes || As a result of successful implementation of this process:

1. requirements for releases are established and agreed with interested parties;

2. releases of services and serviee components are planned;

3. releases are designed;

4. releases are tested priorto deployment;

5. approved releases are deployed;

6. integrity of hardware, software, and other service components is assured during deployment of the

release.

7. unsuccessfully deployed releases are reversed or remedied;

8. release information is communicated to interested parties.

Base CON:3.1 Establish requirements for releases. Requirements for releases are established and agreed
Practices with interested parties. [Outcome 1]

CON.3.2 Plan releases of services or service components. Plan releases of services and service |
components. [Outcome 2]

CON.3.3 Design releases. Releases are designed. [Outcome 3]

CON.3.4 Test releases. Releases are tested prior to deployment. [Outcome 4]

CON.3.5 Deploy releases. Approved releases are deployed. [Outcome 5]

CON.3.6 Assure integrity of hardware, software, and other service components during deployment
of the release. The release is deployed into the live environment so that the integrity of
hardware, software and other service components is maintained during deployment of the
release. [Outcome 6]

CON.3.7 Reverse or remedy unsuccessful releases. Unsuccessfully deployed releases are reversed or
remedied. [Outcome 7]

CON.3.8 Communicate release information to interested parties. Communicate release information to
interested parties. [Outcome 8]
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Process ID | CON.3

Name Release and deployment management

Inputs

04-01 Acceptance test environment plan [Outcome 4]
04-07 Change schedule [Outcome 2]

12-06 Release acceptance test case [Outcome 4]

03-31 Release acceptance test criteria [Outcome 3,4]
02-29 Release log [Outcome 8]

04-16 Release plan [Outcome 3,5,6]

04-17 Release reversal arrangements plan [Outcome 7]
04-18 Release schedule [Outcome 8]

02-31 Release stakeholder communication list [Outcome 8]
04-20 Reversing unsuccessful changes plan [Outcome 6]
Outputs

04-*1 Acceptance test environment plan [Outcome 2]
08-02 Approval record [Outcome 4,5]

08-13 Communication record [Outcome 8]

12-06 Release acceptance test case [Outcome 3]

03-31 Release acceptance test criteria [Outcome 1]
09-27 Release acceptance test report [Outcome 4]

02-29 Release log [Outcome 5,6,7]

04-16 Release plan [Outcome 2]

04-17 Release reversal arrangements plan [Outcome 2]
04-18 Release schedule [Outcome 2]

04-19 Removal of services plan [Outcome 2]

04-20 Reversing unsuccessful changes plan [Outcome 2]
08-%2 Review record [Outcome 4]

5.5 DTR.1 Service requirements

Process ID | DTR.1

Narhe Service requirements

Purpose The purpose of the’service requirements process is to establish and agree the service requirenients.

Ouficomes | As a resultef'successful implementation of this process:
thé required characteristics and context of use of new or changed services are identified;

the constraints for a service solution are defined;

1
2

3." the requirements for the new or changed service are defined;

4. the requirements for validating the new or changed service are defined;
5

requirements for the new or changed service that are to be implemented are negotiated;

Base DTR.1.1 Identify the required characteristics and contexts of use. The required characteristics and

Practices context of use of new or changed services are identified. [Outcome 1]

DTR.1.2 Identify the constraints for a service solution. The constraints for a service solution are
defined. [Outcome 2]

DTR.1.3 Define the requirements for the new or changed service. The requirements for the new or
changed service are defined. [Outcome 3]

DTR.1.4 Define the validation requirements for the new or changed service. The requirements for
validating the new or changed service are defined. [Outcome 4]

DTR.1.5 Negotiate the acceptance of the requirements for the new or changed service.
Requirements for the new or changed service that are to be implemented are negotiated.
[Outcome 5]
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Process ID | DTR.1

Name Service requirements

Inputs

11-07 New or changed service request [Outcome 1]

08-41 New or changed service request record [Outcome 2]
12-04 New or changed service requirements [Outcome 5]
Outputs

09-21 New or changed service evaluation report [Outcome 2]
08-41 New or changed service request record [Outcome 1]
12-04 New or changed service requirements [Outcome 3]

5.6 DTR\.2 Service design

Process ID|| DTR.2

Name Service design

Purpose The purpose of the service design process is to design and develop new or changed services.

Outcomes || As a result of successful implementation of this process:

1. new or changed services are designed to meet agreed business needs and customer requirements
2. a service specification is prepared that defines the attributes of the new or changed service;

3. infrastructure and service components to support the designed service are specified;

4. new or changed services are developed that satisfy,the criteria identified in the service specification|.

Base DTR.2.1 Design new or changed service. New or.changed services are designed to meet agreed

Practices business needs and customer requirements. [Outcome 1]

DTR.2.2 Prepare a service specification. A service specification is prepared that defines the attributes of
the new or changed service. [Outcome 2]

DTR.2.3 Specify infrastructure and support components. Infrastructure and service components to
support the designed service are specified. [Outcome 3]

DTR.2.4 Develop new or changed service. New or changed services are developed that satisfy the
criteria identified in the ‘'service specification. [Outcome 4]

Inputs

03-26 New or changed service design [Outcome 2,3]
04-15 New or changed servige plan [Outcome 2,3]

12-04 New or changed service requirements [Outcome 1]
12-05 New or changed service specification [Outcome 4]
04-19 Removal of services plan [Outcome 2]

12-11 Service requirements [Outcome 1]

Outputs

03-26 New or changed service design [Outcome 1]

07-02 Néw or changed service realisation [Outcome 4]
12-05 Neworchanged-service spetificatiom{Outcome2;3}

5.7 DTR.3 Service transition

Process ID | DTR.3

Name Service transition

Purpose The purpose of the service transition process is to make the new or changed services operational and
includes the build, test and acceptance of the new or changed services.
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Process ID | DTR.3
Name Service transition
Outcomes | As a result of successful implementation of this process:
1. requirements for service transition are identified;
2. the new or changed service is deployed and tested according to the service specification;
3. the new or changed service is accepted in accordance with the service acceptance criteria;
4. information regarding the outcome of the transitioning of new or changed service is communicated to
interested parties.
Baf DTR.3.1 Identify service transition requirements. Requirements for service transition are-identified.
Pragtices [Outcome 1]
DTR.3.2 Deploy new or changed service. The new or changed service is deployed ahd-testqd according
to the service specification. [Outcome 2]
DTR.3.3 Accept new or changed service. The new or changed service is accepted in accordance with
the service acceptance criteria. [Outcome 3]
DTR.3.4 Communicate outcomes of transitioning of new or changed seryice. Communicate
information regarding the outcome of the transitioning of new or changed service to interested
parties. [Outcome 4]
Inputs
11-07 New or changed service request [Outcome 1]
08-42 New or changed services acceptance record [Outcome 4]
03-28 New or changed services test criteria [Outcome 2]
09-23 New or changed services test report [Outcome 3]
02-42 Services stakeholder communication list [Outcomed4]
Outputs
08-13 Communication record [Outcome 4]
12-04 New or changed service requirements [Outcome 1]
08-42 New or changed services acceptance record [Outcome 3]
09-23 New or changed services test report{©utcome 2]
08-43 New or changed services test verification record [Outcome 2]
12-11 Service requirements [Outcome]
5.8 DTR.4 Service planning
Progess ID | DTR4
Narhe Service-planning
Purpose The purpose of the service planning process is to plan the provision of a new or changed servide.
Ouficomes [As a result of successful implementation of this process:

1.

the scope of the work for provision of new or changed services is defined;

sources

2. the feasibility of achieving the requirements of the new or changed service with available re
and-o + H=S PSR TP~ o

3. the tasks and resources necessary to complete the work are estimated;

4. interfaces between organizational units and external parties are identified;

5. plans for the provision of the new or changed service are developed.
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Process ID | DTR.4

Name Service planning
Base DTR.4.1 Define the scope of the work for provision of new or changed services. The scope of the
Practices work for provision of new or changed services is defined. [Outcome 1]

DTR.4.2 Assess the feasibility of achieving the requirements of the new or changed service. The
feasibility of achieving the requirements of the new or changed service with available resources
and constraints is assessed. [Outcome 2]

DTR.4.3 Estimate the tasks and resources. The tasks and resources necessary to complete the work
are sized and estimated. [Outcome 3]

DTR.4.4 Identify the interfaces between organizational units and external parties. Interfaces between
organizational units and exiernal parties are identiiied. [Outcome 4]

DTR.4.5 Develop plans for the provision of the new or changed services. Plans for the provisien!of
the new or changed service are developed. [Outcome 5]

Inputs

04-07 Change schedule [Outcome 5]

11-07 New or changed service request [Outcome 1]

03-27 New or changed services impact evaluation criteria [Outcome 2]
04-18 Release schedule [Outcome 5]

12-11 Service requirements [Outcome 2,3,4,5]

02-41 Service stakeholder list [Outcome 4]

04-26 Services provision budget [Outcome 3,5]

02-45 Supplier role assignments list [Outcome 4]

Outputs

04-15 New or changed service plan [Outcome 4,5]

09-22 New or changed services impact evaluation report [Outcomg 2]
03-43 Service management resource needs [Outcome 3]

12-11 Service requirements [Outcome 1]

5.9 REL}1 Business relationship management

Process ID || REL.1

Name Business relationship management

Purpose The purpose of the business relationship management process is to identify and manage customer needs
and expectations.

Outcomes || As a result of successful implementation of this process:

customers and.interested parties are identified;

the needs.and expectations of customers are identified and monitored;
cominunication with the customer is planned and implemented,;

service performance is monitored;

1
2
3
4
57 ,“changes to the scope of the services, service level agreements and contracts are identified;
6. service complaints are recorded and managed through their Tife cycle 1o closure;

7. service complaints which are not resolved through normal channels are escalated;

8. customer satisfaction is measured and analysed;

9

customer satisfaction analysis results are communicated to interested parties.
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Process ID | REL.1

Name Business relationship management

Base REL.1.1 Identify customers and interested parties. The service provider identifies the customer, users
Practices and interested parties of the services. [Outcome 1]

REL.1.2 Identify and monitor the needs and expectations of customers. Promote the understanding
of the business environment in which the services operate and requirements for new or changed
services by establishing a communication mechanism. This information enables the service
provider to prepare to respond to these requirements. [Outcome 2]

REL.1.3 Plan and implement communication with the customer. For each customer, the service
provider has a designated individual who is responsible for managing the customer relationship
dllu CUSLOITICT satsiaCuull. [UULCUITIE o)

REL.1.4 Monitor service performance. The service provider monitors performance of the sefvice against
agreed service targets and other agreed commitments. [Outcome 4]

REL.1.5 Identify changes to the scope of the services, service level agreements and contracts.
Identify changes to the scope of services, service level agreements and, contracts. [Optcome 5]

REL.1.6 Record and manage service complaints through their life cycle toclosure. The service
provider records, investigates, acts upon, reports and closes service/Complaints. [Oytcome 6]

REL.1.7 Escalate service complaints which are not resolved through'normal channels. \Vhere a
service complaint is not resolved through the normal channels,-escalation is provided|to the
customer. [Outcome 7]

REL.1.8 Measure and analyse customer satisfaction. The service provider measures customer
satisfaction based on a representative sample from the{customer and users of the sefvices.
[Outcome 8]

REL.1.9 Communicate customer satisfaction analysis-results to interested parties. Custpmer
satisfaction analysis results are communicatéd to interested parties. [Outcome 9]

Inputs

08-11 Change request record [Outcome 5]

03-06 Customer satisfaction assessment instrument [Outcome 8]
08-17 Customer satisfaction review record [Outceme 9]

04-09 Customer satisfaction sampling schedute,[Outcome 8]
03-43 Service management resource needs\[Outcome 7]

03-44 Service management roles and responsibilities [Outcome 7]
02-37 Service provider role assignmerits list [Outcome 7]

02-38 Service provision complaintlog [Outcome 7]

08-T5 Service provision complaint record [Outcome 6,7]

04-25 Service provision review schedule [Outcome 4]

12-11 Service requirements [Outcome 1,2,5]

02-41 Service stakeholder list [Outcome 2,3]

Outputs

11-01 Change request [Outcome 5]

08-13 Communication record [Outcome 9]

03-05 Customer needs and expectations [Outcome 2]

08-17 Customer satisfaction review record [Outcome 4,8]

03-11 Improvement opportunity [Outcome 4]

08-%2 Review record [Outcome 4]

02' 7 Sclvibc plUV;dUI IU:U abbiylllllvlltb :Ibt [Cutuunlc 3]

09-39 Service provision complaint disposition report [Outcome 6,7]
02-38 Service provision complaint log [Outcome 6]

02-41 Service stakeholder list [Outcome 1]
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5.10 REL.2 Supplier management

Process ID | REL.2
Name Supplier management
Purpose The purpose of the supplier management process is to ensure supplier services are integrated into service
delivery to meet the agreed requirements.
Outcomes | As a result of successful implementation of this process:
1. relationships between the service provider and suppliers are managed;
2. services to be provided are negotiated with each supplier;
3. roles and relationships between suppliers are determined;
4. the capability of subcontracted suppliers to meet obligations is confirmed;
5. supplier obligations to meet service requirements are monitored;
6. supplier performance against agreed criteria is monitored.
Base REL.2.1 Identify contributors to service provision. The service provider identifies’other parties who |will
Practices contribute to the provision of service components for the new or changed services. [Outcome (1]
REL.2.2 Negotiate services with each supplier. Services to be provided are _negotiated with each
supplier. [Outcome 2]
REL.2.3 Determine roles and relationships. Roles and relationships between suppliers are determingd.
[Outcome 3]
REL.2.4 Confirm capability of subcontracted suppliers. The ¢apability of subcontracted suppliers tg
meet obligations is confirmed. [Outcome 4]
REL.2.5 Monitor supplier obligations to meet service requirements. Supplier obligations to meet
service requirements are monitored. [Outcome 5}
REL.2.6 Monitor supplier performance. Supplier performance against agreed criteria is monitored.
[Outcome 6]
Inputs
08-11 Change request record [Outcome 5,6]
03-43 Service management resource needs [Outcome 1,2]
02-37 Service provider role assignments list [Quicome 1]
01-02 Supplier agreement [Outcome 4,5,6]
04-28 Supplier agreement review schedule’/[Outcome 5]
02-43 Supplier performance data [Outeome 6]
03-53 Supplier performance evaluation criteria [Outcome 6]
02-45 Supplier role assignments list [Outcome 3]
Outputs
11-01 Change request,[OQufcome 6]
09-00 Report [Outcome-6]
08-52 Review reeord*[Outcome 5]
03-51 Sub-contracted supplier roles and responsibilities [Outcome 3]
01-02 Supplier agreement [Outcome 2]
08-88 Supplier capability assessment record [Outcome 4]
02-45 Supplier role assignments list [Outcome 1]
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5.11 RES.1 Incident management

Process ID | RES.1
Name Incident management
Purpose The purpose of the incident management process is to restore agreed service within agreed service levels.
Outcomes | As a result of successful implementation of this process:
1. incidents are recorded and classified;
2. incidents are prioritised and analysed;
3. incidents are resolved and closed;
4. incidents which are not progressed according to agreed service levels are escalated;
5. information regarding the status and progress of reported incidents is communicated to intgrested
parties.
Bade RES.1.1 Record and classify incidents. Incidents are recorded and classified\with an approgriate
Praktices priority. Major incidents are distinguished from other types of incidents by the appropiiate
assignment of status. [Outcome 1]
RES.1.2 Prioritize and analyse incidents. Incidents are prioritised ,@nd-analysed, taking into account the
impact and urgency of the incident or service request. [Qutcome 2]
RES.1.3 Resolve and close incidents. Incidents are resolved{and’closed. [Outcome 3]
RES.1.4 Escalate incidents as appropriate. Escalate incidents which are not progressed acgording to
agreed service levels. [Outcome 4]
RES.1.5 Report incident status and progress. Communicate information regarding the statys and
progress of incidents to interested parties. [Outcome 5]
Inputs
08-22 Incident [Outcome 1]
08-23 Incident disposition record [Outcome 2,3,4,5]
11-06 Information security incident request [Outcome 1]
02-29 Release log [Outcome 2]
Outputs
08-13 Communication record [Outcome)5]
08-23 Incident disposition record [Outcome 1,2,3,4]
08-24 Incident record [Outcome{}
5.12 RES.2 Service request management
Progcess ID | RES.2
Narhe Service request management
Purpose The purpose of the service request management process is to fulfil service requests within agrded service
levels.
OuT:omes As a result of successful implementation of this process:

4 H £ dadl & 1 H P~ 1
L SCTvicCTCquCsStsarcTetoraCtant—trassmca;

service requests are prioritised and analysed;

service requests are resolved and closed;

2
3
4. service requests which are not progressed according to agreed service levels are escalated;
5

information regarding the status and progress of service requests is communicated to interested
parties.
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Process ID | RES.2
Name Service request management
Base RES.2.1 Record and classify service requests. Service requests are recorded and classified with an
Practices appropriate priority. [Outcome 1]
RES.2.2 Prioritize and analyse service requests. Service requests are prioritised and analysed, taking
into account the impact and urgency of the service request. [Outcome 2]
RES.2.3 Resolve and close service requests. Service requests are resolved and closed. [Outcome 3]
RES.2.4 Escalate service requests as appropriate. Escalate service requests which are not progressed
according to agreed service levels. [Outcome 4]
RES.2.5 Report service request status and progress. Communicate information regarding the status
and progress of service requests to interested parties. [Outcome 5]
Inputs
11-15 Service request [Outcome 1]
08-80 Service request disposition record [Outcome 2,3,4,5]
Outputs
08-13 Communication record [Outcome 5]
08-80 Service request disposition record [Outcome 1,2,3,4]
08-81 Service request record [Outcome 1]
5.13 RES\.3 Problem management
Process ID || RES.3
Name Problem management
Purpose The purpose of the problem management process is togminimise service disruption.
Outcomes || As a result of successful implementation of this pfocess:
1. problems are identified, recorded, and classified;
2. problems are prioritised and analysed;
3. problems are resolved and closed,
4. problems which are not progressed according to defined service levels are escalated;
5. the effect of unresolved problems is minimised;
6. the status and progress of the resolution of problems are communicated to interested parties.
Base RES.3.1 Identify problems. Problems are identified, recorded and classified. [Outcome 1]
Practices RES.3.2 PriortiZe and analyse problems. Problems are prioritised and analysed. [Outcome 2]
RES.3.3 Resolvé and close problems. Problems are resolved and closed. [Outcome 3]
RES.3.4 Escalate unresolved problems. Problems which are not progressed according to agreed
service levels are escalated. [Outcome 4]
RES.3.5/Minimise the effects of unresolved problems. The effect of unresolved problems is minimiged.
[Outcome 5]
RES.3.6 Communicate problem status to interested parties. Communicate the status and progress|of
the resolution of problems to interested parties [Outcome 6]
Inputs
03-30 Problem classification scheme [Outcome 1]
09-25 Problem disposition report [Outcome 2,3,4,5,6]
02-27 Problem management known error log [Outcome 3]
09-26 Problem mitigation report [Outcome 6]
08-44 Problem record [Outcome 1]
02-28 Problem report user communication list [Outcome 6]
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Process ID | RES.3

Name Problem management

Outputs

08-13 Communication record [Outcome 6]

09-25 Problem disposition report [Outcome 1,2,3,4]
02-27 Problem management known error log [Outcome 5]
09-26 Problem mitigation report [Outcome 5]

5.14 SDE.T Budgeting and accounting for IT services

Progcess ID | SDE.1
Narhe Budgeting and accounting for IT services
Purpose The purpose of the budgeting and accounting for IT services process is to budgetyand account for service
provision.
Outcomes | As a result of successful implementation of this process:
1. costs of service provision are estimated;
2. budgets are produced using cost estimates;
3. deviations from the budget and costs are controlled;
4. deviations from the budget are resolved;
5. deviations from the budget and costs are commuhicated to interested parties.
Bade SDE.1.1 Estimate costs of service provision Information is provided to support the costing pf service
Praktices provision. [Outcome 1]
SDE.1.2 Produce budgets using cost estimates. Costs are budgeted to enable effective financial
control and decision-making for.services delivered. [Outcome 2]
SDE.1.3 Control costs and deviations from the budget. The service provider monitors cost$ against the
budget and reviews the financial forecasts. [Outcome 3]
SDE.1.4 Resolve deviations from the budget. The service provider manages costs. [Outcome 4]
SDE.1.5 Communicate to .interested parties deviations from the budget and costs. The sprvice
provider reportsccosts against the budget. [Outcome 5]
Inputs
02-08 Budgeting and aceounting communication list [Outcome 5]
09-03 Capacity future needs assessment report [Outcome 1]
04-06 Change of services provision cost estimates [Outcome 2]
03-37 Service catalogue [Outcome 1]
12-11 Servicerequirements [Outcome 1]
04-26 Serviees provision budget [Outcome 3]
04-27 Seérvices provision costs [Outcome 3]
09-40 Services provision costs against budget variance report [Outcome 4,5]
Outputs
04-(1)6 Change of services provision cost estimates [Outcome 1]
08-13 Communication record [Outcome 5]
04-26 Services provision budget [Outcome 2]
09-40 Services provision costs against budget variance report [Outcome 3,4]
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5.15 SDE.2 Capacity management

Process ID | SDE.2
Name Capacity management
Purpose The purpose of the capacity management process is to ensure that the service provider has service
capacity to meet current and future agreed requirements.
Outcomes | As a result of successful implementation of this process:
1. current and future capacity and performance requirements are identified;
2. capacity is provided to meet current capacity and performance requirements:
3. capacity usage is monitored, analysed and performance is tuned;
4. capacity is prepared to meet future capacity and performance needs.
Base SDE.2.1 Identify current and future capacity and performance requirements. The service)provider
Practices identifies the current and future capacity and performance requirements with the\customer and
interested parties. [Outcome 1]
SDE.2.2 Provide capacity. The service provider provides capacity to meet current ¢apacity and
performance requirements. [Outcome 2]
SDE.2.3 Monitor capacity usage. The service provider monitors capacity usage;, analyses capacity data
and tunes performance. [Outcome 3]
SDE.2.4 Prepare capacity to meet future capacity needs. The service/provider provides sufficient
capacity to fulfil agreed capacity and performance requirements. [Outcome 4]
Inputs
09-03 Capacity future needs assessment report [Outcome 4]
04-05 Capacity plan [Outcome 2,3,4]
08-08 Capacity plan status record [Outcome 2]
09-04 Capacity usage analysis report [Outcome 2,4]
02-09 Capacity usage data [Outcome 3]
08-11 Change request record [Outcome 4]
03-07 Customer technology roadmap [Outcome 1]
12-04 New or changed service requirements [Outcome 1]
12-11 Service requirements [Outcome 1]
Outputs
09-03 Capacity future needs assessment feport [Outcome 3,4]
04-05 Capacity plan [Outcome 2,3]
11-02 Capacity plan change request [Outcome 4]
12-02 Capacity requirements\[Outcome 1]
09-04 Capacity usage analysis report [Outcome 3]
02-09 Capacity usage(data [Outcome 2]
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5.16 SDE.3 Information security management

Process ID | SDE.3
Name Information security management
Purpose The purpose of the information security management process is to manage information security at an
agreed level of security within all service management activities.
Outcomes | As a result of successful implementation of this process:
1. information security requirements are identified;
2. criteria for the assessment of information security risks and the acceptable level of risk are identified;
3. information security risks are identified;
4. information security risk is assessed;
5. information security risk measures and controls are defined;
6. information security risk measures and controls are implemented;
7. security incidents are quantified and recorded;
8. information security concerns are communicated to interested parties;
9. the impact of changes on information security is analysed andTeported.
Bade SDE.3.1 Identify information security requirements. The serVice provider identifies all parti¢s that have
Preﬂ:tices a need to access, use or manage the service provider’s information or services. [Outcome 1]
SDE.3.2 Identify criteria for the assessment of information security risks. Criteria for the assessment
of information security risks and the acceptable level of risk are identified. [Outcome 2]
SDE.3.3 ldentify information security risks. Information security risks are identified. [Outcome 3]
SDE.3.4 Assess information security risk. Mahagement ensures that information security rigk
assessments are conducted at planhed’intervals. [Outcome 4]
SDE.3.5 Define information security riskimeasures and controls. The information security |controls
describe the risks to which the controls relate, their operation and maintenance. [Outcome 5]
SDE.3.6 Implement information security risk measures and controls. The service provider operates
appropriate information security controls to: a) fulfil the requirements of the informatiop security
policy; b) achieve information security management objectives; c) manage risks relatg¢d to
information securitysThe service provider also implements information security contrgls with
external organizations. [Outcome 6]
SDE.3.7 Record security’incidents. Security incidents are quantified and recorded. [Outcomg 7]
SDE.3.8 Communicate information security concerns. Communicate information security goncerns to
interested\parties. [Outcome 8]
SDE.3.9 Analyse the impact of changes on information security. The impact of changes op
information security is analysed and reported. [Outcome 9]
Inputs
08-23 Incident disposition record [Outcome 7]
04-12 Infermation security audit schedule [Outcome 6]
02-20 Information security communication list [Outcome 8]
09-16 Information security controls report [Outcome 6]
12-1)3 Information security requirements [Outcome 5,6]
09-18 Information security risk analysis report [Outcome 5]
03-17 Information security risk assessment criteria [Outcome 4]
09-19 Information security risk assessment report [Outcome 6]
04-13 Information security risk assessment schedule [Outcome 4]
02-23 Information security risk data [Outcome 4]
03-18 Information security risk measure [Outcome 4]
08-80 Service request disposition record [Outcome 7]
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Process ID | SDE.3

Name Information security management

Outputs

02-01 Access rights list [Outcome 6]

08-13 Communication record [Outcome 8]

09-16 Information security controls report [Outcome 5]

08-29 Information security incident record [Outcome 7]

12-03 Information security requirements [Outcome 1]

09-18 Information security risk analysis report [Outcome 4]
03-17 Informatiormsecurity Tiskassessment eriteria fOutcome 2}
09-19 Information security risk assessment report [Outcome 4]
02-23 Information security risk data [Outcome 3,6]

03-18 Information security risk measure [Outcome 2]

5.17 SDE\.4 Service availability management

Process ID || SDE.4

Name Service availability management

Purpose The purpose of the service availability management process is to ensure that agreed service levels will be
met in foreseeable circumstances.

Outcomes || As a result of successful implementation of this process:
service availability requirements are identified;
a service availability plan is developed using the service availability requirements;

service availability is tested against the service availability requirements to validate the plan.

underlying causes of unplanned service non-availability are identified and analysed;

1

2

3

4. service availability is monitored;

5

6. corrective actions are taken to address identified underlying causes;
7

changes to service availability(requirements are reflected in the service availability plan.

Base SDE.4.1 Identify service availability requirements. The service provider identifies with the customer

Practices and interested parties service availability requirements. The agreed requirements take into
consideration applicable business plans, service requirements, service level agreements and
risks. [Outcome 1]

SDE.4.2 Develop-a'service availability plan. The service provider creates and implements a service
availability plan. [Outcome 2]

SDE.4.3 Test service availability. Service availability is tested against the service availability
requirements to validate the plan. [Outcome 3]

SDE.4 4~ Monitor service availability. Service availability is monitored. [Outcome 4]

SDE4.5" Identify underlying causes of service non-availability. Underlying causes of unplanned
service non-availability are identified and analysed. [Outcome 5]

SDE.4.6 Take action to address underlying causes. Take corrective actions to address identified
UNderlying causes for unplanned non-availability. [OUtcome o]

SDE.4.7 Reflect changes in requirements in the service availability plan. Changes to service
availability requirements are reflected in the service availability plan. [Outcome 7]

Inputs

08-11 Change request record [Outcome 7]

09-30 Service availability analysis report [Outcome 6]

02-33 Service availability log [Outcome 5]

04-22 Service availability plan [Outcome 3,7]

08-53 Service availability plan amendment record [Outcome 7]

12-07 Service availability requirements [Outcome 2]

08-83 Service unplanned non-availability corrective action disposition record [Outcome 6]
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Process ID | SDE.4
Name Service availability management
Outputs
11-01 Change request [Outcome 7]
03-11 Improvement opportunity [Outcome 6]
09-30 Service availability analysis report [Outcome 5]
02-33 Service availability log [Outcome 4]
04-22 Service availability plan [Outcome 2]
09-31 Service availability plan test report [Outcome 3]
12-¢7 Serviceavaitabitity Tequirerments fOutcorme 1
5.18 SDE.5 Service continuity management
Progcess ID | SDE.5
Narhe Service continuity management
Purpose The purpose of the service continuity management process is to ensure that agreed service levgls will be
met in foreseeable circumstances.
Ouficomes | As a result of successful implementation of this process:
1. service continuity requirements are identified;
2. a service continuity plan is developed using the service continuity requirements;
3. service continuity is tested against the service’continuity requirements to validate the plan;
4. changes to service continuity requirements)are reflected in the service continuity plan.
Bade SDE.5.1 Identify service continuity requirements. The service provider identifies with the cystomer and
Praktices interested parties service continuity requirements. The agreed requirements take into
consideration applicable business plans, service requirements, service level agreemgnts and
risks. [Outcome 1]
SDE.5.2 Develop a service continuity plan. The service provider creates and implements a service
continuity plan. [Outcome 2]
SDE.5.3 Test service continuity. Service continuity is tested against the service continuity requirements
to validate the plah. [Outcome 3]
SDE.5.4 Reflect changes in requirements in the service continuity plan. Changes to service continuity
requirements are reflected in the service continuity plan. [Outcome 4]
Inputs
08-11 Change request record [Outcome 4]
04-23 Servicercontinuity plan [Outcome 3,4]
08-61 Servige continuity plan amendment record [Outcome 4]
12-08 Service continuity requirements [Outcome 2]
Ouleuts
08-01 Amendment record [Outcome 4]
11-01 Change request [Outcome 4]
08-52 Review.record [ﬁnfr\nmo '2]
04-23 Service continuity plan [Outcome 2]
09-33 Service continuity plan test report [Outcome 3]
12-08 Service continuity requirements [Outcome 1]
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5.19 SDE.6 Service level management

Process ID | SDE.6
Name Service level management
Purpose The purpose of the service level management process is to ensure that agreed service level targets for
each customer are met.
Outcomes | As a result of successful implementation of this process:
1. services and dependencies are identified;
2. service level targets and workload characteristics for services are defined in service level agreements;
3. services are monitored against service level agreements;
4. service level performance against service level targets is communicated to interested parties;
5. changes to service requirements are reflected in the service level agreements.
Base SDE.6.1 ldentify services and dependencies. Services and dependencies are identified” [Outcome 1
Practices SDE.6.2 Define service level agreements. Service level targets and workload chatacteristics for services
are defined in service level agreements established with internal group or the customer.
[Outcome 2]
SDE.6.3 Monitor services against service level agreements. Services are monitored against servicd
level agreements. [Outcome 3]
SDE.6.4 Communicate service level performance. Communicate service level performance against
service level targets to interested parties. [Outcome 4]
SDE.6.5 Manage changes to service level agreements. Changés' to service requirements are reflected
in the service level agreements. [Outcome 5]
Inputs
08-11 Change request record [Outcome 5]
03-37 Service catalogue [Outcome 2,5]
02-34 Service data [Outcome 3]
01-01 Service level agreement [Outcome 3,5]
02-35 Service level management stakeholder communication list [Outcome 4]
12-11 Service requirements [Outcome 2]
Outputs
08-01 Amendment record [Outcome 5]
11-01 Change request [Outcome 5]
08-13 Communication record [Outcome 4]
03-37 Service catalogue [Outcome’ 1]
01-01 Service level agreement [Outcome 2]
5.20 SDE\.7 Service reporting
Process ID | | SDE7
Name Service reporting
Purpose ‘The purpose of the service reporting process Is to produce timely and accurate service reports to support
effective communication and decision making.
Outcomes | As a result of successful implementation of this process:
1. the service reporting needs are identified;
2. service report content is defined in terms of identified service reporting needs and requirements;
3. service reports are produced according to the service report requirements;
4. service reports are communicated to interested parties.
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Process ID | SDE.7

Name Service reporting

Base SDE.7.1 Identify service reporting needs. The service reporting needs and requirements are identified.
Practices [Outcome 1]

SDE.7.2

SDE.7.3

SDE.7.4

Define service report content. Service report content is defined in terms of identified service
reporting needs and requirements. [Outcome 2]

Produce service reports. Service reports are produced according to the service report
requirements. [Outcome 3]

Communicate service reports. Communicate service reports to interested parties. [Outcome 4]

Ion.ts

09-10 Implemented improvement evaluation report [Outcome 3]
09-00 Report [Outcome 3]

02-34 Service data [Outcome 3]

09-40 Service report [Outcome 4]

02-40 Service report communication list [Outcome 1,4]
03-48 Service report content definition [Outcome 3]
03-49 Service reporting needs definition [Outcome 2]
Outlputs

08-13 Communication record [Outcome 4]

09-40 Service report [Outcome 3]

03-48 Service report content definition [Outcome 2]
03-49 Service reporting needs definition [Outcome 1]

5.21 SMS.1 Audit

Progcess ID | SMS.1

Narhe Audit

Purpose The purpose of the audit process:is to independently determine conformity of selected services| products
and processes to the requireménts, plans and agreements, as appropriate.

Outfcomes | As a result of successful implementation of this process:

1. the scope and purpose of each audit is defined;

2. the objectivity-and impartiality of the conduct of audits and selection of auditors are assured;

3. conformity of selected services, products and processes with requirements, plans and agrgdements is

determined;
4. naonconformities are recorded;
5, ssnonconformities are communicated to those responsible for corrective action and resolution;

B.% corrective actions for nonconformities are verified.
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Process ID | SMS.1

Name Audit

Base SMS.1.1 Define the audit scope and purpose. The scope of each audit is defined taking into

Practices consideration the status and importance of the processes and areas to be audited, as well as the
results of previous audits. [Outcome 1]

SMS.1.2 Assure the objectivity and impartiality of audit conduct. The selection of auditors and
conduct of audits ensures objectivity and impartiality of the audit. Auditors do not audit their own
work. [Outcome 2]

SMS.1.3 Conduct audits. Audits are conducted to determine the conformity of selected services, products
and processes with requirements, plans and agreements. [Outcome 3]

SMS.T.Z Record nonconformities. Noncontormities are identified against the management system
requirements, the requirements identified by the service provider or the service requirements.
The results of internal audits including nonconformities, concerns and actions identified( are
recorded. [Outcome 4]

SMS.1.5 Communicate nonconformities to those responsible for corrective action andresolution.
Results and actions are prioritized and responsibility allocated for actions, and.eommunicated [to
interested parties. [Outcome 5]

SMS.1.6 Verify corrective actions for nonconformities. Management responsible for the area being
audited ensures that any corrections and corrective actions are taken without undue delay to
eliminate nonconformities and their causes. Follow-up activities incldde-the verification of the
actions taken. [Outcome 6]

Inputs

08-05 Audit nonconformity record [Outcome 5,6]

04-02 Audit plan [Outcome 2,3]

08-06 Audit result [Outcome 4]

02-06 Audit results communication list [Qutcome 5]

04-03 Audit schedule [Outcome 1,3]

02-07 Auditor list [Outcome 3]

04-08 Configuration item audit schedule [Outcome 1]
04-12 Information security audit schedule [Outcome 1]
Outputs

08-04 Audit nonconformity disposition record [OQutCome 6]
08-05 Audit nonconformity record [Outcome. 4]

04-02 Audit plan [Outcome 1]

08-06 Audit result [Outcome 3]

02-07 Auditor list [Outcome 2]

08-13 Communication record [Outeome 5]

5.22 SMS.2 Improvement

Process ID || SMS.2

Name Impreyvement

Purpose The purpose of the improvement process is to continually improve the SMS, services and processes.
Outcomes | As a result of successful implementation of this process:

1. opportunities for improvement are identified and recorded;

2. opportunities for improvement are evaluated against agreed criteria for approval;

3. approved improvements are prioritised and actions planned;

4. approved improvements are implemented and confirmed;

5. the results of improvement actions are reported and communicated to interested parties.
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Process ID | SMS.2

Name Improvement
Base SMS.2.1 lIdentify opportunities for improvement. Opportunities for improvement, including corrective
Practices and preventive actions, are documented. [Outcome 1]

SMS.2.2 Evaluate opportunities for improvement. The service provider uses the evaluation criteria in
the policy on continual improvement, when making decisions on opportunities for improvement.
[Outcome 2]

SMS.2.3 Plan approved improvements. Opportunities for improvement are prioritized. Approved
improvements are planned. The service provider manages improvement activities including
setting targets for improvements in one or more of quality, value, capability, cost, productivity,

resource utitizatiomandrisk reductiom{OutcormmeSi
SMS.2.4 Implement approved improvements. The service provider manages improvement gctivities
including ensuring that approved improvements are implemented. [Outcome 4]
SMS.2.5 Communicate results of improvement actions. The service provider reports/on implemented

improvements. [Outcome 5]

Inputs

09-10 Implemented improvement evaluation report [Outcome 4,5]

02-16 Improvement communication list [Outcome 5]

04-10 Improvement implementation schedule [Outcome 4]

03-11 Improvement opportunity [Outcome 1]

11-04 Improvement opportunity approved request [Outcome 4]

03-12 Improvement opportunity evaluation criteria [Outcome 2]

09-11 Improvement opportunity evaluation report [Outcome 2,3]

08-21 Improvement opportunity record [Outcome 2]

04-11 Improvement plan [Outcome 4]

03-13 Improvement target [Outcome 4]

08-29 Information security incident record [Outcome 1

04-20 Reversing unsuccessful changes plan [Outcome 2]

Outputs

08-13 Communication record [Outcome 5]

09-10 Implemented improvement evaluation report [Outcome 4]

04-10 Improvement implementation schedule [Outcome 3]

11-04 Improvement opportunity_ approved request [Outcome 3]

09-11 Improvement opportunity evaluation report [Outcome 2]

02-18 Improvement opportunity implementation log [Outcome 4]

08-21 Improvement opparfunity record [Outcome 1]

04-11 Improvementtplan [Outcome 3]

03-13 Improvementtarget [Outcome 3]

5.23 SMS. 3information item management

Progcess.ID " | SMS.3

Narhe Information item management

Purpose The purpose of the information item management process is to identify the items to be produced, and to

maintain the recorded information produced by a process.

Outcomes | As a result of successful implementation of this process:

1. information items are identified in accordance with defined criteria;
Information items are controlled and issued according to defined criteria;
information items are communicated to interested parties;

2
3
4. information items are maintained in accordance with planned arrangements;
5

the integrity of information items is assured.
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Process ID | SMS.3
Name Information item management
Base SMS.3.1 Identify information items. Information items are identified in accordance with defined criteria.
Practices Note: This practice identifies every instance in ISO/IEC 20000-1 where the verb 'document' or
'record' is used. [Outcome 1]
SMS.3.2 Control and issue information items. Information items are controlled and issued according to
defined criteria. Note: The evidence in ISO/IEC 20000-1 is the verb 'approve' and 'agree’.
[Outcome 2]
SMS.3.3 Communicate information items. Communicate information items to interested parties. Note:
The keyword in ISO/IEC 20000-1 is 'communicate'. [Outcome 3]
SMS-3.4 Maintain information items. information tems are maintained In accordance with planned
arrangements. Note: The keyword in ISO/IEC 20000-1 is 'maintain’. [Outcome 4]
SMS.3.5 Assure the integrity of information items. Documents required by the SMS are controlled.
Records are legible, readily identifiable and retrievable. [Outcome 5]
Inputs
07-01 Information item [Outcome 3]
10-02 Information item repository [Outcome 1,2,4,5]
03-42 Service management objectives [Outcome 1]
04-24 Service management plan [Outcome 1]
Outputs
08-01 Amendment record [Outcome 4]
08-02 Approval record [Outcome 2]
08-13 Communication record [Outcome 3]
07-01 Information item [Outcome 1]
08-85 Status record [Outcome 5]
5.24 SMS.4 Management review
Process ID || SMS.4
Name Management review
Purpose The purpose of the management review process is to assess the performance of the SMS and to identify
potential improvements.
Outcomes || As a result of successful implementation of this process:
1. the objectives of the réview are established;
2. the status and-performance of an activity or process are assessed;
3. risks, problems and opportunities for improvement are identified and recorded;
4. review, results are communicated to interested parties;
5. action items resulting from reviews are tracked to closure.
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Process ID | SMS.4
Name Management review
Base SMS.4.1 Establish review objectives. The management reviews demonstrate the ability of the SMS and
Practices the services to achieve service management objectives and fulfil service requirements. This
review includes assessing opportunities for improvement and the need for changes to the SMS,
including the policy and objectives for service management. [Outcome 1]
SMS.4.2 Assess the status and performance of an activity or process. Top management reviews the
SMS and the services to ensure their continued suitability and effectiveness. The input to
management reviews includes at least information on: a) customer feedback; b) service and
process performance and conformity; c) current and forecast human, technical, information and
financialresourcelevels—d-currentand-forecasthuman-andiechnical-capabilitieserisks; f)
results and follow-up actions from audits; g) results and follow-up actions from previolis
management reviews; h) status of preventive and corrective actions; i) changes-that qould affect
the SMS and the services; j) opportunities for improvement. [Outcome 2]
SMS.4.3 Identify risks, problems and opportunities for improvement. The resultsyof management
reviews, concerns and actions identified, are recorded. [Outcome 3]
SMS.4.4 Communicate review results to interested parties. Communicate’the results and gctions to
interested parties. [Outcome 4]
SMS.4.5 Track action items resulting from reviews to closure. The records from the management
review include at least decisions and actions related to resolrees, improvement of theg
effectiveness of the SMS and improvement of the services. [Outcome 5]
Inputs
08-17 Customer satisfaction review record [Outcome 2]
02-17 Improvement opportunity disposition log [Outcome 5]
09-12 Information security audit report [Outcome 2]
02-24 Management review communication list [Outcome 4}
02-25 Management review issue log [Outcome 3,5]
03-23 Management review objectives [Outcome 2]
09-20 Management review process assessment.report [Outcome 2]
03-24 Management review resource forecast [Qutcome 2]
09-00 Report [Outcome 2]
09-31 Service availability plan test report:[Outcome 2]
03-37 Service catalogue [Outcome 2]
09-33 Service continuity plan test-report [Outcome 2]
09-34 Service continuity plan test'result finding report [Outcome 2]
01-01 Service level agreement [Outcome 2]
08-14 Service performancé record [Outcome 2]
Outputs
08-13 Communication record [Outcome 4]
03-11 Improvément opportunity [Outcome 3]
02-18 Improvement opportunity implementation log [Outcome 5]
02-25 Management review issue log [Outcome 2,5]
03-23 Management review objectives [Outcome 1]
08-44 Problem record [Outcome 3]
08-%2 Review record [Outcome 2]
02-32 Risktog{Sutcome-31
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5.25 SMS.5 Resource management

Process ID | SMS.5
Name Resource management
Purpose The purpose of the resource management process is to provide the organization with necessary
infrastructure, work environment, and human resources, consistent with business needs and service
requirements.
Outcomes | As a result of successful implementation of this process:
1. resources and infrastructure are determined and provided;
2. roles, responsibilities and competencies needed to support SMS processes are defined;
3. individuals with the necessary competencies are appointed to the roles needed to perform service
management activities;
4. identified competency gaps are filled through training or recruitment.
Base SMS.5.1 Determine and provide resources and infrastructure. Determine and provide’resources and
Practices infrastructure to support SMS processes and service provision. [Outcome 1]
SMS.5.2 Define roles, responsibilities and competencies. Define the roles, responsibilities and
competencies needed to support SMS processes. [Outcome 2]
SMS.5.3 Appoint individuals with the necessary competencies. Individuals with the necessary
competencies are appointed to the roles needed to perform sefvice management activities.
[Outcome 3]
SMS.5.4 Fill competency gaps through training or recruitment: The service provider where applicable,
provides training or takes other actions to achieve the neecéssary competence. [Outcome 4]
Inputs
12-09 Service management competency requirements [Outcomé 4}
03-44 Service management roles and responsibilities [Outcome 3]
Outputs
12-09 Service management competency requirements.[Outcome 2]
03-43 Service management resource needs [Outcome 1]
03-44 Service management roles and responsibilities [Outcome 2]
08-73 Service management training record [Qutcome 4]
03-46 Service provider roles and responsibilities [Outcome 3]
03-51 Sub-contracted supplier roles and responsibilities [Outcome 2]
02-45 Supplier role assignments list [Qutcome 2]
5.26 SMS.6 Risk management
Process ID || SMS.6
Name Risk management
Purpose Thepurpose of the risk management process is to identify, analyse, evaluate, treat and monitor the risk$
continually.
Outcomes || ‘As a result of successful implementation of this process:
1. risks are identified;
2. identified risks are categorised, assessed and the priority in which to apply resources to treatment of
these risks is determined;
risks and their proposed treatment are communicated to interested parties;
4. assessed risks are monitored;
appropriate treatment is taken to correct or avoid unacceptable assessed risks.
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Process ID | SMS.6
Name Risk management
Base SMS.6.1 Identify risks. Identify risks during the establishment of a process or a service. [Outcome 1]
Practices SMS.6.2 Categorise and assess risks. Identified risks are categorised, assessed and the priority in which
to apply resources to treatment of these risks is determined. [Outcome 2]
SMS.6.3 Communicate risks and proposed treatment to interested parties. Communicate risks and
their proposed treatment to interested parties. [Outcome 3]
SMS.6.4 Monitor risks. Assessed risks are monitored. [Outcome 4]
SMS.6.5 Take appropriate treatment to avoid unacceptable risks. Appropriate treatment is taken to
correct or avoid unacceptable assessed risks. [Outcome 5]
Inputs
03-04 Change request evaluation criteria [Outcome 1]
03-14 Information security change request evaluation criteria [Outcome 4]
09-19 Information security risk assessment report [Outcome 4]
04-15 New or changed service plan [Outcome 2]
09-00 Report [Outcome 2]
02-32 Risk log [Outcome 2,3,4,5]
03-36 Service availability risk evaluation criteria [Outcome 1]
03-39 Service continuity risk evaluation criteria [Outcome 1]
03-%0 Service risk evaluation criteria [Outcome 1]
Outputs
08-13 Communication record [Outcome 3]
09-14 Information security change request evaluation report [Qutcome 4]
09-00 Report [Outcome 1,4]
02-32 Risk log [Outcome 2]
04-21 Risk treatment strategy [Outcome 5]
09-41 Service risk assessment report [Outcome 1]

5.27 SMS.7 Service measurement

Progcess ID | SMS.7

Narhe Service measurement

Purpose The purpose of the service measurement process is to identify, collect, analyse, and report datg relating to
the services provided and processes implemented to support effective management of the progesses, and
to objectively\demonstrate the quality of the services provided.

Outcomes | As a result-of successful implementation of this process:

1. ._the prioritised information needs related to provided services and implemented processes gre

identified;

the required data are collected, and verified;

the required data are analysed and the resilts interpreted:

an appropriate set of measures, driven by the information needs are identified and/or developed;

o koo N

measurement information is used to support decisions and provide an objective basis for

communication.
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Process ID | SMS.7
Name Service measurement
Base SMS.7.1 Identify the prioritised information needs related to provided services. Identify the prioritised
Practices information needs related to provided services and implemented processes. [Outcome 1]
SMS.7.2 Identify an appropriate set of measures. An appropriate set of measures, driven by the
information needs are identified and/or developed. [Outcome 2]
SMS.7.3 Collect and verify the required data. The success or failure of releases is monitored.
Measurements include incidents related to a release in the period following deployment of a
release. [Outcome 3]
SMS.7.4 Analyse the required data. The service provider analyses the types, volumes and impacts of
Thformation Security Incidents. The Service provider analyses data and trends on Incidents an
problems. Requests for change are analysed at to detect trends. The success or failure of
releases is analysed. Analysis includes assessment of the impact of the release on the
customer. [Outcome 4]
SMS.7.5 Support decisions and communication. Support decisions and provide an objective basis for
communication with measurement information. [Outcome 5]
Inputs
09-01 Analysis report [Outcome 5]
03-25 Measurement objectives [Outcome 2,3]
03-29 Performance criteria [Outcome 3]
02-03 Performance data [Outcome 4]
01-01 Service level agreement [Outcome 1]
Outputs
09-01 Analysis report [Outcome 4]
03-25 Measurement objectives [Outcome 1]
03-29 Performance criteria [Outcome 2]
02-03 Performance data [Outcome 3]
5.28 SMS.8 SMS Establishment and improvement
Process ID || SMS.8
Name SMS Establishment and improvement
Purpose The purpose of the SMS establishment and improvement process is to identify the scope of, and provide
the service management proeesses that enable the effective implementation and improvement of all IT
services.
Outcomes || As a result of successful implementation of this process:

1. service requir€ments are established in response to business needs, customer requirements and
custometrequests;

2. the-dhjectives and requirements for service management are identified and established to satisfy
business needs, the service provider's financial processes, regulatory, contractual and statutory
requirements;

SMS processes are established to support service management objectives;

4. action is taken to improve the effectiveness and efficiency of the SMS to meet the service
management objectives and requirements.
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Process ID | SMS.8

Name SMS Establishment and improvement
Base SMS.8.1 Establish service requirements in response to business needs, customer requirements
Practices and customer requests. The service provider identifies the service requirements for the new or

changed services. [Outcome 1]

SMS.8.2 Identify the objectives and requirements for service management. The objectives and
requirements for service management are identified and established to satisfy business needs,
the service provider's financial processes, regulatory, contractual and statutory requirements.
[Outcome 2]

SMS.8.3 Establish SMS processes. SMS processes are established to support service management

objectives{Outcorme-3}
SMS.8.4 Improve effectiveness and efficiency. Take action to improve the effectiveness,anq efficiency
of the SMS to meet the service management objectives and requirements. [Outcome 4]
Inputs
03-42 Service management objectives [Outcome 3]
12-10 Service management process interface requirements [Outcome 3]
Outputs
12-01 Alternative party process requirements [Outcome 2]
02-17 Improvement opportunity disposition log [Outcome 4]
03-17 Information security risk assessment criteria [Outcome 3]
05-*0 Policy [Outcome 3]
06-00 Procedure [Outcome 3]
03-42 Service management objectives [Outcome 2]
05-09 Service management policy [Outcome 2]
12-10 Service management process interface requirements [Outcome 2]
09-87 Service management system performance analysis report [Outcome 4]
03-45 Service management system scope definition, [Outcome 2]
12-11 Service requirements [Outcome 1]

5.29 SMS.9 SMS Implementation and'operation

Process ID | SMS.9

Narhe SMS Implementationand operation

Purpose The purpose of the/SMS implementation and operation process is to plan, manage and monitor| the
performancetof IT service provision, in order to satisfy the requirements of customers and interg¢sted
parties.

Outcomes | As a result’of successful implementation of this process:

1..5:service management is planned and implemented with the intent of achieving the service mjanagement
objectives and satisfying customers;

2. services supplied by other parties are managed to meet the service requirements;
3. performance and progress against the planned arrangements is monitored;
4. aClOls 10 COIMmeCt acviators TTOrm pPianned difarngeimnerntis are tdker Wriel targels dre rnot dc,nieved;

5. organizational risks are continually identified, analysed, treated and monitored.
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Process ID | SMS.9

Name SMS Implementation and operation
Base SMS.9.1 Service management is planned and implemented. Service management is planned and
Practices implemented with the intent of achieving the service management objectives and satisfying

customers. [Outcome 1]

SMS.9.2 Manage services provided by other suppliers. Services supplied by other parties are
managed to meet the service requirements. [Outcome 2]

SMS.9.3 Monitor service delivery against planned arrangements. Performance and progress against
the planned arrangements is monitored. [Outcome 3]

SMS.9.4 Take action to correct deviations from planned arrangements when targets are not

achieved. Take action to correct deviations from planned arrangements when targets are not
achieved. [Outcome 4]
SMS.9.5 Manage organisational risks. Organizational risks are continually identified, analysedtreated
and monitored. [Outcome 5]
Inputs
12-01 Alternative party process requirements [Outcome 2]
04-02 Audit plan [Outcome 1]
08-06 Audit result [Outcome 3]
04-03 Audit schedule [Outcome 3]
12-02 Capacity requirements [Outcome 1]
02-02 Issue log [Outcome 4,5]
02-25 Management review issue log [Outcome 5]
03-23 Management review objectives [Outcome 5]
09-00 Report [Outcome 3]
05-09 Service management policy [Outcome 1]
04-26 Services provision budget [Outcome 1]
02-42 Services stakeholder communication list [Outcome 4]
Outputs
04-03 Audit schedule [Outcome 1]
04-05 Capacity plan [Outcome 1]
08-13 Communication record [Outcome 4]
04-08 Configuration item audit schedule [Outcome 1]
04-09 Customer satisfaction sampling schedule [Outcome 1]
03-11 Improvement opportunity [Outcome 4]
04-12 Information security audit schedule [Outcome 1]
04-13 Information security risk assessment schedule [Outcome 1]
02-02 Issue log [Outcome 3,4]
04-14 Management review\schedule [Outcome 1]
09-00 Report [Outcome 2]
08-52 Review record, [Outcome 3]
04-21 Risk treatment strategy [Outcome 5]
04-24 Service:.management plan [Outcome 1]
04-25 Sefvice provision review schedule [Outcome 1]
04-28 Sapplier agreement review schedule [Outcome 1]

6 Process capability indicators (Level 1 to 5)

This clause presents the process capability indicators related to the process attributes associated with
capability levels 1 to 5 defined in the capability dimension of the PAM. Process capability indicators are the
means of achieving the capabilities addressed by the considered process attributes. Evidence of process
capability indicators support the judgment of the degree of achievement of the process attribute.

The capability dimension of the PAM consists of six capability levels matching the capability levels defined in
Part 2 of this International Standard. This clause describes the process capability indicators for the nine
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process attributes included in the capability dimension for levels 1 to 5. Clause 5 describes the assessment
indicators for process performance which is characterized by Level 1 process capability.

Level 0 does not include any type of indicators. Level O reflects a non-implemented process or a process
which fails to partially achieve its outcomes.

NOTE 1: In the next paragraphs, ISO/IEC 15504-2 process attribute definitions and attribute achievements are identified
with italic font.

NOTE 2: Following each generic resource and generic input/output is '[PA x.y Achievement 1]'. This refers to process
attribute x.y achievement 1 which is satisfied by this indicator.

6.1 Level 1: Performed process

6.1]1 PA 1.1 Process performance attribute

The process performance attribute is a measure of the extent to which the process/purpose is achjeved. As a
reslult of full achievement of this attribute:

e |the process achieves its defined outcomes.

6.1]1.1 Generic Practices for PA 1.1

GP [1.1.1 Achieve the process outcomes
Perform the intent of the practices.

Usq inputs and produce outputs that evidence the process.outcomes.

NOTE: The assessment of a performed processdis based on process performance indicators, which afe defined in
Clayse 5 of this document.

6.1]1.2 Generic Resources for PA 1.1

Resources are used to perform the intent of process specific practices. [PA 1.1 Achievement a

6.1]1.3 Generic Inputs/Outputs for PA 1.1
7.0|Product [PA 1.1 AChievement a]

— Inputs/Qutputs exist that provide evidence of the achievement of the process outcomes.

6.2 Level2: Managed process

The préviously described Performed process is now implemented in a managed fashion (planned| monitored
andadjusted)and-itswork productsare appropriatety establisted; comntrottedand-maintained:

The following attributes of the process, together with the previously defined attributes, demonstrate the
achievement of this level:

6.2.1 PA 2.1 Performance management attribute

The performance management attribute is a measure of the extent to which the performance of the process is
managed. As a result of full achievement of this attribute:

a) objectives for the performance of the process are identified;
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b) performance of the process is planned and monitored;
c) performance of the process is adjusted to meet plans;
d) responsibilities and authorities for performing the process are defined, assigned and communicated;

e) resources and information necessary for performing the process are identified, made available, allocated
and used;

f) interfaces between the involved parties are managed to ensure both effective communication and also
clear assignment of responsibility

6.2.1.1 (eneric Practices for PA 2.1

GP 2.1.1 Idgntify the objectives for the performance of the process.

NOTE: Performance objectives may include — (1) quality of the outputs produced, (2) process cycledime or frequency
and (3) resoprce usage.

Performancg objectives are identified based on process requirements and customer requirements.
The scope and boundaries of the process performance is defined.

Assumptiong and constraints are considered when identifying the performance objectives.

GP 2.1.2 PIan and monitor the performance of the process to fulfill the identified objectives.
Plan(s) for the performance of the process are developed. The process'performance cycle is defined.
Key milestones for the performance of the process are established.

Estimates for process performance attributes are determined.and maintained.

Process actiyvities and tasks are defined.

Schedule is fefined and aligned with the approach te‘performing the process.

Process inpuits/outputs reviews are planned.

The procesg is performed according to the plan(s).

Process performance is monitored.to'ensure planned results are achieved.

GP 2.1.3 Adjust the performance of the process.
Process performance issues are identified.
Appropriate pctions are-taken when planned results and objectives are not achieved.

The plan(s) pre adjusted, as necessary.

Rescheduling is performed as necessary.

GP 2.1.4 Define responsibilities and authorities for performing the process.

Responsibilities, commitments and authorities to perform the process are defined, assigned and communicated.
Responsibilities and authorities to verify process inputs/outputs are defined and assigned.

The needs for process performance experience, knowledge and skills are defined.

40 © ISO/IEC 2012 — All rights reserved



https://iecnorm.com/api/?name=698d7768b4f187506d3a55b4196e0b4d

ISO/IEC TS 15504-8:2012(E)

GP 2.1.5 Identify and make available resources to perform the process according to plan.

The human and infrastructure resources necessary for performing the process are identified, made available, allocated

and used.

The information necessary to perform the process is identified and made available.

GP 2.1.6 Manage the interfaces between involved parties.

The individuals and groups involved in the process performance are determined.

Res
Inte
Cor
Cor

punoi'ui:iﬁca oftheinvotved paﬁ.ica are aaaiyllcd.
ffaces between the involved parties are managed.
hmunication is assured between the involved parties.

hmunication between the involved parties is effective.

6.2

6.2

4.0

1.2

Human resources with identified objectives, responsibilities and authorities; [PA 2.1 Achievem

Facilities and infrastructure resources; [PA 2.1 Achievement a, d, e, f]

Generic Resources for PA 2.1

f]

Service planning, management and control togls, including time and cost reporting, and
[PA 2.1 Achievement b, c]

Workflow management system; [PA 2.1 Achievement d, f]

Email and/or other communication_ méchanisms; [PA 2.1 Achievement d, f]
Information and/or experience-repository; [PA 2.1 Achievement b, €]
Problem and issue management mechanisms. [PA 2.1 Achievement c]
Generic Inputs/Outputs for PA 2.1

[PA 2.1 Achievement a, b, c, d, e, f]

Defines:objectives to perform the process.

Describes assumptions and constraints considered in defining the objectives.

Includes milestones and timetable to produce the outputs of the process.

ent a, d, e,

feedback;

Identifies tasks, resources, responsibilities and infrastructure needed to perform the process.

Considers risks related to fulfill defined objectives.
Identifies stakeholders and communication mechanisms to be used.

Describes how the plan is controlled and adjusted when needed.
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8.0 Record

[PA 2.1 Achievement c, d, e, f]

States results achieved or provides evidence of activities performed in a process.
Provides evidence of communication, meetings, reviews and corrective actions.
Contains status information about corrective actions; schedule and work breakdown structure.

Monitors identified risks.

PRA 2 4 A 'l
L AY-TRLEA\%

8.0 Report

6.2.2 PA

The work [
the proces;

a)
b)

require
require
c)
d)

work p

work p.
require

NOTE 1:
of changes
applicable W

NOTE 2:
outcomes.

6.2.21 G

Provides evidence of management activities.

hiaoviaraant
TICVOITTICTIU Y, \JJ
bnitors process performance against defined objectives and plans.
entifies deviations in process performance.

pscribes results and status of the process.

2.2 Work product management attribute

roduct management attribute is a measure of the extent to which the work products produceq
are appropriately managed. As a result of full achievement.ofthis attribute:

iments for the work products of the process are defined;
iments for documentation and control of the work products are defined;
foducts are appropriately identified, documented, and controlled;

roducts are reviewed in accordance wijth\planned arrangements and adjusted as hecessary to n
ments.

Requirements for documentation.and’ control of work products may include requirements for the identificg
and revision status, approval.and re-approval of work products, and the creation of relevant version|
ork products available at points of use.

The work products referred to in this clause are those that result from the achievement of the proqg

eneric Practices for PA 2.2

GP 2.2.1 Define_the requirements for the work products.

The requiren

nents-for the outputs to be produced are defined. Requirements may include defining contents and structurle.

Quality criteria of the outputs are identified.

Appropriate

review and approval criteria for the outputs are defined.

GP 222D

efine the requirements for documentation and control of the outputs.

Requirements for the documentation and control of the outputs are defined. Such requirements may include requirements

for (1) distribution, (2) identification of outputs and their components (3) traceability.

Dependencies between outputs are identified and understood.

Requirements for the approval of outputs to be controlled are defined.
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GP 2.2.3 Identify, document and control the outputs.

The outputs to be controlled are identified.

Change control is established for the outputs.

The outputs are documented and controlled in accordance with requirements.
Versions of outputs are assigned to product configurations as applicable.

The outputs are made available through appropriate access mechanisms.

ThgTevision status of the OULIPULS TTiay Freadlly De ascertalnea.

GP|2.2.4 Review and adjust outputs to meet the defined requirements.
Outputs are reviewed against the defined requirements in accordance with planned arrangements.

Issyes arising from outputs reviews are resolved.

6.2{2.2 Generic Resources for PA 2.2

— Requirement management method / toolset; [PA 2.2 Achievement a, b, c]
— Configuration management system; [PA 2.2 Achievement-b; c]

— Documentation elaboration and support tool; [PA 2.2°Achievement b, c]
— Output review methods and experiences; [PA2.2 Achievement d]

— Intranets, extranets and/or other communication mechanisms; [PA 2.2 Achievement b, c]
— Problem and issue management mechanisms. [PA 2.2 Achievement d]
6.2]2.3 Generic Inputs/Outputs for PA 2.2

4.0|Plan [PA 2.2 Achievement b]

— Expresses selected policy or strategy to manage outputs.

— Describes requirements to develop, distribute, and maintain the outputs.

— Definestquality control actions needed to manage the quality of the outputs.

6.0|Procedure [PA 2.2 Achievement d]

<< Output review methods and experiences.

— Review management method / toolset.
8.0 Record [PA 2.2 Achievement b,c,d]
— Demonstrates output reviews and contributes to traceability.
— Records the status of documentation or output.
— Contains and makes available outputs and/or configuration items.

— Supports monitoring of changes to outputs.
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— Provides evidence that the changes are under control.
— Supports monitoring of changes to outputs.
12.0 Specification [PA 2.2 Achievement a,b]
— Defines the functional and non-functional requirements for outputs.

— |dentifies outputs dependencies.

Id hifs 1 H HP ol 4
— CTIUTNICS appTuvdarl UINTTTrid TUT UUCUUTTITTTLS.

— Defines the attributes associated with outputs to be created.

6.3 Level 3: Established process

The previolisly described Managed process is now implemented using a defined process‘capable of achie

its process|outcomes.

The followipg attributes of the process demonstrate the achievement of this level;

6.3.1 PAI3.1 Process definition attribute

The process definition attribute is a measure of the extent to which. a standard process is maintaineq

support thg deployment of the defined process. As a result of full achievement of this attribute:

a) a stangard process, including appropriate tailoring guidefines, is defined that describes the fundame|

elements that must be incorporated into a defined process;

b) the sequence and interaction of the standard process’ with other processes are determined;

c) required competencies and roles for performing:a process are identified as part of the standard proces

d) required infrastructure and work envirebhment for performing a process are identified as part of

standald process;

e) suitable methods for monitoring thé effectiveness and suitability of the process are determined.

NOTE: A\ standard process /may be used as-is when deploying a defined process, in which case tailoring guidel

would not bg necessary.

6.3.1.1 QGeneric Practices for PA 3.1

ing

| to

ntal

the

nes

GP 3.1.1 Define the standard process that will support the deployment of the defined process.

A standard grocess is developed that includes the fundamental process elements.

The standard process identifies the deployment needs and deployment context.
Guidance and/or procedures are provided to support implementation of the process as needed.

Appropriate tailoring guideline(s) are available as needed.

GP 3.1.2 Determine the sequence and interaction between processes so that they work as an integrated

system of processes.
The standard process’s sequence and interaction with other processes are determined.

Deployment of the standard process as a defined process maintains integrity of processes.
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GP 3.1.3 Identify the roles and competencies for performing the standard process.

Process performance roles are identified.

Competencies for performing the process are identified.

GP 3.1.4 Identify the required infrastructure and work environment for performing the standard process.

Process infrastructure components are identified (facilities, tools, networks, methods, etc).

Work environment requirements are identified.

GP 3.1.5 Determine suitable methods to monitor the effectiveness and suitability of the standard process.

Met
Apq
The
The
Pro

Tods formomnitoringtheeffectivenessand-suitabitity of theprocessare determmined:

ropriate criteria and data needed to monitor the effectiveness and suitability of the process are defined:
need to establish the characteristics of the process is considered.

need to conduct internal audit and management review is established.

Cess changes are implemented to maintain the standard process.

6.3

6.3

3.0

1.2 Generic Resources for PA 3.1

1.3 Generic Inputs/Outputs for PA 3.1

Description [PA 3.1 Achievement a, b, c, €]

Process modeling methods / tools; [PA 3.1 Achievement a,-b, ¢, d]
Training material and courses; [PA 3.1 Achievement a, b,C]
Resource management system; [PA 3.1 Achievement b, c]
Process infrastructure; [PA 3.1 Achievement\a, b]

Audit and trend analysis tools; [PA 3.1.Achievement e]

Process monitoring method. [PA-3:1 Achievement e]

Describes the standard process, including the fundamental process elements, interaction
processes andyappropriate tailoring guidelines.

Addresses‘the performance, management and deployment of the process, as described b
levelsA~and 2 and the PA 3.2 Process deployment attribute.

Addresses methods to monitor process effectiveness and suitability.

5 with other

y capability

ldantifias data and racorde-to-bhe-collectedwhen-nerdormina-the-definaed-nrocess—in-order
oS tHHeS-aata—aRa1+e860+as—+to0-B6-601 tee—WHReR—peHeHHRge-aeHRee—p! —H-o+aeHt

the standard process.

to improve

Identifies and communicates the personnel competencies, roles and responsibilities for the standard

and defined process.
Identifies the personnel performance criteria for the standard and defined process.

Identifies the tailoring guidelines for the standard process.
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4.0 Plan [PA 3.1 Achievement c, d]

— Identifies approaches for defining, maintaining and supporting a standard process, including
infrastructure, work environment, training, internal audit and management review.

6.0 Procedure [PA 3.1 Achievement a, b, c, d, €]

— Provides evidence of organizational commitment to maintain a standard process to support the
deployment of the defined process.

— 1Id

of]

12.0 Specification [PA 3.1 Achievement a]

— Provides reference for the standards used by the standard process and identification about how {

ar

— Provides a basis to analyze data associated with the performance of the defined process.

the defined process.

e used.

entifies the method to execute a step or activity in the standard process fo support the deployment

hey

6.3.2 PAB.2 Process deployment attribute

The proces$s deployment attribute is a measure of the extent to which.the standard process is effectiyely

deployed gs a defined process to achieve its process outcomes. As. @ result of full achievement of [this

attribute:

a) a defingd process is deployed based upon an appropriately.selected and/or tailored standard process;

b) required roles, responsibilities and authorities for performing the defined process are assigned gnd
communicated;

c) personnhel performing the defined process areGompetent on the basis of appropriate education, trainfng,
and experience;

d) required resources and information necessary for performing the defined process are made availaple,
allocated and used;

e) required infrastructure and work“environment for performing the defined process are made availaple,
manaded and maintained;

f) appropyiate data are collected and analyzed as a basis for understanding the behaviour of, and to
demonstrate the suitability and effectiveness of the process, and to evaluate where continupus
improvement of the-process can be made.

NOTE: Conpetency. results from a combination of knowledge, skills and personal attributes that are gained thrdugh

education, training-and experience.

6.3.2.1 Generic Practices for PA 3.2

GP 3.2.1 Deploy a defined process that satisfies the context specific requirements of the use of the standard process.

The defined process is appropriately selected and/or tailored from the standard process.

Conformance of defined process with standard process requirements is verified.
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GP 3.2.2 Assign and communicate roles, responsibilities and authorities for performing the defined process.
The roles for performing the defined process are assigned and communicated.

The responsibilities and authorities for performing the defined process are assigned and communicated.

GP 3.2.3 Ensure necessary competencies for performing the defined process.
Appropriate competencies for assigned personnel are identified.

Suitable training is available for those deploying the defined process.

GP [3.2.4 Provide resources and information to support the performance of the defined process.
Required human resources are made available, allocated and used.

Reduired information to perform the process is made available, allocated and used.

GP [3.2.5 Provide adequate process infrastructure to support the performance of the defined process.
Reduired infrastructure and work environment is available.
Orgpnizational support to effectively manage and maintain the infrastructure and work'environment is availablg.

Infra@structure and work environment is used and maintained.

GP[3.2.6 Collect and analyze data about performance of the process-to demonstrate its suitability and effgctiveness.
Datg required to understand the behaviour, suitability and effectivenéss’ of the defined process are identified.
Datg are collected and analyzed to understand the behaviours-suitability and effectiveness of the defined procgss.

Reqults of the analysis are used to identify where continual\improvement of the standard and/or defined procegs can be
made.

6.3(2.2 Generic Resources for PA 3:2

— Feedback mechanisms (customer, staff, other stakeholders); [PA 3.2 Achievement f]
— Process repository;\[PA 3.2 Achievement a, b]

— Resource management system; [PA 3.2 Achievement b, c, d]

— Knowledge management system; [PA 3.2 Achievement d]

— Problem and change management system; [PA 3.2 Achievement f]

—<, "Work environment and infrastructure; [PA 3.2 Achievement €]

— Data collection analysis system: [PA 3.2 Achievement f]
— Process assessment framework; [PA 4.1 Achievement f]

— Audit/ review system. [PA 3.2 Achievement f]
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6.3.2.3 Generic Inputs/Outputs for PA 3.2
3.0 Description [PA 3.2 Achievement a]
— Describes the defined process for use by the service.

— Describes the verification activities needed to ensure the conformance of the service’s defined
process with the organization’s standard process.

— Represents the interactions of the service’s defined process with other processes.

4.0 Plan [PA 3.2 Achievement a, b, f]
— Expresses the strategy for the organizational support, allocation and use of the process infrastrucfure.

— Describes the service’s resources and the elements of the infrastructure needed’to deploy |the
dgfined process.

— Expresses the strategy to satisfy the service’s training needs.

— Identifies process improvement proposal(s) based on analysis of suitabjlity and effectiveness.
8.0 Record|[PA 3.2 Achievement c,d,e,f]

— Is|used to support and maintain the standard process assets-

— Provides evidence that the service’s defined process pérformance data was collected.

— Provides evidence that the service personnel possess the required authorities, skills, experience and
krlowledge.

W
o
=~

— Provides evidence that service personnelthave received the required training to satisfy the need
the service.

— Provides evidence that service, infrastructure and working environment are made available and
mpintained for performing the defined process.

— Records the status of required corrective actions.
— Captures the servicel’s'work breakdown structure needed to define the tasks and their dependencies.
— Provides evidenge that information is made available for performing the defined process.

9.0 Report [PA 3:2-Achievement f]

— Pllovides results of the analysis, recommended corrective action, feedback to the process owner and
to tThe organization's standard process.

— Identifies improvement opportunities of the defined process.

— Provides evidence on the suitability and effectiveness of the defined process.

6.4 Level 4: Predictable process

The previously described Established process now operates within defined limits to achieve its process
outcomes.

The following attributes of the process demonstrate the achievement of this level:
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1 PA 4.1 Process measurement attribute

The process measurement attribute is a measure of the extent to which measurement results are used to
ensure that performance of the process supports the achievement of relevant process performance objectives

ins
a)
b)

c)

upport of defined business goals. As a result of full achievement of this attribute:
process information needs in support of relevant business goals are established;
process measurement objectives are derived from identified process information needs;

quantitative objectives for process performance in support of relevant business goals are estab

ished;

d)

e)

f)
NO

NO

6.4

measures and frequency of measurement are identified and defined in line with process me
objectives and quantitative objectives for process performance;

results of measurement are collected, analyzed and reported in order to monitor.the extent t
quantitative objectives for process performance are met;

measurement results are used to characterize process performance.
[E 1: Information needs may typically reflect management, technical, servi€e, process or product needs

VE 2: Measures may be either process measures or product measures\or both.

1.1 Generic Practices for PA 4.1

basurement

b which the

GP
Bus
Pro

Infol

4.1.1 Identify process information needs, in relation with business goals.
ness goals relevant to establishing quantitative process' measurement objectives for the process are ident
cess stakeholders are identified and their information needs are defined.

rmation needs support the relevant business:goals.

fied.

GP

Pro

4.1.2 Derive process measurement.-objectives from process information needs.

Cess measurement objectives to satisfy defined process information needs are defined.

GP
the

Pro

Pro
use

process with the business goals.
Cess performancelobjectives are defined to explicitly reflect the business goals.

Cess performance objectives are verified with organizational management and process owner(s) to be real
ul.

4.1.3 Establish quantitative-objectives for the performance of the defined process, according to the alignment of

Istic and

GP

4.1.4ldentify product and process measures that support the achievement of the quantitative objective

5 for

pro

ess performance

Detailed measures are defined to support monitoring, analysis and verification needs of process and product goals.

Measures to satisfy process measurement and performance objectives are defined.

Frequency of data collection is defined.

Algorithms and methods to create derived measurement results from base measures are defined, as appropriate.

Verification mechanism for base and derived measures is defined.
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GP 4.1.5 Collect product and process measurement results through performing the defined process.

Data collection mechanism is created for all identified measures.

Required data is collected in an effective and reliable manner.

Measurement results are created from the collected data within defined frequency.

Analysis of measurement results is performed within defined frequency.

Analysis results including assumptions are reported to those responsible for monitoring the extent to which qualitative

objectives a

4
CITICT

GP 4.1.6 Usge the results of the defined measurement to monitor and verify the achievement of the process

performancs

Statistical orj

control limitd.

Trends of prpcess behaviour are identified.

objectives.

other techniques are used to quantitatively understand process performance and capability.within defined

6.41.2 G

— Mhpnagement information (cost, time, reliability, profitability, customer benefits, risks etc.); [PA 4.1

— Se¢rvice and process measurement tools and results databases; [PA 4.1 Achievement d, e, f]

— P

— Tq

— Process measurement framework [PA 4.1 €]

6.41.3 G
3.0 Descrig

— D

A
— Applicable measurement techniques; [PA 4.1 Achievement d]

eneric Resources for PA 4.1

hievement a, c, d, e, f]

ocess measurement framework; [PA 4.1 Achievement d, e, f]

ols for data analysis and measurement. [PA 4.1 Achievement b, c, d, €]

eneric Inputs/Outputs for PA 4.1
tion [PA 4.1 Achievement a, d]

bfines information needs for the process.

— S

4.0 Plan [PA 4. 1-Achievement b, c]

ecifies.candidate measures and frequency of measurement.

— Defines quantitative objectives for process performance.

— Specifies measures for the process.

— Defines tasks and schedules to collect and analyze data.

— Al

8.0 Record

locates responsibilities and resources for measurement.

[PA 4.1 Achievement €]

— Defines data to be collected as specified in plans and measures.
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Report [PA 4.1 Achievement e, f]
— Provides results of process data analysis to identify process performance parameters.

— Monitors process performance based on results of measurement.

12.0 Specification [PA 4.1 Achievement a, b, d]

— Describes information needs and performance objectives.

—  Provides g bhasis for analvzing nrocess nerformance
J D L

8:2012(E)

6.4
The

pro
of t

a)
b)
c)
d)
e)

6.4

— Defines explicit criteria for data validation.

— Defines frequency of data collection.

2 PA 4.2 Process control attribute
process control attribute is a measure of the extent to which the process is quantitatively n

duce a process that is stable, capable, and predictable within defined limits. As a result of full a

his attribute:

suitable analysis and control techniques where applicable, are-determined and applied;

control limits of variation are established for normal process performance;

measurement data are analyzed for special causes-of variation;

corrective actions are taken to address special.causes of variation;

control limits are re-established (as necessary) following corrective action.

2.1 Generic Practices for PA 4.2

nanaged to
Chievement

GP
Pro

Selg

4.2.1 Determine analysis and eontrol techniques, appropriate to control the process performance.
Cess control analysis techniques are defined.

bcted techniques are validated against process control objectives.

GP
Sta

Cor

4.2.2 Define parameters suitable to control the process performance.
hdard process-definition is modified to include selection of parameters for process control.

trol limiits*for selected base and derived measurement results are defined.

GP

4:2:3’Analyze process and product measurement results to identify variations in process performance.

Measures are used to analyze process performance.

All situations are recorded when defined control limits are exceeded.

Each out-of-control case is analyzed to identify potential cause(s) of variation.

Ass

ignable causes of variation in performance are determined.

Results are provided to those responsible for taking action.
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GP 4.2.4 Identify and implement corrective actions to address assignable causes.

Corrective actions are determined to address each assignable cause.

Corrective actions are implemented to address assignable causes of variation.

Corrective action results are monitored.

Corrective actions are evaluated to determine their effectiveness.

GP 4.2.5Re

-establish control limits following corrective action.

Process con

trol limits are re-calculated (as necessary) to reflect process changes and corrective actions.

6.4.2.2 G

— Process control and analysis techniques; [PA 4.2 Achievement a, c]

eneric Resources for PA 4.2

— Statistical analysis tools; [PA 4.2 Achievement b, c, €]

— Process control tools. [PA 4.2 Achievement d, €]

6.423 G
3.0 Descrig
— D
— D
4.0 Plan [P
— D

8.0 Record

— Provides measurement data-to identify special causes of variation.

eneric Inputs/Outputs for PA 4.2
tion [PA 4.2 Achievement b, e]

bfines parameters for process control.

pfines and maintains control limits for selected base and derived measurement results.

A 4.2 Achievement a]
efines analysis methods and techniques at detailed level.

[PA 4.2 Achievement a, b, c,d;-€]

— Provides information on defects and problems.

— R

— D

— M

bcords the changes.
bcuments.corrective actions to be implemented.

britors the status of corrective actions.

— Collects the data and provides the basis for analysis, corrective actions and results reporting.

9.0 Report

[PA 4.2 Achievement a, ¢, d, €]

— Provides analyzed measurement results of process performance.

— Identifies corrective actions to address assignable causes of variation.

— Ensures that selected techniques are effective and measures are validated.
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6.5 Level 5: Optimizing process

The previously described Predictable process is continuously improved to meet relevant current and projected
business goals.

The following attributes of the process demonstrate the achievement of this level:

6.5.1 PA 5.1 Process innovation attribute

The process innovation attribute is a measure of the extent to which changes to the process are identified
fronr allcu'yofo of—commorr—catses—of—varfation—in ;Jul'fuullallu-;, arrc—from fllvcoffyaf/uuo of1 innovative
approaches to the definition and deployment of the process. As a result of full achievement of this|gttribute:

a) | process improvement objectives for the process are defined that support the relevant business|goals;
b) |appropriate data are analyzed to identify common causes of variations in process péerformance
c) |appropriate data are analyzed to identify opportunities for best practice and innovation;

d) |improvement opportunities derived from new technologies and process concepts are identified,;

e) |an implementation strategy is established to achieve the process‘improvement objectives.

6.5/1.1 Generic Practices for PA 5.1

GP [5.1.1 Define the process improvement objectives for the process that support the relevant business goals.
Dirgctions to process innovation are set.

New business visions and goals are analyzed to give guidance for new process objectives and potential areas|of process
chahge.

Quantitative and qualitative process improvemeht objectives are defined and documented.

GP[5.1.2 Analyze measurement data ‘of-the process to identify real and potential variations in the process pefformance.
Megsurement data are analyzed and-made available.
Calses of variation in process performance are identified and classified.

Common causes of variation are analyzed to get quantitative understanding of their impact.

GP [5.1.3 Identify.improvement opportunities of the process based on innovation and best practices.

Indystry best(practices are identified and evaluated.

Feedback on opportunities for improvement is actively sought.

|mp ovementopnportunities-are-identified
Y PP -

GP 5.1.4 Derive improvement opportunities of the process from new technologies and process concepts.
Impact of new technologies on process performance is identified and evaluated.

Impact of new process concepts are identified and evaluated.

Improvement opportunities are identified.

Emergent risks are considered in identifying improvement opportunities.
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GP 5.1.5 Define an implementation strategy based on long-term improvement vision and objectives.

Commitment to improvement is demonstrated by organizational management and process owner(s).

Proposed process changes are evaluated and piloted to determine their benefits and expected impact on defined

business objectives.

Changes are classified and prioritized based on their impact on defined improvement objectives.

Measures that validate the results of process changes are defined to determine expected effectiveness of the process

change.

Implementatjon of the approved change(s) is planned as an integrated program or project.

Implementatjon plan and impact on business goals are discussed and reviewed by organizational management.

6.5.1.2 QGeneric Resources for PA 5.1
— Process improvement framework; [PA 5.1 Achievement a, d, €]

— Process feedback and analysis system (measurement data, causaha
Ac¢hievement b, c]

— Piloting and trialing mechanism. [PA 5.1 Achievement c, d]

6.5.1.3 Generic Inputs/Outputs for PA 5.1
3.0 Descrigtion [PA 5.1 Achievement c, d]
— Identifies potential areas of innovation and new:technology.
— Inporporates approaches to perform root'cause analysis.
4.0 Plan [PA 5.1 Achievement a, €]
— Defines improvement objectives for the process
— Aljocates resources for improvement activities.
— S¢hedules activities for root cause analysis.
— Defines an.a@pproach to implementing selected improvements.

— Identifies scope of pilot improvement activities.

nalysis results etc.); [PA[5.1

6.0 Procedure [PA 5-2-Achtevement a]

— Establishes expectations for conduct and evaluation of pilot improvements.

8.0 Record [PA 5.1 Achievement b,c,d,e]

— Provides analytical data to identify common causes of variation.

— Provides analytical data to identify opportunities for best practice and innovation.

— Records data relevant to root cause analysis.
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— Identifies potential improvement opportunities.
— Records information on new technology and techniques.
Report [PA 5.1 Achievement b, d]

— Identifies potential innovations and process changes.

8:2012(E)

— Provides information for an analysis to identify common causes of variation in performance.

ldantifi meaob-ecalcac-of daf fo oA S e o 1 ' actiana
LAv | T T

12.D Specification [PA 5.1 Achievement a]

6.5

Thd
and

a)

b)

6.5

P-V-SP-V-N o 1ata W}
TCoS COTm T IO COUoSC S O OTTC Tto™ TPEPToOPTIatC—CoTTTotvCattoTToT

— Define and maintain business goals.

— Provides evidence of management commitment.

2 PA 5.2 Process optimization attribute

process optimization attribute is a measure of the extent to which«hanhges to the definition, m

impact of all proposed changes is assessed against the(objectives of the defined process ar
process;

implementation of all agreed changes is managed to ensure that any disruption to tf
performance is understood and acted upon;

effectiveness of process change on the<basis of actual performance is evaluated against

product requirements and process objectives to determine whether results are due to commo
causes.

2.1 Generic Practices of PA 5.2

anagement

performance of the process result in effective impact that achieves the relevant process inmpprovement
objectives. As a result of full achievement of this attribute:

d standard

je process

he defined
h or special

GP [5.2.1 Assess the impact of each proposed change against the objectives of the defined and standard p

Objective priorities for process improvement are established.

Spe

Imp

cified changes are assessed against product quality and process performance requirements and goals.

act of changésto other defined and standard processes is considered.

[OCesSS.
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GP 5.2.2. Manage the implementation of agreed changes to selected areas of the defined process and standard

process according to the implementation strategy.

A mechanism is established for incorporating accepted changes into the defined process(es) and standard process(es)

effectively and completely.

The factors t

hat impact the effectiveness and full deployment of the process change are identified and managed, such as:

Economic factors (productivity, profit, growth, efficiency, quality, competition, resources, and capacity);

Human factors (job satisfaction, motivation, morale, conflict / cohesion, goal consensus, participation, training,

sp3
Ma

Te
tecl

Training is p
Process chg

Records of {

n of control);
hagement factors (skills, commitment, leadership, knowledge, ability, organizational culture and risks);

hnology factors (sophistication of system, technical expertise, development methodology, negd-of new
hnologies).

Fovided to users of the process.
nges are effectively communicated to all affected parties.

he change implementation are maintained.

GP 5.2.3 Evpluate the effectiveness of process change on the basis of actual perfermance against process

performancs
Performancs

A mechanis
defined prog

Measures a

Other feedb

1e
ck is recorded, such as opportunities for further improvement of the standard process.

and capability objectives and business goals.
and capability of the changed process are measured and compared with historical data.

n is available for documenting and reporting analysis results to management and owners of standard and
esses.

analyzed to determine whether results are due-t6’‘common or special causes.

6.5.2.2 G

Cc

6.5.2.3 G
3.0 Descrig

D

Process evaluation system (impact analysis, etc.). [PA 5.2 Achievement a, c]

eneric Resources for PA 5.2

hange management system;"[PA 5.2 Achievement a, b, ]

eneric Inputs/Outputs for PA 5.2
tion [PA(.2' Achievement b]

bcuments changes as a result of process improvement actions.

4.0 Plan [PA 5.2 Achievement a, b]

Al

56

Defines activities and schedule for pilot change implementation.

locates resources for pilot implementation.

Assigns responsibility for pilot implementation.

Defines activities and schedule for organizational implementation of process change.
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— Allocates resources and responsibilities for organizational implementation.

— Specifies scope of pilot implementation of proposed change.

8.0 Record [PA 5.2 Achievement b]

— Contains records of all completed and in-progress pilot implementations.

— Records history of and justification for changes.

9 0 annr{' [DA 5 2 Achiavament a h ol
.U 8Pt o= crHaVeeHta;

oo

12.p Specification [PA 5.2 Achievement c]

6.6 Related Processes for Process Attributes

Certain processes support achievement of the capabijlities addressed by a process attribute. T
those processes and indicates the processes that contribute to each Process Attribute (PA). This
car| be used in planning process assessments and.in*analysis and validation of the assessment res

— Describes results of pilot implementation of process change.
— Evaluates effectiveness of process compared to process improvement objectives.
— Provides details on implementation of organizational changes.

— Describes proposed changes to standard and defined process.

— Specifies measures derived from process improvement objectives.

Table 2 — Related Processes for Process Attributes

Process attributes

able 2 lists
information

ults.

Related processes

CON.1 Change management

CON.2 Configuration management

DTR.4 Service planning

REL.1 Business relationship management
SDE.7 Service reporting

SMES.1 Audit

SMS.2 Imprevement

SMS.3 Information item management
SMIS.4 Management review
SMIS:5.Resource management

PA
2.1

X X X

PA
2.2
X
X

PA PA PA PA F

3.1 3.2 4.1 4.2 5

X

A

SMS.6 Risk management

SMS.7 Service measurement

SMS.8 SMS Establishment and improvement
SMS.9 SMS Implementation and operation
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Annex A
(informative)

Conformity of the exemplar Process Assessment Model

A.1 Introduction

This part
ISO/IEC 1§
ISO/IEC 1§

This claus
ISO/IEC 15
embedded
of ISO/IEC

Since this R
4, the conf
the demon

A.2 Req

A.2.1 Intr

bf ISO/IEC 15504 sets out a PAM that meets the requirements for conformance defineg
504-2. This PAM can be used in the performance of assessments that meet the requirement
504. It may also be used as an example for a PAM developer.

e serves as the statement of conformance of the PAM to the requirements defined
504-2. For ease of reference, the requirements from Clause 6.3 of [ISOJ/IEC 15504-2
verbatim in the text of this clause. They should not be construed as normative elements of this
15504.

PAM has been explicitly constructed to be an elaboration of the PRNM/defined in ISO/IEC TR 20¢
brmance claim is relatively simple. For other models, particularly-ones with a different architect
stration of conformance may be more difficult requiring more détail in the mapping.

nirements for Process Assessment Models)(from ISO/IEC 15504-2)

oduction

in
5 of

are
part

re,

In order ta
repeatable
Assessmel
Measurem
expression

A Process
conforming

assure that assessment results are translatable into an ISO/IEC 156504 process profile i
and reliable manner, Process Assessmenht Models shall adhere to certain requirements. A Proc
t Model shall contain a definition~6of its purpose, scope and elements; its mapping to
bnt Framework and specified Process Reference Model(s); and a mechanism for consis
of results.

Assessment Model is considered suitable for the purpose of assessing process capability
{0 6.3.2, 6.3.3, and 6,3:4.

[ISO/IEC 15504-2, 6.

n a
ess
the
fent

by

3.1]

The purpog
of ISO/IEC

A.2.2 Prg

e of this PAM-is to support assessment of process capability in accordance with the requiremg
15504-2/(Refer Clause 1).

cess-Assessment Model scope

nts

6.3.2.1
Reference

6.3.2.2

NOTE:

A Process Assessment Model shall relate to at least one process from the specified Proc
Model(s).

eSS

A Process Assessment Model shall address, for a given process, all, or a continuous subset, of
the levels (starting at level 1) of the Measurement Framework for process capability for each of the processes
within its scope.

it would not be permissible to address levels 2 and 3 without level 1.

It would be permissible for a model, for example, to address solely level 1, or to address levels 1, 2 and 3, but

58
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6.3.2.3 A Process Assessment Model shall declare its scope of coverage in the terms of:
a) the selected Process Reference Model(s);

b) the selected processes taken from the Process Reference Model(s);

c) the capability levels selected from the Measurement Framework.

[ISO/IEC 15504-2, 6.3.2]

Th' PRAMN_. b, <l +la PRA dof: P~ ITaYal
1 AV TO VdAdoTU u'JUII IS T TNIVIEUTTITTCU T ITT T\

In {the capability dimension of this PAM, the model addresses all of the capability levels\defijned in the
Mepsurement Framework in ISO/IEC 15504-2, clause 5.

A.2.3 Process Assessment Model elements and indicators

A Rrocess Assessment Model shall be based on a set of indicators that explicitly addresses the purposes and
outfomes, as defined in the selected Process Reference Model, of all the/processes within the sgope of the
Prgcess Assessment Model; and that demonstrates the achievementof the process attributeq within the
cafability level scope of the Process Assessment Model. The indicators/focus attention on the implementation
of the processes in the scope of the model.

[ISO/IEC 155D4-2, 6.3.3]

The PAM provides a two-dimensional view of process capability for the processes in the PRM, through the
inclusion of assessment indicators as shown in Figure4! The Assessment Indicators used are:

— | base practices and inputs/outputs; and
— | generic practices, generic resources and generic inputs/outputs

as |shown in Figure 4. They support the judgment of the performance and capability of an implemented
profess.

A.2.4 Mapping Process Assessment Models to Process Reference Models

A Arocess AssessmentModel shall provide an explicit mapping from the relevant elements of the model to the
propesses of the selected Process Reference Model and to the relevant process attribufes of the
Megsurement Framework.

The mapping-shall be complete, clear and unambiguous. The mapping of the indicators within the Process
Asgessment-Model shall be to:

a) |the purposes and outcomes of the processes in the specified Process Reference Model;

b) the process attributes (including all of the results of achievements listed for each process attribute) in the
Measurement Framework.

This enables Process Assessment Models that are structurally different to be related to the same Process
Reference Model.

[ISO/IEC 15504-2, 6.3.4]

The relationship between the processes in the PRM and in the PAM is indicated in Table A.1. Each Base
Practice and Input/Output is cross-referenced to the Process Outcomes it addresses. All inputs/outputs relate
to the Process as a whole - see mappings in clause 5 of this document.
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Table A.1 — Mapping of processes between the PAM and PRM

ISO/IEC TR 15504-8 Process

Relationship to processes in ISO/IEC TR 20000-4

CON.1

Change management

Outcomes are identical to those in 5.06 Change
management

CON.2

Configuration management

Outcomes are identical to those in 5.07 Configuration
management

CON.3

Release and deployment management

Outcomes are identical to those in 5.17 Release and
deployment management

DTRA

1
SJarvice requirements

Outcomes are identical to those in 5.24 Seryice
requirements

DTR.2

Service design

Outcomes are identical to those in §:20 Seryice
design

DTR.3

Seérvice transition

Outcome 1 replaces outcomes/-l“to 8 from §.25
Service transition.

Outcomes 2 to 4 match thé.equivalent outcomes|9 —
11 in 5.25 Service transition.

DTR.4

Sérvice planning

Outcomes 1 to 5 matceh the equivalent outcomes |1 —
5in 5.22 Service-planning and monitoring

REL.1

Blisiness relationship management

Outcomes are,_ identical to those in 5.04 Business
relationship management

REL.2

Siipplier management

Outcomes are identical to those in 5.27 Supplier
management

RES.1

Inpident management

The&’intent of the outcomes are identical to those §.10
lhcident management and request fulfilment. The
outcomes refer to Incident management only.

RES.2

Sérvice request management

The intent of the outcomes are identical to those §.10
Incident management and request fulfilment. The
outcomes refer to Service request management only.

RES.3

Poblem management

Outcomes are identical to those in 5.16 Probjem
management

SDE A1

Blidgeting and accounting for IT services

Outcomes are identical to those in 5.03 Budgeling
and accounting for IT services

SDE.2

Capacity management

SDE.2 Outcome 1 aligns to 5.05

Management) Outcome 1.
SDE.2 Outcome 2 aligns to 5.05 Outcome 3.
SDE.2 Outcome 3 aligns to 5.05 Outcome 4.

(Capacity

SBE2-Outcome4atignsto 505 Cutcome 55—
The intent of 5.05 Outcome 2 is absorbed into SMS.9
Outcome 1.

The intent of 5.05 Outcome 6 is absorbed into SMS.3
Outcome 4.

SDE.3

Information security management

Outcomes are identical to those in 5.12 Information
security management
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ISO/IEC TR 15504-8 Process

Relationship to processes in ISO/IEC TR 20000-4

SDE.4 Service availability management

SDE.4 Outcome 1 aligns to 5.19 (Service continuity
and availability management) Outcome 1.

SDE.4 Outcome 2 aligns to 5.19 Outcome 3.
SDE.4 Outcome 3 aligns to 5.19 Outcome 5.
SDE.4 Outcome 4 aligns to 5.19 Outcome 6.
SDE.4 Outcome 5 aligns to 5.19 Outcome 7.

SDE.4 Outcome 6 aligns to 5.19 Outcome
SDE.4 Outcome 7 aligns to 5.19 OutCome

8.
10.

SDE.

TTT
()]

Service continuity management

SDE.5 Outcome 1 aligns to 5.19+(Servics
and availability management) Outcome 1.

SDE.5 Outcome 2 aligns £0/5.19 Outcome
SDE.5 Outcome 3 aligns to 5.19 Outcome
SDE.5 Outcome 4 aligns to 5.19 Outcome

b continuity

2.
4.
9.

SDE.6 Service level management

Outcomes aretidentical to those in 5.21 S
management

ervice level

SDE.7 Service reporting

Outcomes~ are identical to those in 5.
reporting

P3 Service

Audit

Outcomes are identical to those in 5.02 Au

dit

Outcomes are identical to those in 5.09 Im

brovement

1
.2 Improvement
3

Information item management

Outcomes are identical to those in 5.11
item management

nformation

SMS.4 Management review

Outcomes are identical to those in 5.13 M
review

anagement

SMIS.5 Resource management

SMS.5 Outcome 1 aligns to 5.15 (Org
management) Outcome 7.

SMS.5 Outcome 2 aligns to 5.16 (SMS Es
and maintenance) Outcome 2, 5.15 Outc
5.08 (Human resource management) Outc

SMS.5 Outcome 3 aligns with 5.15 Outc
5.08 (Human resource management) Outc

anisational

ablishment
bme 5, and
bmes 4.

bme 6 and
bme 1.

SMS.5 Outcome 4 aligns with 5.08 Outcome 2.

SMS.6 -Risk management Outcomes are identical to those in [5.18 Risk
management
SMS-7F—Servicemeasurement Outcomesaredenticattothoseim5-t4Measurement

SMS.8 SMS Establishment and improvement

SMS.8 Outcome 1 aligns to 5.15 (Organisational

management) Outcome 2.
SMS.8 Outcome 2 aligns to 5.15 Outcome

2.

SMS.8 Outcome 3 aligns to 5.16 (SMS Establishment

and maintenance) Outcome 1.
SMS.8 Outcome 4 aligns to 5.16 Outcome
SMS.8 Outcome 5 aligns to 5.16 Outcome

2.
3..
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ISO/IEC TR 15504-8 Process Relationship to processes in ISO/IEC TR 20000-4

SMS.9 SMS Implementation and operation SMS.9 Outcome 1 aligns to 5.15 (Organisational
management) Outcome 4.

SMS.9 Outcome 2 aligns to 5.15 Outcome 10.

SMS.9 Outcome 3 aligns to 5.15 Outcome 11 and
5.22 (Service planning and monitoring) Outcome 7.

SMS.9 Outcome 4 aligns to 5.22 Outcome 8.

o [l oW a TIYY L IH 4 o 40 (.4 40
YIVIO.J UULLUITIC v dilylTo U J. TY UULLUITIC TU.

Each of th¢ Process Attributes in this PAM is identical to the Process Attribute defined in the Measurement
FrameworK. The Generic Practices address the characteristics from each Process Attribute.The Gengric
Resources|and Generic Inputs/Outputs relate to the Process Attribute as a whole.

Table A.2 lists the mappings of the GPs to the achievements associated with each Process-Attribute.

Table A.2 — Mapping of Generic Practices

GP Practice Name Maps To
PA 1.1: Rrocess performance attribute

GP 1.1.1 Achieve the process outcomes. PA.1.1.a

PA 2.1: Rerformance management attribute

GP 2.1.1 Identify the objectives for the performance-ofithe process. PA.2.1.a

GP21.2 Plan and monitor the performance of the\process to fulfil the identified PA.2.1.b
objectives.

GP 2.1.3 Control the performance of the process. PA2.1.c

GP 214 Define responsibilities and authorities for performing the process. PA.2.1.d

GP 215 Identify and make available resources to perform the process according PA.2.1.e
to plan.

GP2.1.6 Manage the interfaces between involved parties. PA.2.1.f

PA 2.2: Work Products management attribute

GP 2.2.1 Define thetequirements for the outputs. PA2.2.a

GP 222 Define the requirements for documentation and control of the outputs. PA.2.2.b

GP 223 Identify, document and control the outputs. PA.2.2.c

GP 224 Review and adjust outputs to meet the defined requirements. PA.2.2.d

PA 3.1: Brocess definition attribute

GP 3.1.1 Befimethestandardprocessthat-wittsupport thedeptoymentof the PASt=
defined process.

GP 3.1.2 Determine the sequence and interaction between processes so that PA.3.1.b
they work as an integrated system of processes.

GP 3.1.3 Identify the roles and competencies for performing the process. PA.3.1.c

GP 3.14 Identify the required infrastructure and work environment for performing PA.3.1.d
the process.

GP 3.1.5 Determine suitable methods to monitor the effectiveness and suitability PA.3.1.e

of the process.
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GP Practice Name Maps To

PA 3.2: Process deployment attribute

GP 3.2.1 Deploy a defined process that satisfies the context specific PA.3.2.a
requirements of the use of the standard process.

GP 3.2.2 Assign and communicate roles, responsibilities and authorities for PA.3.2.b
performing the defined process.

GP 3.2.3 Ensure necessary competencies for performing the defined process. PA.3.2.c

GP.3.24 Provide resources and information to support the performance of the  PA.3.2.d
defimedprocess:

gP 3.25 Provide process infrastructure to support the performance of the RPA3.2.e
defined process.

gP 3.2.6 Collect and analyze data about performance of the process to PA.3.Af
demonstrate its suitability and effectiveness.

PA 4.1 Process measurement attribute

GgP4.1.1 Identify process information needs, in relation with business goals. PA.4.1.a

grP.4.1.2 Derive process measurement objectives from process information PA.4.1b
needs.

grP4.1.3 Establish quantitative objectives for the performance of the defined PA.4.1.c
process, according to the alignment of the proeess with the business
goals.

grP4.14 Identify product and process measures‘that support the achievement of PA.4.1.d
the quantitative objectives for process’performance.

GgP4.1.5 Collect product and process measurement results through performing PA.4.1.e
the defined process.

GgP4.1.6 Use the results of the defined measurement to monitor and verify the  PA.4.1|.f
achievement of the process performance objectives.

PA 4.2 Process control attribute

GgP 4.2.1 Determine analysis and control techniques, appropriate to control the PA.4.2.a
process performance.

grP4.22 Define parameters suitable to control the process performance. PA.4.2.b

GP 4.2.3 Analyze process and product measurement results to identify variations PA.4.2.c
in\process performance.

grP4.24 Identify and implement corrective actions to address assignable causes.PA.4.2.d

grP.4.25 Re-establish control limits following corrective action. PA.4.2.e

PA 5.1Process innovation attribute

gP.5.1.1 Define the process improvement objectives for the process that support PA.5.1.a
the relevant business goarls.

GP 5.1.2 Analyze measurement data of the process to identify real and potential PA.5.1.b
variations in the process performance.

GP 5.1.3 Identify improvement opportunities of the process based on innovation PA.5.1.c
and best practices.

GP.5.14 Derive improvement opportunities from new technologies and process PA.5.1.d
concepts.

GP5.1.5 Define an implementation strategy based on long-term improvement ~ PA.5.1.e

vision and objectives.
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GP Practice Name Maps To
PA 5.2 Process optimization attribute

GP 5.2.1 Assess the impact of each proposed change against the objectives of PA.5.2.a
the defined and standard process.

GP 5.2.2 Manage the implementation of agreed changes according to the PA.5.2.b
implementation strategy.

GP5.2.3 Evaluate the effectiveness of process change on the basis of actual PA.5.2.c
performance against process objectives and business goals.

A.2.5 Expression of assessment results

A Process |Assessment Model shall provide a formal and verifiable mechanism for representing. the results of
an assessment as a set of process attribute ratings for each process selected from the(specified Prodess
Reference Model(s).

NOTE: The expression of results may involve a direct translation of Process Assessment.Model ratings into a pro¢ess

profile as ddfined in this international standard, or the conversion of the data collected @uring the assessment (with| the
possible inclusion of additional information) through further judgment on the part of the @ssessor.

[ISO/IEC 15504-2, 6.3.5]

The procegses in this PAM are identical to those defined in the PRM{The Process Attributes and the Progess
Attributes Rating in this PAM are identical to those defined<in the Measurement Framework. A$ a
consequenge, results of Assessments based upon this PANM are expressed directly as a set of process
attribute rafings for each process within the scope of the assessment. No form of translation or conversiop is
required.
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Annex B
(informative)

Input and output characteristics

Chlracteristics of inputs and outputs listed in this Annex can be used when reviewing potential

inputs and

tion. Inputs
5 should be

outputs of process implementation. The characteristics are provided as guidance for the attributeq to look for
to provide objective evidence supporting the assessment of a particular process. A documented process and
assessor judgment is needed to ensure that the process context (application domain, businegs purpose,
deVelopment methodology, size of the organization, etc.) is considered when using-this informa
and outputs are defined using the schema in Table B.1. Inputs and outputs and their characteristic
corlsidered as a starting point for considering whether, given the context, they-are' contributing to the intended
purpose of the process.
Table B.1 —Input / Output identification
Input / Output An identifier number for the inpufoutput which is used to
identifier # reference the input / output.
Input / Output Provides an example of a.typical name associated with the
name input / output characteristics. This name is provided as an
identifier of the type.of input / output the practice or process
might produce. Otganizations may call these input / outputs
by different names. The name of the input / output in the
organizationis\not significant. Similarly, organizations may
have several equivalent input / outputs which contain the
characteristics defined in one input / output type. The formats
for the input / outputs can vary. It is up to the assessor and
the“erganizational unit coordinator to map the actual input /
outputs produced in their organization to the examples given
here.
Category A group with which an item is associated.
Input / Qutput Provides examples of the potential characteristics associated
characteristics with the input / output types. The assessor may look for these
in the samples provided by the organizational unit.
B.2 _Generic input and outputs

The Generic Work Product Indicators are sets of characteristics that would be expected to be evident in input /
outputs of a generic type as a result of achievement of an attribute. The generic input / outputs support the
class structure of the input / outputs defined as process performance indicators. These input / output types are
basic input types to process owners of all types of processes.
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Table B.2 — Generic inputs and outputs

Reference

Category

Purpose

Typical Input / Output Characteristics

1.0

Contract

A contract is the formal
agreement between an
acquirer and a supplier.

[ISO/IEC 15289:2011]

It addresses the following:

a) identification of the performing
organizations

b) statement of work to be performed, with
tasks based on a service management
process or a system or software life-cycle

acla

A and-cecan
o aru-SCOPTUTTAaSKS

c) system requirements and software
requirements definition and analysis resulfs

d) negotiated price and paymentischedule

e) deliverables, including off-the-shelf
products identified

f) schedule for suppliers to deliver the
product or service

g) proprietary<ights to systems and technical
data and seftware intellectual property rights:
usage, ownership, warranty and licensjng
rights

hy, provisions for monitoring; reporting,
verification, validation, and acceptance
criteria

i) procedures for contract changgs,
exceptions, resolving disputes, and closequit,
such as supplier responsibilities in the event
of expected or early termination of the
contract or formal agreement and the
transfer of services to another party.

The contract may specify best practices,| to
include standards and strategies |for
processes, activities and tasks.

Informally, commitments or agreements may
be specified between parts of the same
organization (sometimes called a
memorandum of understanding).

2.0

Data

Ordered informational content

— Result of applying a measure

— Available to those who need to know with
defined timeframe

n
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Reference

Category

Purpose

Typical Input / Output Characteristics

3.0

description

Information item that
represents a planned or
actual concept, function,
design, or object.

[ISO/IEC 15289:2011]

A description includes the following
elements:

a) Date of issue and status

b) Scope

¢) Issuing organization

d) References

e) Context

f) Notation for description

g) Body

ty-Sumrmary
i) Glossary
j) Change history

4.0

plan

Information item that presents
a systematic course of action
for achieving a declared
purpose, including when,
how, and by whom specific
activities are to be performed.

[ISO/IEC 15289:2011]

A plan includes the following/elem

a)
b)
c)
d)

e)

f)

Date of issue and status
Scope

Issuing organization
References'(applicable policie
standards; contracts, requirem
other.plans and procedures)
Approval authority

Appfoach for technical and ma
review and reporting

Other plans (plans or task des
that expand on the details of a
Planned activities and tasks
Identification of tools, methods
techniques

Schedules

Budgets and cost estimates
Resources and their allocatior
Responsibilities and authority,
the senior responsible owner &
immediate process owner
Interfaces among parties invol
Risks and risk identification, a4
and mitigation activities
Quality assurance and control
Environment, infrastructure, se
and safety

Training

Glossary

Change procedures and histo
Termination process

bnts

5, laws,
ents, and
nagement

Criptions
plan)

5, and

including
nd

ved
sessment

measures
curity,

Y
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Reference

Category

Purpose

Typical Input / Output Characteristics

5.0

policy

clear and measurable
statement of preferred
direction and behavior to
condition the decisions made
within an organization

[ISO/IEC 15289:2011]

A policy includes the following elements:

a) Date of issue, effective date, and status

b) Scope
c) Issuing organization

d) Approval authority and identification of

those accountable for enforcing the
policy

e) Authoritative references for compliance

or coniorimance (such as policies, 1aw
and regulations, standards, contractsy
requirements, and vision or mission
statements)

f)  Body, including objectives

g) Glossary

h) Change history

b

6.0

procedure

Specified way to carry out an
activity or a process.

[ISO 9000:2005]

A procedure includes the.following elemer]

Date of issuge-and status

Scope

Issuing organization

Approval authority

Relationship to plans and other

procedures

f){» Authoritative references

g) Inputs and outputs

h) Ordered description of steps to be tak
by each participant

i)  Error and problem resolution

j)  Glossary

k) Change history

O 0O T
—_————

D

1%
>

7.0

product

Result of a process

[ISO 9000:2005]

There are four generic product categories,
as follows:

— services (e.g. transport);

— software (e.g. computer program,
dictionary);

— hardware (e.g. engine mechanical part);

— processed materials (e.g. lubricant).

Service is the result of at least one activity|
necessarily performed at the interface
between the supplier and customer and is
generally intangible. Provision of a service
can involve, for example, the following:

y

— an activity performed on a customer-
supplied tangible product;

— an activity performed on a customer-
supplied intangible product;

— the delivery of an intangible product;

— the creation of ambience for the
customer.
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Reference Category

Purpose

Typical Input / Output Characteristics

8.0 record

Organize the data an
organizational entity retains.

NOTE: Consistent with the
ISO 9000 series, the purpose
of a record is to state results
achieved or to provide
evidence of activities
performed by an

A record includes the following elements:

Date of record, date recorded, and
status

Scope

Subiject or category

Issuing organization

References

Body

Unique record identifier

organizational entity.

9.0 report

Information item that
describes the results of
activities such as
investigations, observations,
assessments, or tests.

[ISO/IEC 15289:2011]

A report includes the following)elements:

a)
b)
c)
d)
e)
)
g)
h)

i)
i)
k)
1)

m) Change history

Date of issue and status
Scope

Issuing organijzation
Contributors

Summary

Introduction

Context (assumptions)
Body (including methods of objtaining
results)
Conclusions and recommendations
References
Bibliography
Glossary

10.0 repository

Storage facility for.data

— Repository for components
— Storage and retrieval capabilities
— Ability to browse content

— Listing of contents with descriptipn of

attributes

— Sharing and transfer of compongnts

between affected groups

— Effective controls over access
— Maintain component descriptions
— Recovery of archive versions of
components

— Ability to report component statup
— Changes to components are
change / user requests

tracked to

request

Information item that initiates
a defined course of action or
change to fulfill a need.

A request includes the following elements:

a)
b)

Date of initiation
Scope

[ISO/IEC 15289:2011]

c)
d)
e)
f)

g)

Subject

Originator of request

Identification of requested item, service,
or response

Detailed description of requested item,
service, or response, including due date
Justifications
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Reference Category Purpose Typical Input / Output Characteristics
12.0 specification | Information item that A specification includes the following
identifies, in a complete, elements:
precise, and verifiable
manner, the requirements, a) Date of issue and status
design, behavior, or other b) Scope
expected characteristics of a c) Issuing organization
system, service, or process. d) References
e) Approval authority
f) Body
[ISOHEC 1528972011} g) ASSUrance requirements
h) Conditions, constraints, and
characteristics
i) Glossary

Change history

B.3 Spegcific inputs and outputs

Specific outputs are typically created by process owners and applied by procéss deployers in order to safisfy

an outcom

NOTE 1

of a particular process purpose.

he reference scheme for the specific inputs and outputs associates the item to the first reference (diregt or

implied) to gn informational element in a sub-clause of ISO/IEC 20000-1, This reference is identified in square bracKets.
The set of itgms in a category is ordered alphabetically.

NOTE 2

The term 'normative’ that appears under the Charagteristics column refers to a requirement in ISOJIEC

20000-1 to freate an item that contains at least the defined informational characteristics. Where the term 'informative'

appears, it implies that the defined characteristics are recommended good practice.

Table B.3 — Specific inputs and outputs

Referenge

Name

Category

Characteristics

01-00

Contract

Contract

Informative: A contract includes the
following elements: a) Identifies time
frame for delivery or contracted service
dates; b) Identifies any statutory
requirements; c) Identifies monetary
considerations; d) Identifies any warranty
information; e) Identifies any copyright
and licensing information (patent,
copyright, confidentiality, proprietary,
usage, ownership, warranty and licensing
rights; associated with all relevant work
products); f) Identifies any customer

service requirements; g) Identifies service
level requirements; h) References to any
performance and quality expectations /
constraints / monitoring; i) Standards and
procedures to be used; j) Evidence of
review and approval by authorised
signatories.
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Reference Name Category Characteristics

01-01 Service level agreement | Contract Informative: (27K:2005, A.10.6.2) Security
features, service levels, and management
requirements of all network services shall
be identified and included in any network
services agreement, whether these
services are provided in-house or
outsourced.

01-01 Service level agreement | Contract Normative: [6.1] SLAs take into
consideration the service requirements
and contain service level targets,
workload characteristics and agréed
exceptions.

0f-02 Supplier agreement Contract Normative: [7.2] The,contract contains or
include a referencet0:"a) scope :Ef the
services to be delivered by the sdipplier;
b) dependencies-between services,
processes. and the parties; c)
requirements to be fulfilled by the
supplier;/d) service targets; e) interfaces
between service management prpcesses
operated by the supplier and other
parties; f) integration of the supplier’s
activities within the SMS; g) workKload
characteristics; h) exceptions; i)
authorities and responsibilities of{the
service provider and the supplieri j)
reporting and communication to e
provided by the supplier; k) basig for
charging; I) activities and responsibilities
for the expected or early termination of
the contract and the transfer of services to
a different party.

0p-00 Data Data Informative: Ordered informationgl
content.

0p-01 Access rights list Data Informative: List of access rights

0p-02 Issuge'log Data Informative: A listing of data that jidentifies

issues that need to be resolved.

02-03 Performance data Data Informative: Data arising from
measurement of performance of some
aspect of service.

0p-06 Audit results Data Informative: [4.5.4.1] A list to support
communication list communication of results and aciions to
interested parties.
02-07 Auditor list Data Normative: [4.5.4.2] A list of available

auditors to assist with ensuring the
objectivity and impartiality of audits.

02-08 Budgeting and Data Informative: [6.4] List of those
accounting stakeholders who are receive - The
communication list service provider reports costs against the

budget.

02-09 Capacity usage data Data Informative: [6.5] The data associated

with the need for the service provider to
monitor capacity usage and analyse data.
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Reference Name Category Characteristics

02-10 Change schedule Data Informative: [9.2] A list of stakeholders for
communication list communications regarding the schedule

of change containing details of the
approved changes and their proposed
deployment dates.

02-11 Configuration item Data Normative: [9.1] Changes to Cls are
change log traceable and auditable to ensure integrity

of the Cls and the data in the CMDB.

02-12 Configuratiormitermreport—Data informative{9-t{Ctmformationstatt
user communication list provided to those who require it.

02-13 Configuration Data Informative: [9.1] Implied in The CMDB is
management DB managed to ensure its reliability-and
repository access rights accuracy, including control of\Wpdate
list access.

02-14 Customer satisfaction Data Informative: [7.1] Datasextracted from the
data assessment instrument.

02-15 Implemented changes Data Normative: [9.2] A consequence of
log executing the sehedule of change

containing 'details of the approved
changes'and their proposed deployment
dates:

02-16 Improvement Data Normative: [4.5.5.2] List of those to whorp
communication list the service provider supplies a report on

implemented improvements.

02-17 Improvement opportunity | Data Normative: [4.5.5.1] Nonconformity to the
disposition log requirements in this International

Standard or the requirements in the SMY
is remedied. 4.5.5.2 The service provide
manages improvement activities.

02-18 Improvement opportunity _ |~Data Normative: [4.5.5.2] Log of actions taken
implementation log in terms of approved improvement

opprtunities.

02-19 Information item (ist Data Normative: [4.3.1] Implied by the service
provider establishing documents and
records to ensure effective planning,
operation and control of the SMS.

02-20 Information security Data Informative: [6.6.2] The service provider

communication list reports on the actions taken.

02-21 formation security Data Informative: [6.6.2] The issue log is an
controls effectiveness indicator of actions taken.
issue log

02-22 Information Security Data Normative: [6.6.2] The Service provider
requirements (3rd party identifies information security controls
access) access rights list with these external organizations.

02-23 Information security risk | Data Informative: [6.6.3] Data that supports
data analyses of the types, volumes and

impacts of information security incidents.

02-24 Management review Data Informative: [4.5.4.1] A list used to
communication list communicate the results and actions to

interested parties.

02-25 Management review Data Normative: [4.5.4.3] A log to record issues
issue log arising from management reviews.
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Reference Name Category Characteristics
02-26 New or changed service Data Normative: [5.1] A log of issues raised in
design issue log the review of outputs from the planning
and design activities for new or changed
services against the agreed service
requirements and the relevant
requirements given in Clauses 5.2 and
5.3.
02-27 Problem management Data Normative: [8.2] Up-to-date information on
known error log known errors and problem resolutions is
provided to the incident and senv|ce
request management process:
0p-28 Problem report user Data Normative: [8.2] A list of those
communication list stakeholders to whom the effectiyeness of
problem resolutionds'reported.

0p-29 Release log Data Informative: [9.3]"Implied in information
about the success or failure of reJeases
and future(release dates is providged to the
change-management process, and
incidént-and service request marfagement
process.

0p-30 Release performance Data Informative: [9.3] Implied in

data measurements include incidents related
to a release in the period following
deployment of a release.

0p-31 Release stakeholder Data Informative: [9.3] List of interested parties.

communication list

0p-32 Risk log Data Informative: [5.1] A log of identifi¢d risks,
their categorisation, prioritisation] and
analysis.

0p-33 Service availability 169 Data Informative: [6.3.3] Availability of|services
is monitored, the results recorded.

02-34 Service data Data Informative: [6.2] Provides the cantent for
service reports produced for senjices
using information from the delivefy of
services and the SMS activities, {ncluding
the service management processes.

0p-35 Service level Data Informative: [6.1] List of customef

management stakeholder contacts in the SLA review.
communication list

0p-36 Service level Data Informative: [6.1] Data that supparts

performance data analysis of service level performance.

03 37 Sarvice prnuir*lnr role Data Normative: [7_1] Eor each custad er, the

assignments list service provider has a designated
individual who is responsible for
managing the customer relationship and
customer satisfaction.

02-38 Service provision Data Normative: [7.1] A log of the he service

complaint log provider actions to record, investigate,
[act upon, report and close service
complaints.

02-39 Service provision issue Data Normative: [6.2] Log of service provider

log decisions and actions based on the
findings in service reports.
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02-40 Service report Data Informative: [6.2] List of interested parties

communication list that receive service reports.

02-41 Service stakeholder list Data Normative: [7.1] List identifying the
customer, users and interested parties of
the services.

02-42 Services stakeholder Data Informative: [5.4] List of interested parties.

communication list

02-43 Supplier performance Data Informative: [6.2] Data relating to the

data performance by the supplier against
agreed service level targets and other
contractual commitments.

02-44 Supplier performance Data Informative: [6.2] Log of issues taised in

issue log the reviews/ evaluations of-supplier
against agreed service leveltargets and
other contractual commitments.

02-45 Supplier role Data Normative: [7.2] The service provider

assignments list ensures that roles of, and relationships
between, lead'and sub-contracted
suppliers are.defined.

03-00 Description Description Informative: A description includes the
following elements: a) Date of issue and
status; b) Scope; c) Issuing organization
d) References; e) Context; f) Notation fo
description; g) Body; h) Summary; i)
Glossary; j) Change history.

03-01 Audit objectives Description Normative: [4.5.4.1] The objectives of all
internal audits are identified.

03-02 Change improvement Description Normative: [9.2] Identified opportunities

opportunity for improvement.

03-03 Change request Description Normative: [9.2] Request for change

classification criteria classification criteria.

03-04 Change request Description Informative: [9.2] Implied in requests for

evaluation criteria change are assessed.

03-05 Customer needs and Description Normative: [7.1] Gathers an

expectations understanding of the business
environment in which the services operaje
and requirements for new or changed
services.

03-06 Customer satisfaction Description Informative: [7.1] The means (i.e. tool,

assessment instrument paper-based or automated) to measure
customer satisfaction using sample from
the customer and USErs of the Services.

03-07 Customer technology Description Informative: [6.5] Customer supplied

roadmap information, identifying the technology
stream changes over time. Includes
elements of: requirements for new
services, and revised requirements for
existing services.

03-09 Emergency change Description Normative: [9.2] The service provider

definition defines an emergency change.
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03-10 Emergency release Description Normative: [9.3] The service provider
definition defines the definition of an emergency

release.

03-11 Improvement opportunity | Description Informative: [4.5.5.1] An improvement
opportunity before it is recorded an
prioritised.

03-12 Improvement opportunity | Description Normative: [4.5.5.2] The evaluation

evaluation criteria criteria for the opportunities for
MPTOVETTTETTt:

0B-13 Improvement target Description Normative: [4.5.5.2] The service provider
determined targets for imprevements in
one or more of quality, ¥alue, capability,
cost, productivity, resource utilizgtion and
risk reduction.

08-14 Information security Description Informative: [6:6.3] Such criteria [nclude::
change request a) new or changed information security
evaluation criteria risks; b) poténtial impact on the gxisting

information security policy and cgntrols.

08-15 Information security Description Normative: [6.6.3] Information segurity
improvement opportunity incidents are reviewed to identify|

opportunities for improvement.

08-16 Information security Description Normative: [6.6.1] Management ¢nsures
objectives that information security management

objectives are established.

08-17 Information security risk | Description Informative: [6.6.1] Management|defines
assessment criteria the criteria for accepting risks.

0B-18 Information security risk Description Informative: [6.6.3] Measures thgt
measure supports the capture of data used in

analyses of the types, volumes and
impacts of information security incidents.

08-19 Major incident Description Normative: [8.1] Implied in major|incidents
classification(scheme are classified.

08-20 Major incident definition Description Normative: [8.1] The service proyider

defines the definition of a major ipcident.

08-21 Major incident Description Normative: [8.1] Identified opportunities
improvement opportunity for improvement.

0B-22 Management review Description Normative: [4.5.4.1] The input to
improvement opportunity management reviews includes information

on opportunities for improvement.

08-23 Management review Description Normative: [4.5.4.1] The objectives of
objectives management reviews are identified.

03-24 Management review Description Normative: [4.5.4.1] Includes information
resource forecast regarding current and forecast human,

technical, information and financial
resource levels.

03-25 Measurement objectives | Description Informative: Objectives for measurement.
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03-26 New or changed service Description Normative: [5.3] The service provider
design ensures that the design enables the new

or changed services to fulfill agreed
service requirements. The new or
changed services are designed to include
at least: a) authorities and responsibilities
for delivery of the new or changed
services; b) activities to be performed by
the service provider, customer and other
pariies Tor delivery of the new or changedl
services; ¢) new or changed human
resource requirements, including
requirements for appropriate education,
training, skills and experience;-d) financial
resource requirements for delivery of the]
new or changed services,-€) new or
changed technology to'support the
delivery of the new"or changed services;
f) new or changed plans and policies as
required by this-part of ISO/IEC 20000; d
new or changed contracts and other
documented agreements to align with
changes‘in service requirements; h)
changes to the SMS; i) new or changed
SLAs; j) updates to the catalogue of
services; k) procedures, measures and
information to be used for the delivery of
the new or changed services.

03-27 New or changed services | Description Normative: [5.2] The criteria to be taken
impact evaluation criteria into consideration the potential financial,
organizational, and technical impact of
delivering the new or changed services,
including the potential impact of the new
or changed services on the SMS.

03-28 New or changed services | Description Informative: [5.4] The new or changed
test criteria services are tested to verify that they fulf
the service requirements and the
documented design.

~

03-29 Performance criteria Description Informative: Measurement performance
criteria.
03-30 Problem classification Description Informative: [8.2] The steps involved are
scheme to determine category, impact, urgency

and priority.;Categorise problems as
appropriate into related groups or
dommains ey, ardware, software;
support software).

03-31 Release acceptance test | Description Informative: [9.3] Implied in the release is
criteria deployed into the live environment so that
the integrity of hardware, software and
other service components is maintained
during deployment of the release.

03-32 Release notes Description Informative: [9.3] Notes regarding a
release. Purpose of Release Notes;
Release Scope; Release Contents;
Release Installation / Rollback Procedure;
References.
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03-33 Release performance Description Informative: [9.3] Implied in
criteria measurements include incidents related
to a release in the period following
deployment of a release.
03-34 Release performance Description Normative: [9.3] The results and
improvement opportunity conclusions drawn from the analysis are
used to identify opportunities for
improvement.
08=35 Serviceavaitabitity Description Normative{6-3-31 Whatservice
measurement objectives availability measurements will'bel made
0B-36 Service availability risk Description Informative: [6.3.1] The criteria that
evaluation criteria supports the service provider asgessment
of the risks to availability of services.
0B-37 Service catalogue Description Normative: [6.1], The service proyider
catalogues the.services and theif
dependencies.
0B-38 Service complaint Description Normative:'[7.1] The definition of|a
definition service~eomplaint.
0B-39 Service continuity risk Description Infermative: [6.3.1] The criteria that
evaluation criteria supports the service provider asgessment
of the risks to continuity of serviges.
08-40 Service level agreement | Description Normative: [6.1] Record of an
improvement opportunity improvement opportunity arising from a
change to the SLA.
0B-41 Service level Description Informative: [6.1] Improvement
performance opportunity arising from a review|of
improvement opportunity service level performance.
0B-42 Service management Description Normative: [4.1.1] Service management
objectives objectives include, but are not limited to:
a) fulfilling service requirements;|b)
statutory and regulatory requirements,
and c) contractual obligations.
08-43 Service manhagement Description Normative: [4.4.1] The service prpvider
resource needs determines the human, technical
information and financial resourcgs
needed to: a) establish, implement and
maintain the SMS and the services, and
continually improve their effectivgness; b)
enhance customer satisfaction b
delivering services that fulfil service
requirements.
OJ 44 Searvice. monagnmnnf Dacr\ripﬁnn Normative: [/1_1;_')] The Service
roles and responsibilities Management Plan refers to: e) framework
of authorities, responsibilities and process
roles; f) authorities and responsibilities for
plans, service management processes
and services.
03-45 Service management Description Normative: [4.5.2] The service provider
system scope definition defines and includes the scope of the
SMS in the service management plan.
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Characteristics

03-46

Service provider roles
and responsibilities

Description

Normative: [4.1.4] Top management
appoints a member of the service
provider's management who, irrespective
of other responsibilities, has authorities
and responsibilities that include: a)
designating process owners for each
service management process; b) ensuring
that service management processes
within the SMS are established and

operaled; c) ensuring that service
management processes and services. ar¢
integrated with the other cxompopents o
the SMS;d) reporting to top managémen
on the performance and oppertunities fo
improvement for the SMS and the
services.

03-47

Service provision
improvement opportunity

Description

Normative: [7.1] The_ opportunities for
improvement arising-from treated
customer complaints.

03-48

Service report content
definition

Description

Normative:[6:2] Service reporting
includes(af)least: a) performance against
servicgdargets; b) relevant information
about significant events including at least
major incidents, deployment of new or
changed services and the service
continuity plan being invoked; c) workloa
characteristics including volumes and
periodic changes in workload; d) detecte
nonconformities against the requirement
in this part of ISO/IEC 20000, the SMS
requirements or the service requirementg
and their identified causes; e) trend
information; f) customer satisfaction
measurements, service complaints and
results of the analysis of satisfaction
measurements and complaints.

o

[oN

U7

03-49

Service reporting needs
definition

Description

Informative: [6.2] Definition of stakeholdsg
needs for report content.

=

03-50

Servige risk evaluation
criteria

Description

Normative: [4.1.3] Implied in the
requirement that risks to services are
assessed.

03-51

Sub-contracted supplier
roles and responsibilities

Description

Normative: [7.2] The service provider
ensures that roles of, and relationships
between, lead and sub-contracted

suppliers [are documented].

03-52

Supplier - sub-contractor
process interfaces
definition

Description

Normative: [7.2] Interfaces between
service management processes operated
by the supplier and other parties; f)
integration of the supplier’s activities
within the SMS.

03-53

Supplier performance
evaluation criteria

Description

Informative: [6.2] Criteria for the
evaluation of the performance by the
supplier against agreed service level
targets and other contractual
commitments.
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Supplier performance
improvement opportunity

03-54

Description

Normative: [7.2] Identified opportunities
for improvement.

Unsuccessful release
improvement opportunity

03-55

Description

Normative: [9.3] Opportunities for
improvement arising from unsuccessful
releases.

04-00 Plan

Plan

Informative: A plan includes the following
elements a) Date of issue and status; b)
Scope; ¢) Issuing organization; d)

Referernces(appticabtepoticies;jlaws,
standards, contracts, requirements, and
other plans and procedures);e) Approval
authority; f) Approach for-technical and
management; review, and reporting; g)
Other plans (plans©rtask descriptions
that expand on thédetails of a plan); h)
Planned activities and tasks; i)
Identification-of tools, methods, gnd
techniquess; j) Schedules; k) Budgets and
cost estimates; |) Resources and|their
allogation; m) Responsibilities and
authority, including the senior regponsible
owner and immediate process owner; n)
Interfaces among parties involved; o)
Risks and risk identification, assgssment
and mitigation activities; p) Quality
assurance and control measuresj q)
Environment, infrastructure, secdrity, and
safety; r) Training; s) Glossary; t}) Change
procedures and history; u) Termihation
process.

04-01 Acceptance test

environment plan

Plan

Informative: [9.3] A controlled ac¢eptance
test environment is used for the building
and testing of releases.

04-02 Audit plan

Plan

Normative: [4.5.4.2] The audit plan takes
into consideration the status and
importance of the processes and|areas to
be audited, as well as the results|of

previous audits.

04-03 Audit schedule

Plan

Normative: [4.5.4.2] A schedule that
indicates the status and importarjce of the
processes and areas to be audited.

04-04 Audit strategy

Plan

Normative: [4.5.4.2] The audit criteria,
scope, frequency and methods are

oo

04-05 Capacity plan

Plan

Normative: [6.5] The service provider
creates a capacity plan taking into
consideration human, technical,
information and financial resources.

04-06 Change of services

provision cost estimates

Plan

Normative: [6.4] Information is provided to
the change management process to
support the costing of requests for
change.
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04-07 Change schedule

Plan

Normative: [9.2] A schedule of change
containing details of the approved
changes and their proposed deployment
dates is established.

04-08 Configuration item audit

schedule

Plan

Normative: [9.1] Audits of configuration
items shall be carried out at planned
intervals

04-09 Customer satisfaction

Plan

Informative: [7.1] The customer

samptingschedute

AP .
satisfactiomsurvey sampting-schedute;

04-10 Improvement

implementation schedule

Plan

Normative: [4.5.5.2] The schedule of
planned, approved, improvements,

04-11 Improvement plan

Plan

Normative: [4.5.5.2] Planned agctions for
an approved improvementepportunity.

04-12 Information security audit

schedule

Plan

Informative: [6.6.1] Management ensure$
that internal information. Security audits
are conducted.

04-13 Information security risk

assessment schedule

Plan

Informative: [6(6.,1] Assessment of
information.security risks are conducted
at plannediintervals.

04-14 Management review

schedule

Plan

Normative: [4.5.4.3] Schedule for
management review meetings

04-15 New or changed service

plan

Plan

Normative: [5.2] Planning for the design,
development and transition of new or
changed services includes but is not
limited to: a) the authorities and
responsibilities for the design,
development and transition activities; b)
the activities to be performed for the
design, development and transition of th¢
new or changed services;c) the activities]
to be performed by customers, internal
groups or suppliers including activities
across interfaces from the service
provider to other parties;d)
communication to interested parties; €)
human, technical, information and
financial resources;f) timescales for all
planned activities; g) identification,
assessment and management of risks; h)
consideration of dependencies on other
services; i) testing required for the new gr
changed services; j) agreed service
acceptance criteria; k) the expected

D

outcomes from delivering the new or
changed services, expressed in
measurable terms.

04-16 Release plan

Plan

Normative: [9.3] The service provider
plans with the customer and interested
parties the deployment of new or changed
services and service components into the
live environment.

Release reversal
arrangements plan

04-17

Plan

Normative: [9.3] The activities required to
reverse or remedy an unsuccessful
deployment of a release are planned.
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04-18 Release schedule Plan Normative: [9.3] Planning includes the
dates for deployment of each release,
deliverables and methods of deployment.

04-19 Removal of services plan | Plan Normative: [5.2] For services that are to
be removed, the service provider plans
the date, the archiving, disposal or
transfer of data, documentation and
service components including but not
limited to infrastructure and applications
with associated licenses.

04-20 Reversing unsuccessful Plan Normative: [9.2] The activities required to
changes plan reverse or remedy an unsuccessful
change are planned.

04-21 Risk treatment strategy Plan Informative: [5.1]Proposed treatments for
analysed risks.

04-22 Service availability plan Plan Normative:{6,3.2] The availability plan(s)
shall incldde at least availability
requiréments and targets.

04-23 Service continuity plan Plan Normative: [6.3.2] The service prpvider
creates a service continuity plan(s).

© ISO/IEC 2012 — All rights reserved 81


https://iecnorm.com/api/?name=698d7768b4f187506d3a55b4196e0b4d

ISO/IEC TS 15504-8:2012(E)

Reference

Name

Category

Characteristics

04-24

Service management
plan

Plan

Normative: [4.5.2] Planning takes into
consideration the service management
policy, service requirements and
requirements in this part of ISO/IEC
20000. The service management plan
contains or includes a reference to at
least the following: a) service
management objectives that are to be
achieved by the service provider; b)

service requirements; ¢) known limitafion
which can impact the SMS; d) policies,
standards, statutory and regulatory
requirements, and contractual obligations;
e) framework of authorities,
responsibilities and process yoles; f)
authorities and responsibilities for plans,
service management processes and
services; g) human;iechnical, information
and financial resources necessary to
achieve the gervice management
objectives;\h)-approach to be taken for
working- with other parties involved in the
desigh.and transition of new or changed
sernvices process; i) approach to be taken
for the interfaces between service
management processes and their
integration with the other components of
the SMS; j) approach to be taken for the
management of risks and the criteria for
accepting risks; k) technology used to
support the SMS; ) how the effectiveness
of the SMS and the services will be
measured, audited, reported and
improved. The service provider identifies]
all processes, or parts of processes, for
which requirements are specified in
Clauses 5 to 9, that are operated by othg
parties. Other parties can be an internal
group, a customer or a supplier.

[

=

04-25

Service'provision review
schedule

Plan

Normative: [7.1] The schedule associated
with the review of the performance of the
services at planned intervals, with the
customer.

04-26

Services provision
budget

Plan

Normative: [6.4] Costs are budgeted to
enable effective financial control and

decision-making for services delivered.

04-27

Services provision costs

Plan

Normative: [6.4] The service provider
monitors costs against the budget.

04-28

Supplier agreement
review schedule

Plan

Normative: [6.2] Schedule of the review of
the services and SLA's between service
provider and customer.

05-00

Policy

Policy

Normative requirements: [4.3.1] These
documents shall include: a) documented
policy and objectives for service
management;
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05-01

Budgeting and
accounting for IT services
policy

Policy

Normative: [6.4] There is a policy for: a)
budgeting and accounting for service
components including at least: 1) assets,
including licences, used to provide the
services; 2) shared resources; 3)
overheads; 4) capital and operating
expenses; 5) externally supplied services;
6) personnel; 7) facilities. b) apportioning
indirect costs and allocating direct costs

to services, to provide an overall|cost for
each service; c) effective financigl control
and approval.

Budgeting and
accounting interface to
Financial Management

policy

Policy

Normative: [6.4] Therefis)a defingd
interface between the>budgeting pnd

accounting for sefviees process and other
financial managément processes.

Change Management
policy

Policy

Normative: [9;2] A change management
policy is established that definesja) Cls
which aré under the control of change
manageément; b) criteria to determine
changes with potential to have a|major
impact on services or the custonier.

CM interface to financial
management policy

Policy

Normative: [9.1] There is a defingd
interface between the configuratipn

management process and financjal asset
management process.

Configuration item
definition policy

Poliey

Normative: [9.1] There is a definifion of
each type of Cl.

Improvement policy

Policy

Normative: [4.5.5.1] There is a policy on
continual improvement of the SMS and
the services.

Information security
policy

Policy

Normative: [6.6.1] Management With
appropriate authority defines an
information security policy taking|into
consideration the service requirements,
statutory and regulatory requirements,
and contractual obligations.

Release policy

Policy

Normative: [9.3] The service proyider
stablishes with the customer a release
policy stating the frequency and {ype of
releases.

Service management
policy

Policy

The service management policy:|[4.1.1] a)
is appropriate to the purpose of the

service provider; b) includes a
commitment to fulfil service requirements;
c) includes a commitment to continually
improve the effectiveness of the SMS and
the services through the policy on
continual improvement in Clause 4.5.5.1;
d) provides a framework for establishing
and reviewing service management
objectives; e) is communicated and
understood by the service provider’s
personnel; f) is reviewed for continuing
suitability.
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06-00 Procedure

Procedure

Normative: [4.3.1] These documents shall
include: g) documented procedures [and
records] required by this part of ISO/IEC
20000;

06-01 Audit procedure

Procedure

Normative: [4.5.4.2] A procedure that
includes the authorities and
responsibilities for planning and
conducting audits, reporting results and

maintaining audit records

Auditor selection
procedure

06-02

Procedure

Informative: [4.5.4.2] To support the
selection of auditors to ensure objectivity
and impartiality of audits.

06-03 Budgeting and
accounting for IT services

procedure

Procedure

Normative: [6.4] There is a protedure for:
a) budgeting and accounting for service
components including, atleast: 1) assets
including licences, used to provide the
services; 2) shared resources; 3)
overheads; 4) capital and operating
expenses; 5) externally supplied services;
6) personnel; 7) facilities. b) apportioning
indirect-costs and allocating direct costs
to services, to provide an overall cost for|
each'service; c) effective financial contrg|
ahd approval.

06-04 Capacity management

procedure

Procedure

Normative: [6.5] Procedures that enable
predictive analysis, or reference to them

06-05 Change procedure

Procedure

Normative: [9.2] There is a procedure to
record, classify, assess and approve
requests for change.

Communication
procedure

06-06

Procedure

Normative: [4.1.3] That communication
procedures are established

06-07 Configuration item control

procedure

Procedure

Normative: [9.1] Configuration control
procedures ensure that the integrity of
services and service components is
maintained. The Cls affected by new or
changed services in the scope of Clause
5 are controlled by the configuration
management process. The degree of
control takes into consideration the
service requirements and risks associatgd
with the Cls. There is a procedure for
recording, controlling and tracking
versions of Cls.

Customer liaison
procedure

06-08

Procedure

Normative: [7.1] The service provider
establishes a communication mechanism
with the customer. 7.2 For each supplier,
the service provider has a designated
individual who is responsible for
managing the relationship, the contract
and performance of the supplier.
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06-09

Document management
procedure

Procedure

Normative: [4.3.2] A procedure including
authorities and responsibilities is
established to define the controls
needed:a) to create and approve
documents prior to issue;b) to
communicate to interested parties about
new or changed documents;c) to review
and maintain documents as necessary;d)
to ensure that changes and the current

revision status of documents are
identified;e) to ensure that relevant
versions of applicable doguments are
available at points of use;f)to engure that
documents are readily identifiabl¢ and
legible;g) to ensuré.that documents of
external origin are-identified and fheir
distribution controlled; h) to prevg¢nt the
unintended"dse of obsolete documents,
and to apply suitable identificatiop to them
if they, are retained.

Emergency change
management procedure

Procedure

Normative: [9.2] There is a procedure for
managing emergency changes.

Emergency releases
procedure

Procedure

Normative: [9.3] Emergency releases are
managed according to a procedyre that
interfaces to the emergency change
procedure.

Improvement procedure

Procedure

Normative: [4.5.5.1] There is a pfocedure
including the authorities and
responsibilities for identifying,
documenting, evaluating, approv|ng,
prioritizing, managing, measuring and
reporting of improvements.

Incident management
procedure

Procedure

Normative: [8.1] There is a procedure for
all incidents to define: a) Recording; b)
allocation of priority; c) classification; d)
updating of records; e) escalation; f)
resolution; g) closure.

Major incident
management procedure

Procedure

Normative: [8.1] Major incidents are
managed according to a procedure.

Problem management
procedure

Procedure

Normative: [8.2] The procedure fpr
problems defines: a) identification; b)
recording; c¢) allocation of priority| d)
classification; e) updating of records; f)

acealation-—a) racsolution—h) claoct re
uuuuuuuuuuu g FeSordtor-61IeSHIC.

06-16

Records management
procedure

Procedure

Normative: [4.3.3] A procedure is
established to define the controls needed
for the identification, storage, protection,
retrieval, retention and disposal of
records.
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06-17

Service continuity
procedure

Procedure

Normative: [6.3.2] The service continuity
plan(s) include at least: a) procedures to
be implemented in the event of a major
loss of service, or reference to them; b)
availability targets when the plan is
invoked; c) recovery requirements; d)
approach for the return to normal working
conditions.

06-18

Service provision

Procedure

Normative: [7.1] A procedure to manage

complaint procedure

service complaints from the customer:

06-19

Service request
procedure

Procedure

Normative: [8.1] There is a procedure for
managing the fulfilment of service
requests from recording to clostre.

06-20

Sub-contracted supplier
management procedure

Procedure

Normative: [7.2] The service)provider
verifies that lead suppliers-are managing
their sub-contracted.suppliers to fulfil
contractual obligations.

06-21

Supplier agreement
dispute procedure

Procedure

Normative: [7.2] There is a procedure to
manage contractual disputes between the
service proyider and the supplier.

07-00

Product

Product

Informative: Service is the result of at
least one activity necessarily performed at
the interface between the supplier and
customer and is generally intangible.
Provision of a service can involve, for
example, the following: — an activity
performed on a customer supplied
tangible product; — an activity performed
on a customer supplied intangible
product; — the delivery of an intangible
product; — the creation of ambience for
the customer.

07-01

Information item

Product

Normative: [4.3.2] May be a document,
record, or a database record

07-02

New or changed-service
realisation

Product

Normative: [5.3] The new or changed
services is developed in accordance with
the design

08-00

Record

Record

Informative: A record includes the
following elements: a) Date of record,
date recorded, and status; b) Scope; ¢)
Subject or category; d) Issuing
organization; e) References; f) Body; g)
Unique record identifier

08-01

Amendment record

Record

Informative: Record of an amendment of
a document.

08-02

Approval record

Record

Normative: [4.3.2] Record of approval -
typically supporting a document.

08-03

Audit nonconformance
communication record

Record

Normative: [4.5.4.2] Record of
nonconformities are communicated,
prioritized and responsibility allocated for
actions.
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Audit nonconformity
disposition record

08-04

Record

Normative: [4.5.4.2] A record of the
corrections and corrective actions taken
to eliminate nonconformities and their
causes.

08-05 Audit nonconformity

record

Record

Normative: A record of the non-
conformities, prioritized and responsibility
allocated for actions.

08-06 Audit result

Record

Normative: [4.5.4.2] A record of

corductedauditsarndon=comnfonmities
raised.

08-07 Budgeting and
accounting

communication record

Record

Normative: [6.4] The stakeholders that
receive the report - theervice pfovider
reports costs againstithe budget.

08-08 Capacity plan status

record

Record

Normative: [6.5], The service proyider
maintains a capacity plan.

08-09 Capacity requirements

approval record

Record

Informative:{6.5] The service prdvider
agrees,capacity and performance
requirements with the customer and
interested parties.

Change request approval
record

Record

Normative: [9.2] Approved chandes are
developed and tested.

Change request record

Record

Normative: [9.2] Information content
related to all aspects of informatipn
captured in relation to a change fequest.

Change schedule
communication record

Record

Normative: [9.2] A record of
communication regarding the schedule of
change containing details of the approved
changes and their proposed deployment

dates.

Communication_record

Record

Normative: [4.3.2] b) communicaje to
interested parties about new or changed
documents;

Configuration item
archive

Record

Normative: [9.1] A configuration baseline
of the affected Cls is taken beforg
deployment of a release into the |ive
environment. Master copies of Cls
recorded in the CMDB shall be sfored in
secure physical or electronic libraries

referenced by the configuration records.
This includes at least documentation,

licence information, software and, where
available, images of the hardwarge

v

configuration.

08-15 Configuration item record

Record

Normative: [9.1] The information recorded
for each ClI ensures effective control and
include at least: a) description of the ClI;
b) relationship(s) between the Cl and
other Cls; c) relationship(s) between the
Cl and service components; d) status; e)
version; f) location; g) associated
requests for change; h) associated
problems and known errors. 9.1 4 Cls
shall be uniquely identified [and recorded
in a CMDB.]
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08-16 Configuration item status | Record Normative: [9.1] [The configuration item
communication record status, versions, locations, approved

changes, problems, known errors and
associated information] shall be provided
to those who require it.

08-17 Customer satisfaction Record Normative: [7.1] Record of the results of a
review record review of customer satisfaction survey

results.

08-18 Elllugcnby ct Tarnge Record Normative: [9.2] Ttreservice pluvidcl
definition approval record agrees with the customer the definition |of

an emergency change.

08-19 Emergency release Record Normative: [9.3] The service provider
definition approval record agrees with the customer theé\definition of

an emergency release.

08-20 Improvement Record Normative: [4.5.5.2] The-service provide
communication record report on implemented improvements.

08-21 Improvement opportunity | Record Normative: [4.5.5.1] Record of
record opportunities’forimprovement to the SMp

and the services identified during the
operatjon of service management
processes and the delivery of services,
including corrective and preventive
actions, shall be recorded.

08-22 Incident Record Informative: [8.1] Implied in Incidents and
service requests are managed according
to the procedures.

08-23 Incident disposition Record Informative: [8.1] Implied in the support

record for incidents being managed according tp
the procedures.

08-24 Incident record Record Normative: [8.1] Incidents and service
requests shall be managed according to
the procedures.

08-25 Incident stakeholder Record Normative: [8.1] The service provider

communication‘record keeps the customer informed of the
progress of their reported incident or
service request.

08-26 Information security audit | Record Normative: [6.6.1] Management ensures
reyview record that audit results are reviewed to identify|

opportunities for improvement.

08-27 Information security Record Normative: [6.6.1] The service provider
controls approval record agrees on information security controls

with thesa axtarnal araanizations
g -

08-28 Information security Record Normative: [6.6.3] A record of the
incident communication communication of an information security
record incident to interested parties.

08-29 Information security Record Normative: [6.6.3] Record of an
incident record information security incident.

08-30 Information security Record Normative: [6.6.3] Record of the
incident request disposition of information security
disposition record incidents.
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08-31 Information security Record Normative: [6.6.3] Record of the
incident request record disposition of information security

incidents, as lodged in the incident
management process.

08-32 Information security Record Normative: [6.6.1] Management with
policy approval record appropriate authority approves an

information security policy.

08-33 Information security Record Normative: [6.6.1] Management
poticy commumcation commumcates themformatiormsgcurity
record policy and the importance of conforming

to the policy to appropriatepersonnel
within the service provider,.customer and
suppliers.

08-34 Information security Record Normative: [6.6.2] The service prpvider
requirements (3rd party agrees information’security contrpls with
access) approval record these external organizations.

08-35 Major incident definition Record Normativex[8.1] The service proyider
approval record agrees with the customer the defjnition of

a major incident.

08-36 Major incident review Record Normative: [8.1] After the agreed|service
record has been restored, major incidents are

reviewed.

08-37 Management review Record Normative: [4.5.4.1] A record of the
communication record results and actions communicated to

interested parties.

08-38 Management review Reeord Normative: A record of management
record reviews.

08-39 New or changed service Record Normative: [5.1] A record of the reviews of
design review record outputs from the planning and dgsign

activities for new or changed seryices
against the agreed service requirements
and the relevant requirements giyen in
Clauses 5.2 and 5.3.

08-40 New or ‘changed service Record Normative: [5.2] A record of the
plansapproval record agreement reached with the custpmer

and interested parties regarding the
provision of new or changed serVices.

08-41 New or changed service Record Normative: [5.1] A record of a requests for
request record change.

08-42 New or changed services | Record Normative: [5.4] A record of a acgeptance
acceptance record arising from when service acceptfance

criteria ara nat mnf1 tho sarvice ovider
and interested parties take a decision on
necessary actions and deployment.

08-43 New or changed services | Record Normative: [5.4] The new or changed
test verification record services are verified against agreed

service acceptance criteria by the service
provider and interested parties.

08-44 Problem record Record Normative: [8.2] A record of a problem.

08-45 Problem report user Record Informative: [8.2] A record of reporting to
communication record stakeholders regarding resolution of

problems.
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08-46 Problem review record Record Normative: [8.2] A record of the review of
the effectiveness of problem resolution .

08-47 Release acceptance Record Normative: [9.3] The release is approved
approval record before deployment.

08-48 Release acceptance Record Normative: [9.3] Record of approval of the
criteria approval record release acceptance criteria.

08-49 Release acceptance Report Informative: [9.3] Record of the review of
review record the service provider taking a decision on

necessary actions and deployment with
interested parties.

08-50 Release policy approval Record Normative: [9.3] The service provider
record agrees with the customer a release policy

stating the frequency and typé& of
releases.

08-51 Release stakeholder Record Normative: [9.3] The service provider
communication record plans with the customer and interested

parties the deployment of new or changgd
services and’service components into the
live environment.

08-52 Review record Record Normative: [4.3.2] Record of review
performed on an aspect of service
monitoring or delivery.

08-53 Service availability plan Record Normative: [6.3.2] The service provider

amendment record maintains a service availability plan(s).

08-54 Service availability plan Record Normative: [6.3.2] Implied in maintaining
status record the service availability plan.

08-55 Service availability plan Record Normative: [6.3.3] Unplanned non-
test result review record availability is investigated.

08-56 Service availability Record Normative: [6.3] The service provider
requirements approval agrees with the customer and interested
record parties service availability requirements.

08-57 Service catalogue Record Normative: [6.1] The service provider and
approval record customer agree on the services to be

delivered.

08-58 Service catalogue review | Record Normative: [6.1] The service provider
record reviews services and SLAs with

customers and interested parties.

08-59 Service catalogue status | Record Informative: [6.1] The catalogue of
record services is maintained following any

changes to services and SLAs to ensure|it
is up to date and effective

08-60 Service complaint Record Normative: [7.1] The definition of a
definition approval record service complaint is agreed with the

customer.

08-61 Service continuity plan Record Normative: [6.3.2] The service provider
amendment record maintains a service continuity plan(s).

08-62 Service continuity plan Record Normative: [6.3.2] Implied in maintaining
status record the service continuity plan.

08-63 Service continuity plan Record Normative: [6.3.3] Reviews are conducted
test result review record after each test and after the service

continuity plan has been invoked.
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08-64 Service continuity Record Normative: [6.3.1] The service provider
requirements approval agrees with the customer and interested
record parties service continuity requirements.

08-65 Service level agreement Record Normative: [6.1] Record of approval of the
approval record SLA.

08-66 Service level agreement Record Normative: [6.1] Record of a review of the
review record SLA.

08-67 Service level agreement | Record Normative: [6.1] Record of amendments
status record to the SLA.

08-68 Service level Record Normative: [6.1] record of commuinication
management stakeholder with the customer followingthe §LA
communication record review.

08-69 Service level Record Normative: [6.1] Récord of reviews of
performance review service level performance.
record

08-70 Service management Record Normative: [4.4.2.2] The service provider
personnel communication ensures that its personnel are aware of
record howthey contribute to the achieyement of

service management objectives and the
fulfilment of service requirements.

08-71 Service management Record Normative: [4.5.2] The service prpvider
plan status record maintains a service management plan.

08-72 Service management Record Normative: [4.5.2] The service prpvider
roles and responsibilities maintains a service management plan -
status record that refers to the roles and

responsibilities.

08-73 Service management Record Normative: [4.4.2.2] The service provider
training record maintains appropriate records of

education, training, skills and experience.

08-74 Service performance Record Normative: [4.5.4.3] A record of gervice
record performance

08-75 Service provision Record Normative: [7.1] A record of the lIpdged
complaint fecord customer complaint.

08-76 Service provision Record Informative: [7.1] A record of the freview of
nonconformance review a service provision non-conformgnce.
record

08-77 Service provision review | Record Normative: [7.1] The service provider
record reviews the performance of the services

with the customer.

08-78 Service report Record Normative: [6.2] Record of servige reports
CUITTITTTUI IIbGt;UI I TCCUUI d al Id ayl ccd G\at;UI 19.

08-79 Service report content Record Normative: [6.2] Record of approval of
definition approval record service report content definition between

service provider and interested parties.

08-80 Service request Record Informative: [8.1] Implied in the support
disposition record for service requests being managed

according to the procedures.

08-81 Service request record Record Normative: [8.1] Incidents and service

requests shall be managed according to
the procedures.
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08-82 Service request Record Normative: [8.1] The service provider
stakeholder keeps the customer informed of the
communication record progress of their reported incident or

service request.

08-83 Service unplanned non- Record Informative: [6.3.3] Unplanned non-
availability corrective availability is investigated and necessary
action disposition record actions taken.

08-84 Services stakeholder Record Normative: [5.4] Following the completion
commuTcaton record of thetramsitromractivitestheservice

provider reports to interested parties,on
the outcomes achieved against the
expected outcomes for the new.or
changed services. 6.2.7 The, agreed
actions (i.e. arising from issues in servicgr
reports) are communicated to interested
parties.

08-85 Status record Record Normative: [4.3.2)Provides evidence of
status of an item,

08-86 Supplier agreement Record Normative: {# 2] Changes to the contract,

approval record formal agreement or other documents arg
agreed-by the interested parties, including
changes to service commitments.

08-87 Supplier agreement Record Normative: [7.2] A record of the review
review record conducted to determine that contractual

obligations are being met and that the
contract reflects current requirements.

08-88 Supplier capability Record Informative: [7.2] Record of action taken
assessment record by the service provider verify that lead

suppliers are managing their sub-
contracted suppliers to fulfil contractual
obligations.

08-89 Supplier performance Record Normative: [7.2] A record of the review
review record conducted by the service provider of the

supplier's performance against the
contract.

08-90 UnsuccesSful release Record Normative: [9.3] Unsuccessful releases
review record are investigated and agreed actions

taken.

09-00 Report Report Informative: A report includes the
following elements: a) Date of issue and
status; b) Scope; c) Issuing organization
d) Contributors; €) Summary; f)
introductior; g) Context (abbumptim Ib), f )
Body (including methods of obtaining
results); i) Conclusions and
recommendations; j) References; k)
Bibliography; 1) Glossary; m) Change
history.

09-01 Analysis report Report Informative: An analysis of data.

09-02 Alternative parties Report Normative: [4.2] Supports the
performance evaluation management of the internal group or the
report customer.
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09-03 Capacity future needs Report Normative: [6.5] The capacity plan refers
assessment report forecast demand for services.

09-04 Capacity usage analysis | Report Informative: [6.5] The service provider
report monitors capacity usage and analyses

data.

09-05 Change effectiveness Report Informative: [9.2] Implied in the service
evaluation report provider reviewing changes for

effectiveness.

09-06 Change request Report Normative: [9.2] Implied in requepts for
evaluation report change are assessed using.information

from the change management prpcess
and other processes.

09-07 Configuration item audit Report Normative: [9.1] The/service proyider
report audits the records-stored in the GMDB, [at

planned intervals/]

09-08 Configuration item status | Report Normative: {9:1] The information recorded
report for each Cl*ensures effective control and

include-at least: a) description ofthe ClI;
b) relationship(s) between the Cljand
other Cls; c) relationship(s) betwgen the
Cl and service components; d) sfatus; e)
version; f) location; g) associated
requests for change; h) associated
problems and known errors.

09-09 Customer satisfaction Report Normative: [7.1] The results of a customer
analysis report satisfaction survey are analysed o

identify opportunities for improvement.

09-10 Implemented Report Normative: [4.5.5.2] Measuring
improvement evaluatigh implemented improvements agaipst the
report targets set and where targets arg not

achieved.

09-11 Improvement-gpportunity | Report Normative: [4.5.5.2] Record of the
evaluation-report application of evaluation criteria §o an

improvement opportunity.

09-12 Information security audit | Report Normative: [6.6.1] Management ¢nsure
report that internal information security pudits

are conducted.

09-14 Information security Report Normative: [6.6.3] Result of evalyation
change request agains the criteria: a) new or chahged
evaluation report information security risks; b) potgntial

impact on the existing information security
policy and controls.

09-15 Information security Report Normative: [6.6.2] The service provider
controls effectiveness reports on the actions taken. See also:
evaluation report 27K 4.2.3 The organization shall: c)

Measure the effectiveness of controls to
verify that security requirements have
been met
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09-16 Information security Report Normative: [6.6.2] The service provider
controls report operates appropriate information security

controls to: a) fulfil the requirements of the
information security policy; b) achieve
information security management
objectives; c) manage risks related to
information security.

09-17 Information security Report Normative: [6.6.3] The service provider

incident analysis report analyses the types, volumes and impacts
of information security incidents.

09-18 Information security risk | Report Normative: [6.6.2] Report on managing

analysis report risks related to information security:

09-19 Information security risk Report Normative: [6.6.1] Result of assessing

assessment report security risks.

09-20 Management review Report Normative: [4.5.4.3] Record of

process assessment management review.of service and
report process performance and conformity.

09-21 New or changed service | Report Normative: [5,1-A report of an evaluation

evaluation report against the\criteria in the Change
Management Policy that identifies criteria
to determine changes with potential to
hayera major impact on services or the
customer.

09-22 New or changed services | Report Normative: [5.2] Result of an evaluation pf

impact evaluation report the impact arising from the application of
the criteria to determine changes with
potential to have a major impact on
services or the customer

09-23 New or changed services | Report Normative: [5.4] The new or changed

test report services are tested to verify that they fulfjl
the service requirements and the
documented design.

09-24 Problem analysis-report Report Normative: [8.2] The service provider
analyses data and trends on incidents
and problems to identify root causes and
their potential preventive action.

09-25 Problem-disposition Report Normative: [8.2] This record contains all

report the data of actions taken to address and
resolve the problem, including the root
cause analysis.

09-26 Problem mitigation report | Report Informative: [8.2] Where the root cause
has been identified, but the problem has
not been permanently resolved, the
service provider identifies actions to
reduce or eliminate the impact of the
problem on the services.

09-27 Release acceptance test | Report Informative: [9.3] The release is verified

report against the agreed acceptance criteria.

09-28 Release performance Report Informative: [9.3] Implied in the success

analysis report or failure of releases is analysed.

09-30 Service availability Report Normative: [6.3.3] Availability of services

analysis report is monitored, the results recorded and
compared with agreed targets.
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09-31 Service availability plan Report Normative: [6.3.3] The results of the tests
test report are reported.

09-32 Service availability risk Report Normative: [6.3.1] The result of the
evaluation report service provider assessing the risks to

availability of services.

09-33 Service continuity plan Report Normative: [6.3.2] The results of tests are
test report reported.

09-34 Service continuity plan Report Informative: [6.3.3] Where deficiencies
test result finding report are found during the test, the seryice

provider takes necessary actions|.

09-35 Service continuity risk Report Normative: [6.3.1] The result of the
evaluation report service provider assessing the rigks to

continuity of services.

09-36 Service level Report Normative: [6.1]The service provider
performance analysis monitors trends\and performance against
report service targets.

09-37 Service management Report Normative: [4.5.4.1] The service provider
system performance uses.suitable methods for measdyring the
analysis report SMS"and the services. These mgthods

include internal audits and management
reviews.

09-38 Service management Report Normative: [4.4.2.2] The service provider
training evaluation report evaluates the effectiveness of actions

taken (regarding the provision of
competency).

09-39 Service provision Report Informative: [7.1] Steps take to deal with a
complaint disposition customer complaint.
report

09-40 Services provision costs Report Normative: [6.4] The service proyvider
against budget variance reports costs against the budget.
report

09-40 Service report Report Normative: [6.2] Service reports produced

that conform to the service reporf content
definition.

09-41 Seérvice risk assessment | Report Normative: [4.1.3] That risks to services
report are assessed.

09-43 Successful change Report Normative: [9.2] Implied in requepts for
analysis report change are analysed to detect tr¢nds.

09-44 Unsuccessful change Report Normative: [9.2] Implied in unsuccessful
analysis report changes are investigated.

03-45 UI |euuuccafu: IC:UGDU chui‘t :I IfUI LI} |qtivc. {SS] ThU |ceu:to all
analysis evaluation report conclusions drawn from the analysis are

reported.

09-46 Supplier performance Report Normative: [7.2] The result of actions
evaluation report taken by the service provider to monitor

performance of the supplier against
service targets and other contractual
obligations.

© ISO/IEC 2012 — All rights reserved

95



https://iecnorm.com/api/?name=698d7768b4f187506d3a55b4196e0b4d

ISO/IEC TS 15504-8:2012(E)

Reference Name

Category

Characteristics

10-00 Repository

Repository

Informative: — Repository for components;
Storage and retrieval capabilities; Ability
to browse content; Listing of contents with
description of attributes; Sharing and
transfer of components between affected
groups; Effective controls over access;
Maintain component descriptions;
Recovery of archive versions of
components; Ability to report component

stafus; Changes to components are
tracked to change / user requests.

10-01 Configuration
management DB

repository

Repository

Normative: [9.1] Cls are recorded in-a
CMDB.

Information item
repository

10-02

Repository

Normative: [4.3.3] Implied.in the need to
control documents and.records.

10-03 Service management
system process

repository

Repository

Normative: [4.5.3) A-repository of the
SMS processes.

11-00 Request

Request

Informative;* A request includes the
following)elements: a) Date of initiation; Ip)
Scope;'c) Subject; d) Originator of
request; e) Identification of requested
item, service, or response; f) Detailed
description of requested item, service, of
response, including due date; g)
Justifications.

11-01 Change request

Request

Normative: Requests for change shall
have a documented scope.

[9.2] Requests for change shall have a
defined scope.

11-02 Capacity plan change

request

Request

Informative: [6.5] Changes to the capacity
plan are controlled by the change
management process.

11-03 Configuration,item

change request

Request

Normative: [9.1] All other requests for
change to Cls defined in the change
management policy are managed using
the change management process.

11-04 Imprevement opportunity

approved request

Request

Normatve: [4.5.5.2] Record of approval for
the opportunity for improvement.

11-05 Information security

change request

Request

Informative: [6.6.3] Requests for change
are assessed to identify: a) new or

bi Idl |gcu' il IfUI LLI IatiUI ' SCCUUI Ity I ia'r\a, IU)
potential impact on the existing
information security policy and controls.

11-06 Information security

incident request

Request

Normative: [6.6.3] Information security
incidents are managed using the incident
management procedures, with a priority
appropriate to the information security
risks.
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11-07

New or changed service
request

Request

Informative: [5.1] A request for a new
service or a change to a service can
originate from the customer, the service
provider, an internal group or a supplier in
order to satisfy business needs or to
improve the effectiveness of the services.

Problem change request

Request

Informative: [8.2] The request for change
to make a change to a Cl.

Reteaseptanchange
request

o 4
NEYucst

Normative19-3tRequestforchange on
releases and plans for deployment.

Service availability plan
change request

Request

Informative: [6.3.2] Request-for change on
the service availability plan(s).

Service catalogue
change request

Request

Informative: [6.1] The’tatalogue of
services is maintained following any

changes to services and SLAs tg ensure it
is up to datecand effective.

Service continuity plan
change request

Request

Informative: [6.3.2] Request for change on
the service continuity plan(s).

Service level agreement
change request

Request

Infermative: [6.1] Request for change to
SHA.

Service provision change
request

Request

Informative: [7.1] Changes to the|service
requirements are controlled by the
change management process.

Service request

Request

Informative: [8.1] Implied in Incidents and
service requests are managed a¢cording
to the procedures.

Supplier agreement
change request

Request

Informative: [7.2] Changes to the|contract,
formal agreement or other docunpents are
managed by the change Managgment

process.

N
o
o
o

Specification

Specification

Informative requirements: A spedification
shall include the followingelements: a)
Date of issue and status; b) Scope; ¢)
Issuing organization; d) Referenges; e)
Approval authority; f) Body; g) Agsurance
requirements; h) Conditions, congtraints,
and characteristics; i) Glossary; j) Change
history.

-
O
'
o
-

Alternative party process
requirements

Specification

Normative: [4.2] Where the servi¢e
provider has requested other parties,
either an internal group, a customer or a

supplier-to-operate-some-parts-df the
PP i i

service management processes specified
in Clauses 5 to 9, the service provider
ensures governance of processes by: a)
demonstrating accountability for the
processes and authority to require
adherence to the processes; b)
controlling the definition of the processes
and interfaces to other processes; c)
determining process performance and
compliance; d) controlling the planning
and prioritizing of process improvements.
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12-02 Capacity requirements

Specification

Informative: [6.5] The result of an
assessment based on customer needs.

12-03 Information security

requirements

Specification

Normative: [6.6.2] The service provider
identifies external organizations that have
a need to access, use or manage the
service provider’s information or services.

12-04 New or changed service

requirements

Specification

Normative: [5.1] The service provider
establishes the new or changed service

TEqUiTEETTtS:

12-05 New or changed service

specification

Specification

Normative: [5.3] The new or changed
services are designed including but-not
limited to:a) the authorities and
responsibilities for delivery of\the new or
changed services;b) activities to be
performed by the serviceyprovider,
customers, internal groups or suppliers for
delivery of the new or changed services;f)
new or changed human resource
requirements,including requirements for
skills and-training; d) financial resource
requirements for the delivery of the new
or changed services e) new or changed
technical resources and tools; f) new or
changed plans for availability, service
continuity, capacity and information
security;g) new or changed contracts and
formal agreements with internal groups
and suppliers to align with the changes i
service requirements;h) changes to the
SMS;i) new or changed SLAs;j) updates
to the catalogue of services;k)
procedures, measures and information tq
be used for the operation of the new or
changed services.

12-06 Release acceptance test

case

Specification

Informative: [9.3] Implied in releases are
built and tested prior to deployment.

12-07 Service ayailability

requirements

Specification

Normative: [6.3.1] The service availabilit
requirements include at least: a) access
rights to the services; b) service responsge
times; c) end to end availability of
services.

12-08 Service continuity

requirements

Specification

Normative: [6.3.1] The service continuity
requirements include at least: a) access

riahte to-tha carvicas- h)l carvica rachone
HGHHStotHEe-56+ \J t +

VTOT O ooV ToTTOOPOTTS

times; ¢) end to end availability of
services.

12-09 Service management
competency

requirements

Specification

Normative: [4.4.2.2] The service provider
determines the necessary competence for
personnel.
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12-10 Service management Specification Normative: [4.2] The service provider
process interface shall demonstrate governance of
requirements processes operated by other parties by:

a) demonstrating accountability for the
processes and authority to require
adherence to the processes; b) controlling
the definition of the processes, and
interfaces to other processes; ¢)
determining process performance and
compliance with process requirements; d)
controlling the planning and priortizing of
process improvements.

—_
LN
1
-_—
-_—

Service requirements Specification Normative: [4.1.3] That-service
requirements are established.

B.4 Alignment with information items from ISO/IEC 15289

The following table provides a cross-reference to the information items’in ISO/IEC 15289 that are similar in
intgnt to the specific items presented in Table B.2.

Table B.4 — Alignment of information‘items with ISO/IEC 15289

ISO/IEC 15289 ISO/IEC TS 15504-8
Audit acknowledgement report 10.06 08-05 Audit nonconformity record
Audit plan 10.07 04-02 Audit plan
Audit procedure 10.08 06-01 Audit procedure
04-04 Audit strategy
Audit report 10.09 08-06 Audit result
Change request 10.12 11-02 Capacity plan change request
11-10 Service availability plan change request
11-11 Service catalogue change request
11-12 Service continuity plan change requgst
11-13 Service level agreement change reqiiest
Complaint procedure 10.13 06-18 Service provision complaint proceduge
Configuration management plan and policy | 10.15 05-04 CM interface to financial management
(change/release ‘management) policy
Configuration management procedure 10.16 06-07 Configuration item control procedure
(changel/release management)
Configuration status report 10.17 09-08 Configuration item status report
Contract 10.18 01-02 Supplier agreement
["Evaluation report 10-25 09-02 Alternative parties performance evaluation
report
09-05 Change effectiveness evaluation report
09-06 Change request evaluation report
09-10 Implemented improvement evaluation
report
09-11 Improvement opportunity evaluation report
09-15 Information security controls effectiveness
evaluation report
09-38 Service management training evaluation
report
09-46 Supplier performance evaluation report
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09-45 Unsuccessful release analysis evaluation
report
Improvement plan 10.27 04-11 Improvement plan
04-15 New or changed service plan
Improvement policy 10.28 05-06 Improvement policy
06-12 Improvement procedure
Incident management procedure 10.29 06-13 Incident management procedure
06-14 Major incident management procedure
[ U6-T9 Service request procedure
Incident report 10.30 08-23 Incident disposition record
08-24 Incident record
08-30 Information security incident request
disposition record
08-31 Information security incidentrequest record
08-80 Service request dispositionrécord
08-81 Service request record
Information security plan 10.32
Information security policy 10.33 03-16 Information security objectives
05-07 Information se€utity policy
03-17 Information security risk assessment
criteria
Interfage description 10.38 05-09 Seryice management policy

12-10 Service management process interface
requirements

Monitoring and control report 10.43 09-04 Capacity usage analysis report
09-09 Customer satisfaction analysis report
09+16 Information security controls report
09-17 Information security incident analysis report
09-18 Information security risk analysis report
09-24 Problem analysis report
09-28 Release performance analysis report
09-36 Service level performance analysis report
09-40 Services provision costs against budget

variance report

09-43 Successful change analysis report
09-44 Unsuccessful change analysis report

Problem management precedure 10.45 06-15 Problem management procedure

Problem report 10.46 09-25 Problem disposition report

Releage plan 10.57 04-01 Acceptance test environment plan
04-16 Release plan
04-17 Release reversal arrangements plan

Servicg availability and continuity plan 10.64 04-22 Service availability plan
04-23 Service continuity plan

Service catalog 10.65 03-37 Service catalogue

Service level agreement (SLA) 10.66 01-01 Service level agreement

Service management plan 10.67 04-24 Service management plan

Service report 10.68 09-40 Service report

Supplier management procedure 10.75 06-21 Supplier agreement dispute procedure
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Annex C
(informative)

Process Capability for ISO/IEC 20000-1 requirements

This International Standard provides a Process Assessment Model for assessing the process capability of
processes associated with information technology service management (ITSM). ISO/IEC 20000-1 provides
regpirements for

’t—rrm@mmwmmmmm
is implied by the requirements associated with a Management System conformant to ISO/IEC 2000

C.]

The
1SQ

NO
the

Associations of base practices with requirements

Profile that
0-1.

following table identifies each base practice with the associated ,singular requirements from

/IEC 20000-1, and the implied information item.
[E Not all the base practices identified in Section 5 will correspond to ah entry in Table C.1. Table
base practices associated with outcomes that were added to the PRM in orderto represent well-formed pr:

C.3 identifies
bcesses.
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C.2 Associations of requirements with base practices

The following table identifies sub-clauses and singular requirements, associated base practices and implied
information items. The base practices are ordered according the implied capability levels and process
attributes.

NOTE 1 There are no process capability implications for CL 5, or for CL4 PA 4.2.

NOTE 2  Different process attributes (PA's) are associated with each singular requirement in Table C.2. PA 1.1 implies
that a requirement is associated with an aspect of the performance of the associated process. PA 2.1 implies that the
requirement is_associated an aspect of the management of the performance of the process. PA 2.2 implies that the
requirement|is associated with an aspect of the management of the work products associated with the process. PA{ 3.1
implies that the requirement is associated with the establishment of the definition of the standard process. PA 3.2.imflies
that the reqyirement is associated with the deployment of the standard process as a defined process. PA 4.1.implies [that
the requirenient is associated with measurement of the defined process.

EXAMPLE |n order to interpret the data provided in the columns in Table C.2, a compound requirement from ISOJIEC
20000-1 sub-clause 4.1.3 is provided as an example Top management shall ensure that: a) Service management
authorities gnd responsibilities are defined and maintained. This requirements has been subdivided into two sindular
requirements:

1. Top mInagement shall ensure that: a) service management authorities and résponsibilities are defined [and
maintaimed]: This singular requirement is mapped to CL1 (PA 1.1) as the requirement is associated with an aspe¢t of
the perfprmance of the associated process

2. Top mInagement shall ensure that: a) service management authoritiess'and responsibilities are [defined #@nd]
maintaimed: This singular requirement is mapped to CL2 ( PA 2.2) as,thé requirement is associated with an aspe¢t of
the marjagement of the work products associated with the process.
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