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Foreword

ISO (the International Organization for Standardization) and TEC

Electrotechnical Commission) form the specialized systeni/for worldy

tion. National bodies that are members of ISO or IEC participate in th

International Standards through technical commitices established b
organization to deal with particular fields of technical activity. ISO aj

committees collaborate in fields of mutual interest. Other internatio
governmental and non-governmental, in lidison with ISO and IEC, al
work.

In the field of information technology, ISO and IEC have established

committee, ISOMIEC JTC 1.

The main task of technical committees is to prepare International

exceptional circumstances a technical committee may propose the
Technical Report of one of the following types:

International Standard, despite repeated efforts;

type 2, when the subject is still under technical development
other reason there is the future but not immediate possibility of
an International Standard,;

type 1,;when the required support cannot be obtained for the |

type 3, when a technical committee has collected data of a differe

the International
vide standardiza-
¢ development of
y the respective
hd IEC technical
al organizations,
take part in the

a joint technical

btandards, but in
publication of a

bublication of an

r where for any
an agreement on

nt kind from that

which is normally published as an International Standard ("state of the art”, for

example).

Technical Reports of types 1 and 2 are subject to review with

three years of

i
publication, to decide whether they can be transformed into Intemi‘tional Standards.

Technical Reports of type 3 do not necessarily have to be reviewed
provide are considered to be no longer valid or useful.

ISO/IEC TR 9575, which is a Technical Report of type 3, was p

ntil the data they

repared by Joint

Technical Committee ISO/IEC ITC 1, Information technology, Subcommittee SC 6,

Telecommunications and information exchange between systems.

This second edition cancels and replaces the first edition (ISO/IEC
which has been technically revised.

TR 9575:1990),

iii
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Introductio

In the OSI eny
ES. The phys

includ

includ

travers

Furthermore,

n

ironment (OSIE), the possibility exists for any End System (ES) to communicate wit
ical path (or paths) over which this communication takes place may

e multiple Intermediate Systems (IS);

e multiple subnetwork types; and

e multiple, independent organisations.

one instance of communications may follow a different \path from another i

communicat
Within the

il\O!‘FS
functions, Rouyteing and Relaying, as being central to the ability for End Systems to communicate

arbitrary conc

Part of the oy
between two (

Relaying 1s cq
Units (NPDU
with the main|
allow NPDUs

There are four
a) the inf]
b) the teg
¢) the teg

d) the fuy
flow b

This Technic
employed to g

tenance and selection of paths throagh multiple subnetworks and Intermediate Syst

© ISO/IEC

h any other

hstance of

twork Layer, the Internal Organisation of the Network Layer (ISO 8648) identifies two

htenation of subnetworks and Intermediate Systends)

erall function of routeing and relaying is to.allow ESs and ISs to find an appro
r more ESs for a given instance of communieations.

yncerned primarily with the actual transférmation and manipulation of Network Prq
5) as they transit Intermediate Systems. Routeing, on the other hand, is primarily
to flow smoothly between End Systems.

important aspects to routeing,i.e.:

prmation required by ESsvand ISs (5.1.1),

hniques used by ESs.and ISs to collect that information (5.1.2),

hniques used by ESS and ISs to distribute that information (5.1.3), and

ctions executed by ESs and ISs on that information to determine the paths over whi
ctween paits of NSAPs (5.1.4).

]l Report’discusses these aspects of routeing, and describes how various protocd
ffect the OSI routeing functions. It does not discuss relaying, except where relaying

are closely allf

edwith routeing functions.

through an

priate path

tocol Data
concerned

ems which

ch NPDUs

Is may be
y functions

This second edition of ISO/IEC TR 9575 adds the option of interconnecting Routeing Domains using multicast
subnetworks, interconnecting Administrative Domains using multicast subnetworks, and providing
connectivity within Routeing Domains using multicast subnetworks.

v
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Information technology — Telecommunications and information exchange
between systems — OSI Routeing Framework

1 Scope

This Technica

Report provides a framework in which OS]

2.3 Additional references

protocols for r

uteing may be developed and to expedite the

progression of fouteing protocols through the standardisation
process. At the time of publication, this report refiected the

current state o

OSI Routeing, and does not preclude future

extensions and [developments.

7 Daforan
&t ENUALCLT

The following

h o
LD

nternational Standards | ITU-T Recommenda-

tions contain pxt)visions which, through reference in this text,

constitute provi
publication, the
Recommendatig
ments based on
tigate the possil

ions of this Technical Report. At the time of
editions indicated were valid. All Standards |
ns are subject to revision, and parties to agree-
this Technical Report are encouraged to inves-
ility of applying the most recent editions of the

Standards | Redommendations listed below. Members of IEC

and ISO maintay
dards. The Telg
ITU maintains
tions.

n registers of currently valid International Stan-
communication Standardization Bureau of the
p list of currently valid ITU-T Recommenda-

IS0 86481988 nformationprocessing systems -

P oce

Open Systems Interconnecfion -

organization of the Network Layer.

~ ~Co

Internal

o NC AN 1 + » . .
— I50 9542:1988*, information procpssing systems

- Telecommunications’and informg
between systems -CEnd system td
conjunction with the protocol for
connection<less mode network sery

-— ISO/TECN\10030:1995, Information
Telecommunications and informa
betwéen systems - End Syst
Information Exchange Protoco
conjunction with ISO/IEC 8878.

— ISO/MIEC  10589:1992, Information
Telecommunications and informa

tion exchange
intermediate
ol for use in

providing the
ice.

technology -
tion exchange
bm  Routeing
for use in

technology -
ion exchange

between systems - Intermediate system

exchange protocol for use in conju
protocol for providing the conn

system intra-domain-routeing routiEe

to intermediate
information
ction with the
ctionless-mode

2.1 Identical International Standards | Network Service (ISO 8473).
Recommendations —  ISO/IEC 10747:1994, Information| technology -
_ ITU-T Recommendation X.200 (1994) MSO/IEC Telecommunications and information exch.ange
7498L1:1994, Information technology - Open betwefzn systems - Protocqlfor exch ange ofmfer-
Systdms Interconnection - Ba$ic Reference domain routeing information among intermediate
Moddl: The Basic Model. systems to support forwarding of 1ISQ 8473 PDUs.
— CCITT Recommendationr X213 (1992) 1 ISO/IEC — RFC 1629, Guidelines for OSI NSAP allocation
83481993, Information’ technology - Open in the Internet.
Systdms Interconriection - Network service I Currently under revision.
definjtion.
— ITU-T Recommendation X.233 (1993) | ISO/IEC
847341:1994 \Information technology - Protocol for o
provifling, the connectionless-mode network service: 3 Definitions
Protacol.specification. ]
3.1 Reference Model Definitions
2.2 Paired I.n ternational Standards | This Technical Report makes use of the following terms
Recommendations

— ITU-T Recommendation X.223 (1993), Use of

X.25

to Provide the OSI Connection-mode

Network Service for ITU-T Applications.

ISO/MEC 8878:1992,
" Telecommunications

betwe

Information technology -
and information exchange
en systems - Use of X.25 to provide the OSI

Connection-mode Network Service.

defined in ITU-T Rec. X.200 1 ISO 7498-1:
a) Network Layer
b) Network Service Access Point
¢) Network Service Access Point address
d) Network entity

e) Routeing
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f) Network protocol

g) Network relay

h) Network protocol data unit

© ISO/IEC

multiple hierarchies, with the common domain as the
highest element of each hierarchy.

Where there are multiple common domains, they co-operate
as peers to make it possible to route to any NSAP in the

1) System management

j) Layer management

3.2 Network Layer Architecture
Definitions

OSIE.

3.4.4 hop: The traversal of a single subnetwork by a
PDU.
3.4.5 black hole: A situation in which an Intermediate

System, due to a breakdown of the routeing

This Technical Report makes use of the following terms
defined in ISO B648:

a) Subnetwork

b) End system

0

¢) Intermediate system

procedures, malicious intend,
information, discards or othérwi
forward all traffic directed to it

or lack of
e refuses to

A black hole may also be forhed on a donnectionless

subnetwork when the intendéd recipient
unavailable.

of traffic is

d Subnetwlork service 3.4.6 Subnetwork Address Resolutiop Entity: A
network layer Jentity available on fa subnetwork
3.3 Network Layer Addressing Definitions which actsas a repository for, and source of,
routeing information for that subnetwork.
This Technical Report makes use of the following terms p ) )
defined in CCITT Rec. X.213 | ISO/IEC 8348. 3.4.7 multicast subnetwork: a subnetwork in which a
single data unit transmitted by a soufce is received
a) Subnetwprk address by multiple destinations.
b) Subnetwork Point of Attachment 34.8” multicast communication: |the use of a
. . multicast subnetwork for data transmjission.
3.4 Routeing Framework Definitions ':[
For the purpope of this Technical Report the following 4 Symbols and Abbreviations
definitions apply. BIS Border Intermediate System
3.4.1 Administrative Domain: A collection of\End ES End System
systems, Intermediate systems, and subnetworks .
operated by a single organisation or administrative IS Intermediate System
authotity. LAN Local Area Network
The componenfs whi.ch.rr'lake up the domain)are assumed to NPDU Network Protocol Data Unit
interoperate with a significant degree of mutual trust among
themselves, bt interoperate withSother Administrative NSAP Network Service Access Point
Domains in a thutually suspicioys manner. OSIE Open System Interconnection Environment
NOTE: The tdrm Administrative Domain is not intended to .
have gny particulaf kelationship to an Administration PDU Protocol Data Unit
as defined by thé ITU-T. AAITU Admjnistratiop may in QoS Quality of Service
fact operate_ an-Administrative Domain, but this would
be nd different from an Administrative Domain SN Subnetwork
operated By any organisation from the point of view . )
0? thi Rwytpl,,z F.:g.,,vl,.'vr“. P SNARE Subnetwork Address Resolution|Entity
3.4.2 Routeing Domain: A set of End Systems and SNPA Subnetwork Point of Attachment
Intermediate Systems which operate according to WAN Wide Area Network

the same routeing procedures and which is wholly
contained within a single Administrative Domain.

See 8.1.2.1 for a precise formal definition of this concept.

3.43 commen domain: An Administrative Domain

which is not a member of a higher level domain.

A common domain is the highest level in the routeing
hierarchy. There is no single domain above the common
domain. In this sense, the routeing hierarchy is in fact

5 Routeing Concepts

5.1 Functional Decomposition of

Routeing

OSI Routeing can be decomposed into four different but

interrelated aspects. The purposes of this divi

sion are to:

- conceptually clarify the functions of routeing;
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- simplify the design of routeing protocols by breaking
routeing into its component parts; and

- make the routeing functions as flexible as is practical
by allowing for degrees of freedom in each aspect.

The four aspects are described in the following clauses.
Figure 1 below illustrates the relationship among these four
aspects of routeing.

5.1.1 Routeing Information Base

ISO/IEC TR 957

- Network maps. These are complet

5:1995 (E)

e topological

graphs of a portion of the global network. Such
maps can be used to compute shortest paths to
destination NSAPs using any of a number of routeing

metrics.

5.1.2 Inmformation Collection

ESs and ISs build up their routeing information bases by

collecting information from their local env

ironment and

from other systems. Some example sources of information

The Routeing[Information Base comprises the complete
information required by a particular ES or IS to accomplish
routeing. SucH information might include:

- Next hdp routeing tables. These are tables which
relate destination NSAPs to the potential next
subnetwork hops (e.g. local and remote SNPAs)
which njight be used to forward the PDU closer to its
destination.

- Lists of|neighbour ESs and ISs. These lists enable
an ES ot IS to ascertain the local topology.

- Measurgd QoS characteristics of a datalink or
subnetwork path. These measurements allow the
routeing| functions to adapt to QoS changes.

Update
Receive

Routeing PDUs

Lotal

Routeing
Information Base

are: measurement protocols, policy mput
Management, directory lookup functions)

from System
and routeing

protocols. The information collection functign is illustrated

in figure 1 by the box labelled Update Receire.

5.1.3 Information Distribution

Systems may inform other systems of pertinent information

in their local routeing infermation base by d
information. Some examples of informatig

stributing this
n distribution

techniques include{ routeing protocols anfl interactions
through the ghanagement information [bases. The

information distribution function is illustrated
the box labelled Update Send.

in figure 1 by

Update

Send Routein

Enviragnment

Forwarding
Information Base ' /

Decision

NPDUs

Forward

NPDUs

Figure 1 - Decomposition of the Routeing Function
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5.1.4 Route Calculation and Maintenance

These are the internal functions executed by ESs and ISs on
the routeing information base to accomplish routeing. The
major function in this category is the generation of the
forwarding information base which is used to actually relay
NPDUs. This function is illustrated in figure 1 by the box
labelled Decision. Other examples of these internal
functions include: timing functions such as ageing old
routeing information base entries, and the functions F1 and
F2 described belaw

© ISO/IEC

sequence of network entity titles or network entity
title prefixes which identify Network relay systems.
See, for example, the source routing function of
ITU-T Rec. X.233 | ISO/IEC 8473-1. In a complete
source route the next network entity title in the
sequence is the output of F1. In a partial source
route, the next network entity title or network entity
title prefix in the sequence is used to determine the
network entity title of a Network relay system used to
reach the Network relay identified by the source route.

IL e) Quality of service ((JoS) parameters (optional);
5.1.4.1 Functipns F1 and F2 f) the Forwarding Information Base;
The functions I1 and F2 are two fur}ctions required by every For each NPDU that is routed, F1 deferthines
ES and IS to rgute an NPDU. The inputs to FI are
o ) f) The Network entity titl€of*a Network relay system
a) the called or destination NSAP address; on the path to the destination NSAP orelse,
b) the calling or source NSAP address; g) The title of the deStination Network enlity, if no relay
¢) a sourcg route (optional). A source route is a function is necessary to reach the degtination. The
Local System \ . Remote End \
§ ' § or Intermediate
| § . System
R N
§ OSI § : .
% Management § .
Application § §
§ § |
N N
Local § \ .
Information § . §
Base . . .
N-Entity ] N-Entity
, N-Routeing Protocol :
- Routeing Routeing
Info Base Info Base

i ]

|
|

Figure 2 - Routeing Exchange using Network Layer Protocols
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title may be the same as the destination NSAP address.
The inputs to F2 are:

hy The network entity title of the Network relay or
destination End system determined by F1.

i) QoS.
j) the Forwarding information base.

This function 1s performed after F1 to determine wh1ch

ISO/IEC TR 9575:1995 (E)

5.2 Relationship of Routeing to OSI
Management

Operation of the Network Layer, in fulfilment of the role
assigned to it in the OSI Reference Model, requires shared
knowledge concerning the location of NSAPs and routes
through the available subnetworks.

As shown in figures 2 and 3, the routeing function intersects
wrth OSI management through mformatlon stored in, and

subnetwork ppit—ef—attachmesn
sending an NPDU to the Network relay or dest1nat1on
network entity| The information yielded by this function is:

k) identification of the selected SNPA.

1) values |of parameters which are input to the
subnetwork service provider associated with that
SNPA.

ermation-hase (the boxes
labelled Local Informatzon Base in the figufes). Routeing
information is placed in the management.information base
either through interaction with Network Lalyer entities or
through interaction with SystemManagement (the box
labelled OST Management Applieation).

It may be desirable to collect and distribute routeing
information automatically“through the opegration of OSI
Routeing protocols; these protocols may be|located at the

Local System Remote End
or Intermediate
System
OSI ‘ _ OSI
Management Routeing Information Management
Application Application
Local *
Information
System M t Protocol
Base A-Entity |- ysTelh anagement T Totoco A-Entity
N-Entity N-Entity
P Routeing Routeing
Info Base Info Base

Figure 3 - Routeing Exchange using System Management
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Network Layer (Layer management) or the application layer
(System management).

The use of a "network Invpr rnnfﬂno information exchang ge

protocol" has (among others) the followmg advantages:

- it confines the generation, exchange, and
synchronisation of routeing information W:{hm the
Network layer. This keeps routeing a "closed
system” and avoids difficult issues in cross-layer co-

ordination.

© ISO/IEC

private networks may be interconnected using public
network facilities. Routeing functions shall be capable of
efficient routeing within both the private and public
domains, while providing the organisational isolation
necessary for the separate management of these domains.
Further, the routeing methods, metrics, and policies may be
very different in the public domain than in the private
domam. Routeing funcnons shall be capable of successfully
dealing with the limited control and data flow across these
sorts of boundaries.

- it permits the efficient and direct use of subnetwork
capabilitifes which may be available, such as inherent
multicasq.

Figure 2 illusirgtes the use of a layer management protocol
to exchange rogyteing information. Use of an "application
layer routeing ipformation exchange protocol” has (among
others) the folloving advantage:

- context |negotiation and the establishment of
managenent associations over a reliable end-to-end
transport|service is possible.

Figure 3 illusfrates the use of a system management
protocol to exclange routeing information.

In general, it is|likely that a complete and realistic solution
to the global rofiteing problem in the OSI environment will
require a comjbination of techniques, involving both
Network layef management protocols and System
management protocols.

6 Environment for OSI Routeing

OSI Routeing shall be capable of operating effectively\in a
variety of envifonments, which when considered, together
result in a nuber of difficult goals for any Routeing
scheme to satjsfy. This clause discusses.Some of the
environments dnvisioned for OSI routeing and points out
some of their palient features from the point of view of
routeing.

6.1 Interconnection of L'ANSs

LANs may bg connected_either locally through an
Interworking Unit, or a¢ross larger distances via point-to-
point subnetwdrks, nralticast subnetworks, private leased-
line networks, qr publit data networks. In all cases routeing
functions are ngeéded to determine paths through the WAN

6.3 Factory and Campus Networks

The use of networks in factories and camipus

raTgl rarnnrata handaiinrtare

~h
Sucni as ulllVClbllle bUllJUlalD ubauqual i1y

environments

anvarnmant

EU VO

ministries, and research establishiments is growing rapidly.
These environments are charaelérised by large numbers of

systems (sometimes in the~thousands) conn

ected by rich

topologies. In these envifonments, the configuration of the
network tends to change rapidly and the| exercise of

centralised control ©ver the installation and
systems minimal,\ “Routeing schemes for
environment sneed to be robust against

configuratipinchanges and be able to adapt

operation of
this kind of
gnanticipated
o changes in

network usage, applications, and traffic patters without the
need {for the extensive intervention of 3 centralised

administrative function.

6:4 Multi-vendor Subnetworks

Networks are inherently a multi-vendor envirpnment. It is

extremely rare for a consumer to acqui
subnetwork (LAN or WAN) from a single
systems are purchased at different times
applications. In many cases however, operat

ke an entire
endor, since
for different
ors of private

(and in some cases public) networks are forced to acquire all

of their ISs from a single source because 0
routeing standards.
organisations 1o build cost-cffective networks
constrains the ways in which their netw
interconnected with those of other organi

construction of practical multi-vendor subnet

f the lack of

This situation limits the ability of

and severely
orks can be
sations. An

rks, much as

effective set of OSI routeing standards vqul enable the

the rest of OSI has enabled systems from mu
to interoperate.

7 Goals for OSI Routeing

tiple vendors

The—enviranmeniatdentified—for-OST routein
He—ei-roReRt—ae R HEa—+o+

in clause 6

that meet connectivity and/or QoS requirements.  Thesc
routeing functions may be arbitrarily complex, depending on
whether organisational boundaries are being crossed, the need
for optimal routes, resilience from failure, etc. In addition,
the routeing functions for LAN-WAN interconnection need
to take account of the wide disparity of transmission
bandwidth between the two environments.

6.2 Public/Private Network
Interconnection

Many organisations already operate private data networks.
In order to communicate with other organisations their

results in some difficult goals for any OSI rou

teing scheme.

These goals are discussed in the following subclauses.

7.1 Multiple Subnetwork Types

The routeing functions defined within this framework shall
be designed to operate without regard to any specific
underlying technology or transmission medium, to the
extent that they do not rely upon any technology specific
service for their correct operation. These functions shall
also be designed to operate correctly irrespective of the
geographic distribution of ESs and ISs which comprise the
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global Routeing Domain (i.e. they are not topology
dependent).

7.2 Very Large Number of ESs and ISs

The global OSIE in which End System data are to be
transferred is assumed to consist of a very large number of
NSAPs (>107) which, in the most general situation, may be
logically interconnected by means of paths consisting of
concatenated intermediate systems. The total number of
intermediate systems is assumed to be one to two orders of

ISO/IEC TR 9575:1995 (E)

and illegal routeing (especially with regard to national
boundaries). Furthermore, the routeing information
exchanged should provide a minimum of ancillary
information while providing a maximum of routeing
functionality. Examples of ancillary information about the
internals of an administrative domain might include

- topology information,
- size,

- level of activity,

magnitude fe
Systems), but
adopted for OS

7.2.1 End

A consequency
Intermediate s
even at the ex
This makes s¢
often dedicated|
other hand, p

ver than the number of NSAPs (or End
very large as well. Any routeing scheme
| shall be capable of indefinite scaling.

Systems Should be Kept Simple

of the preponderance of End-systems over
stems is the desire to keep the ESs simple,
pense of making the ISs more complicated.
nse also because Intermediate systems are
to routeing and relaying. End-systems, on the
erform routeing as an overhead function

necessary to efable them to do their real job of executing

applications.

7.3 Multipl

The presence
environment W
routeing.

7.3.1 Distr

Global routeil
correctly und
organisations.
single organis
efficiency, ecorf

7.3.2 Trust

The exchange
effects of

a) allowing
made by

b) providin

e Organisations

of multiple organisations within the OSI
ill require the following attribuies of OSI

jbution of Control

g shall by necessity be able to operate
er the distributed control of multiple
Furthermore, the control of routeing-within a
ation may be distributed for reasons of
omy, performance, etc.

, Firewalls, and\Security

bf routeing informatien between ISs has the

one IS te Ampact the routeing decisions
anotherJS; and

o oné IS with information about another IS.

Of specific con

Cernhere is

- reliability,
- quality and/or type of service, and
- ftariff structure.

Organisations operating administrative doma
able to control the "leakage” of information
administrative domain(s)\ That is, they sho
control the amount and kind of information w
leaves their admimistrative boundaries while
and receiving some minimum global routeing

When establishing administrative boundaries a
routeing cipformation across those bound
authentication of Network entities may
Authentication of Network entities is necess
andS belonging to one administrative domain
to be a different IS belonging to another (posy
administrative domain.
administrative domains may be susceptible

external attacks, including the denial of se
numbers of systems.

7.3.3 Routeing Domains

The routeing functions shall be designed to
multiple Routeing Domains (see 8.1.2
information on Routeing Domains). Th

ins should be
outside their
uld be able to
hich enters or
still providing
capability.

nd exchanging
aries, strong
be required.
pry to prevent
from claiming
ibly the local)

Without a\.ﬂthentication,

0 a variety of
rvice to large

bperate across
for detailed
ese Routeing

Domains may be private, in the sense that a given Routeing

Domain may make use of non-standard rout
and protocols internally while supporting sta

cing functions
dard routeing

functions and protocols externally. A Roufeing Domain

may, however, make use of standard routeing
protocols both internally and externally.

functions shall be able to accommodate netw
consisting of both of these Routeing Domain

functions and
The routeing
prk topologies
types.

) the effect of bad routeing information exchanged

F4Performance———————

between ISs in different administrative domains, and

d) the implicit or explicit exchange of private,
proprietary, or secret information across
administrative domains.

The exchange of routeing information across administrative
boundaries should maximise the usefulness of that
information while minimising the potential adverse effects
of that information. Examples of adverse routeing effects
are routeing loops and "black holes” (both of which can
severely degrade network performance), incorrect routeing,

Performance is characterised by the efficiency and robustness
of the Network Service as seen by participating systems. It
is important that these systems avoid

- introducing a high degree of overhead (control) traffic;
and

- concentrating traffic on a few paths when other paths
are relatively free, thus causing unnecessary
congestion.

OSI routeing is expected to be "fair” to all participating
Network entities in the sense of providing equitable access
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that is only constrained by the bandwidths of the connected
SNPAs. Measures shall be taken to avoid service denial and
to allow for a "reasonable” throughput and response time to
all systems. Good performance also requires a dynamic
adaptive capability in the Network entities to respond to
various types of failures. The routeing scheme should be
able to adapt appropriately to changes in topology, including
partitions.

7.5 Existing Network Layer Protocols

© ISO/IEC

separable from the aspects that are concerned with
communication among the Intermediate systems that

connect multiple subnetworks.

b) Establishing communication among

Intermediate

systems to connect multiple subnetworks presents
both technical and administrative challenges. The
technical issues have to do with establishing global

connectivity and performing glo

bal routeing

functions; the administrative issues have to do with
controlling the way in which groups of systems

Any scheme agdlopted for OSI Routeing should not have an
excessive impdct on existing Network Layer Protocols. An
ideal routeing scheme would not require any modifications to
current network layer protocol standards nor necessitate their
re-implementation to accommodate the routeing functions.

7.6 Commuynication Type Independence

Routeing procddures should accommodate both Connection-
mode and Conhectionless-mode communication. However,
Routeing prodedures may vary for the two types. For
instance, rout¢ing loops are easier to tolerate for a few
connectionlessimode PDUs than for an entire Network Layer
connection. |Optimisations may be made by taking
advantage of| the characteristics of either form of
communication, however, these optimizations may be at the
expense of conjmunication type independence.

managed by different administrative
permitted to communicate.

These two principles lead to a decompositiol
routeing framework into three.¢ategories.
which illustrates these categori¢s of routeing.

The first principle establisheés an initial distir
local ES-IS operation and\global IS-IS operat
a number of technicalyadvantages to such
These include

- a pretecol which specifically
commiunication between ESs and ISs ¢
to place the more difficult and complicg
in the ISs, thus keeping the End systen

huthorities are

1 of the global
See figure 4

ction between
on. There are
a distinction.

addresses
hin be designed
ted procedures
is simple;

~Va specialised ES-IS protocol can be njade relatively

independent of the routeing procedurg

s used among

7.7 Resilience

The Routeing
physical or lo

procedures should be able to respond to
bical connectivity failures by finding routes

around those failures. A tradeoff must be made between

speedy and ro

bust recovery from connectivity failures and

routeing overlead and complexity. A connectivily’ failure

which results i

p a partition is more difficult to-recover from

than a failure which does not cause a partition,

7.8 Routeing Procedure Diagnosis

Routeing procg¢dures should be diagnosable. This diagnosis

ranges from

kolving severe problems in the routeing

procedures which cause them to fail, to optimising the

routeing proce|
routeing proc

dures for a particular environment. Creating
edures_which are diagnosable may involve

avoiding certain algorithms, adding error and probing PDUs

to a protocol
systems.

and, maintaining trace and error state in

ISs. This allows more than one IS-IS [protocol to be
used, if necessary, without burdenjing the End-
systems;

- often the topology which connects End-systems to
Intermediate systems is much richer anjd more highly
connected than the topology employed|to connect ISs
together (e.g. LANs, PDNs). The opgration of both
ESs and ISs can be enhanced by exploiting this
difference and designing a separate routeing procedure
for the two classes of topology.

- the topology which connects Intermediate Systems
may support multicast communig¢ation. The
operation of ISs can be enhanced by jexploiting the
multicast communication capability it the design of
the routeing procedures.

The second principle establishes a furthpr distinction
between IS-IS operation within the purview of a single

8 Structure of Global OSI Routeing

8.1 Catego

ries of Routeing

The development of an architectural framework for routeing
within the OSI environment proceeds from two basic

principles:

a) The aspects of routeing that are concerned with
communication between ESs and ISs to collect
configuration information and distribute configuration
and redirection information are to a great extent

{possibly—eomposiieorganisation—Intra—Administrative
Domain") and IS-IS operation that spans one or more
significant administrative boundaries ("Inter-Administrative
Domain").

8.1.1 ES-IS Routeing

An ES-IS protocol may operate to establish connectivity and
reachability between End systems and Intermediate systems
where this is not an inherent service of the subnetwork
service provider.

The operation of an ES-IS protocol ensures that each End
System knows about at least one IS that is directly reachable
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on each subnetwork to which the ES is attached, and each IS
knows about every End System reachable on each
subnetwork to which the IS is attached.

In figure 4, an ES-IS routeing protocol is illustrated by the
curved dotted lines which associate each ES with at least one
IS on the local subnetwork. The subnetwork paths
contained within Routeing Domains are illustrated using
straight solid lines. These subnetwork paths may support
point-to-point and/or multicast communication.

ISO 9542 is an
conjunction with ISO/IEC 8473-1 | ITU Rec. X.233. Tt
makes extenpive use of LAN based multicast
communicatioh to collect and distribute routeing
information. The use of ISO 9542 when ISO/IEC 8473-1 |
ITU-T Rec. X.2B3 is operated over a WAN is not precluded.

ISO/IEC 10030)is an ES-IS protocol designed to operate in
close conjunction with ISO 8208. It makes use of a
Subnetwork Address Resolution Entity (SNARE), which
collects configyration information from ESs and distributes
configuration ipformation and redirection information to
both ESs and Is. The use of a ISO/IEC 10030 SNARE for
obtaining a Subnetwork Point of Attachment (SNPA) for
the forwarding of ISO/IEC 8473-1 | ITU-T Rec. X.233
PDUs is not prefluded.

The above chatgacteristics of the routeing protocols can be

further refined

functions perf
distribution of
SNARE. Whi

combine these

is not required i

to recognize a division between the relay

brmed by an IS and the collection and

reachability information performed by a
e it might be desirable in some cases to

[iunctions within a single open system, this
all cases.

8.1.2 Rout¢ing Domains

The global O

multiple dom4

SBIE will, of necessity, be;c¢omposed of
ins of administrative responsibility and

multiple domjains of routeing responsibility.  An

administrative

Routeing Domj

A Routeing D

COMMOoN routeis

- they use
- they use

- they use
and

- they use

domain wholly encompasses one or more
ins.

main is a set ‘of*ISs and ESs bound by a
g proceduré;namely:

the same.set of routeing metrics;

Compatible metric measurement techniques;
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that NSAP;

b) an IS o within a domain D has means of ascertaining
if another neighbouring IS B participates in D;

¢) an IS may participate in more than one Routeing
Domain. In such a case,

1) the IS will fully and completely, but
independently, participate in the routeing
procedures of each domain;

in will not be
brocedures of

utilised in any way in the routeing
the other; and

3) when an IS participating jn° two dotpains Dy and
Dy receives a PDU from, an ES, thg IS will have
to determine in which -domain this[PDU will be
routed.

8.1.2.2 Hierarchical Structure of Routeing Domains

There are a number\of reasons why it may| be useful to
organise a Rout€ing Domain or a collection off domains in a
hierarchical fashion. As the number of ESs|and ISs in a
Routeing Domain increases, it becomes mote difficult to
maintain and process all of the information|necessary to
perform the routeing functions. Typically, the size of the
roQteing information base, the exchange of ropteing update
information, and the computation of routes fnay consume
more resources than are allocated to route defermination in
the domain.

In order to reduce the overhead associated with route
determination, it is often useful to divid¢ a Routeing
Domain into smaller routeing subdomains. Each routeing
subdomain maintains detailed routeing information about its
own internal composition, and also maintpins routeing
information which allows it to reach other routeing
subdomains. Because these other routeing spbdomains in
turn maintain detailed routeing information abjout their own
internal composition, there is no need to maintain detailed
routeing information for the Routeing Dpmain in all
routeing subdomains.

A significant benefit of this technique is that the number of
entries in the routeing information base maintained by a
Network entity in a given routeing subdomain may be
reduced to the number of Network entitigs within the
routeing subdomain plus the number of other routeing

3 . o I SO NP s 1.
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the same path computation algorithm.

8.1.2.1 Formal Definition of a Routeing Domain

A Routeing Domain D can be defined formally as a couplet
(S,R) where S is the set of ISs and ESs in the domain and R
is the common routeing procedure. It is understood that

a) every IS

within a domain D can determine if a given

NSAP is reachable within D. If it is, then the

routeing

procedure is capable of deriving a path to

subdomains in the Routeing Domain. This reduction of the
routeing information base results in a proportional reduction
in the exchange of routeing update information and in turn
reduces the load imposed by the computation of routes in the
Routeing Domain. Hierarchical decomposition of Routeing
Domains can be recursively applied in order to achieve
further reductions when necessary.

8.1.3 Intra-administrative Domain
Routeing

Intra-Administrative Domain routeing is concerned with
communication among Intermediate systems that are all
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managed and controlled by a single (possibly composite)
administrative authority. The Administrative Domain
controls the organisation of the intermediate systems into
Routeing Domains, the assignment of NSAP and
subnetwork addresses, the way in which the costs of
operation are determined and recovered, and the policies that
govern the flow of information. Within an Administrative
Domain, the organisation responsible for each Routeing
Domain may establish within that domain any number of
hierarchically organised subdomains.

© ISO/IEC

8.1.4 Inter-Administrative Domain
Routeing

Routeing between Administrative Domains is concerned
with managing and controlling the exchange of information
between intermediate systems at a level that requires
significant formal co-operation between different
organisations. The issues of concern in this environment
are for the most part administrative: security, access control,
national regulations, the legal and political implications of

trans-border data flow, etc. The techni

8.1.3.1 Intra-

In ISO/IEC 1
defined. A Lej
a set of ESs 4
information fo|

When a Route
subset of the I
Level 2 subd
information ne
OSIE consists
ISs also perfor
among those r

In figure 4, tw
The first is 1
illustrated by
intermediate
corresponds {q
10589). The s

Homain Routeing

D589 (IS-IS), two levels of subdomain are
el 1 subdomain - termed an Area - consists of
nd ISs, in which the ISs maintain detailed
F routeing among all the ESs in the Area.

ng Domain consists of two or more Areas, a
Bs from each Area are configured to form the
omain. These Level 2 ISs maintain the
cessary for routeing between Areas. When an
of more than 1 Routeing Domain, Level 2
m the functions necessary for routeing traffic
uteing domains.

o types of intra-domain routeing are shown.
outeing within an IS-IS Area Boundary,
he thin curved dashed lines connecting the
systems within each IS-IS Area, and
intra-domain level 1 routeing (see ISO/IEC
bcond is routeing between IS-IS Areas within

the same Roufing Domain, illustrated by the solid curved

line between t
domain level J
is by no meg
Routeing Don
They may in f;
domain on the

e two IS-IS Areas, and corresponds to-ififra-
routeing (see ISO/IEC 10589). Note-that it
ns required that there be morexthan one
ain within a single Administrative Domain.
hict be congruent, as shown infigure 4 by the
lower right.

In Figure 4, t

¢ subnetwork paths contained within IS-IS

Area Boundaries and Routeing Domains are illustrated using
straight solid lines. For illustrative purposes, intermediate
systems perfoming both intra~domain routeing and inter-
domain routeing (see 8.53:2 and 8.1.4.1) are labeled as
BISs.

Subnetwork paths contained within IS-IS Area Boundaries
and Routeing [Domains may support point-to-point and/or

accomplish the actual routeing function mdy.
those used within an Administrative Doma
same protocol may be used); the context in

employed is, however, fundanfentally d
exchanging routeing information\ between }
Domains.

8.1.4.1 Inter-domain Routeing

In figure 4, routeing-between Administrati
illustrated by the‘thick dashed curved line bg
Administratiye\Domains, and corresponds t
routeing (see ASO/IEC 10747). The sub

ques used to
be the same as
n (in fact, the
which they are
fferent when
Administrative

e Domains is
tween the two
inter-domain
network path

between the two Administrative Domains is illustrated using

a straight solid line.

Subnetwork paths between Administrative
support point-to-point and/or multicast comm

8.2 Relationship between Networ
Addresses and Routeing

The Network Layer addresses of systems d
OSIE are governed by CCITT Rec. X.213 11
Routeing uses these Network Layer addresy
tables as values or indexes in order to derivd
PDUs to follow.

From the perspective of routeing, it is imp
size of the tables be minimized, and that the p
consumed for routeing be minimized, and yd
flexible a deployment of systems as possible.
context, flexible means that the systems
without having to take (too much) into consi

what the Network Addresses of the systems arg.

This is achieved by several means:

Domains may
unication.

k

eployed in the
SO/IEC 8348.
es in routeing
routes for the

brtant that the
rocessing time
t to permit as
In the present
are deployed
deration about

b

+ Paramount is the fact that routeing]

is organized

multicast communication.

8.1.3.2 Inter-domain Routeing

In Figure 4, routeing between Routeing Domains within a
single Administrative Domain is illustrated by the thick
dashed curved line between the two Routeing Domains, and
corresponds to inter-domain routeing (see ISO/IEC 10747).
The subnetwork paths between Routeing Domains are
illustrated using straight solid lines.

Subnetwork paths between Routeing Domains may support
point-to-point and/or multicast communication.

10

hierarchically, as indicated in 8.1.

¢ In complement, at each of the routeing hierarchy

levels, the routeing protocols relevan

t to that level

may set those guidelines and/or rules that the

Network Addresses or NETs of the sys
at that level should follow.

tems deployed

* In general those rules will include provisions for
exceptions, that is systems whose addresses or NETs
don’t meet the rules will still be able to participate in

the OSI routeing at that level.
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LEGEND Border Intermediate System
EI End System IE] Intermediate System
--------- ES-IS Protocol ——— Subnetwork Path
----- Intra-Domain 1S-IS Protocol —s+==. |S-IS Area Boundary

(i.e. : 1S-IS Level 1)

o Intra-Domain IS-IS Protocol
(i.e. : 1S-IS Level 2)

= m = |nter-Domain Protocol
(i.e. : IDRP)

Routeing Domain Boundary

Administrative Domain
Boundary

Figure 4 - Categories of OSI Routeing
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* Sometimes, systems that do not abide by the
recommended deployment rules will get under-
optimized routeing performance, or they may impact
other systems or the memory usage in Intermediate
Systems. In certain cases the routeing protocol will
not operate correctly if the rules are not met.

It behooves the Routeing Administrative Authority (that is
the person/organization in charge of deploying systems) at
any given level of the routeing hierarchy to make sure that
guidelines are followed and rules are met such as those in

© ISO/IEC

The following subclauses provide a taxonomy of routeing
procedures. Included for each class of routeing procedure is
an indication of its ability to react to a variety of dynamic

changes in the global network, such as

a) changes in topology, due to systems and subnetwork

paths coming up or going down,

b) changes in configuration, such as the addition of new

systems/subnetworks or their removal,

¢) changes in the patterns of traffic in the network, and

this Technica] Report and in the specifications of the
Routeing protqcols, since failure to do so may result in poor
performances [or even in loss of connectivity (Routeing
protocols may fletect some mis-deployment and not be aware
of others).

RFC 1629, "Ghidelines for OSI NSAP address allocation in
the Internet” alfo provides further guidance.

8.3 Routeing Procedures

OSI may adopf different routeing procedures for the different
categories of rputeing identified in 8.1. The reasons for this
are many:

- across a|single subnetwork, it is desirable to simplify
the operption of End systems by off-loading routeing
functiorls to the Intermediate systems. This is the
case becguuse

 there|are likely to be many more End systems than
Interfnediate systems;

* Intermnediate systems can be essentially dedicatéd
to the functions of Routeing and Relaying; and

* End |systems are less likely to be attached to
multjple subnetworks than Intermediate systems
and Rence have fewer routeing choices’to make.

- within |an Administrative Domain, a single
organisgtion may obtain significant benefits from a
sophisticated, dynamic routeing scheme which
produces optimal routes(with acceptable overhead.
These dgrganisations qnay wish to experiment with
non-stahdard routeing procedures within their
domain(s) while(remaining connected to the global
OSIE thfough.astandard routeing procedure.

- between Administrative Domains, the need to
maintair - - £ i : i
the type and detail of routeing information available.
More stringent procedures for authenticating and
propagating routeing information may be needed as
well.

In order to analyse the strengths and weaknesses of various
routeing procedures, it is useful to have a taxonomy which
can be used to select among the techniques. Routeing
algorithms may be classified according to how they
accomplish the four aspects of routeing defined in
Clause 5.1, and what types of information are used to select
routes.
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d changes in the Quality of Service available on certain

subnetworks or using certain paths:

In addition to the subclauses whichdntroduce ¢
table 1 summarises their operatipnal characterj
to the four aspects of routeingdefined in 5.1.

8.3.1 Static Routeéing

In static routeing,alllrouteing informatio
system is loadedinto the Routeing Inform|

ach technique,
stics according

h known to a
ation Base by

System managément. This information is gegerally in "pre-

computed" forn, in that only the paths actu:
are made available rather than all possible pat
Statics Routeing performs the Decision 1
figure\1 in an off-line fashion and uses Syster
pfotoCols to communicate the resulting rou
each system.

Static routeing has the advantage of permit
sophisticated off-line optimisation algo
executed, since the route computation need

real time while PDUs are being relayed|

disadvantages of not being capable of "boof
NS-providers since there is no information
dissemination by the Network entities themsg
static routeing is not capable of reacting to

ily to be used
hs. In essence,
unction from
h Management
eing tables to

ing extremely
rithms to be
ot be done in
It has the
strapping"” the
collection or
lves. Further,
configuration,

topology, traffic pattern, or QoS changes in an adaptive

fashion since all paths are pre-computed.

8.3.2 Quasi-static Routeing

Quasi-static routeing is similar to static rg
paths are computed off-line and loaded into
Information Base through System managemen
storing a single, highly optimised path for
metric, however, quasi-static routeing allow
paths to be stored. This reduces the impact

uteing in that
the Routeing
t. Rather than
each routeing
5 for alternate
of failures by

allowing the forwarding function to select a
the best path is unavailable.

backup path if

Quasi-static routeing has similar advantages and
disadvantages to static routeing. It can, however, adapt to
topological changes in a limited way, at the expense of an
increase in the amount of information stored concerning
backup paths. Quasi-static routeing cannot adapt to
configuration, traffic pattern, or QoS changes.
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