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Foreword

development of International Standards through technical committees)esta
the respective organization to deal with particular fields of technical‘activity,
IEC technical committees collaborate in fields of mutual interest"Other int
organizations, governmental and non-governmental, in liaison-with 1SO and
take part in the work.

In the field of information technology, ISO and IEC-have established a joint
committee, ISO/IEC JTC 1.

The main task of a technical committee-is.to prepare International Stan
in exceptional circumstances, the publication of a Technical Report of o
following types may be proposed:

— type 1, when the reqaired support cannot be obtained for the pub
an International Standard, ‘despite repeated efforts;

— type 2, whenithe subject is still under technical development or
any other reasorythere is the future but not immediate possibility of
ment on an International Standard;

— type’3, when a technical committee has collected data of a diff
from-that which is normally published as an International Standard (*’s
art’’) for example).

Technical Reports of types 1 and 2 are subject to review within three years
tion, to decide whether they can be transformed into International §
Technical Reports of type 3 do not necessarily have to be reviewed until the
provide are considered to be no longer valid or useful.

ISO/IEC/TR 9575, which is a Technical Report of type 3, was prepared b
JTC1, Information technology.
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Introduction

In the OSI environment (OSIE), the possibility exists for anv End System (ES) to
communigate with any other ES. The physical path (or paths) over which this com-
munication takes place may

- inclpde multiple Intermediate Systems (IS);

- inclpde multiple subnetwork types; and

- traverse multiple, independent organisations.

Furthermgre, one instance of communications may follow a different path from an-
other instance of communications.

Within the Network Layer, the Internal Organisation of the Network Layer\(ISO
8648) idefitifies two functions, Routeing and Relaying, as being central tothe-ability
for End Sjystems to communicate through an arbitrary concatenation of subnetworks
and Intertpediate Systems.

Part of the overall function of routeing and relaying is to allow ESsyand ISs to find an
appropriafe path between two or more ESs for a given instance of communications.

Relaying fis concerned primarily with the actual transformation and manipulation of
Network |Protocol Data Units (NPDUs) as they transit Intermediate Systems.
Routeing|on the other hand, is primarily concerned with the maintenance and selec-
tion of pqths through multiple subnetworks and Intermediate Systems which allow
NPDUs tq flow smoothly between End Systems,

There are[four important aspects to routeing;-i.e.:

a) the Information required by ESs and ISs ( 5.1.1),

b) the fechniques used by ESs'and ISs to collect that information (5.1.2),
¢) the fechniques used by ESs and ISs to distribute that information (5.1.3), and

d) the functions exécuted by ESs and ISs on that information to determine the
pathis over which NPDUs flow between pairs of NSAPs (5.1.4).

This Technical Report discusses these aspects of routeing, and describes how various
protocols [may’be emploved to effect the OSI routeing functions. 1t does not discuss
relaying, except where relaying functions are closely allied with routeing functions.
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Information technology — Telecommunications and information
exchange between systems — OSI Routeing Framework

@1 Scope

This Technica

Report provides a (ramework in which OSI pro-

tocols for roueing may be developed and to expedite the pro-
gression of rofiteing protocols through the standardisation proc-

€8S,

2 Normpative References

The following| standards contain provisions which, through ref-

erence in this
port. At the

text, constitute provisions of this Technical Res
fime of publication, the editions indicated weére

valid. All stanfards are subject to yevision. and parties to agree-
ments based oh this Technical Report are encouraged toinvesti-
gate the possipility of applying the most recent editions of the
standards listeld below. Members of IEC and ISO, maintain reg-

isters of curre

tly valid International Standards.

ISO 7498:1984, Information processing systems — Open Sys-

‘fems Intercon

ISO 7498/Ad
Svystems Inter

dum ] Conn

ISO 7498/Ad
Systems Inter
dum 3: Nami

ection — Basic Reference Model.

1:1984, Informatjonyprocessing systems — Open
sonnection —— Baste’Reference Model — Adden-
ctionless-modeiransmission.

319898 Juformation processing systems -— Open
onneetion —— Basic Reference Model — Adden-
1o Auclnding Addressing.

1SO 8473:1988, Informatiofi processing systems - Data commu-
nications — Protocol for-providing the connectiopless-mode net-

work service.

1SO 8648:1988, (Information processing system
tems Interconfiecfion — Internal organisation
Layer.

- Open Sys-
of the Nerwork

ISO 9542:1988, Informatien processing systems + Telecommuni-
catidpus) and information exchange between systdms — End sys-
tend 1o Intermediate system Routeing exchange grotocol for use

i conjunction.with the protocol for providing th
Imaode network service (1ISO 8473).

3 Definitions

3.1 Reference Model definitiong

This Technical Report makes use of the followin
in ISO 7498:

a) Network Layer

b) Network Service access point

¢) Network Service access point address
d) Network entity

¢) Routeing

f Network protocol

g) Network relay

h) Network protocol data unit

connectionless

g terms defined

1} System management

1SO 7498/Add.&:T989, Tnformaiion processnig systems — Open

Systems Inter

connection — Basic Refercnce Model — Adden-

dum d: Management Framework,

ISO 8348:1987, Information processing systems — Data cont-
pumications — Nerwork Service Definition.

ISO 8348/Add.1:1987, Information processing systems — Data
communications — Network Service Definition — Addendum 1.
Connectionless-mode transmission,

ISO 8348/Add.2: 1988, Information processing systems — Data
commumications — Nerwork Service Definition — Addendum 2:
Network layer addressing.

7 Layer nndgement

3.2 Network Layer architecture

definitions

This Technical Report makes use of the following terms defined

in ISO 8648:

a) Subnetwork
b) End system
¢} Intermediate system
d) Subnetwork service
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3.3 Network Layer addressing
definitions

This Technical Report makes use of the following terms de-
fined in ISO 8348/Add.2:

a) Subnetwork address

acts as a repository for, and source of, routeing
information for that subnetwork.

4 Symbols and abbreviations

For the purpo
tions apply.

341 Ad

auth

. ES End System
b) Subnetwork point of attachment IS Intem'ia diate System
: : - e R LAN Local Area Network
3.4 Routeing framework definitions NPDU Nt Bt e Uit
of this Technical Report the following defini- OSIE Open System Interconnection Envirgnment
PDU Protocol Data Unit
strative Domain: A collection of End QoS Quality of Service
systems, Intermediate systems. and subnetworks SN Subnetwork
operagfed by a single organisation or administrative SNARE Subnetwork Address.Resolution Entity
ity. SNPA Subnetwork Point,of Attachment
. . OSIE Open Systemsdnferconnection Envirpnment
The components which make up the domain are assumed to WAN Wide AreaNetwork

interoperate with a significant degree of mutual trust among
themselves, byt interoperate with other Administrative Do-
mains in a mutually suspicious manner.

NOTE - The] terma Administrative Domain is not intended to
have any pafticular relationship to an Administration as de-
fined by the] CCITT. A CCITT Administration may in fact
operate an Aldministrative Domain, but this would be no dif-
ferent from hn Administrative Domain operated by any or-
ganisation ffom the point of view of this Routeing Frame-
work.

3.4.2 rout¢ing domain: A set of End Systems and
Internediate Systems which operate according to the
samelrouteing procedures and which is wholly
contained within a single Administrative Domaif.

See 8.2.1 for a|precise formal definition of this concept.

3.4.3 common domain: An Administrative-Domain
which is not a member of a higher level domain.

A common domain is the highest levelin the routeing hicrar-
chy. There is fo single domain aboye)the common domain. in
this sense, the fouteing hierarchyis in fact multiple hierarchies,
with the comnpon domain as the highest element of each hier-
archy.

Where there afe multiple common domains, they co-operate as
peers to make Jt posSible to route to any NSAP in the OSIE.

3.4.4  hop:|The traversal of a single subnetwork by a PDU.

5 Routeing Concepts

5.1 Functional decomposition of
routeing

OSI Routeing can be decomposed into four differgnt but inter-
related aspects. The purposes of this division are toj

- conceptually clarify the functions of routeing

- simplify the design of routeing protocols py breaking
routeing into its component parts; and

- make the routeing functions as flexible as is|practical by
allowing for degrees of freedom in each aspegt.

The four aspects are described in the following clauses. Figure
1 below illustrates the relationship among these foyr aspects of
routeing

5.1.1 Routeing Information Base
The Routeing Information Base comprises the cofiplete infor-

mation required by a particular ES or IS to|accomplish
routeing. Such information might include:

3.4.8  black hole: A situation in which an Intermediate
System, due to a breakdown of the routeing
procedures, malicious intent, or lack of information,
discards or otherwise refuses to forward all traffic
directed to it.

A black hole may also be formed on a connectionless
subnetwork when the intended recipient of traffic is unavail-
able.

3.4.6 subnetwork address resolution entity: A
network layer entity available on a subnetwork which

Nextrop—routeing—tables—These—are—tables—vhich relate
destination NSAPs to the potential next subnetwork hops
(e.g. local and remote SNPAs) which might be used to

forward the PDU closer to its destination.

Lists of neighbour ESs and ISs. These lists enable an ES
or IS to ascertain the local topology.

- Measured QoS characteristics of a datalink or
subnetwork path. These measurements allow the routeing
functions to adapt to QoS changes.

- Network maps. These are complete topological graphs of
a portion of the global network. Such maps can be used
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to compute shortest paths to destination NSAPs using
any of § number of routeing metrics.

5.1.2 Information collection

ESs and ISs puild up their routeing informationtbases by col-
lecting information from their local envirgnment and from
other systen}s. Some example sources ‘of) information are:
measuremen] protocols, policy input from System Manage-
ment, directqry lookup functions, apd\routeing protocols. The
information follection function is\illustrated in figure 1 by the
box labelled [Update Receive.

5.1.3 Information Distribution

Systems may informiother systems of pertinent information in
their local rduteing-information base by distributing this infor-
mation. Somge examples of information distribution techniques

Figure 1 - Decomposition of the routeing function

5.1.4.1 Functions F1 and F2

The functions F1 and F2 are two functions required by every
ES and IS to route an NPDU. The inputs to F1 are

a) the called or destination NSAP address:;
b) the calling or source NSAP address:

¢) a source route (optional). A source route is a sequence of
network entity titles which identify Network relay sys-
tems. See, for example, the source routing function of
ISO 8473, In a complete source route the|next nstwork
entity title in the sequence is the output of K1. In a partial
source route. the next network entity title irf the sequence
is used to determine the network entity titlel of a Network
relay system used to reach the Network r¢lay identified
by the source route.

include: routeing protocols and inferactions TRrougn rhe man-
agement information bases. The information distribution fune
tion is illustrated in figure 1 by the box labelled Update Send.
5.1.4 Route calculation and maintenance

These are the internal functions executed by ESs and 1Ss on
the routeing information base to accomplish routeing. The ma-
jor function in this category is the generation of the forwarding
information base which is used to actually relay NPDUs. This
function is illustrated in figure 1 by the box labelled Decision.
Other examples of these internal functions include: timing
functions such as ageing old routeing information base entries.
and the functions F1 and F2 described below.

dy Quality of service (QoS) parameters (optional):
¢) the Forwarding Information Base.
For each NPDU that is routed, FI determines

f) The Network entity title of a Network relay system on
the path to the destination NSAP or else,

g) The title of the destination Network entity, if no relay
function is necessary to reach the destination. The title
may be the same as the destination NSAP address.
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The inputs to F2 are

h) The network entity title of the Network relay or destina-
tion End system determined by F1.

i} QoS.
7) the Forwarding information base.

This function is performed after F1 to determine which
subnetwork point of attachment (SNPA) to use when sending
an NPDU to the Network relay or destination network entity.

5.2 Relationship of routeing to OSI
Management

Operation of the Network Layer, in fulfilment of the role as-
signed to it in the OSI Reference Model, requires shared
knowledue concerning the location of NSAPs and routes
through the available subnetworks.

As shown in figures 2 and 1, the routeing function intersects
thh OSI management through mformatxon xtored in. and re-

The informat the boxes la-

belled Loval Information Base in the figures)( R)utemg infor-

k) identifi¢ation of the selected SNPA. mation is placed in the management information base either

through interaction with Network Layer enfities ¢r through in-

1) values pf parameters which are input to the subnetwork teraction with System Managementy (the box [labelled OSI

service [provider associated with that SNPA. Management Application).

It may be desirable to collect-and’distribute routging informa-

tion automatically through.thé, operation of OSI Routeing pro-

tocols: these protocols may be located at the Nptwork Layer
.- WM W B BN W MR G EA R BRGNS S WD AW GV S BN R R W W -l [ ] M NN GE OEW W NS SN W G R M BN W M B B -I
. Local System ' , Remote End '
: : ’ or Intermediate :
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] ] M ]
' ' '
] ¥ : 1
1 t '
' OS] ' : '
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[ Avplicati 1 ' U
P pplication ' . i
' ' ' )
1 ) ' 1
| 1] 1
1 X : 1
' 1 . '
1 1 1
' ) : 1
' Local ' ' '
! Ipformation ! ' !
' ' ' '
¥ Base 1 ' [
’ ' ' '
' ' 1 '
1 1 1
1 1 : 1
1 ' ' 1
' ' ' 1
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' ' ' '
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' ' '
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Figure 2 -

- e m o

Routeing Exchange using Network layer protocols
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(Layer management) or the application layer (System manage-
ment).

The use of a “network layer routeing information exchange
protocol” has (among others) the following advantages:

- it confines the generation, exchange, and synchronisation
of routeing information within the Network layer. This
keeps routeing a “‘closed system” and avoids difficult is-
sues in cross-layer co-ordination.

ISO/IEC/TR 9575 : 1990 (E)

context negotiation and the establishment of management
associations over a reliable end-to-end transport service
is possible.

Figure 1 illustrates the use of a system management protocol to
exchange routeing information.

In general, it is likely that a complete and realistic solution to
the global routeing problem in the OSI environment will re-
quire a combination of techniques, involving both Network
layer management protocols and System management proto-
cols.

- capabilifies existing in the lower layers but not available
in the upper layers, can be used (e.g. multicast).
g . < .
Figure 2 illugtrates the use of a layer management protocol to 6 Environment fOl‘ ()SI l‘OUtemg
exchange roufeing information
OSI Routeing shall be capable of 0perating effecfively in a va-
Use of an “jpplication layer routeing information exchange riety of enviroruments, which.wheh considered tpgether result
‘ Pl y g ¥ rety ] g ;
‘ protocol” has| (among others) the following advantage: in a number of difficult goals{for any Routeing scheme to sat-
1
. Local System . . Remote End '
: : 1 or Intermediate :
' ' : System 1
] ' ' 1
' 1 . '
: : : :
. 0s1 ' , . ! 0sI '
1 Management ! Routeing Information ¢ Management '
] N <*---------.----b T 1
Application ’ Application '
' ! '
1 1 ' '
' ' ' 1
] 1 M '
' 1 ' :
1 \ 1
: : ' ;
Local
Information : : : : :
Base ! System Management Protocol ‘
A-Entity h ; ; —— A-Entity
I‘ 1 ¥ L]
' ' ' :
L} 1 1
s 1 : :
] J ¥ .
¥ : » .
' : ' :
: : ; 3
'
' N=Frtity ; ' N-Entity :
' '
L] { 3 - I 1 ] - -y !
1 :"Routcmg ] ' . :_Routcmg ' '
: . Info Base | : 1 . Info Base | .
______ ' Lo- oo
' ' ' '
" : ' '
i 1
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Figure 1 - Routeing exchange using system management
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isfy. This clause discusses some of the environments envi-
sioned for OSI routeing and points out some of their salient
features from the point of view of routeing.

6.1 Interconnection of LANs

LANs may be connected cither locally through an
Interworking Unit, or across larger distances via point-to-point
subnetworks, private leased-line networks, or public data net-
works. In all cases routeing functions are needed to determine
paths through the WAN that meet connect1v1ty and/or QoS re-
quirements. g
plex, dependihg on whether organisational boundanee are be-
ing crossed, the need for ophmdl routes, resilience from fail-
ure, etc. In dddition. the routeing functions for LAN-WAN
interconnectign need to take account of the wide disparity of
transmission bandwidth between the two environments.

6.2 Public/Private Network
Interconnection

Many organifations already operate private data netwosks. In
order to communicate with other organisations their private
networks may be interconnected using public network facili-
ties. Routeing functions shall be capable of efficient routeing
within both the private and public domains, while providing
the organisatipnal isolation necessary for the separate manage-
ment of these|domains. Further, the routeing methods, metrics.
and policies thay be very different in the public domain than in
ain. Routeing functions shall be capable of suc-
cessfully dealing with the limited control and data flow across
these sorts of[boundaries.

6.3 Factgry and campus networks

The use of rfetworks in factories and campus environments
such as univdrsities, corporate headquarters, government min-
istries, and rgsearch establishments is growing-rapidly. These
environments| are characterised by large numbers of systems
(sometimes in the thousands) connected by rich topologies. In
these environnents, the configuration.of the network tends to
change rapidlly and the exercise of centralised control over the
installation gnd operation of( systems minimal. Routeing
schemes for this kind of environment need to be robust against

unanticipated
changes in n
without the n
administrative

configuratiof_changes and be able to adapt to
ptwork ugagey applications, and traffic patterns
bed for the extensive intervention of a centralised

function.

rest of OSI has enabled systems from multiple vendors to

interoperate.

7 Goals for OSI Routeing

The environment identified for OSI routeing in clause 6 results
in some difficult goals for any OSI routeing scheme. These

goals are discussed in the following subclauses.

iple Subnetwork Types

The routeing functions defined within this\frame

bork shall be

designed to operate without regard tolamy speciffc underlying

technology or transmission medium, to the exten

that they do

not rely upon any technology speeific service for| their correct
operation. These functions shall also be designgd to operate
correctly irrespective of the‘geographic distributign of ESs and

ISs which comprise thesglobal routeing domain
not topology dependent).

i.e. they are

7.2 Very lakge number of ESs and ISs

The global OSIE in which End System data are to be trans-
ferred-isCassumed to consist of a very large number of NSAPs

(>1()7) which, in the most general situation, may be logically

interconnected by means of paths consisting of

concatenated

tntermediate systems. The total number of intefmediate sys-
tems is assumed to be one to two orders of magnitude fewer

than the number of NSAPs (or End Systems), but
well. Any routeing scheme adopted for OSI shall
indefinite scaling.

7.2.1 End Systems should be kept sin

very large as
be capable of

ple

A consequence of the preponderance of End-systems over In-

termediate systems is the desire to keep the ESs

simple, even

at the expense of making the ISs more complicated. This

makes sense also because Intermediate systems a

e often dedi-

cated to routeing and relaying. End-systems, on the other hand,

perform routeing as an overhead function necess
them to do their real job of executing applications

7.3 Multiple organisations

The presence of multiple organisations with the
ment will require the following attributes of OSI

hry to enable

)SI environ-
teing.

6 4 M lt sonneloes crslhangen- e I-n
. l—l YOUIIUIUYLT JSUIEFIIC U Yy UL 2D

Networks are inherently a multi-vendor environment. It is ex-
tremely rare for a consumer to acquire an entire subnetwork
(LAN or WAN) from a single vendor, since systems are pur-
chased at different times for different applications. In many
cases however, operators of ptivate (and in some cases public)
networks are forced to acquire all of their 1Ss from a single
source because of the lack of routeing standards. This situation
limits the ability of organisations to build cost-effective net-
works and severely constrains the ways in which their net-
works can be interconnected with those of other organisations.
An effective set of OSI routeing standards will enable the con-
struction of practical multi-vendor subnetworks, much as the

6

7.3.1 Distribution of control

Global routeing shall by necessity be able to operate correctly
under the distributed control of multiple organisations. Fur-

thermore, the control of routeing within a single

organisation

may be distributed for reasons of efficiency. economy. per-

formance, etc.

7.3.2 Trust, firewalls, and security

The exchange of routeing information between ISs has the ef-

fects of
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, work perform|

a) allowing one 1S to impact the routeing decisions made by

another

1S; and

b) providing one IS with information about another IS.

Of specific concern here is

¢) the effe

ct of bad routeing information exchanged be-

tween [Ss in different administrative domains, and

d) the implicit or explicit exchange of private, proprietary,
or sceref oo acToss I Strative doTmais.

The exchang
boundaries sh
while minimi

ISO/IEC/TR 9575 :

7.4 Performance

1990 (E)

Performance is characterised by the efficiency and robustness
of the Network Service as seen by participating systems. It is

important that these systems avoid

- introducing a high degree of overhead (control) traffic:

and

- concentrating traffic on a few paths when other paths are
relatively free, thus causing unnecessary congestion.

of routeing information across administrative
buld maximise the usefulness of that information
ing the potential adverse effects of that informa-

tion. Examplqgs of adverse routeing effects are routeing loops

and “black h

pecially with

les” (both of which can severely degrade net-
uice), incorrect routeing, and illegal routeing (es-
regard to national boundaries). Furthermore, the

routeing information exchanged should provide a minimum of

ancillary info
functionality.

(mation while providing a maximum of routeing
Examples of ancillary information about the in-

ternals of an administrative domatn might include

- topology
- size,

- level of

- reliability,

- quality ¢
- tariff str

Organisations
to control the
trative domail
amount and K
administrativg
some minimu

. When establi

information.

ctivity.

nd/or type of service, and

hcture.

operating administrative domains should béable
“leakage™ of information outside their admiinis.
(). That is. they should be able towéontrol the
ind of information which enters ot leaves their
boundaries while still providing and receiving
n global routeing capability.

hing administrative bouwndaries and exchanging

routeing infoymation across those botndaries, strong authenti-

cation of Net
Network entit
administrativg
longing to an
Without auth
ceptible to a

service to larg

vork entities may berequired. Authentication of
es is necessary.toprevent an IS belonging to one
domain frau-claiming to be a different IS be-
pther (pos§ibly the local) administrative domain.
nticationy administrative domains may be sus-
ariety of external attacks. including the denial of
e Aubers of systems.

OSI routeing is expected to be “fair™ to all parti
work entities in the sense of providing equitable
only constrained by the bandwidths of the conne
Measures shall be taken to avoid service denial
for a “‘reasonable” throughput and gespofise time ¢
Good performance also requires @dynamic adapti

ipating Net-
hccess that is
cted SNPAs.
and to allow
all systems.
¢ capability

in the Network entities to respond-to various typds of failures.
The routeing scheme should be able to adapt appropriately to

changes in topology. including partitions.
7.5 Existing-Network Layer pro

Any schemeadopted for OSI Routeing should no
cessive jmpact on existing Network Layer Protoc

tocols

have an ex-
pls. An ideal

routeing¢cheme would not require any medificdtions to cur-

rent~fietwork layer protocol standards nor necess

tate their re-

implementation to accommodate the routeing funcfions.

7.6 Communication type indepe

Routeing procedures should accommodate both
mode and Connectionless-mode communicatio
Routeing procedures may vary for the two types.
routeing loops are easier to tolerate for a few co
mode PDUs than for an entire Network Layer coy
timisations may be made by taking advantage of t
istics of either form of communication, however.
zations may be at the expense of communicatig
pendence.

7.7 Resilience

The Routeing procedures should he able to respor
or logical connectivity failures by finding routes
failures. A tradeoff must be made hetween speec
recovery from connectivity failures and routeing

1dence

Connection-
h. However,
For instance,
hnectionless-
nection. Op-
he character-
hese optimi-
n type inde-

d to physical
around those
v and robust
hverhead and

complexity, A connectivity failure which results

in o partition

7.3.3 Routeing domains

The routeing functions shall be designed to operate across mul-

tiple routeing

domains (see 8.2.1 for detailed information on

routeing domains). These routeing domains may be private, in

the sense that

a given routeing domain may make use of non-

standard routeing functions and protocols internally while sup-
porting standard routeing functions and protocols externally. A
routeing domain may. however, make use of standard routeing
functions and protocols both internally and externally. The
routeing functions shall be able to accommodate network to-
pologies consisting of both of these routeing domain types.

1« more difficult to recover from than a failure which does not

cause a partition.

7.8 Routeing procedure diagnos

is

Routeing procedures should be diagnosable. This diagnosis
ranges from solving severe problems in the routeing proce-

dures which cause them to fail. to optimising the

routeing pro-

cedures for a paticular environment. Creating routeing proce-
dures which are diagnosable may involve avoiding certain al-
gorithms, adding error and probing PDUs to a protocol, and

maintaining trace and error state in systems.,
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8 Structure of global OSI Routeing
8.1 Categories of routeing

The development of an architectural framework for routeing
within the OSI environment proceeds from two basic princi-
ples:

a) The aspects of routeing that are concerned with commu-
nication between Egs 'md ISs on the same xubnetworl\

b) Estgblishing communication among Intermediate sys-

| and administrative challenges. The technical issues
have to do with establishing global connectivity and per-
forthing global routeing functions; the administrative is-
suey have to do with controlling the way in which groups
of gystems managed by different administrative authori-
ties[are permitted to communicate.

These two principles lead to a decomposition of the global
routeing framework into three categories. See figure 4 which
illustratey these categories of routeing.

The first principle establishes an initial distinction between lo-
cal ES-I$ operation and global IS-IS operation. There are a
number df technical advantages to such a distinction. These in-
clude

- a pfotocol which specifically addresses communication
betyveen ESs and ISs can be designed to place the more
diffjcult and complicated procedures in the ISs) thus
keeping the End systems simple;

- aspecialised ES-IS protocol can be maderelatively inde-
penflent of the routeing procedures used-among ISs. This
allows more than one IS-IS protocelto be used, if neces-
sary, without burdening the End-systems;

- often the topology which ¢onnects End-systems to Inter-
mediate systems is much richer and more highly con-
necled than the topology employed to connect ISs to-
getler (e.g. LANg, \RDNs). The operation of both ESs
and|ISs can be efihanced by exploiting this difference and
deslgning a (separate routeing procedure for the two
clagses of tepology.

The secohd prmc1ple estdbhshcs a funhcr d1stmct10n bu\\ een
IS-IS ope e ;
posite) organisation (“'Intra-Administrative Domain™) and [S‘,
IS operation that spans one or more significant administrative
boundaries (*‘Inter-Administrative Domain™).

8.1.1 Single Subnetwork routeing

Across a single subnetwork, an ES-IS protocol (e.g. ISO 9342)
may operate to establish connectivity and reachability between
End systems and Intermediate systems where this is not an in-
herent service of the subnetwork service provider.

The operation of an ES-IS protocol ensures that each End Sys-
tem knows about at least one IS that is directly reachable on
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each subnetwork to which the ES is attached. and each IS
knows about every End System reachable on each subnetwork
to which the IS is attached.

In figure 4, an ES-IS routeing protocol is illustrated by the
curved lines which associate each ES with at least one IS on
the local subnetwork,

Often, the ES-IS protocol is closely associated with the par-
ticular Network layer protocol used to carry data across that
subnetwork. For example, ISO 9542 is designed to operate in
close conjunctnon with ISO 8473 and explou the con-
nse of the broad-
cast connectivity of LANGs to collect and distrjbute routeing in-
formation, and takes advantage of the indeperfdence of individ-
wal PDUs to offer new routes to End"systens as PDUs are
being forwarded.

Conversely, in connection-orienfed subnetwdrks, an approach

to BS-IS routeing might instead utilise a spefialised entity on

the subnetwork to dissethinate routeing infprmation to En

systems. Such a function is referred to as af Subnetwork Ad-

dress Resolution Entity, or SNARE. The SNARE function ex-

ploits the ability of.some Connection-mode piotocols to deflect
!

calls from oge system on a subnetwork to gnother, and also
may make@s¢ 0f the connection context to allow End systems
to reliably ‘query for and obtain information apout available In-
termediate systems.

8.0.2 Intra-Administrative Domaip routeing

Intra-Administrative Domain routeing is cong¢erned with com-
munication among Intermediate systems thaf are all managed
and controlled by a single (possibly composife) administrative
authority. The Administrative Domain controls the organisa-
tion of the ISs into routeing domains, the assjgnment of NSAP
and subnetwork addresses, the way in whiclj the costs of op-
eration are determined and recovered, and [the policies that
govern the flow of information. Within an Aflministrative Do-
main, the organisation responsible for each Routeing Domain
may establish within that domain any numbeyq of hierarchically
organised subdomains.

In figure 4, two types of routeing within an gdministrative do.
main are shown. The first is routeing withif a Routeing Do-
main, illustrated by the curved dotted lines cpnnecting the ISs
within each routeing domain. The second is fouteing between
Routeing Domains. illustrated by the solid cufved line between
the two routeing domains in the upper left Afiministrative Do-
main. Note that it is by no means required that there be more
than one Routeing Domain within a single Aflministrative Do-
main. They may in fact be congruent. as shopn in figure 4 by
the domain on the lower right.

RL3 Inter-Administrative Domain routeing

Routeing between Administrative Domains is concerned with
managing and controlling the exchange of information be-
tween ISs at a level that requires significant formal co-
operation between different organisations. The issues of con-
cern in this environment are for the most part administrative:
security, access control, national regulations, the legal and po-
litical implications of trans-border data flow, etc. The tech-
niques used to accomplish the actual routeing function may be
the same as those used within an Administrative Domain (in
fact. the same protocol may be used); the context in which they
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