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Foreword

ISO (the International Organization for Standardization) and

IEC (the International

Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and non-g

vernmental—in-liaison—with- 1SQO and 1EC,also take part inthe work. In the field of information

technology,
Internationg

The main f
Standards 4

ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.
| Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

ask of the joint technical committee is to prepare International Standards. Draft Internati
dopted by the joint technical committee are circulated to national bodies for véting. Publicatio)

an Internatipnal Standard requires approval by at least 75 % of the national bodies casting’a vote.

In exceptior

al circumstances, the joint technical committee may propose the publication of a Technical Rg

of one of th¢ following types:

type 1,
despite

type 2,
future b

type 3,
publishg

Technical R
they can be
be reviewed

Attention is

vhen the required support cannot be obtained for the publicdtion of an International Stang
repeated efforts;

when the subject is still under technical development or where for any other reason there is
it not immediate possibility of an agreement on an Interhational Standard;

vhen the joint technical committee has collected data of a different kind from that which is norn
d as an International Standard (“state of the art*, _for example).

eports of types 1 and 2 are subject to review within three years of publication, to decide whe
transformed into International Standards. Technical Reports of type 3 do not necessarily ha
until the data they provide are considered to be no longer valid or useful.

drawn to the possibility that some“of the elements of this document may be the subject of pa

rights. ISO and IEC shall not be held respansible for identifying any or all such patent rights.

ISO/IEC TR
ISO/IEC JT

This docum
Procedures

9126-3:2003, which is a Fechnical Report of type 2, was prepared by Joint Technical Comm
C 1, Information technology, Subcommittee SC 7, Software and system engineering.

ent is being issued in the Technical Report (type 2) series of publications (according to
for the technical work of ISO/IEC JTC 1) as a “prospective standard for provisional applicatio

the field of ¢xternal metrics for quantitatively measuring external software because there is an urgent nee

guidance or

This docum
so that info

how standards in this field should be used to meet an identified need.

onal
h as

port

ard,

the

pally

ther
e to

tent

ittee

the
n” in
i for

document s

hould be sent to the ISO Central Secretariat.

ent is-hot to be regarded as an “International Standard”. It is proposed for provisional applic
mation and experience of its use in practice may be gathered. Comments on the content Qﬁ

tion
this

A review of this Technical Report (type 2) will be carried out not later than three years after its publication with
the options of: extension for another three years; conversion into an International Standard; or withdrawal.

ISO/IEC 9126 consists of the following parts, under the general title Software engineering — Product quality:

— Part 1:
Part 2:
Part 3:

Part 4:

vi

Quality model
External metrics
Internal metrics

Quality in use metrics
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Introduction

This Technical Report provides internal metrics for measuring attributes of six external quality characteristics
defined in ISO/IEC 9126-1. The metrics listed in this Technical Report are not intended to be an exhaustive
set. Developers, evaluators, quality managers and acquirers may select metrics from this Technical Report for
defining requirements, evaluating software products, measuring quality aspects and other purposes. They
may also modify the metrics or use metrics which are not included here. This Technical Report is applicable to

any

kind of software prndllr\f’ althou |gh each of the metrics is not QI\Alnyc applinnhln to every kin

of software

prod

ISO
dec
sub

uct.

IEC 9126-1 defines terms for the software quality characteristics and how these'c¢harac
bmposed into subcharacteristics. ISO/IEC 9126-1, however, does not describeDhow ar
Characteristics could be measured. ISO/IEC TR 9126-2 defines external metriCs, 1SO/IE(

defines internal metrics and ISO/IEC 9126-4 defines quality in use metrics,\fof measuren

cha
med
med

Thig
read
not

Clal
ISO

sure the behaviour of the computer-based system that includes the software, and quality in
sure the effects of using the software in a specific context of use.

Technical Report is intended to be used together with ISO/IEC\9126-1. It is strongly recon
ISO/IEC 14598-1 and ISO/IEC 9126-1, prior to using this Technical Report, particularly if t
amiliar with the use of software metrics for product specification’and evaluation.

ses1 to 7 and Annexes A to D are common 4o ISO/IEC TR 9126-2, ISO/IEC TR 9
IEC 9126-4. Annex E is for ISO/IEC TR 9126-3 use.

feristics are
y of these
L TR 9126-3
nent of the

acteristics or the subcharacteristics. Internal metrics measure the software itself, extefnal metrics

use metrics

hmended to
e reader is

126-3, and

© ISO/IEC 2003 — All rights reserved
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TECHNICAL REPORT ISO/IEC TR 9126-3:2003(E)
Software engineering — Product quality —

Part 3:

Internal metrics

1 [Scope

Thig Technical Report defines internal metrics for quantitatively measuring external, software quality in terms
of clharacteristics and subcharacteristics defined in ISO/IEC 9126-1, and is intended to be used together with
ISOJIEC 9126-1.

Thig Technical Report contains:

l. an explanation of how to apply software quality metrics

Il a basic set of metrics for each subcharacteristic

[l an example of how to apply metrics during the software product life cycle

Thig Technical Report does not assign ranges of valdes of these metrics to rated levels or tp grades of
compliance, because these values are defined for.each software product or a part of the softwarel product, by
its njature, depending on such factors as category of the software, integrity level and users' ngeds. Some
attributes may have a desirable range of valuges; which does not depend on specific user needs but depends
on deneric factors; for example, human cognitive factors.

Thig Technical Report can be applied~to any kind of software for any application. Users of th{s Technical
Repprt can select or modify and apply metrics and measures from this Technical Report or |[may define
application-specific metrics for their-individual application domain. For example, the specific measurement of
quality characteristics such as.safety or security may be found in International Standards or Technijcal Reports
provided by IEC 65 and ISO/IEC JTC 1/SC 27.

Intepded users of this F/echnical Report include:

Acquirer (an individual or organization that acquires or procures a system, software product
service fromra\supplier);

Evaluatar (an individual or organization that performs an evaluation. An evaluator may, for ex
testing—taboratory, the quality department of a software development organization, a
organization or a user);

or software

ample, be a
government

[mY ] L HEw= HWH | ] H I'H that £, A 1 $ CHWH H [P~ H
TVUIUMPTI \Clll marvivgaudar Ul UIUGIIILGLIUII Uidl poriurtite UTVUTIUMITICTIL AUl VvILIC o, IIIUIUUIIIH 1

analysis, design, and testing through acceptance during the software life cycle process);
Maintainer (an individual or organization that performs maintenance activities);

Supplier (an individual or organization that enters into a contract with the acquirer for the
system, software product or software service under the terms of the contract) when validati
quality at qualification test;

quirements

supply of a
ng software

User (an individual or organization that uses the software product to perform a specific function) when

evaluating quality of software product at acceptance test;

Quality manager (an individual or organization that performs a systematic examination of t
product or software services) when evaluating software quality as part of quality assurance
control.

© ISO/IEC 2003 — All rights reserved
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2 Confo

rmance

There are no conformance requirements in this Technical Report.

NOTE

General conformance requirements for metrics are in ISO/IEC 9126-1 Quality model.

3 Normative references

ISO/IEC 9126-1:2001, Software engineering — Product quality — Part 1: Quality model

ISO/IEC TR
ISO/IEC 91
ISO/IEC 14
ISO/IEC 14
ISO/IEC 14
ISO/IEC 14

ISO/IEC 14
evaluators

ISO/IEC 14
modules

ISO/IEC 12

ISO/IEC 14
Part 1: Defil

ISO 2382-2

ISO 9241-1
Dialogue pr

4 Termg and definitions

For the purg
ISO/IEC 91

5 Abbre

9126-2"1), Software engineering — Product quality — Part 2: External metrics
26-41), Software engineering — Product quality — Part 4: Quality in use metrics
b98-1:1999, Information technology — Software product evaluation — Part 1: Generaloverviey

h98-2:2000, Software engineering — Product evaluation — Part 2: Planning and.management

P07:1995, Information technology — Software lifexcyele processes

43-1:1998, Information technology — Softwaremeasurement — Functional size measureme
nition of concepts

D:1990, Information technology — Voocabulary — Part 20: System development

D:1996, Ergonomic requirementscfor office work with visual display terminals (VDTs) — Par
nciples

oses of this dogument, the terms and definitions given in ISO/IEC 14598-1:1999 and
P6-1:2001 apply.- They are also listed in Annex D.

viated terms

The followi

g-abbreviations-are used-inthis Technical Report:

SQA — Software Quality Assurance (Group)

SLCP — Software Life Cycle Processes

1)

To be published.

b98-3:2000, Software engineering — Product evaluation — Part 3: Process.for developers
p98-4:1999, Software engineering — Product evaluation — Part 4: Procéss for acquirers
b98-5:1998, Information technology — Software product evaluation — Part 5: Procesq for
h98-6:2001, Software engineering — Product evaluation ‘= Part 6: Documentation of evaluation

© ISO/IEC 2003 — All rights reserved
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6 Use of software quality metrics

-3:2003(E)

These Technical Reports (ISO/IEC TR 9126-2 External metrics, ISO/IEC TR 9126-3 Internal metrics and
ISO/IEC 9126-4 Quality in use metrics) provide a suggested set of software quality metrics (external, internal
and quality in use metrics) to be used with the ISO/IEC 9126-1 Quality model. The user of these Technical
Reports may modify the metrics defined, and/or may also use metrics not listed. When using a modified or a
new metric not identified in these Technical Reports, the user should specify how the metrics relate to the
ISO/IEC 9126-1 quality model or any other substitute quality model that is being used.

The user of these Technical Reports should select the quality characteristics and subcharacteristics to be

eva

ated, from ISO/IEC 9126-1; identify the appropriate direct and indirect measures, identify the

elevant

met
Rep
ISO
soft
part

The
(sud
proy
the

earl

The
of th
cycl
soft

The
goa
achi

ics and then interpret the measurement result in an objective manner. The user of these Tech
prts also may select product quality evaluation processes during the software life cycle froemjth
IEC 14598 series of standards. These give methods for measurement, assessment and evalu
vare product quality. They are intended for use by developers, acquirers and indepehdent eva
cularly those responsible for software product evaluation (see Figure 1).

effect of software
product
use

quality in use
metrics

software product

influences influences

external quality

quality

!

external metrics

internal
quality

=

contexts

depends-én use

depends on

internal metrics

Figure 1 — Relationship between types of metrics
internal metrics may be applied to a-non-executable software product during its development s

ide the users with the ability tolmeasure the quality of the intermediate deliverables and thereh
huality of the final product.-This allows the user to identify quality issues and initiate corrective
as possible in the development life cycle.

external metrics may-be used to measure the quality of the software product by measuring thg
e system of which;it’is a part. The external metrics can only be used during the testing stages
b process and'during any operational stages. The measurement is performed when executing
vare product.in the system environment in which it is intended to operate.

quality-in use metrics measure whether a product meets the needs of specified users to achie
s with_effectiveness, productivity, safety and satisfaction in a specified context of use. This can
eved in a realistic system environment.

hical

a)
=

htion of
uators,

Ji

tages

h as request for proposal, requir€ments definition, design specification or source code). Internal metrics

y predict
hction as

behaviour
pf the life
the

e specified
be only

User quality needs can be specified as quality requirements by quality in use metrics, by external metrics, and
sometimes by internal metrics. These requirements specified by metrics should be used as criteria when a
product is evaluated.

It is recommended to use internal metrics having a relationship as strong as possible with the target external
metrics so that they can be used to predict the values of external metrics. However, it is often difficult to
design a rigorous theoretical model that provides a strong relationship between internal metrics and external
metrics. Therefore, a hypothetical model that may contain ambiguity may be designed and the extent of the
relationship may be modelled statistically during the use of metrics.

Recommendations and requirements related to validity and reliability are given in ISO/IEC 9126-1, Clause A.4.
Additional detailed considerations when using metrics are given in Annex A of this Technical Report.

© ISO/IEC 2003 — All rights reserved
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7 How to read and use the metrics tables

The metrics listed in Clause 8 are categorized by the characteristics and subcharacteristics in ISO/IEC 9126-1.
The following information is given for each metric in the table:

a) Metric name: Corresponding metrics in the internal metrics table and external metrics table have similar
names.

b) Purpose of the metric: This is expressed as the question to be answered by the application of the metric.

c) Method of application: Provides an outline of the application.

d) Measuement, formula and data element computations: Provides the measurement formula|and
explaing the meanings of the used data elements.

NOTE In $ome situations more than one formula is proposed for a metric.
e) Interpré¢tation of measured value: Provides the range and preferred values.

f) Metric scale type: Type of scale used by the metric. Scale types used are; Nominal scale, Ordinal s¢ale,
Intervallscale, Ratio scale and Absolute scale.

NOTE A nfore detailed explanation is given in Annex C.

g) Measur:Le type: Types used are; Size type (e.g. Function size, Soutce'size), Time type (e.g. Elapsed time,
User time), Count type (e.g. Number of changes, Number of failures).

NOTE A nfore detailed explanation is given in Annex C.
h) Input tg measurement: Source of data used in the measurement.

i) ISO/IEG 12207 SLCP Reference: Identifies software life cycle process(es) where the metric is applicgdble.

j) Target pudience: Identifies the user(s) of thelmeasurement results.

8 Metrigs tables

ISO/IEC 9126-1.
Metrics, which may be applicable, are not limited to these listed here. Additional specific metrics for particylar
purposes are provided.in other related documents, such as functional size measurement or precise time

efficiency measurement.

NOTE 1 It i reeommended to refer a specific metric or measurement form from specific standards, technical repots or
guidelines, unctional size measurement is defined in ISOQ/AFC 14143 An pxamplp of prpr‘icp time effic ncy

measurement can be referred from ISO/IEC 14756.

Metrics should be validated before application in a specific environment (see Annex A).

NOTE 2 This list of metrics is not finalized, and may be revised in future versions of this Technical Report. Readers of
this Technical Report are invited to provide feedback.

8.1 Functionality metrics

Internal functionality metrics are used for predicting if the software product in question will satisfy prescribed
functional requirements and implied user needs.

4 © ISO/IEC 2003 — All rights reserved
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8.1.1 Suitability metrics

Internal suitability metrics indicate a set of attributes for assessing explicitly functions to prescribed
for determining their adequacy for performing the tasks.

8.1.2 Accuracy metrics

-3:2003(E)

tasks, and

Internal accuracy metrics indicate a set of attributes for assessing the capability of the software product to

achieve correct or agreeable results.

8.1.3 Interoperability metrics

Internal Interoperability metrics indicate a set of attributes for assessing the capability of the softwg
product’s interaction with designated systems.

8.1.4 Security metrics

Intefnal security metrics indicate a set of attributes for assessing the capability of the.software proq
illegpl access to the system and/or data.

8.1.5 Functionality compliance metrics
Internal compliance metrics indicate a set of attributes for assessing the Capability of the software

comply to such items as standards, conventions or regulations of the-dser organization in relation {
fungtionality.
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8.2 Reliability metrics

Internal reliability metrics are used for predicting if the software product in question will satisfy prescribed
reliability needs, during the development of the software product.

8.21 Maturity metrics
Internal maturity metrics indicate a set of attributes for assessing the maturity of the software.

8.2.2 Fault tolerance metrics

Internal faulfTolerance metrics Indicate a Set of attribuies for assessing the software producis capability in
maintaining|a desired performance level in case of operational faults or infringement of its specified interfa

(2]
®

8.2.3 Regoverability metrics

Internal recverability metrics indicate a set of attributes for assessing the software product’s Capability to fe-
establish arl adequate level of performance and recover the data directly affected in case-gf'a failure.

8.2.4 Reljability compliance metrics

Internal conppliance metrics relating to reliability indicate a set of attributes for assessing the capability of the
software pr@duct to comply to such items as standards, conventions or regulations of the user organization in
relation to r¢liability.
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8.3 Usability Metrics

Internal usability metrics are used for predicting the extent to which the software in question can be
understood, learned, operated, attractive and compliant with usability regulations and guidelines.

NOTE It should be possible for the measures taken to be used to establish acceptance criteria or to make comparisons
between products. This means that the measures should be counting items of known value. Results should report the
mean value and the standard error of the mean

8.3.1 Understandability metrics

la Lol o lal 4 1 4 £4. <l 4 | - - halal £ o oie taol ala-al Lad 1
USG © SIUUIU VT dUIT U STITUL d SUTIWAlT Pprouutt WITIUTT TS SUTauIT TUT UTTTT TIMTTIUTU UST. TTICITTIdl

undgrstandability metrics assess whether new users can understand:
e whether the software is suitable

e how it can be used for particular tasks.

8.3.2 Learnability metrics

Internal learnability metrics assess how long users take to learn how to use particular functions, arld the
effegtiveness of help systems and documentation.

Leafnability is strongly related to understandability, and understandability measurements can be indicators of
the learnability potential of the software.

8.3.8  Operability metrics

Internal operability metrics assess whether users can-operate and control the software. Operability metrics
can [be categorized by the dialogue principles in 1ISO,9241-10:

e suitability of the software for the task

e self-descriptiveness of the software

e controllability of the software

e conformity of the seftware with user expectations
e error tolerance\of the software

o suitability of the software for individualization

The|choice of fuhctions to test will be influenced by the expected frequency of use of functions, thq criticality of
the functions, and any anticipated usability problems.

8.3.4 / Attractiveness metrics

Internal attractiveness metrics assess the appearance of the software, and will be influenced by factors such
as screen design and colour. This is particularly important for consumer products.

8.3.5 Usability compliance metrics

Internal compliance metrics assess adherence to standards, conventions, style guides or regulations relating
to usability.
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8.4 Efficiency metrics

Internal efficiency metrics are used for predicting the efficiency of behaviour of the software product during
testing or operating. To measure efficiency, the stated conditions should be defined, i.e., the hardware
configuration and the software configuration of a reference environment (which has to be defined in the
software specifications) should be defined. When citing measured time behaviour values the reference
environment should be referred.

8.4.1 Time behaviour metrics

Internal time behaviour metrics indicate a set of attributes for predicting the time behaviour of the computer
system including the software product during testing or operating.

8.42 Re

Internal resurce utilization metrics indicate a set of attributes for predicting the utilization of hardware
resources by the computer system including the software product during testing or operating.

8.4.3 Efficiency compliance metrics
Internal conppliance metrics relating to efficiency indicate a set of attributes for assessing the capability of {he

software prgduct to comply to such items as standards, conventions or regulations of the user organization in
relation to efficiency.
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8.5 Maintainability metrics

Internal maintainability metrics are used for predicting the level of effort required for modifying the software

product.

8.5.1

Analysability metrics

Internal analysability metrics indicate a set of attributes for predicting the maintainer’s or user’s spent effort or
spent resources in trying to diagnose for deficiencies or causes of failure, or for identification of parts to be
modified in the software product.

=y

y of

8.5.2 Chdngeability metrics

Internal chapgeability metrics indicate a set of attributes for predicting the maintainer’s or user’s spent effo
when trying|to implement a specified modification in the software product.

8.5.3 Stat[)ility metrics

Internal stabpility metrics indicate a set of attributes for predicting how stable the software product would be]
after any modification.

8.5.4 TeIability metrics

Internal testability metrics indicate a set of attributes for predicting the amount'of designed and implementgd
autonomous test aid functions present in the software product.

8.5.5 Ma;lntainability compliance metrics

Internal compliance metrics relating to maintainability indicate.a’set of attributes for assessing the capabilit

the softwarg product to comply to such items as standards; conventions or regulations of the user organization
in relation tg software maintainability.
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8.6 Portability metrics

Internal portability metrics are used for predicting the effect the software product may have on the behaviour of

the implementor or system during the porting activity.

8.6.1 Adaptability metrics

Internal adaptability metrics indicate a set of attributes for predicting the impact the software product may have

on the effort of the user who is trying to adapt the software product to different specified environments.

8.6.2 Installability metrics

Internal instpllability metrics indicate a set of attributes for predicting the impact the software product may ILave

on the effor{ of the user who is trying to install the software in a user specified environment.
8.6.3 Co-existence metrics

Internal co-¢xistence metrics indicate a set of attributes for predicting the impact the software product mayj
have on other software products sharing the same operational hardware resources.

8.6.4 Replaceability metrics

Internal replaceability metrics indicate a set of attributes for predicting the impact the software product may
have on thel effort of the user who is trying to use the software in place of other specified software in a
specified enjvironment and context of use.

8.6.5 Portability compliance metrics

Internal compliance metrics relating to portability indicate a set of attributes for assessing the capability of

software pr@duct to comply to such items as standards, conventions or regulations of the user organizatior
relation to pprtability.

he
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A.1 [ Potential differences between test and operational contexts of use
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intered context of use of the software, and any potential differences between the test and operati
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Annex A
(informative)

Considerations When Using Metrics

Interpretation of measures

exts of use. For example, the “time required to learn operation” measure is often different betw
W,
Differences between testing environment and the operational environment

there any significant differences between the testing environment and.the operational executio
ronment?

following are examples:

festing with higher / comparable / lower performance of CPU of operational computer;

festing with higher / comparable / lower performance of operational operating system;
testing with higher / comparable / lower-performance of operational user interface.
Differences between testing execution and actual operational execution

there any significant differences between the testing execution and operational execution in us
ronment?

following are examples:

coverage of functionality in test environment;
fest case_sampling ratio;

putomated testing of real time transactions;

Stress loads;

testing with higher / comparable / lower performance’ of operational network and communicatign;

n planning the use of metrics or interpreting measures it is important to have a clear understanding of the

pnal
een skilled

ators and unskilled operators in similar software systems. Examples of potential' differences ane given

N in user

er

24 hour 7 days a week (non stop) operation;
appropriateness of data for testing of exceptions and errors;
periodical processing;

resource utilisation;

levels of interruption;

production pressures;

distractions.
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c) User profile under observation
Are there any significant differences between test user profiles and operational user profiles?

The following are examples:

mix of type of users;

user skill levels;

specialist users or average users;

limited \Ilser group or public users.

A.1.2 Issueps affecting validity of results

The followirlg issues may affect the validity of the data that is collected.

(a) procedures for collecting evaluation results:

e automayically with tools or facilities / manually collected / questionnaires or.interviews;
(b) source|of evaluation results

o developers' self reports / reviewers’ report / evaluator’s report;

(c) results|data validation

e developers' self check / inspection by independent evaltiators.

A.1.3 Balarjce of measurement resources

Is the balanfe of measures used at each stage appropriate for the evaluation purpose?

It is important to balance the effort used to;apply an appropriate range of metrics for internal, external and
quality in use measures.

A.1.4 Correctness of specification

Are there significant differences between the software specification and the real operational needs?

Measurements taken. during software product evaluation at different stages are compared against product
specificatio:fs. Therefore, it is very important to ensure by verification and validation that the product

specificatiopsdsed for evaluation reflect the actual and real needs in operation.

A.2 Validation of Metrics

A.2.1 Desirable Properties for Metrics

To obtain valid results from a quality evaluation, the metrics should have the properties stated below. If a
metric does not have these properties, the metric description should explain the associated constraint on its

validity and, as far as possible, how that situation can be handled.

a) Reliability (of metric): Reliability is associated with random error. A metric is free of random error if
random variations do not affect the results of the metric.
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b) Repeatability (of metric): repeated use of the metric for the same product using the same evaluation
specification (including the same environment), type of users, and environment by the same evaluators,
should produce the same results within appropriate tolerances. The appropriate tolerances should include
such things as fatigue, and learning effect.

c) Reproducibility (of metric): use of the metric for the same product using the same evaluation
specification (including the same environment), type of users, and environment by different evaluators,
should produce the same results within appropriate tolerances.

NOTE 1 It is recommended to use statistical analysis to measure the variability of the results.

d)

: pcific
attributes) which constrain its usage.

e) [Indicativeness (of metric): Capability of the metric to identify parts or items of the software which should
be improved, given the measured results compared to the expected ones.

NOTE 2 The selected or proposed metric should provide documented evidence of the availability of the metric for
use, unlike those requiring project inspection only.

f) [Correctness (of measure): The metric should have the following properties:

1) Objectivity (of measure): the metric results and its data input.should be factual: i.e., not{influenced
by the feelings or the opinions of the evaluator, test users, etc. (except for satisfaction ¢r
attractiveness metrics where user feelings and opinions-are being measured).

2) Impartiality (of measure): the measurement shodld not be biased towards any particular result.

3) Sufficient precision (of measure): Precision is determined by the design of the metric, gnd
particularly by the choice of the material definition used as the basis for the metric. Thel metric user
will describe the precision and the sensitivity of the metric.

g) Meaningfulness (of measure): the measurement should produce meaningful results about the software
behaviour or quality characteristics.

The metric should also be cost efféctive: that is, more costly metrics should provide higher valje results.

A.2.2 Demonstrating the Validity of Metrics
The|users of metrics should identify the methods for demonstrating the validity of metrics, as showh below:
(a) Correlation

The|variation inthe quality characteristics values (the measures of principal metrics in operational lise)
explained by.the variation in the metric values, is given by the square of the linear coefficient.

An gvaluator can predict quality characteristics without measuring them directly by using correlated metrics.

(b) Tracking

If a metric M is directly related to a quality characteristics value Q (the measures of principal metrics in
operational use), for a given product or process, then a change value Q(T1) to Q(T2), would be accompanied
by a change metric value from M(T1) to M(T2), in the same direction (for example, if Q increases, M
increases).

An evaluator can detect movement of quality characteristics along a time period without measuring directly by
using those metrics which have tracking ability.

© ISO/IEC 2003 — All rights reserved 43


https://iecnorm.com/api/?name=707cf0f38cbfb334fc930d80e165e01d

ISO/IEC TR 9126-3:2003(E)

(c) Consistency

If quality characteristics values (the measures of principal metrics in operational use) Q1, Q2,..., Qn,

correspondi
correspondi

ng to products or processes 1, 2,..., n, have the relationship Q1 > Q2 > ...> Qn, then the
ng metric values would have the relationship M1 > M2 > ...> Mn.

An evaluator can notice exceptional and error prone components of software by using those metrics which

have consistency ability.

(d) Predictability

If a metric ifUsed at time 0 predict a quality characteristic value € measures of principal metrics i
operational use) at T2, prediction error, which is {(predicted Q(T2) - actual Q(T2) ) / actual Q(T2)}, would-be
within allowgd prediction error range.

An evaluatar can predict the movement of quality characteristics in the future by using these metrics, which
measure predictability.

(e) Discrinminative

A metric wopld be able to discriminate between high and low quality software.

An evaluatar can categorize software components and rate quality characteristics values by using those
metrics whi¢h have discriminative ability.

A.3 Use|of metrics for estimation (judgement) and prediction (forecast)

Estimation and prediction of the quality characteristics of the saftware product at the earlier stages are twg of

the most re

A.3.1 Quality characteristics prediction by current data

(a) Predict

When predi
(data) of it (

period of tinpe.

For example, the value of MTBF (Mean Time Between Failures) that is obtained during the testing stage

(activities) 0
(b) Predicti

When predi
values of a
correlation.

varding uses of metrics.

on by regression analysis

cting the future value (measure).of the same characteristic (attribute) by using the current valug
he attribute), a regression analysis is useful based on a set of data that is observed in a suffici

an be used to estimate'the MTBF in operation stage.
lon by correlation analysis

cting the futUre value (measure) of a characteristic (attribute) by using the current measured
Hifferentattribute, a correlation analysis is useful using a validated function which shows the

For exampl

+h [l HS £ Al o H P2 H + h At diot £ et H
y TS bUIII'JICI\II.y UT TITUUUIC o Uutti IH UUUIIIB OLGUU IIIGy MT UOSTU U PJTTUTLL UTTTIC UT TITUTT TOYUTITT

program modification and test during maintenance process.

A.3.2 Current quality characteristics estimation on current facts

(a) Estimat

ion by correlation analysis

When estimating the current values of an attribute which are directly unmeasurable, or if there is any other
measure that has strong correlation with the target measure, a correlation analysis is useful.

For example, because the number of remaining faults in a software product is not measurable, it may be

estimated b

44

y using the number and trend of detected faults.
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Those metrics which are used for predicting the attributes that are not directly measurable should be
estimated as explained below:

e Using models for predicting the attribute;
e Using formula for predicting the attribute;
e Using basis of experience for predicting the attribute;

e Using justification for predicting the attribute.

Thoge metrics which are used for predicting the attributes that are not directly measurable may be|validated
as explained below:

e |Identify measures of attributes which are to be predicted;
e |Identify the metrics which will be used for prediction;

e |Perform a statistical analysis based validation;

e | Document the results;

o |Repeat the above periodically.

A.4 Detecting deviations and anomalies in guality problem prone components

The|following quality control tools may be used to analyse deviations and anomalies in software prpduct
components:

[0]

(a) process charts (functional modules of software)

(b) Pareto analysis and diagrams

(c) histograms and scatter diagrams

(d) run diagrams, correlation(diagrams and stratification

(e) |shikawa (Fishbone)diagrams

(f) ptatistical process/control (functional modules of software)
(g9) kheck shegts

The|aboye tools can be used to identify quality issues from data obtained by applying the metrics.

A.5 Displaying measurement results
(a) Displaying quality characteristics evaluation results

The following graphical presentations are useful to display quality evaluation results for each of the quality
characteristic and subcharacteristic.

Radar chart; Bar chart numbered histogram, multi-variates chart, Importance Performance Matrix, etc.
(b) Displaying measures

There are useful graphical presentations such as Pareto chart, trend charts, histograms, correlation charts, etc.
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Use of

B.1

This framew
metrics may
meets user’
forms of cus
processes f
evaluation g
evaluation g
wishes as Iq

B.2 Ovel

Table B.1d
(activity 1 tg
deliverables

Row 1 desc

individual ng¢eds). Row 2 describes whether an actual measure ora prediction is possible for the category

measures (i

may be measured for Quality and Row 4 describes the metrics-that may be applied on each deliverable at

each proceg

Annex B
(informative)

Quality in Use, External & Internal Metrics (Framework Example)

Introduction

dled

be used during the software development and implementation to achieve a quality productdthat
5 specified requirements. The concepts shown in this example may be implemented in vatious
tomization to suit the individual, organization or project. The example uses the key life Cycle
fom ISO/IEC 12207 as a reference to the traditional software development life cycle and qualit
rocess steps from ISO/IEC 14598-3 as a reference to the traditional Software Product Quality
rocess. The concepts can be mapped onto other models of software life cyclesiif the user so
ng as the underlying concepts are understood.

'view of Development and Quality Process

bpicts an example model that links the Software Development life €ycle process activities
activity 8) to their key deliverables and the relevant reference.models for measuring quality o
(i.e., Quality in Use, External Quality, or Internal Quality).

ribes the software development life cycle process activities-(This may be customized to suit
of
e., Quality in Use, External Quality, or Internal Quality). Row 3 describes the key deliverable that

s activity.

Table B.1 Quality"Measurement Model

Activity 1 Activity 2 Activity*3 Activity 4 Activity 5 Activity 6 Activity 7 Activity B
Phase Requirement analysis | Architectural | Software Software Software System Software Software
(Software and design detailed codingand | integration integration installation acceptafce
systems) (Software design testing and software | and system support
and qualification | qualification
systems) testing testing
9126 series | Required user quality, | Predicted Predicted Predicted Predicted Predicted Predicted Measurgd
model Required internal quality in quality in quality in quality in quality in use, | quality in quality ir]
reference quality, use, use, use, use, Measured use, use,
Required external Predicted Predicted Measured Measured external Measured Measurgd
quality external external external external quality, external external
quality, quality, quality, quality, Measured quality, quality,
Measured Measured Predicted Predicted internal quality | Measured Measurgd
internal internal external external internal internal
quality quality quality, quality, quality quality
Measured Measured
internal internal
qtatity qtatity
Key User quality Architecture | Software Software Software Integrated Installed Delivered
deliverables | requirements design of detailed code, product, system, system software
of activity (specified), Software / design Testresults | Testresults | Test results product
External quality system
requirements
(specified),
Internal quality
requirements
(specified)
Metrics Internal metrics Internal Internal Internal Internal Internal Internal Quality in
used to (External metrics may | metrics metrics metrics metrics metrics metrics use metrics
measure be applied to validate External External External External Internal
specifications) metrics metrics metrics metrics metrics
External
metrics
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B.3.1

General
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Evaluation of the Quality during the development cycle is divided into the following steps. Step 1 has to be
completed during the Requirement Analysis activity. Steps 2 to 5 have to be repeated during each process
activity defined above.

B.3.2 Step #1 Quality requirements identification

For each of the Quality characteristics and subcharacteristics defined in the Quality model determine the User

Nee[ds weights using the two examples in Table B.Z Tor each category of the measurement. (Quall
Extgrnal and Internal Quality). Assigning relative weights will allow the evaluators to focus theireff

mosgt important subcharacteristics.

(a)

(b)

Table B.2 User Needs Characteristics & Weights

Quality in Use

CHARACTERISTIC

WEIGHT
(High/Medium/Low)

Effectiveness

H

Productivity

Safety

Satisfaction

H
L
M

External & Internal Quality

CHARACTERISTIC

SUBCHARACTERISTIC

WEIGHT
(High/Medium/Low)

Functionality

Suitdbility

Accuracy

Interoperability

Security

Compliance

Reliability

Maturity
(hardware/software/data)

Fault tolerance

Recoverability
(data, process, technology)

Compliance

Usability

Understandability

Learnability

Operability

Attractiveness

Compliance

Efficiency

Time behaviour

Resource utilization

ly in Use,
rts on the

NOTE

Compliance

Maintainability

Analyzability

Changeability

Stability

Testability

Compliance

Portability

Adaptability

Installability

Co-existence

Replaceability

Compliance

i ) e ) e e sl e e | e i e )l ) e i s ) ol N s - o e o

(e.g.: 1-3 = low, 4-6 = medium, 7-9 = high).
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Weights can be expressed in the High/Medium/Low manner or using the ordinal type scale in the range 1-9
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B.3.3 Step #2 Specification of the evaluation

This step is applied during every development process activity.

For each of the Quality subcharacteristics defined in the Quality model identify the metrics to be applied and
the required levels to achieve the User Needs set in Step 1 and record as shown in the example in Table B.3.

Basic input and directions for the content formulation can be obtained from the example in Table B.1 that

explains what can be measured at this stage of the development cycle.

NOTE It is possible, that some of the rows of the tables would be empty during the specific activities of the
development cycle, because it would not be possible to measure all of the subcharacteristics early in the

] 18 TULUC OO,
developmentp

(a)

Table B.3 Quality measurement tables

Quality in Use Measurement Category

CHARACTERISTIC

METRICS

REQUIRED ASSESSMEN
LEVEL ACTUAL RESU

T
—

Effectiveness

Productivity

Safety

Satisfaction

(b)

External Quality Measurement Category

CHARACTERISTIC

SUBCHARACTERISTIC

METRICS

REQUIRED ASSESSMEN
LEVEL ACTUAL RESU

=~
—

Functionality

Suitability

Accuracy

Interoperability

Security

Compliance

Reliability

Maturity
(hardware/software/data)

Faulttolerance

Recoverability (data,
process, technology)

Compliance

Usability

Understandability

Leamnability

Operabitity

Attractiveness

Compliance

Efficiency

Time behaviour

Resource utilisation

Compliance

Maintainability

Analyzability

Changeability

Stability

Testability

Compliance
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Portability Adaptability
Instability

Co-existence

Replaceability

Compliance

(c)

|
IrJternaI Quality Measurement Category

4
REQUIRED * ASSHSSMENT

CHARACTERISTIC SUBCHARACTERISTIC METRICS LEVEL ACTUAL RESULT

Fynctionality Suitability

Accuracy

Interoperability

Security

Compliance

Rgliability Maturity

(hardware/software/data)
Fault tolerance

Recoverability (data,
process, technology)

Compliance

Usability Understandability

Leamnability
Operability
Attractiveness

Compliance

Efficiency Timebehaviour

Resource utilisation

Compliance

Maintainability Analyzablllty

Changeability
Stability
Testability
Compliance
Pgrtability Adaptability
Instability

Co-existence

Replaceability

Compliance
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