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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

Remediation of vulnerabilities in modern technology systems can vary and depend on the nature of the
vulnerable component. Certain vulnerability handling efforts can require multiple ecosystem players
taking action at multiple and interdependent layers within a given information and communication
technology (ICT) system. Mitigation can necessitate the engagement of the broad ecosystem of
stakeholders to develop, test and deploy mitigations in a manner geared to incentivize adoption by end
users.

For example, a Vulnerablllty in a w1dely used software 11brary (protocol) can entall actlon by different
ecosystem pla : 0 i Qe
and testing for a Vulnerablllty in a hardware component can depend on an operatlng system fup n1ng
on the hardware, and require different actions from different operating system providers/Dpe to
these considerations, multiple vendors need to participate in remediation efforts involving cdrtain
vulnerabilities.

and
ssion
ply in

Yet vulnerability disclosure and handling processes as described in ISOAEC 29147
ISO/IEC 301[11 primarily focus on processes involving one reporter and one vendor. Further discu
and considefations are necessary to explain how ISO/IEC 29147 and ISO/IEG30111 practices apj
the context ¢f multi-party coordinated vulnerability handling and disclosure (MPCVD).

ISO/IEC 29
situation of
validate vul
ISO/IEC 301
order to res
of such situg

a)

A vulne
issue in
b) Vulnera
in publi

Vulnera

‘)
d)

e)

The MPCVD
the process
The mitigat
collaboratio
vulnerabilit
and non-ow

Vulnera

Vulnera

147 and ISO/IEC 30111:2019, Clause 8 briefly and generally address the cor
MPCVD, where a broader collaboration within the ecosystem is needed to identify
herabilities, develop and test mitigations and finally @ake them available for end v
11 refers to these situations as “cases where vendors{can share vulnerability informat
blve the issue that involves components from maltiple vendors” and provide five exar
tions or reasons:

Fability which was reported that affects @;specific piece of software, but is caused |
an underlying operating system or hardware.

bilities in various product implementations of a flawed standard functional specificati
bhed algorithms.

bilities that are naturally induced by so far widely accepted development methodolog)
bilities in commonly used'libraries.
bilities in software.components that lack a current maintainer.

effort for a vulnérability in a technology owned and manufactured by the vendor le
- the coordinating vendor, or mitigating vendor manages and leads the coordination e

hplex
r and
Sers.
onin
hples

Dy an

on or

o~

hding
ffort.

h is needed and there is no one distinct vendor of the technology (e.g. protocol
es),(examples b) to e) above). These examples include both vendor-coordinated M]

ng vendor (example a) above) can entail different processes from one in which a br¢ader

level
PCVD

nerMPCVD. Recognizing MPCVD can raise unique considerations for vulnerability handling

given the technical and coordination complexities. Several documents have been published to share
norms and best practices in this evolving area. These best practices continue to be developed, iterated
and improved as new challenges arise. This document builds upon these sources and refers to them.

The audience for this document includes, among others, the participants of the MPCVD process such
as vendors (defined in ISO/IEC 29147:2018, 3.4), maintainers, producers, developers, manufacturers,
suppliers?), installers, or providers of a product or service, coordinators (including public coordinators),
reporters (e.g. security researchers), and users of information technology products and services.

1) By way of example, when the open source maintainer is leading the coordination effort in the non-owner
MPCVD case or as “dependent vendor”, a “vendor” can also include open-source software maintainers who develop
and distribute code.
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Cybersecurity — Multi-party coordinated vulnerability
disclosure and handling

1

Scope

This document clarifies and increases the application and implementation of ISO/IEC 30111 and

1SO/
evoly

Clari
bene

4

4.1
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ing commonly adopted practices in this area, by articulating:

'he MPCVD life cycle and application of coordinated vulnerability disclosure (
preparation, receipt, verification, remediation?) development, release, postrelease
ettings.

[0 T N |

takeholders involved in MPCVD include users, vendors (coordinating, mitigating, an
endors), reporters, and non-vendor coordinators (entities defined in ISO/IEC
SO/IEC 30111).

'he exchange of information between stakeholders during thevulnerability handling ar

process in a MPCVD settings.

fying the application of ISO/IEC 30111 and ISO/IEC 29147 in MPCVD settings ill
Fits of vulnerability disclosure processes.

Normative references

ollowing documents are referred to in*the text in such a way that some or all of t
itutes requirements of this documeit. For dated references, only the edition cited
aked references, the latest edition of the referenced document (including any amendme

1cluding the

LVD) stages
in MPCVD

d dependent
29147 and

d disclosure

1strates the

heir content
applies. For
nts) applies.

e

processes

D/1EC 29147

lresses:

IEC Electropedia: available at https://www.electropedia.org/

Concepts

General

MPCVD processes are generally based on two concepts: (1) when security vulnerabilities arise, vendors
work quickly, collaboratively and effectively to mitigate the vulnerabilities, and (2) all involved parties
(which includes the various entities working on the mitigations and the reporters who discovered

2)

Remediation is a defined term used in ISO/IEC 30111 and ISO/IEC 29147. This document uses the term
"remediation” and verb “remediate” in the context of this definition.
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or reported
information

the vulnerabilities, if applicable) simultaneously take steps to decrease the risk that
about the vulnerabilities becomes publicly available before mitigations are available, in

order to protect end users.

The implication for MPCVD is that processes can take a longer period than in other environments (such
as traditional CVD processes involving one entity in the handling processes) to fully develop, validate

and deploy

mitigations while information concerning the vulnerability is simultaneously kept in

confidence (often termed, “embargo”) to protect end users from potential exploitation. The embargo
period is during the vulnerability handling process but prior to public disclosure, during which

information

for the remediati

the notion f{
mitigations

The MPCVD
the process

there is no one distinct vendor of the technology (e.g. protocol-level vulnerabilities).

MPCVD pro

concerning the vulnerability is kept in confidence and only shared with entities necessary
on development process. Similar to other CVD processes, MPCVD processes rely on

0 fOIT COTICET T 0 eTabitity 1 & i isciosedomntyjafter
lable to end users.

S, VU dD V D C y PUD vV U

hre avai

effort for a vulnerability in a technology owned and manufactured by the vendor leading
can entail different processes from one in which a broader collaboratiomis’ needed and

fesses, generally include a higher level of complexity and involvemerit by a wide rarlge of

stakeholders$ in the various stages of CVD, as shown in Figure 1. For example, generally the MPCVD
process cages where there is a security vulnerability affecting hardware often need brpader
collaboratiop within the ecosystem. Mitigation of vulnerabilities in hardware can require actipg at
multiple and interdependent layers within a given computing system.CFiis, in turn, can necessitate the
engagement|of a larger number of third-party participants to devélop, test and deploy mitigatigns in
a manner mpst likely to incentivize adoption by end users. Mitigation of a hardware vulnerability can
require updptes to processor microcode and/or firmware, as"well as interdependent updates tp the
operating system software or other system software. These updates are then delivered to end-pisers
through multiple channels, including operating system (QS) and virtualization vendors, cloud service
providers ((SP) or original equipment system manufacturers (OEM). Hardware manufacturers pften
do not have p means to unilaterally deliver mitigations-without the direct participation of such enfities
in the global supply chain.
1.FINPER(S) |—» 2-COMPONENT L | 3 pATCH DEVELOPMENT & TESTING |-
OWNER
Cormponent PATCHING LSTING COORDINATION PARTNER
Ve"sfnrsavr‘“th ";’;Srtaet:g —]  Cloud Coordinated vulnerability
Find vulngrabilities Validates vulnerabilities (0S) testing providers disclosure partners
and share details vulnerability'and
with the chmponent develops l
manufacturer/ foundational ngiféifﬂG PATCHING CERTS
. ! basic TESTING
vengqors. level fixes. __zglli]fggtli?gr’ input/output virtualization Computer emergency
(OEMs) system vendors response teams
TESTING TESTING

]

STANDARDS PARTNERS

4. PATCH DISTRIBUTION PARTNERS

5. THE PATCH IS RELEASED

Coordinated vulnerability]

FO-FHEPUBHE -
disclosure standards

When the patch is ready, it is sent to

partners to include within their patch

development organizations

Public can be corporate enterprises
and/or consumers. The patch can be
shared by one of the partners or from
the component manufacturer/vendor
themselves.

distribution

release cycle

Figure 1 — Example of vendor-coordinator led MPCVD process — coordinated vulnerability

disclosure in hardware systemsl[1]
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4.2 Relationship with other International Standards

4.2.1 ISO/IEC 29147 - Vulnerability disclosure

ISO/IEC 29147 is used in conjunction with this document. The relationship between the two documents
is shown in Figure 2.

ISO/IEC 29147 provides guidelines for vendors on how to process and remediate potential vulnerabilities
reported by internal or external individuals or organizations. While this document deals with the
interface between multiple vendors, layers of customers, cross manufacturer collaborative mitigation
strategies and multiple reporters, ISO/IEC 29147 provides guidelines for vendors to include in their
nornfal business processes when receiving reports about potential vulnerabilities Irpm external
indivfiduals or organizations and when distributing vulnerability remediation information to affected
usery. This document clarifies the application of these disclosure-related processes insMPC[VD settings.

4.2.20 ISO/IEC 30111 - Vulnerability handling processes

ISO/IEC 30111 is used in conjunction with this document. The relationshjp‘between the twp documents
is shown in Figure 2.

ISO/IEC 30111 gives guidelines on how to investigate, process ‘aiid resolve potential yulnerability
reports. While this document deals with the interface between multiple vendors, layers of customers,
crosy manufacturer collaborative mitigation strategies and multiple reporters, ISO/IEC 30111 deals
with|internal vendor processes including the triage, investigation and remediation of vu|nerabilities,
whether the source of the report is external to the vendor or from within the vendor’s own security,
development or testing teams. This document clarifies the application of these handling-related
procgsses in MPCVD settings.

© ISO/IEC 2022 - All rights reserved 3
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ISO/IEC 29147
Vulnerability disclosure

Develop vulnerability
disclosure policy

Vulnerability handling process

ISO/IEC 30111

Develop vulnerability
handling policy and
organizational framework

Multi-party coordinated
vulnerability disclosure

Develop mapping of
product/vendor
interdependency

Develop list of vendors that
can assist in mitigations vs
those only dependent on
mitigations

Develop capability to receive
and publish vulnerability
information

Develop framework for
disclosing to vendors@nd
reporters and coordinating
public disclésure

eceivg
from

vulnerability report
an external source

Identify vulnerability from
internal source

Aclnowledge receipt > Verify report

Determine if other vendors
are impacted.

Inform reporter Vulnerability verified?

Develop and déploy
remediation

ublish advisory
Notify vendors that can

contribute to the
mitigation, inform the
reporters of PCVD
strategy.

(Y

Engage in post-remediation
activities

Figure 2 — The relationship between ISO/IEC 29147 and ISO/IEC 30111 with respect to MPCVD

4.2.3 Riskreduction effeetiveness
Similar to the concept. of the impact of successful exploitation referred to in ISO/IEC 30111] risk
reduction effectivenesSs is an element that can be considered in the context of MPCVD. Thqg risk

reduction effectiveness measures the effectiveness of public disclosure and associated mitigation
and/or rem¢diation against the total cost to society if the vulnerability is exploited. Risk reduction
effectivenesSTs a function that 1s aifected by a variety ol uncertainties, such as:

— Malicious attackers gaining knowledge about vulnerabilities from disclosed vulnerability and
mitigation information, increasing exploitation risk.

— Delayed delivery and/or publication of mitigations and vulnerabilities because there are multiple
contributors (e.g. vendors and open source maintainers) that need to be engaged or added to the
engagement.

— The need for collaboration between vendors across the supply chain, either vertically (vendors
participating and supplying various components to the final product) or horizontally (vulnerability-
affected vendors scattered in a supply chain) can increase the coordination period and introduce
unpredictable variables along the process that can impact expectations around timeline/embargo
periods.

4 © ISO/IEC 2022 - All rights reserved
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MPCVD increases the summation of the risk reduction effectiveness. In other words, a primary
purpose of MPCVD is to reduce the potential harm to users and the public by increasing the effective
collaborations in the relevant CVD stages prior the public release, which includes increasing the
completeness and effectiveness of the proposed remediation while incentivizing its adoption by end
users at disclosure.

5 MPCVD scenarios

5.1 General

Claude 5 provides common scenarios of MPCVD in the scope of this document.

5.2
the

MPCVD led by the vendor-coordinator (the owner of the technology developed) -
mitigating vendor”

Inth
of th
as th
softw
canb
(taki
as th

manyfacturer best-situated to lead the coordination efforts (for example, in certain p

vulng

5.3

In th
reme
5.5.5

6

laug

6.2

1SO/1
who

MPCVD stakeholders

e MPCVD case of the vendor-coordinator (e.g. hardware), there is generally’a clear own
e underlying vulnerable technology who is typically best-situated t0ead the coordi
e most technically knowledgeable of the product and compoment supply chain. F
are companies, including operating systems and firmware véndors, and virtualizaf
e integral to the process of developing and testing a mitigatien\for a hardware-based ¥
hg part in the handling processes), which are coordinated’and led by the hardware m
e mitigating vendor. In different MPCVD settings whereithere is no clear owner of the

brabilities), a different entity can act as a coordinatof; leading the coordination effort.

MPCVD process in non-owner cases

b case where there is no clear owner of¢the technology who is typically best-situate
diation development and other CVD processes, a different “coordinator” (see ISO/IEC
can act as the entity or intermediary leading the MPCVD process.

General

le 6 describes sighificant stakeholder roles beyond those found in ISO/IEC 29147.

Vendor

EC 29147 provides the definition of a vendor. Vendors are described as individuals or o
createlor provide software products, including manufacturers, developers, or distribu

br/developer
hation effort
or example,
ion vendors
rulnerability
anufacturer,
technology/
rotocol-level

] to lead the
29147:2018,

Fganizations
rors. MPCVD

allow

s\fof vendors to take on the following roles. Additionally, vendors can also act as ¢

oordinators

depending on the issue.

6.2.1 Mitigating vendor

Mitigating vendors lead the MPCVD process, including facilitating the coordination with dependent
vendors (e.g. disseminating the proposed mitigation developed by the mitigating vendor to dependent
vendors and coordinating its testing in various environments). This can include coordinating the
dependent vendor contribution to the remediation development (e.g. if independent mitigations
developed by the dependent vendor need to be applied along with the proposed remediation to fully
protect against a specific security vulnerability and subsequently released together).
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6.2.2 Dependent vendor

ISO/IEC 29147 provides the definition of a dependent vendor. Dependent vendors are vendors taking
partin the MPCVD process due to their necessity to take action as part of the remediation development,
validation, testing and release. They take part in the coordination effort and MPCVD process led by the
mitigating vendor. Dependent vendors are typically downstream of mitigating vendors.

6.2.3 Mitigating vendor and coordination

Mitigating vendors often coordinate vulnerability and remediation details with dependent vendors.
The mitigating vendor, acting as a coordinator, can act as the intermediary between the reporter and
other depenflent vendors. The mitigating vendor in this respect takes on a similar role as a non-ygndor
coordinator{More information on coordinators can be found in ISO/IEC 29147.

6.3 Non-vendor coordinator

In addition
vendor coo
coordinatio

the description of a coordinator in ISO/IEC 29147, there are other considerations forl non-
inators in MPCVD settings where there is no clear owner of the téchnology leadinlg the
(mitigating vendor). A non-vendor coordinator can assist in MPCVD by:

ting the triage and mitigation across multiple vendors both\within and across a spcific
sector.

ing the exchange of information between reporters ofia security vulnerability and those
affected by it.

— Establishingan NDA and/or system for compartmentalizingthe exchange of confidential informfation
between independent entities (e.g. reporters, vendors;industry groups) during the embargo périod.

6.4 Reporters

ISO/IEC 29147 provides the description and.definition of a reporter. Often this is a single ¢ntity
reporting a pulnerability to a vendor. In cases*of MPCVD, there can be multiple reporters of the same
vulnerability that surface at the start of, or.’during an embargo. These additional reporters add a more
complex dyrjamic to the coordination of-the triage, mitigation, disclosure and exchanges of informfation
for the specific vulnerability.

6.5 Userg

Users or end-users can take-necessary action once a remediation is available. More information @bout
users can beg found in ISO/IEC 29147:2018, 5.5.2.

6.6 Product sectrity incident response team (PSIRT) function

s can
prepare for MPCVD by implementing the foundational processes found in ISO 29147 and ISO/IEC 30111.
In cases of MPCVD, the PSIRT is the primary coordinator of triage, mitigation, disclosure and any
information exchanges inside and outside the vendor.

7 MPCVD life cycle

7.1 General

Clause 7 describes the life cycle of MPCVD and expanding on elements found in ISO/IEC 29147 and
ISO/IEC 30111.

6 © ISO/IEC 2022 - All rights reserved
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7.2 Policy development

7.2.1 Preparation

A vendor prepares for MPCVD by establishing foundational processes found in ISO/IEC 29147 and
ISO/IEC 30111. Additional considerations to support MPCVD are below.

7.2.2 Policy

In addition to the recommended policy elements found in ISO/IEC 29147, a vendor considers:

7.3

7.3.1]

An ipformation sharing strategy between stakeholders (e.g. vendors, internal teams, r¢g
custa
is de
from

Including expectations for MPCVD within their external vulnerability disclosure po
Bounty if applicable. This can include considerations related to legal terminology fa€ilit3
duthorization for reporters and clarification related to potential legal consequences
‘safe harbour”) and third-party rights [see ISO/IEC 29147:2018, 9.4.2 (for mere info
d.g. Disclose.io)].

Displaying appropriate contact information for their vulnerability disclosure progry
Rublic corporate website to help ensure open lines of communication'with vulnerabili
ulnerability coordinators, other vendors and members of their stipply chains.

Pl

Bstablishing a program to help ensure open lines of communication for and maturing 1
vith vulnerability reporters to address the specific complexities and consideration
vith MPCVD.

= <

Hstablishing and maintaining relationships with anticipated dependent vendors in the
o prepare for the handling of a vulnerability thattrequires MPCVD and supportive pro

o

Rartnering and collaborating with other vendets affected by the same vulnerability th
the vulnerability mitigation development.dnd disclosure coordination.

Strategy development

Information sharing strategy

mers) can be developed prior to engaging in MPCVD to assist the process. Ideally,
bigned to be flexible\since the complexity of vulnerabilities and the list of stakehold
case to case. The\mitigating vendor considers the strategy concerning sharing informs

icy and bug
iting explicit
of reporting
'mation see,

hm on their
y reporters,

elationships
5 associated

supply chain
cesses.

at can aid in

porters and
the strategy
brs can vary
tion about a

vulngrability, with.impacted downstream stakeholders during mitigation development, for|the purpose
of mjnimizing eXposurelZl. In this document, considerations for disclosure have been| outlined in
Clauge 11. Additionally, regular updates are typically provided to the vulnerability reportef as needed.

7.3.2) /Disclosure strategy

The considerations related to the disclosure strategy are outlined hereafter. The mitigating vendor
or coordinator (when applicable, in the case of the non-owner MPCVD case) typically determines the
embargo period and public disclosure date, based on these considerations. As explained in the scope,
MPCVD can considerably increase the disclosure timeline/embargo period due to the increased
collaboration of different vendors often needed, as well as the subsequent necessary actions, which can
be subject to varying engineering schedules. The vehicle or methodology for disclosure can also vary
based on the needs of the MPCVD participating vendors.

A non-vendor coordinating organization can be used to support and aid the MPCVD, as appropriate, in
case there is no mitigating vendor leading the coordination efforts (see 6.3).
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7.4 Know your customers

Due to the complexity of MPCVD, vendors generally understand the needs of their customers with
respect to incorporating security vulnerability mitigations into their respective product portfolios. As
described in 9.6, there are instances where downstream vendors or dependencies are unknown, among
others given the supply chain of downstream vendors is complex or lacks transparency. The mitigating
vendor typically provides reasonable and timely communication (depending on the circumstances
and considerations of the MPCVD process) to their stakeholders so the vulnerability mitigation can
be incorporated, tested and deployed in the affected downstream vendor’s affected products prior to
public disclosure.

7.5 Encrypted communication methods and conference calls

Encrypted dommunications are integral for securing vulnerability information with multiple paties.
See ISO/IEC[29147:2018, 5.8.2 for more information on secure communications.

Vendors set|expectations for communication and ensure all parties involved in MBEVD are using the
agreed communication method. This can include the primary vendor or a coordihating organization,
hosting reguylar conference calls during the embargo period to help stakeholders'remain aligned gn the
agreed mitigation and disclosure strategies.

7.6 Procdsses and controls

In addition fo applying the process and controls outlined in ISO/IEC 29147 and ISO/IEC 30111 in prder
to handle a feported vulnerability, the following areas can be intégrated into the process for MPCYD.

In cases whgre MPCVD is employed, there will be a need to.exchange confidential information between
a range of stakeholders both within and outside of the,coordinating vendor or organization. In these
cases, additijonal diligence is needed to help ensure the, data exchanged, communication methodq and,
in some casgs, the identities of those involved remiain confidential as part of the agreed disclgpsure
strategy. Vulnerability process additions can include:

— Evaluating and choosing an encrypted persistent chat application.

— A systeln of watermarking or tagging confidential information exchanged with all stakehdlders
during the embargo period.

— An agr¢ement with reporters that outlines how and when their information is provided to
stakeholders and/or otherteporters that can have encountered a similar vulnerability.

— Establishing a non-disclosure agreement (NDA) that is signed by stakeholders to help ensure clarity
of the tgrms of the'embargo and requirements of confidentiality between vendor stakeholders.

8 MPCVD lifecycle for each product

8.1 Product and user mapping

Given the complexity of product supply chains, downstream vendors who use code created by the
vendor coordinator are considered during MPCVD. An up-to-date list allows for a vendor to determine a
notification strategy during MPCVD at the release stage (public disclosure). This list is updated during
the post-release phase outlined in ISO/IEC 30111.

8.2 Component analysis

Upstream vendors, or those who create code for other vendors to incorporate into products, are
considered during MPCVD. A proper mapping can be accomplished by listing and maintaining the
components used in vendors’ product portfolio. Once a vendor creates a component list, the vendor
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conducts a detailed analysis to understand the provenance of the code. In the event the code is
maintained by an upstream vendor, then it is documented appropriately.

8.3

User analysis

End users, or those who take advantage of the technology and interact with the products, are
also considered during MPCVD. An understanding of end-user needs is critical when developing a
communications strategy during the release stage (public disclosure). End users apply mitigations once
those are available.

9

9.1

MPCVD Hfecycleforeachvulnerabtitty

Receipt

Consjstent with ISO/IEC 30111, MPCVD begins when a vulnerability report ds,¥eceived
Vulng¢rability reports can be shared by other vendors, vulnerability, reporters or
coordlinators.

Recelpt of the vulnerability report is crucial as it allows for the-reporter to deter

and

bventually for the appropriate parties to share vulnerability“details and eventua

inforfnation. See ISO/IEC 30111 for additional details regarding-receipt.

Verification

In addition to verification elements found in ISO/IE€~30111, vendors consider the follo
MPCVD:

Ifa party determines the root cause of a vulnerability is in another vendor product, the v
if communicated to that vendor either*directly or through a non-vendor coordinatoj
gstablished practices for vulnerability*reporting. Dependent vendors are typically 3
information sharing efforts to help efisure effective mitigation and disclosure of the vul
needed. This vendor (owner of the underlining vulnerable technology) typically assumg
qf the coordination of this MPCVD as the mitigating vendor (see 6.2.1) best-positione
the mitigation.

If mitigating vendors determine further investigation into impacted versions is needec
qf that investigation-are typically shared with dependent vendors. The dependent v
gssess whether,they have additional impacted products based on the results of th
vendor.

by a vendor.
third-party

mine scope,
| mitigation

wing during

rulnerability
, Or existing
dded to any
nerability, as
s leadership
d to develop

|, the results
endors then
e mitigating

MPCVD can be a factor when determining urgency of some phases of the vulnerabi
processysuch as vulnerability verification. If possible, reporters are encouraged t
ulnérability directly to the mitigating vendor, the clear owner of the vulnerablg

ity handling
report the
technology
ation effort,

y
devélopment/identified root cause, who is typically best-situated to lead the coordin

ccelerate the process and avold unnecessary delay.

Since MPCVD collaboration is typically needed in the vulnerability verification stage, in some

MPCVD cases, this phase can take a longer period of time.

Recognizing the complexity of CVD processes, including in MPCVD settings, ISO/IEC 29147 and
ISO/IEC 30111 do not recommend particular timelines but rather propose that the mitigating vendor
leading the coordination effort balance the goal of developing the remediation as soon as possible
“with the overall testing required to ensure the remediation does not negatively impact affected
users due to quality issues”, as well as the need to ensure the completeness and effectiveness of the

proposed mitigation, including the involvement of the relevant parties.

MPCVD can require subsequent updates to the reporter depending on how many vendors and

products are impacted.
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9.3 Remediation development

In addition to remediation development efforts found in ISO/IEC 30111, there can be cases where
proper remediation of a vulnerability requires the group of vendors to collaborate on remediation
development in a phased approach.

MPCVD process can increase the urgency of the remediation verification process. Ideally, mitigating
and dependent vendors, reporters and non-vendor coordinators are in lockstep throughout the
vulnerability response process. MPCVD can increase the priority for mitigating vendors to develop
remediations and subsequently, increase the priority for dependent vendors to test and integrate
the proposed remediation into the dependent vendor’s products, and report relevant findings to the
mitigating v

pa |
CTIUUT.

Dependent ¥
in various e

(see Figure 1

rendors work collaboratively to test the proposed remediations from mitigating vendors
hvironments for their respective products prior to public disclosure, and repopt finflings
) to inform the remediation development. Remediations are released simultaneously at the

public releage stage.

9.4 Release

See ISO/IEC[30111 for release information.

9.5 Post-release

See ISO/IEC[30111 for post-release information.

9.6 Embdrgo period

One of the key objectives of vulnerability disclosure afd handling is to reduce users’ risk and pot¢ntial
cost associdted with the vulnerability. In the MPCGVD case, this includes ensuring mitigating and

dependent Yendors can integrate the remediation and verify the proposed mitigation in vafrious
environmengs prior to public disclosure.
MPCVD inh¢

erently involves more vendorsvand other stakeholders than a typical CVD process.| This

increased ¢
proposed m

Specifically,
ISO/IEC 301

pmplexity amplifies stakeholder concerns for the completeness and effectivene
tigations (including coardinated release which can lead to increased end-user adopti

in the context of thethandling process and embargo period timelines, ISO/IEC 2914/
11 recognize the complexity of CVD processes, that can differ according to the technolc

s of

n).

f and
gical

environmenf, including in MPCVD settings. As a result of the increased complexity inherent tp the
coordinatio across multiple parties, many assumptions regarding the appropriate duratign of
CVD embargo periods‘do not apply. ISO/IEC 29147 and ISO/IEC 30111 do not recommend particular
timelines, bjit rathexpropose that the mitigating vendor leading the coordination effort to balande the
goal of developingjthe remediation as soon as possible “with the overall testing required to ensure the
remediation| does not negatively impact affected users due to quality issues”, as well as the negd to
ensure the completeness and effectiveness ol the proposed mitigation.

Organizations involved in MPCVD efforts can consider the appropriateness of any embargo period
based on this balance, while considering a variety of factors, including:

— the time needed to identify and notify affected vendors and stakeholders;
the number and diversity of relevant stakeholders identified;
those stakeholders' degree of familiarity and willingness to cooperate with the MPCVD process;

the time needed by MPCVD participants (i.e. dependent vendors) to develop, test and possibly deploy
mitigations;
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— the risk of actions by MPCVD participants resulting in early disclosure balanced with the need to
maintain information in confidence.

Organizations playing a coordination role in MPCVD typically seek to strike a balance between the
need for time to develop and test fixes and the risk of an embargo failure, whether by a participant's
accidental or intentional acts, or independent discovery by other parties, including adversaries.

When the degree of trust among affected stakeholders is high, organizations can choose a longer
embargo duration to accommodate coordination of mitigation development and testing across complex
supply chains.

Orgapiza ikely MPCVD

participants outside of the processofhandlmg 1nd1v1dual cases.

When the degree of trust among affected stakeholders is low, organizations can choese tp shorten or
accelprate typical embargo durations, subject to the considerations listed above,

Exanpples of low trust situations include:
— glarge number of vendors are affected, some of whom are new to the\MPCVD process;
— thesupply chain for delivering mitigations to downstream vendo¥s is complex or lacks transparency;

— {ffected vendors have not previously demonstrated their srillingness and ability to njaintain long
gmbargo periods;

— Jffected vendors’ disclosure policies are incompatible with extended embargo periods

— the number of affected vendors remaining unnoticed by the coordinating parties is liKely a sizable
fraction of the known affected vendors;

— dvidence and/or indications of threat acterawareness or use of the vulnerability are alrgady known.

MPCYVD coordinators can choose to implement a phased-participation approach towardl ecosystem
vendprs that are essential to the remediation development effort (e.g. in remediation devglopment, i.e.
beta felease or validation stage).

MPCYD stakeholders can chooseé-to avoid entering into an embargo period or to exit an exigting one, for
a vulperability when there is.evidence of exploitation of that vulnerability by adversaries.

MPCYD stakeholders can-choose to avoid entering into an embargo period or to exit an exlisting one, if
the efffects of a vulnerability's exploitation against their users or constituency are disproportionately
worsg than the effects against other affected stakeholders' users or constituency.

10 Information exchange

ISO/ EC 29147 2018, 5 7 prov1des a 51mp115t1c example of 1nformat10n exchange durlng Yulnerability
‘ ure multiple
vendors, reporters and/or th1rd party coordlnators are in lockstep Any information exchanged needs
to be encrypted and secured.

The primary information exchanges for MPCVD are:
— One or more reporters sends a potential vulnerability report to one or more vendors.
— The notified vendors share receipt of the vulnerability to the reporter.

— The notified vendors can share the verification of a vulnerability report with the impacted group
and/or the vulnerability reporter.

— The originating impacted vendor (mitigating vendor) shares mitigation information to dependent
vendors. Issues surrounding the mitigation can be shared among the impacted vendors.
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