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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of document should be noted. This document was drafted in accordance with the editorial rules of the 1ISO/
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Introduction

Hardware components and the computing ecosystem are becoming increasingly complex. As a result,
it becomes increasingly difficult to evaluate the security of hardware. Even in the design stage, it is quite
difficult to identify abnormal parts that can cause flaws from among millions of source code lines or billions
of transistors, as well as the physical connections between them. Other areas of technology use monitoring
to assist with the evaluation aiming to mitigate such difficulties. In those technologies, runtime activities
such as changes in internal or external status can be monitored to identify deviations from normal behaviour
patterns, and by these means, the evaluation can focus on a small set of patterns that the monitored
subject typically works with. This method now becomes an available option to assist in hardware security
assessment. In such cases, either the target of security assessment is supposed to be “runtime hardware-
behaviour-based security”, or introduced as a proactive approach to security.

Many evalyation and assessment standards, such as ISO/IEC TS 30104, ISO/IEC 19790 and dSO/IEC 17825,
focus on physical security (invasive/nonintrusive) at the hardware boundary. However, they.do 1ot focus on
the monitofing data, either offline or in real time.
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Information security, cybersecurity and privacy protection —
Hardware monitoring technology for hardware security
assessment
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The followi

Norm

hent surveys and summarizes the existing hardware monitoring methods, includin
I industrial applications. The explored monitoring technologies are classified
br type, target entity, objective pattern, and method of deployment. Moreover, this
s the possible ways of utilizing monitoring technologies for hardware security asses
ng state-of-the-art security assessment approaches.

hre mentioned in this document refers only to the core processing hdrdware, such as
unit (CPU), microcontroller unit (MCU), and system on a chip (So€), in the von Neum
bt include single-input or single-output devices such as memory‘or-displays.

are monitoring technology discussed in this document has the following consider

5.

the mgnitored target is for the post-silicon phase, not for the design-house phase (e.g. an RT|
design);

)

ring is only applied to the runtime system.

ative references

requireme

ng documents are referred to in the'text in such a way that some or all of their content
ts of this document. For dated references, only the edition cited applies. For undated

the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 13408-1, Information sectrity, cybersecurity and privacy protection — Evaluation cri
security —|Part 1: Introduction gnd general model

ISO/IEC/T$ 30104:2015, Inaformation Technology — Security Techniques — Physical Securi
Mitigation [echniques and Security Requirements

3 Termp and definitions

For the purpadses of this document, the terms and definitions given in ISO/IEC 15408-1, ISO/IE

g research
by applied
document
kment with

the central
hnn system

ations and

L or netlist

constitutes
references,

teria for IT

ty Attacks,

C TS 30104

and the folleviHngapply

[SO and IEC maintain terminology databases for use in standardization at the following addresses:

— ISO On

3.1
hardware

line browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available at https://www.electropedia.org/

monitoring

hardware or software component allowing an individual to monitor devices connected to a computer
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3.2

runtime hardware-behaviour-based security

function of a hardware that protects running physical devices from harm caused by abnormal or unexpected
state transitions

Note 1 to entry: Such transitions come from vulnerability, non-declarations, or malicious logic.

4 Abbreviated terms

CPU central processing unit

DRAM dynamic random-access memory

EDA electronic design automation

FSM finite state machine

[/0 input/output

MCU microcontroller unit

NIC network interface controller

RAS reliability availability and serviceability
RTL register transfer level

SoC system on a chip

JTAG Joint Test Action Group

IP intellectual property

CISC complex instruction set computer

QoS Quality of Service

ISA instruction set architecture

ECC error checking and.correction

ROM read-only memory

EEPROM | electricalljzerasable programmable ROM
VMM virtuallmachine manager

FPGA field programmable gate array

5 Relationship to existing standards

5.1 Standards of security assessment

Existing security assessments and technical standards face challenges in addressing hardware
uncontrollability. ISO/IEC TS 30104, ISO/IEC 19790, and ISO/IEC 17825 focus on (invasive/nonintrusive)
physical security at the hardware boundary, but not over the boundary. ISO/IEC TR 20004 complements
the vulnerability analysis of ISO/IEC 15408-3 from the perspective of software. Among these, there are no
relevant hardware standards.

© ISO/IEC 2024 - All rights reserved
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5.2 Relationship to ISO/IEC 15408-3

In ISO/IEC 15408-3, vulnerability assessment is defined. This document aims to survey technologies to
support hardware vulnerability assessment that can be done at runtime.

5.3 Relationship to ISO/IEC TS 30104
This document aims to supplement ISO/IEC TS 30104:2015, 7.2 and 7.3.
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to a horizontal business model for the integrated circuit supply ‘€hain, malicioug
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Fies to exploit hardware or to use hardware mechanisms to ereate backdoors in the d¢

b of design and fabrication, and the increase in the Sophistication of potential attacks.

piece of hardware, especially a complex systém such as a modern SoC, it is also difficul
ious modifications to the original design. (e.g. at the gate-level netlist). Even with tru
e of hardware cannot be guaranteed to'be Trojan-free in the post-silicon phase. Tradi
bn coverage tests, fault tests, and random case tests) are less likely to help with suc

sequences of instructions, pastioular combinations of external signals, a timer, or a te
Adversaries can make the Trojan active and launch attacks, then switch it off during
other words, traditionalinethods of auditing the source code or performing manufac

r industry
hardware
cores, EDA

Cation, and assembly services. Such malicious modifications to theoriginal circuitry are inserted
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It to address all such security risks because ofhe complexity of processes and cpmponents,
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e Trojan is a maliefous inclusion or modification of hardware. A hardware Trojan ¢
and the payload circuit implements the malicious behaviour of the hardware

re.

nsists of a

cuit and a paytoad circuit. The trigger circuit activates the payload circuit under a specific

rojan. The

'rojan candeak secret information in the hardware or bypass or disable the security functions of

Hardware |Trojaii detection is applicable in multiple phases of hardware production and djstribution.
For example)détection based on the netlist can be applied in the designing phase. Side-chann¢l and logic
approaches can be applied during the manufacturing or in-use phase. Focusing on the fact that a hardware
Trojan alters the behaviour of the circuit, the side-channel approach detects abnormal behaviour from the
side-channel information. The logic-test-based approach generates test patterns to detect hardware Trojans
via the output. Some state-of-the-art approaches use machine learning technologies to detect hardware
Trojans from the netlist or side-channel information of the hardware.

Hardware flaws, such as Meltdown, Spectre and a series of newly revealed flaws,[22:101] are a result of
pursuing performance, for instance, parallelism, during microarchitecture development. First, they are
difficult to fix, and the fixes can cost more than the gains from hardware optimization. Second, some of
these flaws exist for approximately 10 to 15 years before they are revealed. Traditional detection in the pre-
silicon phase would be unlikely to help since flaws are not malicious modifications. It is claimed that some
advanced security verification techniques are able to find such flaws by chance early in the design lifecycle.
[102] However, rather than being used in an evaluation approach, such techniques are more likely to assist
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in design and are probably not available to third parties. For hardware products with commercial IPs, it is
extremely difficult to apply security assessment to the microarchitecture because of the need to preserve
commercial secrets.

7 Hardware monitoring technologies

7.1 Overview

Hardware monitoring technology began in the computer boom period in the 1980s. It was first used to assist
with debugging and later developed into applications in various fields. However, with the rapid development
of computing hardware and networks, especially the emergence of multicore processors and complex

systems, including multicore processor systems, hardware monitoring technology has also undergone
tremendous changes. While the fast-developing software and hardware environment has led.fo complex
application| functions, it also faces increasingly complex security challenges. In cloud cemputing-based
systems, ryntime stability and security are highly important, as they provide online seryicés ngnstop. The
unique rurtime characteristics of hardware monitoring technology give it a naturalxadvantage in coping
with these [scenarios.

Hardware monitoring has made considerable progress in academic fields and:idustrial applicptions. It is
widely used in/for the following areas/purposes:

— securify

— debugging and testing

— performance analysis, evaluation, and optimization

— systen] fault tolerance and reliability

— physical parameter measurement and early warning

Although the focus of this document is hardwaré.security assessment, monitoring techniqu¢s used for
other purposes have implications for building.assessment models. For example, the technology used for

commissio
process; t
hardware
are widely

7.2 Rese

hing and reliability analysis is similat to the technology used for replay in the safety

e technology used for performance analysis has some consistency with runtime Ti
etection technology. Therefore;in this document, keywords such as “debug” and “pe
used in literature searches

arch in academiciareas

On the acadlemic side, different studies have reviewed monitoring technologies from different pe

Ian Cassar

bt al.[1] divided runtime monitoring instrumentation techniques into offline and online

Detailed opnline segmentation ranges from tightly coupled completely synchronous (CS)

instrument

Heidar Piy

ationapproaches, to loosely coupled completely asynchronous (CA) monitoring apprg

zadeh et al.lZl divided monitoring technologies into software and hardware

hssessment
ojan-based
rformance”

"spectives.

categories.
monitoring
aches.

monitoring

technologies  and subdivided soltware monitoring technologies 1nto add-on monitoring, manual
instrumentation, online instrumentation, instrumenting compilers, interpreter instrumentation and 0S
instrumentation. In terms of security, cost, flexibility intrusiveness, performance and broadness, various
monitors were compared horizontally.

Lihua Gao et al.[3] and Frank Cornelis et al.[4] separately subdivided software runtime monitoring technology.
Reference [3] classifies and discusses the different levels of monitoring objectives (functional, module,
architecture, and subsystem), while Reference [4] focuses on non-deterministic events and addresses the
needs of various technologies for external resources (time, order, language, etc.) for subdivision comparison.

Georgios Kornaros et al.[3] focused on on-chip monitoring technology in a multicore SoC system and
discussed the monitoring technology in detail from the perspective of function and methodology.
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7.3 Industrial cases

In terms of industrialization, mainstream chip manufacturers and IT service providers also use hardware
monitoring technology in their products.

Since 2013, Intel®V has introduced technology in commercial processors that can be enormously helpful
in debugging because it exposes an accurate and detailed trace of activity and has triggering and filtering
capabilities to help with isolating the important traces.

AMD®2) has provided a similar technology for monitoring and controlling processors. This custom-built
tool is designed specifically for a proprietary line of devices, thus indicating that the hardware and utility
designers work together to provide the best service for their products.

fes—ipeladinevaried o€e e-aRa-setbwaremegsurements

ARM®3) degi 5 o aze 2 3 = a
processor, and a complete set of IP blocks, to debug and trace the most complex mulgicore SoC.

for the AR

There are dlso hardware monitoring programs that are used to read the main health sensors of FC systems:
voltages, tdmperatures, powers, currents, fan speed, utilization, and clock speeds duringruntimg.

Hardware [|security is a complex concept. The types of hardware are very complex. Figure|l shows a
comprehensive description of hardware monitoring technologies from five¢pérspectives: target entity,
purpose, cdrrier, objective patterns and deployment.

1) Thistradenameis provided for reasons of publicinterest or public safety. This information is given for the convenience
of users of this document and does not constitute an endorsement by ISO or IEC.

2) Thistradename is provided for reasons of public interest or public safety. This information is given for the convenience
of users of this document and does not constitute an endorsement by ISO or IEC.

3) Thistradename is provided for reasons of public interest or public safety. This information is given for the convenience
of users of this document and does not constitute an endorsement by ISO or IEC.
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Middleware Intrusive

Oscilloscope

Carrier Deployment

Software

Hardware . .
. Non-intrusive
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Information Securit
content 7\ N
Physical Pattern
specification Debugging
Behaviours
Performane
IP Cores Fault-
tolerance
Processing
unit Target entities Purpose
8 H e Physical spec
measurement]
Memory
Peripheral Application
device specific
Figure 1 — Taxonomy of hardware monitoring technologies
7.4 Purpose
7.4.1 Segurity

The application efhardware monitoring technology for security purposes mainly aims to compajre whether
the running behdviour matches expectations. Then, security control is performed based on tI?E matching
results. Sefurity control can terminate the operation of the system, re-execute the target modfile, or only
record the current events and status to provide offline analysis or security audits.

According to the various monitoring objectives, different monitoring methods are adopted. From the scope
of division, these methods can be divided into those that monitor a certain key hardware in the system
and those that help ensure the safe operation of the entire system. The security of critical hardware can
be divided into the implementation monitoring of malicious Trojan horses and the vulnerability security
protection of hardware operation mechanisms.

Architecture monitoring support for security usually focuses on achieving tamper resistance and
encryption. Some built-in on-chip technologies, such as control-flow integrity (CFI),[¢] can assist users with
high-performance integrity verification. They focus on the anti-attack capability of the core hardware itself.
Some technologylZl can help defend against control-flow hijacking malware, for example, indirect branch

© ISO/IEC 2024 - All rights reserved
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tracking and shadow stacks. The integrity and timeliness of the CFI shadow stack itself is also a key focus of
attention.[8]

For detecting Trojans, some approaches rely on a golden chip through a built-in sensorl2] to monitor the
physical characteristics of some key circuits. If an abnormal voltage or current is found, it is identified as
Trojan horse behaviour. In contrast, some approaches do not require a golden chip. Relying on existing
knowledge, these approaches extract the typical characteristics of hardware Trojans and perform pattern
recognition by using RTL or other hardware descriptions such as netlist.[20l[11] Some state-of-the-art
approaches use machine learning technologies to detect hardware Trojans from the Netlist or side-channel
information of the hardware.[12-15]

The monitoring of the overall system focuses on the upper-level data and event logic and provides security
monitoring in a way that is easier for users to understand. This monitoring approach is more conducive to
leading a Wider range of non-professional USErs to take eIeCtiVE Security measures. Sentryiol js a system
which collgcts data through an internal bus connected to the system to determine attack behaviaLr and acts
as a data filter between the internal system and the external system, providing effective security control.

ms. These
tal models,
ats.

Hardware
sophisticat
machine le

monitoring technologies can also leverage real-time anomaly detectién, algorith
ed tools are capable of tracking deviations from expected behaviour 4iSing statisti
hrning, or artificial intelligence to provide immediate alerts on potential security thre

The follow
a)

ng points are also important to consider for the security of hardware monitoring:

The role of hardware monitoring in the era of quantum computing,also warrants attention. 4s quantum
compufers pose a threat to existing encryption methods, hardwate monitoring can play a critical role in
implenpenting and ensuring the effectiveness of post-quantumicryptography methods.
b) The Hgrdware Root of Trust (HRoT) is an essential elemiént of hardware security. HRoT
starting point for trust, ensuring the integrity and cenfidentiality of subsequent stages in|
operatjon.

berves as a
a system's

 behaviour
al patterns

Monitqring Hardware Performance Counters (HREs) can also provide valuable insight into th¢
of the §ystem and potential security breaches«Analysis of these counters can reveal abnorm
indicatlive of malware or hardware Trojans.

d) Use of pest practices for hardware monitoring would ensure consistent measurement and (
of hardware security across differentsystems, promoting broader and more effective securit

industry wide.

omparison
y practices

7.4.2 Depugging

pmentation
5 become a
interface is

Hardware ¢lebugging, which.can monitor the runtime behaviour of hardware, is a hardware impl
monitoring method. Monitering and debugging computing, especially of a single processor, ha
mature field of develppment tools and technologies.[171118][19] The JTAG (Joint Test Action Group)

a common standardapproach that is used to verify the design and test the functions of an integr3
Some well-known-processor providers have developed their own tracking functions. JTAG uses
scan technplogy,)which enables engineers to perform extensive debugging and diagnostics o
through a §mall number of dedicated test pins. Signals are scanned into and out of the /0 cells

ted circuit.
boundary-
h a system
of a device

serially to control its inputs and test the outputs under various conditions.

In some Intel processors, breakpoints can be set on branches, interrupts and exceptions, and single-step
debugging and analysis can be performed from one branch to the next. The enhancements of such processors
make it possible to create last branch record (LBR) and branch tracking storage (BTS) mechanisms.
Processors based on the Intel Core™4 microarchitecture also support precise event-based sampling (PEBS),
which stores a set of additional status information for precise event monitoring.

4) Core is the trademark of a product supplied by Intel. This information is given for the convenience of users of this
document and does not constitute an endorsement by ISO or IEC of the product named. Equivalent products may be used
if they can be shown to lead to the same results.
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There are several hardware approaches for debugging. If the erroneous behaviour is investigated during
the development of a device, then searching for bugs in silicon is also referred to as post-silicon validation
and debug, or just post-silicon validation. Design-for-debug (DFD) techniques are used to localize functional
bugs through logic probing, scan chains, and real-time trace collection and are commonly referred to as
embedded logic analysis methods. Various approaches address debugging support frameworks and interface
standardization for SoCs[20[21] and debug structures for instrumentation, such as assertion-based on-chip
debug checkers, triggers, and event counters.[22][19] Typical post-silicon validation techniques are applied to
record the values of the circuit’s internal signals into an on-chip trace buffer and feed the obtained values
into a simulation framework to reproduce the erroneous behaviour.[23] Due to the vast amount of debug
data, it is more efficient to record higher-level information such as instruction footprints for processors.[24]

Even though the power of simulators continues to improve linearly, the inability to adequately simulate all
the possible permutations in the pre-silicon stage has led to alternatives, such as emulation and FPGA-based
prototyping before design completion. Chip instrumentation is the key innovation that has engbled more
efficient observation and verification of sustained functional integration combined with fastér|internal clock
speeds and complex, high-speed 1/0. Moreover, runtime debugging is also becoming increasingly important
for multicore systems, especially for detecting race conditions or deadlocks, reqliring architectural
enhancemgnts and tool support.

7.4.3 Tuping performance

Performanfe monitoring is one of the key goals of computing system<design. Performance monitoring
objects indlude execution time, cache hit/miss, CPU and memory eegupancy, and the read|and write
performange of key storage devices. Reference [25] divided performante monitoring into four|categories:
software, hardware, hybrid and built-in on-chip performance counters. The comparison proved that the
on-chip coyinter is the most efficient. Currently, all mainstream processors provide performande counters.
However, although the hardware is updated very quickly, the~complexity of the system itself alsp increases
geometricdlly. The performance counters cannot be used t@’récord all events. Therefore, filterinlg core data
and events|becomes key. Reference [26] first proposed a-novel hybrid counter array architecture based on
SRAM arrals and discrete counters, which can track many events concurrently.

Reference [27] divided performance profiles inte*two categories: time-based profiles and gvent-based
profiles. A fime-based profile relies upon interrupting an application's execution at regular time intervals. To
support event-based sampling (EBS), performance-monitoring hardware typically generates a pg¢rformance
monitor inferrupt when a performance,event counter overflows. Alan Mink et al.[28] proposdd a hybrid
performanfe measurement system that _collects data and event samples by embedding hardware on the
motherboalrd; this system can be uséd-for monitoring multiprocessor performance.

For the multicore SoC platform, Reference [29] presented a performance monitoring unit (PMU)|for the SoC
on-chip bug. The PMU can meaSure major performance metrics, such as buslatency for specificleader requests

7.4.4 Fault tolerance and QoS

Ensuring system reliability involves multiple abstraction layers, from circuits and microarchitectures to
algorithms and application layers. For this reason, various monitoring methodologies have been developed
across these layers to provide runtime self-diagnosis, adaptivity, and self-healing. The majority of all
mechanisms assume asymmetric reliability, taking the conservative view that some components are almost
fault-free, and thus, these mechanisms are expected to protect individual system components such as buses,
network-on-chip, memories and datapaths against transient or permanent errors. Additionally, monitoring
and diagnostic units have modest performance requirements, so they can operate at low voltage and
frequency, and they usually use aggressive built-in redundancy, making them effectively immune to failure.
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[32] However, centralized monitoring schemes represent dependability exposure due to their single points of
failure.

Online monitors aim to extract metrics for accurate determination of ageing models, performing complete
reliability analysis[33] or providing the reliability characteristics of components. Future architectures
contain components that exhibit varying dependability characteristics, such as processor cores with
different arithmetic precisions and memories with different reliability guarantees. Applications will be
allowed to trade off high hardware reliability for high performance through switching modes in mixed-
mode multicore systems with reconfigurable dual-modular redundancy.[341 Moreover, by using reliability
annotations, compilers can create a mapping that ensures the assignment of reliability-critical code and data
objects to the most reliable components of a system, or operating systems can perform proactive, reliability-
driven thread migration and shadowing (e.g. shadow threads can be assigned to dependable cores with low
thermal stress).

Many modé¢rn embedded and distributed systems (including real-time and non-real-time syste]ns) employ

utilization
techniques
environme
meetingre
dynamics

to avoid sa
these mand
difficult to

Monitoring
providing

monitors, rate modulators, or model predictive or workload controllers with~feedb
to ensure quality of service.[331[36] In response to workload variations .fh un

aused by load balancing for large-scale server clusters. From a différent angle, m

furation of processors, which can cause a system crash or severe-service degradatio
lgement approaches based on feedback control require an accurate system model, w
obtain for realistic distributed or multicore embedded systems.

hdaptive video streaming services exploit the inherent adaptiveness of video app

perform controlled and graceful adjustments to the perceptual.quality of the displayed MPEG vi

in respons

attained

platform c¢st and its resources are bounded, quality monitoring and control assisted by the sys

en the monitoring service is not platform aghostic. In embedded system design,

M}il
synergy with the applications is inevitable.[37

An individy
system. Th
switching t
critical app

7.4.5 Ph

As power
can occur
a fundame
performan
specific or

lal monitoring component could provide metrics related to QoS to the higher abstractl
s information is utilized by the higher layers to analyse and react to QoS variations, f

lications, individual models canr-make decision based on their QoS Tolerances.[41]

ysical specification measurement

htal role in building adaptive chip architectures that struggle to achieve the theoret
e within a“thermally safe dynamic voltage and frequency scaling (DVFS) config
varyingworkloads.

hts, dynamic resource allocation can be used to achieve high processor dtilization
hl-time constraints, to enforce appropriate schedulable utilization bounds; ot to handle

e to fluctuations in the QoS delivered by the underlying infrastructure. Increased e

Hensities increaseswiith continuously shrinking geometries and large temperature
bn the chip and-are expected to be avoided or at least mitigated. Monitoring mecha

hck control
bredictable
while still
the system

itors help
. However,
nich can be

for sustaining QoS can be crucial for particular application domains. For instanice, servers

ications to
leo stream
fficiency is
where the
tem and in

hyers of the
br example,

o the redundant or secondary fune¢tional block or running in backup mode. For additjonal safety

variations
nisms play
cal highest
liration for

Modern mijicroprocessors always have built-in digital temperature sensors that allow for real-time
temperatufe monitoring. These sensors are in each individual processing core, near the hottedt part. The
data collec i i freul ated on the

motherboard to report temperature. For example, recent Intel microprocessors contain at least one per-core
temperature sensor, often many additional ones as well. More than 16 temperatures have been reported
across the die.

There are also many research efforts in this domain, since the design space exploration for runtime power
and temperature management involves a very large number of parameters. There are several approaches for
a single processor and some for the multicore era.[38 1[39]140][41] The main goal is to fit the best monitoring
strategy in terms of efficiency to the right chip, system, and environment.
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7.4.6 Application-specific monitoring

Application-specific monitoring involves mechanisms that are developed to satisfy any of the objectives
discussed thus far but are further customized to consider the behaviour of a particular application. For
instance, this category includes monitoring techniques for online exploration of the best performance/
energy parameter values that can be customized related to an application’s memory usage characteristics.
Runtime monitors and managers have proposed extensible processors with customized instruction sets
that utilize the most appropriate special instruction for a multi-media video encoder[44l. The main idea
of this online monitoring approach is to estimate the quality of usage of the special instructions that are
reconfigured in the processor datapath. The method employs counters to reflect the execution counts of
these custom instructions for each iteration of a computationally intensive loop.

Moreover, in embedded system development, application-specific instruction-set processors (ASIPs) have

gained popularity because they combine the flexibility of software with the energy-efficiency
computatic
methodolo
system. Fo
operations
can be syn
methods (i
and branch

For perfor
modules cg
natural rok
breach. Sud

7.5 Carn
7.5.1 Mi

7.5.1.1 1

Among the
sensors (B
of commer
duplication

such as time redundancy approaches.[#61[47][48][49] Without impacting the system operating

BBICSs add

' instance, Reference [45] describes a methodology for monitoring routines_to che
through the addition of extra microinstructions within vulnerable machine instruct
hesized and targeted for different applications, which can employ different security
hstruction memory data bus monitoring, data path monitoring, retura-address stack
instruction monitoring).

mance critical applications, customized objectives for appli¢ation or application-sj
n leverage one or more of the existing monitoring metrics{For instance, QoS can be
ustness and the performance of the system. A drop in Q6S can be a direct impact o
h composite objectives can be considered application specific and not generalized.

ier type
ldleware

n cells

strategies to detect transient faults caused by radiation or optical sources, bulk builf

cial libraries. BBICSs havecthe high detection efficiency of costly fault-tolerance sc
with comparison) withthe low area and power overheads of less efficient mitigation

ress transient faults~of short and long durations and multiple faults. Furthermore

closely mo

thus prevepting the inductien and propagation of errors to other clock cycles or system blocks.[5)

7.5.1.2

Reference
level in si

itor the zones where faults arise, early detection is possible immediately after fault

ttached hardware components inside

51] describes MAMon, a monitoring system that can monitor both the logic level and

nal performance of dedicated hardware implementations. By modifying the€)'d¢velopment

aEd scalable
by for ASIPs, monitoring can enhance the observability and adaptation capabilities of the

k insecure
ions. ASIPs
monitoring
monitoring

ecific sub-
a metric of
Fa security

-in current

BICSs) offer a solution that is suitable for system design flows based on the CMOS standard cells

hemes (e.g.
fechniques,
frequency,
as BBICSs
ccurrence,

—

the system

glé-/multiprocessor SoCs. A small hardware probe unit is integrated into the SoC

design and

connected via a parallel portlink to a host-based monitoring tool environment.

Reference [52] describes RG-Secure, which combines the third-party intellectual property trusted design
strategy with scan-chain netlist feature analysis technology, and is equipped with a distributed, lightweight
gradient lifting algorithm called lightGBM.

To enable full-system deterministic replay of multiprocessor executions, Flight Data Recorder (FDR)[23] adds
modest hardware to a directory-based sequentially consistent multiprocessor.

7.5.1.3 Filter hardware outside

In contrast to the hardware embedded in the system, a monitor can be located outside the system and is used
to filter and monitor whether the system communicates with the outside world or whether the interactive
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behaviour is compliant. The advantage of the monitor being external is that it does not require large-scale
transformation of the original system. It is convenient to evaluate and monitor the high-level behaviour of
the system and to report security issues in a way that users can better understand.

Typical methods include TrustGuard.[24] Security and privacy assurances in TrustGuard are founded on a
pluggable and simple hardware element, called the Sentry. With an improved Sentry model,18] TrustGuard

now allows output only from the correct execution of signed software. The Sentry in TrustGuard

a)

the correctness of instruction execution with respect to the ISA (including determinin
instruction in program order); and

b) whether each instruction is part of a signed program.

Policy dict
incorrect ekecution policies, including halting execution, continuing execution while preventihg
output, alerting the user, and reporting the incorrect instruction. This proof-of-concept suppor
with a singlle-core processor running software, including an OS, signed by a trusted authortity. A
TrustGuard requires that all I/0 originates from explicit /O instructions.

7.5.2 Software

checks:

g the next

y different
erroneous
[S a system
dditionally,

There are gn increasing number of types of hardware, and hardware structuges are becoming ipcreasingly

complex. Alhardware monitor can be combined with a software monitor t@'achieve better evaluat
Therefore, this subclause provides a brief summary of software monitgring technology.

Software
a) Operatling system layer, which provides monitoring APIs,ersystem drivers.

Due to the
sensitive r
the method

permission restrictions of the operating system,-upper-layer applications cannot dire
bsources. The monitoring program calls the.operating system-specific monitoring A
of Instant-Replay,[>3] to obtain relevant operating information.

b) Applicqtion layer, which adds monitoring functions or embeds monitoring code.

Code is ad
interesting
can be ad

led to a normally executed function, or parallel processes or threads are started
monitoring. For example, observation variables or path information recording, suc
ed. Software monitors used on the application layer include JaRec,[26] which is

independe

t record/replay environment for multi-threaded JavaT™>) applications implemented

ion results.

onitoring technology is divided into levels and can be serted into the following categgries:

ctly access
P, such as

to perform
1 as jumps,
a platform
using Java

Virtual Ma¢hine Profiler Interface (JVMPI).

c) Architgcture layer, whichvbuilds a system architecture with monitoring capabilities.

is considered.during the construction of the system framework. Through the invocatjon process
pecifications, the implementation of subsequent monitoring requirements is guided. Software
sed on the)architecture layer include ReVirt.[57]

Monitoring
and usage
monitors u

The related decuments are summarized in Table 1.

5) Java ™ is the trademark of a product supplied by Oracle. This information is given for the convenience of users of this
document and does not constitute an endorsement by ISO or IEC of the product named.
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Table 1 — Classification of software monitors

Approach

Level

Nonintrusive

Single- or
multicore pro-
cessors

Description

Halsall-Huil28]

Architecture

No

Multicore

This monitor is designed to gather the data
from each processing node of a real-time em-
bedded system that is based on a distributed

architecture.

ReVirt[5Z

Architecture

Yes

Multicore

ReVirt can replay the complete, instruc-
tion-by-instruction execution of a virtual
machine, even if that execution depends on

non-deterministic events, such as int

errupts

and user Input. An administrator ca
type of replay to answer arbitrarily'c
questions about what occurred befor
and after an attack.

use this
etailed
e, during,

BugNet[S

Architecture

Yes

Multicore

The BugNet architecture'is)focused g
tinuously tracing program execution
focuses on deterministically replayiry

n con-
BugNet
g the

instructions executed in user code apd shared

libraries.

Instant R{
p]ay[i]

0S

Yes

Multicore

Instant Replay’is a technique to repld

y shared

memoryadcesses by using an orderimg-based

appreach. This technique restricts th
gram to accessing shared memory ok
threugh well-defined CREW (concur

e pro-
jects only
ent-read-

er-exclusive-writer) protocol primitiyes, which

Instant Replay uses for the execution

replay.

Interrup
Replayl6d

0S

No

Multicore

Audenaert and Levrouw described a

method

for replaying parallel programs on b{is-based

shared-memory multiprocessor syst
use interrupts. This monitor is used
sion to Instant Replay.

bms that
hS an exten-

HMONI&]

0S

Yes

Multicore

HMON was developed to monitor the]
formance of the Hexagonal Architect

per-
ure for

Real-Time Systems (HARTS), a distriputed

real-time system.

IGORI[62]

Application

No

Single-core

Based on checkpointing techniques,
system for replaying programs. Give
point, IGOR reconstructs the state of]
gram at that point and allows the pra
continue its execution. IGOR does no
ternal I/0, so the replayed execution
from the original execution if the eny

GORisa

h a check-
the pro-
gram to
record ex-
can differ
ironment

has changed. Additionally, IGOR does

not handle

non-determinism caused by multi-threaded

programs.

JaRecl26]

Application

No

Multicore

JaRec operates entirely on the Java-bytecode

level. Each class that is loaded by the

JVM (Java

Virtual Machine) is transferred through the
JVMPI (JVM Profiler Interface) to an instructor,
after which the instrumented class is loaded.

a2 This trademark is provided for reasons of public interest or public safety. This information is given for the convenience of
users of this document and does not constitute an endorsement by ISO or IEC.

© ISO/IEC 2024 - All rights reserved

12



https://iecnorm.com/api/?name=356710a080844922433fcd613213ca50

ISO/IEC TR 5891:2024(en)

Table 1 (continued)

Approach

Level

Nonintrusive

Single- or
multicore pro-
cessors

Description

jRapturel63]

Application

Yes

Single-core

jRapture [SCFPO0O0] is a tool designed to capture
interactions between a Java application and the
underlying system, i.e. interactions with the
user interface, files, keyboard. During the replay
phase, jRapture presents the executing threads
with the same input sequence they received
during the record phase.

Recap is a tool that provides the illusion of

Recaplé4

Application

Yes

Multicore

TEVETSE EXECULION for paratier programs. Recap
uses a combination of checkpointingfand replay
to provide the user with an illusion off reverse
execution.

—

DejaVule3

Architecture

No

Single-core

DejaVu is an execution replay infrastfucture
designed at IBM®a foréaddressing thd non-de-
terminism caused by threads and other related
concurrent constructs in Java applicgtions.

a  This traflemark is provided for reasons of public interest or public safety. This information is given for the cqnvenience of
users of thisdocument and does not constitute an endorsement by ISO or IEC.

7.5.3 Hafdware-assisted monitors

Hardware-pssisted monitors are technologies or systems for debugging, performance tuning, fault tolerance,
or meriting power, energy and temperature. They are not deSignied on purpose of security assesgment.

Table 2 lists the main literature related to hardware-assisted monitors.

Table 2 — Classification.of-hardware-assisted monitors

Approach

Purpose

Carrier

Target
Entity

Objective
Patterns

Deployment

Method DescrlptloT

FDRI33]

Debugging

Middleware

Multicore

Behaviours

Similar to an aircraft flight data
recorder, FDR continudusly
records the execution in antici-
pation of a trigger, whifh can be a
fatal crash or a softwage assertion
violation.

Nonintrusive

Safe-
tyNetlo6]

Debugging

Middleware

Multicore

Behaviours

SafetyNet periodically [check-
points the system stat¢ to allow
the system to recover ifs state to
a consistent previous dheckpoint.
If a fault is detected, SqfetyNet
recovers the state to tHe recovery
point, which is the old ¢heckpoint

Nonintrusive

most recently validated as fault-
free.

a  Jintide® is the trademark of a product supplied by Montage. This information is given for the convenience of users of this
document and does not constitute an endorsement by ISO or IEC of the product named. Equivalent products may be used if they
can be shown to lead to the same results.
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Table 2 (continued)

Approach

Purpose

Carrier

Target
Entity

Objective
Patterns

Deployment
Method

Description

RnR-
Safel67]

Security

Middleware

Single-core

Behaviours

Nonintrusive

RnR-Safe complements hardware
security features to offload intru-
sion checks and/or to eliminate
check imprecision. RnR-Safe
reduces the cost of security hard-
ware by allowing the hardware

to be less precise at detecting
attacks, thus potentially reporting
false positives®5,

PASMI68]

Debugging

Middleware

Multicore

Information
and Behav-
iours

Intrusive

PASMisaprogrammrahle hard-
ware monitor thatpreyides a
flexible set of todls,for fhe user to
specify events.for a wigle variety
of monitoring applications. The
user can igclude with the appli-
cation a‘monitoring se¢tion that
defin€sevents of interg¢st, actions
to be'executed upon ddtection of
these events, and the binding of
events to actions.

ARTI69]

Debugging

Middleware

Multicore

Behaviours

Intrusive

This approach focuses jon vis-
ualizing the timing beHaviour

of the system processef. Rate
monotonic and deferraple server
algorithms are supported by this
monitor, and the monitoring task
is performed as part off the target
system.

ZMA4[70]

Debugging
and Per-
formance

Middleware

Multicore

Behaviours

Nonintrusive

In this approach, a harflware sys-
tem called ZM4 and an|event trace
processing software cdlled SIM-
PLE, which works independently
from the monitor, are developed.
The connection betweg¢n the hard-
ware and the monitored system is
alocal area network type.

Trams!28]

Debugging

Middleware

Multicore

Behaviours

Intrusive

The architecture of thif system
consists of software fof event
triggering that inserts write com-
mands in the code and fa hardware
subsystem used to sanjple the
time and identity of th¢ CPU.

SoC-
based(71]

This system-on-a-chip{based
monitor uses a hybrid method for
run-timeverification-of embedded

Debug-
ging, Per-
formance,
Fault-tol-

erance and
Security

Middleware

Multicore

Behaviours

Nonintrusive

systems. The monitor consists of
an event recognizer, a verification
tool, and the monitor output. The
event recognizer decides whether
the collected data are relevant to
the event definition. After passing
this step, the event data are sent
to the verification section, where
they are compared with the re-
quirement constraints.

a  Jintide® is the trademark of a product supplied by Montage. This information is given for the convenience of users of this
document and does not constitute an endorsement by ISO or IEC of the product named. Equivalent products may be used if they
can be shown to lead to the same results.
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Table 2 (continued)

. Target Objective | Deployment .
Approach | Purpose Carrier Entity Patterns Method Description
MAMon MAMon is a monitoring system for
Debugging | Middleware | Multicore Behaviours | Nonintrusive |hardware-accelerated real-time
[51] gg8ing
o operating systems.
Observ-
Road- %k:?fte};’ Roadnoc is a counter-based mon-
72 S Middleware | Multicore | Behaviours | Nonintrusive |itoring component attached to a
noclZzl | utilization
router.
of NoC
routers
Optimiza- ADAM performs runtithe appli-
ADAMIZ3] | BOn: Task | ypis 4 vare | Multicore | Behaviours | Nonintrusive | C2ti0n mapping ongi oG ina
Mapping distributed manner bylusing an
onan NoC agent-based approach.
Built-in self-testing at gach
Reliabilit router diagnoses the njimber and
VicislZ4] for NoCy Middleware | Single-core | Behaviours Intrusive |[locatiens of hard faultd, and this
method includes ECC, 4 crossbar
bypass bus, and port syvapping.
NUDA is a nonintrusive debug-
. ging framework for mgny-core
75 Debugging . . . . . |systems that operates |n parallel
NUDAIZ3] | (race de- | Middleware | Multicore Behaviours | Nonintrusive he original data inte
tection) to the original data intprconnec-
tion, thus enabling “nof-intrusive”
debugging methods.
Debuesin The lockset algorithm |s used
76 sging| . . . . |in hardware to exploit fthe race
HARDIZ6] | (race de- | Middleware| Multicore | Behavigurs | Nonintrusive d : bility ofkhis al
tection) etection capability of]this algo-
rithm by using bloom fflters.
Based on a non-interfefence mon-
itoring architecture, ngn-INTER
Debugging monitors the executiorn] of distrib-
Non-I7I\7I- and Per- | Middleware | Multicore | Behaviours | Nonintrusive gted rea_l-tlm-e systems Wlth(.)Ut
TERIZZ] formance interfering with their gxecution
by using additional hafjdware
to collect state informdtion and
assist in monitoring.
TrustGuard makes the[Sentry
compatible with a wid¢ range
of devices without reqiiiring
Trust- hardware modificatior}s to the
Guard Security /| Middleware | Multicore | Behaviours | Nonintrusive |hostsystem and gives flevelopers
[54] the option to use trust¢d code to
verify the execution offuntrusted
code, thus reducing thg size of the
trusted code base.
Jintide® monitors Xeon cores at
runtime with a reconfigurable
computing processor (RCP) chip.
Jintide Security | Middleware | Multicore | Behaviours | Nonintrusive Jintide captures particular fea
[78] tures by recording and analys-

ing the microarchitecture-level
behaviours that are software
transparent.

a  Jintide® is the trademark of a product supplied by Montage. This information is given for the convenience of users of this
document and does not constitute an endorsement by ISO or IEC of the product named. Equivalent products may be used if they
can be shown to lead to the same results.
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Table 2 (continued)

. Target Objective | Deployment -
Approach | Purpose Carrier Entity Patterns Method Description
Side-chan- Hard- These approaches monitor
nel based . ware and |Single-/Mul- . . . |hardware behaviours by using
Security . Behaviours | Nonintrusive | . . .
approach- Software ticore side-channel information to de-
es[14.15] (Optional) tect hardware Trojans.
a  Jintide® is the trademark of a product supplied by Montage. This information is given for the convenience of users of this
document and does not constitute an endorsement by ISO or IEC of the product named. Equivalent products may be used if they
can be shown to lead to the same results.

7.5.4 Software vs. hardware-assisted solutions

Detecting hardware behaviour by using software has many limitations:

a) The adquisition software cannot record every memory access of the CPU and,can only use page
granulprity, thereby incurring a large performance overhead and memory space overhead, greatly
limiting the use range.

b) The acfuisition software also cannot record the DMA operation of a transparent transmisfion device
and cah perform accurate event recording only on an analogue device.

¢) On th¢ playback side, using different architectures causes falsg“positives, and using the same
architgcture leads to the problem of insufficient confidence.

Software cpn be combined with hardware modules to achieve higher confidence with higher pdarformance.
That is, the software collects the CPU status, the hardware{records memory and 10 accesq, and then
implementy a hardware monitoring framework through“ether hardware cores running fnstruction
simulators

7.6 Target entity
7.6.1 IP fores

7.6.1.1 (Qeneral
The security of IP cores comes from two aspects:

— To maintain their commexcial credit, IP vendors provide IP anti-counterfeiting solutions to yerify their
legitimacy:.

— Users ¢f IP cores enstire that the embedded third-party IPs will not bring safety risks.

7.6.1.2 IP anti-piracy

[P anti-counterfeiting solutions can be roughly divided into four strategies: obfuscation, watermarking,
fingerprintimg—amd Tetering TP amti-coumnterfeiting tam be used onty for 1Psorigimating from legitimate
suppliers, and it is based on the supplier's own business reputation and verification methods. Therefore, as
a user, in the case of high security requirements, a hardware monitor can be added to verify the compliance
of the third-party IP.

7.6.1.3 IP compliance monitoring

Third-party IPs are often integrated into the SoC as a core security function, such as an encryption engine.
Their own security directly determines the security level of the overall system. There are also potential
risks that malicious functions, e.g. hardware Trojans, can be inserted into IP cores. In particular, due to
cost and time constraints, IP cores without a complete authentication chain are used in many scenarios.
Therefore, ensuring the safe operation of IP cores, the absence of a security backdoor and hardware
monitoring technologies that guarantee the absence of malicious functions are very important.
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7.6.1.4 Hardware integrity assurance

In the scope of post-silicon hardware operation, methods such as runtime attestation become crucial to
ascertain that the hardware components have not been illicitly altered during their execution cycle. This
approach forms a part of the hardware monitoring strategies which ensure the integrity of third-party IPs,
effectively supplementing the anti-counterfeiting solutions provided by IP suppliers. Such a verification
approach becomes paramount in high-security applications where any tampering can lead to a catastrophic
failure of the overall system.

7.6.1.5 IP core verification and validation

IP core verification and validation mechanisms take centre stage in establishing the functional correctness,
performance, and security characteristics of third-party IPs. These mechanisms can include formal
verificatio methods, simulation, and hardware emulation. Much like the anti-counterfeiting solutions,
these procgdures depend heavily on the verification methodologies provided by the legititnate¢ suppliers.

They ensur that can be
present.

7.6.1.6 K

Real-time

Technologi
They can o
unusual ac
within SoC
the overall

7.6.2 Processing units

Processing]
according {
With the rz
and other

debugging,

7.6.3 Me

Memory in|

the read-only nature of ROMsnon-volatile memory is discussed only in terms of SoC compone
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ipid development of chip manufacturing and the rise of cloud computing, the Interne
fields, many studies have concentratéd mainly on multiprocessors[18l[29] and NoCsl
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cess meniery (RAM) is volatile random-access memory with high-speed access and
mes. [tisnot related to addresses. RAM can be divided into static RAM (SRAM) and dy
RAM stores the temporary data generated during the operation of a single-chip micr

f IP cores.

bs capable of capturing and analysing real-time data are particularly valuable in this context.
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data for a short time. DRAM is slower, cheaper and has more computer memory than SRAM.

AM retains

Monitoring SRAM involves focusing on two main areas: the CPU cache and the SRAM used in the SoC. RG-
Secure obtains cache information by monitoring the data of the bus controller so that it can process the
dynamic data of SRAM in multicore scenarios. FDRI[23] identifies memory race by embedding a special field
(VIC/CIC) in the cache.

DRAM monitors are divided into two realizations: software and hardware. SMMI8Y is a software
implementation that provides detailed information and a graphical view of the running programs inside the
computer. Through hardware implementation, SMM can provide better performance and safety. Jintide [Z8]
uses special hardware, namely, MTR, to efficiently collect DRAM data. Jintide can collect only the memory
that changes between checkpoints as needed, thereby greatly reducing the log size.
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7.6.4 Peripheral devices

Peripheral equipment is divided into two categories: input and output. These devices handle data or signal
input/output and include non-volatile storage devices (such as data carriers) and input/output devices for
non-deterministic events (such as user keyboard input and interrupt/abnormal signals).

The monitoring of peripheral devices is performed directly or indirectly by relying on the I/0 interface (12C/
SPI/PCle, etc.) provided by the system boundary. Direct acquisition methods include collecting peripheral
bus data. Indirect methods include using the monitor function provided by the hypervisor technology to
obtain interrupt and data information.

FDRI23] logs DMA by modeling DMA interfaces as pseudo processors and applying memory-race logging

techniques

.Jintide [78] uses dedicated hardware ITRs to collect I/0 information.

A hypervis
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7.7.3

Behaviours

g machine

Behaviour-based monitors emphasize logical compliance at a high level. For example, hardware Trojans
can be detected to analyse the behaviour of the hardware. Unlike information content-based and physical
specification-based monitors, behaviour-based monitors have an important runtime feature.

Hardware behaviour is restricted by the system environment in which the entity is located. Behaviour
monitoring often involves an overall analysis of the entire system and does not limit important security
components.
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7.8 Deployment method

7.8.1 General

The deploy

ment of monitoring involves consideration of:

a) intrusiveness;

b) whether

c) whether

the deployment is offline or online;

the deployment is synchronous or asynchronous; and

d) whether there is one or multiple monitors.
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are solutions, hardware solutions involve more development funds and cycle inveg
5 also limited. Configurable hardware-assisted solutions based on FPGAs consider the
y and low overhead to a certain extent. Balancing coss, flexibility, and low intrusig
the monitor deployment phase.

Offline or online

thods can result in lower intrusiveness than online methods because the processin

However, unlike online solutions, offline solutions involve store sampling or traci
roducing additional space overhead..@nline deployment methods are more suitable fc
hen monitoring abnormal behavigu#s, this method can provide timely security contrg
pproach either increases costs,er brings greater overhead.
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asynchronousssolution brings some delay, but as long as the delay is within the accep
m, the asynchronous monitor solution is a better solution with lower intrusiveness.
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the advantages and disadvantages of offline and online methods, an asynchronous moni

nchronous
able range

To date, the Strategy of centralized processing with a single monitor(8% is more common, byt with the
increasing i istri i i i y emerged.
Reference [81] divides multimonitor solutions into two categories: orchestrated and choreographed
monitors. Orchestration relies on a single coordinating entity to gather, order and analyse events, whereas
a choreographed approach disseminates these tasks across multiple monitors.[821(83] While orchestration
is typically simpler to synthesize and thus easier to obtain correctly, choreography is more attuned to the
characteristics of distributed computing, thus leading to lower network traffic and a higher degree of fault

tolerance.[84]

7.8.6 Scalability

Scalability is a critical consideration for hardware monitoring systems as the complexity and monitoring
requirements of modern systems continue to grow. A monitoring solution that lacks scalability can
become inadequate to handle the increasing number of components, devices, or data points that need to
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be monitored. To maintain scalability, it is vital to design hardware monitoring systems with modular
architectures, as this will facilitate easy expansion and adaptation. For instance, Reference [42] presents
a scalable hardware monitoring framework that leverages distributed data collection and processing to
accommodate monitoring requirements across large-scale distributed systems.

7.8.7 Resilience and redundancy

The design of hardware monitoring systems prioritizes resilience and redundancy to provide continuous
monitoring, even when faced with failures or disruptions. Downtime or malfunctions in the monitoring
system can result in the loss of critical data, which can have serious repercussions. A viable approach for
this situation involves implementing redundant data storage and failover mechanisms. As exemplified in
Reference [43], this method utilizes a redundant monitoring architecture to maintain uninterrupted data
collection and nnn]ycic

7.8.8 Compatibility

Seamless integration of monitoring solutions often rests on their compatibility with existing hardware and
software systems. The design of these systems ideally facilitates interactions with a wide array of hardware
configuratjons and software environments, thus avoiding any conflicts or disruptions. An Jnstance of
this can b found in Reference [95], which elaborates on a System-on-Chip (Se(C) architecture jntegrating
multiple prjocessors with other memory blocks. Such a design enhances the §ystem's adaptability to various
hardware ¢onfigurations, promoting effortless deployment in a variety of sy/stems.

7.8.9 Impact on performance

The effect
possible to

of hardware monitoring on the performance of thé observed system is ideally kepft as low as
prevent interference with its regular functionality) Monitoring systems are best dedigned with
great precision to exert as little burden as possible on the<desources of the targeted system. For instance,
Reference [112] investigates methods for lightweight hardware monitoring which result in an glmost non-
existent impact on the CPU's performance, thus allowing for continuous monitoring without diminishing the
responsivepess of the system.

7.8.10 Lawful and ethical data handling regulations and requirements

Hardware

and ethical
protection
emphasize
preserving

monitoring systems complying with legal regulations and ethical guidelines allows

data handling. As data privacy and security become more prominent concerns, prio
of collected data and its jresponsible usage becomes paramount. For instance, Refe
5 the value of compliance with data protection regulations and the implementation
techniques in hardware monitoring systems, which helps in maintaining the trust and

for lawful
Fitizing the
fence [113]
of privacy-
confidence

of users.

8 Utilizjngmonitoring technologies for hardware security assessment

8.1 Existing state-of-the-art security assessment approaches

The stages of existing hardware security assessment approaches can be classified into pre-silicon and post-
silicon stages. The former stage is used to guide the fulfilment of specific safety requirements in the design
phase, and the latter is used mainly to evaluate product safety risks.

The methods used in the pre-silicon stage can be divided into top-down and bottom-up methods that guide
the hardware design phase to meet safety requirements. R. Huang et al.[3] proposed a hardware security
assessment scheme that provides a systematic way of measuring and categorizing the security concerns of
hardware features. The proposed scheme focuses on security measurements in the early design stage by
utilizing the experiences of security experts and the design knowledge of feature owners. The assessment
scheme employs a two-level questionnaire format that scores and categorizes security measurements.
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B. Sherman et al.[8¢] proposed a bottom-up design approach, transitioning from a product-centric to an IP-
based approach, thereby effectively improving the reuse of public components of various products. The
outcome was the Security Risk Assessment (SRA) tool, which guides an IP working group in conducting
security assessments.[86] The SRA tool divides the security assessment process into two layers: a high-level
filter and a low-level assessment. The intent of the high-level filter is to quickly identify the IPs, and if there
are no significant security concerns, they are dismissed as having minimal risk. The low-level assessment
comprises a set of questions organized into focused topic categories, where each question is assigned a risk
rating and weighted score.

Hasegawa et al.l12.13] proposed a machine-learning-based hardware Trojan detection method for gate-level
netlists by using multilayer neural networks. The authors extracted 11 features for each net in a netlist.
Then, the authors classified the nets in an unknown netlist into sets of Trojan nets and normal nets by using

multilayer neural networks.
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Runtinje monitoring.can bring extra overhead to the original system, and the security of the

characteristic of a hardware Trojan is that host hardware-operations (behaviours)
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r conditions and corresponding behaviours of nipst flaws referring to functional bug
gs can be consulted to obtain prior knowledge. For example, if a program is dete
ly measuring the latency of a memory address that would have only been visited b
execution, it can be concluded that this is¢art of a CPU cache side channel attack.

hardware monitoring technologies have been developed for many purposes. These t¢
used to collect dynamic information-that presents the runtime changes of the attribut
ites, or surface looks of the target. By further analysis of such information, meaning
rities can be extracted, which can be identified as behaviours.

also exist when employing monitoring technologies. Examples of such challenges are li

rtant.

internal module or an external agent that performs monitoring, as an additional fung
Lhe target, will probably bring extra overhead, thus likely decreasing the overall perfo

can result
r example,
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trust. Monitoring hardware can coordinate with external devices to achieve better performance.
Potential threats to monitoring hardware exist in both cases. For example, monitoring data can be
revealed to the outside. Thus, certification based on security requirements to address these threats
can be considered in applying the monitoring hardware.

hardware target can be required for runtime evaluation tasks.

Most existing hardware monitoring technologies are ad hoc. Extra optimization or redesign of the

— Among existing cases, the technologies that monitor hardware states most likely play the role of
design assistance rather than assessment assistance. These technologies are designed to serve
different purposes (see 6.2) with various features, some of which are possibly not convenient
for evaluation. A common challenge is that some of these technologies can be realized only by an
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intrusive approach to the circuit, while reusability, configurability and non-intrusiveness are more
desirable for assessment.

— Various hardware components present quite different attributes, features and behaviours.

— Third-party agencies or users can be faced with different kinds of hardware components. Currently,
third-party agencies or users who want to monitor hardware components to evaluate them, must do
so case by case. Therefore, a general methodology of runtime security evaluation is needed.

False positives and negatives impact hardware monitoring effectiveness, wasting resources or leaving
the system vulnerable to undetected threats.

— False positives and negatives are critical concerns in hardware monitoring systems. False positives
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Tl-;fse issues often arise due to the complexity of the algorithms used for threat detect
erentuncertainty in monitoringlarge-scale hardware systems. For example, inintrusign detection

stems (IDS), an incorrect signature match or anomaly detectioncan trigger a fal
hilarly, sophisticated malware can evade detection mechanisms, Jeading to false nega

Mitigating false positives and negatives involves a delicate equilibrium of diminishing
rms while also maintaining robust threat coverage. By./incorporating advanceld machine

rning techniques and perpetual real-world data training,~the precision of threat de

orithms, assists in minimizing false positives and negatives.
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overall system performance.

nitored system.

resource-constrained embedded systems or Internet of Things (IoT) devices, the o

bedded system can findit difficult to accommodate the high computational demands
nitoring and analysis.given its restricted processing power.

dressing this challenge can involve the implementation of lightweight and efficient al
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Lations can have detrimental effects on the overall effectiveness of the monitoring sy:

e hardware monitoring system can be challenging due to the limited resources. For €

dware monitoring systems. One way to do this can beleveraginghardware-accelerated
unjits like FRGA' or ASIC. This technique can lessen the computational load of the main
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source allocation is a critical aspect afthardware monitoring systems, especially in resource-
hstrained environments. Inefficient @llocation of processing power and memory ¢
boptimal system performance, affecting the overall functionality and responsiveness of the
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— The complexity of hardware monitoring systems demands specialized technical expertise. However,
a scarcity of skilled professionals with in-depth knowledge of hardware, cybersecurity, and system
architecture can hinder the successful implementation and maintenance of such systems.

Hardware monitoring systems require a deep understanding of various disciplines, including

hardware design, operating systems, networking, cryptography, and cybersecurity. For instance,
implementing secure hardware monitoring requires knowledge of threat modeling, risk assessment,
and security protocols.

To overcome the scarcity of technical expertise, organizations can invest in training and

education programs for their personnel. Additionally, collaborations with academic institutions

© ISO/IEC 2024 - All rights reserved

23


https://iecnorm.com/api/?name=356710a080844922433fcd613213ca50

ISO/IEC TR 5891:2024(en)

and cybersecurity training centres can help fill the skill gap and create a pipeline of qualified

professionals.

replacing components.

Managing the lifecycle, especially in embedded systems, poses complexities and costs when updating or

Hardware monitoring systems, especially in embedded systems, face unique challenges in managing

the lifecycle of their components. The process of updating or replacing hardware components can be
intricate, costly, and time-consuming.

Embedded systems often have limited modularity, and hardware components can be tightly

integrated with the overall system architecture. For example, replacing a critical component in an
embedded system can require significant redesign and revalidation of the entire system.

To| address these challenges, careful planning and foresight during the initial design
criyicial. Adopting modular hardware architectures and ensuring component compat
fuure updates can ease the lifecycle management process. Additionally, remote.firmw4
anfd over-the-air (OTA) technologies can facilitate more efficient and cost=effective

updates in embedded systems.
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9 Certification for monitoring hardware

A certification for monitoring hardware is essential for using hardware monitoring technology with trust.
Two use cases are considered. In the first use case, the monitoring hardware monitors the target hardware
and detects malicious hardware. In the second case, the monitoring hardware coordinates with external
devices to achieve a better performance.

In the first use case, the monitoring hardware obtains side-channel information (e.g. the power
consumption, electromagnetic emissions, and computation time) of the target hardware to check the status
of the hardware. A detection algorithm executed on the monitoring device can detect malicious behaviours
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by using the side-channel information. However, detection using only monitoring hardware can cause false
detections due to the limited computational resources.

In the second use case, the monitoring hardware provides side-channel information to an external device.
The detection algorithm can be executed partially or entirely on external resources (e.g. devices or PCs) to
improve the detection accuracy.

Example threats against the monitoring hardware include the following:

To mitigate

Unauthorized access

An attacker can access (read, modify, or delete) the data (e.g. side-channel traces and cryptographic
keys of the monitored target) in the monitoring hardware.

An atta
monitd
This al

Unauth
An atta
Malfurn

A mon

Access

Access
agains

Entity

Auther
hardw

Data in

Auther
monitd

Confid

Encryrp
confide
Hardw
encry

cker also can access transmitted data or compromise the security of the monitoringh
ring or manipulating communication between the monitoring hardware and extérna
50 includes fault injection attacks.

orized update

icker can install unauthorized software (e.g. firmware) on the monitering hardware.
ction

toring malfunction can reduce the security of the monitoringhardware.

the risks of the above threats, the following countermeasutes can be used:

control

control in accordance with security policies can‘improve the security of the monitorin
F unauthorized access.

huthentication

ticating an external entity (e.g. useror external resource) that requests access to the
hre also improves the security of the monitoring hardware against unauthorized acce

tegrity and authentication

ticating the source of data'and confirming the integrity of data can improve the sec
ring hardware against unauthorized updates.

entiality

ting data that are stored in, sent from or sent to the monitoring hardware
ntiality dnd improve the security of the monitoring hardware against unauthori
are security modules (HSMs) and trusted platform modules (TPMs) can be used
tion‘keys.

Softw.

re npdn’rp verification

hrdware by
resources.

b hardware

monitoring
S.

irity of the

an ensure
yed access.
to protect

Verifying software updates can mitigate the risk of malicious software being installed and can improve
the security of the monitoring hardware against unauthorized updates and malfunctions.

Physical protection

Locating the monitoring hardware in a controlled or monitored physical environment can improve the
security of the monitoring hardware against unauthorized access.

Self-testing

Self-testing of the functionalities of monitoring hardware can improve its reliability and the security of

the mo

nitoring hardware against malfunctions.
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Certification for monitoring hardware guarantees that the monitoring hardware meets these security
targets.

ISO/IEC 15408-2 can be applied to the certification of monitoring hardware. The related security functional
components are listed in Table 4.

Table 4 — Related security functional components in ISO/IEC 15408-2

Security targets Related security functional components in ISO/IEC 15408-2
Access control FDP_ACF (access control)
Entity authentication FIA_UAU (user authentication), FDP_DAU (data authentication)
Data intesrity and authentication FDP_UIT (user data integrity transcfae[rlcl))rl;j)tection), FDP_DAU (data authenti-

FDP_UCT (inter-TSF user data confidentiality transfer prote¢tion), FCS_COP
(cryptographic operation)

FDP_UIT (user data integrity transfer protection), FDP'DAU (dath authenti-

Confidentiality

Softwgre update verification

cation)
Plysical protection FPT_PHP (TSF physical protection)
Self-test FPT_TST (TSF self‘test)

The above felations can be used to describe PPs/STs for the monitoring hardware.
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