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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of document should be noted. This document was drafted in accordance with the editorial rules of the 1ISO/
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Introduction

The use of artificial intelligence (Al) technology in industry has increased significantly in recent years and
Al has been demonstrated to deliver benefits in certain applications. However, there is limited information
on specification, design, and verification of functionally safe Al systems or on how to apply Al technology
for functions that have safety-related effects. For functions realized with Al technology, such as machine
learning (ML), it is difficult to explain why they behave in a particular manner and to guarantee their
performance. Therefore, whenever Al technology is used in general and especially when it is used to realize
safety-related systems, special considerations are likely to arise.

The availability of powerful computational and data storage technologies makes the prospect of large-
scale deployment of ML possible. For more and more applications, adopting machine learning (as an Al
technologyf[ 15 enabling the rapid and successiul development of functions that detect trends and patterns
in data. Th

key param¢
or to conve
in analysis
recognitioy
manufactu

In addition

statistics, probability theory and estimation theory have, for example, enabled significant prog
btics and perception. As a result, Al technology and Al systemsare starting to realize applications
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s makes it possible to induce a function’s behaviour from observation and to quickly

rge on an optimal solution within a specific environment. Successful ML application
of, for example, financial data, social networking applications and language Tecogni
| (particularly face recognition), healthcare management and prognostics, digital
Fing robotics, machine health monitoring and automated vehicles.

to ML, other Al technologies are also gaining importance in engineering applicatio

safety.
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The purpose of this document is to enable the developer of safety-related systems to appropriately apply
Al technologies as part of safety functions by fostering awareness of the properties, functional safety risk
factors, available functional safety methods and potential constraints of Al technologies. This document also
provides information on the challenges and solution concepts related to the functional safety of Al systems.

Clause 5 provides an overview of functional safety and its relationship with Al technology and Al systems.

Clause 6 describes different classes of Al technology to show potential compliance with existing functional
safety International Standards when Al technology forms part of a safety function. Clause 6 further
introduces different usage levels of Al technology depending on their final impact on the system. Finally,
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Clause 6 also provides a qualitative overview of the relative levels of functional safety risk associated with
different combinations of Al technology class and usage level.

Clause 7 describes, based on ISO/IEC 22989, a three-stage realization principle for usage of Al technology in
safety-related systems, where compliance with existing functional safety International Standards cannot be
shown directly.

Clause 8 discusses properties and related functional safety risk factors of Al systems and presents challenges
that such use raises, as well as properties that are considered when attempting to treat or mitigate them.

Clauses 9, 10 and 11 show possible solutions to these challenges from the field of verification and validation,
control and mitigation measures, processes, and methodologies.

The annex : ex A addresses
how IEC 61508-3 is applled to AI technology elements, and Annex B prov1des examples to hgw to apply
three-stagg realization principles and define various properties. Annex C describes more detailedl processes
related to 9.3. Annex D shows the mapping between safety life cycle in IEC 61508-3 and Allsystem life cycle
in ISO/IEC p338.
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Artificial intelligence — Functional safety and Al systems

1 Scope

This document describes the properties, related risk factors, available methods and processes relating to:

use of Al inside a safety related function to realize the functionality;

— use of non-Al safety related functions to ensure safety for an Al controlled equipment;

— use of Al systems to design and develop safety related functions.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content

requirements of this document. For dated references, only the edition cited applies. For undated

the latest e

ISO/IEC 22
terminolog]

3 Term

For the pur
apply.

ISO and IE(

[SO On|
IEC Elg

3.1
safety
freedom fr

[SOURCE: I

3.2

functional
part of the
that depen

dition of the referenced document (including any amendments)applies.

089:2022, Information technology — Artificial intelligensé—— Artificial intelligence cd
"

5 and definitions

maintain terminology databases fof-use in standardization at the following addressg

line browsing platform: availabte at https://www.iso.org/obp

ctropedia: available at https://www.electropedia.org/

bm risk (3.3) which)is not tolerable

FC 61508-4:2010, 3.1.11]

safety.
overall safety (3.1) relating to the EUC (Equipment Under Control) and the EUC con

constitutes
references,

ncepts and

poses of this document, the terms and definitions given in ISO/IEC 22989:2022 and the following

4

rol system

safety-related systems and other risk reduction measures

[SOURCE: I

3.3
risk

EC 61508-4:2010, 3.1.12]

functional safety risk
<functional safety> combination of the probability of occurrence of harm (3.5) and the severity of that harm

(3.5
Note 1 to en

[SOURCE: I

try: For more discussion on this concept, see Annex A of IEC 61508-5.

EC 61508-4:2010, 3.1.6, modified — Added < functional safety > domain]
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risk
organizati
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onal risk

<organizational> effect of uncertainty on objectives

Note 1 to entry: An effect is a deviation from the expected. It can be positive, negative or both and can address, create
or result in opportunities and threats.

Note 2 to entry: Objectives can have different aspects and categories and can be applied at different levels.

Note 3 to entry: Risk is usually expressed in terms of risk sources, potential events, their consequences and their

likelihood.

Note 4 to entry: This is the core definition of risk. As risks are specifically focused on harm (3.5) a discipline specific

definition of
[SOURCE: I

3.5
harm
physical in

[SOURCE: I

3.6
hazard
potential s

[SOURCE: I

3.7
hazardous

event that may result in harm (3.5)

[SOURCE: I

3.8
system
arrangeme
constituen

[SOURCE: I

39
systematig
failure, reld
the design

[SOURCE: I

risk (3.3) is used in this document in addition to the core risk definition.

50 31000:2018, 3.1, modified — Added <organizational> domain and Note 4 toentry]

ury or damage to the health of people, or damage to property or the environment

FEC 61508-4:2010, 3.1.1]

purce of harm (3.5)

FC 61508-4:2010, 3.1.2]

event

FC 61508-4:2010, 3.1.4]

ht of parts or elements that\together exhibit a stated behaviour or meaning that the
s do not

SO/IEC/IEEE 15288:2023, 3.46, modified — Removed the three Notes to entry]

" failure
ited in a deterministic way to a certain cause, which can only be eliminated by a mod
br of the(manufacturing process, operational procedures, documentation or other relev

FC.61508-4:2010, 3.6.6]

individual

ification of
rant factors

3.10

safety-related system

designated

system that both

— implements the required safety functions necessary to achieve or maintain a safe state for the EUC; and

— isintended to achieve, on its own or with other E/E/PE safety-related systems and other risk reduction
measures, the necessary safety integrity for the required safety functions

[SOURCE: IEC 61508-4:2010, 3.4.1]
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3.11

safety function

function to be implemented by an E/E/PE safety-related system or other risk reduction measures, that is
intended to achieve or maintain a safe state for the EUC, in respect of a specific hazardous event (3.7)

[SOURCE: IEC 61508-4:2010, 3.5.1]

3.12

equipment under control

EUC

equipment, machinery, apparatus or plant used for manufacturing, process, transportation, medical or other
activities

N 1 Tl A el & Fal e 1 A= - 4= P R L o =l JI-LL
ote 1 to en Ty T Ut Controrsystenmrrsseparatc ana arstmetrronrtne o

[SOURCE: IEC 61508-4:2010, 3.2.1]

3.13
programnjable electronic
PE
based on cpmputer technology which can be comprised of hardware, software ‘and of input andl/or output
units

Note 1 to eptry: This term covers microelectronic devices based on one or mofe central processing yinits (CPUs)
together with associated memories, etc.

EXAMPLE The following are all programmable electronic devices:

— microgrocessors;

— micro-fontrollers;

— programmable controllers;

— applicdtion specific integrated circuits (ASIGS);

— programmable logic controllers (PLCs);

— other domputer-based devices (e.g:émart sensors, transmitters, actuators).
[SOURCE: IEC 61508-4:2010, 3.2.12]

3.14
electrical Jelectronic/pregrammable electronic
E/E/PE
based on electrical (E)and/or electronic (E) and/or programmable electronic (PE) technology

Note 1 to enfry: Theterm is intended to cover any and all devices or systems operating on electrical princfples.

EXAMPLE Electrical/electronic/programmable electronic devices include:

— electro-mechanical devices (electrical);

— solid-state non-programmable electronic devices (electronic);

— electronic devices based on computer technology (programmable electronic).
[SOURCE: IEC 61508-4:2010, 3.2.13]

3.15
Al technology
technology used to implement an Al model (3.16)

© ISO/IEC 2024 - All rights reserved
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3.16
Al model
physical, mathematical or otherwise logical representation of a system, entity, phenomenon, process or data

[SOURCE: ISO/IEC 22989:2022, 3.1.23, with the addition of Al]

3.17
test oracle
source of information for determining whether a test has passed or failed

[SOURCE: ISO/IEC/IEEE 29119-1:2022, 3.115]

4 Abbreviated terms

ALARP  pslow as reasonably practicable

ANN artificial neural network

CNN convolutional neural network

CPU central processing unit

CUDA compute unified device architecture
DL deep learning

DNN deep neural network

GPU braphics processing unit

EDDM early drift detection method

E/E electrical and/or electronic

E/E/PE  Electrical/electronic/programmable electronic
EUC equipment under control

FMEA failure modes and effects analysis

GAMAB globalement au moins aussi bon

HARA hazard analysis-and risk assessment

HAZOP  hazard and operability analysis

JPEG ointphotographic experts group
KPI ey performance indicator

MEM minimum endogenous mortality
SVM support vector machines

5 Overview of functional safety

5.1 General

The discipline of functional safety is focused on risks related to injury and damage to the health of people,
or damage to the environment and, in some cases, mitigation against damage to product or equipment. The

© ISO/IEC 2024 - All rights reserved
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definition of risk differs based on the domain tags as shown in Clause 3. Both definitions are valid concepts
for the use of Al. All references to risk in this document from this point on are related to the definition from
the functional safety domain.

According to IEC 61508-1, control of risk is an iterative process of risk assessment and risk reduction.
Risk assessment identifies sources of harm and evaluates the related risks for the intended use and the
reasonably foreseeable misuse of the product or system. Risk reduction reduces risks until they become
tolerable. Tolerable risk is a level of risk that is accepted in a given context based on the current state of the
art.

The IEC 61508 series recognizes the following three-step (prioritised) approach as being good practice for

risk reduction:

Step 1:

Step 2:
— Step 3:
Risk reduc

This docun
use of Al t¢g
related sys

This docunpent makes no provision of methodology for Al technology-used for Steps 1 and 3.

5.2 Fung

IEC 61508+
Under Cont
Electronic
PE safety-1
be implem
achieve or
safety fung
The safety

As the tern

ill}lCl Cllt}_y fuut,tiuua}}_y DclfC dcaisu,

guards and protective devices;

information for end users.

ion via the provision of functional safety is associated with Step 2.

nent focuses on the aspects of safety functions performed by a saféty related system|

tem (Step 2).

tional safety

4(19] defines functional safety as that “part of.the overall safety relating to the EUC
rol) and the EUC control system that depends.onthe correct functioning of the E/E/PE
Programmable Electronic) safety-related systems and other risk reduction measures
elated system is delivering a “safety fuiiction”, which is defined in IEC 61508-4 as a
ented by an E/E/PE safety-related system or other risk reduction measures, that is 1
maintain a safe state for the EUC;inrespect of a specific hazardous event.” In other
tions control the risk associated with a hazard that leads to harm to people or the en|
functions also reduce the risk of having serious economic implications.

implies, functional safety>as defined in IEC 61508-4 - aims to achieve and maintain f|

safe syste
reduction
explicitly

Following 1
of these teg
particular
human fact

}cluded. The EUClsinot limited to individual devices but it includes also systems.

states of an EUC through the provision of safety functions. Based on the inclusion of]
easures” in the defihition of functional safety and safety functions, non-technical fu

hese definitions, functional safety as a discipline is thus concerned with the proper €
chnical and-non-technical safety functions for risk reduction or risk level contai
quipment under control, from the component level up to the system level, including
ors,@nd under operational or environmental stress.

by making

chnology, either within the safety related system or during desjgn and development of the safety

Equipment
Electrical/
" The E/E/
function to
ntended to
words, the
vironment.

linctionally
“other risk
nctions are

ngineering
hment of a
onsidering

Functional

Qaﬁ:fy focuses on caﬁ:fy functions for risk reduction and the prnpprﬁpc of thes

b functions

required for risk reduction. While the functionality of a safety function is strongly use-case dependent,
the properties required for risk reduction and the related measures are the main focus of functional safety
standardization.

Prior to the advent of programmable systems, when safety functions were limited to implementation
in hardware, the focus of functional safety was to reduce the consequences and the likelihood of random
hardware failures. With software being increasingly used to implement safety functions, the focus shifted
towards systematic failures introduced during design and development.

NOTE 1SO 21448:2022[7] includes requirements on safety of the intended functionality including aspects such as
performance limitation. Annex D describes implications for machine learning.
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There is a robust body of knowledge on how to avoid systematic failures in non-Al systems and in software
development.[138] This document considers the use of Al technology in the context of safety functions.
Functions containing Al technology, especially machine learning, typically follow a different development
paradigm to that of non-Al systems. They are less specification-driven and more driven by observation of
the data defining the system behaviour. For this reason, the catalogue of available measures for dealing
with systematic failures is extended with respect to the specificities of Al technologies: Annex A provides
an example of that extension. Al-specific risk reduction measures also differ from non-Al systems from a
functional perspective. Functional safety puts a focus on systematic capabilities (IEC 61508-4:2010, 3.5.9) in
addition to random hardware and systematic failures throughout the life cycle.

The relevance of Al technologies when used to realize a safety function is their potential to address new
methods for risk reduction. This document examines the use of such technologies for this purpose, while

maintainin

existing risk reduction concepts, by introducing risk and classification considerations.

In general,
depend on
technical r
advanced s
of function)
hardware 1
like the IE
technology
systems th

6 Useo

6.1 Proh

The use of
Standards
that includ

6.2 Alte

E/E/PE saf
mitigation
However, t
which prop

principle. T

technology
including t

achieving an acceptable risk level for increasingly complex and automated systems
hdvanced safety concepts. This includes the adequate implementation of both teehnic

fety concepts is a great challenge in functional safety. It also leads to an inCrease in {
al safety requirements. For all technical risk reduction measures, the‘distinction ig
andom faults and systematic faults are considered, which is done in basie Internationa

it is inevitable that there is additional focus on the assuraneethat systematic cap
ht implement these functions are sufficient for the intended use.environment.

f Al technology in E/E/PE safety-related systems

lem description

Al technology and Al systems is currently nettreated in mature functional safety In
indeed, in some International Standards their use is explicitly forbidden). Internationa
e Al-related contents include 1SO 214482,

chnology in E/E/PE safety-related systems

ety-related systems have aset of properties to ensure that they provide the inter

he data and the specifications vary based on application and technology domain. The
erties are selected isidescribed in Figure 3 for each of the three stages of the three-stage|
he properties areyselected on a case-by-case basis, as relevant to a particular ap

is likely to
al and non-

sk reduction measures to achieve and maintain safe system states. Assuringthé valiglity of such

he number
made that
Standards

[ 61508 series or derived International Standards. However, for. safety functions including Al

abilities of

kernational
Standards

ded safety

measures in a dependable way. These properties are ideally generic and application independent.

process in
realization

plication or

domain, their dafa and specifications. Properties are based on existing International|Standards,
he IEC 61508\series[16]-119], the ISO 26262 series[12]-115], [EC 62061[21] and the 1SO 13849 series.

[51[8] Clausg 8 providés-a list of typical properties.
Satisfying [the ,s€lected properties is likely to place particular functional safety requirements on the
realization 61508-3018]

1nsta11at10n valldatlon operation and mamtenance of such systems For example IEC
defines sud eme e e echnologies use
different development approaches (e.g. learnlng based) compared to the non-Al software engineering life
cycles targeted by IEC 61508-3.

To address the difference between traditional development processes and the approach typical of Al
technologies, this clause provides a general classification scheme for the applicability of Al technology in
E/E/PE safety-related systems, based on various contexts of the application of Al technology.

An example of a classification scheme is, summarized in Table 1 and the related flowchart represented in
Figure 1. The scheme is intended to provide insight on how an Al technology is addressed in the context of
functional safety for a specific application.
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The classification scheme (see Table 1) is organized along two axes:

— Al Application and Usage Level. This axis considers the application of the Al technology and includes,
among other things, the way in which it is used. It is classified from A to D, with two intermediate levels
for A and B.

NOTE 1

An exa

The factors identified in Clause 8 are of high relevance in the context of the classification. These factors
are described further in Clause 8 and include the level of automation and control (see 8.2), the degree of decision
transparency and explainability (see 8.3), the complexity of the environment and vague specifications (see 8.4),
security (see 8.5), system hardware issues see (8.6) and the maturity of the technology (see 8.7).

mple of a classification of Usage Level is as follows:

Usage Level Al is assigned when the Al technology is used in a safety-relevant E/E/PE system and where

autom

Usage

hted decision-making of the system function using Al technology is possible;

Level A2 is assigned when the Al technology is used in a safety-relevant E/E/PE system

no aut¢mated decision-making of the system function using Al technology is possible;(e’g. Al

is used
NOTE 2
diagnos
functio

Usage

for diagnostic functionality within the E/E/PE system);

The evaluation can change depending on the role of the diagnostic finction, such as
tic is critical to maintaining the functional safety of the system or is"merely a minor co
hal safety amongst many others.

.evel B1 is assigned when the Al technology is used only during the development of|

relevant E/E/PE system (e.g. an offline support tool) and wheére-automated decision-ma

functid

Usage

n developed using Al technology is possible;

.evel B2 is assigned when the Al technology is used only during the development of|

relevant E/E/PE system (e.g. an offline support tool) and’where no automated decision-ma

functid

Usage
PE sys

NOTE 3
isnotc

EXAMP

Usage
has no

NOTE 4
safety f

Al Tech
set of

Cl4

n is possible:

Level C is assigned when the Al technology,is not part of a functional safety function
em, but can have an indirect impact on'the function:

The Usage Level C includes Al techniiques clearly providing additional risk reduction and w
[itical to the level of acceptable risk.
LE An Al technique that increases or decreases the demand rate placed on a safety syste

Level D is assigned if the Al technology is not part of a safety function in the E/E/PE
impact on the safety.function due to sufficient segregation and behaviour control.

An example is-separation through a “sandbox” or "hypervisor” in such a way that it does n
unctionality.
roperties; in which:

ssA is assigned if Al technology is developed and reviewed using existing functi

and where
technology

whether the
ntributor to

the safety-
king of the

the safety-
king of the

in the E/E/

hose failure

m.

bystem and

ot affect the

nology Class. This axis considers the level of fulfilment of Al technology in satisfying thie identified

bnal safety

Int

arnational - Standarde faor avamnlag 1f tha nranartiac and tha caot of »mathaode and
ot OO Tor oo o T O S Xo i P eIt CpPropertre ottt T O e Troao—arrer

techniques

leading to achievement of the properties are identified using existing functional safety International
Standards;

Class I1is assigned if Al technology cannot be fully developed and reviewed using existing functional

safety International Standards, but it is still possible (as shown in Figure 4) to identify additional
complementary requirements, methods and techniques for development, design, verification and
validation of the desired safety properties to achieve the necessary risk reduction;

Class III is assigned if Al technology cannot be developed and reviewed using existing functional

safety International Standards and it is also not possible to satisfy the set of identified properties
with related methods and techniques.
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Components containing Al technology are composed of various technology elements (see 7.1). Each element
belongs to a different Al technology class. For example, the lower levels of abstraction of a neural network
are implemented using C++ libraries, which by themselves are systematically reviewed (e.g. according to the
requirements in IEC 61508-3[18], see the example in Annex A). As such, they are classified as Class I, though
the higher level of abstractions (e.g. deep learning models) are more likely classified as Class II or Class III.

For Al Technology Class I components, application of existing functional safety International Standards is
possible and desired in general. For Al Technology Class Il components, use of existing functional safety
International Standards leads to partial achievement of the properties required for functional safety. Then
the residual part is addressed using a set of complementary methods and techniques such as additional
verification and validation (as detailed in Clause 9). Effectiveness of complementary methods and techniques
are different between applications and Usage Levels. Components in Al Technology Class IlI, at the time of
publication of this document, lack known methods and techniques to identify a set of properties to achieve
sufficiently reduction of risk.

Table 1 — Example of Al classification table

Al Technplogy Class = > Al Al technology Class I Al technology Class II | , Al'technology Class III
applicati¢n and usage level
Usalge Level A1a Appropriate set of vé-
quirements §
Appropriate sétof re- | Atthe time of publication
a .
Usape Level A2 Application of risk reduction quireng@yes ¢ Ofth-ls docum_ent o ap
concepts of existing func- Appropriate set of re- propriate set ofproperties
Usalge Level B1 @ with related methods and
tional safety International guirements ¢ hni iolk
Standards possible . techniques isjknown to
Usalse Level B2 2 Appropriate set of re- | achieve suffici¢ntly reduc-
e quirements ¢ tion of Jisk
Ushoe Level C 2 Appropriate set of re-
& quirements ¢

Application of risk reduétion concepts of existing functional safety Intgrnational

b
Usdge Level D Standards

a  Static (offline) (during development) teaching or leariting only.
b Dynami¢ (online) teaching or learning possible,

¢ The appfopriate set of requirements for each'usage level is established by application of risk reduction concepfs of existing
functional sqfety International Standards and additional considerations based on the literature review performed ir} Clauses 8, 9,
10 and 11. Efamples are provided in Annex B:
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Project intends to use Al technology

= use Classification Table

1

Usage Level D

Use existing
risk mitigation
standards

Usage Level C

Usage Level B

Use existing risk mitigation
standards as far as possible

:

Usage Level A

Examine properties not addressed
by existing standards

Risk mitigation
achieved by existing
standards?

No

i

Use the appropriate set of
requirements based on Usage Level

. N
Is the appropriatelset of °

requirements found ?

Risk.Analysis to determine
Al risk mitigation
(ref. Clause 8)

Apply the Al or non-Al technology so
as to achieve the mitigations
(ref. Clause 9 and 10)

Is the appropriate risk
mitigation achieved?

Different
solutions
possible ?,

Yes
Class I Al Class IT AI Class T AI
. No appropriate
Al technology can be used in set of properties

context of risk mitigation

with related methods

and techniques is known

Figure 1 — Flowchart for determining classification of Al technology
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7 Al technology elements and the three-stage realization principle

7.1 Technology elements for Al model creation and execution

The creation and the execution of an Al model involves different Al technology elements. Table 2 provides
a high-level description of the Al landscape and the typical technology elements involved, based on the
functional layers of an Al ecosystem as described in ISO/IEC 22989:2022, Figure 6. Table 3 is an example of
those technology elements for the specific case of machine learning.

Table 2 — Al technology elements (from ISO/IEC 22989:2022)

Al technology element

Al services

Machine learning

— Model development and use
— Tools

— Data for machine learning

Engineering

— Knowledge based on domain experience

— Tools

Cloud and edge computing and big data and data sources

Resource pool-compute, storage, network

Resource management-resource provisioning

Table 3 — Example technology elements involyed in model creation and execution fgr ML

Technology element (machine learning example) Examples (not exhaustive)b

Application|graph Graph eXchange Format (GXF) graph ih YAML
Ain't Markup Language (YAML), recenfly qual-
ified teacher (rqt) graph in Robot Operfating
System (ROSTM/R0OS2TM)

Machine legrning framework? TensorFlow®, PyTorch®, Keras, mxnef, Microsoft
Cognitive Toolkit (CNTK), Caffe, Thearjo

Machine leqrning model language Open Neural Network Exchange (ONNK®), Neural
Network Exchange Format (NNEFTM)
PolyML

Machine leqrning graph,compiler TensorRT™, Glow, Multi-Level Intermgdiate

Representation (MLIR), nGraph, Tensof Virtual
Machine (TVM), PlaidML, Accelerated [Linear
Algebra (XLA)

Machine cofle €ompiler Gccg, nvceg, clang/1lvm, SYCL, dpc++, OppnCL™,
openvxirt

NOTE This table does not distinguish between elements used for training and those used for inference.

a A machine learning framework is an end-to-end machine learning platform including tools, libraries and community
resources.

b The trade name(s) or trademark(s) in this table are examples of suitable products available commercially. This information is
given for the convenience of users of this document and does not constitute an endorsement by ISO or IEC of these products.
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Table 3 (continued)

Technology element (machine learning example)

Examples (not exhaustive)b

Libraries

das, Matplotlib, CUDA Deep Neural Net

CUDA® C++, CUTLASS, NumPy, SciPy, Pan-

(cuDNNTM), SYCL DNN, oneAPI Deep Neural Net-
work (OneDNN), Math Kernel Library (MKL)

work

Executable machine code

executable machine code compiled for

x86/64, PowerPC™

ing architectures: aarch64, PTX, RISC-V®, AMD64,

the follow-

Computatio

nal hardware GPU, CPU, FPGA, ASIC, accelerators

NOTE This table does not distinguish between elements used for training and those used for inference.

a

A mach
resources.

b The trad
given for the

ne learning Iramework 1s an end-to-end machine learning platform including tools, libraries and

e name(s) or trademark(s) in this table are examples of suitable products available commercially, This ir
convenience of users of this document and does not constitute an endorsement by ISO or IEG-¢f these p

community

formation is
oducts.

Some tech
translating
creation ar
concepts of
how existi
of IEC 615
Clause 8, aj

As shown in Figure 2, elements containing Al technology are used atdifferent levels of a system or :

for the hig}
as the ones
related too

)

Is) are handled with non-Al properties as described in this clause, such as the propert

the model to an executable code). However, all technology elements involved in

d execution are part of the safety considerations, including those that'are handled w
functional safety and those for which new concepts are defined.(Annex A includes an
g concepts of functional safety are applied to Al technology viazassessment of the a
8-3[18], Annex B includes an example of how specific properties, such as the ones d
e applied to Al technology for which existing concepts of.fanctional safety cannot be

er-level elements (e.g. application graph or ML madel, and related tools) specific prop
described in Clause 8, are applicable; the lower<level elements (e.g. executable machin

hology elements are addressed with existing concepts of functional saféty (e.g. the software

the model
th existing
example of
pplicability
pscribed in
pplied.

ipplication:
brties, such
e code, and
ies defined

in the IEC 41508 series[16]-[19] the ISO 26262 series[12]-lL5] and other International Standards.
1 2
/‘?\
7
8
6
Key
1 code/nlodels
2 tools/libraries
3 application graph
4 ML model
5 executable machine code
6  computational hardware
7 ML framework, code/graph/ML compilers
8 libraries

Figure 2 — Hierarchy of technology elements (ML example)
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7.2 The three-stage realization principle of an Al system

Summarizing ISO/IEC 22989:2022, Figure 5, an Al system is represented (see Figure 3) by a realization
principle comprising three main stages:

— dataac

— knowle

quisition;

dge induction from data and human knowledge;

— processing and generation of outputs.

NOTE 1

is mapped to learning task and the third stage to the processing task.

NOTE2 I
domain as W

NOTE3 1
Monitor-An

NOTE4 1
Clause 11 ar
but mainly

NOTE5 H
or that chan|

NOTE6 K

7.3 Deriving accéptance criteria for the three-stage of the realization principle

Typically (s
to derive a

h this context, human knowledge 1s derived from a range of different expertise, both 1n

\lyse-Plan-Execute (MAPE) or Sense-Understand-Decide-Act (SUDA).

o show that Al includes another point of view (the data).

igure 3 does not show feedback loops that apply for Al systems that\are tightly bound into dg
oe the real-world situation.

ell as in Al systems.

he described realization principle is general. Specific more detailed examples for Al sys

With respect to ISO/IEC 22989:2022 Figure 5, the first stage is mapped to the inputs task, the second stage

he relevant

fem are the

he intent of the three-stage realization principle is not to describe a life cycle (that is dlescribed in

d includes all stages from concept development and maturation through tg development of re

nowledge induction includes training, while processing incltides inference.
real world d [_)igi(;calg/_'
situation erived object  xEmE» Al analysis @
o

data set e

Be

Suggestion
or decision

Processing and generation

Knowledge induction of outputs

Data acquisition

Figure 3 — Three-stage realization principle

ee forjexample in ISO/IEC 22989:2022), a three-stage realization principle (see Figur

quirements)

cision loops

P 4) is used

céptance criteria:

Desirable properties are defined for each of the three stages.

— The properties are related to topics and eventually to detailed methods and techniques addressing those

topics.

— Acceptance criteria are identified from the set of the detailed methods and techniques. As shown in
Figure 4, the criteria for accepting selected methods and techniques and possibly metrics or thresholds
like limits for estimated uncertainties are embedded in an overall acceptance argument. The overall
acceptance argument demonstrates that the selected acceptance criteria harmonize with technology-
independent risk acceptance criteria such as ALARP, MEM, GAMAB, or PRB. The overall argument is, for
example, represented in an assurance case.
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Processing and generation

NOTE1 1
Internationg

considered properties.

NOTE2 1
specificto e

NOTE3 I
developmen|

8 Properties and related risk factors of‘Al systems

8.1 Over

8.1.1 Ge

Clause 7 dg
principle. T
those topic

This clausq
and their 1
(see 8.2),
vagueness
hardware ¢

Data acquisition Knowledge induction of outputs
Desirable Desirable Desirable
properties properties properties
Topics related Topics related Topics related

to the to the to the

—{_properties , |_properties 7 |_properties

Detailed Detailed Detailed
methods & methods & methods &

—4 techniques 7 techniques 7 techniques

] B ]
Acceptance Acceptance Acceptance
criteria criteria criteria

. L 7

Overall acceptance argument

Figure 4 — Processes in each stage

he properties are defined on a case-by-case basis or derived <{from properties listed
| Standards, based on the level of the elements containing Al technology. Refer to Clause 8 f]

hch stage or common, depending on the specific application.

h this context, the acceptance criteria are intended as something that is identified and confij
.

view

neral

scribes how the definition of desirable properties is the first step of the three-stage
he properties are related to topics and eventually to detailed methods and techniques
5. Acceptance criteria are then identified from the set of the detailed methods and tec

provides atliterature review on the properties that characterize systems using Al
elated risK factors. Such properties and risk factors include degree of automation §

of  their defining specifications (see 8.4), resilience to adversarial inputs (see 8
onsSiderations (see 8.6) and technological maturity (see 8.7).

in existing
br the list of

he “Desirable properties”, “Topics related to the properties* and “Detailed methods & techniques” are

med during

realization
addressing
Lniques.

technology
ind control

legree“of decision transparency and explainability (see 8.3), environmental complexity and

5), system

Details of the properties and risk factors of systems using Al technology, and their related topics and

challenges,

are discussed in this clause.

8.1.2 Algorithms and models

On a technological level, the capability of Al is often achieved by the combination of an Al model and
parameters of the model. The parameters, which are generated by an Al algorithm during training, typically
represents information that achieves the application’s purpose, (e.g. knowledge about how various inputs
are distinguished and recognized), while the model computes information from parameters and inputs, (e.g.
to make a prediction). This means the functional safety of applications using Al technology depends on both.
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Example types of Al models include linear functions, logical calculi, dynamic Bayesian networks and
artificial neural networks (ANN). The parameters of the models are either handcrafted by an engineer, or are
synthesized from data by machine learning algorithms that themselves use a systematic analysis process.
The models are usually implemented as an executable representation, such as machine code (in the case of
software), or special hardware, such as field programmable gate arrays (FPGASs).

Usually, models itself without parameters contain only a limited amount of knowledge or implications about
the application’s goals. This is quite similar to the role of foundational software libraries or programming
environments (e.g. compilers) in non-Al software. As described by the IEC 61508 series!16l-[19], achieving
functional safety includes demonstrating the correct functioning of the model. In this way, the integrity of
model implementations in Al technology is often handled with existing principles of functional safety as
specified in the IEC 61508 series[16]-[19] similar to that of non-Al software components. The same holds for
the logic involved in the translation of the models and the parameters.

By contras
functional
used for as

For examp
engineers’
within fun
Standards
manually f

In some ca
after their
underlying
to develop
existing fu
Classlasd

In other cg
be underst

L, model parameters often contain knowledge related to the objective of the system
safety. There are several different ways of constructing parameters and differentapp
cessing the completion of risk reduction measures to ensure functional safety;

le, when model parameters are created manually by engineers, the models likely
knowledge about the application, which is assessed during the management prog
ctional safety life cycles. In these cases, the life cycle of existing functional safety In
is followed (Al technology Class [ as described in 6.2). It is often feasible to create |
br simple models such as simple linear functions or logical cal¢uli

ses, parameters derived from data by machine learning-algorithms are analysed a
creation. Alternatively, parameters derived by machine learning algorithms are an
parameters extracted and used to extend general engineering knowledge, that, in tuy
Further Al technologies. With the application of validated engineering knowledge, the
hctional safety International Standards are applied (e.g. treating these models as Al
pscribed in 6.2).

ses, model parameters derived from data’by machine learning algorithms are too
ood, analysed and verified. This is often the case for complex types of models, suc

networks, because representations of models inthese types do not necessarily reflect human und

or reasoni
appropriat
of function

8.2 Leve

The level g

hg. The use of different approaches for assessing the risk reduction for function
e in these cases, which constitutes a major challenge for the use of Al technology in impl
hl safety systems.

1 of automation and control

s involving
roaches are

reflect the
esses used
kernational
barameters

nd verified
alysed, the
n, are used
life cycle of
technology

complex to
h as neural
erstanding
| safety is
bmentation

f automation (sometimes called “levels of autonomy” in the literature) describes thle extent to

which an A
how much
control and

[ system functiens independently of human supervision and control. It thus determirn
informatiomzabout the behaviour of the system is available to the operator, but also
intervention options of the human.

es not only
defines the

Dimensions of this topic include how high the level of automation is for the respective application, as well as

the extent {
automatio

systems can thus pose risks in

otwhich the user’s

control option

s are restricted. Systems using Al technology with a i

terms of their performance character

istics such as

reliabil.ity and

igh-level of
automated
safety.

Several aspects are relevant in considering whether functional safety is achieved, such as the responsiveness
of the Al system and the presence or absence of a "supervisor” (as discussed in 10.2.3). In this context, a
"supervisor” serves to validate or approve automated decisions of the system. Such a "supervisor” is
achieved by technical control functions, though in some situations such a supervisory function is not
feasible, e.g. highly complex decisions or ML systems that have learned new behaviours. For example, a
second safety instrumented system for critical controls (Usage Level C or D as described in 6.2) is added and
assigned to a safety function for redundant components, as in functional safety International Standards like
IEC 61508-11161, See 10.2.3 for further details.
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Another way for adding a "supervisor” is to use a human whose task it is to intervene in critical situations
or to acknowledge system decisions. One known way this is addressed is by adding a system (at Usage Level
C or D as described in 6.2) to aid the human supervisor by detecting possible outcomes of the decision.
An example is a simulation system that gives “what if” information for different decisions and checks for
outcomes. However, even if humans are in the loop and oversee the actions of a system, sometimes this does
not reduce such risks to a suitable level and can introduce additional risks.

EXAMPLE A human driver is not aware of a “black ice” road condition and takes control of a vehicle because they
don’t understand why the autonomous system is driving so carefully.

Furthermore, the adaptability of the Al system is a consideration, and in particular whether a system
changes its own behaviour over time, as is the case in some machine learning systems. These systems adapt
to changing environmental conditions (e.g. via feedback loops or an evaluation function) and even acquire
entirely ne T e At T ; 1 an deviate
from the initial specification and are difficult to validate. Therefore, such systems are considered very
carefully before being used in systems of higher usage levels A-C as described in 6.2.

Table 4 (defived from ISO/IEC 22989:2022, Table 1) introduces several terminology and-¢onceptf related to
the level offautomation.

Table 4 — Relationship among autonomy, heteronomy and automation
(derived from ISO/IEC 22989:2022, Table 1)

Level of automation Comments

Automated system |Autonomous Autonomy The system is capable of modifying its ¢perating
domain.or its goals without external infervention,
cantrol or oversight.

Heteronomous |Full automation The system is capable of performing itgentire
mission without external intervention.

High automation The system performs parts of its missi¢gn without
external intervention.

Conditional autemation |Sustained and specific performance byja system,
with an external agent being ready to take over
when necessary.

Partidlautomation Some sub-functions of the system are flilly auto-
mated while the system remains under|the control
of an external agent.

Assistance The system assists an operator.
No automation The operator fully controls the system.
NOTE The dividing into'levels applies to the control automation functions in any implementation of ah automated

Al system apd taking inte-account the functions of the components of this system (for example, onboard equipment,
floor equipment and control room equipment in railway systems).

8.3 Degree ofitransparency and explainability

Often, aspeCtS Of tTramsparency and expraimapiiity are summarized Under the term transparency . Literature
described in the following clearly distinguish these terms.

[SO/IEC 22989:2022, 5.15.6 defines explainability as the property of an Al system to express important
factors influencing the results of the Al system in a way that is understandable to humans, whereas
transparency is defined as the property of a system that appropriate information about the internal
processes of an Al system is made available to relevant stakeholders-see also ISO/IEC TR 24028I11],

Information about the model underlying the decision-making process is likely to be relevant. Systems
with a low degree of transparency can pose risks in terms of their fairness, security and accountability.
Furthermore, such systems can complicate the assessment of their quality. On the other hand, a high
degree of transparency can lead to confusion due to information overload, or can conflict with privacy,
security, confidentiality requirements and intellectual properties. According to Reference [11], a desirable
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level of explainability is often achieved without a high-level of transparency. Finding an appropriate level
of transparency provides developers with opportunities for error identification and correction, as well as
ensures that a user can trust the Al system.

In non-Al software, the intention and knowledge of the engineer is generally encoded into the system using
a logical process, making it possible to trace through the code to determine how and why a certain decision
has been made by the software. This is done by backtracking through and debugging the software or by
reverse engineering the software. By contrast, decisions made by Al models, especially by models of high
complexity, or models derived from machine learning algorithms, are more difficult to understand for
humans. The way knowledge is encoded in the structure of the model and the way decisions are made, are
often different from how humans reason about their own decision-making processesl130] [131],

A high—level of explainability protects against unpredictable behaviour of the system but is sometimes

accompani
current ex
explanatiol

of a systen.

likely an i
decision-m

Explainabl
transient, g

Consequen
Considerat

wheth

wheth
intend
examp

wheth

wheth

Several ev
system, su
assessmen

a convolutjonal neural network through visualization of components of its internal layers.[41]

to make th
model outp
by a huma
Even when|
sampling fq

Even syste
trees), quic

d by lower overall performance 1 terms oI the quality oI decisions, due to the 1

itation of

lainability technology (which limits the amount of information contained in the modgl to create

1s of reasonable size). Here, a trade-off is often made between explainability and,the p¢
In addition, the relevance of the information about an Al system’s decision-nfaking
hportant factor. It is possible that a system provides clear and coherent informatio
hking process, but that this information is inaccurate or incomplete.

e Al is also used to assist with post-incident analysis when the inptit.data, which are
re recorded and reproduced.

tly, transparency and explainability are included in the géneral evaluation of the
ons include:

1 sufficient information about the system is available;

b1 it is understandable or at least delivers comprehensible information (possibly indire

e, the system developer, first responders ofithe system in use, or bystanders in some
1 it delivers correct, complete and repraducible results consistently;
1 the deliverable is adequate enoughito the required confidence.

hluation concepts and strategies exist to judge the transparency and explainabilif
ch as those reported in Reférence [2] and in References [39] and [40
s of the decision-making'\process of complex models are carried out, for example, by

e network’s decisioh. process more explainable by determining how input feature;
ut. Reviewing thé gutput of a convolutional neural network by having its internal stat
W expert is an approach that is extended in related work such as References [42], [4:
access to internal model states is completely unavailable, approaches such as randor
r explanation (RISE)[#2] still provide insights for certain network types.

]. Additionally,

brformance
process is
n about its

sometimes

Al system.

ctly) to the

bd recipient (the intended recipient of an explanation varies depending on the contekt. It is, for

ases);

y of an Al
empirical
inspecting
The goal is
affect the
b inspected
] and [44].
hized input

ms traditionally believed to be reasonably explainable with regards to inspection, (e
Kly reach a complex1ty that defles understandmg when deployed 1n real World appli

situations v

g. decision
ications. In
born-again

tree ensembles[47] are applied to reduce complexity and allow for human expert review. See Reference [48]
for a further discussion on the relation between Al model types and their interpretability.

Generally speaking, even when fully "explainable Al” is not immediately achievable (such as a Class II Al
technology), a methodical and formally documented evaluation of model interpretability is employed in
regards to risk, subject to careful consideration of the consequences on functional safety risk that arise from
inappropriate decisions. This aids in comparability and model selection and provides insights during an
"after the event” failure analysis.
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8.4 Issues related to environments

8.4.1 Complexity of the environment and vague specifications

Al systems are often used under environmental conditions whose complexity is difficult for humans to fully
analyse and describe. Al technology automatically generates rules, or apply judgement, without reliance on
human-generated representations of analytic, detailed and complex environmental conditions. Further, the
development life cycle for Al systems has the potential to begin with vague specifications or vague goals.
Such specifications are given in the form of either functional or non-functional requirements.

Vagueness of specifications leads to difficulty during assurance of functional safety-related properties.
The complexity of the environment only worsens the 51tuat10n Even the definition of a tolerable level of
functional ition of "safety
function” d

pends on the given spec1f1cat10n

Functional|safety applications involve some minimal explanation for the functional completeness|(as defined
in ISO/IEC R5010[148]), Functional completeness is addressed by seeking an extremely déetailed specification
or by seeking to cover the whole complex environment (e.g. by training data), or by the combination of the
two. See 9.8 for additional information.

Another fe
seem to b
state spacsg
generalizes
the enviror

iture of Al systems complexity is that, although their models are oftenh deterministic, their output
probabilistic. For example, given a very complex environmenf-that is represented| by a large
and is subject to constant change and expansion, it is difficult to ensure that a mjodel which
the behaviour well under finite state conditions reacts appropriately to every possiple state of
ment.

The effect g
beyond the

f operating in complex, not completely defined environments, results in a new type of yncertainty
scope of current functional safety assessments.

The extent
uncertaint
terms of bd

to which the adequateness of models for theiintended application is considered. A
i of the model caused by possible incorrect\predictions and misclassifications is co
haviour planning and functionality.

dditionally,
hsidered in

To address
generally U
use” softw

the stochastic concept to address theioperational environment, expanding stochastica
sed in the functional safety discipline for the random failures of the hardware and
ire is a relatively novel approachthat is relevant to Al technologies, see 10.2.5.

bsumptions
“proven in

For a more|comprehensive list of emer'ging issues, see References [92] and [93].

8.4.2 Issues related to envirenmental changes

8.4.2.1 Data drift

Data drift

phase whig
representa
changes in

is a phenofitenon that distribution of runtime input data departs from those used
h causes-degradation of performance including safety. Data drift is often tied to an
Fion(ofithe input domain during training. This is due, for example, to failure to account f
input data, unforeseen input by operators, or the addition of new sensors that becon;

in training
incomplete
pr seasonal
e available

as input fedatures:

Components containing Al technology are inspected for sources of data drift in the context of a risk analysis
and adequate measures are planned where appropriate.

Some examples of data drift are attributed to failure to apply best practices in model engineering. Common
examples include picking inappropriate training data, data whose distribution does not reflect the actual
distribution encountered in the application context or omitting important examples in the training data.
These problem instances are fixed by improved input data modelling and retraining.

Data drift is caused by external factors, such as seasonal change or a change in process that induces data
drift. Examples include replacement of a sensor with a new variant featuring a different bias voltage, or the
sensor encountering different lighting conditions in training and previously unseen data. In some cases, the
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model deals with data drift while already deployed, where retraining is not feasible. In these cases, the model
is constructed to estimate correction factors based on features of the input data or allow for supervised
correction.

Model design is expected to provide safe outputs even in the presence of previously unknown inputs.
Following proper model engineering practices, such as establishing a sufficiently diverse training data
set, does not reduce the importance of careful analysis as to whether the resulting model is generalized to
production data. In addition, in the event of the model providing unsafe output, a careful analysis is done of
the causes of the unsafe output and specification of the way in which the system recovers from dangerous
states.

improvements, such as simpler or computationally more efficient models, even when data drift occurs as

For example, Reference [32] illustrates the most common sources of data drift and proposes model

simple cov:
translate tq

8.4.2.2 (

Conceptdr
by a chang
acceptable
of-flight se
machine sy
stayed the

Systems id

iT1ate st wIthout an apparent effect on classitication output. These performance con
the development and application of modern, deep neural networks[331,

oncept drift

ftrefers to a change in relationship between input variables and model otitput and is ag
e in the distribution of the input data. For example, the output of a‘moedel is used t

minimal distance of an operator at runtime based on distance measurements obtaine$

hsor (input data). If the accepted safety margins change due to 'external factors (e.g

siderations

companied
gauge the
by a time-
. increased

eed not accounted for in the model), concept drift occurs despit& both process and inputs having

Same.

bally incorporate forms of drift detection, distinguish drift from noise present in the

adapt to ch
[34] detecti
to allow fi

anges over time. Potential approaches include models Iike early drift detection met

bystem and
d (EDDM)

h
g drift using support vector machines (SVM)[35Lorobserving the inference error durirr)lg training

drift detection and potential adaptation.[26l Furthermore, work to quantify drift

learning sylstems is available in Reference [37]. It is noted that drift detection implies some form
monitoring and model updates that introduce system design and safety considerations at a g
system leve¢l (e.g. knowing when it is functionally safe to perform an update, detecting failed upd

n machine
of runtime
oftware or
ptes).

Concept drjift is often handled by selecting subsets of the available training data or by assigning weights

to individyal training instances and then re-training the model. For reference, Gama et al{ provide a
comprehensive survey of methods that allow a system to deal with drift phenomenal38l,

Some exanpples of possible mitigation technologies for drift problems are summarized in Refdrence [94],
Chapter 7.9.

8.4.3 Issues related to learning from environment

8.4.3.1 HReward hacking algorithms

Reward hagking algorithms refers to methods where Al technology finds a way to “game” its rewalrd function
and thus find,a'more "optimal” solution to the posed problem. This solution, while being more optimal in the
mathematital’sense, is dangerous if it violates assumptions and constraints present in the int¢nded real-

world scenario. For example, an Al system that detects persons based on a camera sweep decides that it
achieves very high rewards if it constantly detects persons and thus follows them around with its sensors,
potentially missing critical events in other affected areas. This is countered by employing adversarial
reward functions, such as through an independent system that verifies the reward claims made by the
primary function using Al technology and subsequently learn and adapt to counter the primary system.
Another option is to pre-train a decoupled reward function based solely on the desired outcome and with no
direct relationship to the primary function.

8.4.3.2 Safe exploration

Safe exploration is a problem that a priori safety requirements are enforced during data collection and

training, which also limits the domain of training data input to learn about “unsafe”. The safe exploration
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problem is of particular concern when an agent has the capability to explore or manipulate its environment.
This does not only pose a problem when referring to, for example, service robots, unmanned air systems
or other physical entities, but also applies to software agents using reinforcement learning to explore their
operating space. In these contexts, exploration is typically rewarded, as this provides the system with new
opportunities to learn. While it is obvious that a self-learning system follow appropriate functional safety
protocols when exploring, a system that controls process parameters and employs a random exploration
function while not being properly disconnected from the dangerous process poses equal or greater risks.

8.5 Resilience to adversarial and intentional malicious inputs

8.5.1 Overview

bnal safety

hed in the
r overflow
ut without
technology
62443[151]
prtification

or integer
causing m

pverflow), and the second are those that cause Al models to compute in¢orrect outy
Ifunctions at the software level. For the first class of problems, traditignal information
(IT) security requirements are considered, see ISO/IEC 27001,1149]1 [SO/IEC ¥8045,[150] [SA/IEQ
and ISO/IEC TR 19791[23], These International Standards provide processes for the audit and c

of horizont
in this doc

Internatior]
second clag

1 IT security requirements that are also applicable to Al systems and are not discus
ment. However, for the second class of problems, following bést practices and observi
al Standards for non-Al systems are not sufficient. Subelduse 8.5.3 includes a discug
s of problem with adversarial examples of natural origih affecting the mode of action

ed further
ng existing
sion of the

NOTE1  This document is limited to the achievement of functional safety even in the presence of ap Al-specific
security thrgat. It does not address how malevolent action arisinig’from a cyber security threat is controll¢d.
NOTE 2  Hroperties to ensure freedom from intentional malevolent inputs are contradictory to those|that ensure

functional s

NOTE3 H
safety propg

8.5.2 Ge

Following |
systemin t

For syste

warrant CIJ:‘ 1c
irdening, robustness, testing and verification). Additionally, specific countermeasyres in the

through hz
field of ma
technology

8.5.3 Al

hfety properties. For further information on Alsspecific security threats, see Reference [94],

roperties that ensure resilience to adversarial attacks are contradictory to those that ensur
rties. This is addressed as part of a higher level of system suitability considerations.

heral mitigations

xnown proper functiondl safety precautions, supervision functions are applied to ta
he event that a functional safety problem is detected, ensuring no harm is done by the

s that need hightlevels of functional safety, both random failures and system
eful consideration. Overall, failures and errors are addressed according to best pr

Chine learning further mitigate risks for the additional types of failure and errors sp

model attacks: adversarial machine learning

hapter 9.

e functional

ke over the
Al system.

htic errors
tices, (e.g.

ecific to Al

Models of Al systems, especially those with higher complexities (such as neural networks), can exhibit
specific weaknesses not found in other types of systems. Additional scrutiny is done when deployed in a
functional safety context. Examples of model-specific problems include adversarial machine learning and
others.

Adversarial machine learning is a type of attack on an Al system that has garnered particular interest
recently. As known as “adversarial attacks”, it is often possible to trick an Al model into outputting vastly
different results by adding miniscule perturbations to the inputs, which are carefully crafted via the means
of an optimization process. In case of image inputs, these perturbations are generally imperceptible to
humans and can also be equally well hidden in numeric inputs. While these perturbations are typically non-
random, hardware failures or system noise already present in the input are possible cause of a non-negligible
shift in model output, see Reference [49]. Interestingly, adversarial examples generally translate well across
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different model architectures and intrinsic model components!291,[51], That, along with the number of well-
known model architectures and pre-trained models available in so called “model zoos”, makes the practical
deployment of adversarial examples seem very likely and hence a significant threat to systems using Al
technologyl128],[129],

Even a system seemingly resilient against modification of its inputs, (e.g. a system employing a local,
non-cloud Al model directly connected to sensors), is not exempt from a kind of adversarial attacks. The
feasibility of physical attacks on models, even those considered black boxes with no access to internal model
details being available, has already been shown in 2017 in Reference [52]. More recently, Reference [53] has
shown that it is possible to introduce adversarial examples into the forward inference process of a model,
creating the aforementioned perturbations using physical stickers applied to objects and causing the
resulting inference to diverge significantly from the optimal solution.

ks affecting
considered

When the ifput to an AT model 1S susceptible to adversarial attacks, the net etfect of such attacy
the functignal safety is evaluated before deciding whether and how much countermeasure)is

appropriat
on how thsd
Al technol

attackers and victims is done; if the only possible victims coincide with possible attackers, it is 3

in some caj

One possib|
training tr
knowledge
remove thd

High-l¢

MagNe
netwoi

Defens|

It is worth

le countermeasure for these problems is called adversarial trajnfing [1321. In essence,

e or sufficient. The possibility of adversarial attacks in the real system varies greatly
Al model is deployed. For example, its possibility heavily depends on systemssurrg
gy, including input sensing (e.g. camera) and pre-processing. Furthermoxgpyanalysis

es to omit protection.

es to train an Al system with adversarial examples in an attempt to have the mo
about the expected output of such an attack. A next natural'avenue of action is to
artificially introduced perturbations. Examples of this approach include:

vel Representation Guided Denoiser introduced by Reference [56];

t, which aims to detect adversarial examples and'revert them to benign data using
k[57],

e-GAN, employing a generative adversarjalnetwork[58],

mentioning that scenarios exist whereboth MagNet and Defense-GAN failed, see Refe

Furthermo
against noi
against m
Ensembles

e, noting that the model types_typically affected by adversarial attacks are in gen
e, several authors propose rahidomization schemes to modify the input and increase

depending
unding the
of possible
ppropriate

hdversarial
del encode
attempt to

a reformer

‘ence [59].

eral robust
robustness

licious, targeted noise. Approaches include random resizing and paddingle%, Ra
1] and various input gransformations such as JPEG compression or modificatio

dom Self-
of image

bit depthlégl. While these methods are effective, recent results show that these transformatigns are not

sufficient
against ad
generated

Goodfello
to adversa

easures under all €ireumstances. In turn, if input transformations are used as a laye
ersarial examples, the efficiency of said protective measures are evaluated again
sing the expectation over transformation (EOT) algorithm presented in Reference [

et al. argiethat the use of models employing nonlinear components makes them less
ial attack at the cost of increased computational resources[>4], The problem of exa

of defence
examples

usceptible

augmenting th€ optimization methods used during training is addressed in Reference [50]. Model ensembles
are often applied in order to create a more robust overall model through diversification. However, there are
also resultsT i i ificati I he system
against adversarial attack, see Reference [55].

In addition to the attacks modifying the input to the running systems, it is also possible to put perturbation
during the learning process by injecting malicious data during the training phase, which is called “model
poisoning”[127], Considerations for protecting the learning processes and data collection steps are known
issues here.

8.6 Al hardware issues

Al technology does not make decisions by itself; it relies on algorithms, software implementing the
algorithms and hardware executing the algorithms. Faults in the hardware can violate the correct execution
of an algorithm by violating its control flow (causing memory-based errors, interfering with data inputs
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such as sensor signals) damaging the outputs directly, and generally cause erroneous results. This clause
describes some hardware aspects when using Al technology that can affect functional safety. In short,
reliable hardware is as important in Al systems as in non-Al systems. Like hardware used to execute non-Al
software, the hardware used to execute Al technology can also suffer from random hardware failure. A list
of relevant fault models can be found in International Standards such as IEC 61508-2[17] and ISO 26262-11[14],

8.7 Maturity of the technology

Technological maturity describes how mature and error-free a particular technology is in a particular
application context. Less mature and new technologies used in the development of an Al system introduce
risks that are unknown or difficult to assess. For mature technologies, a greater variety of experience is
usually available, making risks easier to identify, assess and address. However, mature technologies come
with a dange } - } } } i itive effects
awareness

training and maintenance.

9 Verification and validation techniques

9.1 Over

This claus
compared
from thesq
such differ
Reference |

view

b describes the difference between verification and validatiem techniques in Al
vith non-Al systems, as well as some considerations for salving or mitigating proble
differences applicable to functional safety. This clause~addresses four significant
ences, although potential differences are not limited<to those described in this

considerat

on.

This clauge focuses particularly on data-driven models e.g. those created by maching

Subclause

.1.2 describes this class of models as the main challenge for ensuring the functional §

Al system.

applying th
clause pert

When aim
account th
particular:

What i

What i

This is because the functional safety ofcather types of Al technology sometimes is g
e principles of existing functional safety International Standards, as discussed in Cl3
ains to Usage Levels from A1l to C of €lass-11 Al systems (see Table 1).

ng for functionally safe systeris containing Al technology created from data, it is
ht the Al technology is not eonstructed by rules as in non-Al developed systems. Th

5 not in the data cannotbe learned.

5 in the data is likely learned, but not always perfectly.

Furthermo

e, just having'data in most use cases is not sufficient. Labels are used when applying

learning techniques=.Incorrect labels are one of primary causes for errors during the learning
thoroughly] defined'data engineering process addresses these aspects.

If the moddl.is/dérived from a data set, the content of this clause is also useful for the training and

bystems as
ms arising
aspects of
Clause (see

136] for additional examples). ISO/IEC TR 29119-1%;2020,[152] Clauses 7 to 9, are als¢ worthy of

e learning.
afety of an
chieved by
Juse 7. This

taken into
S means in

supervised
process. A

| validation

data sets.

NOTE

The terms “validation” and “verification” refers to different concepts among different technology areas or

domains. In the context of machine learning technology, “validation” means a process step to check convergence of
the developing model to terminate the Al training process, which is quite different from the concept of verification
and validation used in the functional safety community. Model convergence is a precondition for testing, but it does
not guarantee the quality of the final product. For example, the “reward hacking” problem arises from a model that is
subjectively designed to maximize the given reward function. In this document, the terms verification and validation
are almost exclusively used in the context of the functional safety concept.
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9.2 Problems related to verification and validation

9.2.1 Non-existence of an a priori specification

During the training phase of machine learning models, the selection of training data (together with the
definition of the loss function, if applicable) is replacing the definition of a formalized specification of
operational behaviour. This leads to problems with the traceability of individual aspects of behaviour
as there are no individual specification statements. Instead, the information which replaces the discrete
specification statements is implicitly contained in the collection of training datall33]. Although it is a
benefit of machine learning that it derives or acquires knowledge from poorly structured data, the lack of
a predefined specification causes a significant problem for verification and validation, as well as for the

evaluation

of the uncertainty. See Reference [137] for wider discussion.

Another sd
Techniques

9.2.2 No

During dey
Clause 8 th
mapped to
functional
effectivene

On the oth
the basis d

the training data set contains some data that are intended-0. work as a mitigation for a part

its influend
additional
mitigation
9.2.3 Lin
Testing Al
types of te

descriptior
two kinds

n-separability of particular system behaviour

urce of risk is the presence of bias or incompleteness in the data used to train
are typically deployed to check for both these sources of risk.

elopment of software for non-Al functional safety-related applicatiens;’each risk d
at considered “tolerable” that has been identified during a Hazard/and Risk Analysig
one or more mitigations. The implementation of the mitigations and their role in n
cafety is explained. Usually, mitigations are designed not to interfere with each other,
ss of each mitigation is verified, validated and evaluated separately.

er hand, many Al technologies are considered as a “black™box”, as their internal beh
f their decision-making processes are difficult for a human to understand. This mg

e on the trained model is not certain, nor tested séparately for each risk. Furtherm

training data are added for an additional mitigation, the data affect existing mg
pf other risks. This makes verification and validation of machine learning models mor

hitation of test coverage

the model.

bscribed in
(HARA) is
naintaining
so that the

aviour and
pans that if
icular risk,

bre, if some

pasures for
e difficult.

fechnology is difficult when compared to the process of testing non-Al software. In g
sts for software are often designed and performed: one focuses on structure of t

eneral, two
e problem

and the other focuses on the-structure of the implemented software. In non-Al softyare, these
bf focused structure hayesome degree of correspondence, which enables efficient tejsting. Most

data-driven Al technology lacks thisproperty, unfortunately, which makes many existing techniqties for non-

Al software (including those déscribed in existing functional safety standards) not efficiently applicable or
even not effective at all. This difference is given careful attention when designing tests for any Aljtechnology
(especially|those based onimachine learning).

9.2.4 Nop-predictable nature

As noted in 8@.1, Al system outputs are often said to be non-predictable or probabilistic|in nature,
although the‘dlgorithm itself is deterministic. Mitigation is approached through systematic application of
the verificati Tt i i i tem. Again,

“explainable Al” is a future solution, but process-supported solutions are more often available.

Further, the apparent non-predictable or probabilistic nature of Al technology, as well as other causes, such
as discussed in 9.2.3, decreases the effectiveness or applicability of non-Al testing techniques, especially
white box based testing technologies. See ISO/IEC TR 29119-11:2020, Clause 9 for alternative solutions for
white box-based testing applicable for Al systems.

9.2.5 Drifts and long-term risk mitigations

Drifts (see 8.4.2 and 8.4.3) are other causes of uncertainties in the long-term system installation. Even if the
systematic and comprehensive analysis of its behaviour in the operational environment has been performed,
Al models can still suffer from the concept and data drifts, because a training data set contains an intrinsic
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bias for training-time environments. To overcome such drift, several methods for re-training and updating
the model exist for most real-world applications of Al systems.

In addition, updating the software is a significant undertaking, especially in applications involving
functional safety. Related assessments and considerations for update procedures are carried out from the
earliest stages of the system design.

9.3 Possible solutions
9.3.1 General

9.3.1.1 Directions for risk mitigation

Generally, fthere are at least two types of approach to realize reliable verification and) V3
implementptions generated from data-driven models.

One type df approach, generally the more difficult, is to analyse the generated model-to extr
understandable knowledge of the model’s expected behaviour. Theoretically, if¢the behavioy
completelylhuman-explainable, it enables Al technology and systems to be treated.as Class-1 Al. 1
approach ig further discussed in 9.4.

The other §ype of approach is to evaluate achieved levels of safety risk niitigations indirectly b
how the Al system is constructed during the development process. Although testing of machin
based Al if not always complete, additional analysis and assuranceton the development proces
inputs mitigate the risks of unwanted behaviour systematically. The rest of 9.3 is mainly focu

lidation of

hct human-
r becomes
'his type of

) analysing
e learning-
ses and its
sed on this

type of approach.

9.3.1.2 Al metrics and safety verification and validation

pse metrics
quality for
bnal safety
evaluation

Typically, metrics such as accuracy are used during training of machine learning algorithms. Th
are part of managing the progress of Al training(Although better accuracy suggests better
functional [safety-related applications, it is not.generally enough for ensuring required functi
properties] This Clause describes mitigation.typically applied in parallel or in sequence to the
using Al technology metrics, especially in ddta design, data preparation and testing phases.

9.3.2 Rejationship between data-distributions and HARA

|d the data
nt training

Data-driven processes are based on the relationship between risks identified in the HARA af
distribution. For a given use _ease, the question becomes whether an Al system is given sufficig
and test dafa to develop a particular behaviour and if there is some conceptual correspondence between the
outcome offthe specific HARA activity and the design of the data set to be used. This approach is|considered

similar to that of non-Al:safety-related software, for which a set of risk mitigations has been identified.

Typically, the operational domain of the system is defined and bounded as precisely as possible whether the
initial spedificdation is predefined, or derived from example data instances. The boundary is defiined either
as an input| data space orasa proflle of real- World usage. Metrlcs are establlshed for checklng that data set
and verificati C ce C

Logical analysis of the input data distribution is performed in addition to collection and learning from the
given data set. Such an analysis relates to the outcome of the HARA activity, so that data distribution points
in the data set are identified as corresponding to each identified risk—see, for example, the ISO/IEC 5259
seriesD),[125] which highlights that data quality is key for Al technologies.

In addition, even if the input data set is well-designed, there is no guarantee that the training process will
encode the intended behaviour into the output model corresponding to each identified risk from the data
distribution observations. Both systematic errors and random errors can occur during training, which can
cause functional safety goal violations. While detecting such failures to the best degree possible is one of the

1) Under preparation.
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intentions of testing activities in the verification and validation phase, a means of mitigating training errors
is also considered during the training phase.

9.3.3 Da

ta preparation and model-level validation and verification

As described in ISO/IEC TR 29119-11:2020, 8.1 and ISO/IEC/IEEE 29119-4, the design target for training and
test data sets is determined in relation to HARA results. This data requirement is further divided into four

criteria:

a)

included in the given data sets.

b)
situati

For ea
diversq

9

d) For eac
the vai

belong

Each test a
one possib
attributed

Whether all functional safety relevant scenarios identified during HARA have corresponding data

For each identified risk in the HARA in a), whether the test data cover all reasonable variations of

bns which cause such a risk.

'h risk-causing situation in b), whether the test data are both sufficiently largé.and
b to result in complete coverage of the possible states of the system after training.

h risk-causing situation in b), whether the results of the selected test case*data are s
iations which are expected for inputs which according to human analysis would be ¢
ing to the same group, scenario or use case.

Ctivity is expected to give answers for each of the four criteria<T lie following conside
e set of known answers for the criteria, applicable to any Ahtéchnology for which te
with clear, correct and expected answers (“test oracles”)-In'these examples, bias in

also considered, see Reference [10].
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attriby
purpos
See IS(

Consid
some @
and co
known

For c):

cation of the sets of data attributes corresponding to each identified risk in the HARA

h identified set of data attributes for an tdentified risk, checking for the existence of tl
test data set.

e subset of test data extracted for each identified risk, checking for the distributi

e, existing technology for:test designs for non-Al software (e.g. combinatorial testing
/IEC TR 29119-11:20205.8.1 and ISO/IEC/IEEE 29119-4 for further details.

ring collection of-additional test data if it is suspected there is unintended bias in the
ases, synthesiscof-test data from simulations is a solution, if sufficient diversity, repre
Ferage are notobtained from real data. See ISO/IEC TR 29119-11:2020, 8.4 for some exa
option for'the developer also is to remove real data to rebalance the data set.

— The mitigations identified in bullet b) are used for diversity with existing attribute values.

sufficiently

able under
lassified as

rations are
st data are
the data is

e test data

bn of other

tes and assess whether thedata are unintentionally biased toward specific situations; for this

) are used.

data set. In
sentativity
mples. One

— Assessing the data collection and preparation processes so that any unwanted bias is not likely included
in the test data set; see ISO/IEC TR 24027[10],

— The amount of test data is determined from inputs including (but not limited to) the intended probability
of risk mitigation (derived from the HARA) and the amount of data needed for training (derived from
monitoring the accuracy indicator for the subset of training data). In addition, complexity of the
operational domain is considered to mitigate data distribution shifts occurring by many uncontrolled
factors (e.g. time, weather, location).

For d):

Ensuring that over-fitting to the training data is detected within the development process. One known

way of achieving this is to ensure the independence between training data and test data, which is enforced
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through development process management and assessment, tool-based approaches, or even using a level
of independence in the teams or organizations carrying out the testing (see IEC 61508-1[1¢], Clause 8
or BS EN 50128:2011 [23], Clause 5). Another known method to detect overfitting is cross-validation,
in which models are trained on several different subsets of the training data, and the performance is

evalua

ted on the held-out data. Several methods are available, see Reference [82].

following approaches:

met (large models lead to excess sensitivity);

nu

Ensuring that trained models have sufficient robustness in terms of the given problem, using the

generating multiple models of different sizes, using smaller models so long as other objectives are

applying a technology that improves robustness, (e.g. regularisation or randomized training);

erically and directly evaluating the robustness, (e.g. using safe radius[84] — this i$a

digcipline).

Searc
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Ensuri
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Thereares
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The costs
levels of co
required le

9.34 Ch

The perfor
learning of]

NOTE
aspect.

— The sig

ing for possible data that affect stability: (e.g. metamorphic testing,[85] data augmd
ive adversarial networks,[87] adversarial training,[88] adversarial exatple gener
rial example detectionl20]).

g that the training data set and test data set are free of malicious modifications or
ails reviewing the credibility of data source or data collection processes.

ring use of explainability technology for analysing behavioup of output model (see 9.¢

everal references available for proposing some concretetechnologies and techniques re
'ia. Annex C gives some examples for applicable progedures and techniques.

[mbination in b), and chosen technology. Verification and validation are planned accor
vel of functional safety and other applicatioh.criteria.

pice of Al metrics

mance and KPIs of a system containing Al technology is thoroughly evaluated.
Len single metrics are used. The-following is typically considered for metrics:

Nletrics are not typically thevonly measure to assess the safety of a system containing Al |

nificance and trustworthiness of a metric: this is connected to the amount of data a

training, validation and-testing—the amount of data has a bearing on how much trust is

metric

Metric
are us
perfor

5 reduce-information: such a reduction of information obscures safety issues. Varig

mance’or KPIs.

with a defined confidence level (e.g. 95 %) based on the number of executed test cases.

h emerging

ntation,[86]
htion[89] or

hlterations;

D).

D

presenting

for implementing these mitigations vary considerably on the depth of investigations, on used

ding to the

n machine

ut only one

vailable for
placed in a

us metrics

bd to ddentify missing information, e.g. safety related misclassifications to assess the targeted

Field 1

Tonitoring: cottectionm of data o the performmarnce of am AT systenmm during the operat

onal phase

assesses whether the performance and KPIs are still being met during the operational phase - intervening
actions are considered if the assumptions on which the safety of the system is based is no longer being
achieved.

ISO/IEC TR 24029-1[153] separates the robustness assessment into three core categories: statistical, formal

and empiri

cal-based tests.

9.3.5 System-level testing

In complex systems using Al technology as a component, system-level testing is a complement to verification
and validation at the detailed level. Some of the criteria described in 9.3.3 for example criteria b), are also
applicable for system-level testing. System-level testing are either data-based or scenario-based (e.g. running
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a test vehicle in test fields with simulated risks). System-level testing are carried out in simulations, as a
digital twin, or in the real-world application. Real-world testing is expensive and not always possible (due
in part to risks to safety) but it is useful for validating KPIs and unveiling unidentified hazardous unknowns
to mitigate against incomplete HARA. Simulation is useful for exploring large numbers of scenarios in both
software-in-the-loop and hardware-in-the-loop settings. Good verification and validation results depends
on the quality and realism of simulators. See 9.4.2 and 9.4.3 for more descriptions.

9.3.6 Mitigating techniques for data-size limitation

Preparing sufficiently large test oracles to test all outcomes is infeasible within development life cycles.
Back-to-back testing, as described by ISO/IEC TR 29119-11:2020, 8.2, is used to annotate test oracles with
the expected answers. The extent oflndependence between the different versions of the system to be tested

is assessed
data likely

Another so
asatestd

For some A
with "Al-ve
The geners
tests appli
testing. Alt
driven Al t

9.3.7 Notes and additional resources

See ISO/IE
Al systems

9.4 Virtyal and physical testing

94.1 Ge

Functional
to ensure

primary co
performan
are exerciy

well as myltiple componerts at a system level. Such approaches use constrained random s
rameter values;-scenario testing based on parameter distribution or importance sampling when
constructing the scena¥ios to be tested (see ISO 21448:2022!7], Clause C.5).

scenario pe

Physical tg
unknowns
due to cosft
example, tt

ails to address criteria a) and b)

ution, where a large test oracle is used to address the full range of operation, i§ to’use
a generator.

[ systems it is difficult for engineers to construct a reliable test oracle (e.g{Al systems @
rsus-Al” competitions, including reinforcement learning and Generative Adversaria
| conditions for testing in these cases are similar; however, additiohal criteria for r
ps. For example, well-tested alternative implementations are/used to undertake b
ernatively, a design change is implemented to separate any risks’from influence from|
echnology, effectively converting to Usage Level C as described in 6.2.

L TR 29119-11:2020, Clause 9 for alternative solitiens for white box-based testing ap

neral

safety approaches for Al technology tend to focus on elements of the Al system that
unctional safety attributes; for example functional safety or rule monitors that ov|
ntrol system to inhibit ansafe action. An effective and objective way to demonstratg
Ce is via virtual testing or simulation, where a curated set of well-chosen stress-tes
ed during the qualification and certification activities. Individual components are

Physical tests are far more limited than simulation in their ability to probe the do

sts arevalso considered to correlate simulation results, validate KPIs and uncover

of training

simulation

onstructed
Network).
eliability of
hck-to-back
the model-

plicable for

are shown
errides the
a system’s
t scenarios
tested, as
election of

unknown
main space

lation, for

and time limitations but do test some aspects that are difficult to emulate in a si i
mmmmmmmm&mﬁmﬂ—mﬁie place in

which tests are set up for known scenarios, such as on a test track for automated vehicle applications.

9.4.2 Considerations on virtual testing

The use of simulation for testing has long been an integral part of functional safety. Established methods such
as timing simulation and fault injection have direct extension to Al systems, and their use is encouraged. For
the complex, high dimensional models featured in many Al solutions (such as neural networks for perception
or decision-making tasks), simulation offers many additional benefits:

For certain applications, simulation provides more complete test coverage than real-world testing.
Examples include scenarios where real-world testing is dangerous or prohibitively expensive to conduct
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at large scale over the possible input space. For models with high dimensional inputs, simulation is used
to iterate over the input space and produce correlated results in ways infeasible by traditional testing.

Simulation greatly speeds up development time, allowing greater access to functional safety products

and updates. Newly discovered hazards are incorporated into the functional safety solution with much
improved turnaround time. For highly complex environments, this reduced latency in the development

and up

date cycle is critical.

Simulation provides multiple entry points for fault injection. Faults are introduced at the system,

component or subcomponent level, and they are introduced in combinations that are inaccessible by
real-world testing.

Simulation provides accurate ground truth, which negates the potential of systematic errors induced by

real-wi

This pt1

The followi
part of the

Fidelit
assess

1l 4 < .
PITU TIITASUT TIIITIILS At STLUPD.

Simulaftion environments are well-controlled and track all metadata associated with a-part

events any systematic bias introduced in a real test, or loss of relevant metadata«

ng items are worthy of consideration when introducing simulation or in géneral virtug
verification and validation process of Al technology in functional safety Systems.

 of simulation: consider the underlying models, toolchain, simplifications and assumpt
ment of the simulation environment addresses the implications ef inaccuracies, imp

incompleteness of the simulation environment. Evidence is used to.support the claims of the]

output
safety
metric
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multip
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HIL (h
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For my

Test ¢
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Before virt
validated.
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the Al
the in

such as a simulation to real-world correlation. For example;asimulator used to justify
component used for perception includes arguments about'the realistic rendering o
5 to correlate the two, indistinguishability by human observers, etc. See 9.4.3 for more

f simulation: no one virtual testing tool is used-totest all aspects of an Al system.
e tools sometimes are used to develop confidence in the functional safety of the full A

irdware in the loop).

Fain justification of the input spacey distribution-based test sampling based on a u
ity or importance test sampling based on functional safety analysis, stress-based sam
e cases or expected condition$.that stresses the system, etc. (see [SO 21448:20227],
Iti-dimensional inputs, this-also addresses what combination of factors are tested.

verage size: i.e. the amount of simulation which is sufficient to justify the functi
ENt.

ual testing tools 1S used to validate or approve an Al system, the toolchain itself is v
Lonfidence in‘a.virtual testing toolchain is achieved by assessing four key attributes:

purposé: the extent to which the tools are suitable for the Al system assessment.
e add¥esses a clear description of the test objective and a definition of all boundary cq
cystem. It involves analysis of the operating environment and derivation of the requil
ividual simulation models. The complexity and level of detail for each model varies def

icular test.

| testing as

ions. Arisk
recision or
simulation
| functional
the scene,
discussion.

[his is why
[ system. A

testing toolchain includes the following typesy MIL (model in the loop), SIL (software in the loop),

verage approach: approaches include,random test sampling, constrained test sampling based

ser profile,
pling based
[lause C.5).

bnal safety

erified and

Fitness for
nditions of
ements for

ending on

the relevance, significance and range of each factor. For example, if the operating environment excludes
night operation, then the sensor models will not be validated against low-light conditions.

Capability: the extent to which virtual tests reveal faults and the associated risks of dormant faults. Test

capability involves defining assumptions, limitations and fidelity levels of the toolchain, ways to assess
the fidelity (KPIs), and reasonable tolerance for the KPIs. It supports justification that the tolerance for
simulation to real-world correlation is acceptable for the test objective. Note that the chosen fidelity level
for the models and the assumptions made play a major role in defining the limitations of the toolchain.

Correctness (verification): the extent to which tools’ data and algorithms are sound and robust.

Verification looks into the implementation of the conceptual or mathematical models building up the
toolchain. It provides assurance that the toolchain does not exhibit unrealistic behaviour for a set of
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inputs that are not tested during the validation phase. The procedure is grounded on a multi-step
approach that includes code verification, calculation verification and sensitivity analysis.

Accuracy (validation): the extent to which the virtual tests reproduce the target data. This includes
generating data that are used to demonstrate the accuracy of the virtual testing tools with respect to
the real-world. Toolchain validation consists of 4 main steps. The exact methodology depends on the

structure and purpose of the toolchain. The validation consists of one or more of the following:

Validate Subsystem models e.g. environment model (infrastructure, weather conditions, user

interaction), sensor models (Radar, Camera, Light Detection and Ranging (Lidar)), chassis model
(actuation, powertrain);

Validate chassis system (chassis model together with the environment model);

Va

Va
md

Applying t

e
without remuiring an impossible number of physical tests to be carried out.

The usage

during their development. Therefore, the simulation design and the toolchdin are not typically st

but rather

Therefore,
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tests a
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fre derived from mmany different inputs, such as safety, technology and product level

idate sensor system (sensor model together with the environment model);

idate integrated system (sensor model plus environment model with influenices fr
del).

same scenarios across all tool levels (MIL, SIL and HIL) allows effectivé-validation off

om chassis

the system

bf virtual testing tools depends on the virtual validation and verifidation strategies injplemented

explained and reviewed during the certification process.

the overall assessment of a virtual testing toolchain requires a unified method to
erties and gain confidence in the data generated, by the tools. Simulation mode
tools used in the overall toolchain are investigated'in terms of their impact in case
e final product. The approach for criticality analysis is described in IEC 61508-3 or IS
ires qualification for some of the tools used.in.the development process.

hsiderations on physical testing

sting has a complementary role.to simulation testing. Testing the system in a
ht, or final operating environment, provides the highest fidelity of real use validatio
hg, some additional considerations include:

structured tests, setting-up-known scenarios, or use case tests. Examples include test
pnomous vehicle applications, or defined scenes for sensor perception tasks. Such tes
bd and provide conttolled measurements that are tracked and compared over time.

thensive test plan requires good understanding of the final application.

hation of real-world testing with simulation. Physical tests are far more limited than
" abilityto/probe the input domain space due to cost and time limitations, but provide
e fidelity and automatically capture random phenomena that are not simulated. In

struct

hndardized

investigate
Is and the
of a safety
0 26262-8,

real-world

h. For real-

track cases
ts are well
Structured
analysis. A

simulation
the highest
contrast to

D uncovers

=]

réd, tests, which typically test “known knowns”, both real and simulated testin
differe]tn-&t-y‘peﬁ-emk-newﬁ-uﬂ-k-nm-s”.—

Correspondence of real-world testing to simulation. Real-world tests are used to validate the models
used in simulated tests.

Continuous testing and feedback. Real-world testing also uncovers “unknown”. Reported incidents (and
possibly data collected from incidents) provide information to continuously advance the qualification
simulation scenario suite.

Domains for testing: the boundaries of operation. Domains for testing (for both simulation and real-
world testing) parallels the defined operation for real operations. That domain includes limits of use,
environmental limits, location and temporal limits, and responsibilities between the system and users,
and if appropriate, other systems. In addition, tests are evaluated with metrics to show coverage of the
design domain (this applies to both simulation and real-world testing).
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Statistical significance. Test procedures and results are derived from sound statistical principles. For

example, a final on-site validation test of a safety stopping function is carried out multiple times to

demon

strate that relevant parameters fall within a predefined limit based on statistical analysis. In

contrast, verification tests of a perception function for human detection are carried out on a large test

databa

se, with size and coverage determined from target failure rates and confidence intervals.

9.4.4 Evaluation of vulnerability to hardware random failures

It has been

shown that the vulnerability of deep neural networks to soft errors is low (see References [25],

[83]). Evaluation of the fraction of failures leading to safe behaviour (as opposed to unsafe behaviour) is

useful for

certain types of networks. Possible methods include fault injection (e.g. individual weights

in a neural network) as a proxy for faults in underlylng hardware For example it is possible to analyse

classificatis
respect to ¢

9.5 Monijitoring and incident feedback
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9.6 A note on explainable Al

A type of e
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and paves
current fur
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Although it
Al system,
structure, \
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echnology with
oft errors (see References [26], [78]).

functions
rived from
y. If this is

ly enhance the scenario suite used during the testing activities. However, for the cor
ctive or deductive absolute proof is not possible, acceptable failutejrate targets are de
re rate goals, together with suitable justifications to substantiate the functional safe
fed empirically, the test methodology and results are recorded:

| design domain and real-world usage profiles are used to define and bound the problem scope,
ptrics for coverage of testing (both simulated and real):

significance considerations derive test data set(sizé and test coverage from target fgilure rates

bnce intervals, following acceptable confidencelevels.

of field data, if conditions allow, is considered viable for motoring safety performfnce of the

for appropriate incident response.

nfluencing
bxplainable
algorithms
lar way to
xtracted by

volving Al technology, known as “Explainable Al”, aims to provide important factors
l decision in a way that humans understand (see ISO/IEC 22989:2022). Sufficiently
gy, if successfully realized, enables developers to understand the Al decision-making
the way for assurance of functional safety of machine-learnt algorithms in a sim
ctional safety International Standards. Alternatively, some knowledge is sometimes e
server of the Al miodel and then re-implemented as traditional software.

is currently-impractical to enforce sufficient explanation of decision-making for every class-II
there are $ome currently achievable approaches to interpretability or explainability off the model
vhichpossibly helps in the verification and audit processes. For example, heat maps of the internal
r1butmg to spec1f1c decisions are useful for understandmg the causes of decisiops[26l. Such

techniques

he behdviour of an

Al system, especially when 1t differs in 1ts dec151on maklng from the 1mplementors intentions. In such cases,
those techniques consider whether the meaning of the extracted explanation is consistent or inconsistent
with functional safety requirements. For example, understanding of the decision-making process extracted
from the mid layers of DNN is not alone sufficient for justifying safe behaviour, since unexplained processes
in other layers invalidate such explanations.

Refer to 8.3 and ISO/IEC TR 24028:2020, 9.3 for further information on Al explainability.

Additional

information can be found in References [158] and [159].

© ISO/IEC 2024 - All rights reserved

29


https://iecnorm.com/api/?name=f63ce0f27f3810ebd76f9eaf1c12926c

ISO/IEC TR 5469:2024(en)

10 Control and mitigation measures

10.1 Overview

Having a good and robust architecture of an Al system capable to tolerate a failure without loss of safety
properties is preferable than improving Al quality only. The architectural design principles for safe systems
are not changed by machine learning, though they impose new challenges in defining and guaranteeing their
reliability properties and failure behaviours.

This clause considers the methods for enhancing ML models as components of Al systems and discusses how
subsystems around them are used to improve non-functional properties such as reliability, availability, and
quality. Subclause 10.2 describes Al subsystem architectural considerations including mitigation and control

methods.

echanisms

from Claus
through-life
directed by
in Clause 1

P 8 have hlghhghted differentiating challenges for ML Components while Clause 9 ad
e process of verifying and validating these components. Measures introduced in\this
' knowledge of these failure modes and are introduced as part of a robust ML.proces
L.

10.2 Al sybsystem architectural considerations
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bssment at a system level determines the appropriate-'subsystem reliability of
ng ML components. The subsystem architecture incorporates complementary tg
bse demands. Based on the reviewed literature, consideration of the following feat
ssible solutions:

b decision system is, for example, an alternative controller or a failsafe null action (e.g.
ck-up action allows the use of detection methods to switch the output when unsafe cor
ed.

hints or limits.

undancy with output voter$éer aggregators is considered.

hese architecture solutions/co-exist or are alternative, i.e. one of them is sufficient.

on of Al technoldgy introduces specific challenges to each of these architectur
10.2.2 describes~how detection mechanisms for abnormal input, output or int

(e.g. neurgn activationtstrength) are used to identify situations of possible failure. Subclg

describes
operation.

1ibclause 103 proposes methods to increase rn]lahl]lhr of r‘nmnnnnnfc The failure m

Hresses the
clause are
5 described

a function
chnologies
ires drives

uboptimal) back-up function to the ML comporient is designed with "non-Al” technliques. This

bower-off).
ditions are

subset of the action space is determined (a priori or online) using a supervisor function with

al options.
brnal state
use 10.2.3

how to uge supervision functions using elements of control theory to minimally
Subclause)10.2.4 shows different ways of establishing redundancy with Al technolog

subclause 1

0.2.5discusses Al system design with statistical evaluation.

10.2.2 De

ectionmechanisms for switching
(=]

bound Al
ies. Finally,

The architecture in Figure 5 is often denoted as passive (diverse) redundancy in fault-tolerant systems
literature. For example, a supervisory monitor detects when an Al technology is producing potentially
unsafe actions, either due to internal or external faults. Following detection, an action is taken to maintain
the system in a safe state. The monitor is developed using either non-Al technology or using Al technology.
In the latter case, considerations of the level of independence between the monitor and the primary system
are used to justify the approach.
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Figure 5 — Architectural patterns for systems using Al technology components

behaviour of Al technology is evaluated through the context of its_training data ¢
b 6, a)]. It is typically not possible to verify the model behaviour i "case of “unse
h (O0D) input data, this includes the result of data drift. An acceptable model outpi
bneralization properties of the model and could be erroneoussthus motivating the d
data. The distribution depends on both the parameters in a-single sample and their ¢
namics). Simple boundaries on acceptable inputs are unlikely to detect gaps in the trz

ee Reference [97]), in some cases, are selected based ‘Wpon the data properties (dim
f parameter correlations, dynamics, seasonality~drift, etc.) (see References [98]

However,

dversarial methods have shown the extreme sénsitivity of deep networks to small

random pdrturbations (e.g. misclassification of images by adding noise, making reliable ing
challenging). Adversarial methods include use of run time checks and checks on incoming data td
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In contrast
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re are adversarial attacks or not (see Reférences [100] and [101]).
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 for high dimensional systems. In the absence of training'data improvements, anomaly detection

bnsionality,
and [99]).
seemingly
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to input monitoring [see Figure 6, a)},'output monitoring detects undesirable behavioyr resulting
br in-distribution input data. Monitoring of the output against a known boundary [s¢e Figure 6,
hative model, is well known infault detection literature (e.g. statistical or model-basgd residual

Boundaries are adaptive to_a“sequence of multi-variate system inputs and thus

ht a safe state is reachable without constraint violation (i.e. system inertia or instab
hgerous states being.entered under back-up controller decisions). ML is used to creat
putput distributipnsidefy conventional modelling techniques. One example is to train
network (e.g. a(student-teacher architecture) on the output generated by the ML mo
belled data tdpredict confidence in the output(2Zl,

rohibit the

m leaving a safe state region [see Figure 6, c)]. For dynamic systems, the detection d¢cision also

lity do not
P a monitor
a (simpler)
el and use
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Figure 6 — Evaluation of accepé%?e behaviour of Al technology
&
mation from the model are used,ssuch as the internal neuron activations or by
/ measures into the network. Uncertainty measures in ML are explicitly derived (Baye
bles, softmax output layer). Confidence of the outpy
ul calibration to a probability and is subject to risks.
fail silently by providing incorrect but confident output
ning space but also to small perturbation as in the case of

n) is useful but requires c
rconfidence (classifiers
5 or beyond bounds of

are considere(@ the development of monitors:
e of Al te@égy faults that is detected;

f@ance benchmarks of different runtime monitors;

designing
sian neural
t (strength
[hese risks
s), not only
hdversarial

potential hazards invoked.

Examples r

elated to machine learning are provided in Reference [75].

the types of intervention that are used to circumvent a fault after detection and also circumvent the

Uncertainty wrappers as described in Reference [139] that evaluate the quality of the decision are
instrumented for either automated decision-making or as input for humans to decide if the Al system
proposes valid decisions.
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10.2.3 Use of a supervision function with constraints to control the behaviour of a system to within

safe limits

With an appropriate supervisory module, it is possible that an Al system is constrained to work within a

predefined

safe envelope. Safe limits require that a subset of the action space (safe envelope) is determined

and are minimally restrictive on safe ML component behaviour. However, simple limits on the output overly
inhibit an ML component, resulting in behaviour that mimics the limiter itself, therefore negating the benefit

of impleme

nting the ML component. This subsystem architecture is sometimes referred to as a safety cage,

which enforces behaviour onto the subsystem.

For example, as shown in Figure 7 a), an Al system is used as part of the intelligent control to provide an
optimal decision. In this architecture, the non-Al safety function outputs an acceptable range of outputs for
a given input and limits the intelligent control output.

Constrainil
where the
controller

theory met
under the

not exceed
possible ca
a system b,
switchinc
monitoring
multichanr

or self-valiglation are considered, see Reference [71].

g the output based on a function of input is not usually appropriate for systems with dynamics,
system state (x) defines the unsafe regions but does not instantly respond to\a ‘Cchange in the
nput. Formally, minimal bounds are designed for dynamic and hybrid systems/throyigh control
hods such as barrier functions approaches (Reference [102]), which determine an irfjvariant set
ontrol of the non-Al system, see Figure 7 b). These approaches guaranteg that the system does
an operating region deemed safe for some limited worst-case contrOlinput (the subyset u of all
ntrol signals U). These sets are typically conservative as they do mot actively look|to recover
hck towards safer regions, thus control barrier functions are used as detection mechanisms to
bnventional stabilizing controls (producing control signal u*, ifth€y are available with|suitable Al
, as described in 10.2.1). For systems with particularly complex safety requirements, for example
el measuring systems that use Al technology, checking fufictions such as metrologicall self-check
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1  intelligent control 7  unsafe
2 safety verification 8 input (y)
3  upper/lower bounds U 9  output (u)
4  limited outputu<U 10 unsafe
5 limited 11 constrained
6 safe

Figure 7 — Safer application of Al technology to control: a) through supervisory constraints on
discrete outputs. Or b) on continuous control output through barrier certificates
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10.2.4 Redundancy, ensemble concepts and diversity

Redundancy can be of different types: structural (spatial), time (frequency), functional (informational,
analytical), or combined (see References [64], [65], [70], [71], [155]). When using neural networks for
example, redundancies for Al technologies include:

— Using analytical redundancy (see Reference [64]): Quantitative model-based failure detection and
isolation (FDI) methods rely on the comparison of a system’s available measurements, with a-priori
information represented by the system’s mathematical model. There are two main trends of this
approach, namely analytical redundancy or residual-generation methods and parameter estimation.

— Time-redundant multiple computation (see Reference [65]): For example, concurrent error correction is
achieved by using time redundancy based on recomputing with triplication with voting (RETWV).

— N-versjon programming (see Reference [66]): In this method, several simplex models)dre trained
independently, such that these models are unlikely to produce erroneous results for the sarme test cases.
In this way, it is possible to design a fault-tolerant system whose output is determined by-all tHese models
cooperfatively.

— Using fedundant deep architectures (see Reference [67]).

— The enlsemble use of neural networks to build reliable classifiers (see Reference [68]): The idea is to
combine several “weak” classifiers to obtain a “strong” one, so that the elassifier still workg reliably if
one of |ts members fails.

— Use of plgorithm-based fault tolerance for neural networks (see*Reference [69]).

Methods of metrological self-check (including self-validation, self-diagnosis) that have found application in
control sysftems for critical equipment, such as References [Z0]~[74], [155] are also considered and adapted
for use with Al technology.

For higher|effectiveness, redundancy is combined with diversity to reduce the likelihood of|systematic
failures dufing development. This is related to multiple Al technologies exhibiting the same behaviour, but
implemented:

— by diffgrent teams;

— using deparate labelling rules;

— using different problem formudations;

— using different training data;

— execut|ng on diverse hardware (also valid for non-Al technology specific failure modes);
— with djversity ofSensing;

— with djversity-of self-check or self-validation methods;

— with d}vefsity of Al technology itself.

Due to its complex and indefinite nature, diversity is expressed by a multitude of metrics. These metrics
answer the following basic questions: to what extent Al technologies with the same training conditions
differ in their performance and robustness? Are diversity metrics suitable for selecting members to form a
more robust ensemble?

Another possible approach is to identify and eliminate false detections by comparing key point decisions
from different neural networkslZl, This form of diverse comparison is often combined with monitoring (see
Reference [77]).

When relying on redundancy as part of a safety argument and considering the explainability of DNNs, it is
possible to rely on an analytical argument for freedom from common cause failures. In this case it is relevant
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to base the argument on verification and validation and demonstrate through simulation the absence of
common cause failures between redundant networks.

10.2.5 Al

system design with statistical evaluation

Once trained many Al systems are deterministic in inference, however where the input dimension is high
and continuous in value the performance of these systems is typically characterized statistically.[156][157]
For example, cross fold validation of a neural network can produce different performance metrics depending
on the changing allocation samples of training data on each validation 'fold". For a specific application
under specified operating conditions, a system containing Al technology is evaluated for functional safety
with consideration of the statistical distribution of its output. While no hard upper bound for error rate is
obtained, for a given input distribution, a statistical confidence interval on a maximum error is determined.
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robustiiess against disturbances of noise, device failures and possibly malicious (
bral methods are used at both testing and learning stages. Possibly applicable techniq

)

versarial)
es include:

bility. This

technique is considered analogous to the methods used in regression fitting, where the weight magnitude
or non-zero values in the training loss function is penalised or given a prior distribution. This is generally
preferred to post training pruning of low valued weights. Alternative methods include structuring the
network to share weights on node connections (e.g. on repeated filter elements in a CNN), i.e. to simplify
the structure of the model. Dropout is often considered good practice to reduce overfitting in DNNs, at
the cost of an additional “dropout rate” hyperparameter. This technique randomly turns off parts of the
network for a small proportion of training. Since the network cannot exclusively rely on a single node
to model a particular data feature, the dropped-out regions do not overspecialize. See References [80],
[103], [104].
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When the Al system disturbances are predictable (e.g. for hardware errors), fault-aware training that

includes error modelling during neural network training, makes neural networks more resilient to
specific fault models on the device (see Reference [81]).

Adversarial robust training is a learning method that minimises or limits the worst-case error under

the training data augmented by a model of an attacker’s possible perturbations. The simultaneous
maximization of adversarial perturbation effect and minimization of error leads to the extension
of standard gradient descent training algorithms, (see Reference [105]). Other approaches provide
robustness guarantees for output invariance, e.g. formally proving that no change in classification occurs
when perturbations are within given bounds. See Reference [106]. However, scaling these guarantees to
large scale and heterogenous networks remains a challenge.

Randomization approaches, such as randomized smoothing, provides an efficient equivalent to training

multip
beam

Robust
data oy
systemn

€ modes with data augmented with randomized NOISE, SO as to calculate the fnal res
ban with respect to the noise distribution. See Reference [107].
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than the raw data, and once learned is often modelled with the secondary linear models with negligible
loss of performance and the advantage of explainability. Nonlinear secondary models contribute less to
interpretability but aid in smoothing gradients. Smoother gradients provide gradient masking protection
against adversarial attacks, making the change in output smaller for a given input perturbation. This is
achieved by creating probabilistic labels in a first training path with the complex model and then retaining a
simpler model with these "non-crisp” probabilistic labels (see Reference [109]).

Network neuron pruning defends against training-time attacks. One approach to network pruning is
achieved by post-training analysis of the neuron activation with clean inputs, iteratively removing those that
have low activation and retesting. This reduces the risk of operational discovery of unwanted behaviours.
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10.3.4 Attention mechanisms

The aim of the attention mechanism (see Reference [111]) is to improve the prediction performance in
sequence-to-sequence models such as language translation models, speech-to-text converters and image

captioning

models. There are several considerations on attention mechanisms:

Attention mechanism to learn global context: The attention mechanism learns the relationship between

a sequence of features (e.g. words in a sentence) using a weighted combination of all encoded input
vectors. Similarly, in machine vision applications, attention weights learn a global weighting over the
entire image to solve more complex tasks, such as image captioning (see Reference [112]), of which
convolution layers are not capable. Later, image transformers (see Reference [113]) have been described
to capture the context in images without any sequential data (e.g. text) available for training. Lastly,
the attention mechanism is being used as a suitable solution for training models on multi-domain data,

especiflly combinations of sequential and spatial data.

Post-h¢c attention maps for sanity checking and feature manipulation: Attention shap, g

as saliency map (an explanation method used for interpreting the predictions of ENNs) or
map, i§ a common type of machine learning explanation to point out the most ifmportant feature in a
given prediction. An attention map is a type of local explanation that is limited to indivi
predictions, regardless of overall model behaviour, but still suitable for inveStigating the ed
model debugging. Attention maps are obtained in different ways, such a$local approximat
modelg (see References [114], [115], [116]) using shallow interpretable models. To generd
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the use of data risk assessment and management processes (see Clause 11) helps to drive the protection
measures used, with consideration for particular challenges associated with data-intensive Al technology
(e.g. volume, variety, velocity, variability).

Information assurance of data used for machine learning is considered by bodies such as National
Institute of Standards and Technology (see for example Reference [140]). Configuration control of data is
maintained throughout model life cycle, including provenance, access rights and quality metrics of the data.
A configuration process similar to ISO 26262-6:2018,[13] Annex C is used. Data information assurance at
run-time and during offline training considers a multitude of properties (integrity, completeness, accuracy,
resolution, etc.), see Reference [141], Section 6.4, which also suggests measures to maintain these properties.
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In addition to data control measures, pre-processing of the input data stream to remove unfeasible input
patterns is a sensible precaution. For example, filters transparent to physical system bandwidth which
remove adversarial noise complements detection mechanisms avoiding out-of-distribution data.

The high computational demands of ML drives developers to use third party high-performance computing
to train a model, where information assurance is a higher risk. It is not sufficient to only mitigate intellectual
property leakage (e.g. encryption, obfuscation of labels and data distribution). Training data manipulation
(poisoning) is designed by an attacker to circumvent local testing, where the network behaves correctly on
normal test data with dormant problems (e.g. neurons not activated by normal training). Complementing
pruning techniques with the (light weight) retraining on a locally protected data source helps reducing the
sensitivity to adversarial examples. See Reference [124].

11.1 Gene¢ral

From a funktional safety point of view, many life cycle issues are common to Al- andinen-Al systems. These

commonalities are described in 11.2.

The level o
not. The p3
safety Inte
from a fun
and resolve

f functional safety a system needs to achieve is independent of whether Al technology is used or
rts of the system built using non-Al software approaches are handled with existing functional
Fnational Standards. The methodology commonly used to develop Al models has inljerent gaps
ctional safety International Standards requirement perspective, and suitable means|to address
the “gaps” are therefore considered.

Functional|safety considers safety throughout the whole life cycle of a system.

11.2 Relationship between Al life cycle and functienal safety life cycle

Tradition:I[y the term “lifecycle” has been used for seyeral objectives. One objective is to provide a defined
set of procgsses within a system or hardware or software life cycle, as well as to facilitate communication
amongst sfakeholders of that life cycle. ISO/IE€+22989:2022 describes a high-level life cycle model of Al
systems while ISO/IEC 5338l defines the life’¢ycle processes of Al systems. Software life cycl¢ processes
are also depcribed in Reference [4].

An additional objective is to identify.activities at each phase throughout the whole life cycle to ifnplement a
certain level of functional safety. This'is described in the IEC 61508 series[16]-[19] and other functjonal safety
Internatiorlal Standards. To this end, the IEC 61508 series defines a functional safety life cycle that includes a
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PI17] and for software in IEC 61508-3[18],
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functional safety. The hazard and risk analysis phase is based on the IEC 61508 seri
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s listed in
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ISO/IEC 53

safety International Standards, modified to address the Al specific particularitig

38t asproperties Tmportant for functionar safety (See Clause 8)-

The IEC 61508 series and other functional safety International Standards mention the V-model as the
basis of the life cycle, although certain International Standards (including the IEC 61508 seriesl16]-[19] [22]
and IEC 61511-1[201) do recognize that the life cycle or phases are tailored to the specific implementation
technology.

A functional safety life cycle for the development of an Al system is selected during functional safety
planning (see Figure 8).

It is acceptable to tailor the V-model for incremental development models to fit with the Al-specific
particularities, for example as shown in ISO/IEC 5338.l1 Regression validation is used when performing
iterative and incremental development (e.g. iterative learning cycles).
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Figure 8 — Life cycle model taken from the IEC 61508-1:2010, Figure 2

11.3 Al phases
An exampl¢ of mapping between ISQZIEC 5338[1] and the IEC 61508 series is provided in Annex IJ.

11.4 Docyumentation and functional safety artefacts

Sufficient information and documentation for each phase of the functional safety life cycles contributes to
subsequent phases and verification activities. It includes documenting changes to products and grocesses.

[ssues spegific to _AT)systems include learning processes, data relevance and sufficient documjentation of
training, vdlidatierrand test data.

11.5.1 Overview

This clause describes some of the known methodologies to consider with respect to Al technologies.

11.5.2 Fault models

The concept of fault models is intended to enable systematic and possibly automated analysis of an element’s
behaviour in the presence of faults. The idea of fault models (fault awareness) is to cover the manifold details
of reality by a sufficiently high abstraction level. This applies in particular to the area of machine learning.
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A fault model is a simplifying abstraction of real effects likely to cause errors that is intended to enable a
systematic analysis. Often different effects are covered by one fault. In reality, fault propagation is quite
complex, but frequently different chains of propagation lead to similar errors.

When defined precisely enough, the impact of faults is simulated or analysed manually. By applying the fault
model to all elements, the completeness with respect to the fault model abstraction level is ensured.

To create a fault model, a description and design of the system with the corresponding elements is required.
For each of these elements the failure modes are identified, e.g. by a guide word method such as the HAZOP.

For machine learning the following aspects are relevant to fault models:

— Data sets used for training, validation and test;

— machine learning model;
— learnirjg process;

— connedtion of the machine learning life cycle with the safety life cycle (also considefperformirlg a Process
FMEA)

Validation find verification aspects are discussed in Clause 9.

11.5.3 PFMEA for offline training of Al technology

FMEA is applied at the process level, the functional level or the elementievel, for example, it is apglied during
the offline fraining phase of the Al system.

Process FMEA (PFMEA) is used to analyse and eliminate possible sources of bias and limitation| within the
offline training process (e.g. during ML model training before deployment phase). Additional methods of
analysis arje considered, such as classification FMEA (CEMEA), which is a technique specialized to assess
classificatipn-based perception (see Reference [79]).
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Annex A
(informative)

Applicability of IEC 61508-3 to Al technology elements

A.1 Overview

This annex aims to illustrate, as an example, the extent to which and the means whereby the techniques and

measures ljsted in IEC 61508-3:2010118] Annex A (and the relevant tables from IEC 61508-3:201
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Table A.1 — Interpretation of software safety requirements specification (Reference:
IEC 61508-3:2010, Table A.1)

Technique or measure

Ref.

Interpretation for Al technology ele-
ments

la

Semi-formal methods

Table A.17

1b

Formal methods

B.2.2,C.2.4
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ing on this direction, see Reference [142].
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Table A.2 — Interpretation of software design and development -
software architecture design (Reference: IEC 61508-3:2010, Table A.2)

Technique or measure Ref. Interpretation for Al technology elements
Architecture and design feature
1 Fault detection C.3.1 |There are several possible methods for Al fault detec-
tion, for both runtime (inference) and offline (train-
ing), including:
— Checking the operational domain for distributional
shifts;
— Checking for new concepts (e.g. new objects,
different behaviour, new rules);
— Changes occurring in the world ((dorpain drifts,
new objects, changing rules).
So it is differentiated between fault\detectign during
training and during inference.
2 Erroridetecting codes C.3.2 |Applicable to Al technology, elements as well.
3a |Failure assertion programming C.3.3 |This s possible also forAl technology elemgnts (see
Reference [28]).
3b |Diverge monitor techniques (with inde- C.3.4 |Thisis possible also‘for Al technology elemgnts:
pendégnce between the monitor and the monitor is either a'‘traditionally developed hechanism
monitpred function in the same computer) or another Altechnology (e.g. trained differgntly or
3c |Diverge monitor techniques (with separa- C.3.4 |implementinganother Al algorithmic appropch); or
tion bptween the monitor computer and havinga N-modular architecture with diverse DNN
the m ;nitored computer) solving‘the same problem and voted.
3d_|Di dund ol tine th C35 Consider not only the diversity between the|software
1ver ‘e ;te un anfc;g, Implemen mf € o and the Al algorithm, but also the diversity between
same pottware salety requirements spec- the data on which ML algorithm is trained.
ificatipn . . .
- - To consider also hardware diversity is relevant for
3e |Functjonally diverse redundancy, imple- C8:5  |software and it includes diversity in lower-lpvel soft-
mentihg different software safety require- ware implementation, diversity of compiled|instruc-
mentq specification tion, instruction execution, etc.
Use of diverse techniques is further discuss¢d in 10.2.4.
3f |Backward recovery C.3.6 |Itisalso used for Al technology in principle |(subject
to sufficient storage state space) and increages the
robustness of an Al result as well since suchfa method-
ology introduces a kind of redundancy (slight changes
in the input vector).
3g |Statelgss software design (or limited state | C.2.12 |Notappropriate for Al technology elements
desigi)
4a |Re-try fault recevéry mechanisms C.3.7 |Itis also used for Al technology in principle [(subject
to sufficient storage state space) and increages the
robustness of an Al technology result as well since such
a methodology introduces a kind of redunddncy (slight
changes in the input vector)
4b |Graceful degradation C.3.8 |For Al technology elements, graceful degradation is ap-
plied in case of a lowered certainty of an output value.
5 Artificial intelligence - fault correction C.3.9 |Thisrequirement of the IEC 61508 series is under re-

view for future editions of IEC 61508-3 in line with the

work of ISO/IEC JTC 1/ SC 42 / WG 3.
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Table A.2 (continued)

Technique or measure Ref. Interpretation for Al technology elements
6 Dynamic reconfiguration C.3.10 |Thisrequirement of the IEC 61508 series is under re-
view for future editions of IEC 61508-3 in line with the
work of I[SO/IEC]JTC 1/ SC 42 / WG3.
There are different considerations based on the spe-
cific Al system element. For example, active learning
being dynamic reconfiguration of weights due to
individual robot learning, while regular updates are
process managed.
Modular approach Table A.19 | Applicable to Al technology elements as well.
Use of trusted or verified software ele- C.2.10 [Applicable to Al technology elements as well.
mentd (if available) To be noted that verified software it is notwmeeded for
all steps of Al model development. It isxelevlant for
inference, but not for data collection/process$.
9 Forwdrd traceability between the soft- C.2.11 |Applicable to Al technology elengerits as wel|.
ware $afety requirements specification
and sqftware architecture
10 |Backward traceability between the soft- C.2.11 |Applicable to Al technology elements as well.
ware $afety requirements specification
and sg¢ftware architecture
11a |Strucfured diagrammatic methods C.2.1  |Applicable to Al technology elements as well.
11b |Semi-formal methods Table A.17 | Applicable to\Al technology elements as weli.
11c |Formg4l design and refinement methods B.2.2, |Applicableto Al technology elements as well.
C.24
11d |Autonpatic software generation C.4.6 |Bdsic principle of software development appropriate
also for Al technology elements as well.
12 |Comphiter-aided specification and design B.2.4, “tApplicable to Al technology elements as well.
tools
13a |Cyclic|behaviour, with guaranteed maxi- €:3.11 |Applicable to Al technology elements as well.
mum ¢ycle time
13b |Time-friggered architecture C.3.11 |Applicable to Al technology elements as well.
13c |Eventidriven, with guaranteed maximum C.3.11 |Applicable to Al technology elements as well.
respopse time
14 |Staticfresource allocation C.2.6.3 |Applicable to Al technology elements as well.
15 |Static|synchronisation of agcéss to shared C.2.6.3 |Applicable to Al technology elements as well. This is

resou

'ces

managed through the associated embedded|software

(e.g. runtime environment).
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Table A.3 — Interpretation of software design and development -
support tools and programming language (Reference: IEC 61508-3:2010, Table A.3)

Technique or measure Ref. Interpretation for Al system technology
elements
Suitable programming language C.4.5 |Those measures are applicable for use case
St v tvped inel Cc41 independent elements (e.g. CUDA C++ li-
Tongly typec programming ;anguage braries) while very difficult for the use case
Language subset C4.2 dependent elements (i.e. the models). In
other words, the code running on the target
still fulfils the objective of those measures
that are not applicable for the rest of the Al
system.

4a |Certiffed tools and certified translators C43 [tis difficult because Commercijl Off-the-

Shelf (COTS) software is typically involved.
However, a distinction isahade gbout
training vs. inference, COTS like|Tensor-
Flow are used for modeY develogment and
training, but TensorRT converts|the models
into a runtime.engine for inferefce and it is
certified.

4b |Tools aind translators: increased confidence from use C4.4 This meaSure is considered for Al technolo-

gy development.
Table A.4 — Interpretation of software design.and development -
detailed design (Reference: IEC 61508-3:2010, Table A.4)
Technique or measure Ref. Interpretation for Al system tech-
nology element
la |[Structjured methods c.21 Also appropriate for Al techlnology,
1b |Semi-formal methods Table A.17 |limited to the software aspgcts (i.e. the
. use case independent elements) and
1c |Formdl design and refinement methods B.2.2, architecture (ML model architecture is
C24 usually described using diagrams, con-
2 |Compfiter-aided design tools B.3.5 nections, etc. Modular appreach is used
3 Defenkive proerammin Co2s in ML models). Rather not applicable
p1VE Prog g o for the data related elements.
4  |Modular approach Table A.19
5 Design and coding standards C.2.6 Design standards are applidable to Al
Table A.11 |technology elements as well.

6 Structured programming C.2.7 F:Odll’lg. standard (white b.ox approach)
is applicable for use case independent
elements (e.g. CUDA C++ libraries)
while very difficult for the yse case
dependent elements (i.e. thg models).

7  |Use of|trusteédor verified software elements (if avail- C.2.10 Applicable to Al technology|elements

able) as well.

8 Forw rd frar‘nahﬂify bhetween the saoftware C'Jan'y C211 App]irah]n to Al fnt‘hnn]ngy lements

requirements specification and software design as well.
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Table A.5 — Interpretation of software design and development -
software module testing and integration (Reference: IEC 61508-3:2010, Table A.5)

Technique or measure Ref. Interpretation for Al system technol-
ogy elements
1 Probabilistic testing C.5.1 Applicable to Al technology elements as
well.
Al technology learns by available data:
given that it is obvious that data are
suitable for the desired task (in terms of
amount and distribution).
Attributes include:
— definition of target probhability;
— definition of test’)sef used for
measuring the actual prjobability;
— systematic specification of the test
set (aiming® for completeness to
achieve, the desired tagk, but also
considering unintended|behaviour).
2 Dynafmic analysis and testing B.6.5 Applic¢able to Al technology ¢lements as
Table A.12  |wells
3 Data fecording and analysis C.5.2 Applicable to Al technology ¢lements
as well. Scope for Al: Data Erjgineering
(e.g. Setup, Management, Spqcification
of Training, Validation and Tgst Data
sets)
4 Functional and black box testing B.5.1 Applicable to Al technology ¢lements as
B.5.2 well.
Table A.13
5 Performance testing Table A.16 |Applicable to Al technology ¢lements as
well.
6 Mode€|l based testing C.5.27 Applicable to Al technology ¢lements as
well.
7 Interface testing C.5.3 Applicable to Al technology ¢lements as
well.
8 Test fnanagement and automatien tools C.4.7 Applicable to Al technology ¢lements as
well.
9 Forwhrd traceability between the software design C.211 Applicable to Al technology ¢lements as
specification and the moddule and integration test well.
specifications
10 C.5.12 Some level is possible, but hgqrdly possi-

Form|

hl verification

ble for the whole Al system.
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Table A.6 — Interpretation of programmable electronics integration (hardware and software)
(Reference: IEC 61508-3:2010, Table A.6)

Technique or measure Ref. Interpretation for Al system technolo-
gy elements

1 Functional and black box testing B.5.1 Applicable to Al technology elements as

B.5.2 well.
Table A.13

2 Performance testing Table A.16 |Applicable to Al technology elements as
well.

3 Forward traceability between the system and C.2.11 Applicable to Al technology elements as

software design requirements for hardware and

well.

integr

software integration and the hardware and software

ation test specifications

Talble A.7 — Interpretation of software aspects of system safety validation (Reference:
IEC 61508-3:2010, Table A.7)
Technique or measure Ref. Interpretation for Al systen] technolo-
gy elements
Probapilistic testing C.5.1 See Table A.5, row 1.
Proceps simulation C.5.18 Applieable to Al technology elgments as
well,
3 Modelling Table A.15, Mpplicable to Al technology elgments as
well.
4 Funct]onal and black box testing B.5.1 Applicable to Al technology elgments as
B.52 well.
Table A.13
5 Forwdrd traceability between the software safety C.2.11 Applicable to Al technology elgments as
requifements specification and the software safety well.
validation plan
6 Back\j;ard traceability between the softwaresafety C.2.11 Applicable to Al technology elgments as
validation plan and the software safety requirements well.
specification
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Table A.8 — Interpretation of modification (Reference: IEC 61508-3:2010, Table A.8)

Technique or measure

Ref.

Interpretation for Al system technology

elements

Impac

tanalysis

C.5.23

Applicable to Al technology elem
well.

ents as

Addition: Impact analysis considers the ap-
plicability of an Al element in the operating

context to which it is integrated.

Change management planning considers all
foreseeable trigger events that can imply a

change, such as explicitly planne

d continu-

ous changes, changes due to detected anom-

dlles, or changes due to aging or emands.

Since changes are already fofeseen during
development, change mapagemept is ex-

plicitly considered in the sdfety

already (e.g. by defining-a model
protocol and defining the action
formed in suchsa case).

Events that ¢an'trigger change a
considered.

lanning
change
to be per-

e also

Rever

fy changed software module

C.5.23

Applicable’'to Al technology elem
welll

ents as

Rever

fy affected software modules

C.5.23

Applicable to Al technology elem
well.

ents as

4a

Reval

date complete system

Table-A{

Also appropriate for Al technolo
as well depending on the impact

by elements
of a change.

4b

Regre

5sion validation

€.5.25

Applicable to Al technology elem
well.

ents as

Softw]

re configuration management

C.5.24

Applicable to Al technology elem
well.

ents as

Data 1

ecording and analysis

C.5.2

Applicable to Al technology elem
well.

ents as

Forw3g
requit
ficatid
tion)

rd traceability between the Software safety
ements specification and thesoftware modi-
n plan (including reverification and revalida-

C.211

Applicable to Al technology elen
well.

ents as

Backv
ficatid
tion) 3
cation

yard traceability betWween the software modi-
n plan (includingreverification and revalida-
nd the software'safety requirements specifi-

C.211

Applicable to Al technology elem
well.

ents as
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Table A.9 — Interpretation of software verification (Reference: IEC 61508-3:2010, Table A.9)

Technique or measure Ref. Interpretation for Al system technolo-
gy elements
Formal proof C.5.12 Some level is possible, but hardly possible
for the whole Al application (due to the
size of executable code, formal analysis
works only for portions of the code)
Animation of specification and design C.5.26 Applicable to Al technology elements as
well.
Static analysis B.6.4 Those measures are applicable for use
Table A.18 |case independent elements (e.g. CUDA
Dynarpieanatysisand-testin B-6-5 C++ libraries) while it can be more diffi-
7 © Table A.12 |cultfor the use case dependenf elements
' (i.e. the models). The expressiyeness is
not the same as in traditienal ¢ode.
Forwdrd traceability between the software design C.2.11 Applicable to Al technology el¢ments as
speciffication and the software verification (includ- well.
ing data verification) plan
Backward traceability between the software ver- C.2.11 Applicableo*Al technology el¢ments as
ificatipn (including data verification) plan and the well.
software design specification
Offlinp numerical analysis C.2.13 Applicable to Al technology el¢ments as
well.
Tablg A.10 — Interpretation of functional safety assessmient (Reference: IEC 61508-332010,
Table A.10)
Technique or measure Ref. Interpretation for Al systenj technolo-
gy elements
Checkllists B.2.5 Applicable to Al technology components
as well, specialities of Al are afldressed
Decision tables and truth tables C.6.1 Applicable to Al technology el¢ments as
well.
Failurg analysis Table A.14 |Applicable to Al technology el¢ments as
well.
Comnjon cause failure analysis ef diverse software (if C.6.3 Also appropriate for Al on sysfem level.
diverde software is actuallywsed)
Relialility block diagrani C.6.4 Applicable to Al technology el¢ments as
well.
Forwdrd traceability:between the requirements of C.2.11 Applicable to Al technology el¢ments as
Claus¢ 8 and theplan for software functional safety well.
assesgment
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Table A.11 — Interpretation of design and coding standards (Reference: IEC 61508-3:2010,
Table B.1)

Technique or measure

Ref.

Interpretation for Al system technolo-
gy elements

Use of coding standard to reduce likelihood of errors C.2.6.2 |These measures are applicable for use
No d ic obiect Cc2.6.3 |caseindependentelements (e.g. CUDA C++
° ynam%c ° ](?C > libraries) while very difficult for the use
3a_ |No dynamic variables C.2.6.3 |case dependent elements (i.e. the models).
3b |Online checking of the installation of dynamic varia- C.2.6.4 |Furthermore, some of the IEC 61508-3
bles requirements (e.g. 2, 3a, 3b) are some-
4 Limited use of interrupts C.2.6.5 |times not suitable for state-of-the-art
software development like object-oriented
5 Limit duse of naointers C266 . N
L3 PTOgTdIIIIIIIIIE 1IdITEUd ZES.
6 Limitgd use of recursion C.2.6.7
7 No unptructured control flow in programs in higher C.2.6.2
level languages
8 No aufomatic type conversion C.2.6.2
Table]A.12 — Interpretation of dynamic analysis and testing (Reference: IEC 61508-312010,
Table B.2)
Technique or measure Ref Interpretation for Al system technology
elements
1 Test case execution from boundary value analysis C.5.4 YApplicable to Al technology elenpents as
well.
2 Test cfise execution from error guessing CS.5°  |Applicable to Al technology elenpents as
well.
3 Test case execution from error seeding C.5.6  |Applicable to Al technology elenients as
well.
4 Test case execution from model-based test case gen- C.5.27 |Applicable to Al technology elenpents as
eratioh well.
5 Performance modelling C.5.20 |Applicable to Al technology elenpents as
well.
6 Equivalence classes and input partition testing C.5.7 |Applicable to Al technology elenjents as
well.
7a  |Structural test coverage (entry points) 100 % C.5.8 Those measures are applicable fpr use
7b Structlural test coverage (statements) 100 % C.5.8 |case 1r_1dependent elements (e.g. CUPA C+
libraries) as also for the code depcribing
7c Structlural test coverage [branches) 100 % C.5.8 the model, even if the expressivgness is not
7d |Structural test coverage - modified conditions and C.5.8 |the same as in traditional code. However,

decisipns, (Modified condition/decision coverage -
MC/D[) 100 %

it can be difficult to achieve adequate test
coverage of the input space.
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Table A.13 — Interpretation of functional and black box testing (Reference: IEC 61508-3:2010,

Table B.3)
Technique or measure Ref Interpretation for Al system technolo-
gy elements
1 Test case execution from cause consequence diagrams | B.6.6.2 |Applicable to Al technology elements as
well.
2 Test case execution from model-based test case gener- C.5.27 |Applicable to Al technology elements as
ation well.
3 Prototyping or animation C.5.17 |Applicable to Al technology elements as
well.
4 Equivalence classes and input partition testing, includ- | C.5.7 C.5.4 |Applicable to Al technology elements as
ing bopmdar y vatue dlldl_ybib wet:
5 Procefgs simulation C.5.18 |Applicable to Al technologyleléements as
well.
Table A.14 — Interpretation of failure analysis (Reference: IEC 61508-3;2010, Table [B.4)
Technique or measure Ref Interpretationfor Al system technology
elements
la |Causefconsequence diagrams B.6.6.2 |Applicable to Al technology elements as
1b |Event}ree analysis B.6.6.3 well_. Failyre analyses also considers data
enginheering aspects.
Fault §ree analysis B.6.6.5
Software functional failure analysis B.6.6.4
Table A.15 — Interpretation of modelling (Reference: IEC 61508-3:2010, Table B.5)
Technique or measure Ref Interpretation for Al system technolo-
gy elements
1 Data flow diagrams C.2.2 Applicable to Al technology elements as
well.
2a |Finite|state machines B.2.3.2 Applicable to Al technology elements as
well.
2b |Formgal methods B.2.2,C.2.4 |Applicable to Al technology elements as
well.
2c | Time Petri nets B.2.3.3 Applicable to Al technology elements as
well.
3 Perfoymance modelling C.5.20 Applicable to Al technology elements as
well.
4 Prototyping or adiimation C.5.17 Applicable to Al technology elements as
well.
5 Structlure diagrams C.2.3 Applicable to Al technology elements as
well.
Table A.16 — Interpretation of performance testing (Reference: IEC 61508-3:2010, Table B.6)
Technique or measure Ref Interpretation for Al system technolo-
gy elements
1 Avalanche or stress testing C.5.21 |Applicable to Al technology elements as
well.
2 Response timings and memory constraints C.5.22 |Applicable to Al technology elements as
well.
3 Performance requirements C.5.19 |Applicable to Al technology elements as
well.
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Table A.17 — Interpretation of semi-formal methods (Reference: IEC 61508-3:2010, Table B.7)

Technique or measure Ref Interpretation for Al system technolo-
gy elements

1 Logic or function block diagrams See IEC |Applicable to Al technology elements as

61508- |well.
3:2010,

Table B.7
Note 1

2 Sequence diagrams see [EC |Applicable to Al technology elements as

61508- |well.
3:2010,

Table B.7
Note T

3 Data flow diagrams C.2.2 Applicable to Al technology elements as

well.

4a |Finite[state machines or state transition diagrams B.2.3.2  |Applicable to Al technology elpments as

well.

4b |Time Petri nets B.2.3.3  |Applicable teyAltechnology elpments as

well.

5 Entity-relationship-attribute data models B.2.4.4 |Applicdble to Al technology elements as

well

6 Messdge sequence charts C.2.14  |Applicable to Al technology elpments as

well.

7 Decisjon tables or truth tables C.6.1 Applicable to Al technology elpments as

well.

8 Unifigd Modelling Language (UML) €.3.12 Applicable to Al technology elpments as

well.
Table A.18 — Interpretation of static analysis (Reference: IEC 61508-3:2010, Table B.8)
Technique or measure Ref Interpretation for Al system technolo-
gy elements
1 Boundary value analysis C.54 Those measures are applicable|for use
2 ChecKlist B.2.5 case independent elements (e.g. CUDA C++
s ks - libraries) as well as for the cod¢ describ-

3 |Contrel flow analysis C.5.9 ing the model, even if the exprdssiveness

4  |Data flow analysis C.5.10 is not the same as in traditional code.

; However, it can be difficult to achieve ade-

5 Errorguessing C.5.5 :
quate test coverage of the inpuf space.

6a |Formglinspections,ineldding specific criteria C.5.14

6b |Walk-through (seftware) C.5.15

Symbélic exectition C.5.11
Desigh review C.5.16 Applicable to Al technology elements as
well.

9 Static analysis of run time error behaviour B.2.2,CZ% Those measures are applicable for use
case independent elements (e.g. CUDA C++
libraries) as well as for the code describ-
ing the model, even if the expressiveness
is not the same as in traditional code.
However, it can be difficult to achieve ade-
quate test coverage of the input space.

10 |Worst-case execution time analysis C.5.20 Applicable to Al technology elements as

well.
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Table A.19 — Interpretation of modular approach (Reference: IEC 61508-3:2010, Table B.9)

Technique or measure

Ref

Interpretation for Al system technolo-
gy elements

Software module size limit

C.29

Software complexity control

C.5.13

Information hiding or encapsulation

C.2.8

SDlw |k

Parameter number limit, fixed number of subprogram

parameters

C.29

One entry one exit point in subroutines and functions

C.2.9

Those measures are applicable for use
case independent elements (e.g. CUDA C++
libraries) as well as for the code describing
the model, even if the expressiveness is
not the same as in traditional code. How-
ever, it can be difficult to achieve adequate
test coverage of the input space. Software
size (considering number of code lines)

is not the criteria but rather a number of

parnmnfnrc’ such-as-alimitednumber of
neural network nodes or of copnections or
layers. Complexity is redefined|for ML. It
is combined with size, o1 types|of connec-
tivity between layers,since DNNs do not
typically have branching staterpents.

Fully ¢lefined interface

C.29

Applicable to Al technology elements as
well.
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Annex B
(informative)

Examples of applying the three-stage realization principle

B.1 Overview

This annex describes non-exhaustive examples on how to apply the classification scheme described in

Clause 6 an

B.2 Exai

The examp

the mi
routes

— the pr
execut

NOTE1 1
using IEC 6
“safety goal

[t is assumg
based on d

A typical rg

le described in this clause is an automotive system comprising two layers:

d the three-stage realization principle described in Clause 7.

mple for an automotive use case

5sion layer, is responsible for perceiving the environment, taking“decisions includin
and commanding actuation including steering, braking;

btection layer, which provides safety functions such as identifying conditions unde
P a protective stop or brake command.

[508-4[19] terminology. The protection layer is referredto as the part of the system guar:

presentation of this system is shown,in Figure B.1.

i Camera Perception H

T T e e T e T T e T e T T ————

—>» {Radar, Lidar} Perception

Figure B.1 — Example of an automotive system

- ————

Planning &
Control

Fusion Actuation

____________

Other
Sources

{Radar,
Lidar}

g planning

r which to

he mission layer is referred to as the “item” using ISO 26262-1t12] terminology or the “EUC conltrol system”

nteeing the

.

using ISO 26262-1 terminology or the “safety-related,system” using IEC 61508-4 terminology.

pd that the system includes cameras and the related data are processed by a perception algorithm
pep learning (DL) algorithm like a DNN. Amexample of this type of DNN is DriveNet[21].

NOTE2 1

h Kigure B.1 light grey boxes represent sensing inputs, actuators; dark grey represent percey

tion related

functions and related monitors.

The scope of the example is limited to the area outlined by the dashed line in Figure B.1, i.e. the camera
perception DNN, the related sensing path (i.e. the camera) and related monitors. The other perception paths
(lidar, radar) that is involved in the system, the related fusion and the planning and actuation functions are
not in scope.

The Al technology used in this system is considered of a Usage Level Al as described in 6.2, because it is
used in a safety relevant E/E/PE system and automated decision-making of the Al system is possible. Based

on the principles described in

Clause 8, the following properties are identified for this use case:

— Specifiability: How to specify pedestrian appearance in an image?
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— Interpretability: How to get insight into design?

— Generalization: Can the DNN interpolate across input domain?

— Domain shift: [s the DNN operating in training data domain?

— Robustness-safeness: Can small perturbations (malicious or not) change output?

— Diversity: What does diversity mean in the context of DL and how to ensure that diversity is sufficient
(e.g. different DL architectures, different training data sets)?

— Confidence: How to consider confidence levels in the context of DL?

These properties are mapped to the three stages of the realization principle as shown in Table B.1.

Table B.1 — Mapping of properties to the realization principle stages

Acquisition from inputs

Knowledge induction

Processing and genera-

and data from training data and tion of oufputs
human knowledge
Specifiabilfity - X X
Interpretapility - - X
Generalization - - X
Domain shift - X X
Robustnesp-safeness X - X
Diversity X X X
Confidence - - X

The Al technology used in this system is considered of a.€lass I, because, as shown in Table B
identify a set of available methods and techniques satisfying the properties (e.g. itis s
fain compensation methods of verification and validation), so that the Al techno
iteria and the development follows sujtable processes.

possible to
to use cer
outlined cr

Table B.2 p
realization
those prop

brties.

rovides an example of the analysis of the properties in the applicable stages of the {
principle, and identifies the tapics, the KPIs and the available techniques and measursg

2, it is still
ill possible
ogy meets

hree-stage
s to satisfy
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Table B.2 — Example property analysis

Stage: knowledge induction from training data and human knowledge
Desirable property: Specifiability

the data set

domain, background scene).

Tobic Details Available methods with
|Y references
amount of data.
data set coverage.
type of data needed (e.g. data set distribution.
object classes, object
specification of data_ _defmltlon, Weathe_r example: the data set
conditions, geographic

contains images acquired for
different road types during

division of data between

differing weather conditions
and the data acquisition

training, validation and . .
testing. takes place during daytime. |_ 2104l cdration.
labellingquality distribution.| _  ,&ve learninfg.
data annotation. example: the road lane
boundaries are marked
ification of treatment  of  occluded pixel by pixel. Each image
ispbeclll_lca 10{1_0 objects. is annotated by {two
abelling pgiicy independent annotators.
number of  annotators The amount of A0 % of
annotating the same data. randomly selected-data are
additionally annotated by a
third annotator.
B.3 Example for a robotics use case

The examp|
industrial ¥

The systen

— The ap
tasks @

— The sa

and myiting.

The overal
robot (type

le described in this clause is an autonomeus mobile platform that transports material§ around an
varehouse.

is separated between application\and safety domain:

plication domain includes wireless communication with the fleet management syste

to receive

nd updates, and local on:device software for carrying out the tasks (localization, phavigation,
mapping).

fety domain provides'safety functions such as emergency stop, protective stop, speed limitation

system is classified as a driverless industrial truck under 1SO 3691-4[145] and indus{rial mobile
B) underANSI/RIA R15.08-1[146],

The scope ¢f the'example is limited to the implementation of the protective stop safety function, afs this is the

only safety
each other,

A simplified representation of this system, limited to the components relevant to the protective stop safety
function, is shown in Figure B.2. Camera sensors around the robot provide images to a neural network,
which produces a depth image. The depth image is converted into a 3D view of the scene. A check is made to
see if a safety violation occurs. If so, a protective stop output is sent to the motor. While additional sensors
are shown on the robot, it is assumed the safety function is implemented on each sensor independently
(rather than a “system of systems”).
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Figure B.2 — Example of industrial mobile robot

ire components in dark grey with bold black outline (i.e. depth network and de
logic and outputs directly produced by the machine’learning model. All other compon
hin the scope of this document because they is\walidated using existing International
ey components are considered Usage Level'AT as described in 6.2, since they are usec
E/PE system and automated decision-making of the Al is possible.

Basedont

consti
enviro

Domai

training?

Verifia

Specifipbility: What are the requirements of the network? How do those requirements map
Internjtional Standards for safety, Sensors, such as IEC 61496-11144] and IEC TS 62998-1

e principles described in Clause 8, the'properties addressed by the Al components ar¢:

utes the training images for,the neural network, how are those images mapped to th
hment? How many images,'across different classes, are sufficient for training?

h shift: What if the\deployment environment is different from the environment u

existi

Robustness: How robust is the neural network to perturbation of the input data due to diffe
(hardware, environmental factors, operational changes, ageing, etc.)?

bility: How«is the neural network performance assessed? How does this assessm
International Standards for safety sensors, such as IEC 61496-1[144] and IEC TS 6299

hmeters

pth image)
bnts in grey
Standards.
in a safety

h

to existing
143]7 What
P operating

sed during
et map to

8-1014317

rent causes

correspond to the expected results, as defined by the safety requirements?

reason

for design choices? Do those choices map to input requirements?

Table B.3 maps the properties to the three-stage realization principle of Clause 7.
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