Technical

Report
ISO/IEGSTR 546
Artificjal intelligence — Functional First‘@dition
safety and Al systems 2024-01
)

Intelligencelartificielle — Sécurité fonctionnelle et systémes

d'intelligenge artificielle

”

Reference number
ISO/IEC TR 5469:2024(en)

© ISO/IEC 2024


https://iecnorm.com/api/?name=5bee35b222f07fe27d180eb2deb29468

ISO/IEC TR 5469:2024(en)

/!\ COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2024
All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting on
the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address below
or ISO’s member body in the country of the requester.

ISO copyright office

CP 401  Ch. de Blandonnet 8

CH-1214 Vernier, Geneva

Phone: +41 22 749 01 11

Email: copyright@iso.org

Website: www.iso.org
Published in Switzerland

© ISO/IEC 2024 - All rights reserved

ii


https://www.iso.org
https://iecnorm.com/api/?name=5bee35b222f07fe27d180eb2deb29468

Contents

Page
FFOTE@WOTM.......... et v
IIUETO@UICTION . ...t vi
1 SCOPI ...ttt 1
2 NOTTNATIVE TEEETEIICES .........ocoo et 1
3 Terms and definitions..
4 ADDIE@VIATEA TEITIIS ...
5 verview of TUNCTIONAl SATETY ...t s e e 4
51 L] =) =) OSSR 6 SO 4 b SRS 4
52 FUNCEIONA] SAFOTY ..o el S| 5
6 Use of Al technology in E/E/PE safety-related systems........... b A 6
g1 Problem description ...
6.2  Altechnologyin E/E/PE safety-related systems
7 Al technology elements and the three-stage realization principle....<{s §21...oss 10
711 Technology elements for Al model creation and execution........< ’ =N 10
72 The three-stage realization principle of an Al'system ... T, N S
73
8 Hroperties and related risk factors of Al systems
g1
8.1.1  General ... e b T TRTNTST— S— 13
8.1.2 Algorithms and models .5ty S
g2 Level of automation and control........... Mt
8.3 Degree of transparency and explainabilit . .
84 Issues related to environments............. B N.coceeresesss s
8.4.1 Complexity of the environmentand vague specifications
8.4.2 Issuesrelated'to environ qﬁ-tal Changes ...l
8.4.3 Issuesrelated to learningr%'om )0 ATA T 00100 =) 6L
8.5 Resilience to-adversarial anck.in\tentional maliciousinputs
B.5. 1  OVELVIEW ..o B et e sssss s
8.5.2  General mitigatiofidh ...
8.5.3 (“Al model attacks:adversarial machine learning..........ccc.....
8.6 AlMArdWare ISSUBSI ™. ..o B I—
87 . Maturity of the teBHIIOIOZY ..o 21
9 Verification and tal‘iﬁation BECHMEQUES ...
91 OV BT VLB T et
92 Problems related to verification and validation......
9.2.1)Non-existence of an a priori specification
9.2.2" Non-separability of particular system behaviour
9:2.3 Limitation of teSt COVEIrage. ...,
9.2.4 Non-predictable nature
9.2.5 Drifts and long-term risk mitigations ..o
9.3 POSSIDIE SOIULIONS .....ccccc s
9.3.1 General
9.3.2 Relationship between data distributions and HARA ... 23
9.3.3 Data preparation and model-level validation and verification ... 24
9.3.4 Choice of Al metrics
9.3.5 System-level testing
9.3.6 Mitigating techniques for data-size limitation
9.3.7 Notes and additionNal FESOUICES ...
9.4 Virtual and physical testing
0. 4.1 GEIETAL ..o
9.4.2 Considerations on Virtual tESTING ...

ISO/IEC TR 5469:2024(en)

© ISO/IEC 2024 - All rights reserved

iii



https://iecnorm.com/api/?name=5bee35b222f07fe27d180eb2deb29468

ISO/IEC TR 5469:2024(en)

9.4.3 Considerations on physical teStING ... 28
9.4.4 Evaluation of vulnerability to hardware random failures........... 29
9.5 Monitoring and incident feedback
9.6 A N0tE ON EXPIATNADIE Al ..o
10 Control and Mitigation MEASUTES ...
10.1  OVEIVIEW ..
10.2 Al subsystem architectural considerations..
10.2.1 OVEIVIEW oo
10.2.2 Detection mechanisms for switching
10.2.3 Use of a supervision function with constraints to control the behaviour of a
system to within safe HMits ... e
T0.Z4 Redundancy, ensemble concepts and diversity
10.2.5 Al system design with statistical evaluation..................ou.t
10.3 Increase the reliability of components containing Al technology
10.3.1 Overview of Al component methods ... it
10.3.2 Use of robUSt 1€arning. ... S ereeeeeeenees
10.3.3 Optimization and compression teChNOlOZIes...... i e i,
10.3.4 Attention MeChaniSMS ... e
10.3.5 Protection of the data and parameters..... .. ;.i.‘.‘. ...................................................... 37
11 Processes and methodologies................pm i
11.1  General
11.2  Relationship between Al life cycle and functional safety llfe tycle ............................
TL.3 AL PRASES e s TN et e 39
11.4 Documentation and functional safety artefacts.............’..e.’..‘...‘.'. ....................................................................................... 39
1.5 Methodologies.........ciici Ml § R T — S— 39
11.5.1 Overview
11.5.2 Faultmodels“/\ ............
11.5.3 PFMEA for offline training of Al te€AN0logy ...,
Annex A (informative) Applicability of IEC 615083 $0 Al technology elements........cic i, 41
Annex B (informative) Examples of applying tl}é»three-stage realization principle...............fo 54
Annex ( (informative) Possible process andiuseful technology for verification and validation |........ 59
Annex I} (informative) Mapping between\‘lS'O/IEC 5338 and-the IEC 61508 series...........cf, 62
Y
Bibliogitaphy ... .%o - S, N U S 65
AN
\\ A
‘X7 4
P

© ISO/IEC 2024 - All rights reserved

iv


https://iecnorm.com/api/?name=5bee35b222f07fe27d180eb2deb29468

ISO/IEC TR 5469:2024(en)

Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical

committees established by the respective organization to deal with particular fields of technical
SO and IEC technical committees collaborate in fields of mutual interest. Other international organ
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.
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The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types

of docurfient should be noted. This document was draited In accordance with the editorial rules ot
[EC Direftives, Part 2 (see www.iso.org/directives or www.iec.ch/members expetts/refdocs).

[SO and|IEC draw attention to the possibility that the implementation .of this document- may iny
use of (4) patent(s). ISO and IEC take no position concerning the evidernce, validity or.applicabilit
claimed [patent rights in respect thereof. As of the date of publication of this document, SO and IE(
received notice of (a) patent(s) which may be required to implementthis document({Hewever, impld

the 1SO/

olve the
y of any
had not
menters

are cautjoned that this may not represent the latest information, which may be.pbtained from the patent

databas¢ available at www.iso.org/patents and https://patents.iec.ch. ISO;aﬁd IEC shall not
responsjble for identifying any or all such patent rights. BAS
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Introduction

The use of artificial intelligence (Al) technology in industry has increased significantly in recent years and
Al has been demonstrated to deliver benefits in certain applications. However, there is limited information
on specification, design, and verification of functionally safe Al systems or on how to apply Al technology
for functions that have safety-related effects. For functions realized with Al technology, such as machine
learning (ML), it is difficult to explain why they behave in a particular manner and to guarantee their
performance. Therefore, whenever Al technology is used in general and especially when it is used to realize
safety-related systems, special considerations are likely to arise.

The availability of powerful computational and data storage technologies makes the prospect of large-
scale deployment of ML possible. For more and more applications, adopting machine learning_(ps an Al
technolqgy) is enabling the rapid and successful development of functions that.detect trends and patterns
in data. [This makes it possible to induce a function’s behaviour from observation and to quickly exfract the
key pargmeters that determine its behaviour. Machine learning is also used'to-identify angmalous b¢haviour
or to copverge on an optimal solution within a specific environment. Successful ML applications afe found
in analypis of, for example, financial data, social networking applications and language recognition, image
recognitfion (particularly face recognition), healthcare management and prognostics, digital assistants,

manufadturing robotics, machine health monitoring and automated vehicles. .:\“‘

)=
In additfon to ML, other Al technologies are also gaining importance in gngj‘neering applications| Applied
statisticp, probability theory and estimation theory have, for example, e€nabled significant progreps in the
field of rpbotics and perception. As a result, Al technology'and Al systemi§are starting to realize applications
that affelct safety. Q% '

Models play a central role in the implementationof Al technology. The properties of these models pre used
to demonstrate the compatibility of Al technology and Al:systems with functional safety requirements.
For instfince, where there is an underlying-known and ugdgerstood scientific relationship betweer] the key
parameters that determine a function’s behaviour, theke is likely to be a strong correlation between the
observedl input data and the output.data. This leadstd a transparent and sufficiently complete model as
the basi$ for Al technology. In this‘case, compatibility of the model with functional safety requirements is
demonst{rated. However, Al technology is oftengléd in cases where physical phenomena are so complex or
at such 4 small scale, or unobservable without influencing the-experimental data, that consequently there
is no scientific model of the underlying belsaviour. In this case,the model of the Al technology is|possibly
neither fransparent nor complete and th\e-%mpatibility of the'model with functional safety requirgments is
hard to dlemonstrate. S/

-

Maching learning.is used to create ;\nodels and thus to extend the understanding of the world. However,
maching-learnt'models are only-ds good as the information used to derive the model. If the trainling data
does nof cover important_cases, then the derived models are incorrect. As more known instapces are
observegl-they are used tgTeinforce a model, but this biases the relative importance of observations,|steering
the funcftion away from less frequent, but still real, behaviours. Continuous observation and reinfdrcement
movesithe model towards an optimum or it overemphasizes common data and overlook extreme, buf critical,
conditiops.

In the cdse of continuous improvement of the model through the use of Al technology, the verification and
validatigna@ctivities in order to demonstrate its safety integrity are undermined as the function b¢haviour
progress ively maves away from the rignrmlc]y tested idpnl]y deterministic and rppp;\fnhlp hehaviolir.

The purpose of this document is to enable the developer of safety-related systems to appropriately apply
Al technologies as part of safety functions by fostering awareness of the properties, functional safety risk
factors, available functional safety methods and potential constraints of Al technologies. This document also
provides information on the challenges and solution concepts related to the functional safety of Al systems.

Clause 5 provides an overview of functional safety and its relationship with Al technology and Al systems.

Clause 6 describes different classes of Al technology to show potential compliance with existing functional
safety International Standards when Al technology forms part of a safety function. Clause 6 further
introduces different usage levels of Al technology depending on their final impact on the system. Finally,
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Clause 6 also provides a qualitative overview of the relative levels of functional safety risk associated with
different combinations of Al technology class and usage level.

Clause 7 describes, based on ISO/IEC 22989, a three-stage realization principle for usage of Al technology in
safety-related systems, where compliance with existing functional safety International Standards cannot be

shown d

irectly.

Clause 8 discusses properties and related functional safety risk factors of Al systems and presents challenges
that such use raises, as well as properties that are considered when attempting to treat or mitigate them.

Clauses 9, 10 and 11 show possible solutions to these challenges from the field of verification and validation,
control and mitigation measures, processes, and methodologies.

The ann
how IEQ
three-st

exes provide examples of application of this document and additional details. Annex Ala
61508-3 is applied to Al technology elements, and Annex B provides examples tochow
hge realization principles and define various properties. Annex C describes more detailed p

related o 9.3. Annex D shows the mapping between safety life cycle in IEC.61508-3 and Al'System

in ISO/1}

.C 5338.

dresses
to apply
focesses
ife cycle
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Technical Report ISO/IEC TR 5469:2024(en)

Artificial intelligence — Functional safety and Al systems

1 Scope

This document describes the properties, related risk factors, available methods and processes relating to:

— use pFATInside a safety related function to realize the functionality;
— use pfnon-Al safety related functions to ensure safety for an Al controlled equipment;

— use pf Al systems to design and develop safety related functions.

2 Normative references Da
)

The follqwing documents are referred to in the text in such a waythat some or‘alt of their content copstitutes
requirerphents of this document. For dated references, only.the edition cited-applies. For undated references,
the lategt edition of the referenced document (including-any amendmentsldpplies.

\ W

ISO/IEC|22989:2022, Information technology — Artificial intelligent€)*~ Artificial intelligence condepts and
terminolpgy 3
\

J

3 Terms and definitions \'a

For the purposes of this document, the terms and defiqitions given in [SO/IEC 22989:2022 and the fpllowing

apply. k“

[SO and [EC maintain terminology databases fo?;l‘lse in standardization at the following addresses:
\

N
— IS0 Pnline browsing platform: available<t https://wwwiiso.org/obp

N
— IEC Electropediazavailable at httpsi//www.electropedia.org/
DN
31 Na
safety X
freedom| from risk (3.3) whigkbis not tolerable

[SOURCE:IEC 61508-4:20g0, 3.1.11]

3.2
functional safety
part of the overall safety (3.1) relating to the EUC (Equipment Under Control) and the EUC control system
that degends-on the correct functioning of the E/E/PE (Electrical/Electronic/Programmable Elg¢ctronic)
safety-rélateéd systems and other risk reduction measures

[SOURCE: IEC 61508-4:2010, 3.1.12]
3.3

risk

functional safety risk

<functional safety> combination of the probability of occurrence of harm (3.5) and the severity of that harm
(3.5)

Note 1 to entry: For more discussion on this concept, see Annex A of IEC 61508-5.

[SOURCE: IEC 61508-4:2010, 3.1.6, modified — Added < functional safety > domain]

© ISO/IEC 2024 - All rights reserved
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3.4

risk

organizational risk

<organizational> effect of uncertainty on objectives

Note 1 to entry: An effect is a deviation from the expected. It can be positive, negative or both and can address, create

or result in opportunities and threats.

Note 2 to entry: Objectives can have different aspects and categories and can be applied at different levels.

Note 3 to entry: Risk is usually expressed in terms of risk sources, potential events, their consequences and their

likelihood.

Note 4 t(ientry: This is the core definition of risk. As risks are specifically focused on harm-(3.5) a disciplin
definition of risk (3.3) is used in this document in addition to the core risk definition.

[SOURCE: ISO 31000:2018, 3.1, modified — Added <organizational> domain and Note 4 toentry]
3.5

harm

physicallinjury or damage to the health of people, or damage to property or the enyironment

L.

[SOURCE: IEC 61508-4:2010, 3.1.1]

3.6
hazard

potentiall source of harm (3.5) N
[SOURCE: IEC 61508-4:2010, 3.1.2] R\

3.7 w»
hazardqus event X

event that may result in harm (3.5) ‘ ™)

[SOURCE: IEC 61508-4:2010, 3.1:4] \\

3.8 N

system R\

arrangement of parts:or elements that\fogether exhibit a stated behaviour or meaning that the in

constituents do not N&
[SOURCE: ISO/IEC/IEEE 15288:2023, 3.46, modified — Removed the three Notes to entry]
3.9 S

( \

the design or of themanufacturing process, operational procedures, documentation or other relevan
[SOURCE: IEC61508-4:2010, 3.6.6]
3.10

e specific

dividual

ration of
t factors

safety-x elated SY stem

designated system that both

— implements the required safety functions necessary to achieve or maintain a safe state for the EUC; and

— isintended to achieve, on its own or with other E/E/PE safety-related systems and other risk reduction

measures, the necessary safety integrity for the required safety functions

[SOURCE: IEC 61508-4:2010, 3.4.1]

© ISO/IEC 2024 - All rights reserved
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3.11

safety function

function to be implemented by an E/E/PE safety-related system or other risk reduction measures, that is
intended to achieve or maintain a safe state for the EUC, in respect of a specific hazardous event (3.7)

[SOURCE: IEC 61508-4:2010, 3.5.1]

3.12

equipment under control

EUC

equipment, machinery, apparatus or plant used for manufacturing, process, transportation, medical or other
activities

Note 1 tojentry: The EUC control system is separate and distinct from the EUC.

[SOURCE: IEC 61508-4:2010, 3.2.1]

3.13
programhmable electronic
PE D
based om computer technology which can be comprised of hardware, software ‘and of input and/gr output
units T
< ~\
Note 1 t¢ entry: This term covers microelectronic devices based on one op/mete central processing units (CPUs)
together with associated memories, etc. \\fw
NS

EXAMPLE The following are all programmable electronic devices:. &4*

. \
— microprocessors; o O

TH

— micro-controllers; /

— programmable controllers; ¢
— application specific integrated circuits (ASLQsj’,"
— programmable logic controllers (PLCS){,,\\

— othdr computer-based devices [e.g.\g}hart sensors, transmitters, actuators).

[SOURCE: IEC 61508-4:2010, 3.2.12]~
N

3.14 Ny
electric al/electronic/plg)gl‘hmmable electronic
E/E/PE

based o1} electrical (E) and/or electronic (E) and/or programmable electronic (PE) technology

Note 1 tojentry: Thetetm is intended to cover any and all devices or systems operating on electrical principlé¢s.

T

EXAMPLE Electrical/electronic/programmable electronic devices include:

— eleckro*imechanical devices (electrical);

— solid-state non-programmable electronic devices (electronic);
— electronic devices based on computer technology (programmable electronic).
[SOURCE: IEC 61508-4:2010, 3.2.13]

3.15
Al technology
technology used to implement an Al model (3.16)

© ISO/IEC 2024 - All rights reserved
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3.16
Al model
physical, mathematical or otherwise logical representation of a system, entity, phenomenon, process or data

[SOURCE: ISO/IEC 22989:2022, 3.1.23, with the addition of Al]

3.17
test oracle
source of information for determining whether a test has passed or failed

[SOURCE: ISO/IEC/IEEE 29119-1:2022, 3.115]

4 Abbreviated terms

ALARP | aslow as reasonably practicable

ANN artificial neural network

CNN convolutional neural network D
CPU central processing unit \" ¢
CUDA compute unified device architecture "f';-‘
DL deep learning \}\\“
DNN deep neural network ) ’

GPU graphics processing unit '\,“

EDDM early drift detection method \;\,

E/E electrical and/or electronic & \%j

E/E/PE electrical/electronic/programmgll?lb electronic

EUC equipment.under control \Q 3

FMEA failuresmodes and effec‘sst}?lalysis

GAMAB| globalement au mo\iné éussi bon

HARA hazard analys@ zir;d risk assessment

HAZOP | hazard and operability analysis

JPEG joint.photographic experts group

KPI key performance indicator

MEM minimum endogenous mortality

SVM support vector machines

5 Overview of functional safety

5.1 General

The discipline of functional safety is focused on risks related to injury and damage to the health of people,
or damage to the environment and, in some cases, mitigation against damage to product or equipment. The

© ISO/IEC 2024 - All rights reserved
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definition of risk differs based on the domain tags as shown in Clause 3. Both definitions are valid concepts
for the use of Al. All references to risk in this document from this point on are related to the definition from
the functional safety domain.

According to IEC 61508-1, control of risk is an iterative process of risk assessment and risk reduction.
Risk assessment identifies sources of harm and evaluates the related risks for the intended use and the
reasonably foreseeable misuse of the product or system. Risk reduction reduces risks until they become
tolerable. Tolerable risk is a level of risk that is accepted in a given context based on the current state of the
art.

The IEC 61508 series recognizes the following three-step (prioritised) approach as being good practice for
risk reduction:

— Step 1: inherently functionally safe design;
— Steq 2: guards and protective devices;
— Steq 3: information for end users.

Risk reduction via the provision of functional safety is associated with Step 2.

)
This dodqument focuses on the aspects of safety functions performed by a saféty related system by making
use of Al technology, either within the safety related system or'during desjgn\énd development of the safety
related dystem (Step 2). AN

This doqument makes no provision of methodology for-Al technology y“;éwd for Steps 1 and 3.

5.2 Fuynctional safety N

J

IEC 61518-4@] defines functional safety as'that “part of £he*overall safety relating to the EUC (Equipment
Under Control) and the EUC control system that depends.on the correct functioning of the E/E/PE (Elgctrical/
Electronlic/Programmable Electronic) safety-related systems and other risk reduction measures.” The E/E/
PE safety-related system is delivering a “safety fupction”, which is-defined in IEC 61508-4 as a “fufction to
be implgmented by an E/E/PE.safety-related systém or other risk reduction measures, that is intended to
achieve pr maintain a safe state for the EUC,+n respect of a specific hazardous event.” In other words, the
safety fynctions control the risk associatetk\'/;ith a hazard that leads to harm to people or the envifjonment.
The safefty functions also reduce the risk of having serious economic implications.
\0

N
As the tdrm implies; functional safetix=as defined in [EC 61508-4 - aims to achieve and maintain fungtionally
safe system states.of an EUC thyeugh the provision of safety functions. Based on the inclusion of “ofher risk
reduction measures” in the defiftition of functional safety and safety functions, non-technical functions are
explicitly included. The EU€J$not limited to individual devices but it includes also systems.

Followirlg-these definitions, functional safety as a discipline is thus concerned with the proper englineering
of these| technical and ‘non-technical safety functions for risk reduction or risk level containment of a
particular equipnient under control, from the component level up to the system level, including corlsidering
human fhctors,.and under operational or environmental stress.

Functional safety focuses on safety functions for risk reduction and the properties of these fhinctions
required_for risk reduction While the functionality of a safety function is strongly nse-case dependent,
the properties required for risk reduction and the related measures are the main focus of functional safety
standardization.

Prior to the advent of programmable systems, when safety functions were limited to implementation
in hardware, the focus of functional safety was to reduce the consequences and the likelihood of random
hardware failures. With software being increasingly used to implement safety functions, the focus shifted
towards systematic failures introduced during design and development.

NOTE 1SO 21448:2022[7] includes requirements on safety of the intended functionality including aspects such as
performance limitation. Annex D describes implications for machine learning.

© ISO/IEC 2024 - All rights reserved
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There is a robust body of knowledge on how to avoid systematic failures in non-Al systems and in software
development.[138] This document considers the use of Al technology in the context of safety functions.
Functions containing Al technology, especially machine learning, typically follow a different development
paradigm to that of non-Al systems. They are less specification-driven and more driven by observation of
the data defining the system behaviour. For this reason, the catalogue of available measures for dealing
with systematic failures is extended with respect to the specificities of Al technologies: Annex A provides
an example of that extension. Al-specific risk reduction measures also differ from non-Al systems from a
functional perspective. Functional safety puts a focus on systematic capabilities (IEC 61508-4:2010, 3.5.9) in
addition to random hardware and systematic failures throughout the life cycle.

The relevance of Al technologies when used to realize a safety function is their potential to address new
methods for risk reduction. This document examines the use of such technologies for this purpose, while
maintaifing existing risk reduction concepts, by introducing risk and classification'considerations,

In generfal, achieving an acceptable risk level for increasingly complex and automated systems is [likely to
depend ¢n advanced safety concepts. This includes the adequate implementation of both technical and non-
technical risk reduction measures to achieve and maintain safe system states. Assuring-the validity of such
advancef safety concepts is a great challenge in functional safety. It also leads to an increase in thg number
of functjonal safety requirements. For all technical risk reduction measures, the dlstlnctlon is made that
hardwate random faults and systematic faults are considered, which is done in basxc International S§andards
like the |I[EC 61508 series or derived International Standards. ‘However, for sfafety functions inclpding Al
technoldgy, it is inevitable that there is additional focus .onsthe assurance.that systematic capahilities of
systems|that implement these functions are sufficient for the intended us%;énvironment.

oL
6 Use of Al technology in E/E/PE safety-related systéms
\
6.1 Problem description .\;’
4

The use|of Al technology and Al systems-is currently ngt treated in mature functional safety International
Standar(ls (indeed, in some International Standards their use is explicitly forbidden). International S§andards
that inclfide Al-related contents include ISO 21448{7.

\‘

6.2 Al technology in E/E/PE safety-llg,ta‘ted systems

E/E/PE pafety-related systems have a(Set of properties to-ensure that they provide the intendgd safety
mitigatipn measures.in‘a dependable\w‘cly These properties are ideally generic and application independent.
Howevef, the data‘and the spec1f1c~at10ns vary based on application and technology domain. The pfocess in
which pjjopertiesare selected is @eSeribed in Figure 3 for each of the three stages of the three-stage replization
principl¢. The.properties are\selected on a case-by-case basis, as relevant to a particular applidation or
technoldgy-domain, theirddta and specifications. Properties are based on existing International Sthndards,
includinp-the IEC 61508 series!16l-119], the 1SO 26262 series!12]-13] [EC 62061[21] and the 1SO 13849 series.
(51181 Qaluse 8 providés.a list of typical properties.

Satisfyijg the selected properties is likely to place particular functional safety requirement§ on the
realization, installation, validation, operation and maintenance of such systems. For example, IEC 61508-3[18]
defines $ueh‘requirements for the software part of E/E/PE systems. However, several Al technolqgies use
different development approaches (e.g. learning-based) compared to the non-Al software enginedring life
cycles targeted by IEC 61508-3.

To address the difference between traditional development processes and the approach typical of Al
technologies, this clause provides a general classification scheme for the applicability of Al technology in
E/E/PE safety-related systems, based on various contexts of the application of Al technology.

An example of a classification scheme is, summarized in Table 1 and the related flowchart represented in
Figure 1. The scheme is intended to provide insight on how an Al technology is addressed in the context of
functional safety for a specific application.
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The classification scheme (see Table 1) is organized along two axes:

— Al Application and Usage Level. This axis considers the application of the Al technology and includes,
among other things, the way in which it is used. It is classified from A to D, with two intermediate levels
for A and B.

NOTE1 The factorsidentified in Clause 8 are of high relevance in the context of the classification. These factors
are described further in Clause 8 and include the level of automation and control (see 8.2), the degree of decision
transparency and explainability (see 8.3), the complexity of the environment and vague specifications (see 8.4),
security (see 8.5), system hardware issues see (8.6) and the maturity of the technology (see 8.7).

An example of a classification of Usage Level is as follows:

— Usage Level Al is assigned when the Al technology is used in a safety-relevant-E/E/PE systemiard where
autdmated decision-making of the system function using Al technology is possible;

— Usage Level A2 is assigned when the Al technology is used in a safety-relevant E/E/PE system and where
no automated decision-making of the system function using Al technology is possible\(€.g. Al te¢hnology
is uged for diagnostic functionality within the E/E/PE system);

NOTE 2  The evaluation can change depending on the role of‘the diagnostic funé'tion such as whether the
diaghostic is critical to maintaining the functional safety of.the system or is _merely a minor contifibutor to
functional safety amongst many others. 'Q

-

— Usage Level B1 is assigned when the Al technology is used only dLu‘;n:g the development of the safety-
relefant E/E/PE system (e.g. an offline support tool) and whexe¥automated decision-making of the
fundtion developed using Al technology is possible; SR

”

— Usage Level B2 is assigned when the Al technology is usedjonly during the development of thp safety-
releyant E/E/PE system (e.g. an offline 'support tool) aud where no automated decision-makipg of the
fundtion is possible:

g

— Usage Level Cis assigned when.the Al technologyﬁg not part of a functional safety function in the E/E/
PE slystem, but can have an indirect impact onkthe function:

X

NOTE 3  The Usage Level-C.includes Al techm}ues clearly providing additional risk reduction and whoge failure
is nqgt critical to the level-of'acceptable risl&l.\

EXAMPLE An Al technique that inCreases or decreases the demand rate placed on a safety system.
N

— Usage Level Disassigned if the'Al technology is not part of a safety function in the E/E/PE syqtem and
has ho impact on the safetyfaniction due to sufficient segregation and behaviour control.

NOTE 4 . An example isiseparation through a “sandbox” or "hypervisor” in such a way that it does not pffect the
safefy functionality. é

— [AlTechnology Class. This axis considers the level of fulfilment of Al technology in satisfying the idlentified
set ¢f properties; in which:

— [Class Kis assigned if Al technology is developed and reviewed using existing functional safety
nternatlonal Standards for example if the propertles and the set of methods and te¢hniques
al sa ednational

Standards N

— ClassIlisassigned if Al technology cannot be fully developed and reviewed using existing functional
safety International Standards, but it is still possible (as shown in Figure 4) to identify additional
complementary requirements, methods and techniques for development, design, verification and
validation of the desired safety properties to achieve the necessary risk reduction;

— Class III is assigned if Al technology cannot be developed and reviewed using existing functional
safety International Standards and it is also not possible to satisfy the set of identified properties
with related methods and techniques.
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Components containing Al technology are composed of various technology elements (see 7.1). Each element
belongs to a different Al technology class. For example, the lower levels of abstraction of a neural network
are implemented using C++ libraries, which by themselves are systematically reviewed (e.g. according to the
requirements in IEC 61508-3[18], see the example in Annex A). As such, they are classified as Class I, though
the higher level of abstractions (e.g. deep learning models) are more likely classified as Class II or Class III.

For Al Technology Class I components, application of existing functional safety International Standards is
possible and desired in general. For Al Technology Class Il components, use of existing functional safety
International Standards leads to partial achievement of the properties required for functional safety. Then
the residual part is addressed using a set of complementary methods and techniques such as additional
verification and validation (as detailed in Clause 9). Effectiveness of complementary methods and techniques
are different between applications and Usage Levels. Components in Al Technology Class IlI, at the time of
publicatjon of this document, lack known methods and techniques to identify a set-of propertiesitq achieve
sufficiertly reduction of risk.

Table 1 — Example of Al classification table

Al Technology Class = > Al Al technology Class I Al technology Class II | _Altechnology (lass III
application and usage level \
ILsage Level A1 2 Appropriate set of re-%
quirements £ X 7
Appropriate se‘tpf‘re- At the time of puljlication
a \ Y .
[sage Level A2 Application of risk reduction quirern_ef}ts ‘ Ofth.ls document no ap-
concepts of existing fune- Appropri@fe'set of re- prpprlate set of prioperties
Usage Level B1 2 : \ N with related methods and
tional safety International quibements ¢ hni s k
Standards possible . techniques s knpwn to
(sage Level B2 2 Appropriate set of re- | achieve sufficient]y reduc-
quirements ¢ tion of risk
Usage Level C 2 o /Appropriate set of re-
A quirements ¢
Jsace Level D b Application of risk redietion concepts of existing functional safety International
g < Standards

a  Statif (offline) (during development) teaching or lea‘rxing only.
\
b Dyngmic (online) teaching orlearning possible\o'»\

¢ The dppropriate set of requirements for eaep' usage level is established by application of risk reduction concepts df existing
functiongl safety International Standards and additional considerations based on the literature review performed in Cljuses 8, 9,
10 and 11} Examplesareprovided in Annex R*

»
‘X

AN

( \
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Project intends to use Al technology
= use Classification Table

1

Usage Level D

Use existing
risk mitigation
standards

Usage Level C Usage Level B Usage Level A

Use existing risk mitigation
standards as far as possible

Class

!

Examine properties not addressed
by existing standards

Risk mitigation
achieved by existing
standards?

)&,
< ~\
No RS
Y O
W
Use the appropriate set of "
requirements based on Usage Lefel™

\

s
No

Is the appropriat?f)t of
requirementg/fotnd ?

Ri%.A%alysis to determine
‘Al risk mitigation

N\ (ref. Clause 8)

a
)

Different
solutions
possible ?,

Apply the Al or non-Al technology so
as to achieve the mitigations
(ref. Clause 9 and 10)

Is the appropriate risk
mitigation achieved?

Yes

Class IT Al
1AI 5

Class I1I Al

Y

Al technology can be used in
context of risk mitigation wi
and

No appropriate

set of properties

th related methods
techniques is known

Figure 1 — Flowchart for determining classification of Al technology
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7 Al technology elements and the three-stage realization principle

7.1 Technology elements for Al model creation and execution

The creation and the execution of an Al model involves different Al technology elements. Table 2 provides
a high-level description of the Al landscape and the typical technology elements involved, based on the
functional layers of an Al ecosystem as described in ISO/IEC 22989:2022, Figure 6. Table 3 is an example of
those technology elements for the specific case of machine learning.

Table 2 — Al technology elements (from ISO/IEC 22989:2022)

Al techmotogy etenremnt

Al services

Machine learning

— Model development and use

— Tools
— Data for machine learning f\‘“
Engineering T
. . \

— Knowledge based on domain experience Y

D

e »
— Tools )

Cloud and edge computing and big data'and data sourcega~’

Resource pool-compute, storage, network C

7

Resource management-resource provisioning < >
4

T4ble 3 — Example technology elements invqsly‘éd in model creation and execution for ML

Technolpgy element (machine learning example), o, Examples (not exhaustive)b

Applicatjon graph " Graph eXchange Format (GXF) graph in YAML
\\ Ain't Markup Language (YAML), recently|qual-
N\ ified teacher (rqt) graph in Robot Operatipg
o System (ROSTM/R0S2TM)

g

T\-\ TensorFlow®, PyTorch®, Keras, mxnet, Microsoft

N Cognitive Toolkit (CNTK), Caffe, Theano

Machine|learning model language %+ Open Neural Network Exchange (ONNX®], Neural
X Network Exchange Format (NNEFTM)

O\ PolyML

Machine|learning graph campiler TensorRT™, Glow, Multi-Level Intermedipte

Representation (MLIR), nGraph, Tensor Vjrtual

Machine (TVM), PlaidML, Accelerated Lirjear
Algebra (XLA)

Machine|codé compiler Gcg, nvce, clang/1lvm, SYCL, dpc++, Open(L™,
openVXT™

NOTE This table does not distinguish between elements used for training and those used for inference.

Machine|learning framework?

a A machine learning framework is an end-to-end machine learning platform including tools, libraries and community
resources.

b The trade name(s) or trademark(s) in this table are examples of suitable products available commercially. This information is
given for the convenience of users of this document and does not constitute an endorsement by ISO or IEC of these products.
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Table 3 (continued)

Technology element (machine learning example) Examples (not exhaustive)b

Libraries

CUDA® C++, CUTLASS, NumPy, SciPy, Pan-

das, Matplotlib, CUDA Deep Neural Network
(cuDNNTM), SYCL DNN, oneAPI Deep Neural Net-
work (OneDNN), Math Kernel Library (MKL)

Executable machine code

ing architectures: aarch64, PTX, RISC-V®,
x86/64, PowerPC™

executable machine code compiled for the follow-

AMD64,

Computational hardware GPU, CPU, FPGA, ASIC, accelerators

a A md
resourcey.

b Thet
given for

NOTE Tl

chine learning framework is an end-to-end machine learning platform including-tools, libraries and ‘cq

rade name(s) or trademark(s) in this table are examples of suitable products available commercially.This infof
the convenience of users of this document and does not constitute an endorsement by ISO or IEG.of these prod

balala o e reladaad 1 i I I SR R Al a et
TSTTaDTC OO TS TIO T OIS TS U TSI OCTW e TIT CTCTITCIICS USTO TOT Cr atirg altra crnost aSTU TOT HITCTCTICTY

mmunity

mation is
licts.

Some te|
translat
creation|
concepts

how

of IEC 6
Clause 8

As show

in the IE

Key

O N O Ul A W N

exi

code

chnology elements are addressed with existing concepts ‘of functional safety (e.g. the {
ng the model to an executable code). However, all technology element,involved in the model

| 508-3[18]. Annex B includes an example of how specific proper,nes such as the ones desq
are applied to Al technology for which existing concepts pf\fghctlonal safety cannot be applied.

hin Figure 2, elements containing Al technology are usedat differentlevels of a system or apj
for the hligher-level elements (e.g. application-graph or ML medel; and related tools) specific propert
as the of]
related fools) are handled with non-Al properties as deseribed in this clause, such as the propertieg
C 61508 seriesl1el-119], the [SO 26262 series[Q],:[ii] and other International Standards.

and execution are part of the safety considerations, including those thatare handled with
of functional safety and those for which new concepts are defmed Annex A includes an ex
ting concepts of functional safety are applied to Al technology. vla assessment of the app

es described in Clause 8, are applicable; the lower<level elements (e.g. executable machine d

1 ‘\7 2

/miodels

oftware

existing
nmple of
icability
ribed in

lication:
ies, such
ode, and
defined

t001~ lll;bl ar ;\'Q

appl

ication graph

ML model
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utable machine code

computational hardware
ML framework, code/graph/ML compilers

libraries

Figure 2 — Hierarchy of technology elements (ML example)
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7.2 The three-stage realization principle of an Al system

Summarizing ISO/IEC 22989:2022, Figure 5, an Al system is represented (see Figure 3) by a realization
principle comprising three main stages:

— data acquisition;

— knowledge induction from data and human knowledge;

— processing and generation of outputs.

NOTE 1
is mappe

With respect to ISO/IEC 22989:2022 Figure 5, the first stage is mapped to the inputs task, the second stage

d to learning task and the third stage to the processing task.

NOTE 2
domain 4

NOTE 3
Monitor-

NOTE 4
Clause 11
but main

NOTE 5
or that ch

NOTE 6

7.3. De

Typically

to derive

In this context, human knowledge is derived from a range of different expertise, both in the
s well as in Al systems.

Analyse-Plan-Execute (MAPE) or Sense-Understand-Decide-Act (SUDA).
The intent of the three-stage realization principle is not te describe a lifepgycle (that is des
and includes all stages from concept development and maturation through to development of requ
y to show that Al includes another point of view (the data). T
\
Figure 3 does not show feedback loops that apply for Al systems thaﬁ afe tightly bound into decidi
ange the real-world situation. X

‘\
Knowledge induction includes training, while processing inclircies inference.

Digitally \

real world d d obi )
situation ex(Vyd object Al analysis @

km _,._ e@

\data set

@ g ﬂi; ST

or decision

N
> . . 17 ledee inducti Processing and generation
Data acquisition \':\ Knowledge induction of outputs
(2
p {\\F igure 3 — Three-stage realization principle
\

eriving acceptance criteria for the three-stage of the realization principle

(see for.example in ISO/IEC 22989:2022), a three-stage realization principle (see Figure 4
acgeptance criteria:

— Des

relevant

The described realization principle is general. Specific more detailed examples fox“Al system are the

cribed in
rements)

ion loops

) is used

rable properties are defined for each of the three stages

— The properties are related to topics and eventually to detailed methods and techniques addressing those
topics.

— Acceptance criteria are identified from the set of the detailed methods and techniques. As shown in
Figure 4, the criteria for accepting selected methods and techniques and possibly metrics or thresholds
like limits for estimated uncertainties are embedded in an overall acceptance argument. The overall
acceptance argument demonstrates that the selected acceptance criteria harmonize with technology-
independent risk acceptance criteria such as ALARP, MEM, GAMAB, or PRB. The overall argument is, for
example, represented in an assurance case.
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. . . Processing and generation
Data acquisition Knowledge induction

NOTE 1
Internati
consider¢

NOTE 2
specifict

NOTE 3

developnpent. v

8 Pro
8.1 Ox

8.1.1

Clause 7
principl¢.
those to

This_cla

and their related riski factors. Such properties and risk factors include degree of automation and
(see 8.2),

vaguene
hardwat

of outputs
Desirable Desirable Desirable
properties properties properties
Topics related Topics related Topics related
to the to the to the
—4 properties ;/ properties ;) properties
Detailed Detailed Detailed
methods & methods & methods &
techmiques: techmiques techmivques
Acceptance Acceptance Acceptance
criteria criteria criteria
. . L 7

Overall acceptance argument

Figure 4 — Processes in each stage (Y

The properties are defined on a case-by-case basis or derived('f(o}n properties listed in
bnal Standards, based on the level of the elements containing Al techngﬂogy Refer to Clause 8 for
d properties. 'Y
\

The “Desirable properties”, “Topics related to the propertle “and “Detailed methods & techni
b each stage or common, depending on the'specific application.

In this context, the acceptance critéria are intended 3§‘something that is identified and confirmg
"\

perties and related risk factors\i)ﬁAl systems

rerview
General O

describes.how the defifiipt ion of desirable properties is the first step of the three-stage re
. The properties are related to topics and eventually to detailed methods and techniques ad
hics. Acceptance c<r1$e}1a are then identified from the set of the detailed methods and techn

hse provides a'literature review on the properties that characterize systems using Al teg

degree-6f decision transparency and explainability (see 8.3), environmental comple
ss of their defining specifications (see 8.4), resilience to adversarial inputs (see 8.5)
e cansiderations (see 8.6) and technological maturity (see 8.7).

£+l mranaptioc o d ol oot c of coctaac ot AT oo loayy o d sbhate ol d o+

existing
he list of

lues” are

bd during

hlization
dressing
ques.

hnology
control
ity and
system

Details
challeng

U CIIC PpTOPTT Ot S alttr T 151X TactoUT S~ UT Sy STCTITS uallls 11T CCUIIOUTO gy, ol CrcTh Torattt CO

es, are discussed in this clause.

8.1.2 Algorithms and models

ics and

On a technological level, the capability of Al is often achieved by the combination of an Al model and
parameters of the model. The parameters, which are generated by an Al algorithm during training, typically
represents information that achieves the application’s purpose, (e.g. knowledge about how various inputs
are distinguished and recognized), while the model computes information from parameters and inputs, (e.g.
to make a prediction). This means the functional safety of applications using Al technology depends on both.
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Example types of Al models include linear functions, logical calculi, dynamic Bayesian networks and
artificial neural networks (ANN). The parameters of the models are either handcrafted by an engineer, or are
synthesized from data by machine learning algorithms that themselves use a systematic analysis process.
The models are usually implemented as an executable representation, such as machine code (in the case of
software), or special hardware, such as field programmable gate arrays (FPGAs).

Usually, models itself without parameters contain only a limited amount of knowledge or implications about
the application’s goals. This is quite similar to the role of foundational software libraries or programming
environments (e.g. compilers) in non-Al software. As described by the IEC 61508 series!16l-[19], achieving
functional safety includes demonstrating the correct functioning of the model. In this way, the integrity of
model implementations in Al technology is often handled with existing principles of functional safety as
specified in the IEC 61508 seriesl16]-[19], similar to that of non-Al software components. The same holds for
the logiginvolved in the translation of the models and the parameters.

By contfast, model parameters often contain knowledge related to the objective of the systems ipvolving
functionjal safety. There are several different ways of constructing parameters and different approgches are
used forfassessing the completion of risk reduction measures to ensure functional safety.

For example, when model parameters are created manually by engineers, the medels likely reflect the
engineefs’ knowledge about the application, which is assessed. during the mandgement procesges used
within flinctional safety life cycles. In these cases, the life cycle of existing functional safety International
Standardls is followed (Al technology Class I as described in,6.2). It is of:cen\feasible to create pafameters
manually for simple models such as simple linear functiens or logical calculi.

In some|cases, parameters derived from data by machine learning \gorithms are analysed and|verified
after their creation. Alternatively, parameters derived by machifi¢learning algorithms are analysed, the
underlyjng parameters extracted and used to extend general erigineering knowledge, that, in turn, pre used
to devellp further Al technologies. With the application of validdted engineering knowledge, the lif¢ cycle of
existing(functional safety International Standards are applied (e.g. treating these models as Al te¢hnology
Class I af described in 6.2). o

N\
In other| cases, model parameters derived from data\by machine léarning algorithms are too complex to
be undefstood, analysed and verified. This is eftén/the case for complex types of models, such ds neural
networlys, because representations of models in‘these types do-not necessarily reflect human understanding
or reasqning. The use of different apprqa\chés for assessing the risk reduction for functional $afety is
approprjate in these cases; which constitutes.a major challengefor the use of Al technology in implemlentation
of functional safety systems. \Q

L

‘\‘
8.2 Ldvel of automation aqd ﬁdntrol

The levgl of‘automation (senietimes called “levels of autonomy” in the literature) describes the gxtent to
which ap-Al'system func@ofls independently of human supervision and control. It thus determines|not only
how mugh information‘about the behaviour of the system is available to the operator, but also defines the
control dnd intervention options of the human.

Dimensipns of this'topic include how high the level of automation is for the respective application, afs well as
the extent towhich the user’s control options are restricted. Systems using Al technology with a high-level of
automatfiofi‘can exhibit unexpected behaviour that can be difficult to detect and control. Highly automated
systems t t t tsH tabih ety.

Several aspects are relevant in considering whether functional safety is achieved, such as the responsiveness
of the Al system and the presence or absence of a "supervisor” (as discussed in 10.2.3). In this context, a
"supervisor” serves to validate or approve automated decisions of the system. Such a "supervisor” is
achieved by technical control functions, though in some situations such a supervisory function is not
feasible, e.g. highly complex decisions or ML systems that have learned new behaviours. For example, a
second safety instrumented system for critical controls (Usage Level C or D as described in 6.2) is added and
assigned to a safety function for redundant components, as in functional safety International Standards like
IEC 61508-1[1¢], See 10.2.3 for further details.
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Another way for adding a "supervisor” is to use a human whose task it is to intervene in critical situations
or to acknowledge system decisions. One known way this is addressed is by adding a system (at Usage Level
C or D as described in 6.2) to aid the human supervisor by detecting possible outcomes of the decision.
An example is a simulation system that gives “what if” information for different decisions and checks for
outcomes. However, even if humans are in the loop and oversee the actions of a system, sometimes this does
not reduce such risks to a suitable level and can introduce additional risks.

EXAMPLE A human driver is not aware of a “black ice” road condition and takes control of a vehicle because they
don’t understand why the autonomous system is driving so carefully.

Furthermore, the adaptability of the Al system is a consideration, and in particular whether a system
changes its own behaviour over time, as is the case in some machine learning systems: These systems adapt
to changt i Tti BV i i acquire
entirely new functions over time. A disadvantage of such learning systems, however, is that they-can deviate
from the initial specification and are difficult to validate. Therefore, such 'systems are censidefed very
carefully before being used in systems of higher usage levels A-C as described-in 6.2.

Table 4 (derived from ISO/IEC 22989:2022, Table 1) introduces several terminology and\concepts rglated to
the level of automation.
>
Table 4 — Relationship among autonomy, heteronomy andautomation
(derived from ISO/IEC 22989:2022, Table 1)
(Y

. N
Level of automation Comments ¢ »

Automated system |Autonomous Autonomy The syst@iﬁ is capable of modifying its opgrating
domajitior its goals without external interyention,
control or oversight.

Heteronomous |Full automation "Fhe system is capable of performing its enftire

-

W, . . . . .
Jmiission without external intervention.

g

High-automation <\

The system performs parts of its mission yithout
externalintervention.

Conditional automation |Sustained and specific performance by a system,
4 with an‘external agent being ready to takq over

S\ when necessary.
Partial automation Seme sub-functions of the system are fullyf auto-
Q mated while the system remains under th¢ control
T\-\ of an external agent.
" [Assistance The system assists an operator.
*4 -
\ No automation The operator fully controls the system.
=N
NOTE The dividing int(le‘vels applies to the control automation functions in any implementation of an ajitomated

Al systerh and taking inte_account the functions of the components of this system (for example, onboard equipment,
floor equfpment and centrol room equipment in railway systems).

8.3 De¢gree.oftransparency and explainability

Often, adpécts of transparency and explainability are summarized under the term “transparency”. L1terature
describedmthefottowimg clearty distinguistrthese termrs:

[SO/IEC 22989:2022, 5.15.6 defines explainability as the property of an Al system to express important
factors influencing the results of the Al system in a way that is understandable to humans, whereas
transparency is defined as the property of a system that appropriate information about the internal
processes of an Al system is made available to relevant stakeholders-see also ISO/IEC TR 24028I11],

Information about the model underlying the decision-making process is likely to be relevant. Systems
with a low degree of transparency can pose risks in terms of their fairness, security and accountability.
Furthermore, such systems can complicate the assessment of their quality. On the other hand, a high
degree of transparency can lead to confusion due to information overload, or can conflict with privacy,
security, confidentiality requirements and intellectual properties. According to Reference [11], a desirable
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level of explainability is often achieved without a high-level of transparency. Finding an appropriate level
of transparency provides developers with opportunities for error identification and correction, as well as
ensures that a user can trust the Al system.

In non-Al software, the intention and knowledge of the engineer is generally encoded into the system using
a logical process, making it possible to trace through the code to determine how and why a certain decision
has been made by the software. This is done by backtracking through and debugging the software or by
reverse engineering the software. By contrast, decisions made by Al models, especially by models of high
complexity, or models derived from machine learning algorithms, are more difficult to understand for
humans. The way knowledge is encoded in the structure of the model and the way decisions are made, are
often different from how humans reason about their own decision-making processes[139],[131],

A high-lpvel of explainability protects against unpredictable behaviour of the System but is sojmetimes
accompdnied by lower overall performance in terms of the quality of decisions, due to the limifation of
current pxplainability technology (which limits the amount of information centained in the model fo create
explanations of reasonable size). Here, a trade-off is often made between explainability andthe perfprmance
of a systlem. In addition, the relevance of the information about an Al system’s decision=niaking process is
likely an] important factor. It is possible that a system provides clear and coherentiinformation gbout its
decisionfmaking process, but that this information is inaccurate or incomplete.

V)
Explaingble Al is also used to assist with post-incident analysis.when the 1nput, data, which are sonetimes
transienlt, are recorded and reproduced. 'Q

-

AN
Consequently, transparency and explainability are included in the genieral evaluation of the Alf system.
Considefations include: » X
r"\

— whether sufficient information about the system is available('

— whether it is understandable or at least delivers comprei'r’ensible information (possibly indirectl]y) to the
intepded recipient (the intended recipient of an explanation varies depending on the context.It is, for
example, the system developer, first responders of t\he system in use, or bystanders in some casfes);

)

— whether it delivers correct, comiplete and reperucible results.consistently;
— whether the deliverable issadequate enoug\lﬁo the required,confidence.
S

Several fvaluation concepts and strategie\ exist to judge the transparency and explainability pf an Al
system, [such as those.reported in Ref@ence [2] and in References [39] and [40]. Additionally, empirical
assessmlﬁnts of the decision- maklng»p-rocess of complex models are carried out, for example, by inspecting
a convolutional neural network-tiiréugh visualization of components of its internal layers.[*1] The goal is
to make the. nétwork’s decision-process more explainable by determining how input features affect the
model onitput. Reviewing theloutput of a convolutional neural network by having its internal state ifspected
by a hurpan-expert is an@pbroach that is extended in related work such as References [42], [43] and [44].
Even when access to internal model states is completely unavailable, approaches such as randomiZzed input
sampling for explanationh (RISE)[43] still provide insights for certain network types.

Even sy§tems traditionally believed to be reasonably explainable with regards to inspection, (e.g.|[decision
trees) guickty reach a complexity that defies understanding when deployed in real world applic tions. In

fora further dlscussmn on the relatlon between Al model types and the1r 1nterpretab111ty

Generally speaking, even when fully "explainable Al” is not immediately achievable (such as a Class II Al
technology), a methodical and formally documented evaluation of model interpretability is employed in
regards to risk, subject to careful consideration of the consequences on functional safety risk that arise from
inappropriate decisions. This aids in comparability and model selection and provides insights during an
"after the event” failure analysis.
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8.4 Issues related to environments

8.4.1 Complexity of the environment and vague specifications

Al systems are often used under environmental conditions whose complexity is difficult for humans to fully
analyse and describe. Al technology automatically generates rules, or apply judgement, without reliance on
human-generated representations of analytic, detailed and complex environmental conditions. Further, the
development life cycle for Al systems has the potential to begin with vague specifications or vague goals.
Such specifications are given in the form of either functional or non-functional requirements.

Vagueness of specifications leads to difficulty during assurance of functional safety-related properties.
The co ' i i i injti level of
functionfal safety is likely to be undermined by a vague specification, because the definition\\of "safety
function’ depends on the given specification.

Functiofal safety applications involve some minimal explanation for the functional completeness (a§ defined
in ISO/IEC 2501001481, Functional completeness is addressed by seeking'an extremely detailed spedification
or by seeking to cover the whole complex environment (e.g. by training data), or by&he combinatipn of the
two. See|9.3 for additional information. Da
)

Another|feature of Al systems complexity is that, although their models are oftén deterministic, the{r output
seem to|be probabilistic. For example, given a very complex environment that is represented by a large
state sppce and is subject to constant change and expansion, it is diffi¢ult to ensure that a modgl which
generaliges the behaviour well under finite state conditions reacts apr*o'priately to every possibld state of
the envifonment. AL

The effe¢t of operating in complex, not completely-defined envirghments, results in a new type of undertainty
beyond the scope of current functional safety-assessments. ¢~
T

The ext¢nt to which the adequateness of models for the intended application is considered. Addjtionally,
uncertainty of the model caused by possible incorreqt\predictions and misclassifications is considered in
terms of|behaviour planning and functionality. ’

To addrdss the stochastic conceptto address the Bperational enyitonment, expanding stochastic assymptions
generally used in the functional safety discipline for the random failures of the hardware and “proven in
use” soffware is a relatively-novel approach\hat is relevantto.Al technologies, see 10.2.5.

Y
’
For a mdre comprehensive list of eme\rgi\ng issues, see References [92] and [93].
\\ o’
8.4.2 [ssuestelated to envirenmental changes

.\\
8.4.2.1 | Datadrift

Data drift is a phenemeénon that distribution of runtime input data departs from those used in|training
phase which causés-degradation of performance including safety. Data drift is often tied to an ingomplete
representation ef-the input domain during training. This is due, for example, to failure to account for feasonal
changes|in inpit data, unforeseen input by operators, or the addition of new sensors that become available
as inputffeatures.

Components containing Al technology are inspected for sources of data drift in the context of a risk analysis
and adequate measures are planned where appropriate.

Some examples of data drift are attributed to failure to apply best practices in model engineering. Common
examples include picking inappropriate training data, data whose distribution does not reflect the actual
distribution encountered in the application context or omitting important examples in the training data.
These problem instances are fixed by improved input data modelling and retraining.

Data drift is caused by external factors, such as seasonal change or a change in process that induces data
drift. Examples include replacement of a sensor with a new variant featuring a different bias voltage, or the
sensor encountering different lighting conditions in training and previously unseen data. In some cases, the
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model deals with data drift while already deployed, where retraining is not feasible. In these cases, the model
is constructed to estimate correction factors based on features of the input data or allow for supervised
correction.

Model design is expected to provide safe outputs even in the presence of previously unknown inputs.
Following proper model engineering practices, such as establishing a sufficiently diverse training data
set, does not reduce the importance of careful analysis as to whether the resulting model is generalized to
production data. In addition, in the event of the model providing unsafe output, a careful analysis is done of
the causes of the unsafe output and specification of the way in which the system recovers from dangerous
states.

For example, Reference [32] illustrates the most common sources of data drift ‘and proposes model
improvements, such as simpler or computationally more efficient models, even when data drift dccurs as
simple cpvariate shift without an apparent effect on classification output. These péerformance cofisiderations
translat¢ to the development and application of modern, deep neural networks[32l,

8.4.2.2 | Concept drift

Conceptdriftrefers to a change in relationship between input variables and model 9 fput and is accompanied
by a change in the distribution of the input data. For example,-the output of a model is used to ghuge the
acceptable minimal distance of an operator at runtime based:on distance meas,ﬂrements obtained by a time-
of-flight|sensor (input data). If the accepted safety margins change due to-€xternal factors (e.g. ificreased
maching speed not accounted for in the model), conceptdrift occurs desprté both process and inpuffs having
stayed the same. ‘\
Systems|ideally incorporate forms of drift detection, distinguish dl"'ift from noise present in the sygtem and
adapt to|changes over time. Potential approaches-include models like early drift detection method|(EDDM)
[34], detelcting drift using support vector machines (SVM)[35kor observing the inference error duringtraining
to allow| for drift detection and potential'adaptation.[3¢ Eutthermore, work to quantify drift in machine
learning systems is available in Reference [37]. It is noteﬂ that drift detection implies some form of|runtime
monitor{ng and model updates thatintroduce systein “design and safety considerations at a soffware or
system level (e.g. knowing when itis-functionally @fe to perform an update, detecting failed updatgs).

Concept|drift is often handled by selecting sql;gets of the available training data or by assigning|weights
to indivjdual training instances and then@e-training the.model. For reference, Gama et al. pfovide a

compreljensive survey of methods that allow a system to.deal with drift phenomenal38],
O

Some examples of possible mitigatmp\technologies for drift problems are summarized in Referepce [94],
Chapter|7.8. \a
L

8.4.3 |ssuesrelated to learning from environment

8.4.3:1.| Reward hacking algorithms

Reward hackingalgorithms refers to methods where Al technology finds a way to “game” its reward [function
and thugq find a-more "optimal” solution to the posed problem. This solution, while being more optinjal in the
mathemptical sense, is dangerous if it violates assumptions and constraints present in the intended real-
world sdenario. For example, an Al system that detects persons based on a camera sweep decidgs that it
achieves very high rewards if it constantly detects persons and thus follows them around with its sensors,
potentially missing critical events in other affected areas. This is countered by employing adversarial
reward functions, such as through an independent system that verifies the reward claims made by the
primary function using Al technology and subsequently learn and adapt to counter the primary system.
Another option is to pre-train a decoupled reward function based solely on the desired outcome and with no
direct relationship to the primary function.

8.4.3.2 Safe exploration

Safe exploration is a problem that a priori safety requirements are enforced during data collection and

training, which also limits the domain of training data input to learn about “unsafe”. The safe exploration
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problem is of particular concern when an agent has the capability to explore or manipulate its environment.
This does not only pose a problem when referring to, for example, service robots, unmanned air systems
or other physical entities, but also applies to software agents using reinforcement learning to explore their
operating space. In these contexts, exploration is typically rewarded, as this provides the system with new
opportunities to learn. While it is obvious that a self-learning system follow appropriate functional safety
protocols when exploring, a system that controls process parameters and employs a random exploration
function while not being properly disconnected from the dangerous process poses equal or greater risks.

8.5 Resilience to adversarial and intentional malicious inputs

8.5.1 Overview

Assessing the trustworthiness of an Al system includes determining the integrity of functional safety
behavioyr against adversarial attack and intentional malicious inputs.

In generfal, two types of inputs intentionally crafted for possible misbehaviour are distinguishgd in the
field of AL the first are those inputs that destroy integrity of software execution (such:as buffer pverflow
or integer overflow), and the second are those that cause Al models to compute incerrect output{without
causing malfunctions at the software level. For the first class of problems, traditional information te¢hnology
(IT) secfirity requirements are considered, see ISO/IEC 27001,12491 ISO/IEC 18045,[150] ISA/IEC 63443[151]
and ISO{IEC TR 19791[23]. These International Standards provide processes\for the audit and cerfification
of horiz¢ntal IT security requirements that are also applicable to Al systems and are not discussed further
in this dpcument. However, for the second class of problems, following best practices and observing|existing
Internatjonal Standards for non-Al systems are not(sufficient. Subclan)se 8.5.3 includes a discussign of the
second dlass of problem with adversarial examples.of natural orlglrf affectlng the mode of action.

NOTE 1 | This document is limited to the achievement of functipnal safety even in the presence of an All-specific
security threat. It does not address how malevolent action arisin’g from a cyber security threat is controlled.

NOTE 2 | Properties to ensure freedom-from intentional malevolent inputs are contradictory to those that ensure
functiongl safety properties. For further information on &l3specific security threats, see Reference [94], Chapter 9.

NOTE 3 | Properties that ensure resilience to adv sarlal attacks are-contradictory to those that ensure fhinctional
safety prpperties. This is addressed as part of a higher level of systemisuitability considerations.
N

8.5.2 (General mitigations

Followirlg known.proper functlonal ’safety precautions, supervision functions are applied to take over the
system i the event that a functlor)"al safety problem is detected, ensuring no harm is done by the Al system.

For systems. that need high-levels of functional safety, both random failures and systematip errors
warrant|careful Considelétion. Overall, failures and errors are addressed according to best practices, (e.g.
through|hardening, robustness, testing and verification). Additionally, specific countermeasurgs in the
field of fnachine learning further mitigate risks for the additional types of failure and errors spec|fic to Al
technolqgy.

8.5.3 Al model attacks: adversarial machine learning

Models 6f AT Systems, especially those with nigher complexities (such as neural networks), can exhibit
specific weaknesses not found in other types of systems. Additional scrutiny is done when deployed in a
functional safety context. Examples of model-specific problems include adversarial machine learning and
others.

Adversarial machine learning is a type of attack on an Al system that has garnered particular interest
recently. As known as “adversarial attacks”, it is often possible to trick an Al model into outputting vastly
different results by adding miniscule perturbations to the inputs, which are carefully crafted via the means
of an optimization process. In case of image inputs, these perturbations are generally imperceptible to
humans and can also be equally well hidden in numeric inputs. While these perturbations are typically non-
random, hardware failures or system noise already present in the input are possible cause of a non-negligible
shift in model output, see Reference [49]. Interestingly, adversarial examples generally translate well across
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different model architectures and intrinsic model components!291,[51], That, along with the number of well-
known model architectures and pre-trained models available in so called “model zoos”, makes the practical
deployment of adversarial examples seem very likely and hence a significant threat to systems using Al
technologyl128],[129],

Even a system seemingly resilient against modification of its inputs, (e.g. a system employing a local,
non-cloud Al model directly connected to sensors), is not exempt from a kind of adversarial attacks. The
feasibility of physical attacks on models, even those considered black boxes with no access to internal model
details being available, has already been shown in 2017 in Reference [52]. More recently, Reference [53] has
shown that it is possible to introduce adversarial examples into the forward inference process of a model,
creating the aforementioned perturbations using physical stickers applied to objects and causing the
resulting inference to diverge significantly from the optimal solution.

When the input to an Al model is susceptible to adversarial attacks, the net effect of such attacks affecting
the fungtional safety is evaluated before deciding whether and how much ceuntermeasure'is considered
approprjate or sufficient. The possibility of adversarial attacks in the real system varies gredtly d¢pending
on how the Al model is deployed. For example, its possibility heavily depends on systems surrounding the
Al technology, including input sensing (e.g. camera) and pre-processing. Furthermorg, analysis of|possible
attackerf and victims is done; if the only possible victims coincide with possible attackers it is apgropriate
in some fases to omit protection. 2

-

)=
One posfible countermeasure for these problems is called adyersarial trajnin}g 132], In essence, adyersarial
training|tries to train an Al system with adversarial examples in an attempt to have the mode] encode
knowledge about the expected output of such an attack: A next natur;al avenue of action is to atfempt to
remove the artificially introduced perturbations. Examples of this agp?oach include:

— High-level Representation Guided Denoiserintroduced by Re\ference [56];

— MagNet, which aims to detect adversarial examples a-nd revert them to benign data using a feformer
networkI[57]; o

N\
— Defgnse-GAN, employing a generative adversarialhetwork[38],

P\
It is worth mentioning that scenarios exist whergcboth MagNet and Defense-GAN failed, see Referer]ce [59].

\
Furthermore, noting that the“model type&t}}pically affected by adversarial attacks are in generdl robust
against foise, several authors propose randomization schemes to modify the input and increase ropustness
against Jmalicious, targeted noise. Approaches include random resizing and paddingl®, Randpm Self-
Ensemblesl6ll and warious input. tfatisformations such as JPEG compression or modifications ¢f image
bit depthl62], While these methods are effective, recent results show that these transformationg are not
sufficierlt measures under all circumstances. In turn, if input transformations are used as a layer of defence
against pdversarial examples;.the efficiency of said protective measures are evaluated against gxamples
generatgd using the expettation over transformation (EOT) algorithm presented in Reference [63].

Goodfellow et al. arguethat the use of models employing nonlinear components makes them less sugceptible
to advernsarial attack at the cost of increased computational resources[24]. The problem of examihing and
augmenting the.optimization methods used during training is addressed in Reference [50]. Model er]sembles
are oftem applied in order to create a more robust overall model through diversification. However, there are
also results’in the literature that show that diversification does not always sufficiently harden th¢ system
against adversartatattack; see Referemce {551

In addition to the attacks modifying the input to the running systems, it is also possible to put perturbation
during the learning process by injecting malicious data during the training phase, which is called “model
poisoning”[127], Considerations for protecting the learning processes and data collection steps are known
issues here.

8.6 Al hardware issues

Al technology does not make decisions by itself; it relies on algorithms, software implementing the
algorithms and hardware executing the algorithms. Faults in the hardware can violate the correct execution
of an algorithm by violating its control flow (causing memory-based errors, interfering with data inputs
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such as sensor signals) damaging the outputs directly, and generally cause erroneous results. This clause
describes some hardware aspects when using Al technology that can affect functional safety. In short,
reliable hardware is as important in Al systems as in non-Al systems. Like hardware used to execute non-Al
software, the hardware used to execute Al technology can also suffer from random hardware failure. A list
of relevant fault models can be found in International Standards such as IEC 61508-2[17] and ISO 26262-11[14],

8.7 Maturity of the technology

Technological maturity describes how mature and error-free a particular technology is in a particular
application context. Less mature and new technologies used in the development of an Al system introduce
risks that are unknown or difficult to assess. For mature technologies, a greater variety of experience is
usually gwatablemakingriskseaster-to-identifisassess-and-address—Heowevermature-technologies come
with a danger of decreasing awareness of their potential effect on risk over timej so that the pogitive effects
depend ¢n continuous risk monitoring (e.g. based on collected field data), as well as appropriateayareness

trainingland maintenance.

9 Veriification and validation techniques

-

9.1 Overview o

L

This clause describes the difference between verification and validatfon\techniques in Al syqtems as
compargd with non-Al systems, as well as some considerations for solvjﬁg or mitigating problemp arising
from the¢se differences applicable to functional safety. This clausg7addresses four significant agpects of
such diffferences, although potential differences‘are not limited“fo those described in this clause (see
Referenge [136] for additional examples). [SO/IEC'TR 29119-11:2020,[152] Clauses 7 to 9, are also worthy of
consideration. AL
T
This clduse focuses particularly on data-driven models e.g. those created by machine learning.
Subclauge 8.1.2 describes this class of models as the niain challenge for ensuring the functional safpty of an
Al system. This is because the functional safety of other types of Al.technology sometimes is achjieved by
applying the principles of existing functional safe¥y International’Standards, as discussed in Clause 7. This
clause pertains to Usage Levels from Al to C o{?}fass-ll Al systems (see Table 1).

When alming for functionally safe syste,ﬁ?’s"containing Al-technology created from data, it is taken into

account that the Al technology is not comstructed by rules as in non-Al developed systems. This peans in

particulfr: 17
AN

— Wh3tis not'in the data canriot'be learned.

— What is in the data is likely learned, but not always perfectly.

Furthermore, just having/data in most use cases is not sufficient. Labels are used when applying supervised
learning| techniquessIncorrect labels are one of primary causes for errors during the learning pgocess. A
thoroughly definedidata engineering process addresses these aspects.

If the mqdel is derived from a data set, the content of this clause is also useful for the training and validation
data sets.

NOTE The terms “validation” and “verification” refers to different concepts among different technology areas or
domains. In the context of machine learning technology, “validation” means a process step to check convergence of
the developing model to terminate the Al training process, which is quite different from the concept of verification
and validation used in the functional safety community. Model convergence is a precondition for testing, but it does
not guarantee the quality of the final product. For example, the “reward hacking” problem arises from a model that is
subjectively designed to maximize the given reward function. In this document, the terms verification and validation
are almost exclusively used in the context of the functional safety concept.

© ISO/IEC 2024 - All rights reserved

21


https://iecnorm.com/api/?name=5bee35b222f07fe27d180eb2deb29468

ISO/IEC TR 5469:2024(en)

9.2 Problems related to verification and validation

9.2.1 Non-existence of an a priori specification

During the training phase of machine learning models, the selection of training data (together with the
definition of the loss function, if applicable) is replacing the definition of a formalized specification of
operational behaviour. This leads to problems with the traceability of individual aspects of behaviour
as there are no individual specification statements. Instead, the information which replaces the discrete
specification statements is implicitly contained in the collection of training datall33]. Although it is a
benefit of machine learning that it derives or acquires knowledge from poorly structured data, the lack of
a predefined specification causes a significant problem for verification and validation, as well as for the

ien—aftithaiin rbointyy C Raofaran [127] €0 cazadas A3 33 1
evaluatl DT OT OO T Ca Tty - O C U N CTCT OO U o7 TOT v IOt T UTSCTU S STUTT:

Another| source of risk is the presence of bias or incompleteness in the data used to train the model.
Techniqyies are typically deployed to check for both these sources of risk.

9.2.2 Non-separability of particular system behaviour

During dlevelopment of software for non-Al functional safety-related applications, each risk desdribed in
Clause g that considered “tolerable” that has been identified-during a Hazard ph’-d Risk Analysis (HARA) is
mapped|to one or more mitigations. The implementation of the mitigation§'and their role in maintaining
functionfal safety is explained. Usually, mitigations are designied not to integfere with each other, sojthat the
effectivgness of each mitigation is verified, validated and evaluated sepgga‘tely.

XN
On the qther hand, many Al technologies are considered as a “black’box”, as their internal behavjour and
the basip of their decision-making processes are difficult for a hiiman to understand. This mear|s that if
the traiming data set contains some data that are intended to work as a mitigation for a particylar risk,
its influ¢nce on the trained model is not certain, nor testeds’eparately for each risk. Furthermore| if some
additionpl training data are added for an additional 4nitigation, the data affect existing measures for
mitigatipn of other risks. This makes verification and \\falidation of machine learning models more difficult.

imitation of test coverage & \¥.
Testing Al technology is difficult when comp:ﬁed to the process.of testing non-Al software. In geng¢ral, two
types off tests for software are often designed and performed: one focuses on structure of the [problem
descriptjon and the other focuses on t}\@structure of the implemented software. In non-Al software, these
two kindls of focused structure havelsome degree of correspondence, which enables efficient testing. Most
data-dripen Al technology lacks thissproperty, unfortunately, which makes many existing techniqueq for non-
Al softwfare (including those desefribed in existing functional safety standards) not efficiently appljcable or
even not effective at all. This'difference is given careful attention when designing tests for any Al te¢hnology
(especially those based o@n’lachine learning).

9.2.3

9.2.4 on-predictable nature

As notefl in 8:4:1) Al system outputs are often said to be non-predictable or probabilistic inf nature,
although the algorithm itself is deterministic. Mitigation is approached through systematic appli¢ation of
the verification and validation process, with careful considerations for the nature of the Al system. Again,
"explainabte At ' : _ .

Further, the apparent non-predictable or probabilistic nature of Al technology, as well as other causes, such
as discussed in 9.2.3, decreases the effectiveness or applicability of non-Al testing techniques, especially
white box based testing technologies. See ISO/IEC TR 29119-11:2020, Clause 9 for alternative solutions for
white box-based testing applicable for Al systems.

9.2.5 Drifts and long-term risk mitigations

Drifts (see 8.4.2 and 8.4.3) are other causes of uncertainties in the long-term system installation. Even if the
systematic and comprehensive analysis of its behaviour in the operational environment has been performed,
Al models can still suffer from the concept and data drifts, because a training data set contains an intrinsic

© ISO/IEC 2024 - All rights reserved

22


https://iecnorm.com/api/?name=5bee35b222f07fe27d180eb2deb29468

ISO/IEC TR 5469:2024(en)

bias for training-time environments. To overcome such drift, several methods for re-training and updating
the model exist for most real-world applications of Al systems.

In addition, updating the software is a significant undertaking, especially in applications involving
functional safety. Related assessments and considerations for update procedures are carried out from the
earliest stages of the system design.

9.3 Possible solutions

9.3.1 General

9.3.1.1

Generall
implems

One typ
underst
complet
approac
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how the
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Directions for risk mitigation

y, there are at least two types of approach to realize reliable verification and,‘\valid
ntations generated from data-driven models.

e of approach, generally the more difficult, is to analyse the generated modelto extract
indable knowledge of the model’s expected behaviour. Theoretically, if the behaviour
bly human-explainable, it enables Al technology and systéms to be treated\és Class-1 Al Thi
h is further discussed in 9.4. )

V

Al system is constructed during the development process. Although testing of machine
is not always complete, additional analysis‘and assurance on'the development processep

inputs npitigate the risks of unwanted behaviour-systematically, (Ffie Test of 9.3 is mainly focuseq
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Al metrics and safety verification and validation®

/, metrics such as accuracy arewsed during traiming of machine learning algorithms. Thesq
of managing the progress of Al training. ‘Although better accuracy suggests better qu
al safety-related applications, it is not‘génerally enough for ensuring required function
es. This Clause describes mitigation typically applied-in.parallel or in sequence to the ey
technology metrics; especially in t{a‘tﬁ design, data preparation and testing phases.

Y
Relationship between data distributions and HARA
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ven processes are based}on the relationship between risks identified in the HARA and

rion.: For.a given use case, the question becomes whether an Al system is given sufficient
data.to develop a pakticular behaviour and if there is some conceptual correspondence bety
of the specific HARA activity and the design of the data set to be used. This approach is co
o that of non-Alsafety-related software, for which a set of risk mitigations has been identif
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initial s%ecification is predefined, or derived from example data instances. The boundary is defing

Logical analysis of the input data distribution is performed in addition to collection and learning from the
given data set. Such an analysis relates to the outcome of the HARA activity, so that data distribution points
in the data set are identified as corresponding to each identified risk—see, for example, the ISO/IEC 5259
seriesD),[125] which highlights that data quality is key for Al technologies.

In addition, even if the input data set is well-designed, there is no guarantee that the training process will
encode the intended behaviour into the output model corresponding to each identified risk from the data
distribution observations. Both systematic errors and random errors can occur during training, which can
cause functional safety goal violations. While detecting such failures to the best degree possible is one of the

1) Under preparation.
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intentions of testing activities in the verification and validation phase, a means of mitigating training errors
is also considered during the training phase.

9.3.3 Data preparation and model-level validation and verification

As described in ISO/IEC TR 29119-11:2020, 8.1 and ISO/IEC/IEEE 29119-4, the design target for training and
test data sets is determined in relation to HARA results. This data requirement is further divided into four
criteria:

a) Whether all functional safety relevant scenarios identified during HARA have corresponding data
included in the given data sets.

b) For |each identified risk in the HARA in a), whether the test data cover all reasonable varigtions of
situpitions which cause such a risk.

¢) For pach risk-causing situation in b), whether the test data are both sufficiently large and sufficiently
diverse to result in complete coverage of the possible states of the system after training.

d) For pach risk-causing situation in b), whether the results of the selected test caseldata are staljle under
the yariations which are expected for inputs which accordingto human anaLyqu would be classified as
belgnging to the same group, scenario or use case. 0>

Each tesft activity is expected to give answers for each of the-four crlterlq I‘he following considerations are
one posgible set of known answers for the criteria, applicable to any ALtEchnology for which test|data are
attributg¢d with clear, correct and expected answers (“test oracles”)s M these examples, bias in th data is
also conpidered, see Reference [10]. SaXE

”

For a): X N

— Spegification of the sets of data attributes correspondi.ﬁg\to each identified risk in the HARA.
For b): ™)

— For pach identified set of data.attributes for‘\a‘r&identified risk,‘checking for the existence of the fest data

within test data set. 3

— For [the subset of test.data extractedMor each identified risk, checking for the distribution [of other
attrjbutes and assess'whether the @ata are unintentionally biased toward specific situations] for this
purpose, existingtechnology for/test designs for non=Al software (e.g. combinatorial testing) gre used.
See [SO/IEC TR 29119-11: 202(&8 1 and ISO/IEC/IEEE 29119-4 for further details.

— Considering collection of addltlonal test data if itis suspected there is unintended bias in the dafa set. In
somje cases, synthesi 5f'test data from simulations is a solution, if sufficient diversity, represeptativity
andcoverage are notibtalned from real data. See ISO/IEC TR 29119-11:2020, 8.4 for some examples. One
knen option forithe developer also is to remove real data to rebalance the data set.

For c):

— The|mitigations identified in bullet b) are used for diversity with existing attribute values.

ASS cecingtha doto ~ollactioay o d e o £iom e cnccnc oo thot oy 1tz tod hiscic ot Al nCl ded
essig-tre-aatacorectHonahapreparationprocesses-so-tratany-uiwaiteapiasisnettrery u

in the test data set; see ISO/IEC TR 24027[10],

— The amount of test data is determined from inputs including (but not limited to) the intended probability
of risk mitigation (derived from the HARA) and the amount of data needed for training (derived from
monitoring the accuracy indicator for the subset of training data). In addition, complexity of the
operational domain is considered to mitigate data distribution shifts occurring by many uncontrolled
factors (e.g. time, weather, location).

For d):

— Ensuring that over-fitting to the training data is detected within the development process. One known
way of achieving this is to ensure the independence between training data and test data, which is enforced
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through development process management and assessment, tool-based approaches, or even using a level
of independence in the teams or organizations carrying out the testing (see IEC 61508-1[1¢], Clause 8
or BS EN 50128:2011 [23], Clause 5). Another known method to detect overfitting is cross-validation,
in which models are trained on several different subsets of the training data, and the performance is
evaluated on the held-out data. Several methods are available, see Reference [82].

Ensuring that trained models have sufficient robustness in terms of the given problem, using the
following approaches:

— generating multiple models of different sizes, using smaller models so long as other objectives are
met (large models lead to excess sensitivity);

S rrrrotoer -t , —(egreguhartsati torirtzechtraiming);

— umerically and directly evaluating the robustness, (e.g. using safe radius!84 — this is\an gmerging
discipline).

Searching for possible data that affect stability: (e.g. metamorphic-testing,[82] data*augmenttion,[8¢]

gengrative adversarial networks,[87] adversarial training,[88] adversarial example generatipn[82l or

advérsarial example detection[20]). De
@

Ensyiring that the training data set and test data set arefree of malicious,-‘mz)difications or alterations;
this|entails reviewing the credibility of data source or.data collection proeesses.
&

A\

Considering use of explainability technology for analysing behavioklji::()f output model (see 9.6).
)

There arje several references available for proposing some concrete'te\cf;nologies and techniques representing

these criteria. Annex C gives some examples for applicable procédures and techniques.

The costs for implementing these mitigations vary conside:rably on the depth of investigations,|on used
levels of|combination in b), and chosen technology. Verifi¢ation and validation are planned accordipg to the

required level of functional safety andother applicati({{ncriteria.

9.3.4 (hoice of Al metrics o’

\‘

The performance and KPIs of a system .cph%aining Al technology is thoroughly evaluated. In [machine

learning often single metrics are used. The\following is typically considered for metrics:
Y

N
NOTE Metrics are not typically th&pﬁly measure to assess the safety of a system containing Al but|only one
aspect. Y
N

L
The|significance and trustworthiness of a metric: this is connected to the amount of data avallable for
training,walidation sz"t\esting—the amount of data has a bearing on how much trust is pldced in a
metfic with a definedsconfidence level (e.g. 95 %) based on the number of executed test cases.

Metrics reduce,information: such a reduction of information obscures safety issues. Various| metrics
are jused to deéntify missing information, e.g. safety related misclassifications to assess the fargeted
rmanceor KPIs.

fmonitoring: collection of data on the performance of an Al system during the operationjal phase

i i i i =imtervening
actions are considered if the assumptions on which the safety of the system is based is no longer being
achieved.

ISO/IEC TR 24029-1[153] separates the robustness assessment into three core categories: statistical, formal
and empirical-based tests.

9.3.5 System-level testing

In complex systems using Al technology as a component, system-level testing is a complement to verification
and validation at the detailed level. Some of the criteria described in 9.3.3 for example criteria b), are also
applicable for system-level testing. System-level testing are either data-based or scenario-based (e.g. running
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a test vehicle in test fields with simulated risks). System-level testing are carried out in simulations, as a
digital twin, or in the real-world application. Real-world testing is expensive and not always possible (due
in part to risks to safety) but it is useful for validating KPIs and unveiling unidentified hazardous unknowns
to mitigate against incomplete HARA. Simulation is useful for exploring large numbers of scenarios in both
software-in-the-loop and hardware-in-the-loop settings. Good verification and validation results depends
on the quality and realism of simulators. See 9.4.2 and 9.4.3 for more descriptions.

9.3.6 Mitigating techniques for data-size limitation

Preparing sufficiently large test oracles to test all outcomes is infeasible within development life cycles.
Back-to-back testing, as described by ISO/IEC TR 29119-11:2020, 8.2, is used to annotate test oracles with
the exp cted answoers The oxtent nFinr‘npnnﬂnn(‘n bhetween the different versions.aof the cycfnm tobe tested
is assesded carefully. Back-to-back testing with Al technology generated from the same source, 0f|training
data likgly fails to address criteria a) and b).

Another|solution, where a large test oracle is used to address the full range of operation, i to‘use sijnulation
as a test|data generator.

For somg¢ Al systems it is difficult for engineers to construct a reliable test oracle (e:g{Al systems conptructed
with "Alfversus-Al” competitions, including reinforcement learning and Genera.tjé‘e Adversarial Network).
The gengral conditions for testing in these cases are similar;*however, additiénal criteria for religbility of
tests applies. For example, well-tested alternative implementations are.used to undertake back-to-back
testing. Alternatively, a design change is implemented to.separate any rrsk@ from influence from the model-
driven Al technology, effectively converting to Usage Level C as descrll{e.d in 6.2.
SN

9.3.7 Notes and additional resources < >
See ISOAIEC TR 29119-11:2020, Clause 9 for alternative soluiions for white box-based testing applifable for
Al systens. X

9.4 Virrtual and physical testing
e

9.4.1 (eneral Q

\
Functionjal safety approaches for Al techn(hogy tend to focus on elements of the Al system that arfe shown
to ensufle functional safety attrlbutes,)fbr example functional safety or rule monitors that overtides the
primary| control system to inhibit uisafe action. An effective and objective way to demonstrate a system’s
performpnce is\viavirtual testing-or simulation, where a curated set of well-chosen stress-test sgenarios
are exetlcised (during the qualifigtion and certification activities. Individual components are t¢sted, as
well as multiple componegt$-at a system level. Such approaches use constrained random selgction of
scenaridparameter Valué scenario testing based on parameter distribution or importance sampling when
construgting the scenarios'to be tested (see 1SO 21448:2022[7], Clause C.5).

Physicall tests arévalso considered to correlate simulation results, validate KPIs and uncover ynknown
unknowps. Physical tests are far more limited than simulation in their ability to probe the domalin space
due to cpst and time limitations but do test some aspects that are difficult to emulate in a simuldtion, for
example théeffect of hardware delays on feedback loops and cascade effects. Structured tests takd place in

h' h de. de. £, 1 - 1 4o dode. 1k de. FRpa | losal 1. 4o
wnic t L dITITLUDP TUD RITUWIT SLTIIATITUS, SULIT dS Ul d LTEST LT AURN TUT dULUITIALTU VEITIUIT dP PIItdtiul S.

9.4.2 Considerations on virtual testing

The use of simulation for testing has long been an integral part of functional safety. Established methods such
as timing simulation and fault injection have direct extension to Al systems, and their use is encouraged. For
the complex, high dimensional models featured in many Al solutions (such as neural networks for perception
or decision-making tasks), simulation offers many additional benefits:

— For certain applications, simulation provides more complete test coverage than real-world testing.
Examples include scenarios where real-world testing is dangerous or prohibitively expensive to conduct
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at large scale over the possible input space. For models with high dimensional inputs, simulation is used
to iterate over the input space and produce correlated results in ways infeasible by traditional testing.

Simulation greatly speeds up development time, allowing greater access to functional safety products
and updates. Newly discovered hazards are incorporated into the functional safety solution with much
improved turnaround time. For highly complex environments, this reduced latency in the development
and update cycle is critical.

Simulation provides multiple entry points for fault injection. Faults are introduced at the system,
component or subcomponent level, and they are introduced in combinations that are inaccessible by
real-world testing.

Simytatiomrprovidesaccurate groumdtruti;, whichmegates the potentiatof systenmaticerrorsmgluced by
realfworld measurements and setup.

Simyilation environments are well-controlled and track all metadata associated with a particylar test.
Thig prevents any systematic bias introduced in a real test, or loss of relevant metadata/

The follqwing items are worthy of consideration when introducing simulation or in géneral virtual testing as

part of the verification and validation process of Al technology in functional safetysystems.
)

Fiddlity of simulation: consider the underlying models, toelchain, simplifications and assumptiofs. A risk

assgssment of the simulation environment addresses. the implications of inaccuracies, impregision or

incompleteness of the simulation environment. Evidence is used to supbort the claims of the signulation

output, such asa simulation to real-world correlation:For example, Q\s'rmulator used tojustify a functional

safefy component used for perception includes arguments apout the realistic rendering of the scene,

metrics to correlate the two, indistinguishability by human observers, etc. See 9.4.3 for more digcussion.
\

Typg of simulation: no one virtual testing tool is used{e test all aspects of an Al system. This is why
multiple tools sometimes are used to develop confidefice'in the functional safety of the full Al system. A
virtpal testing toolchain includes the following types’ MIL (model in the loop), SIL (software in the loop),
HIL|(hardware in the loop). ( )

Testtcoverage approach: approaches inclu e“random test sampling, constrained test sampling based
on dertain justification of.the input spacg, distribution-based test sampling based on a user profile,
critjcality or importance test samplingbased on functional safety analysis, stress-based samplipg based
on gdge cases or expected conditions:that stresses the'system, etc. (see 1SO 21448: :2022l71, Clapse C.5).
For multi-dimensional inputs, thls a}So addresses what combination of factors are tested.

Test] coverage size: i.e. the amdunt of simulation which is sufficient to justify the functional safety
argyment; /

\
Before vfirtual testing toQi;"iE used to validate or approve an Al system, the toolchain itself is verified and

validatefl. Confidence in aVirtual testing toolchain is achieved by assessing four key attributes:

Fit for purpose: the extent to which the tools are suitable for the Al system assessment. Fifness for
purpose addresses a clear description of the test objective and a definition of all boundary conditions of
the Al system. It involves analysis of the operating environment and derivation of the requirements for
the Individual simulation models. The complexity and level of detail for each model varies depepding on
the relevance, significance and range of each factor. For example, if the operating environment excludes
night operation, then the sensor models will not be validated against low-light conditions.

Capability: the extent to which virtual tests reveal faults and the associated risks of dormant faults. Test
capability involves defining assumptions, limitations and fidelity levels of the toolchain, ways to assess
the fidelity (KPIs), and reasonable tolerance for the KPIs. It supports justification that the tolerance for
simulation to real-world correlation is acceptable for the test objective. Note that the chosen fidelity level
for the models and the assumptions made play a major role in defining the limitations of the toolchain.

Correctness (verification): the extent to which tools’ data and algorithms are sound and robust.
Verification looks into the implementation of the conceptual or mathematical models building up the
toolchain. It provides assurance that the toolchain does not exhibit unrealistic behaviour for a set of
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inputs that are not tested during the validation phase. The procedure is grounded on a multi-step
approach that includes code verification, calculation verification and sensitivity analysis.

Accuracy (validation): the extent to which the virtual tests reproduce the target data. This includes
generating data that are used to demonstrate the accuracy of the virtual testing tools with respect to
the real-world. Toolchain validation consists of 4 main steps. The exact methodology depends on the

structure and purpose of the toolchain. The validation consists of one or more of the following:

Applyin
without

The usage of virtual testing tools depends on the virtual validation and veg‘ific‘ation strategies impl

during t
but rath

. \ N4 Lo .
Therefofe, the overall assessment of a virtual testing toolchain ¥équires a unified method to iny
these properties and gain confidence in thecdata generatediby the tools. Simulation models

simulati
error in

which rgquires qualification for some of the tools used. in¢the development process.

Validate Subsystem models e.g. environment model (infrastructure, weather conditions, user

interaction), sensor models (Radar, Camera, Light Detection and Ranging (Lidar)), chass
(actuation, powertrain);

is model

L &2 LI 1 . + £1 . 1.1 +1 1l : + G Y
VdlUdLC UIIdSS1S5 S YSUCIT (LITAS SIS TTTOUCT LOGCLIICT WILIT LIIC CIIVIT UIHIICIIU ITITOUCL J,

Validate sensor system (sensor model together with the environment model);

model).

b the same scenarios across all tool levels (MIL, SIL and HIL) alows effectivgvalidation of th

requiring an impossible number of physical tests to be carried out. .:\'

4

er explained and reviewed during the certification process. &

N

bn tools used in the overall toolchain are investigated-in terms of their impact in case of]
the final product. The approach forcriticality andlysis is described in IEC 61508-3 or ISO

Validate integrated system (sensor model plus environment model with influefi¢es fron} chassis

e system

bmented

heir development. Therefore, the simulation designiand the toolchain are not typically stanglardized

restigate
and the
a safety
6262-8,

N\
N
9.4.3 (onsiderations on physicaltesting %
Physicall testing has a complementary role \t} simulation testing. Testing the system in a real-world

environment, or final operating environm@f provides thethighest fidelity of real use validation.

world te

— Use
for 4
speq
test

comprehensive test }:@fl requires good understanding of the final application.

— (Con]
n th
real
stru
diffe

sting, some additional considerations include:
N

of structured tests, setting t}p-l\mown scenarios, or use case tests. Examples include test trg
utonomous vehicle applications, or defined scenes for sensor perception tasks. Such tests
ified and provide controlled measurements that are tracked and compared over time. Sti
5 are derived from.many different inputs, such as safety, technology and product level an

For real-

ck cases
are well
uctured
alysis. A

bination of real-world testing with simulation. Physical tests are far more limited than si

reénttypes of “known unknowns”.

ulation

eir abilityte'probe the input domain space due to cost and time limitations, but provide th¢ highest
use fidelity and automatically capture random phenomena that are not simulated. In contrast to
ctuged\ tests, which typically test “known knowns”, both real and simulated testing yincovers

Correspondence of real-world testing to simulation. Real-world tests are used to validate the models
used in simulated tests.

Continuous testing and feedback. Real-world testing also uncovers “unknown”. Reported incidents (and
possibly data collected from incidents) provide information to continuously advance the qualification
simulation scenario suite.

Domains for testing: the boundaries of operation. Domains for testing (for both simulation and real-
world testing) parallels the defined operation for real operations. That domain includes limits of use,
environmental limits, location and temporal limits, and responsibilities between the system and users,
and if appropriate, other systems. In addition, tests are evaluated with metrics to show coverage of the
design domain (this applies to both simulation and real-world testing).
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— Statistical significance. Test procedures and results are derived from sound statistical principles. For
example, a final on-site validation test of a safety stopping function is carried out multiple times to
demonstrate that relevant parameters fall within a predefined limit based on statistical analysis. In
contrast, verification tests of a perception function for human detection are carried out on a large test
database, with size and coverage determined from target failure rates and confidence intervals.

9.4.4 Evaluation of vulnerability to hardware random failures

It has been shown that the vulnerability of deep neural networks to soft errors is low (see References [25],
[83]). Evaluation of the fraction of failures leading to safe behaviour (as opposed to unsafe behaviour) is
useful for certain types of networks. Possible methods include fault injection (e.g. individual weights

in a neuy

ral network) as 2 nroxv for faults in underlving hardware Eor examuple <t is nassihle t
J r J J o r 4 r

analyse

classific
respect

95 M

Once an
evidence
continug
where ix
system f
demonst

Operatid
creating

Statistic
and conf

Recording of field data, if conditions.allow, is Consid;e\red viable for motoring safety performan

system 3

9.6 A

A type of evolving Al technology, know@és “Explainable Al% aims to provide important factors inf

an Al-ba
Al techn|
and pav|
current
a human

Althoug
Al syste
structur
nodes c
techniqy

htion models to determine with confidence the only vulnerable parts/of the Al technols
o soft errors (see References [26], [78]).

pnitoring and incident feedback

Al system is approved and in operation, its own incident'statistics are used to provide

of safety performance. Reported incidents are used teo feedback information which are
usly enhance the scenario suite used during the testingactivities. However, for the core f
ductive or deductive absolute proof is not possible,aceeptable fallure rate targets are deriy
hilure rate goals, together with suitable justifications to substant,la\te the functional safety.
rated empirically, the test methodology and results are recorded

‘\

nal design domain and real-world usage profiles are usedat"o define and bound the proble
metrics for coverage of testing (both simulated and reaQ

h1 significance considerations derive-test data set«ste and test coverage from target faily
idence intervals, following acceptable confidenc@levels.

nd for appropriate incident response. _ ©;

hote on explainable Al N N

sed decision in'a way that huiians understand (see ISO/IEC 22989:2022). Sufficiently exj
ology, if successfully reall‘z:e enables developers to understand the Al decision-making alg
s the-way for assurancé of functional safety of machine-learnt algorithms in a similai
‘unctional safety Inte(natlonal Standards. Alternatively, some knowledge is sometimes extr
observer of the @ Model and then re-implemented as traditional software.

1 it is currently impractical to enforce sufficient explanation of decision-making for ever}

e, whichpossibly helps in the verification and audit processes. For example, heat maps of the
bntributing to specific decisions are useful for understanding the causes of decisionsl
es; semetimes called “grey box” approaches, are useful for the understanding of the behavi

gy with

ongoing
used to
inctions
red from
If this is

m scope,

re rates

e of the

luencing
lainable
forithms
way to
acted by

 class-11

m, there are some currently achievable approaches to interpretability or explainability of tlhe model

internal
6], Such
bur of an

Al syste

neSpecially when it differs in its decision-making from the implementors’ intentions. In su

Ch cases,

those techniques consider whether the meaning of the extracted explanation is consistent or inconsistent
with functional safety requirements. For example, understanding of the decision-making process extracted
from the mid layers of DNN is not alone sufficient for justifying safe behaviour, since unexplained processes

in other

Refer to

layers invalidate such explanations.

8.3 and ISO/IEC TR 24028:2020, 9.3[11] for further information on Al explainability.

Additional information can be found in References [158] and [159].
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10 Control and mitigation measures

10.1 Overview

Having a good and robust architecture of an Al system capable to tolerate a failure without loss of safety
properties is preferable than improving Al quality only. The architectural design principles for safe systems
are not changed by machine learning, though they impose new challenges in defining and guaranteeing their
reliability properties and failure behaviours.

This clause considers the methods for enhancing ML models as components of Al systems and discusses how
subsystems around them are used to improve non-functional properties such as reliability, availability, and
quality. —  describes Al culb em-architectural considerationsincludingmitigationand control
methodg. Subclause 10.3 proposes methods to increase reliability of components; The failure médhanisms
from Clquse 8 have highlighted differentiating challenges for ML components, while Clause 9 @ddrgsses the
throughtlife process of verifying and validating these components. Measures/introduced in this clpuse are
directed by knowledge of these failure modes and are introduced as part of a robust MLy process described
in Claus¢ 11.

N

10.2 Al subsystem architectural considerations o

10.2.1 Pverview -

Safety dssessment at a system level determines the appropriate‘\sﬁﬁsystem reliability of a [function
incorpofating ML components. The subsystem architecture ineorporates complementary technologies
to meet|these demands. Based on the reviewed-litérature, considération of the following featurgs drives
different possible solutions: R\

4

a) Safd (suboptimal) back-up function to the ML Compo.ﬁp\ht is designed with "non-Al" techniques. This
bacl-up decision system is, for example, an alternative.controller or a failsafe null action (e.g. power-off).
Thel[back-up action allows the use.of detection met\h})ds to switch the output when unsafe conditions are
detdcted. %

b) A sdfe subset of the action space is deter\r}lned (a prioriror.online) using a supervisor functjon with
congtraints or limits. .\.:.\

c¢) ML redundancy with output Voters\o‘r aggregators is considered.
NOTE These architecture solutioss%o-exist or are alternative, i.e. one of them is sufficient.

The inclusionof, Al technology }introduces specific challenges to each of these architectural |options.
Subclauge. 10.2.2 describes>how detection mechanisms for abnormal input, output or interrjal state
(e.g. neyron’ activation~strength) are used to identify situations of possible failure. Subclause 10.2.3
describgds how to use stupervision functions using elements of control theory to minimally bound Al
operation. Subclause10.2.4 shows different ways of establishing redundancy with Al technologieg. Finally,
subclaude 10.2.5discusses Al system design with statistical evaluation.

10.2.2 Petection mechanisms for switching

The architecture in Figure 5 is often denoted as passive (diverse) redundancy in fault-tolerant systems
literature. For example, a supervisory monitor detects when an Al technology is producing potentially
unsafe actions, either due to internal or external faults. Following detection, an action is taken to maintain
the system in a safe state. The monitor is developed using either non-Al technology or using Al technology.
In the latter case, considerations of the level of independence between the monitor and the primary system
are used to justify the approach.
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Figure 5 — Architectural patterns for systems using Al technology components

ple behaviour of Al technology is evaluated through the.context of its, txaining data disf
ire 6, a)]. It is typically not possible to verify the model behaviour ¥case of “unseen
fion (OOD) input data, this includes the result of data-drift. An acceptable model output
generalization properties of the model and could'be erroneouss~thits motivating the det

dynamics). Simple boundaries on acceptable(inputs are unlikely’to detect gaps in the train
arly for high dimensional systems. In the absence of training'data improvements, anomaly d
(see Reference [97]), in some cases, aré'selected based-upon the data properties (dimeng
of parameter correlations, dynamics, seasonality arift, etc.) (see References [98] afj
, adversarial methods have shown the extreme sensitivity of deep networks to small, sq
perturbations (e.g. misclassification of image§)by adding noise, making reliable input
ing). Adversarial methods include use of run time checks and checks on incoming data to de
there are adversarial attacks or not (see Réferences [100] and [101]).

A
st to input monitoring{see Figure 6, a)fxoutput monitoring detects undesirable behaviour 1
D or in-distribution(input data. Monitering of the outputagainst a known boundary [see }
ernative model,is. well known in fadlt'detection litérature (e.g. statistical or model-based
n). Boundaries are adaptive toa sequence of multi-variate system inputs and thus pro
rom leaving a safe state region;[see Figure 6, cJ}-For dynamic systems, the detection deci
that a safe State is reachablé without constraint violation (i.e. system inertia or instabilif]
dangerous states beinglenttered under back-up controller decisions). ML is used to create a
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Figure 6 — Evaluation of acce;\@le behaviour of Al technology
%)

Meta-inﬂormation from the model are used ’ﬁch as the internal neuron activations or by designing
n

uncerta

networ

ty measures into themetwork. Un inty measures inr-ML are explicitly derived (Bayesia
K) or approximated-(dropout, ensexhbles, softmax output layer). Confidence of the output |

of activdtion) is useful but requires ca@ul calibrationto'aprobability and is subject to risks. Th

include I:/erconfidence (classifiers n fail silently by providing incorrect but confident outputs),
at extreqnes or beyond bounds ({s}@&ning space but also to small perturbation as in the case of ad;
examples.

Four points are considere@ the development of monitors:

— the fype of Al tec &ogy faults that is detected;

— the Waysin @?h Al technology faults are revealed at runtime;

— the perf; ance benchmarks of different runtime monitors;

— the

n neural
ctrength
pse risks
not only
rersarial

potential hazards invoked.

Examples related to machine learning are provided in Reference [75].

vent the

Uncertainty wrappers as described in Reference [139] that evaluate the quality of the decision are
instrumented for either automated decision-making or as input for humans to decide if the Al system
proposes valid decisions.
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10.2.3 Use of a supervision function with constraints to control the behaviour of a system to within
safe limits

With an

appropriate supervisory module, it is possible that an Al system is constrained to work within a

predefined safe envelope. Safe limits require that a subset of the action space (safe envelope) is determined
and are minimally restrictive on safe ML component behaviour. However, simple limits on the output overly
inhibit an ML component, resulting in behaviour that mimics the limiter itself, therefore negating the benefit
of implementing the ML component. This subsystem architecture is sometimes referred to as a safety cage,
which enforces behaviour onto the subsystem.

For example, as shown in Figure 7 a), an Al system is used as part of the intelligent control to provide an

optimal

decision. In this architecture, the non-Al safety function outputs an acceptable range of outputs for

agiveni

Constra
where t
controllg
theory 1
under th
not exce
possible
a syste

switch i
monitor
multichd

hput and [imits the intelligent control output.

ning the output based on a function of input is not usually appropriate for systems with dynamics,
e system state (x) defines the unsafe regions but does not instantly respond te. a'Change in the
r input. Formally, minimal bounds are designed for dynamic and hybrid systems-through control
hethods such as barrier functions approaches (Reference [102]), which determine an invafiant set
e control of the non-Al system, see Figure 7 b). These approaches guarantee that the system does
ed an operating region deemed safe for some limited worst-case controldnput (the subset u of all
control signals U). These sets are typically conseryative as they doxnot actively look tol recover
back towards safer regions, thus control barrier functions are ysed as detection mechahisms to
conventional stabilizing controls (producing centrol signal u* ifithey are available with sufitable Al
ng, as described in 10.2.1). For systems with particularly compl'ex safety requirements, for fexample
nnel measuring systems that use Al technology, checking fl@ﬁtlons such as metrological s¢lf-check

or self-validation are considered, see Reference [Z1].
\

r s

|

]

|

|

|

|

|

L

XZ
9
a) b)

Key
1  intelligent control 7  unsafe
2 safety verification 8 input (y)
3  upper/lower bounds U 9  output (u)
4  limited outputu<U 10 unsafe
5 limited 11 constrained
6 safe

Figure 7 — Safer application of Al technology to control: a) through supervisory constraints on

discrete outputs. Or b) on continuous control output through barrier certificates
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10.2.4 Redundancy, ensemble concepts and diversity

Redundancy can be of different types: structural (spatial), time (frequency), functional (informational,
analytical), or combined (see References [64], [65], [70], [71], [155]). When using neural networks for
example, redundancies for Al technologies include:

— Using analytical redundancy (see Reference [64]): Quantitative model-based failure detection and
isolation (FDI) methods rely on the comparison of a system’s available measurements, with a-priori
information represented by the system’s mathematical model. There are two main trends of this
approach, namely analytical redundancy or residual-generation methods and parameter estimation.

— Tlme redundant multlple computation (see Reference [65]) For example concurrent error correctlon is
sAys 3 3 R V).

— N-vdrsion programming (see Reference [66]): In this method, several simplex modelS\ate| trained
indgpendently, such that these models are unlikely to produce erroneous results for the same tgst cases.
In this way, it is possible to design a fault-tolerant system whose outputis determined\by-all these models
cooperatively.

— Usirg redundant deep architectures (see Reference [67]). X
® |

— The|ensemble use of neural networks to build reliable ‘classifiers (see Réference [68]): The iflea is to
compbine several “weak” classifiers to obtain a “strong”.one, so that the tlassifier still works rgliably if
one pf its members fails. A\,

\0'

— Use pf algorithm-based fault tolerance for neuralnetworks (see Re‘ference [69]).

Methodq of metrological self-check (including self-validation, self- d1agn051s) that have found appliation in
control §ystems for critical equipment, suchsas References [70] -[74], [155] are also considered and|adapted
for use with Al technology. Va

For higHer effectiveness, redundancy+is combined vx?ibh diversity to reduce the likelihood of sygtematic
failures furing development. This is’related to multiple Al technologies exhibiting the same behavjiour, but

implemgnted: .
%
— Dby different teams; =\
NG
— usinlg separate labelling rules; Q‘
N

— usinlg different problem formulépibns;

— usinlg different training datad; 2

— exequting on diverse{la‘ra\ware (also valid for non-Al technology specific failure modes);
— (with diversity of sensing;

— with diversityyof self-check or self-validation methods;

— with djversity of Al technology itself.

Due to I:D LUllllJ}CA Cllld ;udcfiu;tc uatux <, d;VCl Dlty ;D CAPI CDDCC]{ b_y [} ulu]ltitudc Uf lllctl ;LD. ThCD metrics
answer the following basic questions: to what extent Al technologies with the same training conditions
differ in their performance and robustness? Are diversity metrics suitable for selecting members to form a
more robust ensemble?

Another possible approach is to identify and eliminate false detections by comparing key point decisions
from different neural networkslZ8l, This form of diverse comparison is often combined with monitoring (see
Reference [77]).

When relying on redundancy as part of a safety argument and considering the explainability of DNNs, it is
possible to rely on an analytical argument for freedom from common cause failures. In this case it is relevant
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to base the argument on verification and validation and demonstrate through simulation the absence of

common cause failures between redundant networks.

10.2.5 Al system design with statistical evaluation

Once trained many Al systems are deterministic in inference, however where the input dimension is high

and continuous in value the performance of these systems is typically characterized statistically.

[156][157]

For example, cross fold validation of a neural network can produce different performance metrics depending
on the changing allocation samples of training data on each validation 'fold". For a specific application
under specified operating conditions, a system containing Al technology is evaluated for functional safety
with con51derat10n of the statlstlcal dlstrlbutlon of its output. Whlle no hard upper bound for error rate is

obtained
A key as
the prod

umptlon is that these statlstlcs rely on the dlstrlbutlon of testlng data belng suff1c1ent1y S
uction data.

If some ¢vents are low probability, but have high impact, it is appropriate‘to increase the(iricidence
events if the input data, making the frequency of events in the input proportional to thexisk, rather
actual pfobability of occurrence.

A typica] assessment approach is based on the following steps: )
— analysing the Al technology, e.g. the ML model; X

AN
— treating the Al system as a normal mathematical model, but only wi-t;h probabilistic behaviour.
)
The motje flexible the model, the more complicatedits analysis 1sJAr{ example of a comparable ar
found in[Reference [24]. <

4

The use of this statistical information is'considered in<the justification for Class II and Cla
technoldgies. X

N\
10.3 Increase the reliability of components coﬁ’taining Al technology

X
X

10.3.1 Pverview of Al component methods\

As a conjplement to architectural con51dera}10ns in 10.2, this;clause identifies Al supporting techno
increase the reliability.of trained systemis when deployed. Subclause 10.3.2 provides examples of
that make Al technology less sensitive to intended and unintended input data perturbations. Simpl]
of traindd networksis a class of mgthods to remove dormant or unused element of a network in 10.

rmined.
milar to

of these
than the

alysis is

bs 111 Al

logies to
methods
ification
.3 while

10.3.4 uges attention analysis methods to identify risks in the learnt structures. Subclause 10.3.5 describes

the mechanismsto protect¢he.input and model data during training and run-time.

10.3:2" Pse of robust learning

To imprpve robusthess against disturbances of noise, device failures and possibly malicious (adv
inputs, severalmethods are used at both testing and learning stages. Possibly applicable techniqued

— Regplarization is a methodology to mitigate the over-fitting problem, and thus to improve stabi

brsarial)
include:

ity. This

technmiquetstonsideredamatogous to themethods usedimregression titting; where theweightmagnitude
or non-zero values in the training loss function is penalised or given a prior distribution. This is generally
preferred to post training pruning of low valued weights. Alternative methods include structuring the

network to share weights on node connections (e.g. on repeated filter elements in a CNN), i.e. to

simplify

the structure of the model. Dropout is often considered good practice to reduce overfitting in DNNs, at
the cost of an additional “dropout rate” hyperparameter. This technique randomly turns off parts of the
network for a small proportion of training. Since the network cannot exclusively rely on a single node
to model a particular data feature, the dropped-out regions do not overspecialize. See References [80],

[103], [104].
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— When the Al system disturbances are predictable (e.g. for hardware errors), fault-aware training that
includes error modelling during neural network training, makes neural networks more resilient to
specific fault models on the device (see Reference [81]).

— Adversarial robust training is a learning method that minimises or limits the worst-case error under
the training data augmented by a model of an attacker’s possible perturbations. The simultaneous
maximization of adversarial perturbation effect and minimization of error leads to the extension
of standard gradient descent training algorithms, (see Reference [105]). Other approaches provide
robustness guarantees for output invariance, e.g. formally proving that no change in classification occurs
when perturbations are within given bounds. See Reference [106]. However, scaling these guarantees to
large scale and heterogenous networks remains a challenge.

— Ranfomization approaches, such as randomized smoothing, provides an efficient equivalent fo|training
multiple modes with data augmented with randomized noise, so as to calculate the final resultvalue to
be ajmean with respect to the noise distribution. See Reference [107].

— Robpstness to out of distribution input is also considered for applications subjectto-limited|training
datd or data drift or concept drift. Data augmentation and enrichment reduces the distances thpt the Al
system needs to extrapolate from training data. For example, higher performatee’is obtainedj}f‘ images

are franslated and rotated in the training data. This richer learning often hasHie complementary effect
of increasing robustness. See Reference [108]. PN
- \‘
10.3.3 Pptimization and compression technologies "f“»‘
W

Optimizption and compression technologies, such as-quantisation 6f parameters and computatjons (i.e.
reduction of parameter bandwidth), pruning (i.e. temoval of lessZimportant parameters from th¢ model)
and kngwledge distillation to simpler surrogate models provide secondary benefits to the system. As
with all|modifications to a system, careful @nalysis of thg\i"isk's of performance loss are undertaken. See
Referenges [133], [134]. Va

g

Reducing input dimension though non-Al techniques (liftear and nonlinear principal components, clfistering,
feature ¢xtraction, etc.), risks permanently discarc%rihg useful information. A potential alternative, o#rlen used
in modefn network designs, is te_employ embec@i g’layers (e.g. convolutional layer or low-dimensi¢nal full-
connect¢d nodes). This results.in downstrearg\simplification and-also often improves training perfqrmance.

O
Simplifigd models that have‘a reduced dim}nsionality of weights (and perhaps inputs) make training easier
and redfice the risk of non-convexity @hd, this, multiple local minima) in the loss landscape.[124] As well
as capadity for convergence improvements, reduced network dimensions intuitively make interpretability
more trjictable. However, the reduced network dimensions still exceed the capacity to undersfand the
function| of each,parameter in, relation to its contribution to requirement satisfaction (i.e. its tracgability).
inlg visualization methods have shown promise, particularly for image classification, but completeness
et proven (see Keference [110]). Modularising the network is another pragmatic way| to help
understgnd its traceabilityand ease verification (including potential to make formal verification approaches

ge distillation was originally designed to create simpler surrogates and more computationally
e models. The concept produces a secondary simpler model trained on the output of [a larger
model ratHerthan on training data. A plex model typically creates an embedding of lower dimension

d data—and-once-learned-isofte delled with the seconda inear-modelswith nlegligible
loss of performance and the advantage of explainability. Nonlinear secondary models contribute less to
interpretability but aid in smoothing gradients. Smoother gradients provide gradient masking protection
against adversarial attacks, making the change in output smaller for a given input perturbation. This is
achieved by creating probabilistic labels in a first training path with the complex model and then retaining a
simpler model with these "non-crisp” probabilistic labels (see Reference [109]).

Network neuron pruning defends against training-time attacks. One approach to network pruning is
achieved by post-training analysis of the neuron activation with clean inputs, iteratively removing those that
have low activation and retesting. This reduces the risk of operational discovery of unwanted behaviours.
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10.3.4 Attention mechanisms

The aim of the attention mechanism (see Reference [111]) is to improve the prediction performance in
sequence-to-sequence models such as language translation models, speech-to-text converters and image
captioning models. There are several considerations on attention mechanisms:

— Attention mechanism to learn global context: The attention mechanism learns the relationship between
a sequence of features (e.g. words in a sentence) using a weighted combination of all encoded input
vectors. Similarly, in machine vision applications, attention weights learn a global weighting over the
entire image to solve more complex tasks, such as image captioning (see Reference [112]), of which
convolution layers are not capable. Later, image transformers (see Reference [113])have been described
to capture the context in images without any sequential data (e.g. text) available for training. Lastly,

the

httention mechanism is being used as a suitable solution for training models on multi-dom

especially combinations of sequential and spatial data.

— Post-hoc attention maps for sanity checking and feature manipulation: Attention ,map, als

as s

hliency map (an explanation method used for interpreting the (predictions of CNNSs) or se

map], is a common type of machine learning explanation to point out the most important fea
given prediction. An attention map is a type of local explanation that is limited to individu
predictions, regardless of overall model behaviour, but still suitable for investigating the edge

model debugging. Attention maps are obtained in different-ways, such aSxdecal approximatior
models (see References [114], [115], [116]) using shallow interpretqble\}nodels. To generate
may]s for DNNs, various gradient-based (see References{118], [119]), ‘eonvolution-based (see Re
[124], [121]), deconvolution-based and perturbation-based (see Réf€rence [122]) methods hj
desdribed. Note that attention map explanations.are either post hg‘c or integrated with the netw
Refdrence [123]).

— Ben
imp
issu
and
end

\
efits of attention maps: Reviewing/machine learning-explanations has benefits for desi
rove a given model during multiple stages of the machine learning life cycle. For example, id¢
bs in model structure (see Reference [122]), feature-based engineering (see References [11¢
training data improvement. Additionally, assulfting that model explanations are consistent
user reasoning and understanding of dati,nfhuman review of attention maps promotes bu

appropriate level of trust of-autonomous sy{te

— Traipable attention: Trdinable attentiopjmechanisms have attention weights that are learne

trai
esti

ning to improve attention efficie}lcy. For example,~Reference [114] uses a multiple a

prediction performance. Explictthuman supervision (e.g. gaze tracking) for attention models |

also
— Exp
heu

10.3.5

Data an

investigated in Reference:[l’lS] but carries high data annotation costs.

models, the correct1§3'5 and completeness of explanations is greatly influenced by factors

fistic technique] ifiput example, and training data size and quality.

Protection/of the data and parameters

I model parameters are potentially vulnerable to random and intentional disturbances

with caysegsfrom hardware failure to data poisoning in adversarial attacks. As with all data used in 3

the use

hin data,

known
nsitivity
ure in a
hl model
rases for
of deep
saliency
ferences
lve been
fork (see

pners to
ntifying
1, [117])
with the
lding an

i during
tention-

mator module-for different ne’gbork layers to éncourage more refined attention maps and higher

1as been

anation truthfulnes& Smce model explanations are always incomplete explanations of bllack box

like the

hind loss,
system,
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measures used, with consideration for particular challenges associated with data-intensive Al technology
(e.g. volume, variety, velocity, variability).

Information assurance of data used for machine learning is considered by bodies such as National
Institute of Standards and Technology (see for example Reference [140]). Configuration control of data is
maintained throughout model life cycle, including provenance, access rights and quality metrics of the data.
A configuration process similar to ISO 26262-6:2018,[13] Annex C is used. Data information assurance at
run-time and during offline training considers a multitude of properties (integrity, completeness, accuracy,
resolution, etc.), see Reference [141], Section 6.4, which also suggests measures to maintain these properties.
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In addition to data control measures, pre-processing of the input data stream to remove unfeasible input
patterns is a sensible precaution. For example, filters transparent to physical system bandwidth which
remove adversarial noise complements detection mechanisms avoiding out-of-distribution data.

The high computational demands of ML drives developers to use third party high-performance computing
to train a model, where information assurance is a higher risk. It is not sufficient to only mitigate intellectual
property leakage (e.g. encryption, obfuscation of labels and data distribution). Training data manipulation
(poisoning) is designed by an attacker to circumvent local testing, where the network behaves correctly on
normal test data with dormant problems (e.g. neurons not activated by normal training). Complementing
pruning techniques with the (light weight) retraining on a locally protected data source helps reducing the
sensitivity to adversarial examples. See Reference [124].

11 Prdcesses and methodologies

11.1 Gé¢neral

From a flunctional safety point of view, many life cycle issues are common to Al- andGon-Al systenjs. These
commorlalities are described in 11.2. De
@

The leve]l of functional safety a system needs to achieve is independent of whgthér Al technology i used or
not. The| parts of the system built using non-Al software approaches are handled with existing functional
safety International Standards. The methodology commonly used to des%e.l‘op Al models has inherent gaps
from a functional safety International Standards requirement perspecfrve and suitable means to|address
and resdlve the “gaps” are therefore considered. p \/

o

Functional safety considers safety throughout the'whole life cycle of a system.

11.2 Re¢lationship between Al life cycle and functjo;rﬁl safety life cycle

Traditiopally the term “lifecycle” has'been used for seilgral objectives. One objective is to provide 4 defined
set of prjocesses within a system or-hardware or goftware life cycle, as well as to facilitate commynication
amongs{ stakeholders of that life cycle. ISO/IEG<22989:2022 describes a high-level life cycle moglel of Al
systems|while ISO/IEC 5338 defines the ll@xcycle processes of Al systems. Software life cycle processes
are also(described in Reference [4]. &

An additjional objective,is to identify actt\ntles at each phase throughout the whole life cycle to impJlement a
certain level of functional safety. ThlS‘IS described in the IEC 61508 series[16l-19] and other functionfal safety
Internatjonal Standards. To this € ;the IEC 61508 series defines a functional safety life cycle that includes a
hazard dnd risk analysis phase and an overall functional safety requirements allocation phase, as described
in the g¢neral requirements-of IEC 61508-1[16]. Additional specific requirements are given for hargware in
IEC 615(8-2117] and for sdftware in IEC 61508-3[18].

In this document, the\view is taken that it is reasonable to start from a traditional functional sgfety life
cycle anfl to modify and adapt the functional safety life cycle to take into account Al system-specifiic issues
that affdct functienal safety. The hazard and risk analysis phase is based on the [EC 61508 series|or other
functionfal safety International Standards, modified to address the Al specific particularities |isted in
ISO/1IEC 5338 as properties important for functional safety (see Clause 8).

The IEC 61508 series and other functional safety International Standards mention the V-model as the
basis of the life cycle, although certain International Standards (including the IEC 61508 seriesl16]-[19] [22]
and IEC 61511-1[201) do recognize that the life cycle or phases are tailored to the specific implementation
technology.

A functional safety life cycle for the development of an Al system is selected during functional safety
planning (see Figure 8).

It is acceptable to tailor the V-model for incremental development models to fit with the Al-specific
particularities, for example as shown in ISO/IEC 5338.[1] Regression validation is used when performing
iterative and incremental development (e.g. iterative learning cycles).
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Figure 8 — Life cycle model taken from the IECG61508-1:2010, Figure 2
\‘
A

11.3 Al phases N
Y
An exaniple of mappingbetween ISQ(I_EQ:‘5338[11 and thelEC 61508 series is provided in Annex D.

“ -t

11.4 Documentation and funétional safety artefacts

N
Sufficient information and~documentation for each phase of the functional safety life cycles contrfbutes to
subsequpnt phases and@eérification activities. It includes documenting changes to products and professes.

[ssues’specific to Al'systems include learning processes, data relevance and sufficient documentation of
training| validation‘and test data.

11.5 Methadologies

11.5.1 Overview

This clause describes some of the known methodologies to consider with respect to Al technologies.

11.5.2 Fault models

The concept of fault models is intended to enable systematic and possibly automated analysis of an element’s
behaviour in the presence of faults. The idea of fault models (fault awareness) is to cover the manifold details
of reality by a sufficiently high abstraction level. This applies in particular to the area of machine learning.

© ISO/IEC 2024 - All rights reserved

39


https://iecnorm.com/api/?name=5bee35b222f07fe27d180eb2deb29468

ISO/IEC TR 5469:2024(en)

A fault model is a simplifying abstraction of real effects likely to cause errors that is intended to enable a
systematic analysis. Often different effects are covered by one fault. In reality, fault propagation is quite

complex

, but frequently different chains of propagation lead to similar errors.

When defined precisely enough, the impact of faults is simulated or analysed manually. By applying the fault
model to all elements, the completeness with respect to the fault model abstraction level is ensured.

To create a fault model, a description and design of the system with the corresponding elements is required.
For each of these elements the failure modes are identified, e.g. by a guide word method such as the HAZOP.

For machine learning the following aspects are relevant to fault models:

Data-setsused-for fraining’ validation and test;

ma

FMH

Validatiq

11.5.3

FMEA is
the offli

Process
offline t
analysis
classific

learhing process;

conmection of the machine learninglife cycle with the safety life cycle (also consider performing g

ine learning model;

A).

n and verification aspects are discussed in Clause 9,

PFMEA for offline training of Al technology \
applied at the process level, the functional level or the elemen;‘fével, for example, it is applie
1e training phase of the Al system. SN

”

8
FMEA (PFMEA) is used to analyse and eliminate possible sources of bias and limitation w
Faining process (e.g. during ML medel training béfore deployment phase). Additional me

Process

d during

thin the
thods of

are considered, such as classification FMEA (CFMﬁA), which is a technique specialized fo assess
htion-based perception (see Reference [79]). D)
<
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\\
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Annex A
(informative)

Applicability of IEC 61508-3 to Al technology elements

A.1 Overview

This ann
measure
with the
of an Al

NOTE
elements|

A.2 Ai
Annexg

Tables Al

ex aims to illustrate, as an example, the extent to which and the means whereby the techni
s listed in IEC 61508-3:2010[18] Annex A (and the relevant tables from IEC 61508-3:2010,
descriptions from IEC 61508-7:2010 [22]. Annexes B and C) are applied-for the techriology §
ystem that are compliant to current functional safety International Standards.

With respect to the classification scheme described in
while Annex B applies for Class Il elements.

Clause 6, this annex applies)to Class I Al tg

2

nalysis of applicability of techniques and measures in IE6'61508-3:2010
ps A and B to Al technology elements O

‘ »

1 to A.19 provide an approach to interpreting-the IEC 61508/3 Annex B and Annex C tablg

technolg

NOTE
IEC 6150

indicate dletailed descriptions of techniques or measures glveglnﬁEC 61508-7:2010 [22]. Annexes B and C.

gy elements of an Al system that are compliant to current fanctional safety International St

In Tables A.1 to A.19, the references in the column entitle'd ‘Technique or measure’ are to the (
8-3:2010, while the “B.x.x.x", “C.x.x.x" references in theCsecond column of each table (with head|

ues and
Annex B
blements

chnology

s for the
hndards.

lauses in
er “Ref.”)
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Table A.1 — Interpretation of software safety requirements specification (Reference:
IEC 61508-3:2010, Table A.1)

Technique or measure

Ref.

Interpretation for Al technology ele-

ments

la

Semi-formal methods

Table A.17

1b

Formal methods

B.2.2,C.2.4

There are several research papers work-
ing on this direction, see Reference [142].
Moreover, AADLI2Z] provides formal mod-
elling and semantics. Its use for formal
verification of certain'system behaviours

has been documented in literatur

, such

as[29] and.[30Regarding semi-for
methods for'ML, just about every
paper uses.semi-formal methods
describe their architecture; in the
of block diagrams, layer-descripti
links and input flow behaviour.

mal

ML

Lo

form
pns and

For

ward traceability between the system safety
requirements and the software safety requirements

0\‘

\’
\
N
7

AN

C.2.11

W

(A

For the use casg‘independent tech
elements: applicable as for non-A
elements<Bar the use case depeng
technglog& elements, in some cas
difficult to define a safety requirg
spg(;ification for Al model (e.g. th

s to detect all pedestrian on

ble use cases for pedestrians, (e.g
son on a wheelchair). On the othe
IEC TS 62988-11143] and 1EC 6149¢
for instance define a person deted
function that is decomposed into
ware functions and traced. For in

nology
system
ent

Ps it is
ments

e safety
the

G4road), but how to clearly define all possi-

a per-
- hand,
[144]
tion
Soft-
stance, a

certain number of pixels or measfirement

samples return a value with a spe
tolerance. This is used regardless
derlying software technology, ind
Al technology.

cified
of un-
luding

Ba

kward traceability between the safety require-

mepts and the perceived safety negds

C.2.11

Applicable for Al system element

as well.

Computer-aided specificatiof tgols to support ap-

prd

priate'techniques or measures in Table A.1

B.2.4

Applicable for Al system element

as well.

N

C\
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Table A.2 — Interpretation of software design and development -
software architecture design (Reference: IEC 61508-3:2010, Table A.2)

Technique or measure Ref. Interpretation for Al technology elements
Architecture and design feature
1 Fault detection C.3.1 |There are several possible methods for Al fault detec-
tion, for both runtime (inference) and offline (train-
ing), including:
— Checking the operational domain for distributional
shifts;
— Checking for new concepts (e.g. new objects,
different behaviour, new rules);
— Changes occurring.in the world(domain drifts,
new objects, changing rules).
So it is differentiated between faultdetection during
training and during inference.
2 Erjjor detecting codes C.3.2 |Applicableto Al technology p]zements as well.
3a |Failure assertion programming C.3.3 |This is possible also for 91 technology elementg (see
Reference [28]).
3b |Diverse monitor techniques (with inde- C.3.4 {Thisis possible alsp for Al technology elementg:
pemdence between the monitor and the monitor is elthe(«atradltlonally developed medhanism
mohnitored function in the same computer) or another Aftechnology (e.g. trained differentlly or
3c |Diyerse monitor techniques (with separa- G.3.4 me_lemerll\lt’kr@ Zn?ther 1?11_algorlthm_lchacpl).proack); or
tioh between the monitor computer and aving aNsmodular architecture with diverse PNN
thd monitored computer) solvingflie same problem and voted. ‘
34 |1Di dund ol tine th C35 Censider not only the diversity between the software
yerse EtE un anfc;;, mplemen 1n§ € o gnd’the Al algorithm, but also the diversity betjween
sarpe sottware satety requirements spec- [ the data on which ML algorithm is trained.
ifidation \ . . o
- - . To consider also hardware diversity is relevan{ for
3e |Functionally diverse redundancy, imple- L85 |software and it includes diversity in lower-levd]l soft-
menting different software safety require- | < ware implementation, diversity of compiled ingtruc-
mepts specification I tion, ihstruction execution, etc.
R\ Use.of diverse techniques is further discussed jn 10.2.4.
3f |Bagkward recovery \Q C.3.6 (Itisalso used for Al technology in principle (subject
& to sufficient storage state space) and increase‘s]‘fhe
N robustness of an Al result as well since such a thethod-
%\ ology introduces a kind of redundancy (slight dhanges
in the input vector).
3g |Stateless software deégﬁ\(or limited state | C.2.12 |Notappropriate for Al technology elements.
degign)
4a | |Reftry fault recevery mechanisms C.3.7 |Itisalso used for Al technology in principle (subject
to sufficient storage state space) and increase;]the
robustness of an Al technology result as well since such
a methodology introduces a kind of redundancy (slight
changes in the input vector).
4b Gr \,\,fu} d\,sl adat;uu C.3-8 FUI AI t\,\,huulus_y \,}\,ul\,uto, sl a\,\.ful dbsl adat; n iS ap_
plied in case of a lowered certainty of an output value.
5 Artificial intelligence - fault correction C.3.9 |Thisrequirement of the IEC 61508 series is under re-

view for future editions of IEC 61508-3 in line with the
work of ISO/IEC JTC 1/ SC 42 / WG 3.
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Table A.2 (continued)

Technique or measure Ref. Interpretation for Al technology elements
6 Dynamic reconfiguration C.3.10 |Thisrequirement of the IEC 61508 series is under re-
view for future editions of IEC 61508-3 in line with the
work of I[SO/IEC]JTC 1/ SC 42 / WG3.
There are different considerations based on the spe-
cific Al system element. For example, active learning
being dynamic reconfiguration of weights due to
individual robot learning, while regular updates are
process managed.
Modular approach Table A.19|Applicable to Al technology elements as well.
Usg of trusted or verified software ele- C.2.10 |Applicable to Al technology elements as well} l
mepts (if available) To be noted that verified'software it is ngtneeded for
all steps of Al model.development. It is.relevant for
inference, but not for.data collection{pbocess.
9 Foitward traceability between the soft- C.2.11 |Applicable to Al technology elements as well.
wa(ie safety requirements specification
andl software architecture D»
10 |Bagkward traceability between the soft- C.2.11 |Applicable to Al technolqu elements as well.
wa([l‘e safety requirements specification C
andl software architecture . CY
11a |Strjuctured diagrammatic methods C.2.1 -~ |Applicable to Al\t:e;chnology elements as well.
11b |Semni-formal methods Table-A:17 Applicable,g&A’I‘technology elements as well.
11c |Foymal design and refinement methods B:2.2, Applicab\le to Al technology elements as well.
C24 ~ Q
11d |Aufomatic software generation C.4.6 |BaSieprinciple of software development appropriate
alsc{for Al technology elements as well.
12 |Computer-aided specification and-design B.24 \‘"Applicable to Al technology elements as well.
todls )
13a |Cyglic behaviour, with guaranteed maxi- {.?11 Applicable toAl technology elements as well.
mum cycle time A
13b |Timpe-triggered architecture NF| 1C.3.11 |Applicable to Al technology elements as well.
13c |Evént-driven, with guaranteed maxiium C.3.11 (Applicable to Al technology elements as well.
regponse time 17
14 | Static resource.allocation 3 C.2.6.3 |Applicable to Al technology elements as well.
15 | Static synchronisation of access to shared C.2.6.3 |Applicable to Al technology elements as well. Tis is

res

ources = A\

managed through the associated embedded so

(e.g. runtime environment).

tware
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Table A.3 — Interpretation of software design and development -
support tools and programming language (Reference: IEC 61508-3:2010, Table A.3)

Technique or measure Ref. Interpretation for Al system technology
elements
Suitable programming language C.4.5 |Those measures are applicable for use case
: independent elements (e.g. CUDA C++ li-
Strongly typed programming language c.41 braries) while very difficult for the use case
Language subset C4.2 dependent elements (i.e. the models). In
other words, the code running on the target
still fulfils the objective of those measures
that are not applicable for the rest of the Al
S Y SLCIILL
4a |Ceiftified tools and certified translators C4.3 Itis difficult.because Commercial Qff-the-
Shelf (COTS).software is typically ihvolved.
However, a-distinction issimade abofit
trainingvs. inference. COTS like Tehsor-
Flow are used for model developmgnt and
training, but TensorRT converts th¢ models
into a runtime.engine for inference|and it is
certified. . O
4b |Toqls and translators: increased confidence from use C4.4 This meaSyreis considered for Al technolo-
gy devélgpment.
\:"‘
Table A.4 — Interpretation of software design and development -
detailed design (Reference: IEC 61508-3:2010, Table A.4)
N
Technique or measure ~ Ref. Interpretation for Al system tech-
‘W nology elements
la |[Strpctured methods c.21 Also appropriate for Al technology,
1b |Serhi-formal methods 1 Table A.17. |limited to the software aspectg (i.e. the
- use case independent elementg) and
1c |Formal design and refinement'methods < \%] B.2.2, architecture (ML model archit¢cture is
C24 usually described using diagrajms, con-
2 Computer-aided design-tools B.3.5 nections, etc. Modular approach is used
3 Defensive programm(s : Cos in ML models). Rather not appljcable
S o for the data related elements.
4  |Mogular approach N1y Table A.19
5 Degign and coding standards s+ C.2.6 Design standards are applicable to Al
% Table A.11 |technology elements as well.
: Coding standard (white box approach)
6 |Strpetyked PToBrammItey c.27 is applicable for use case independent
elements (e.g. CUDA C++ librarjes)
while very difficult for the use case
dependent elements (i.e. the mpdels).
7 | Usgq of trusted)or verified software elements (if avail- C.2.10 Applicable to Al technology elgments
ablp) as well.
8 Foilwdrd-traceability between the software safety C.2.11 Applicable to Al technology elements

re

uiréments specification and software design

as well
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Table A.5 — Interpretation of software design and development -
software module testing and integration (Reference: IEC 61508-3:2010, Table A.5)

Technique or measure Ref. Interpretation for Al system technol-
ogy elements
1 Probabilistic testing C.5.1 Applicable to Al technology elements as
well.
Al technology learns by available data:
given that it is obvious that data are
suitable for the desired task (in terms of
amount and distribution).
Attributes include:
— definition-of target probabllity;
— definition of test))set ysed for
measuring the actual probability;
— systematic specification of the test
set (aiming’ for complet¢ness to
achievg \the desired task, |but also
cons}d‘el\‘ing unintended behaviour).
2 Dymnamic analysis and testing B.6.5 Applicableto Al technology elements as
Table A12  |well
3 D4ta recording and analysis C.5.2 Applicable to Al technology elerents
_ (Jas'well. Scope for Al: Data Engitjeering
“) | (e.g. Setup, Management, Speciffication
C of Training, Validation and Test[Data
A sets)
4 Functional and black box testing \,8.5.1 Applicable to Al technology elefnents as
. B.5.2 well.
o) ‘Table A.13
5 Pefformance testing \‘ Table A.16. | |Applicable to Al technology elefnents as
R well.
6 M¢@del based testing Q\ C.5.27 Applicable to Al technology elefnents as
NS well.
7 Interface testing Q C.5.3 Applicable to Al technology eleinents as
N5 well.
8 Tept management and automat'{on‘tools C.4.7 Applicable to Al technology eleinents as
%2 well.
9 Fopward traceability between the software design C.211 Applicable to Al technology eleinents as
spgcification and the(m?)dule and integration test well.
specifications
10 Folrmal verification C.5.12 Some level is possible, but hardly possi-
ble for the whole Al system.
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Table A.6 — Interpretation of programmable electronics integration (hardware and software)
(Reference: IEC 61508-3:2010, Table A.6)

Technique or measure Ref. Interpretation for Al system technolo-
gy elements
1 Functional and black box testing B.5.1 Applicable to Al technology elements as
B.5.2 well.
Table A.13
2 Performance testing Table A.16 |Applicable to Al technology elements as
well.
3 Forward traceability between the system and C.2.11 Applicable to Al technology elements as
Sof JALQALO ADC;gh v‘nqniv‘nmnnfc Ff\l" ]’\QY'I"‘A"JT‘D ’th‘ ‘I\YCI]]
soffware integration and the hardware and software
intpgration test specifications

Table A.7 — Interpretation of software aspects of system safety validation (Referencd:
IEC 61508-3:2010, Table A.7)
Technique or measure Ref. Interpretatjion:for Al system technolo-
. By elements
Prgbabilistic testing C.5.1 See TablgA-.E'S, row 1.
Prqcess simulation (.5.18 Applj‘c:'glble to Al technology elemgnts as
welli
3 Moldelling Table A.15,’.A‘ﬁplicable to Al technology elemgnts as
well.
4 Functional and black box testing B,5.1,\ Applicable to Al technology elemdnts as
.B&S.Z well.
Table A.13
5 Foijward traceability between the software safety SN C.2.11 Applicable to Al technology elemgnts as
reduirements specification and the software safet$x well.
valjdation plan A~
6 Bag¢kward traceability between the software gﬁfety C.2.11 Applicable to Al technology elemgnts as
valfdation plan and the software safety I:e‘q'}su‘rements well.
spdcification \)
Q
« N
DN
\\ A
X4
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Table A.8 — Interpretation of modification (Reference: IEC 61508-3:2010, Table A.8)

Technique or measure

Ref.

Interpretation for Al system technology
elements

Impact analysis

C.5.23

Applicable to Al technology elements as
well.

Addition: Impact analysis considers the ap-
plicability of an Al element in the operating
context to which it is integrated.

Change management planning considers all
foreseeable trigger events that can imply a
change, such as explicitly planned continu-

ous changes, changes due to detect¢d anom-
alies, or changes due to aging of dérhands.
Since changes are already foreseen during
development, change mapagement {s ex-

plicitly considered in the sdfety pla
already (e.g. by defining a model ch
protocol and definjng'the actions to

ning
hinge
be per-

formed in such g\Qcase).

Events that cgﬁtrigger change are 3lso
considered®

R

(9]

Yerify changed software module

C.5.23

ApplicgiE).le to Al technology elements as

welk)$”

R

(9]

yerify affected software modules

C.5.23

Apfﬂicable to Al technology elements as

well.

4a

Revyalidate complete system

Table AP

DN

blements
change.

Also appropriate for Al technology
as well depending on the impact of

4b

Regression validation

05,25

Applicable to Al technology elemenfts as

well.

Softtware configuration management ‘
%,
-

L4

C.5.24

Applicable to Al technology elements as

well.

N

\
N
0\'1'

Data recording and analysis

C.5.2

Applicable to Al technology elemenfts as

well.

Fogward traceability. between the Software safety
requirements specification and the software modi-
fication plan (including reverification and revalida-

tiof) AN

C.211

Applicable to Al technology elemen
well.

S as

Ba¢kward traceability between the software modi-
fication plan (includin r;-e@erification and revalida-
tiop)and the softwarésafety requirements specifi-
catfion

C.211

Applicable to Al technology elements as

well.
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Table A.9 — Interpretation of software verification (Reference: IEC 61508-3:2010, Table A.9)

Technique or measure Ref. Interpretation for Al system technolo-
gy elements

Formal proof C.5.12 Some level is possible, but hardly possible
for the whole Al application (due to the
size of executable code, formal analysis
works only for portions of the code)

Animation of specification and design C.5.26 Applicable to Al technology elements as
well.

Static analysis B.6.4 Those measures are applicable for use

Table A 18 case indpppndpnf elements (p g CUDA
Dyhamic analysis and testing B.6.5 C++ libraries) while it can be merg diffi-
Table A.12 |cultfor thewse case dependentelements
' (i.e. the models). The expréssivenfess is

not the.same as in traditipnal code.

Foitward traceability between the software design C.2.11 Applicable to Al technology elemé¢nts as

spgcification and the software verification (includ- well.

ing data verification) plan Do

Ba¢kward traceability between the software ver- C.2.11 Applicablelto‘:AI technology elem¢nts as

ifidation (including data verification) plan and the well. X C

soffware design specification oA

Offline numerical analysis C.2.13 Ap IjE'able to Al technology elemé¢nts as

Well

£
”

Table A.10 — Interpretation of functional safety assessment (Reference: IEC 61508-3:20
Table A.10)/.

~7

10,

Technique or measure 2 “VRef. Interpretation for Al system technolo-
XN gy elements
Checklists ) ' B.2.5 Applicable to Al technology components
X X as well, specialities of Al are addiessed
Degision tables and truth-tables W\ A C.6.1 Applicable to Al technology elem¢nts as
N well.
Failure analysis \" Table A.14 |Applicable to Al technology elem¢nts as
. > well.
Coinmon cause failure analysis dfdiverse software (if C.6.3 Also appropriate for Al on systenj level.
di\:Iere software is actually use‘ﬂ)
Reiiability block diagramiy, C.6.4 Applicable to Al technology elemé¢nts as
O well.
Fotward traceability between the requirements of C.2.11 Applicable to Al technology elemé¢nts as
Clajuse 8 and theplan for software functional safety well.
asgessment
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Table A.11 — Interpretation of design and coding standards (Reference: IEC 61508-3:2010,
Table B.1)

Technique or measure

Ref.

Interpretation for Al system technolo-
gy elements

Use of coding standard to reduce likelihood of errors C.2.6.2 |These measures are applicable for use
No d ic obiect Cc2.6.3 |caseindependentelements (e.g. CUDA C++
° ynam%c ° ](?c > libraries) while very difficult for the use
3a_ |No dynamic variables C.2.6.3 |case dependent elements (i.e. the models).
3b |Online checking of the installation of dynamic varia- C.2.6.4 |Furthermore, some of the IEC 61508-3
bles requirements (e.g. 2;3a, 3b) are some-
4 Limited use of interrupts C.2.6.5 |times not suitablefor state-of-the-art
— : Software development [1ke object{oriented
5 L1r+1ted use of pointers C.2.6.6 programming languages.
6 Linpited use of recursion C.2.6.7
7 Nofunstructured control flow in programs in higher C.2.6.2
level languages
8 Nojautomatic type conversion C.2.6.2
e
Table A.12 — Interpretation of dynamic analysis and testing (Reference: IEC 61508-3:2(10,
Table B.2) C
Technique or measure Ref lntefﬁj’étation for Al system technology
N\ elements
1 Tegt case execution from boundary value analysis$ C.54 ’A})’f)licable to Al technology elements as
well.
2 Tedt case execution from error guessing 5.5" |Applicable to Al technology elemenits as
\a well.
3 Tegt case execution from error seeding “.C.5.6 [Applicable to Al technology elemenits as
) well.
4 Tegt case execution from model-based test case gem- C.5.27 JApplicable to Al technology elemenits as
eration ’\. well.
5 Perfformance modelling o\ C.5.20 ~ |Applicable to Al technology elemenits as
R\ well.
6 Eqtivalence classes and input partitiQii testing C.5.7 Applicable to Al technology elemenits as
j\.\ well.
7a |Strjctural test coverage (entry:po‘mts) 100 % C.5.8 Those measures are applicable for fise
7b |Strjctural test coverage (stafer‘nents) 100 % C.5.8 |case 1r_1dependent elements (e.g. CUDA C+
libraries) as also for the code descrfbing
7c |Strphctural test covera}ge{branches) 100 % C.5.8 the model, even if the expressiveneks is not
7d |Strjictural test covera\ge - modified conditions and C.5.8 '_Ehe same as in tradition.al code. Hoyvever,
dedisions, (Modified condition/decision coverage - it can be difficult to achieve adequdte test
MCyDC) 100 % coverage of the input space.
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Table A.13 — Interpretation of functional and black box testing (Reference: IEC 61508-3:2010,

Table B.3)
Technique or measure Ref Interpretation for Al system technolo-
gy elements
1 Test case execution from cause consequence diagrams | B.6.6.2 |Applicable to Al technology elements as
well.
2 Test case execution from model-based test case gener- C.5.27 |Applicable to Al technology elements as
ation well.
3 Prototyping or animation C.5.17 |Applicable to Al technology elements as
well.
4  |Eq{valence classes and Input partition testing, includ- | C.o.7 C.o.4 |Applicable to Altechnology elemepts as
ingboundary value analysis well.
5 Prqcess simulation C.5.18 |Applicable to Al technology,elemepts as
well.
Thble A.14 — Interpretation of failure analysis (Reference:IEC 61508-3:2010, Table B.4)
Technique or measure Ref Interpretationw for Al system teclinology
/> elements
la |Cayse consequence diagrams B.6.6.2 |Applicabletd-Al technology elementk as
1b |Evdnt tree analysis B'6.6.3 well_. P;a}}l_l‘re analyses also considerd data
engineering aspects.
Faylt tree analysis B.6.6.5 \:,‘
Soffware functional failure analysis B.6.6.4, \
\
Table A.15 — Interpretation of modelling (Refeéxence: IEC 61508-3:2010, Table B.5)
4
Technique or measure ‘\' Ref Interpretation for Al system technolo-
¢ \D gy elements
1 Data flow diagrams A% C.2.2 Applicable to Al technology elemepts as
bV well.
2a |Finfite state machines . .,'\\ B.2.3.2 Applicable to Al technology elemepnts as
AN well.
2b |Foimal methods \C B.2:2,C.2.4 |Applicable to Al technology elemefts as
~- well.
2c |Time Petrinets f ! B.2.3.3 Applicable to Al technology elemepnts as
k well.
3 Perfformance modellh&g ;\\ C.5.20 Applicable to Al technology elemepnts as
well.
4 Prgtotyping or ariimation C.5.17 Applicable to Al technology elemepts as
well.
5 Structure diagrams C.2.3 Applicable to Al technology elemepts as
well.
Tab | =3 A-i\r.l }lltcl Pl ctatiuu Uf pcn fUl HHIAlILT tcat;us (Rcfcl CIICC., IEC 1538 S-AULG, Tab}c 3-6)
Technique or measure Ref Interpretation for Al system technolo-
gy elements
1 Avalanche or stress testing C.5.21 |Applicable to Al technology elements as
well.
2 Response timings and memory constraints C.5.22 |Applicable to Al technology elements as
well.
3 Performance requirements C.5.19 |Applicable to Al technology elements as
well.
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Table A.17 — Interpretation of semi-formal methods (Reference: IEC 61508-3:2010, Table B.7)

Technique or measure Ref Interpretation for Al system technolo-
gy elements

1 Logic or function block diagrams See IEC |Applicable to Al technology elements as

61508- |well.
3:2010,

Table B.7
Note 1

2 Sequence diagrams see [EC |Applicable to Al technology elements as

61508- |well.
3:2010,

Table B.7
Note 1

3 Data flow diagrams C.2.2 Applicable-to Al technology elemnts as

well.

4a |Firlite state machines or state transition diagrams B.2.3.2 |Applicable to Al technology elemgnts as

well.

4b |Tirhe Petri nets B.2.3.3" |Applicable torm technology elemnts as

well. O

5 Entity-relationship-attribute data models B.24.4  |Applicdble;to Al technology elemnts as

wellf )

6 Mefsage sequence charts C.2.14 Applicable to Al technology elemgnts as

well.
7 Defision tables or truth tables C.61N Applicable to Al technology elemgnts as
N well.

8 Unjfied Modelling Language (UML) ~.3.12 Applicable to Al technology elemgnts as
X well.

"\
Table A.18 — Interpretation of static analys]s (Reference:1EC 61508-3:2010, Table B.§))
Technique or measure " Ref Interpretation for Al system terhnolo-
\\ gy elements
1 Bofindary value analysis R\ C.5:4 Those measures are applicable foif use

- .

2 Cheécklist Q B2.5S case independent elements (e.g. CUDA C++

peests i :\_‘ libraries) as well as for the code dg¢scrib-

3 Control flow analysis Q) €59 ing the model, even if the expressiveness

4 Data flow analysis (@ C.5.10 is not the same as in traditional cqde.

5 Erdor stossin C5s However, it can be difficult to achieve ade-

8 & > N\, = quate test coverage of the input sgace.

6a |Foymalinspections, iﬂ:luding specific criteria C.5.14

6b Wallk-through (software) C.5.15

Syrhbolic execution C.5.11
Degign review C.5.16 Applicable to Al technology elemepts as
well.

9 Staltic analysis of run time error behaviour B.2.2,C.2.4 Those measures are applicable foif use
Tase imdependentetements (e.g- CUDA C++
libraries) as well as for the code describ-
ing the model, even if the expressiveness
is not the same as in traditional code.
However, it can be difficult to achieve ade-
quate test coverage of the input space.

10 |Worst-case execution time analysis C.5.20 Applicable to Al technology elements as

well.
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Table A.19 — Interpretation of modular approach (Reference: IEC 61508-3:2010, Table B.9)

Technique or measure

Ref

Interpretation for Al system technolo-
gy elements

Software module size limit

C.29

Software complexity control

C.5.13

Information hiding or encapsulation

C.2.8

Dlw(Nn|R

parameters

Parameter number limit, fixed number of subprogram

C.29

One entry one exit point in subroutines and functions

C.2.9

Those measures are applicable for use
case independent elements (e.g. CUDA C++
libraries) as well as for the code describing
the model, even if the expressiveness is
not the same as in traditional code. How-
ever, it can be difficult to achieve adequate
test coverage of the input space. Software
size (considering number of code lines)

4 4l 1k o S 1o
TS TIOTC CIIC CTTICCTIa Uouac L aclIcr a uumber Of

parameters; such as a limited nunjber of
neural network nodes or of conne¢tions or
layers. Complexity is redefined foif ML. It
is combined with size,orypes of fonnec-
tivity.between layers;since DNNs|do not
typically have branehing statemerts.

Fullly defined interface

C.2.9

Applicable to Abfechnology elemepts as
well. O
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Annex B
(informative)

Examples of applying the three-stage realization principle

B.1 Overview

This ani
Clause 6

B.2 E>

The example described in this clause is an automotive system comprising two layers:

— the

routles and commanding actuation including steering, braking; C

— the
exe(

NOTE 1
using IE
“safety gpa

Itis assymed that the system includes cameras and the related data are processed by a perception a
based on deep learning (DL) algorithm like a DNN. An‘¢Xample of this type of DNN is DriveNet[1l.

A typica

NOTE 2

functiong arid’related monitors.

nex describes non-exhaustive examples on how to apply the classification scheme desd
and the three-stage realization principle described in Clause 7.

rample for an automotive use case

Q‘%
mission layer, is responsible for perceiving the environment, taking ﬂetlslons including

g

protection layer, which provides safety functions such as 1den‘tffy1ng conditions under Y

ute a protective stop or brake command. »

The mission layer is referred to as the “item”, using SO 26262~ 1['1—] terminology or the “EUC contrd

61508-4[19] terminology. The protection-layer is referred to ‘as the part of the system guarant

al” using I1SO 26262-1 terminology or the “safety- relatqi System using IEC 61508-4 terminology.
/

representation of this system is show&ﬁ*Flgure B.1.
H - - \: TN
! i -
1 Camera ) Camera Perception B Fusion Al Actuation
- . Control
1
T T T >
1 - 1
0&@ .' > ‘\ k :
1 g Perception g
s H ) . |
@ H v\ Monitor —:
e e e ——————

=4
{E?iiig' {Radar, Lidar} Perception

Figure B.1 — Example of an automotive system

ribed in

blanning

which to

| system”
being the

gorithm

In'Figure B.1 light grey boxes represent sensing inputs, actuators; dark grey represent perceptidn related

The scope of the example is limited to the area outlined by the dashed line in Figure B.1, i.e. the camera
perception DNN, the related sensing path (i.e. the camera) and related monitors. The other perception paths
(lidar, radar) that is involved in the system, the related fusion and the planning and actuation functions are

not in scope.

The Al technology used in this system is considered of a Usage Level A1 as described in 6.2, bec
used in a safety relevant E/E/PE system and automated decision-making of the Al system is p0551ble. Based
on the principles described in Clause 8, the following properties are identified for this use case:

— Spe

cifiability: How to specify pedestrian appearance in an image?
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— Interpretability: How to get insight into design?

— Generalization: Can the DNN interpolate across input domain?

— Domain shift: [s the DNN operating in training data domain?

— Robustness-safeness: Can small perturbations (malicious or not) change output?

— Diversity: What does diversity mean in the context of DL and how to ensure that diversity is sufficient

(e.g.

different DL architectures, different training data sets)?

— Confidence: How to consider confidence levels in the context of DL?

These pt1

operties are mapped to the three stages of the realization principle as shown in Table B.1.

Table B.1 — Mapping of properties to the realization principle stages

Acquisition from inputs Knowledge induction Processing and genera-
and data from training data and tion of outpyts
human knewledge
Specifiapility - X s . X
Interpré¢tability - - \~l C X
Generaljzation - - Q0 X
Domain|shift - X X X
Robustness-safeness X ,;\/‘ X
Diversity X \ X X
Confidehce - N - X
The Al technology used in this system.is considered ofa Class I, because, as shown in Table B.2, |it is still
possible|to identify a set of available methods and techniques satisfying the properties (e.g. it is still|possible
to use dertain compensation methods of verification and validation), so that the Al technology meets
outlined|criteria and the development follows sp\t&-ble processes.
Table B.P provides an example of the analyss of the properties.in the applicable stages of the three-stage
realization principle, and-identifies the topi‘es the KPIs and the available techniques and measures to satisfy
those prpperties. Q
N
NN
\\ A
X4
.\\
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Table B.2 — Example property analysis

Stage: knowledge induction from training data and human knowledge
Desirable property: Specifiability

. . Available methods with
Topic Details
references
amount of data. d
ata set coverage.
type of data needed (e.g. data set distribution.
object classes, object
specification of data_ _defmltlon, Weatlllle_r example: the data set
the datagset Conlelons’ geographic contains images acquired for
domain, background scene). different road types during
division of data between differing weather COHC!lt.l(.)nS
o i and the data acquisition
training, validation and takes place durine davti
testing, akes place during daytime.” | _ o0 %5 ation
— labellingquality distribution.| _ . tive learning.
— data annotation. — example: the road lane D
boundaries( jare marked| .
ificdtion of |— treatment of  occluded pixel by pixel. Each image|’
lSpbeClll_lCc 10{1_0 objects. is annotated by P
abelling poficy independent annOta-t'ors.
— number of  annotators The ~amount of 18 05 of
annotating the same data. randomly sele(;tgd/data are
additionally anfiétated by a
third annotator.
-\/\'
B.3 Example for a robotics use case «
N\
The exafnple described in this clause’is an autonomous\moblle platform that transports materials afound an
industripl warehouse. & \¥.

The syst

The
task
map

The
and

The over

robot (ty

The scoy
only safé
each oth

lem is separated between applicatior;q‘nd safety domain:
\

s and updatés,rand local onr device software for carrying out the tasks (localization, na
ping). O

. . XY . . .
safety. domain provides-safety functions such as emergency stop, protective stop, speed li
muting.

N
N\

all system is_classified as a driverless industrial truck under 1SO 3691-4[145] and industrig
pe B) under:ANSI/RIA R15.08-1[146],

e of the'example is limited to the implementation of the protective stop safety function, as t
bty funetion that utilizes machine learning. It is assumed that each safety function is indep4
ers.and that the application domain is isolated from the safety domain.

application domain includes w11=eless communication with the fleet management system t¢ receive

Jlgathl’l

mitation

] mobile

his is the
ndent of

A simplified representation of this system, limited to the components relevant to the protective stop safety
function, is shown in Figure B.2. Camera sensors around the robot provide images to a neural network,
which produces a depth image. The depth image is converted into a 3D view of the scene. A check is made to
see if a safety violation occurs. If so, a protective stop output is sent to the motor. While additional sensors
are shown on the robot, it is assumed the safety function is implemented on each sensor independently

(rathert

han a “system of systems”).
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Industrial mobile robot

P & S —

Senspr i Logic Actuator

Sif

YN

o0oooo
ooooo

Protective stop output

Depth network
|
" Safety zonp
RGB images Depth image 3D view > ) y T
violation
Z \“
N T
\
S Safety paramgters

oV
Figure B.2 — Example of industrial mgwle robot

”

The software components in dark grey with bold black outlihe (i.e. depth network and depth image)
represeijts logic and outputs directly produced by the machii¢ learning model. All other components in grey
are not Within the scope of this document because they43 validated using existing International Standards.
The darl grey components are considered Usage LevelAT as described in 6.2, since they are used in} a safety
relevant{E/E/PE system and automated decision-maki‘hg of the Al is possible.

R
Based on the principles described in Clause 8, the‘properties addressed by the Al components are:
\

— Spegifiability: What.arethe requiremsQ‘tE of the network? How do those requirements map to|existing
Intefnational Standards for safety sensors, such as-JEC 61496-11144] and IEC TS 62998-1[14}1? What
congtitutes the training images fokthe neural network, how are those images mapped to the operating
environment? How many imagesracross different classes, are sufficient for training?

» )
— Donjain -shift: What if the ’déployment environment is different from the environment usedl during
training?

>N\
\
— Verifiiability: How is<the neural network performance assessed? How does this assessment map to
exisfing International Standards for safety sensors, such as IEC 61496-1[144] and IEC TS 62998-11431?

— Robjpistness{How robust is the neural network to perturbation of the input data due to differenjt causes
(hajdware, environmental factors, operational changes, ageing, etc.)?

— Interpretability: Are the results produced by the network understandable? Do the produced results
correspond to the expected results, as defined by the safety requirements?

— Transparency: Are the components that make up the machine learning model understood? Is there a
reason for design choices? Do those choices map to input requirements?

Table B.3 maps the properties to the three-stage realization principle of Clause 7.
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