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FOREWORD

1) ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
collaborate in fields of mutual interest. Other international organizations, governmental and non-governmental, in
liaison with ISO and IEC, also take part in the work. In the field of information technology, ISO and IEC have
established a joint technical committee, ISO/IEC JTC 1.

2) The formal decisions or agreements of IEC and ISO on technical matters express, as nearly as possible, an

international consensus of opinion on the relevant subjects since each technical committee has represen

om all interested IEC National Committees and ISO member bodies.

3) IEC, ISO and ISO/IEC publications have the form of recommendations for international use andgare’acc

y IEC National Committees and ISO member bodies in that sense. While all reasonable efforts dre ma
nsure that the technical content of IEC, ISO and ISO/IEC publications is accurate, IEC or ISO-cannot bg
sponsible for the way in which they are used or for any misinterpretation by any end user!

ation

epted
de to
held

4) In order to promote international uniformity, IEC National Committees and ISO memberbodies undertake to
pply IEC, ISO and ISO/IEC publications transparently to the maximum extent posSible in their national and
gional publications. Any divergence between any IEC, ISO or ISO/IEC publication and the correspopding
ational or regional publication should be clearly indicated in the latter.

5) IEC and ISO do not provide any attestation of conformity. Independent certification bodies provide confgrmity
ssessment services and, in some areas, access to IEC marks of conformity. IEC or ISO are not responsible
r any services carried out by independent certification bodies.

6) Il users should ensure that they have the latest edition of this publication.

7) o liability shall attach to IEC or ISO or its directors, employees, servants or agents including individual ejperts
gnd members of their technical committees and IEC National Committees or ISO member bodies fof any
personal injury, property damage or other damage of any nature whatsoever, whether direct or indirect, pr for
gosts (including legal fees) and expenses arising out of thexpublication of, use of, or reliance upon, this ISP/IEC
gublication or any other IEC, 1ISO or ISO/IEC publications

8) Attention is drawn to the normative references cited in this publication. Use of the referenced publicatigns is
indispensable for the correct application of this publi¢ation.

9) Attention is drawn to the possibility that some_of the elements of this ISO/IEC publication may be the subjgct of
patent rights. IEC and ISO shall not be held résponsible for identifying any or all such patent rights.

The|main task of IEC and ISO teghnical committees is to prepare International Standqrds.

However, a technical committee may propose the publication of a Technical Report when it

has [collected data of a different kind from that which is normally published as an International

Standard, for example "staté of the art".

ISOJIEC TR 30166, which is a Technical Report, has been prepared by subcommitted 41:

Inteqnet of Things~ and related technologies, of ISO/IEC joint technical committe¢ 1:

Infogmation technology.

The text of.this Technical Report is based on the following documents:

Enquiry draft Report on voting
JTE+=SC41t/95/DTR JTE=SCAtH+13IRVDTR

Full information on the voting for the approval of this Technical Report can be found in the
report on voting indicated in the above table.

This

document has been drafted in accordance with the ISO/IEC Directives, Part 2.

IMPORTANT - The 'colour inside’' logo on the cover page of this publication indicates
it contains colours which are considered to be useful for the correct
understanding of its contents. Users should therefore print this document using a
colour printer.

that
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INTRODUCTION

The lloT (Industrial Internet of Things) is an identified vertical of the 10T, as seen throughout

this document in general.

It consists of Industrial (electronic) communication-capable electronic systems and devices,

which can be recognized as the integration base, to allow seamless communication,

data

processing, data access and data exchange in regard to sensors (sensing), auto-ID

(automatic (global, unique) identification), and actors (acting, steering).

Thisr
excl
a flat, mesh or hierarchical architecture.

This|document is intended for those users who want to get a large-scale informative over,
of the current standardization activities and standardization landscape of SDQs, consortia

open-source communities in the field of lloT.

Thefefore, it is primarily intended for standardization managers, system, architects, OT and IT
spegialists with a substantial understanding of technical language (iny the context of disgrete

manpfacturing and/or process industries and with a focus on futdre global advanced s

induptries.

It lisfs also national and cooperative initiatives in regard todl1o0T and the partly touching fie

Smart Manufacturing — with at least distinct working activities on IloT in terms of
capabilities and individual working scope. It also lists the identified ones in Annex A.

Firs{ of all, a definition is used based upon work.by CESI in the whitepaper on IloT fronm the

Chirla NC in 2017:

and to achieve the efficient utilization of the resources.

Intelligent\perception. It is the base of lloT. The massive data generated

"lloT is a new industrial ecosystem of service driven built based on the net
interconnection, data interoperability and system interoperability of indugtrial
resources, to realize the flexible configuration of the manufacturing materials, thg on-
demand execution of the (manufacturing process, the rational optimization of
manufacturing process and the rapid adaptation of the manufacturing environment,

industiial” production, logistics, sales and other industrial chain links are
information data of different dimensions in the industrial life cycle obtained by IIdT in
stch perceptual means as the sensor and RFID, including: State information a
industrial resources, such as personnel, machines, raw materials, processes

vork

the

lloT shows six typical features: intelligent perception, ubiquitous connectivity, prgcise
control, digital'modelling, real-time analysis and iterative optimization. (See Figure

from
the

pbout
and

anvirnonmant
e oRHeHt:

Ubiquitous connectivity. It is the precondition of l|loT. Industrial resources are
connected or linked to the Internet through wired or wireless ways, forming a
convenient and efficient information channel for lloT and realizing interconnection and
intercommunication of industrial resource data, and the breadth and depth of the
connection between machines and machines, machines and people, machines and the

environment are expanded.

Digital modelling. It is the method of lloT. Digital modelling maps industrial resources
into digital space, and simulates industrial production processes in a virtual world,
which can realize the abstract modelling of all elements in industrial production
process by virtue of the powerful information processing ability in digital space and
provide effective decision-making for the operation of industrial chain of lloT entities.
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Real-time analysis. It is the means of lloT. The perceived industrial resource data can
be processed in real time in in digital space by means of technical analysis, to obtain
the internal relationship between the state of industrial resources in the virtual and the
real space; in addition, the abstract data can be further visualized to complete the
real-time response of external physical entities.

Precise control. It is the purpose of lloT. Through the processes of state perception,
information interconnection, digital modelling, real-time analysis, etc. of industrial
resources, the precise control can be converted into the control commands that the
industrial resource entities can understand based on the decision formed in virtual
space, and then practical operation shall be conducted to achieve precise information

interaction and seamless collaboration of industrial resources. Q

Iterative optimization. It is the effect of lloT. lloT system can learn and u de itself
continuously. It can form effective and inheritable knowledge base, rr% I base|and
resource base by processing, analyzing and storing industrial resource’ data. It|can
iterate and optimize till the optimal goal facing industrial resourcer%nufacturing raw
materials, manufacturing processes, manufacturing processegz@ d manufactyring
environment."

N

Digital
modeling

Ubiquitous
connectivity &=

On-demand
execution of
manufacturing

Intelligent FI_eX|b|e
perception configuration
N
of raw
materials

Reasonable
optimization of Real-tim
manufacturing analysi

processes

C)i : / Rapid adaptation
Q/ ) D) of manufacturing

environment

Precise
control

Iterative
optimization

IEC

SOURCE: CESI

Figure 1 — Six typical features of lloT
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loT is causing dramatic technological changes to the classical manufacturing and process
world: New technological and methodological manufacturing concepts like predictive
maintenance, adaptive MES/ERP management, big data analysis, augmented reality, Twin-
models (Digital), 3D printing, smart grid, intelligent maintenance systems, Artificial
Intelligence, CPS (cyber physical systems), CPPS [cyber physical production systems (the
5C’s: connection, conversion, cyber, cognition and configuration)] and many more are the
drivers of this technological shift. This highlights the urgent need for standardization to enable
coexistence, interoperability, in seamless functionality across all these aspects to the lloT,
often also called the “fourth industrial revolution”.

However, there is a strong “crossover” in_public_recognition between “lloT” and “Smart
Manufacturing” (SM) recognized by all in global advanced manufacturing and ~Smart
Manufacturing and in loT engaged SDOs, organizations and other interested groups.

It is ftruly difficult to set or identify a hard border-line between both these topicsoflinterest{and
ongging development because the overlap shows that often three out of four named topicg are
handled on both the SM side and the IloT side, which leads to about 75 %~0verlapping space
being identified.

As this is still an ongoing process of development, it will be considered for review in all fyture
revigions to this document.

lloT|can be defined upon the IoT reference architecture (ISO/IEC 30141), as described |ater
on.

This|document has three main focused outcomes:

IJoT definition (domains, as well as lloT..systems and landscapes: This providgs a
gtructural analysis of all the materials collected and analysed, restructured by subclatises
ih Clause 5 and outlining different characteristics, technical aspects and functional as|well
s non-functional elements of the Ilo\ structure surrounded by appropriate analytic vjews
nd comments on standardization &Cit.

Considerations about future standardization in lloT: This document takes a look af the
future of standardization «regarding IloT in Clause 6. Therein it describes | the
gtandardization perspective.and the necessary risk analysis to be undertaken. It analyses
Hentified problems, challenges and lists potential work items for standardization as wdll.

An overview of identified relevant standards and industrial initiative in relation to (loT:
Listing all the identified SDOs, non-SDOs, and former smart manufacturing and global
gdvanced manufacturing initiatives as input for further development on standardizatign in
the IloT field\Vin collaboration with Smart Manufacturing, which is the field having| the
nearest scope to lloT. Even knowing that these standards are huge in number and mostly
related to_smart manufacturing as well as global advanced manufacturing, they establish a
Raseline”in relation to each other as well as with regard to new upcoming lloT relpted
gtandards.

Clause 6 covers the main conclusions, considerations and outlook to normative roadmapping.
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Scope

This document describes the following:

e general Industrial loT (lloT) systems and landscapes which outline characteristics,

tEchnical aspects and functional as well as _non-tunctonal elements of the 1ol strugture
gnd a listing of standardizing organisations, consortia and open-source communities'|with
work on all aspects on lloT;

e donsiderations for the future standardization perspective of lloT including-tisk analysis,
new technologies and identified collaborations.

2 Normative references

Thefe are no normative references in this document.

3 [ferms and definitions

No terms and definitions are listed in this document.

ISOland IEC maintain terminological databases\for use in standardization at the folloying

addresses:

o |EC Electropedia: available at http://www:electropedia.org/

e |SO Online browsing platform: available at http://www.iso.org/obp

4 Abbreviated terms

3D Three Dimensional (mostly in CAD/CAE)

5G-ACIA 5G Alliance for Connected Industries and Automation

AAS Asset‘Administration Shell (often shortened to Administration Shell)

Al Artificial Intelligence

AIOTI The Alliance for the Internet of Things Innovation

ASMT American Society for Testing and Materials

AutdmationML  Automation (Domain Language) Markup Language (like XML)

CcCsA China Communications Standards Association

CESI China Electronics Standardization Institute

CIM Computer Integrated Manufacturing

CPPS Cyber Physical Production System

CPS Cyber Physical System

CT Communication Technology

DDS Data Distribution Service

DIN Deutsches Institut fir Normung (German MB to ISO)

DKE Deutsche Kommission fir Elektrotechnik (German NC to IEC)

e@Class (electronic) @ Classification and Product description

EC Edge Computing
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ECC Edge Computing Committee (China)

ETSI European Telecommunications Standards Institute
FOAF (Friend of a Friend) [ontology]

FOSS Free Open Source Systems

GD Gateway Devices

GloT Green loT (A LPWAN loT total solution provider)
GSMA GSM Association

GuUI Graphic user interface

H20RO0 Horizon 2020 (EC/EU Founding Research program)
HMI Human—Machine Interface

14.0 Industrie 4.0

ICT Information and Communication Technology

IDSA International Data Spaces Association

IEC International Electrotechnical Commission

IEEE Institute of Electrical and Electronics Engineers
IETH Internet Engineering Task Force

lc Industrial Internet Consortium

loT Industrial Internet of Things

IRA Industrial Internet Reference Architecture

Industrial CPS  Industrial Cyber-Physical-System

loT Internet of Things

IP Internet Protocol

IRTH Internet Research TaskiForce

ISA International Society,of Automation

ISG ETSI Industry Specification Group — for cross-cutting Context Information
Management

ISO International Organization for Standardization

IT Information Technology

ITU International Telecommunications Union

ITU4T I'U Telecommunication Standardization Sector

VI Industrial Value-Chain Initiative (Japan)

JWG Joint working group

LNI Labs Network Industrie 4.0 (Standardization Council 14.0 DIN/DKE/VDE)

MB Member Body (ISO)

M2M Machine-to-machine

NC National Committee (IEC)

NIST National Institute of Standards and Technology

NRM Normative Roadmap Rev. 3.0 (defined by SCI, see below)

OoOMG Object Management Group

OneM2M One Machine to Machine collaboration — by different NBs (USA, EU/EC, JP,
China, Korea)

OPC OLE (object linking and embedding) for Process Control

(O] Open Systems Interconnection Model

oT Operational Technology
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PLC Programmable Logic Controller

QoS Quality of Service

RA Reference Architecture

RAMI 4.0 Reference Architecture Model Industrie 4.0 (IEC PAS 63088:2017)

R&D Research and Development

RDF Resource Description Framework

RTLS Real-Time-Locating-System

SAG Strategic Advisory Group

SCI SCI 4.0 (Standardization Council Industrie 4.0)

SDN Software Defined Network

SDN Software Defined Networking

SD(C Standards Developing Organization

SEG Strategy Evaluation Group

Semanz4.0 Semantics for 14.0

SG Study Group

SM Smart Manufacturing

SM/|loT Smart Manufacturing/lloT (Common View)

SmartM2M Smart Machine to Machine (Focus: Communication)

SOA Service Oriented Architecture

TC Technical Committee

TCP Transmission Control Protocol

TDIA Telecommunication Development Industry Alliance

TMBG Technical ManagementiBoard Group

ToR Terms of reference

TSN Time Sensitive, Networking

UA Unified Architecture

UdF Usine de Future (France NB)

VDE Verband der Elektrotechnik, Elektronik und Informationsted
(Germany NC in IEC)

W3( World Wide Web Consortium

WSDHL Web Services Description Language

5 JloT.systems and landscape, see [1]

5.1

Overview

5.1.1 General

hnik

Figure 2 depicts a structural view of lloT as the big picture, showing how IloT is constructed.

Figure 2 should give a base impression of the complexity and structural setup of lloT,
intended as a common view; all technical details and aspects shown therein are explained in
the following clauses and subclauses.

It shows up a static as well as dynamic layered view consistently built up from the bottom (the
OT Operation Technology World) to the top (the IT-World).
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In this way, analog values are converted into digital information, streamed upwards and
downwards through the IP centric medial structures (Middleware, Fog-, Edge-) up towards the
Business layers, in which this information is analysed, processed, streamed back down to the
OT side again, resulting in business outcome with the highest flexibility and lot-size-zero
profitable capable results.

All of this is accompanied by vertical organized intersectional elements of checks and
balanced control like: Security, Safety, Trustworthiness, Life cycle, as well as vertical
management functionalities across all of these.

recursive and paralleled in their being and

deve

whitepaper cited in the Introduction.

of these structural ¢ red,
instantiation vare
lopment systems to generate exactly this entire infrastructure are explained incthe CESI



https://iecnorm.com/api/?name=8488d54a0046fc55add877aa1d41032d

ISO/IEC TR 30166:2020 © ISO/IEC 2020

—14 -

SSO4 ‘e13lOoSU0d ‘OgS-uou pue 0gs 10} uolyduosap adesspue| 6uiddew joj| — z ainbi4

O

sjuauodwor)
Aeuawapz
swayshs 41 ]2311303]2 U0 IS JB IIM - |ediwayd ‘jeando C ‘'soav / sova
pappaqua “IIEWN3U4 ‘EJIUBYIIW SE || SB|edijaudew/|e311333]3) sjuauodwod aiempley Jiseq ALe)l 23 ‘SY9d4 “SOISV
s nds /ndd . asempaey
awadeuely T nPR3MpIey”
np211myos”
(28p3-)
’ aujuo \
- EIUEES] 21jumol
(ea1v ‘3181 B3¢0 aNBNASELUISSIBIM i i{ne0) &3&_98@2 panm | (PRYURRI/pRymaY)
(501) $2inpnns Sulipapun Ag sjuswsaainbal walsAg oiy10ads uo gﬁ.wnwn_ IuoI3edIUNWWOo) | ol| Ul sjoso3oad yul| exgqg
aﬁ...ﬂwz seale J14102ds awogq Ul UoIEdIUNWIWOY) paseq d|-uoN — ||e Ajisow ul :o_%:EEou paseq d| :|]opolN 12AeT |SO Hodsued) / v_..oaﬁcT_
j0 _ |2PoIN 42A] |SO j0 Se uoissas 10/11 & Av_wc:ww&chcBo.éz sjuenen Sunsixa ||e Ul 5]0203044 pajuauo co_mmom _
Juawaadeuey C
3
Huissasoud
(,,uonemByuos”, housor”*, 1agha” /wo ..nﬂn !“309
‘, UOISIBAUOI“ “,,U0123Uu02*) §,) § Jyiluuopuad 03 a1emyyos /Sddd / EO.W/ pajuaLio-393lgqo
ejeg-yews/ -B18 / sjuady g 3uy 3y [3dueUlBjUIRINI BAIDIP3Id |euoipesuURI} [RINPR20Id [ diemIlppiN
(spsemdn) 8 dy3 8 SIN /hv swaisAs jo swaishs
sonkjeuy/3u pnopy S2UN3INJ3S \S JUBUEWIWIL | Of] pue waishs || 101l

/1a

[3ouaBi|a1u) [epyNIY 31

CETINETS

&

._Mﬁuﬂo_
A8ssu3
pews

A.u.
e

Q

-
uo:ow u!i&bmhﬂ%mo_

O.VZO |e1a3snpu|
€ SNyo4 “1 0] 3O S[EIlHaN

1 8 - -
1

swa1sAS SIN/dY3 03 Budepiaul 11— IND/IWH Uoleluasald 1$0

ain}jnousy yijeay sanD
Hewg yews 1 sSuiping

A B "™

uopisodwioy

nweup
1 s31npnRs
apis
W3 3y1 e
uonesuan
pue
swayshs
Jo swayshs
pue swia)sks
wawdopnaq
FEITTS)

uoipsodwod
anweukp
Ul S34N3oNags
apis
ysu ayy e
uotjesauan
pue
swiasAs
40 swiayshs
pue swaysis
juawdopRaag
31emMyos
12430

N

Id 819" e se 31 03 MaIA J13e]S |einanals ay) - (1o]1) sSuiyy v.om@:w-:_ ay] :21ydesSoyuy 10j|

SJ3U3AAUD)
‘SIAYIYS
|3na1-a8e3jon

<-- SjuaWa|3
|Ie ssoaoe

(swneay)
ssaulawi]

20UBI|ISDY

(vvy) Aunoss

UOoI}23104g
Id pue Adeaud

Aujgeray
HELER RS UECUTY
hizjes) 1S
issaulyom
-3sna)
3pha3yn
Aujiqepuadag
SjuBWR

a13s1Ia3oRIRY)
[E213430

C

w


https://iecnorm.com/api/?name=8488d54a0046fc55add877aa1d41032d

ISO/IEC TR 30166:2020 © ISO/IEC 2020 - 15—

For the rationale of a general overview to this document, the focus should be on a structured
mapping of existing SDO and non-SDO, consortia, FOSS with strong working emphasis on
standardization development in IloT — seen as a vertical of the loT.

The mapping analysis identifies the following focus areas.

5.1.2 Architecture

This area identifies work with respect to common IlloT vocabulary, frameworks, and
architecture that is meant to serve as a common technology ecosystem across various
indutri . i i i i =dniven
irements that support design, deployment, integration, connectivity, and other sgenarios
for machinery, equipment, and devices, which are utilized across a broad spgctrum of
industrial verticals.

EXAMPLE 1 (reference architecture): Edge computing Security reference architectures, (ECC); refefence
archifecture of a security gateway for the exchange of industry data and services (IDSA)vyarchitecture anlysis
(oneM2M); OpenFog Reference Architecture (OpenFog Consortium); Service Oriented JArchitecture SOA  (the
Open| Group); etc.

EXANPLE 2 (vocabulary): ISA96.01 Terminology for Actuators.

EXANPLE 3 (reference model): IVI (Japan) investigates scenarios where companies naturally collaborate in porder
to gafher a broader understanding of more general connection models (reféerence models).

EXANIPLE 4 (requirements): The Industrial Internet Reference Architecture (lIC); system requirements (ISA);
prodyct as a part of the automation solution (ISO/TC 184 / IEC TC 65 — JWG 21).

5.1.3 Implementation of lloT systems

This|focus area identifies matches with respectito implementation and other guiding concepts
for the development of lloT systems and industrial applications.

In particular, it includes the standardization activities with reference to:
— the implementation of industrial control and automation systems, industrial products,|and
gyber-physical production systems (i.e. machinery, equipment, devices, etc.) in genergl;

the implementation of connectivity technologies such as industrial platforms, middleware,
identification processes; e.g. to automatically discover, compose and integrate
heterogeneous industrial components;
t

he development of'the coherent ontologies in various industrial domains;
— networking specifics, including vertical and horizontal interoperability concepts;

ystem and software engineering that covers the processes, supporting tools [and
upporting” technologies for the engineering of software products and systems| for
hdustrial needs;

—n__n

— the.development of IloT systems and processes and their life cycles

— the implementation of [loT systems and processes that are influenced by societal and
human factors, including human-in-the-loop, trustworthiness aspects of loT based services
to humans, cultural change of the organization under redefined role of humans, etc.;

— the transformation of IloT systems within a digital factory including such topics as
migration strategies, new business models, enterprise domains and value chain specifics.

EXAMPLE 1 (industrial automation and control systems): the control and automation centre (largely standardized
within IEC TC 65); modern means for industrial automation scenarios focused on network-based wireless indoor
use cases (ITU).

EXAMPLE 2 (industrial product): product as a part of the automation solution (ISO/TC 184 / IEC TC 65 — JWG 21).

EXAMPLE 3 (life cycle dependencies): Integration of life-cycle data for process plants including oil and gas
production facilities (ISO 15926 from ISO TC 184).
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EXAMPLE 4 (societal and human factors): modelling the front end of software applications (OMG); personal data
and personal data protection to the various categories of stakeholders (AIOTI); human role in Industrie 4.0 (SCI 4.0
Standardization Council Industrie 4.0); self-improvement adaptive system including human-in-the-loop (ISO TC 184
/1IEC TC 65 — JWG 21).

EXAMPLE 5 (vertical and horizontal interoperability): analyse new business and development models related to
communication technologies (former IEC SEG 8, now converted to IEC SyC SM); vertical interoperability such as
IloT systems’ integration in industrial cloud environment and federation concepts (DIN SPEC 92222); horizontal
interoperability with respect to logistics, conceptualization, design, procurement, construction, commission
production, development, and other (ISO TC 184 / IEC TC 65 — JWG 21).

EXAMPLE 6 (migration strategies): conceptual development and trends in the manufacturing sector (Plattform
Industrie 4.0); holistic migration approach based on a stepwise process (PERFoRM Horizon 2020 research and
innovation program under grant agreement No. 680435).

EXANIPLE 7 (ontology dictionary): IEC CDD according to IEC 61360 series developed by IEC SC 3D is supp¢rting
multiple dictionary domains such as process instruments according to IEC 61987, (an application of IEC\613¢0-1),
developed by IEC SC 65E and switchgear and controlgear according to IEC 62683 developed by |[EC SC {21A.
Several ISO and IEC TCs are currently preparing new dictionaries to be hosted by IEC CDD.

Many of the newer industrial models (RAMI 4.0 and SGAM for Smart Grid) are based(©n the Purdue njodel,
whichl was later standardized as |IEC 62264 and IEC 61512. This original hierarchical model is widely usgd in

lloT use case implementations

This| focus area includes standardization activities in the\area of IloT use cdases,
(Virtual/Physical) applications and guidelines in terms of;-automation (Virtual/Physjcal)
applications and digitized production processes, and othervidentified technologies that| are

EXANMPLE 1 (use cases): Industrial use cases (IEC TC 65); Maps’ of use cases and best practice examples|from

EXANPLE 2 (production applications): Integration of technical processes and business processes (DIN, DKE/YDE);
digital twin industrial systems (lIC); Standards updates‘en loT services enabling technologies (oneM2M and |[ETSI
TC SmartM2M, ISG CIM, etc.).

EXANPLE 3 (big data applications): analysis reports and standardization activities referring big data (NIST).

5.1. Edge (fog) computing in'lloT, see [2]

es,
ent

ing,

servjces and applications at/ the edge of the industrial network. This includes deploy
Is and specific fungtions of lloT devices that address patterns for edge (fog) compu
enhancing the functionality of lloT devices and applications in various industrial scenarios

This|focus area identifies standardization activities with respect to edge and fog technolo%

EXANMPLE (edge (fog),computing): the edge computing industry cooperative platform that advances sustaipable
devellopment of thewedge computing industry (ECC); security gateway for the exchange of industry datd and
serviges (IDSA):

5.1.¢ Interoperability and conformance

ThislLa
including objectives such as the following:

— general interoperability frameworks and communication layers;

— network connectivity aspects, including wireless and wired technology standards,
industrial networks (in general), industrial interfaces and real-time communication aspects,
etc.;

— semantic interoperability, industrial data, integration of life-cycle data, information models,
etc.;

— verification, validation and testing (software, hardware) as well as general activities
concerning development of test environments and test beds.

EXAMPLE 1 (interoperability frameworks): framework for data exchange in the engineering process of production
systems (AutomationML); OSI-Layer protocols for packet-oriented exchange of data (IRTF/IETF).
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EXAMPLE 2 (semantic interoperability): standards and research activity in the area of semantic and ontology-
based interoperability (ETSI); data, information and knowledge exchange inside and outside of
organizations/companies (ISO TC 184 / IEC TC 65 — JWG 21); product data representation and exchange
(1ISO 10303 by ISO TC 184); product description models (eCl@ss) based on the dictionary and semantic modelling
according to ISO 13584-42 / IEC 61360-2 (IEC CDD) — CDD is not only used for smart manufacturing, it is used by
many I1SO and IEC technical committees to identify properties; Field Device Integration (IEC 62769), intelligent
device management (IEC TR 63082), and representation of data properties (IEC 61987) which provides lists of
properties for the Common Data Dictionary, CDD; as well as data mining standards (DMG).

EXAMPLE 3 (industrial interfaces): OPC UA initiated by OPC UA Foundation; (OPC UA is standardized as a
number of standards issued by IEC SC 65E); invoice, settlement and payment Interfaces (GSMA); HMI (ISA 77.60).

EXAMPLE 4 (verification and validation): certification of mobile communication technology (5G-ACIA);

standardization of the IDS (Industrial Data space) trusted Connector and certification (IDSA); certification program
(oneM2M).

51.7 lloT characteristics trustworthiness

This| focus area includes activities referring the general trustworthiness characteristics of the
lloT|systems (security, resilience, reliability, privacy, etc.), and activities exploring the role of
blockchain and distributed ledger technologies that can be applied across industry networks.

EXANMPLES: Big-Data security (e.g. NIST), edge computing security (ECC); security*gateway for exchanpe of
indusftry data and services (IDSA); Industrial Automation and Control Systems Security (ISA 99); secure profocols
(DDS| by OMG); web security (W3C).

The| IEC report on trustworthiness, see [3] currently in_-dévelopment provides further
refefences on lloT. This document regards trustworthiness as an entire concept |and
recognizes the importance to adopt industry best practices)in this area.

NIST defines trustworthiness as: "the degree of confidence one has that the system perf¢rms
as expected with characteristics including safety,\security, privacy, reliability and resilienge in
the face of environmental disruptions, human errors, system faults and attacks", see [4].

ISOJIEC 30141 has an almost identical definition in 7.2.1, with ISO/IEC 20924 given aq the
source.

Figure 3 shows trustworthiness functional components as identified in ISO/IEC 30141:2018B.
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Figure 3 — Trustworthiness functional components as identified in ISO/IEC 30141:2018
Second ref: by ISO/IEC JTC 1/SG 5 “Trustworthiness”, see [5].

5.1.8 Wearables in lloT

This| area depicts standardization work in the area of industrial wearables focusing on smart
devites; near-, on-, in-body(,electronics; and electronic textiles applied in indugtrial
appljcations.

Wearables are linked~together by a communication (view) based technical implementation
throigh mostly wirgless technologies in near proximity-based infrastructures (ISM and Non-
ISM|(licensed) Bands) such as: WLAN, WSAN, BLE, Bluetooth®1, Wireless-10, 3G/4G,|5G,

etc.

videp and’multimedia systems and equipment, and IEC TC 124, Wearable electronic de\ices
echnologies

ExarEpIes of standardization activities on wearable smart devices are IEC TC 100, Addio,

and

5.1.9 Cross-cutting activities on lloT

This area includes various cross-cutting actions focusing coordination and harmonization
activities of the involved standards development organizations and industrial initiatives and
consortia. These include such important activities as monitoring, consolidation, harmonization,
recommendations, evaluations, and gap analysis.

EXAMPLES: Cooperation and work together to contribute to the creation and development of the Industrial Internet
(OneM2M and 1IC); German Standardization Roadmap Industrie 4.0 (NB DIN to ISO, DKE to IEC in common with

1 Bluetooth is a registered trademark of Bluetooth SIG, Inc. This information is given for the convenience of users
of this document and does not constitute an endorsement by ISO or IEC.
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SCl 4.0 Standardization Council Industrie 4.0), SCI 4.0 is a joint initiative by DIN and DKE, validation of
standardization work in test beds (LNl 4.0); harmonization activities with regard to Smart Manufacturing
(IEC SyC SM); and ISO SMCC - evaluation of industrial platforms (IVI) [Japan].

5.2 Analysis consideration on lloT landscape of systems
5.2.1 General

The following analysis focuses on various IloT areas and aims to describe current challenges
and needs of the lloT standardization landscape as seen from the standards’ user perspective.
The analysis is based on the current research results conducted to reach seamless
connectivity of flexible and reconfigurable production systems and application in the
manfifacturing environment, see (6], [7]

The |analysis identifies six focus areas:
— 1JoT System - focuses on general characteristics, compositional representation [and
gemantic requirements for lloT systems.

lloT Application — focuses on pure software applications that providé added valug for
gonnected IloT systems or other IloT applications.

lloT Connectivity — focuses on requirements for connectivity teehhologies (e.g. indugtrial
middleware) and distributed system architecture requirements to support vailious
gharacteristics of lloT systems, e.g. reconfiguration or plugtand-produce capability.

— 1JoT Interoperability — focuses on interoperability requirements, referring to integratign of
industrial communication protocols and specifics of, the real-time message transfer ir| the
industrial environment.

lloT User — focuses on requirements of software and hardware systems interfacing |to a
Human in the industrial environment to conveysinformation and trigger operations.

— IJoT Migration Strategies — focuses on possibilities for the end-user to easily adopt|lloT
rnequirements in the industrial facilities.

5.2.2 lloT systems and architecture
5.2.2.1 General

Subglauses 5.2.2.2, 5.2.2.3.:and 5.2.2.4 refer to RA Definitions and typical System
Characteristics of lloT systems.

5.2.2.2 lloT referénce architecture

Inhefrent to 10T, the lloT reference architecture needs to consider several respective induptry-
driven requirements:

a) ¢onsideration of value-added processes in relation to the entire value-added chain, seg [8];

b) i@ter-company networking perspectives and their integration through value networks,|see
1=

PR

c) consideration of specific industrial system aspects according to system specifics, such as
automation devices, field devices, fieldbuses, PLC, operating devices, mobile devices,
servers, workstations, etc. see [9];

d) consideration of industrial software application perspectives: sharing applications between
multiple companies; machine data specifics, etc. see [9];

e) consideration of product-machine communication as communication and data exchange
takes place not only between machines but also between product and machine or the 14.0
components, see [10];

f) cyber-security against external attacks to protect sensitive data.

This document uses ISO/IEC 30141 with extension to vertical mapping to IloT needs and
requirements.
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5.2.2.3 Service-oriented architecture and microservices

On the one hand, the IloT solutions strongly rely on the use of applications. On the other hand,
these solutions should also guarantee that the user data is secured by the service provider.
To avoid the case that this security is not enough (e.g. the data should not be stored by a
service provider located abroad), it should be possible to manage the data by means of well-
defined software architecture, see [11].

Possible architectural solutions that can be applied in industrial environment to overcome
such challenges are the service-oriented architectures that allow independence from service
providers.

Micrpservice architecture is a service-based solution that follows the principles of distributed
functionalities and separates functionalities in fine-grained services. Contrary to" monolithic
archjitectures, microservices guarantee independence from individual technologied or
platiorms, which can help to reach flexibility in lloT applications. Other impoftant
characteristics are:

e gomposed of compact services, each with only one dedicated task;
e gach service can be written in a different programming language;}

e gtatus-free modules that interact orchestrated or choreographed;

e 4dcaling by creating additional service instances;

e gomplete replacement of modules instead of customjzation;

o fhil-safe due to redundancy;

e requires stable infrastructure (disadvantage).
5.2.2.4 lloT system considerations
5.2.2.41 General

Congiderations as seen by/to the lloTsystem are the subject of this subclause.

5.2.2.4.2 Life cycle recordstand 14.0 component

During the life cycle of‘-a product, a large amount of information is accumulgted
(e.g| operational, maintenance or repair data) that is usually difficult to extract and, furthgr, to
mat¢h to a specific cindividual product. As a result, a life cycle is closed with insuffigient
information about & product.

The|[challenge\is how to decompose an 14.0 component, in which all relevant information| can
be preserved-to contribute to a life cycle record of a product. Thus, 14.0 components copsist

of an asset(hardware, software or a simple worker) and the administration shell (AAS).
5.2.Lﬂ_mmmm

To support communication, presentation and recognizability among IloT systems, a
classification of these systems to respective classes will be required.

German industrial initiatives, see [12], present different degrees for classification of
communication and identification capability and propose to express the membership of a
system by a combined numeric notation CP XY:
— Communication capability (X-digit):

4 — capable of 14.0 conform communication;

3 — capable of active communication;

2 — capable of passive communication;
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1 — not capable of communication.
— Degree of familiarity (Y-digit):

4 — managed as entity;

3 — individually known;

2 — anonymously known;

1 — unknown.

EXAMPLE: A simply monitored system throughout its life cycle that is not able to communicate can be presented

as: CP14.

5.2.2.4.4 Identity management in lloT systems

To gafeguard authenticity and preserve integrity, secure identity management framewo
reculrred to verify relationship between man and industrial machine.

Identified technical committee to this aspect: ISO/IEC JTC 1/SC 31 (see [13])
ISOJIEC JTC 1/SC 27 (see [14]) are working on those topics in standardization, and ai
current liaison to ISO/IEC JTC 1/SC 41 on joint working efforts to solve' these challenge
lloT

PLE: In the chemical industry, the personal login of a worker to( a)‘machine is usual to imply

'k is

and
e in
s in

more

Identified technical committee to this aspect: IEEE TC, see [15], on Industrial Aglents

(W@ 2660.1) — IEEE TC on Industrial CPS.

[loT| systems must support re-configuration aspects in order to achieve a fle

manufacturing environment based on the' rapid and seamless re-configuration (e.d.

machinery and robots) as response to operational or business events.

EXANPLE: One of the common ways to(support re-configuration is the development of scalable agent-h
s that support dynamic, seamless and on-the-fly reconfiguration and pluggability in a prody

rogeneity of datamodels and applied modelling tools. This often leads to inconsisten
system’s information models, interoperability challenges among various systems and us
resuflts in additional modelling effort for a system as well as for a connectivity techng
connecting vanious systems.

5.2.2.47 Other additional characteristics of lloT systems

ible
of

ased
ction

g a
y of
hally

logy

Other requirements that should be taken into consideration:

— availability;

— latency;

— adaptability;
— scalability;

— precision;

— maintenance.
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5.2.3 lloT application (virtual/physical use case)
5.2.31 General

Subclauses 5.2.3.2 and 5.2.3.3 refer to general aspects and requirements of lloT systems.

5.2.3.2 General aspects on lloT application (virtual/physical use case)

Industry-specific applications demand primary focus on the following specifications:

Cross-border interoperability among various (virtual/physical use case) applications;

— PRortability of services in manufacturing ecosystems;
— $erviceability concepts for enterprise-control systems;

— Iptegration of legacy systems / adapters: Work on this subject is being~donhe wjithin
ISO/IEC JTC 1/SC 41 as ISO/IEC 30162 (under development) led by, NB Rugsian
Federation.

5.2.3.3 lloT application (virtual/physical) use case considerations
5.2.3.3.1 General

Seeh as lloT aspects — driven by industrial application and the €onstraints they got:

5.2.3.3.2 Industrial use case aspects

The|lloT application offers its services in the industrial domain, uses industrial deployrEent
archftectures (e.g. event-driven and time-driven)Zand has industry-focused requiremlents
whigh are mandatory for use within those types of OT industries and often differs from
IT industries.

5.2.3.3.3 Real-time aspects in lloT (timeliness)

An lJoT application must possess on<time delivery characteristics with regard to its ser(ices
and |data.

NOTHE There is currently TSN joiat\l[EEE-IEC work in IEC SC 65C and IEEE 802.1 TG 60802, in project PT §0802
on time-sensitive networking profilefor industrial automation, based on IEEE 802.1 and IEEE 802.3.

EXAMPLE: A delayed delivery of the production data can cause significant overload and unexpected stops in the
prodyction life cycle.

The[former, now.disbanded, SC 41 Editing-Group (EG) SC 41/SG 11 has released a repoft on
"Real-Time" inthe context of loT [16].

5.2.3.3.4 Portability aspects in lloT

Port h|||fy iIs one of the ossential rnqlnromnnfe of an |loT appllﬂahnn_ It describds a

characteristic of different applications to be shared and used on other systems. This is
possible if cross-manufacturer standards are established for the design of IloT applications.

5.2.3.3.5 Data anonymization aspects in lloT

Due to the rapidly growing demand for big-data analytics, industrial applications undergo
increased risks for data disclosure and privacy violations. Thus, a standardized
approach/framework is required that takes the sensitivity of data into account.

EXAMPLE: Several industrial companies share the use of the same application and need access to big-data
analytics data for various reasons. This predicts existence of a large number of users with different access
privileges. To achieve anonymization of data, special roles need to be taken into consideration and analysed.
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5.2.4 lloT connectivity

The IloT connectivity to/by edge- and multiple clouds (i.e. by federation)

There currently exist a big number of heterogeneous solutions for I|loT connectivity
technologies, usually known as the Industrial Middleware Technology, see [17], or 14.0
plattform, see [12].

As a result, the multiple heterogeneous architectures make it difficult for the end-user to
manufacture products as well as to develop or connect in-house or other manufacturing

applications to heterogeneous middleware solutions

To dlose possible gaps a revision of industrial middleware solutions is required to previde an
[loT|connectivity framework with regards to lloT reference architecture. ISO/IEC|3014] as
developed in JTC 1/SC 41 could be taken as a base for this reference architecture.

(4

Special attention should also be drawn to such issues as interoperability among multiple
middleware solutions, scalability and security, see 6.3.3 and 6.3.7.

In Plattform 14.0, a joint AG1/AG3 “Secure Communication for {ndustrie 4.0” sub-group on
“OPC/UA Security in Industrie 4.0” has been established for this\purpose and has generpted
publjcly available whitepapers on this aspect, see [19].

5.2.% lloT interoperability focus
I1oT linteroperability is focused on the following aspegts:

— RA components interoperability:

4 system-to-system interoperability;

4 system-to-human interoperability;

4 system-to-application interoperability;

4 application-to-application interoperability;

4 company-to-company.interoperability.

— Real-time communication“to be interoperable.

— Harmonization of miessage transfer formats applying industrial protocols.

— Minimization anddefinition of recommended standards for lloT interoperability to reduce
gomplexity.

5.2. The lloT user, see [20]

Industrial_ systems are becoming highly automated and with capabilities for self-configuration,
self-adjustment and self-optimization. In spite of the increased level of technology, the roje of
human worker still remains in TloT systems, see [9].

Workers operate with increasing levels of complexity and need to flexibly adapt to the
dynamics of the new production systems, see [21], also related to the product customization.
The type of control humans have on the process involves more cognitive and emotional effort,
see [22].

Workers are expected to deal with complex tasks, to interact with robots and other devices
and to be always able to handle exceptional and unexpected situations, such as failures or
hazards, to the extent of adhering to the myth of the “magic human”, see [23].

Work connected systems and human characteristics have to be jointly designed and assessed,
see [24], to offer the workers the most adequate services.
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Such characteristics of the manufacturing environment have several implications in terms of
communications:

5.2.7 lloT migration strategies, see [29]

Althpugh automation in manufacturing is clearly changing, «only few industries have ado
advanced automation solutions in their production enviroriment. Reasons are various. N
resefarch projects focused on solving highly specific~problems while neglecting d
techE

tech

systems and new communication protocols has -a-big impact on the production systems
only|l on the technical dimension of the factory but also on system’s performance,

Identification mechansims: RFID based systems or other solutions to identify the worker
and enable the access workstations or tools, only to authorized workers, allocated to the

job based on their skills, see [24] — RFID/AutolD is in Scope of ISO/IEC JTC 1/SC 31,
in liaison to ISO/IEC JTC 1/SC 41.

also

Sensors/cameras/kinetics to detect human position, behaviour and postures in order to
prevent risks related to possible collisions with robots; wrong operations leading to quality

errors; unhealthy postures not compliant with ergonomics guidelines, see [25].

rab P + e Ak PN foti : roiroaca (i roin (oot | o f
O OTaUTC  STTTISUTS (U TCaSUT T woUTNoaUu;T atygut O ST oSS (Lo Drarn SUTITPOtoT 1 L}

ee [26]. — “Wearables” are in the Scope of ISO/IEC JTC 1/SC 41 SG7.

Including not only physiological things but also radiation/chemicals which are applicab
this aspect, see [27].

L0

4 Virtual reality/augmented reality on wearable device to provide context-and situa
aware information and instruction to the operator, see [28].

4 Microphones/cameras or other devices managed by the operator(to record, store
share field observations (i.e. product defects, problems with machine tools, etc.).

ological issues. At the same time, manufacturerSiare quite conservative in adopting
ologies with their legacy systems and processes since the implementation of

ing;
e to
ion-

and

pted
lany
ther
new
lloT

not
vork

organization and business strategy. One ofithe key challenges is the lack of standardized

holigtic and smooth strategies to support manhufacturers in their migration towards adoptig
lloT

EXANPLE: The EU PERFoRM project [7]3{18][20] has developed a holistic migration approach based on a ste
procgss. In fact, only a stepwise approach can mitigate the risk related to the implementation of non-well-K|
solutijons (here: IloT) in existing production systems, especially when the way forward and the target conditi
the rpigration are unclear and (Uncertain. The approach in Figure 4 supports the continuous improve
adapfation to changes and innoyation of a system by generating a set of intermediate steps towards the long
visiop of Smart Factory, envisioned by the Industrie 4.0 paradigm, which decomposes the migration p3
incremmental steps (a). This<approach is supported by a 5-phase migration process (b), which has been deve
for thie identification, design’/and execution of the migration steps towards the long-term goal following an ite
and ipcremental approach’.

n of

wise
hown
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Hterm
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b) Migration process towards lloT system

Figure 4 — Migration approach towards lloT systems

5.3 General definition of lloT and smart manufacturing (SM)

5.3.1 Definition of lloT

The following definition is used based upon work by CESI in the whitepaper on lloT from the

China NC in 2017:

"lloT is a new industrial ecosystem of service driven built based on the network

interconnection, data interoperability and system interoperability of

industrial
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resources, to realize the flexible configuration of the manufacturing materials, the on-
demand execution of the manufacturing process, the rational optimization of the
manufacturing process and the rapid adaptation of the manufacturing environment,
and to achieve the efficient utilization of the resources."

Smart machines connected and coexisting by modern means of lloT can serve more
accurately and more consistently than a human could do permanently.

So, enhancement and achieving better efficiency and quicker problem solving and for less

money without the replacement of the human being in a production scenario is key. This
showld-therefore lead the fhnllghfe of further standardization to this maotivation in lloT!

In addition, this document has expanded this view by seeing lloT as a subset of1oT as
defiped in ISO/IEC 30141.

5.3.2 Cyber physical systems differentiation in the lloT

loT s about connecting "things" (objects and machines) to the Internet.and eventually to ¢ach
other; while cyber physical systems (CPS) are integration of computation, networking|and
phygical process.

There is today a more or less hard defined border between these definitions and there will be
related technical aspects from one side to the other which cross this border. NIST |has
initigted/published a "Reference Architecture for CybersPhysical Systems" in its "Clber
Physical Systems Program", see [30].

5.3.3 Industrial Internet to CPPS and CPS definition

The| industrial company GE defined the UIndustrial Internet" to describe the industrial
trangformation context of machines, cyber<physical systems, advanced analytics, Al, pedple,
clouf, edge computing in a connected, totfully integral (time, structure) manner, see [31].

5.3.4 Smart Manufacturing differentiation vs. lloT

For |initial discussion on comparison, this document takes the following definition of smart
manpufacturing by the ISO §mart Manufacturing Coordinating Committee (ISO SMCC) agfeed
with|the IEC Systems Committee on Smart Manufacturing (IEC SyC SM):

"A domain of integrated processes and resources (cyber, physical, human) to create|and
deliyer products _and services, which also collaborates with other domains within an enterprise
valug chain and.improves its performance aspects."

NOTE 1 Performance aspects include agility, efficiency, safety, security, sustainability or any other perfornmjance
indicators identified by the enterprise.

NOTE—2—tmadditiomtommamnufactoring, otherenterprise donmais—cam mctudeengineering,; togistics,; Tmarketing,
procurement, sales or any other domains identified by the enterprise.

As with the initiation of IEC SyC SM, see [32], ISO/IEC JTC 1/SC 41/SLG 1 lloT, in
collaboration with IEC SyC SM, is mandated to get a better understanding about the
differences in the key core components on standards between SM and lloT.

Until this clarification, we keep and recognize Smart Manufacturing as a specific application of
lloT.

5.3.5 Verticals of loT market

IloT, as previously mentioned, can itself be recognized as a part of loT. Within IOT AIOTI
defines eight verticals around IoT in general, as shown in Figure 5: (Smart) Home/Building,
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Manufacturing (Industrial automation), Vehicular/Transportation, (Smart) Healthcare,
(Smart) Energy, (Smart) Cities, Wearables, (Smart) Farming.

Furthermore other verticals are identified in study groups of ISO/IEC JTC 1/SC 41 such as
wearables (or in IEC TC 124, Wearable electronic devices and technologies), and in liaisons
of ISO/IEC JTC 1/SC 41 in regard to technical standardization, e.g. IEC SyC Smart Energy.

loT SDOs and alliances landscape
(vertical and horizontal domains)

Home/building Manufacturing/ Vehicle/ Healthcare Energy Cities Wearables Farming/
industry automation transportation agrifodd
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b) Detail view of AIOTI diagram on standardization in industrial automation

Figure 5 — loT SDOs and alliances landscape (vertical and horizontal domains)

Figure 5 b) focuses on the SDOs with work-scope on standard Smart Manufacturing and its
derivatives as given in the definition above.
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Additionally, this document identifies the relevant standards organizations for the underlying
horizontal communication and networking infrastructure elements (telecommunications,
energy, etc.).

It is noted that while out of scope of this document as it falls under national regulations, in
some cases there are initiatives to allocate spectrum for industrial use, mostly based upon
needs for industrial automation given the current ongoing development of lloT.

This also causes the initiation of standards based consortia like 5G-ACIA as a driver to foster
standardization in this regard (see also Annex A on this initiative).

5.4 | Smart Manufacturing and lloT
5.4. General

Subglause 5.4 lists elements to the ToR regarding Smart Manufacturing and_leT'in a detailed
view: It holds the appropriate definitions as well as in regard to vocabulary to upgdate
accqrdingly in collaboration with the ISO/IEC JTC 1/SC 41/WG 3 oIl “Architecture [and
Vocabulary group work.

This| document also lists and determines by name the appropriatéfeference architecturgs in
view of its Scope.

5.4.2 The lloT high-level view

Sub¢lause 5.4.2 sets an initial "bird’s eye view" of Ilo'[ in separated contexts.

For [this document, a most common definitionef 11oT is agreed out of the existing onep as
explpined in 5.4.1 to avoid overlapping ones by diverse stakeholders in SDO/non-SDO/FOSS.

In agldition, this document identifies the following aspects:

— Differientiation between lloT and,SM:

4 On communication and>data centric “digital twins” as a virtual counterpart to fead
systems,

4 Smart Manufacturing scopes on business models and operations,

4 Migration to twinvand/or of legacy manufacturing system to Smart Manufacturing.
— Wncertain targets’— must be clarified between both (SM vs. lloT).

— $eparation=between both SM/IlIoT (table based).

— (Qongruence/similarities — between both SM/IloT (table based).

Figu'Lre 6-and Figure 7 provide ‘bird’s eye view’' graphical representations showing therg are
often_eléments which overlap in the context of lloT
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Figure 7 — Diagram showing_that the lloT is part of the loT applications
domain-(bird’s eye view), see [35]

5.4.3 Industrial products/services life cycle — in lloT/Smart Manufacturing

In rgference to the analysis ‘of ISO/SAG/TMBG AHG#1, see [36], “Analysis and comparisoh on
RA Model” — the life cycle. must be separated between the different aspects:
— pfroduct;

— lfe cycle;

— dystem lifeycycle.

All gf the_analysed RA Models have a similar capability to represent a (product/system) life
cycleé'manufactured by a factory/organization.

5.4.4 Industrial manufacturing/automation through (IT/OT) standardization — CPPS

IloT in regards of fieldbus level: The field device level is identified as one of the most
important levels for standardization in general. The fieldbus standards are developed within
IEC TC 65/SC 65C:

The classical OT view does not have a strong focus on IT networking of its devices in layers.
Furthermore, it is today still burdened with proprietary solutions and therefore incompatible
fieldbus architectures and structures, which must be overcome by standardization, unable to
operate over a single network. This is one of the main drivers for the development of TSN
standardization.
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Additionally, the lack of standardization in the meaning of cyber physical system coming from
the Brownfield integration of legacy systems to an autonomous operating "living unit" of its
classical OT devices and structures drives the requirements for IloT. This is performed by
three elements of digitization:

— Computerization: Local by gateway devices (GDs) "assisting" the OT Brownfield
infrastructure.
— Connectivity: Enabling Brownfield OTs to perform "networking".

— Collaboration: Bringing autonomous operation to Brownfield OTs by Al/smart
enhancements through both above solutions — especially sustained by edge- and fog-
c . . 111 H.

Considerations: Together with (communications) protocols by IEEE and ITU-T as identified,
this s a key field for standardization which should be fostered in the future.

Knoywing that there have already been many native standards defined in IEC-on-fieldbus I¢vel,
it is|clear that with the upcoming IloT there is a need for a good "synchranization" between
the |T and the OT level in the above initial mentioned meaning. This<euld be intendef by
congideration of this document as further work in ISO/IEC JTC 1/SC'44/SLG 1 lloT toggther
with|all the above-mentioned OT level SDOs in common liaisons.

5.5 Collaboration considerations on an lloT reference architecture for standardizaftion
(use case driven)

5.5. General

It is highlighted that IloT should avoid thinking in “veftical” silos.

Taking a horizontal approach captures the mecessary requirements, which leads to bgtter
results, understanding and recommendatiofs for future standardization.

Thus, with respect to the given ToRs, this document will therefore use the term "requiremlents
and |characteristics" instead of theterm "taxonomy" to improve understanding of its relejvant
elements.

In agcordance with this rationale, the former ISO/IEC JTC 1/SC 41/SG 9 lloT Report and|this
docyment focus on identifying characteristics rather than taxonomy by naming.

Subglause 5.5 listsythe requirements in detail given they help define the scope| for
standardization. Furthermore, this document tries to identify potential work items by a diven
ToR]in regard<of.development of technology from their “characteristics and requirements”.

Additionally this document takes ISO/IEC 30141 as the base for building an lloT referg¢nce
archjitecture.

5.5.2 General comparison of RAs and models on lloT, see [37]

This document indicates on the different RAs which is based on several comparison reports
from ISO/SAG/TMBG/I40, IEC/SEG7, IEC/SG8, not to be detailed therefore more inside this
document.

5.5.3 lloT systems characteristics: connectivity and communication aspects

This document recognizes that communication aspects for lloT are defined by a broader
scope of layered infrastructure.

The concept of IIC/IIRA connectivity stack does match well to the needs and outlines modern
element and standards widely used in this area.
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Therefore, Figure 8 is the communication “big picture” on IloT in relation to the static one
shown in Figure 2 but showing more detailed concrete named/listed protocols standards by
FOSS as well as SDO based developments.
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Distributed data
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Figure 8 — lloT connectivity stack. from IICF, see [38]

] lloT semantic aspects: lloT characteristics

clause 5.5.4 is an introduction to “s&mantics” in the realm of this documen
IEC JTC 1/SC 41/WG 5, see [39].

that semantics is seen as a verydimportant aspect in lloT.

As defined in NRM 14.0 (Rev~3:0) White Paper: “Semantic Standards and Use Caseq

Indu
base

strial Automation and GControlsystems in the Standardization Roadmap Rev.3. of 201
d on Graph Manipulation’ Theory”:

for
8/01

“Semantics ,of, Jor even more vivid: a design (of a system) is sloppily said @s a
guideline of\a set of directives — in case of designing system behavior with a Gfaph
Manipulation Semantics — the directives give guidelines to implement a system [thus
indireetly on how to manipulate graphs with appropriate tools. Since Graphs comprise
(System) Nodes resp. (Graph) Vertices, Edges and relationships by which a system
design is modelled comprising a system architecture and its behavior. In casg of
behavior a graph edge represents an interface obeying two kind of formats ife. a

respectlvely undlrected edge. A dlrected edge represents an event at a system
interface between two nodes with an event head as the starting node and an event tail
as the targeted node. An undirected edge is an event that has not yet been activated,
in other words the condition to occur has not yet been enabled. Thus an undirected
edge is simply a relationship between system nodes that will eventually communicate.

Furthermore, nodes represent system components with variables and edges
representing activities as transitions that are triggered by conditions as part of the
components.

Hence a design based on the graph manipulation semantics (i.e. behavior of a real
system) is expressed in terms of subgraphs constructed from nodes and edges.
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The nodes representing components use guards on variables, activities and events in
order to model system behavior.”

Compared to the definition of semantics above, this document does not contain a similar
semantics definition, although conceptually semantics has been handled by many institutions
and organizations and all of them have different and sometimes diverging goals. There is
however a need to distinguish in IloT and elsewhere between types of representation of
ontological, semantical and cyber-physical real-world systems.

These representations are related to each other by the so-called semiotic triangle composing

ontological—language—artifacts—with-_semantics—reasoning—artifacts—with—cvber-phvsical
~J ~J ~J ~ J Lud J

implementation artifacts (see Figure 9).

14.0 loT Semantics and Ontologies - 2 levels of Semantics:
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A Description of a Relationship (Morphism) between 2 or more different Domains?
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Figure 9= The semiotic triangle

Relgdvant identified standardization-activities of ontological semantics used in IloT are:

— @gCl@ss based on ISO 13584-42— and IEC CDD classes and properties,
— “ISemanz4.0”, see [40],

— “AutomationML” £ based upon IEC 62714, see [41],

— “WSDL", see {42 Web Services Description Language (WSDL) by W3C,
— |EC SC3D<with IEC 61360 (the semantic information model),

— IEC 62656 (the spreadsheet-based transfer of information),

— IEC,EDD (the semantic and ontological repository based on IEC 61360 and IEC 62556)
gceessible via URL https://cdd.iec.ch,

etc. (Appropriate: W3C listed below in Annex A on Organizations)
while mathematical semantics is based upon theories such as:

— modal logics,
— algebras,
— graph manipulations, etc.

However, both, i.e. ontological and mathematical semantics, must be related to each other,
thus to be related by a homomorphism.

The Reference Model RAMI 4.0 (IEC PAS 63088:2017) is considered as an architectural
representation but not as a semantical model. It comprises three dimensions, each of which
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represents a type of transformation to be modelled by a kind of semantics based on graph
manipulation theory of the NRM 14.0 (Normative Roadmap in RAMI 4.0), see [43].

Semantics is used in a twofold manner:

1) to provide an information model (related to a specific ontology) for querying or reasoning
purposes, and

2) to provide a system dynamics model supporting checking inconsistencies during
interoperation. Both possible interpretations shall be related to semantics web
descriptions (such as FOAF based on RDF, see [44].)

Semantics is meaning in a formal sense and it refers not only to data as such but to away of
axiomatic interpretation of data. For example, the ontological approach by which the | dgvice
desgription functions is part of the ontology about measurement data capturing —| so,
sempntics is understood as an overall explanation of system-inherent properties@nd actiities,
e.g. [the interpretation of temperature sensors in a certain environment.

Meta-information of data is given as part of the data model and not part of the semaptics
model. The semantics model is handled separately in order to provide tools for reasoning.|The
meta-data model describes the attributes of data in terms of rights to access, to useg, to
handle or to consume data.

Obv|ously, in lloT there needs to be an agreement on how thé-data handling is stated by a set
of meta-data constraints, e.g. indoor temperature measurement, etc. instead of semantics as
a global (system-wide) not a “point-to-point” attitude.

Intefoperability requires a semantical tool (with a.GUI) that is able to perform both dataland
perfprmance (processing) of Global loT (GloT) models.

Starjdardized data models are represented®as “abstract data types” of an algebraic style.

Using semantics for predictive analyses requires simulation tools obeying a GUI that is abje to
perform GloT system models such(that it becomes possible to predict, for example, next safe
statgs or to check whether some system invariants get violated or not under ceftain
circymstances. In other words,-system analysis requires a semantics model which allowq the
simylation of system properties.

e.g.| see [45]:( By the discussion and explanation already achieved| in
ISOJIEC JTC 1/8C41/SG 9 on lloT, the Semantic loT may become a meaningful ferm
provided to séparate semantics concerns from concerns of the technique of IoT. Thus,|this
can |be seen_in two levels: a semantics level of understanding related to an loT levél of
undegrstanding.

Gra]>h theory based semantics can provide powerful tools for dealing with predictive analysis,
|

U 4+ £ £ +a lats | N £ b 1™ | N H £ £ 1
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respectively almost like each other. Thus, changes at one level introduce similar changes at
the other: There is a need according to this analysis to find a semantics approach that can
model semantically the full ontology of the technical lloT. For more information, compare to
“WISE worldwide interoperability for Semantics loT” [50].

Data models and structural semantics are different descriptive elements. Whereas data
models describe things, structure describes a kind of logic of things. For example, the
elements of a book can be described in a unique way, such that any device or service of loT
is able to exchange descriptions of books with the same meaning.

A book data model does not tell how to understand a book, — that depends on circumstances
and contexts in which the book will be used.
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For the latter it requires a unique way of understanding of a book, i.e. the appropriate logic

“to read” the book in a similar reverse way it has been written, see “Project Haystack” [46].)

As a conclusion, using the book example: data structures (e.g. a book) and data logics
understand a book in given contexts) are different things and thus must be modelled
different methods, i.e data models or semantics models.

This document considers to take action on data modelling techniques by looking out
committees or organizations which already do standardization of semantic descriptions
order to collaborate and to consider the needs and requirements with respect to lloT.

RAMI 4.0 (IEC PAS 63088:2017) has defined a "big picture" on semantics for the Mode} v\ih
already covers aspects on RAMI 4.0 implementations. A deeper look and analysis)¢a
found in IEC SEG 8 Industrie 4.0 report, see [47].

(to
by

for
in

ich
be

Plegdse note again that the RAMI 4.0 is an architectural model and not a_semantical mgdel,
see | [48]. Nevertheless it comprises three dimensions which are ‘not (yet) similar

(homomorphic) with the chosen semantics based on graph theory.

The|relevant considerations by this document’s analysis is that this will also be investigpted
and| enhanced for standardization by JTC 1/SC 41/AG 20($kG1) IlloT in context of| the

standardization council of the national body of Germany at DIN/DKE and in regard to the|n
starfed Standardization Roadmap revision number 4.0 to. foT, see [49]. Other exampl|e
shown for the [loT/SM “Semantics” Standardization in Europe:

ew
is

e ETSI/SmartM2M — is concerned with semanticsqdndifferent working groups. As a liaisgn to

ISO/IEC JTC 1/SC 41 it should exchange information with regard to IloT.

e "WISE-loT" — Interoperability for semantics loT: Wise-loT is a collaboration project

etween Europe and Korea, see [50].

ystems.

k
e FHor EU side, funded under the H2020 framework program for research of the European
(

Lommission. It aims at deepeningéthe interoperability and interworking of loT existing

Bas¢d on a use case driven_approach, the project will use the experiences available in the
congortium to build a comprehensive mediation framework that can be used between various
loT pystems. Wise-loT also-aims to build up federated and interoperable platforms ensuring

end4to-end security and\trust for reliable business environments with a multiplicity off |

oT

applications. Building synergies with national and international initiatives in both Europe|and
Korga, the project_acts on the field of standardization, fostering loT development |and

intefoperability.

functions as the ontology about the measurement data. So, semantics helps understandin
an ogverall explanation of i.e. the usage of temperature sensor in a certain environment.

The|ontologieal approach is shown in Figure 10 (DDD), in which the device descri;F

ion
as
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2 A Data Device description
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Figure 10 — Semantics in lloT meaning context, i.e. sensing

hition according to WIiSE-IoT as reference:

“Semantics is the study of meaning. In our context, thisrefers to the meaning of ¢
information or knowledge represented in an loT systém. If systems can a priori a
on the semantics of information, the semantics can*be implicit, i.e. encoded in
system itself.

For example, due to such an agreement, an\information consuming system knows
the value 56,0 provided by an informationproducing system is a temperature valdl
Celsius that represents the internal working temperature of a particular machine.

IEC

ata,
jree
the

that
e in

Such exchange of information is efficient but requires a very tight coupling and ¢ach

change requires explicit steps.to change the configuration or even to recompile
system (Notice: Re-compilation in graph semantics approach is called 'type coercig

For large-scale, dynamically changing systems as in the Internet of Things,
involved systems ne€d to be able to self-adapt to any such changes. To be able to
the currently relevant information or the set of currently relevant sources of inform
their semanticsthas to be explicit, i.e. provided as meta information with the da
information jtself.”

iscussed garlier, this document indicates the following.

eta-infermation of data should be used as part of the data model.
he semantics model should be handled to provide tools for reasoning.

use or to consume data.

the
n').

the
find
tion,
a or

For two systems to interwork succesfully — there is no such thing as general semantics of
exchange because of different contexts, although there must be an agreement on how the
data handling is achieved by a set of meta-data constraints, e.g. indoor temperature

measurement, etc. as Figure 10 shows.

Semantics is a global, not a point-to-point, approach.

This is referred to as semantic interoperability, which is defined as “means enabling different
agents, services, and applications to exchange information, data and knowledge in a
meaningful way, on and off the Web”. Semantic interoperability is achieved when interacting
systems attribute the same meaning to an exchanged piece of data, ensuring consistency of
the data across systems regardless of individual data format.
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5.5.5 Data scale in lloT
Data scale is a relevant characteristic of sizing of data and the capability within the IloT to
handle it. Therefore, it is in scope for relevance to standardization for it. Data scale does

influence the general capabilities of IloT systems. This document identifies the following
responsible committees to these aspects:

“Cloud and Cloud Infrastructures” in: JTC 1/ SC 38

“Big data and Smart data”: JTC 1/WG 9

and | between both of them — edge- and fog-computing concepts, identified responsible
compmittee: ISO/IEC JTC 1/SC 38. These are already handled by ISO/IEC SCs in(detajl as
listed above and by NIST as mentioned for "Cloud Workgroup Mandate" by reference |see
Anngex A).

This| document identifies the need for standardization but does not recomimend putting the
focup of standardization onto the "size of data" alone as an indicator(for the lloT. Sd, by
distihguishing between the above-mentioned aspects and concepts there is no identified need
for gtandardization with only regard to "data size". This would be more a classical questioh on
datal storage and structuring technologies.

5.5.6 Runtime integration of lloT

The [runtime integration is a conceptual part of real-time’integration. lloT standardization Ioes
neecli in this context the ability to seamlessly jinteroperate between different refergnce
archfitectures with the worldwide scope.

[loT| also has needs for coexistence between different reference architectures (RA) in
worlgdwide scope to handle this kind of runtime integration. Consequently, this should alsp be
reflected by the work of study group ISOAEC JTC 1/SC 41/SG 11 on “Real-Time loT”.

5.5.7 Edge computing in lloT

Edgeé computing was analysed and tracked for standardization via study gfoup
ISOJIEC JTC1/SC 41 — AhG/SG#10.

Nowl it has become\ part of ISO/IEC JTC 1/SC 41/WG 3 as an ongoing projecf of
ISOJIEC JTC 1/SC @&1;’see [51].

Outgide of ISGAEC the newly founded ECCE (Edge Computing Consortium Europe), see [52],
has |started\an initiative to build a Reference Architecture on Edge Computing (RAMEC4)
comparable to or based on RAMI 4.0.

Wh” cdgc bUlIIput;llg ib tdlr\;llg pidbc plu;\icd ncdal tU thc Ulldpu;lltb (dUVibUb) dIICJI uIOUd
computing moves data and calculation (as virtual processes) into a data space, fog computing
can be recognized as the overlapping view between both paradigms. As listed below, the
Open Fog Consortium (now part of IIC), see [53], deals with standardization in this regard.

5.5.8 The endpoint — considerations on lloT

Endpoints are by definition not only located in the outer connectivity area nor are they located
purely in the low-Level OT Areas like Device Level or Work Station Level. The most important
aspects on endpoints is not only their integration for OT layers but also their security concepts,
which are one of the most recognized "entry points" for potential attacks!
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IIC considers an endpoint to be a component that has an interface for network communication
and it can be of various types including device endpoint or an endpoint that provides cloud
connectivity.

Further aspects relevant to IloT standardization work program are identified within the
following SCs:
— (Unique) Identification of Endpoints in lloT (JTC 1/SC 31 and JTC 1/SC 27)

“Endpoint Security in lloT” (JTC 1/SC 27)

“Endpoint vs. Edge-Computing” (Collaboration with JTC 1/ SC 38)

5.5.* “Dependability” for lloT systems (IEC TC 56)
Chafacteristics are determined by the industrial area operation needs for:

— Trustworthiness (performed work by JTC 1/SC 41/AHG 8), and
— [Dependability (performed work by IEC TC 56),

and jshould be tracked within the scope of these committees.

As ip the existing liaison from ISO/IEC JTC 1/SC 41 to IEC TC\56 to foster standardization,
espegcially for example on the IEC 60300-3-10/Ed2 development.

6 [Considerations for future standardization of lloT

6.1 Main findings by this document on lloT standardization

This|document identifies that there is a currept and (fast) increasing number of organizations,
collgborations, industrial consortia, and academia initiatives which claim to standardizg the
industrial 10T each from their own perspegctive. It is therefore absolutely necessary to maintain
communication and coordination with-these organizations to be able to identify standardp on
lloT|regarding the corresponding IEC-and ISO work scopes.

This| document indicates there,is the potential of duplication of standards which could be
avoigded by intense collaboration through liaison performed potentially within ISOfIEC
JTC|1/SC41 by the advisory group ISO/IEC JTC 1/SC 41/AG 20/SLG 1 lloT.

Clegrly semantics will-play a key role for standardization within [loT. As described in preVious
sect|ons, semantics-are becoming more and more important and therefore should be fostgred
by sfandardizatjon.

The [recommendations of PI40/NRM 14.0 Rev. 3.0, (becoming NRM 14.0 Rev. 4.0 as |new
revigion ‘expected to be released by mid-2020), already cover many aspects identified by
comparison of the different reference architecture models described earlier.

Privacy and privacy impact assessment as well as "ownership of data" are some of the key
challenges to be solved through a standardized process. Therefore, it is of prime importance
to take these aspects also into account for further analysis by
ISO/IEC JTC 1/SC 41/AG 20/SLG 1 lloT.

However, the generation of standards creating data and/or communication “silos” should be
avoided in all cases.

Consequently, there is a need to develop a common architecture element of these verticals
into a base layer. Standards within this base layer should therefore focus on the horizontal
elements of industrial 10T to enable a standardized interchange on information models
between all participants across the verticals. This is particularly relevant in technologies such
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as Al, microservices, blockchain, etc. which are already being implemented across many
industries.

This document proposes standardization collaboration supported by
ISO/IEC JTC 1/SC 41/AG 20/SLG 1 lloT and its referenced SDO. All parties should reflect on
all of these new technologies and give directions to generate standards in close liaison and
exchange to the technical experts of all impacted SDOs.

General "interoperability" and coexistence within lloT is another main challenge and therefore
should be kept under close analysis and review:

To this end, the first new work item proposals have been submitted to cover these aspectp for
the first time: on “compatibility requirements for devices within lloT systems”, see [54]:

6.2 | Risk for standards development on lloT

6.2. General

developments as of our given term of reference, also based upon_ the’discussions and results
of the JTC 1/SC 41 SG 9 Report on lloT. Consequently, all lloT $tandards should be cer
to alrisk assessment, i.e. based upon the 31000 family of Interfhational Standards.

Sub¢lause 6.2 explains in detail the different identified aspects. on risks for stanthrds

ified

6.2.2  Avoiding work duplication on lloT standards development — across SDOs

Thefe is a constant risk in standardization engagement of similar or comparable topics bjeing
dupljcated across SDOs.

This| document recommends therefore to intensify communication and coordination acfross
related SDOs via liaisons, etc. Further consideration to this aspect by this document:
— rpissing synchronization on complementary elements in SDOs to lloT standards;
— rpissing synchronization between, platforms by noncomplementary standards;

dgorrect and valuable identjfication of gaps on IloT standards and coordinated effont on
filling those identified gaps;
K

eeping the intention, on a generic life cycle on standards as mentioned| by
JTC 1/SC 41 SG 9 Report on lloT.

This|is seen as a key area of work for ISO/IEC JTC 1/SC 41/AG 20/SLG 1 lloT.

6.2.3 Important to lloT: "semantics above syntax", see [55]

emantics and in its context the semantic Web becomes more and more important to| any
Smart'Manufacturing / 1loT implementation, and in addition to this the ongoing developme
Artiftet ; ; ; ;
recognition, it is highly recommended to intensify the exchange between all the SDOs and
consortia which handle these developments for further standardization. See also detailed
explanation on semantics in 5.5.4.

Further findings by this document highlight the ongoing developments on semantics in 10T in
general where requirements may be applied to [loT which have not been standardized yet.

6.2.4 Standards for handling the “ownership of data” in lloT, see [56]

There are many (legal) considerations for IloT which are out of standardization scope. The
following is an excerpt from the official World Economic Forum report in 2015 which shows
the need for further discussion on the ownership of data:
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"For public policy-makers Clarify and simplify data policies: To realize the promise of the
Industrial Internet (IloT), global companies need clear legal guidelines over data
ownership, transfer and usage:

— Who owns the data generated by equipment?

— What information can be shared or sold, and under what circumstance?

— How will responsibilities among parties be handled when the data originates in one
jurisdiction and is used in a different one?

— In complex global organizations, it is often more difficult to segregate Industrial
Internet data than that of consumer Internet based on national boundaries. Until the
full impact is better understood, it would be prudent to introduce temporary policigs to
guide the market and spur innovation.

+ Governments need to collaborate with each other and industry to.harmdgnize
compliance requirements in data and liability laws, as the European Conimission|and
the United States are doing on message standards.

+ This will streamline data flow within a jurisdiction and across national boundaries - an

issue critical to large, global organizations."

A gegneral concept to solve issues in an automatic way may be supported by the blockcghain
techpology, see [57].

This| document indicates that the work of ISO/TC 307 on distributed ledger and it's use dase:
smaft contracts may also be of use.

As df today, there are no known standardization activities around ownership of data, but there
may|be a need to define such rules or standards which tackle this issue.

6.2.% Vocabulary definitions — issues todloT

In the past there have been situations intwhich common names and expressions have taken
othefr or different meanings in OT thanin IT — and vice versa. This document also indicatefs on
the oordination of standardizationy activities together between ISO/IEC JTC 1/SC 41/WG 3
and |ISO/IEC JTC 1/SC 41/AG 20/SLG 1 IloT due to the particular wordings and syntadtical
identifiers within the area of 10T

6.3 | Perspective to development of standards for lloT
6.3. "Digital twins™ — as a generic concept in lloT

The | following ~definition provides a view of the digital twin within the concept of Smart
Manpfacturing,and IloT.

A dipgital\twin (DigTwin) in lloT and Smart Manufacturing is a replicated virtual instance [of a
phygical” entity — with all of its (object) properties (Content, representing data, ...)|and
(functional and structural) behaviour as well as its capabilities (Communicating,
Processing, ...). The DigTwin “shadows” the entity completely by simulation and including its
future behaviour (prediction).

The DigTwin can be (optionally) supported by sensing of the real entity (instance) during its
entire life cycle which feeds back into the DigTwin model.

Through this concept, a DigTwin can be used to predict and control real-world status of
elements as well as also potentially predict its future behaviour. Therefore the DigTwin
approach is capable of being used in different conceptional lloT models and reference
architectures to enhance IloT/SM. Typical use cases for DigTwins include detection of
potential issues with CAE based design, reducing R&D costs dramatically, and simulation of
entire future value chains in production series as well as processing plants again reducing
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costs in finding the best possible solution virtually before investing in physical deployment,
see [1].

The DMDII — The Digital Manufacturing and Design Innovation Institute identifies other
examples, whilst further sources on digital twin concepts can be found within both 1SO and
IEC, for example:

ISO/TC 184/SC 4 — 1SO 10303-242, Industrial automation systems and integration — Product
data representation and exchange — Part 242: Application protocol: Managed model-based 3D
engineering

ISONTC 184/SC 4 — I1SO 10303-238, Industrial automation systems and integration —Prolduct
data| representation and exchange — Part 238: Application protocol: Application iAterpreted
modeel for computerized numerical controllers

ISONTC 184/SC 4 — I1SO 23247-1, Digital Twin manufacturing framework —(Part 1: Overyiew
and |[general principles

ISOATC 184/SC 4 — 1SO 23247-2, Digital Twin manufacturing framework — Part 2: Refer¢nce
archjitecture

ISOATC 184/SC 4 — ISO 23247-3, Digital Twin manufactuling framework — Part 3: Digital
representation of physical manufacturing elements

ISONTC 184/SC 4 — ISO 23247-4, Digital Twin manufacturing framework — Part 4: Information
exchange

A further development in DigTwin definition comes from MT-Connect: This standard enjsles
manpfacturing equipment to provide data%in structured XML rather than proprietary forgats
using its Quality Interoperability Framework (QIF), which defines it as a Unified KML
framework standard for computer-aided<quality measurement systems.

6.3.2 (Al) Artificial Intelligence to be used by lloT (ISO/IEC JTC 1/SC 42)
6.3.2.1 General

This|document uses Wikipedia as a starting point to define the Meaning of Al: see [58].

“Artificial intelligence (Al, also machine intelligence, MI) is intelligence demonstrated
by machines, in contrast to the natural intelligence (NI) displayed by humans and gther
animals: In computer science Al research is defined as the study of “intelligent aggnts”:
any-device that perceives its environment and takes actions that maximize its chance
of successfully achieving its goals.

Colloquially, the term “artificial intelligence” is applied when a machine mimics
“cognitive” functions that humans associate with other human minds, such as “learning”
and “problem solving.”

Al is seens as highly relevant for IloT and Smart Manufacturing:

— Al can and will increase the Smart Industrial Evolution beyond the narrow tasks that
robots perform today for automation.

— Al can enable and sustain autonomous operations and systems in Smart Manufacturing
and lloT Domains.

— Al can be implemented in IlloT Solutions to solve challenges of the handling and
processing in the key field of big data in manufacturing as well as in Process Industrial
applications.
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— Al can - based upon the already mentioned semantical aspects — perform and enhance
industrial applications in general and thereby enable new solutions in the industrial field.

Al aspects are being investigated and developed in many SDOs. Within ISO/IEC JTC 1, a
subcommittee (SC 42) has been established to develop standardization in the area of Artificial
Intelligence.

Relevant standardization on Al is done in ISO/IEC JTC 1/SC 42 « Artificial Intelligence »

The scope of JTC 1/SC 42, Artificial Intelligence, is as follows.

“Stapdardization in the area of Artificial Intelligence

— $erve as the focus and proponent for JTC 1's standardization program _on, Artificial

Intelligence

— PRrovide guidance to JTC 1, IEC, and ISO committees developing Artificial Intelliggnce
gdpplications”

6.3.2.2 “Cognitive intelligence” in lloT

Cogpitive intelligence in lloT covers machine learning and<predictive analytics |and
maintenance in IloT. This is still in its infancy and unclear if this)will be included as a deffinite
task|to ISO/IEC JTC 1/SC 42.

Potgntial organization to work on this further in collaberation with Open Group and W3C is
being addressed by JTC 1/SC 41/SLG 1 lloT.

6.3.3 Federation of cloud in/between lloT systems (DIN SPEC 92222)

Work is currently ongoing regarding the inferaction of lloT and cloud-based solutions.| For
example the German national body DIN is\snow working on a reference architecture model|(RA)
for “Industrial Cloud Federation” (ICF).

Seelalso DIN SPEC 92222 “RA.Model for Industrial Cloud Federation”.
There is other work on this topic, including work from University of Amsterdam, see [59].

6.3.4 Future standardization on: “microservices and micro-applications in lloT” sg¢
[40]

D
@

BotH terms miCroservices and micro-applications have brought recognition in the IT field of
distributed system and therefore within the scope of ISO/IEC JTC 1/SC 38 which is alr¢ady
now|workifng-on this.

As with _other nn\/nlnpn standards the central core h:mhnnlngy dn\/nlnpmnn‘r is kept in

ISO/IEC JTC 1/SC 38 although integration within [loT will likely be required, via collaboration.

6.3.5 “Blockchain technology” — future standardization in lloT

It is envisaged that blockchain technology will be used extensively in lloT.

To this extent, there are identified reported new built initiatives by SDOs as well as non-SDO
and Open Source (FOSS) around the world.

The SDChain Initiative is also engaged on blockchain for IloT and is therefore mentioned
within this document referentially by the following abstract and citation.
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“Since the birth of Bitcoin, blockchain and cryptocurrencies have been flouris

hing

vigorously. However, most current blockchain projects are still on the basic level of
token issuance and exchange of virtual information — there are very few digital assets
which have real value to be widely used to establish a practical business ecosystem.
In other words, there lacks an effective symbiotic mechanism between the physical
world and the digital world. Future development of the blockchain ecosystem inevitably

requires mutually beneficial situations of symbiosis between the physical and di
economy.

0T (Internet of Things) will be a major connection of both the physical world and

gital

also

the digital world. On one hand, loT can establish an efficient coordination mechanism

6.3.6
This

between users and objects in the physical world, thus promoting efficieney.
bringing benefits to various industries, in addition to a new “Wisdom Revolution”
the other hand, with a potential size of tens of billion possibilities and’ a

concurrency for transactions; loT has the potential to create huge, high-value
steady streams of digital asset resources for blockchain. Meanwhile,,this conne
need of both physical and digital worlds will promote the establishment of a v
system of digital assets and network credit, in order to achieve multilateral prosp
of both digital and physical ecosystems.

The SixDomainChain Platform is a decentralized public blockchain ecosystem for
exchange that integrates International Standards/~of loT Six-Domain M
(ISO/IEC 30141) and reference architecture standards for distributed blockc
(SDChain Platform), which would operate on its owf native blockchain (SDChain).

The design of SDChain gives full considerationto loT characteristics and requirem
of business ecosystem construction. In spécific fields like issuance of digital ass
management of users’ credits and identjtieés; P2P communication, encryption algor
consensus algorithm, smart contracts,»cross-chain smart contract model, ma
consensus incentives, decentralized~Dapp (Distributed Applications) and fast ac

to new businesses, SDChain optimizes current blockchain infrastructure in depth.

seamlessly implementing the ufiderlying SDChain blockchain infrastructure and
Application ecosystem, the SDChain Platform will create a business ecosystem
benign, rapid and sustainable development, enabling SDChain Platform to ha
coexistence of tokens, blockchain and industrial IoT. A reliable blockchain ecosys
based on loT digital<assets will be established, and an efficient way to realise
circulation and value_transformation of reliable digital assets will be formed as we
this manner, SDChain will become a global benchmark for the integration of loT
blockchain ecosystem.”

“Wearables” (in lloT)

document makes reference to the Study Report on Wearables, see [60],

ISONIEC JT€ 1/SC 41/AHG 7 and highlights that there is a need to optimize standard
weafables/to be developed especially in the context of lloT solutions and services and t
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Where wearables will remain active especially for lloT human interaction to: cobots, robotics,
logistics, aided operations, augmented reality, virtual reality and many other fields.

IEC TC 124, Wearable electronic devices and technologies, is developing standards in
wearable devices although this report highlights the need that lloT should work in close
collaboration with a potentially also being established working group on wearables within or in
liaison with ISO/IEC JTC 1/SC 41.

6.3.7

Compatibility requirements and model - for devices — within lloT systems

This clause describes the development of the draft standard that was led by PJSC
“Rostelecom”, involving the specialists from The Bonch-Bruevich Saint Petersburg State
University of Telecommunications and Kaspersky Lab, see [61].
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“This ISO/IEC 30162 developed by JTC 1/SC41 describes the requirements and
interaction models for Industrial 10T (lloT) devices. The draft standard describes the lloT
devices compatibility issues, as well as the requirements for interoperability and co-
existence.

The compatibility of lloT equipment is defined as the degree with which the Industrial
system, information resource or other entity of Industrial Internet of Things can exchange
the information with other lloT entities through special lloT services or without it, and/or
can provide the required functions in common software/hardware environment or network.

Based on this term, the following functional and non-functional compatibility aspects are
defined, according to which the requirements of the IloT systems can be established.

Functional requirements:

+ Compatibility at the physical level (Physical aspect).

+ Compatibility at the MAC level (Media Access Control (MAC) aspéct).
+ Compatibility at LLC level (Logical Link Control (bL€) aspect).

+ Compatibility at the network level (Network aspect).

+ Compatibility at the transport level (Transport aspect).

+ Compatibility at the session level (Session aspect).

+ Compatibility at the level of data presentation  (Data Presentation aspect).
+ Compatibility at the application level (Application aspect).

+ Compatibility at the level of measuring and (Measuring and automation aspecf)
actuating devices.

+ Compatibility at the semantic level (Semantic aspect).

Non-functional requirements:

Version compatibility of the IloT entity (Version aspect).

Compatibility at the Quality of Service provisioning level (QoS management aspect).

Compatibility at the security levél(Security aspect).

Compatibility at the legislative level (Compliance aspect).

Ih addition, the draft describes lloT entities compatibility levels for various aspects.|The
fpllowing compatibility levels have been defined:

+ Fully compatible.

+ Compatible.

+ Partially compatible.
+ Incompatible.

It describes possible models and interoperability ensuring methods for various IloT enfities.
Ih particular, there were defined models for different industrial equipment connection|to a
rnemote lloT cloud service:

—direct industrial equipment conneciion 10 a cloud service through a dedicated lloT
controller;

— connection to the cloud through special lloT gateways;

— connection of special industrial monitoring systems of industrial equipment operation to
a cloud platform via the lloT gateway.

The models of semantic and heterogeneous gateways of IloT are given, which can be
used for various application systems and protocols transformation and the semantic data
interchange.

Thus, in the content part of the document this standard defines the requirements, by
execution of which the developed lloT entity can be considered as fully or partially
compatible with other IloT entities. The Appendix describes a possible solution for
ensuring the interoperation of various lloT entities in a shared environment.”
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6.4 Roadmap perspective analysis for future standardization work for lloT
6.4.1 Future standardization work for lloT as a vertical domain of the loT
6.4.1.1 General — An “lloT standardization roadmap”

A roadmap of intended lloT standards could lead the way to generate the big picture on how
to proceed with standardization. To this end, the following considerations should be taken into
account.

— To this conceptual idea, the base-work of classical standards should remain-within those
$DOs dealing with them as of today. Therefore, the initiative should be led-by I1SO, |EC,
IEEE, OMG, IETF, etc. — and the ISO/IEC JTC 1/SC 41/AG 20/SLG 1 lleT ‘participates as
qf its mandate about getting these initiatives and synchronizing them to initiate| the
deneration of appropriate useful lloT standards within the countetpart SDOs and |vice

ersa.

— Technically capable, i.e. ISO/IEC JTC 1/SC 38 on “big data” as needed by, for exanpple,
IEC SC 65 or ISO/TC 184 or ISO/IEC JTC 1/SC 42 on Al to,the*same motivation.

— The timespan to start this roadmap in light of the paradigm shift to this intention is sport,
Qut it will take a long time (maybe decades) to finally achieve a 100 % execution: But| this
ghould not inhibit these organizations from getting started soon and now.

— This is especially the case for the integration of-’[/OT standardization concepts and for a
Jeamless data flow between all these instances.

— More to this all stakeholders like machine manufacturers, system builders, ICT specialists,
gystem integration companies, IT and OT) OEM companies, should work together ip all
these old as well as new SDOs, non-SDOs and FOSS initiatives.

It is highly recommended to defife an IloT reference architecture model wjithin
ISOJIEC JTC 1/SC 41 maybe within-AG 20/SLG 1, see [62].

6.4.1.2 Standards for Industrial loT- “ecosystems”

This| document identifies, that especially in regard of “ecosystems” between diffgrent
implemented referencetarchitecture models (RAM) and the appropriate standards, it would be
meahingful to standardize ecosystems (i.e. cloud-, fog-, edge-, etc. “ecosystems”). Spome
natignal initiatives (i-€. by DIN, NC of Germnay) are leading the way.

This|also in &pecial regard of necessary customer needs and requirements to ensure a prpper
intenoperability by domains through their internal representative existing protocols [and
standards/— already defined by SDOs and non-SDOs as well as with open source and qther
industrial collaboration and consortia. This in common especially to the future developmen

—

6.4.1.3 Standards for “integration of legacy systems” into lloT

This document identifies further that the integration of existing legacy systems only by
standard gateways may not be an appropriate solution in regard to avoiding “double
standardization”.

This document identifies to build “Brownfield/Greenfield integration standards” which indicates
the appropriate way to operate:

One of these standards is as a positive example already initiated by the new work item
proposal by Russian Federation ISO/IEC NP 30162 on “Compatibility requirements and model
for devices within industrial loT systems”
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6.4.1.4 “Upgradeability” of lloT systems

This document indicates the ongoing and very fast expanding activities worldwide with respect
to Industrial 10T standardization efforts, also along the life cycle of lloT systems. Plus, there
would be a need for “upward” and “downward” compatibility between different maturity grades
/ stages of implementations along that timeline to become “compatible”. This is surely one of
the strongest challenges this document has identified for standards as being at risk of “non-
interoperability”, or “non-coexistence”.

6.4.1.5 “Interoperability” of lloT standards

This[ document 1dentifies also that the same Trisks as with upgradeability” apply alsp to
“intgroperability” between existing and new lloT standards. Therefore, it should be neted|that
further work on this is already done within new revisions of the already ~mentioned
NRM 14.0 Rev. 4.0 by NC of Germany to IEC (DKE), together with DIN.

6.4.1.6 “Integral safety and security” of lloT systems

As gn identified IT and OT “common perspective” for the IloT, this document identifies (data-)
secyrity standards along ISO/IEC JTC 1/SC 27 work to be one of the most appropriate|and
welltknown, and also with a wide degree of acceptance around the/JT-industry.

Alsol becoming more necessary to the OT World (as champiohed in IEC TC 65) and thergfore
therg¢ is direct collaboration between ISO/IEC JTG.1/SC 41/AG 20/SLG 1 lloT [and
ISOJIEC JTC 1/SC 27 in their liaison to IEC TC 65 and |SOJTC 184 — including JWGs betwWeen
the fwo organizations.

Safgty standards on the other side are in the primary scope of the OT World — i.e. IEC 61508
by IEC TC 65/SC 65A.

With the advent of OT near edge "fog" device and the more IT-centric cloud infrastructufe, it
becames obvious that a federation across these standards should become a driving point for
futune standardization.

Therefore, current projects, e.g,-on “Cloud Federation” as ongoing by DIN, NB of Gernpany
(i.e.IDIN SPEC 92222), should go also for a deeper look and work on security and safety
aspeacts in their work especially in internationalization by global SDO ISO/IEC in dlose
collgboration also withaon-SDO and FOSS initiatives afterwards.

The [detailed aspects’ of trustworthiness within this document have been listed by the wofk in
ISONEC JTC 1/SE€ '41/SG 8, Trustworthiness.

6.4.1.7 Consideration on a unified lloT master data management

6.4.1.741 General

By this document it is identified that: “unifying the master data management” will become
mandatory for the success of lloT.

6.4.1.7.2 “Sync” standards for “Common Data Dictionaries” on lloT

ISO/IEC JTC 1/SC 41/AG 20/SLG 1 lloT holds the mandate to interact and communicate
between the different SDO entities in liaison also about the synchronization on “data handling”
in [1oT in syntax (procedural) and semantics (more important as analysed above).

6.4.1.7.3 “DDS” (Data Distribution Services) vs. OPC-UA - data exchange

There are some discussions ongoing today between different use case / lloT application
stakeholders on setting standards for data processing concepts:


https://iecnorm.com/api/?name=8488d54a0046fc55add877aa1d41032d

ISO/IEC TR 30166:2020 © ISO/IEC 2020 —47 —

One of the regarded initial statements by the OMG is the following:

From definition of DDS by OMG, see [63]:

“Many real systems include devices, servers, mobile nodes, and more. They have div

erse

communication needs, but it's better — and easier — to use a single communication

paradigm when possible.

System designers should determine which of the protocols meets the primary challenge of
their intended applications. Then, if possible, extend that primary choice to all aspects of

the system.

or example, Inter-device data use IS a different use case from device data collec

Fansmission lines (best with MQTT), or communicating power usage withinthe
enter (best with AMQP).

DDS: It can manage tiny devices, connect large, high-performance{sensor networks
lose time-critical control loops. It can also serve and receive data frem the cloud.

educes cost and complexity. Using DDS does require—building a data model
nderstanding data-centric principles. It is ideal for loT, applications that require a las

[
Q
[
gimplifies deployment, minimizes latency, maximizes scalability, increases reliability,
/
1
rneliable, high-performance architecture.”

6.4.1.7.4 Open repositories for “systems of systems” in lloT

WitH an open repository of “systems of systems” the development of lloT standards could

to a

and

exisfence.

ion.

I.

Requirements for turning on your light switch (best with CoAP) are much different t¢fal) the
nequirements for managing the generation of that power (best with DDS), mopitoring the
t
Q

data

and

DDS communication is peer-to-peer. Elimination of message brokers and sernvers

and
and
ting,

ead

more efficient way of Data Science based processing between different implementafions
will lead to a better implementation byxmeans of standard based interoperability and co-

This| document therefore recommends to keep this task in an lloT WG to track and rgport
between future plenary meetings.

6.4.2 ISO/IEC collaboration in relation to lloT

6.4.2.1 General

Identified work and.exchange for lloT by JTC1 / AG 20 is planned for further developmerjt on
lloT|standardization together with the following listed entities:

ISO/IECGJTC 1/SC 7 (“Software and systems engineering”)
ISO/IEC JTC 1/SC 27 (“IT Security techniques”)
IS@HEC JTC 1/SC 37 (“Biometrics”)

ISO/IEC JTC 1/SC 40 (“IT Service Management and IT Governance”)

ISO/TC 10 (“Technical product documentation”)

ISO/TC 39 (“Machine tools”)

ISO/TC 39/ SC 10 (“Safety”)

ISO/TC 184 (“Automation systems and integration”)

ISO/TC 184/ SC 1 (“Physical device control”)

ISO/TC 184/ SC 4 (“Industrial data”)

ISO/TC 184/ SC 5 (“Interoperability, integration, and architectures for enterp

systems and automation applications”)
ISO/TC 211 (“Geographic information/Geomatics”)

rise,
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- I1SO/TC 261 (“Additive manufacturing”)

- I1SO/TC 292 (“Security and resilience”)

— 1SO/TC 299 (“Robotics”)

- ISO/TMBG/SMCC “ISO Smart Manufacturing Coordinating Committee”

— [EC TC 65, including
e TC 65/WG 23,
e |EC TC 65/SC 65A,
e |EC TC 65/SC 658,

IEC TC 65/SC 65C

IEC TC 65/SC 65E

IEC SyC SM (“Smart Manufacturing”)

- IECTC 3/SC 3D “Product properties and classes and their identification”

- IECTC3 “Information structures and elements, identification and marking

principles, documentation and graphical symbols”
- |EC TC22 “Power electronic systems and equipment”

6.4.2.2 IEC ACSEC advisory committee on information security and data privacy

Scope: ACSEC deals with information security and data privacy matters which are not spe
to ope single technical committee of the IEC. It coordinates activities related to informg

cific
tion

secyrity and data privacy and provides advice to the S8MB on those subjects. ACSEC proJides

guidance to IEC TCs and SCs for implementation ofinformation security and data privacy,
gengral perspective and for specific sectors. ACSEC also provides a venue for exchan
infojmation between the IEC and other SDOs<rélevant to ACSEC’s scope. ACSEC fol
closgly research activities and trends in Academia.

6.4.2.3 ISO/TC 307 Blockchain and distributed ledger technologies

in a
ging
Oows

As t{he blockchain technology has) become highly recognized in the entire field besides

standard payment and finance. trahsactions — a liaison should be taken into regard by 3rd

Plenary Decision.

This| document indicates\further also to taking the reference of work in use of ISO/IEC 30141

as being the base of SDChain Initiative as recommended.

- I80O/TC 307 Blockchain and distributed ledger technologies

— IBO/TC 307/SG 2 Use cases

— IBO/TE-307/SG 6 Governance of blockchain and distributed ledger techndlogy
systems

— IBQITC 307/SG 7 Interoperability of blockchain and distributed ledger techndlogy
systems

— ISO/TC 307/WG 1 Foundations
— ISO/TC 307/WG 2 Security, privacy and identity
- ISO/TC 307/WG 3 Smart contracts and their applications

Currently there are diverse PoC (proofs-of-concept) running in IloT related SDO, Consortia,
FOSS and other initiatives on blockchain for different use cases in lloT [like Security, AAA

(Authentication, Access, Authorization)] which shows the immense significance of
horizontal technology - therefore this document indicates the necessity to foster
standardization in this key field for lloT.

This document indicates further that there is still a big challenge to identify the
capabilities and use cases on blockchain in IloT because of unsolved problems on

the
the

real
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scalabililty,
performance,

optimization

in light of the open-book like nature of a distributed ledger (blockchain).

6.4.2.4 “Data management” and exchange of data — in lloT

Data management and interchange is a key field of IloT operation and therefore standards
should be kept in strong and sustained development.

Iden
ISO

Sco
syst

|tified relevant standardization is done within:

I[EC JTC 1/SC 32 — Data management and interchange

ems environments. SC 32 provides enabling technologies to promoté-harmonizatio

datal management facilities across sector-specific areas.

Spe

cifically, ISO/IEC JTC 1/SC 32 standards include:

— rneference models and frameworks for the coordination of existing and emerging standg

— definition of data domains, data types, and data structures,/and their associated sema

hnguages, services, and protocols for persistent stofage, concurrent access, concu

ypdate, and interchange of data;

lectronic commerce.

6.4.2.5 ISO/IEC JTC 1/SC 38, Cloud computing and distributed platforms

Cloud computing is also identified as\a“key field of lloT technology operations and there

stan

Esp

dards should be kept in strongand sustained development.

pe: Standards for data management within and among local and distributed information

n of

rds;
ntics;
rent

methods, languages, services, and protocols tostructure, organize, and register metagdata
gnd other information resources associated\with sharing and interoperability, inclu
g

ding

fore

on,

(especially edge- and fog- €omputing across and between (horizontal) as well in the vettical

cially in regard to the coficeptual “companions” of cloud computing and its federa{

infrastructure of the lloT)'— focus should be on very good optimization and synchroniz
between the open source on the IT-related and the adjunct OT side (mostly IEC and IS(

rela

ed SDO initiatives) under an umbrella of the conceptual idea in IloT.

6.4.2.6 ISOMEC JTC 1/SC 42, Artificial Intelligence

Al i a further/key field of IloT technology operations and therefore standards should be

in st

Ref.-

fong-and sustained development.

tion
TC

kept

Scope—Standardizationm i thearea of Artifictattmtettigence

— ISO/IEC JTC 1/SC 42/WG 1 Foundational standards

— ISO/IEC JTC 1/SC 42/WG 2 Big data

— ISO/IEC JTC 1/SC 42/WG 3 Trustworthiness

— ISO/IEC JTC 1/SC 42/WG 4 Use cases and applications
— ISO/IEC JTC 1/SC 42/WG 5 Computational approaches and characteristics of Al

systems

Serve as the focus and proponent for JTC 1’s standardization program on Artificial Intelligence.

Provide guidance to JTC 1, IEC, and ISO committees developing Artificial Intelligence

appl

ications.
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Annex A
(informative)

Listing of all SDOs, non-SDOs, consortia, FOSS (free open source
systems) in context of the lloT mentioned in this document

A.1  SDOs recognized/identified as of interest to lloT and also in relation to
Clause 5 on standardization landscape in lloT

A1q General
Manly standards are being developed or at least the requirements from different scopeq are

being defined and recommended in this wide field of industrialization applyingcthe” enabling
loT {echnologies and services.

The|standards and projects in Clause A.1 are listed with the best information available aj the
time| of the development of this document.

A.1.pR 3GPP 3rd Generation Partnership Project

By qwn description: The 3" Generation Partnership Project {3GPP) on: http://www.3gpp|org/
unit¢s the seven telecommunications standards development organizations (ARIB, ATIS,
CCHA, ETSI, TSDSI, TTA, TTC), known as “Organizational Partners,” and provides fheir
menbers with a stable environment to produce the~feports and specifications that dg¢fine
3GPP technologies.

Reldvance to IloT: Regarding lloT, the 3GPP covers the appropriate technical standard$ for
the pext generation 5G network which has spécial attention to factory automation.

The|portfolio of technologies that 3GPP operators can now use to address their diffgrent
market requirements includes the following:

1)

MTC (enhanced machine-type-communication)

urther LTE enhancemeénts for machine type communications is building on the york
tarted in Release-12 (UE Cat) - all this enabling new and better lloT relpted
ommunication abilities (M2M, Smart Manufacturing).

B-loT

ew radio added to the LTE platform optimized for the low end of the market

2)

tand-alpne: Utilizing stand-alone carrier, e.g. spectrum currently used by GERAN
ystems:as a replacement of one or more GSM carriers.

uard-band: Utilizing the unused resource blocks within an LTE carrier’s guard-band. [This
I ially in _ar ff r mation and therefor hes future |lloT
developments for communication layer purposes.

In-band: Utilizing resource blocks within a normal LTE carrier. This may also be of interest
for future intervention and analysis for lloT communication applications.

3) EC-GSM-loT

EGPRS enhancements in combination with PSM make GSM/EDGE markets prepared for
loT applications.
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A.1.3 ETSI (European Telecommunication Standards Institute)

Name: ETSI (European Telecommunication Standards Institute)

Ref.: www.etsi.org
Ref.: 3gpp.org

Description: ETSI produces globally-applicable standards for information and communications

technologies (ICT), including fixed, mobile, radio, broadcast and Internet technologies
standards enable the technologies on which business and society rely. For example
standards for GSM™ DECT™ Smart Cards and electronic signatures have helpe

. ts
, its
d to

revollutionize modern life all over the world.2

Areds of interest for IoT in ETSI include, but are not limited to:

gtandards updates on loT services enabling technologies (oneM2M™and ETSI
$martM2M, ISG CIM, etc.);

gtandards updates on loT enabling communication technologies (e'g-3GPP NB-loT
3G, LoRa, Sigfox, etc.);

— gtandards updates on loT security and privacy;

TC

and

— gtandards and research activity in the area of semantic and ontology-based

interoperability; and

— HKOSS open source (I)loT projects.

Relgvance to lloT: the Wireless Industrial Real Time Communication in collaboration
3GPP/5G and AIOTI/WG3 (WG11).

A.1.E IEEE (Institute of Electrical and Electronics Engineers)
A1.4.1 General

Ref.} www.ieee.org

Relgvance to lloT: IEEE does.caver many technical/physical standard developments with
releyance for both wired and wireless communication systems.

Regarding 10T, IEEE described in its working paper, “Towards the Internet of Things (loT)
manly intentions to further loT-related work within IEEE. (Pub. 2015)

IEEE Standafds® focus mainly on horizontal technologies — primary physical Ig
communication:

— |EEE\802.11 Series

with

high

its

yer-

- IEE

- IEE

m
do

A
A4

N
jEN

SAarinc
oCTTCS

802.3 Series (Time-Sensitive Network, TSN)

m

Especially in regard to OPC UA, most of the physical layer is defined by IEEE standards:

Recommendation for further collaboration or exchange of information regarding future

developments of lloT.

2 GSM and DECT are trademarks of the GSM Association and ETSI, respectively. This information is given for

the convenience of users of this document and does not constitute an endorsement by ISO or IEC.
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Today there is already a very long list of identified projects by IEEE relevant to IloT, and its
reference architecture models have already been summarized by the German national body
(DIN) in RAMI 4.0 reference model.

The projects listed below are of interest to the IloT, yet it is not a complete list in the context
of SM/IloT:

IEEE Standard Ontologies for Robotics and Automation;

IEEE Standard for System and Software Verification and Validation;
IEEE Standard Adoption of ISO/IEC 15026-1;

ystems and Software Engineering;

ystems and Software Assurance — Part 1: Concepts and Vocabulary;

ISO/IEC/IEEE 15288: Systems and software engineering — System life cycle_processes

IEEE Guide for the Use of Artificial Intelligence Exchange and Service Tie to All [Test
nvironments; and

roject: (AI-ESTATE).

A.1.4.2 IEEE P2413 - Standard for an Architectural Framework/for the Internet of
Things (loT)

The|lnternet of Things (loT) is predicted to become one «Qf_the most significant driverds of
growth in various technology markets. Most current standardization activities are confingdd to
very| specific verticals and represent islands of disjointed”and often redundant developnjent.
The|architectural framework defined in this standard ‘will promote cross-domain interacfion,
aid $ystem interoperability and functional compatibility, and further fuel the growth of thg loT
market. The adoption of a unified approach to_the development of 10T systems will reduce
industry fragmentation and create a critical mass of multi-stakeholder activities around the
world.

A.1.p ISO/IEC
A.1.p.1 General

Intefnational Organization_~for Standardization (ISO) / International Electrotechnical
Conmission (IEC).

Ref.

httpy//www.iso,org
httpy/www.iee;Ch

Thege two organizations are the parent organization of JTC 1. The JTC 1 Subcommittee 41

(SC41)s the JTC 1’s main SC standardizing the loT technologies and related fields.

1%

The committees listed in A.1.5 have generated different reports in relation to Smart
Manufacturing, global advanced industrial systems (GAIS), and further analysis which
influences future industrial 10T systems’ standard development.

Subclauses A.1.5.2 to A.1.5.9 detail the result of the work of ISO and IEC committees and
joint cooperation between IEC and ISO.

A.1.5.2 ISO/GAIS

Reconstitution of the JAG Group on Global Advanced Industrial Systems (GAIS)
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This document is the result of an input and discussion process initiated by the first and
second meetings of participating members of the reconstituted JAG 60 Recommendation #14
from the JAG Meeting in March 2017, convened by DIN, NB of Germany.

This document also contains material gathered from reports on Smart Manufacturing,
industrial 10T research projects, ICT projects and group output from the
ISO/IEC JTC 1/WG 10 meetings regarding Smart Manufacturing and industrial loT relevant
findings and materials as well as contributions by national bodies within
ISO/IEC JTC 1/WG 10 as one of predecessors of ISO/IEC JTC 1/SC 41 loT.

Standardization—for Advanced-lndustrial Q\J/cfnmc Tools and Services is found in, but-is not
limited to, the following documents:

— ICT aspects of Advanced Industrial Systems and Smart Machines;
Digital Manufacturing and Machinery;
— (Cloud Manufacturing, Intelligent Manufacturing; and

/

\gile Manufacturing and Lean Manufacturing.

The|ICT aspects of Advanced Industrial Systems and Smart Machinés)principles can be found

— the reports of IEC/SG 8 “Industrie 4.0 — Smart Manufacturing;”

— IBO/SAG “Industrie 4.0/Smart Manufacturing;”

— the final report of GAIS on Global Advanced Industfial Systems (GalS);
— Ipoking for opportunities for Advanced IndustriakManufacturing AIM; and
—  “‘Smart Machines” within JTC 1.

A1.p.3 ISO/IEC JTC 1/SC 41/SLG 1 Sectorial Liaison Group (SLG) on lloT - (AG20)

Defipition: JTC 1/SC 41/SLG 1 on lloT is-a Sectorial Liaison Group with the following manfdate,
havipg its scope on loT for Smart Manufacturing, industrial facilities and related areas, in
ordgr to exchange the information(on IloT related standardization across all identified SPOs
of thiis document.

oordinate liaison activities between all SDOs, internal and external, in the lloT sector
nd JTC 1/SC 41.

roactively solicit requirements and use cases, when applicable, from the SDOs undgr its
sponsibility.

romote the‘use of JTC 1/SC 41 foundational and core standards by these SDOs.

— If requiréd) assist in the socializing of NWIPs that appear to be relevant to the scoge of
ne or“more SDOs within their sector.

— If rfequired, facilitate the set-up of joint projects between these SDOs and JTC 1/SC 41|

— Responsible committees in Scope of AG 20 SLG 1 lloT are:

e |[ECTC®65 Industrial-process  measurement, control and
automation

e |SOTC 184/IEC TC 65 JWG 21 Smart Manufacturing Reference Model(s)

e |SOTC 184/ SC 1 Physical device control

e ISOTC 184/ SC4 Industrial data

e |ISOTC 184/SC5 Interoperability, integration, and architectures for
enterprise systems and automation applications

e ISOTC 39 Machine tools

e ISOTC 261 Additive manufacturing

e |SOTC 299 Robotics
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ISO TC 261 Additive manufacturing
ISOTC 10 Technical product documentation
IEC SyC SM Smart Manufacturing

The initial work of AG 20 SLG1 covers many findings of the analysis and work performed in
the former JTC 1/SG 9 Report on lloT in this document summarized by the following listed
aspects:

A1

Defi

Man
harmonize and advance Smart Manufacturing activities in the IEC, other SDOs, and cons

accqrding to Clause 2 in AC/22/2017 (Transparengy of SyC work to TCs and other groups).

As g
Eval
strategy addressing manufacturing enterprise operations to ensure that the real-time
nee
and

In it
func

of cu

To understand the future requirements of Smart Manufacturing, SEG 7 sought to:

r

e-configurability and pluggability of [loT systems;

future standardization on: “microservices and micro-applications in lloT”;

4

d
i
I

oT connectivity and Interoperability;
tandards for Industrial loT “ecosystems”; and

dge- fog- together and in context with cloud-computing aspects of lloT.

efore, JTC 1/SC 41/AG 20 SLG1 acts as the primary focus group-related to all

bns of JTC 1/SC 41, with the primary intention to synchronize all standardization
ss those JTC 1/SC 41 Category A to C liaisons in the context{of vertical as we
rontal aspects of the Industrial 1oT.

5.4 IEC systems committee on Smart Manufacturing

nition: Systems committee on Smart Manufacturing

date: To provide coordination and advice in 4he* domain of Smart Manufacturin

priority since the IEC Strategic Group@-formation in 2014, the resulting Standardiza
uation Group 7 (SEG 7) — Smart Manufacturing, has continued to be focused on an

s of the manufacturing enterprise are sustained to achieve safe, secure, energy effi
productive operations within the’context of a connected Smart Manufacturing enterpri

5 work, SEG 7 studied¢many architectures for Smart Manufacturing that will enable

rrent and next generation technologies to achieve safe and secure factory operations

nalyse matrket and industry developments,
Hentifycgaps and overlaps in the standards portfolios of IEC and ISO and other SDOs,

the
vork
| as

j to
Drtia

tion

IEC
data

ient
5e.

it to

fion as a smart application within a broad loT environment; and to leverage the adoption

nake sure that appropriate standards are delivered in a timely manner,

define a structure for collaboration between standardization organizations (no

ISO and IEC), and
monitor the practical application of collaborations already in place.

ably

Smart Manufacturing ecosystems use multiple value chains to support their goal of delivering
productivity and efficiency to meet their specific manufacturing enterprise business goals.

Smart Manufacturing enterprises comprise one or more organizations which operate in
various industry sectors, e.g., automotive, aerospace, chemical, energy, semiconductor, oil
and gas.

These enterprises may utilize management system standards which are the domain of ISO, in
addition to many other business functions and processes which are the domain of other SDOs
and which support the manufacturing automation function which is largely in IEC domains.
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The ICT infrastructure for the “office management” of the enterprise is supported by standards

prod

uced within ISO/IEC JTC 1.

The manufacturing execution function is the domain of ISO/TC 184 and IEC TC 65, while the

cont

rol and automation centre is largely standardized within IEC TC 65.

The machinery and process equipment are the domain of ISO committees, while the sensors

and

actuators on the equipment are the domain of IEC standards.

The whole enterprise needs to have a seamless set of standards to ensure that safety,

secyrity; ; ; ards
dompin of both ISO and IEC.
Coofdinated access to critical data (as defined by ISO 8000 data quality standard) at every
key point of decision making within the system, whether it be by machine or person, will Jead
to improved decisions and resulting actions that should optimize the performance of] the
entelrprise according to the desired business operation strategy.
Mos} of the standards that exist today have been developed in the traditional “silos” of product
or business functions, and there has been little focus on the cgnhected value streams|and
intefldependent data needs of the devices or functions within these‘value streams.
The [bi-directional flow of data will necessitate interfaces to be developed within the exigting
standards portfolios of many IEC and ISO TCs that make-up a manufacturing enterprise|and
congequently, increased collaboration and partnershipyis anticipated in the future to faciljtate
the neality of a smart enterprise.
The [ultimate goal of Smart Manufacturing is to“interconnect every step of the manufactdring
business processes and integrate the manufacturing function with the other business
functions that make up a manufacturing enterprise.
For the purposes of harmonizing and advancing Smart Manufacturing activities in the JEC,
SEQ 7 (now disbanded) proposed.to the SMB in its report, SMB/6235/R to establish a [new
systems committee on Smart Manufacturing as justified by the market overview, busipess
casg and national initiatives” l[EC SyC SM on Smart Manufacturing was established in 2018/11.
A.1.p.5 ISO SMCC
ISO |“Smart Manufacturing Coordinating Committee” (ISO SMCC), see [64]
Defipition — From normative roadmap NRM 14.0 Rev. 3.0 of Standardization Council Induptrie
4.0 (SCI 4<0) — 2018-04-27 Release / Section 2.3.1:

"In September 2016, the ISO Strategy Group Industrie 4.0 successfully completef its

work. In order to continue its international activities, the ISO SMCC was set up as its
successor body. In the first instance, it will remain in existence for two years and will
comprise representatives from the relevant technical committees. Representatives
were nominated from a total of 21 ISO committees, in addition to one representative
each from the IEC and the ITU, to take part in the collaboration.

Under German leadership, the ISO SMCC has since been the driving force behind the
work being carried out on an international level on Industrie 4.0. The aim is to ensure
the overarching coordination in that area and to draw up implementation
recommendations, especially with regard to a joint international approach. At the same
time, a national mirror committee was set up as a means of offering interested parties
a national platform that would enable them to take part in the shaping of the work
being undertaken on an international level."
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Workplan of ISO SMCC and IEC SEG is to work on the definition of Smart Manufacturing.
Here is the current definition from ISO/IEC:

“Manufacturing that improves its performance aspects with integrated and intelligent use of
processes and resources in cyber, physical and human spheres to create and deliver products
and services, which also collaborates with other domains within enterprises’ value chains.

NOTE 1 Performance aspects include agility, efficiency, safety, security, sustainability or any other performance
indicators identified by the enterprise.

NOTE 2 In addition to manufacturing, other enterprise domains can include engineering, logistics, marketing,

rs L Ll &l H HA | P P Ll s H )
procyrement—satesorany-otherdeomeainsidentifieeby-the-enterprise:

Focdis is on the result of the work of ISO/IEC Smart Manufacturing Standards Map > Joint
Working Group

A.1.p.6 ISO/TC 184

Scope: Standardization in the field of automation systems and their integration for design,
sourcing, manufacturing, production and delivery, support, maintehance and disposgal of
products and their associated services. Areas of standardization include information systems,
autgmation and control systems and integration technologies.

ISOATC 184 ToR Proposal in the context of |loT:

The|JWG21 is tasked to prepare a standardized unified’ Reference Model to support 1ISOfland
IEC [activities in Smart Manufacturing, which shall comprise either:
— g single model with multiple consistent views/projections, or

4 set of consistent and coherent modéls in order to support the requirements of
gtakeholder groups, including:

— ipdustrial users,
— dystems suppliers and integrators, and
— dtandardizers.

The| JWG21 shall take acdcount of available standardized reference models for industrial
autogmation

A1.p.7 IEC TC(65; see [65]

Scope: To prepare International Standards for systems and elements used for industrial-
process measurement and control concerning continuous and batch processes. To coordipate
the standardization of those features of related elements which affect suitability for integration
into |[such_systems. The work of standardization outlined above is to be carried out inf the
international fields for equipment and systems operating with electrical, pneumatic, hydraulic,
mechanical or other systems of measurement and/or control.

IEC TC 65(A-E) Work analysed in context of lloT:

Much of the work of IEC TC 65 and its subcommitees is found and reflected heavily by
referencing of its standards in the reference architecture in lloT around the world.

Scope of IEC TC 65 for JWG 21:

“Development of Smart Manufacturing Reference Model(s) that shows technical objects
(assets), different aspects related to their life cycle and their technical and/or organizational
hierarchies and development of a basic architecture of Smart Manufacturing components as
essential parts of the virtual representation of objects (assets).”
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See also Figure A.1.

Also, to be recognized: Work of WG 16 in IEC TC 65 on the "Digital Factory™:

IEC 62832 is a reference model for representation of production facilities (Digital Factory):

A1

The|scope of Smart Manufacturing is wider than those of ISO/TC 184 and-IEC TC 65, a
also|contains scopes of other TCs. It is proposed that ISO/TC 184 / IEC’TC 65 JWG 21

the

affe¢ted TCs.

Most} of the organizations dealing with digitizing industry need’to clarify the relevance ang
mutyal positioning of the related standards because:

The|FR contribution to the call IEC.TC 65 — 65/650/DC is the basis for the project "S
Manufacturing Standards Landscape".

This| contribution is already~~"a proposal that aggregates important previous exis
publjcations:

! ! ! H ol Py (e [l I H £ !
ThelU dlic dirfrcaly dil dalidliyslis dlfu TCyUuUtToLlS LU allicTiu e i CUTTUTOUtoTT COUTTITY 1ot Ja

Part 1 is a general introduction to the model and principles of the DF framework;
Part 2 is a detailed data model for all the concepts of the DF framework;

Part 3 provides an application description of how the DF Framework is used to manage

the life cycle of a production system;

FPart 4 provides an information exchange model description of how data is migrated
the DF framework.

5.8 ISO/IEC joint initiatives/commitees (ISO/TC 184 and IEC TC 65) JWG 21 in
Smart Manufacturing — lloT Scope

mechanisms of ISO SMCC and IEC SEG 7 (or its successor) (to, interact with the ¢

here are numerous (thousands of) standards,

t
they are published by several bodies that have their specific terminology, so the s
gnd purpose of the standards might be unclear-for others,

they may be overlapping or lacking coverdage,

LO.

bDOs do not provide catalogues with features like any other product catalogue has.

"Big Picture" fromASO/TC 184;

"RAMI 4.0" from.the Industrie 4.0 German initiative (IEC TC 65: IEC PAS 63088);
"Standards-Landscape for Smart Manufacturing" from NIST,;
the repoert_from ISO/SAG Smart Manufacturing;

the report from IEC SG 8 Industrie 4.0/Smart Manufacturing.

into

nd it
Ises
ther

the

ope

mart

ting

an.

Joint Scope ISO TC 184/IEC TC 65 JWG 21: To develop standards for Smart Manufacturing
reference model(s), either consistent models or equivalently a unified model with consistent
views/projections, as demanded by the variety of Smart Manufacturing phases,
intersecting and often concurrent design, resources availability/appropriation, deployment and
business life cycles, the end products life cycles, the requirements by end users, and the
connectivity between all the above entities. (IEC TC 65 — 65/650/DC)

the

ISO TC 184/IEC TC 65 JWG 21 works on the differentiation or changes from manufacturing to
Smart Manufacturing with following key points:

Service orientation.

Product as a part of the automation solution.
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Vertical interoperability (integration, federation, etc.) — New aspects are passive
objects/assets, the product itself speaks with the equipment, Internet and cloud
technologies).

Horizontal interoperability (integration, federation, etc.): logistics, conceptualization,
design, procurement, construction, commission production, development, etc.

Elimination of offline processing in favour of inline processing by technologically advanced
devices capable of computational work at point of value creation.

Interaction and cooperation across and between all whole life cycles — from internal value
chains to value network partners.
yata—ifermation—eand rovwtedge—exehanege st i iZajions

(fcompanies) including more OT/IT exchange.

ew communication — Each object/asset can talk with each other object/asset.
ew business models available out of data.

$elf-improvement adaptive system including human in a loop.

Cyber physical systems (CPS) approach.

ew IT “driving” Smart Manufacturing.

Coexistence of real things and their digital twin.

Cultural change of the organization resulting from the refined role of humans in| the
anufacturing process.

echnical solution for legal issues, e.g. negotiations between two machines, data privacy,
gtc.

Ihteroperability facilitated by system(s) characterized by their standardized capabilities.

Figure A.1 shows the structure of IEC TC 65 and ISO/TC 184, from ISO TC 184/IEC TC 65

JWG 21 Initial Report:

ISO IEC

™B swB

sSMCC s

/ JWG21 i B
Smart Manufacturing . ¥ o L
Coordinating Com. -t} I- 1" -

Smart manufacturing TCES
reference model(s)
I

[ I I 1 oo ahG 3 TCEsA TCESE

Tc 184

5C 1 AhG-STLA sc4 SCSs I

smart manufacturing
= ] iramework & Ahs1
smart throush life architecure

architecture —

Smart manufacturing
information model

IEC

Figure A.1 — Structure of IEC TC 65 and ISO/TC 184 JWG 21

Another new 2018/11 Joint Initiative between ISO SMCC and IEC SyC SM in regard to the
synchronization and harmonization on standardization relevant to Smart Manufacturing — also
in relation to Industrial IoT related concepts — on a Board and steering level is the newly
(2019) formed Task Force ISO/IEC SM2TF, see [66]. See Figure A.2.
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IEC

Foumnded with the following terms and references:

Tob

SMCC SyC SM
, Joint Taskforce
| ISONEC SM2TFY !
! :
1 1
b= ——— - e o & @ mmm—————— !

*) Taskforce Standards Map Smart Manufacturing

Figure A.2 — ISO/IEC Taskforce Standards Map Smart-Manufacturing

uild a standards map on Smart Manufacturing in_three phases of work steps.

5e 1:

benerate and organize a definitive list,-0f Smart Manufacturing-relevant standards
ommittees participating in SMCC and“IEC, taking into consideration the work don
ate (e.g. ISO SAG on Industrie 4.0/Smart Manufacturing output, ISO/TC 184 "Big Pic{
FC TC 65 AhG3; IEC SEG 7).

dentify additional relevant Smart Manufacturing standards from other SDOs, inclu

Classify theycontents of the standards map according to existing reference models ang
nified reference model resulting from ISO TC 184/IEC TC 65 JWG 21.

Republish the resulting output in a maintained database format.

from
e to

ure-,

ding

onsortia and national initiatives.

Provide an initial classification to facilitate navigation and understanding of the content.
Publish the output ofiPhase 1 as an ISO/IEC Technical Report, and issue periodic updjates.
be 2:

the

Pha

RN

— In collaboration with the IEC SRG work to maintain the smart energy standards map, and
with bodies developing other standards mapping tools (for example the standard mapping
tool referred to in ISO/TC 184 resolution 563), develop a concept to represent the content
of the standards map in a smart, graphically supported way to meet the needs of market
users and standards developers.

— Define a business case to publish the content of the standards map according to this
concept.

— Provide a recommendation to ISO/TMB and IEC SMB to support the realization and
maintenance of the standards map project.

AA.

The

5.9 IEC SEG 8 — followed by SyC SM (Smart Manufacturing)
key objectives of IEC SEG 8, which has been disbanded, included:
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Monitor new or emerging communication technologies and architectures that are specified
or standardized outside the IEC (e.g. 5G, Low Power Wide Area Networking, Deterministic
Networking, Edge Computing/Intelligence, Management and Orchestration, and others).

Monitor new market trends (e.g. IT/OT convergence) and analyse new business and
development models (e.g. Open Source, DevOps) related to communication technologies
and assess their impact on IEC activities.

Take into account additional essential aspects of communication technologies such as
security, reliability, safety, privacy, energy efficiency, and others.

Evaluate the impact of these technologies, architectures and trends on current and
foreseen IEC work, in particular on systems related activities, and engage with the

A.1.

—h

Ref.

Des
IEC
desq

IEC
IEC

IEC

IEC

oncerned IEC committees by raising awareness and making technical recommendatigns.

Be the IEC focal point for spectrum management related issues and coordinate with/1TTU-R
nd regional spectrum policy organizations. (see also A.1.5.11 on ITU Organizatipn /
bubsections)

Fvaluate gaps in standardization of communication technologies based on requiremients
rovided by selected IEC use cases and take appropriate actions within the IEC or thrgugh
ollaboration with external bodies.

8 was organized into three active working groups to focus and,accelerate the progress of
ific deliverables:

VG 1: Trend monitoring — which addresses market, businéss and technology trends|and
heir impacts on |IEC activities.

VG 2: Collaboration — which addresses the collaboration within the IEC and with extgrnal
odies, as well as the evaluation of standardization/gaps of communication technologi¢s.

VG 3: Spectrum policy — which addressesispectrum management related issues|and
oordinates with ITU-R and regional spectrum’policy organizations.

5.10 IEC CDD (“Common Data Dictionary”)

https://cdd.iec.ch

Cription: |[EC CDD is the only ISO/IEC-compliant semantic data dictionary (basedq on
61360 and IEC 62656) with'a free-of-charge offering for classification and unambiggious
ription of products and(services for all industries.

CDD is also providing unambiguous description and identification of UNITS (based on
62720).

CDD is previded by IEC and maintained by IEC SC 3D.

SC 3D has a liaison with eCl@ss to avoid conflicting definitions of products and serviges.

A.1.5.11 ITU (ITU-T and ITU-R (Spectrum))

Name: International Telecommunication Union

Ref.

: https://www.itu.int/en/Pages/default.aspx

Description: ITU (International Telecommunication Union) is the United Nations specialized
agency for information and communication technologies (ICTs).

ITU
that

allocates global radio spectrum and satellite orbits and develops the technical standards
ensure networks and technologies seamlessly interconnect.
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Relevance to lloT: ITU-T SG20 (loT and Smart Cities and Communities) defined the loT
reference model in ITU-T Y.2060, which is also in relation to a Work Project by "WIiSE-loT" in
regard to Network layer and service support and application support layer:

See also: http://wise-iot.eu/en/deliverables/

This is to ensure to gain recognition and information on relevant changes especially in regard
to spectrum allocation by modern means for industrial automation scenarios focused on
network-based wireless indoor use cases.

It is[expected—trat—spectrum attocatiomwitt—becomemore —and—more importamt—for fagtory
autgmation aspects as well as for licensed bands and also unlicensed band use.

"z
5.

Developments in this regard by collaborations with national and local authoritie
coordination with FCC and ETSI / 3GPP are ongoing.

A.2]| lloT related initiatives/engagements by national standardization bodies

A2 General

Clayse A.2 identifies the standardization activitivies of nationalkbodies (NBs) from the publicly
available materials.

In tHe past years with the advent of recognized SmariManufacturing initiatives on the global
market scale, there were many national bodies¢)and governmental institutions engajging
themselves together with local organizations, industrial consortia and associations to fgster
standardization in this new important field ofactivities beside the normal standardization
progress.

The|NBs often initiate study and repgrt groups inside the NBs and/or their governmental
instifutions to start harmonization activities in industrial 10T, and these efforts are bleing
recognized and mentioned herein. as)part of this report.

Clayse A.2 is organized by the-scope of the NBs’ initiatives and also by taking a deeper |look
into [these initiatives and linking them to the appropriate international standardization,|and
they| are documented intClause A.2. Each subclause lists the national initiatives which dfives
currgnt development~on Smart Manufacturing or Industrial 10T in their countries. |[The
subglause title shows the country name and its initiative name.

A.2.R Sweden - LISA

LISA — Line Information System Architecture (LISA)

L' k latt LL . l L L H Fim) Il | I i o ry A it +
INK™ IILLPD.IIVVVVVV.L;IIdIIIIUID.DCICIIIPIUJC\JLDIrayUDII_IIIU'IIIIUIIIIaLIUII'\JyDLCIII'I"‘\I\JIIILUbLUIU.d;pX

The aim of this project is to develop a Line Information System Architecture (LISA) that can
be used in industrial production systems in general and in automotive discrete manufacturing
specifically. This architecture aims at capturing raw data from the plant of a production system
and transforming these data into understandable and coherent information in order to ease
production management decisions.

This document identifies the narrowed scope in IloT related to Smart Manufacturing with
respect to the sub-aspect Production in LISA.

Chalmers Production focuses on connected and sustainable production. This includes new
resource and energy-efficient processes for manufacturing and development of new products
and production systems. The research generates knowledge and tools in modelling,
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simulation and optimization, combined with support for decision-making in close collaboration
with industry.

It is a platform for research in manufacturing, production systems and product development
with sustainability and future smart factories as common challenges. The philosophy is to
influence early in the development process where many small improvements make great
benefits in the end.

The Production Area of Advance congregates more than half of all Chalmers departments,
five research centres and three other closely linked research environments, 25 research

groups and-a - network of collaborating-industries—The research-is fundamentally based on
Ll J J

sciepce in mathematics, physics and/or chemistry.

Visign and Mission

Its vjsion is sustainable and innovative production, with respect to economical, ecologicalland
socigl aspects — where industries, environment and members of society all benefit.

Its mission is to achieve excellence in scientific research and dévelopment — suppofting
sustpinable and innovative production through knowledge, methods’and tools.

This|is realized by creating:

— development processes for innovative and competitive product and production systg¢ms,
hased on a life-cycle perspective;

— ogptimized production systems and manufacturing. processes;
— rinimized environmental impact through reduced waste of energy and natural resourcgs;
— dafe, healthy, and rewarding work envirenments; and
— world-class education in sustainable production.

Futdure sustainable competitive production systems need to be productive and flexible, as|well
as gnvironmentally friendly and safe for the personnel. There are today few system solufions
that|assist production management with a coherent information model and a modular sygtem
archjitecture that facilitates . data gathering regarding products and processes throughou{ the
entine plant. To solve this ‘problem the aim of this project is to develop a line information
system architecture (LISA) that can be used in industrial production systems in general and in
automotive discrete manufacturing specifically.

This| document.fidentifies the work of LISA as being of interest for future development|and
Industrial loT5.but due to its scope, the existing materials available today by LISA do not have
an influence'en a reference architecture — because an RA on IloT is not identified therein.

A.2. France — “Usine du Futur”, see [67]

Definition of "Usine du Futur" — The concept of factory of the future "en France"

The Factory of the Future is a generic concept that is part of a general awareness of the
importance of the manufacturing industry in the national wealth. This reflection is intended to
conserve and develop in France and therefore in Europe, a strong, innovative industrial
activity, an exporter, a generator of wealth and a creator of jobs.

The Factory of the Future is a response to several simultaneous transitions: energetic,
ecological, digital, organizational and societal. Each of these transitions involves many new
technologies or modes maturing, developing or designing. It is a question of continuing the
modernization of the production tool and accompanying companies in the transformation of
their business models, their organizations, their methods of design and marketing, in a world
where digital tools are breaking down the industry divide and services.
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Consideration by this document: A collaboration is today primarily focused in regard to
reference architecture only by the direct agreement to join work in collaboration with the
future development and adaptation of the RAMI 4.0 model by liaison:

Purpose of Liaison "Industrie 4.0" (Germany) and "Usine du Futur" (France)

In the Shared Action Plan of Plattform Industrie 4.0 and Alliance Industrie du Futur, published
on April 26th, 2016, the work on common comprehensive scenarios describing the future of
manufacturing addressing the customer needs was announced. Scenarios are defined as top
down archetypical stories made possible by new manufacturing and digital technology.

A.2. Germany - Industrie 4.0, see [68]

German Initiative "Industrie 4.0 Standardization Roadmap" current version: 3

Link{Ref.: https://sci40.com/files/assets_sci40.com/img/sci40/german=standardization-
roadmap-industry-4-0-version-3.pdf

Natipnal body DIN (ISO) in collaboration with DKE (IEC):

Thelaim of the future-oriented initiative Industrie 4.0 is to exploit'the potential resulting from

the extensive use of the Internet,
the integration of technical processes and business¢processes,
— the digital mapping and virtualization of the realworld, and
the opportunity to create “smart” products and:xtneans of production.

This| requires the development of a host of .neéw concepts and technologies. It will, howgver,
only] be possible to implement these new ‘concepts and technologies in industrial practice if
they| are backed up by standards basedion consensus, as only such standards are able to
create the necessary security for investments and confidence among manufacturers [and
users.

In order to address the standardization issues at an early stage, the Standardization Cotincil
Industrie 4.0 (SCI 4.0) was ‘established with support of DIN and DKE.

In adldition, the Labs(network Industrie 4.0 (LNI 4.0) — is intended to set testbeds according to
the standards and recommendations by SCI 4.0 in collaboration and exchange together [with
all participating.parties (liaisons, standardization organizations, companies, corporations,
alliapces, by membership).

The [fundamental task of SCI 4.0 is to develop the strategic, conceptual and organizational
aspects of the topic of Industrie 4.0 from the point of view of standardization.

SCI 4.0 identifies concrete needs for standardization, coordinates their implementation and
advances the development of fundamental concepts.

The Working Group “Standardization Roadmap” was established by SCI 4.0 to develop and
update the first version of the standardization roadmap on Industrie 4.0.

This standardization roadmap is the central medium of SCI 4.0 for communication with
standardization committees, industry, associations, research institutions and ministries.

A.2.5 Korea — “Korea — Manufacturing Industry Innovation 3.0 strategy”,

“National initiative in Korea about Manufacturing Industry Innovation 3.0 strategy”
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Logo: see Figure A.3.

KOJF is the foundation consisting of private companies and government establishe
sucdessfully lead smart factory projects in Korea.

It is|aimed at enhancing competitiveness of SMEs and to bring advanced smart featurg
overfall manufacturing industry.

A.2.p China - Industrial Initiatives {Standards Development)

Acti

Natipnal organizations and programs are involved in standard developments for IloT are:

Natipnal lIoT fundamental Standard Working Group takes the charge of 10T related stand
coordination as well as fundamental and key application standards developing in China; (

ory Foundation KOS
Korea Smart Factory Feundation
IEC

Figure A.3 — KOSF logo

Provision and Propagation
Provide and propagate Smart factory for SMEs of manufacturing industry.
Research and Development Planning

Build Infrastructure

Fstablish a testbed centre that tests interoperability of solutions and offers technolo

A

F

A

FPromote innovation and technological development and sécure advanced smart solutig
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takep the respansibility of the Secretariat. Since it was founded in 2010, 150 loT relpted

standards projects have been coordinated through its mechanism, nearly 180 loT stan
proposals were approved including 55 published until July 2019. Within these, five
proposals“were approved since 2015 and four of them are already published (see Table

Hard
lloT

SAQ/TLC'28/SC 41 — Information Technology Technical Committee/Internet of T
Subgommittee  — is about to be established; it will be the mirror committe
ISO/IEC JTC 1/SC 41 in China, and further lloT standards will be involved in that SC 41.

A\.1).
ings
of

Table A.1 - List of protocol for lloT / SM use case by NC China

No. Name Status

acquisition

Industrial Internet of Things — Specification of structured description for data Committee stage

Application attribute protocol for instrument of Industrial Internet of Things Published

Service protocol for instrument of Industrial Internet of Things Published

Interoperating protocol for instrument of Industrial Internet of Things Published

2
3
4
5

Identifier protocol for instrument of Industrial Internet of Things Published

National organizations and programs involved in standard developments for lloT are:
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China has officially declared its collaboration in the OPC-UA Standard (IEC 62541) as by the

announcement in 2018-03-04. See Figure A.4.

HEFIAR SRR Sl
Search Result Number of Every Page Shows ﬂi
pe | TES IR R Eangony: 2= wE | &
Standard No. Standard Title in Chinese Standard Title in English State | Remark

1 [|GB/T 33863.4-2017 OPCE—3049 E4545: RS OPC unified architecture—Part 4: Services miT

2 ||Ge/T 33863.3-2017 OPCL—28) B384 : == aiEm gF;Cd;.:nlﬁed architecture—Part 3:Address space mi

3 [|GB/T 33863.6-2017 OPCE:—230449 56805 : A OPC unified architecture—Part 6: Mapping miT

4 (|GB/T 33863.8-2017 OPCE:—23049 58585 : #igihial OPC unified architecture—Part 8: Data access AT

5 ||GB/T 33863.7-2017 OPCE—3049 E754: 1740 OPC unified architecture—Part 7: Profiles MiT

6 |[|GB/T 33863.2-2017 OPC&R—3244 28845 : TafEn OPC unified architecture—Part 2: Security model miT

7 lor/T 33863.1-2017 OPCH—20¥) 1554 BIAIES: COOPHCC:;tlged architecture—Part 1: Overview and mi

s ||GB/T 32863.5-2017 OPCH—20¥) 554 : (2aiEm S]Iz%:lmﬂed architecture—Part 5: Ipfgrmation me

IEC

So this step also leads to better interoperability acrgss*communication layers in existing
to be developed future Smart Manufacturing architecture and models especially bety
different companies and organizations.

A2y

Nanfe: Robot Revolution & Industrial l@’ Initiative (RRI), see [69]
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congortia such as IIC. See Figure A.5 for cooperative relationship.
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Figure A.4 — Link reference on Chinese GB/Tistandards vs. OPC/UA
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ning measures for those issues.

ring an environment for verification testing.

Planning the development of human resources.

Promoting Research and Development, regulatory reform and other matters with
cooperating organizations.

Collecting and outputting related information, including that involving international
cooperation, and promoting expansion and enlightenment projects.

Ref.: https://www.jmfrri.gr.jp/english/

Name: Industrial Value Chain Initiative (IVI)

IVI was established in 2015 to support to build business scenario and use cases of connected
manufacturing among different enterprises referring to loosely defined standard and provide


https://www.jmfrri.gr.jp/english/
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and manage a repository of the loosely defined standard models that can be continuously
changed in accordance with the future requirements, see following links;

Ref.: https://www.iv-i.org/en/index.html
Ref.: https://www.iv-i.org/en/docs/IVI_Flyer_English.pdf
Ref.: https://iv-i.org/en/docs/doc_160428 hannover.pdf

IVI has two key concepts:

— gonnected manufacturing;
— lIposely defined standard (LDS).

See|Figure A.7.
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Figure A.7 — Industrial Value Chain Initiative (IVI)

A.2.8 USA - CPS/CPPS/lloT Standards Initiatives

NIST (National Institute of Standards and Technology)

Logo: see Figure A.8.
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NIST

National Institute of
Standards and Technology

IEC

Figure A.8 — NIST logo

Ref.: hHIne'//www nist gm//

Des¢ription: Founded in 1901 and now part of the U.S. Department of Commerce, NIS{“is|one
of the nation's oldest physical science laboratories. NIST's mission is to promote U.S.
innopation and industrial competitiveness by advancing measurement science, standards,|and
technology in ways that enhance economic security and improve our quality of life.

The|relevance of NIST Engagements to IloT Standardization is identifiedto be of very |high
impgrtance.

NIST’s CPS/loT Program develops and demonstrates new-\measurement science |and
promotes the emergence of consensus standards and protocols’ for advanced cyber-physical
systems and IoT that are scalable, effective, measurable,interoperable, trustworthy, [and
assyred. In collaboration with stakeholders, NIST has developed and published its Frameywork
for Cyber-Physical Systems (https://doi.org/10.6028/NIST.SP.1500-201) which provideg an
analysis methodology for CPS and loT based om)core concepts of facets (modes of| the
system engineering process: conceptualizationy\ realization and assurance) and aspects
(clugters of concerns: functional, business, human, trustworthiness, timing, data, composifion,
boundaries, and life cycle).

NIST’s Cybersecurity for the Internet of;Things (loT) program (https://www.nist.gov/programs-
projeécts/nist-cybersecurity-iot-program).-~ supports the development and application of
standards, guidelines, and related~tools to improve the cybersecurity of connected de\ices
and |the environments in which they are deployed and includes loT Cybersecurity-Relpted
Initiatives such as the NIST Guide to Industrial Control Systems (ICS) Security
(httgs://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-82r2.pdf)

Working closely with,government, industry and academia NIST has published Considerafions
for | Managing (nternet of Things (loT) Cybersecurity and Privacy HRisks
(httgs://csrc.nist.gov/News/2019/nist-publishes-nistir-8228) which provides guidance to bgtter
undérstand apd>manage the risks associated with |oT devices usage throughout the| life
cycles of thasedevices. NIST has also published a draft Core Cybersecurity Feature Basgline
for Pecurable loT Devices aimed at manufacturers that provides guidance for identifying
secUrity, \features for 10T devices and identifies a core set of common security features| loT
devicesvshould support when more specific requirements are not known (NIST IR 8259).

NIST supports the next generation of Smart Manufacturing processes and equipment such as
automation, distributed sensing, and advanced control systems, which need to be optimized
to enable cost-effective and agile manufacturing of high-tech products and systems.

NIST supports Smart Manufacturing through many programs such as robotics in
manufacturing, to support the closer integration of robotics and humans in industrial settings,
and a digital thread testbed to evaluate the performance of automated in-process quality
monitoring and control systems that are critical to the efficient operation of modern factories.

NIST has provided leadership through its Global City Teams Challenge to coordinate and
advance loT use in smart cities, and has supported cities to employ interoperable, scalable
and replicable smart city solutions through its loT-Enabled Smart Cities Framework.


https://doi.org/10.6028/NIST.SP.1500-201
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-82r2.pdf
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Work in “big data” in relation to IloT as of the ToRs by NIST:
Ref.: https://bigdatawg.nist.gov/_uploadfiles/M0055_v1_7606723276.pdf

It is important to track NIST developments on this in future for further standardization
developments. A liaison exists already in ISO/IEC JTC 1/SC 41 to NIST as well as members
of NIST working in ISO/IEC JTC 1/SC 41.

The intense and broad range of analysis reports and work of NIST is of high value for any
standardization activities of manufacturing.

As RAMI and NIST model elements rely on ISA-95 and ISA-88 standards development) this is
a common denominator for enhancement of standardization.

As a consideration by this document: Especially work done by NIST in regard to security,
cloug and big data, which all will become very important aspects,\for further |lloT
standardization.

A.2.p lloT activities by EC EU

Name: The Alliance for Internet of Things Innovation
Ref.} https://aioti.eu/

The| Alliance for Internet of Things Innovation (AIOQTI) was initiated as a result of| the
Eurgpean and global loT technology and market developments.

AIOTI aims to create and master sustainable innovative European loT ecosystems in| the
globpl context to address the challenges. of 10T technology and applications deployment
inclyding standardization, interoperabilitytand policy issues, in order to accelerate sustain%ble
economic development and growth in thhe new emerging European and global digital markets.

AIOTI/WG 11 "Smart Manufacturing" and in internal correlation with AIOTI/WG 3 |"loT
Starjdardization".

A.3| Industrial consortia recognized/identified as being of interest on working
about the HoT

A.3.( General

During the—generation of this document, a large number of non-SDO groups has heen
identified_and these non-SDO groups have their scopes potentially related to the IloT. Thus,
thesg \groups are kept in this document because their activities could impact on the fyture
development of lloT.

During the following analysis in this document, it became obvious that many of these
organizations and initiatives are "unequal" in terms of their work in regard to aspects/themes
on lloT. Therefore, in this document, they are out-of-scope if they are not recommended to be
followed by the ISO/IEC JTC 1/SC 41/SLG 1. In other cases, they are in-scope to indicate the
recommendation that they be followed by ISO/IEC JTC 1/SC 41/SLG 1, which means that
these organizations should be examined for their activities in the following ways:

— Standards relevant to lloT by the organizations summarized in Clause A.3 to be
appropriately analysed later (analysed also relevant by future reports) or in scope of
JTC 1/SC 41/SLG 1 lloT work; and

— Industrial consortia which work in direction of lloT — but not for standardization — should
also be kept under analysis for future recognition.


https://bigdatawg.nist.gov/_uploadfiles/M0055_v1_7606723276.pdf
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A.3.2 Alliance of Industrial Internet: “Chinese Model of Smart Manufacturing in
context of program China Manufacturing 2025” [70]

Ref.: http://en.aii-alliance.org/

Description: As an important part and a key instrument in the transformation and upgrading of
advanced manufacturing industry in China and abroad, industrial Internet is a major
component in the strategic layout for “China Manufacturing 2025” and “Internet +
Collaborative Manufacturing” Initiatives.

A.3.3  5G-ACIA in lloT, and Smart Manufacturing

Name: 5G-ACIA - “Alliance for the Connected Industry and Automation”

5G Alliance for Connected Industries and\Automation

LinktSrc.: https://www.5g-acia.org/

5G-ACIA (“Alliance for the Connected Industry -and Automation”) was formed with| the
following mission, objectives, targets and goals:

ission: Ensure the best possible applicability of 5G technology and 5G networks fof the
anufacturing and process industry by addressing, discussing and evaluating relevant
technical, regulatory and business aspects.

bjectives: Identify special spectrum needs and evaluate suitable spectrum usage magdels
.g. for enabling private 5G networks in a factory).

se Cases, Requirements ahd Terminology: Define and analyse use cases, consolidate
quirements and establish“a common terminology with the telecommunications wprld,
ith a strong focus on-industrial automation, Smart Manufacturing, advanced global
industrial systems.
cosystem and.(Operator Models: Partner with relevant stakeholders (e.g. vendors,
perators), develop possible operator models and identify required technical enablers:
his includes\especially a strong focus on future business models for mobile netyork
perators-inside factories as well Smart Manufacturing and process automation

Stardardization and Regulation by 5G-ACIA:

To and

requirements of the automation industry are adequately considered.
To ensure a global interoperability scope on all of these standardization efforts.
Certification, Interoperability Tests and Validation:

In regard to 5G, especially for use cases within IloT, coexistence and stability is mandatory.
Thus, by identifing the relevant needs, develop a suitable framework and trigger potential
interoperability tests and validation activities.

Further targets in legislation, participation to international and national standards bodies as
well as technology providers, collaboration and exchange with industry associations as well
as with academia.


https://www.5g-acia.org/
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A.3.4 China Edge Computing Consortium ECC

Description: As the focus of an emerging industry, edge computing has broad application
prospects.

It covers multiple fields including Operation Technology (OT), Information Technology (IT),
and Communications Technology (CT).

Further, edge computing involves many industry chain roles such as network connection, data
aggregation, chip design and fabrication, sensing, and applications for a variety of purposes.

A.3.
Ref.

Des
devs

b5 DMG (Data Mining Group)

cription: The Data Mining Group (DMG) is an independent, vendor-led\consortium

http://dmg.org/

lops data mining standards.

that

The|DMG hosts the working groups that develop the Predictive Model Markup Langyage
(PMML) and the Portable Format for Analytics (PFA), two comiplementary standards [that
simplify the deployment of analytic models.

A.3.p eCl@ss

Ref.} https://www.eclass.eu/

eCl@ss has won international acceptance as the\only ISO/IEC-compliant (IEC 61360-1|and

ISO
speq

With
com
free

the advantages and are using thé-eCl@ss standard.

Coo

The
and

banies with a means of product data communication that is internationally recognized

beration with IEC:

fra

mapping system that makes product data characteristics and attributes reciprocally read

As

datal exchange.

13584) global industry reference standard for the classification and unambiglious

ification of products and services.

over 40 000 groups and more thapy;17 000 characteristics, the eCl@ss standard provides

and

of media discontinuity. Already,) more than 3 500 companies worldwide are convincgd of

cooperation between IEC and eCl@ss e.V. centres on the requirements of international
digital information exchange based on globally implemented IEC Standards. In| the

ework of the\'project “d-m@p,” experts from IEC and eCl@ss e.V. are developi;g a

igitization' proceeds, companies are increasingly faced with the challenge of electio

C-Liaisions with several [EC TC/SC committees are established.

Source: https://www.eclass.eu/fileadmin/downloads/ecl-Whitepaper_2018 EN.pdf

https://iecetech.org/issue/2016-08/Digital-data-exchange-to-be-streamlined

Activities in the digitalization domain:

ble.

nic

Experts of Plattform Industrie 4.0, ZVEI and eCl@ss work together to enable eCl@ss users to
quickly standardize Asset Administration Shell elements in eCl@ss and apply eCl@ss
mechanisms to their use. See also Figure A.9.
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