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INTERNET OF THINGS (loT) - EDGE COMPUTING

FOREWORD

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the

respective organization to deal with particular fields of technical activity. ISO and IEC technical comm

ittees

collaborate in fields of mutual interest. Other international organizations, governmental and non-governmental, in

liaison with ISO and IEC, also take part in the work. In the field of information technology, ISO and IEC
established a joint technical committee, ISO/IEC JTC 1.

international consensus of opinion on the relevant subjects since each technical committee has represen
om all interested IEC National Committees and ISO member bodies.

IEC, ISO and ISO/IEC publications have the form of recommendations for international use and are'accept
IEC National Committees and ISO member bodies in that sense. While all reasonable efforts are'made to e
that the technical content of IEC, ISO and ISO/IEC publications is accurate, IEC or_ISO’cannot be
sponsible for the way in which they are used or for any misinterpretation by any end user,

In order to promote international uniformity, IEC National Committees and ISO member bodies underta
gpply IEC, I1SO and ISO/IEC publications transparently to the maximum extent_possible in their national
rnegional publications. Any divergence between any ISO, IEC or ISO/IEC publication and the correspo
ational or regional publication should be clearly indicated in the latter.

ISO and IEC do not provide any attestation of conformity. Independent eertification bodies provide confd
gssessment services and, in some areas, access to IEC marks of conformity. ISO or IEC are not responsih
gny services carried out by independent certification bodies.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IEC or ISO or its directors, employees, servants or agents including individual e
ipjury, property damage or other damage of any nature whatsoever, whether direct or indirect, or for costs (incl
Iegal fees) and expenses arising out of the publicatian)of, use of, or reliance upon, this ISO/IEC publication ¢
q

ther IEC, ISO or ISO/IEC publications.

Attention is drawn to the normative references cited in this publication. Use of the referenced publicatig
indispensable for the correct application of‘this publication.

Attention is drawn to the possibility that"'some of the elements of this ISO/IEC publication may be the subj
patent rights. ISO and IEC shall not'be held responsible for identifying any or all such patent rights.
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ISOJIEC TR, 30164, which is a Technical Report, has been prepared by subcommitteg
Intefnet of Things and related technologies, of ISO/IEC joint technical committee 1: Information
techphology:

The text of this Technical Report is based on the following documents:
1 ) .

Enquiry draft Report on voting
JTC1-SC41/110/DTR JTC1-SC41/120/RVDTR

Full information on the voting for the approval of this Technical Report can be found in the
report on voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

IMPORTANT - The “colour inside” logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this publication using a colour printer.
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INTERNET OF THINGS (loT) - EDGE COMPUTING

1 Scope

This document describes the common concepts, terminologies, characteristics, use cases and
technologies (including data management, coordination, processing, network functionality,
heterogeneous computing, security, hardware/software optimization) of edge computing for loT
systeEms applications. This document IS also meant to assist in the identification of poigntial
aregs for standardization in edge computing for loT.

2 Normative references

The following documents are referred to in the text in such a way that some or.all of their content
congtitutes requirements of this document. For dated references, only the{edition cited applies.
For |undated references, the latest edition of the referenced document (including [any
amendments) applies.

ISOJNIEC 20924, Internet of Things (loT) — Vocabulary

3 [ferms and definitions

For the purposes of this document, the terms and:definitions given in ISO/IEC 20924 and the
following apply.

ISOjand IEC maintain terminological databases for use in standardization at the following
addiesses:

e |EC Electropedia: available at.hitp://www.electropedia.org/

e |SO Online browsing platform:-available at http://www.iso.org/obp

3.1

edg
bourEdary between pertinent digital and physical entities, delineated by networked sensors|and
actugtors

3.2
edge computing
distributed,'’computing that takes place at or near the edge, where the nearness is defined by
the $ysStem's requirements

3.3

software defined network

SDN

network designed, built and managed with separation of the control plane from the forwarding
plane and abstraction of the underlying infrastructure, enabling efficient network management
and utilization

3.4

personally identifiable information

Pl

information that (a) can be used to establish a link between the information and the natural
person to whom such information relates, or (b) is or can be directly or indirectly linked to a
natural person


http://www.iso.org/obp
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[SOURCE: ISO/IEC 29100:2011 [1], 2.9, modified — In the definition, "to identify the PII
principal" has been replaced by "to establish a link between the information and the natural
person" and "a PII principal" has been replaced by "a natural person".]

3.5

edge computing entity

ECE

thing (physical or non-physical) having a distinct existence in an edge computing system, with
connection, storage and computation capabilities

Note 1 to entry: ISO/IEC TR 23188:2020 [2] uses the term "edge computing node" instead of "edge computing

entity".

3.6
distributed computing
model of computing in which processing and storage takes place on a set of~entities, |with
activities coordinated by means of digital messages passed between the entities

3.7
physical edge computing entity
edge¢ computing entity that has material existence in the physical werld

EXANIPLES: IloT gateway, sensor, actuator

Note |1 to entry: Refer to ISO/IEC 20924 [3] for the definitions of the terms "sensor", "actuator” and "loT gateyvay".

3.8
loT gateway
edg¢e computing entity that connects one or mare proximity networks and the edge devicep on
those networks to each other and to one or maore access networks

3.9

edge computing system
system that uses the structure and capabilities of edge computing

4 Abbreviated terms

4G the fourth generation of broadband cellular network technology
5G the fifth_generation of broadband cellular network technology
Al artificial‘intelligence

AMQP advanced message queuing protocol

API application programming interface

APP applications

CAN controtterareanetwork

CPS cyber physical system

CPU central processing unit

CT communication technology

DDoS distributed denial-of-service

DDS data distribution service

DER distributed energy resource

DetNet deterministic networking

ECE edge computing entity

ERP enterprise resource planning

GEO geosynchronous orbit
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GPS global positioning system

GPU graphics processing unit

HSA heterogeneous system architecture
HTTPS hypertext transfer protocol secure
/O input/output

ICT information and communication technology
IDS intrusion detection systems

IEC International Electrotechnical Commission
lloT industrial 1oT

loT Internet of Things

IP internet protocol

IPS intrusion prevention systems

ISO International Organization for Standardization
IT information technology

JSON JavaScript Object Notation

JTC joint technical committee

LEQ low earth orbit,

LAN local area network

LiDAR light detection and ranging

M2 machine to machine

MEC medium earth orbit

MES manufacturing execution system
MPLUS multiprotocol label switching

O&M operation and management

OP(Q open platform communication
OPd-UA  OPC unified architecture

oS operating system

oT operationalitechnology

Pl personally identifiable information
PLC programmable logic controller

PLM product lifecycle management

PO purchase order

PV photovoltaic

QoS quality of service

REST representational state transfer

SC subcommittee

SCADA supervisory control and data acquisition
SDN software defined networking

TCP transmission control protocol

TLS transport layer security

TR Technical Report

TSN time sensitive networking

UDP user datagram protocol
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V2| vehicle to infrastructure
V2V vehicle to vehicle

VM virtual machine

VNF virtualized network function
VPN virtual private network

VPP virtual power plant

WAF web application firewall
XML extensible markup language
5 Pverview

5.1 | General

This|document was jointly developed by the teams working on ISO/IEC TR 23488 [2] with dloud
computing perspectives and ISO/IEC TR 30164 with IoT computing perspectives. The sepdrate

doc

info

mor

5.2

eng computing concepts, which are stated below. ISO/IEC TR(23188 [2] provides more

uments exist to expand on these particular perspectives starting ffom a common bage of

mation on how cloud computing relates to edge computing ISO/IEC TR 30164 proJides
information on how loT devices and loT systems relate to'edge computing.

Common concepts

Edge computing is a form of distributed computing in which processing and storage takes place
on a|set of networked machines which are near the gdge, where the nearness is defined by the
system's requirements. The edge is marked by«the boundary between pertinent digital{and

phy
loT
can

bandwidth.

Per

dical entities (i.e. between the digital system:and the physical world) typically delineated by
jevices and end-user devices. Nearness is,determined by the system requirements, which
nclude physical distance, but can also<include digital factors such as network latency|and

tlnent digital entities here means that the digital entities which need to be considered|can

vary|depending on the system under consideration and the context in which those entitieq are

use

Dig

g.

ifal systems can observe-and affect the physical world. Sensors, actuators and human user

intenface devices are at.the boundary between the physical world and digital systems (the efige).
Edge computing systéms generally combine these devices with distributed computing resoufces

and
timi

The [following_are the main motivations for edge computing.

a)

b)
c)

d)

to provide the capabilities of the system. When actions need to occur within specific timefrﬁmes

latency considerations affect system design, the edge computing systems help to achiieve
ng requirements by means of appropriate placement of data processing and data storpge.

latency: actions often need to occur within specific timeframes and latency considerafions
gffect system design and the choice of the placement of data processing and data stofage
to achieve Timing requirements.

Disconnected operations: for example, a car in a canyon. All essential functions need to
continue to work.

Paucity or high cost of the uplink: for example, an oil rig, a cruise ship or an airliner
connected via a satellite link. Need to minimize the volume of data transmitted upstream.

Data providence: for example, data represents trade secrets and should not leave a
geofence (factory space or corporate network).

Edge computing is characterized by networked systems in which significant data processing

and

data storage takes place on entities at the edge, rather than in some centralized location.

Edge computing can be contrasted with centralized computing where the centralized entities

are

remote from the edge. However, it is important to note that edge computing is

complementary to centralized forms of computing and that in any given system, edge computing

is o

ften used in conjunction with centralized computing.
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An example of the need to consider the context for the meaning of edge is the servers within a
cloud data centre. From the perspective of cloud service customers who build systems using
cloud services running on these servers, these entities are anything but at the edge — they are
highly centralized. However, from the perspective of the cloud service provider having to
manage the cloud data centre, it is highly likely that the servers are instrumented with a variety
of 1oT sensors capable of reporting various physical properties of the servers, for example, their
temperature. In this case, those |oT sensors are at the edge and form part of an edge computing
system for managing the data centre.

Edge computing involves entities that are highly heterogeneous and which are commonly
arranged in tiers of compute and storage capabilities. The multiple edge computing tiers, each
contpining varying types of entities, are connected by networks which can also vary incngture
depg¢nding on the tiers involved. In practice, the number of tiers and the type of entity in“g¢ach
tier is variable, depending on the nature of the system involved.

1) The device tier is at the edge. It typically contains entities which contain sensors or
ctuators or human user interface devices. Such devices often have limited compute|and
Itorage capabilities. The networks used by this tier are often proximity networks, with linited
andwidth and limited range.

2) The edge tier typically sits close to the device tier and its role is,t0 provide direct suppqrt to
he entities in the device tier. One type of entity in the gateway(tier is the gateway (ar| loT
ateway is an example). The role of the gateway is to connect entities in the device tigr to
he wider network — it is often the case that proximity networks are local and cannot be lised
r communication over a wide area. The gateway also typically provides a meang for
anaging the entities in the device tier.

3) Another type of entity in the gateway tier is the €ontrol entity. The control entity recdives
ata from entities in the device tier — typically data from sensors or input from user interfface

evices — and responds by issuing instructions-to other entities in the device tier, based on

ime constrained (sometimes called real-time), such that the response needs to be
efore some deadline following the geceipt of some data or an event.

4)
rganizational data centre or as'public cloud services. The entities in the central tier
he ability to provide very.substantial compute power and data storage (sometimes te

ier can hold large stores of information which can come from many sources — this ma
rom across the other tiers of the system or from outside locations, potentially sourced from
ther organizations.

5.3 | General/concepts of edge computing

When observing and affecting the physical world, sensors and actuators are at the boundafy of
the |physical world and cyber systems. loT systems generally use distributed compyting
resources, combined with sensors and actuators, to enable these interactions (i.e. obseiving
and affecting the physical world). Typical solutions in this area have requirements that actions
need to be completed within specific timeframes following some event or observation. Therefore,
an awareness of the latency between IoT entities (the computing resources, sensors, and
actuators) is needed to achieve those timing requirements. Edge computing helps meet those
timing requirements. Edge computing is characterized by networked systems ("connection") in
which significant data processing ("compute”) and information storage ("storage") take place
on devices and entities near the edge, rather than in some centralized location. Edge computing
provides the system with reduced latency bounds, beneficial to network and computation,
potentially leading to efficiency gains for each. Edge computing can be contrasted with
centralized computing (for example, a large cloud computing data centre), where the resources
are centralized in large remote data centres. However, it is important to note that edge
computing is complementary to centralized forms of computing and that in any given system,
edge computing is typically used in conjunction with these centralized computing resources.
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A significant driver for the increasing use of edge computing is the continuing increase in the
processing power and in the data storage capacities of small and low-power devices and
systems that can be placed in locations away from traditional data centres, to address the
increasing need to process data quickly in response to input from a sensor. The evolution of
mobile phones with their high processing power and large data storage capacity in a small and
low-power package has undoubtedly been one of the driving forces in this evolution. However,
it is also increasingly the case that innovative 10T systems are driving the requirements for more
powerful low-power devices, including the evolution of newer forms of devices such as
wearables, robots, and large scale distributed sensor networks.

Edge computing serves a need where actuators are affecting the real world — and there is a
need for rapid and close control over those actuators. Edge computing can also serve the-n¢eds
of human users in remote locations — providing them with a user interface and associpted
appljcations that enable them to accomplish tasks and activities. Edge computing can‘deal|with
situgtions where substantial volumes of data are being generated at edge locations -and where
it is [impractical or too costly to transmit all that data to a central location for processing {+ an
example of this is where a set of cameras are providing video feeds. It may be possible to
perform a substantial amount of processing at the edge and only transmit a much smjller
amopunt of processed data to a central location (e.g. a count of people¥in a scene). In qther
casqgs, data security can be increased by not transferring data to other locations. By extension,
devite security, connection security, data security, application security and data privacy could
be improved by constraining the data and system to a local regjon:

An gxample networking table is shown in Table 1.

Table 1 — Example networking table

Technology Approximate‘transmission Approximate latency
speed (single hop)

Wirg¢d / Ethernet 100 Mbit/sto 10 Gbit/s 0,3 ms

Cellular/2G/3G/4G/5G 3G.52 Mbit/s 3G -100 ms
4G - 20 Mbit/s 4G - 50 ms
5G — 10 Gbit/s 5G-1ms

Wi-Fi® @ 54 Mbit/s theoretical for 802.11n 3 ms

Power line communications 100 Mbit/s 10 ms

Low power, long-range.wireless 100 bit/s to 300 kbit/s 1sto10s

Sat¢llite communication: low earth orbit LEO: kbit/s to Mbit/s (depending LEO: > 10 ms transmission

(LED), medium earth orbit (MEO), upon system and application) delay

eopynchronous©rbit (GEO

geopy ug it (GEO) MEO: kbit/s to Mbit/s (depending | MEO: > 100 ms transmission
upon system and application) delay
GEQO: kbit/s to Mbit/s (depending GEO: > 250 ms transmission
upon system and application) delay

a8 Wi-Fi is a registered trademark of Wi-Fi Alliance. This information is given for the convenience of users of this

document and does not constitute an endorsement by IEC or ISO.

Capabilities of some IoT entities are shown in Table 2.
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Table 2 — Capabilities of some loT entities

Device Data consumed Data generated
category

Sensing Application specific — may vary from very Application specific — may vary from very
small to very large amounts of data. small to very large amounts of data.

Actuating Application specific — may vary from very Application specific — may vary from very
small to very large amounts of data. small to very large amounts of data.

Processing Application specific — may vary from very Application specific — may vary from very
small to very large amounts of data. small to very large amounts of data.

Datp-stering Appheatonspectie—mayvyarytrefmyer Appheaton-speetfie—mayvarytrefmyer
small to very large amounts of data. small to very large amounts of data.

Edge entities vary widely in their compute, storage, networking and data acquisition capabi:l:ies.

They range from an embedded system, a Raspberry Pi™1 grade device to afull PC and npicro

datal centre. A partial example classification is as follows.

. ight compute, light data entities, with very limited compute power and limited Hata
eneration.
buch entities are typically optimized for low cost and low.pewer consumption. De\ices
ommonly have embedded firmware and a very limited operating system (or none at|all).
hey are oriented towards fixed-function capabilities. Communication capabilities may ftake
he form of a low-power, limited reach proximity network of some kind.

. ight compute, heavy data entities, with limitedy\compute power and substantial data
eneration.
buch entities generate or deliver substantial data, typically need high bandwidth with qther
dge devices within the network.

o Heavy compute, light data entities, with substantial compute power, but limited fdata
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eneration.

elivered to other edge devices\through simple and standardized APIs.

leavy compute, heavy data entities, with substantial compute power and substantial
eneration.

ackage to suit thejintended environment. These devices have full operating systems
an support a large’ stack of software, including the capability to dynamically load soft
Fom a remotetloCation. Storage capacity can be substantial and may include replicated
edundant,storage to cope with hardware failures. Networking capabilities are likely t
ubstantial*and can include both proximity networks and wireless or wired wide
etworks.

buch entities can have complex processing logics and process data locally. Limited dafta is

data

'hese are typically full-blown computer systems, although they may be in a physically gmall

and
vare
and
b be
hrea

boundaries between these classes of edge entities are not hard and fast and are Iike’

y to

char

ge over time as technologies evolve. Systems that use edge computing are likely 10 have

to deal with sets of edge entities that span all four classes, with impacts on the architecture and

orga

nization of the systems as a whole.

In addition, manageability is an important distinguishing characteristic of edge computing
(i.e. servers in the field). While servers in the data centre are in tightly controlled environments
with easy manual access, the ones in the field are not in controlled environments and manual
access is difficult. So, they need to be hardened, monitored and managed remotely. They are

also

configured differently; for example, omitting ports (USB), to avoid tampering, etc.

1 Raspberry Pi is a trademark of Raspberry Pi Foundation. This information is given for the convenience of users
of this document and does not constitute an endorsement by IEC or ISO.
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Due to the limited resources of edge computing entities (ECE), the coordination among ECEs
is indispensable. ECE with different capabilities serve as distinct roles, such as smart devices
with lightweight computing capability, smart gateways with capability of data collection,
moderate computing, control, etc. and distributed computing system. The term "smart" in this
document indicates things with intelligence and automation. For example, smart agriculture
uses automated crop monitoring and management.

5.4

Example characteristics of edge computing

Through the use of edge computing, the following value can be added to solutions.

5.5

The|following is a list of typi¢al stakeholder groups for edge computing, and some of
quegtions that those stakehiolders might ask in relation to developing an edge system.

ggregation, privacy, security, etc.) with bounded latency, adaptation and agility.

Q)

Provides support for data buffering for intermittent connections.
Processing resources that are logically closer to the edge offer lower latency:

Provides bounded latency that commits to a specific latency requirement.

Provides support for connection under various network topologjes.*Dedicated use ¢
how different topology for connection of things. The topologies include mesh
hanufacturing, electricity, city, home, etc.), ring (in car, campus, etc.), star (in enterp|
ampus, etc.), and others.

Provides support for multiple network capabilities, including but not limited to net
nanagement, control, maintenance, VNF, smart routing) band steering.

o W = B Wl S ¢ 5 W = B S = B = B =

Fdge entity manages data, determines lifecycle of data and creates value from data.

i
Edge computing provides distributed security\(such as authorization, authentication, W
Ist, etc.)

nay be providing cloud services. An ECE may be cooperating with multiple centralized
entres.

Q- m

Stakeholders

Developers
Rersons who develop the applications and services for the edge computing system.
+ How do_we develop applications for the edge computing system?

+ How do we update the software on the edge devices, loT gateways and centralized
centres without interrupting the running applications?

Architects

buarantee geofencing of data for security, privacy, regulation orpolicy enforcerent

Fdge enfities may provide data processing capability (including data analysis, process$ing,

ses
(in
rise,

ork

hite

tdge computing supports coordination between edge and centralized data centres which

data

the

data

Persons who design the architecture of the edge computing system.
— How do we design architectures to meet bounded latency requirements?

— How do we realize a scalable and resilient network that supports a dynamically

increasing number of connections?

— How do we distribute workloads among resources to meet the requirements of the

system?

— How do we achieve bridging and interoperability between distributed computing

resources used for edge computing across different application domains?

— How do we orchestrate resources, including computing, storage, and networking, to

satisfy the requirements of stakeholders?
— How do we integrate the cross-boundary technologies onto the edge computing syst
— How do we manage intermittent or unavailable connections between ECEs?

em?
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c)

d)

f)

Service providers

Persons or organizations that undertake commercial or industrial activities using the edge
computing system.

— How do we improve efficiency by using the edge computing services?
— How do we reduce the cost of service deployment?

— How do we increase the profit from running the applications and services in the edge
computing system?
Equipment manufacturers

RPersons-ororganizations-that produce-the devices used-in-the edge-devices.loT gatew ays
J Ll J T - )

gentralized data centres, or other edge computing-related devices.

+ How do we design edge computing entities that can integrate easily inte\an edge
computing system?

+ How do we ensure that edge computing entities are manageable iwithin an edge
computing system?

+ How do we ensure that edge computing entities have appropriaté/security and priyacy
capabilities?

Wsers

Persons who use the edge computing system.

+ How do we interact with edge computing systems?

+ How do we interact with physical edge computing entities?
+ How do we interact with virtual edge computing entities?
Administrators

Persons who manage the edge computing systems.

+4 How do we manage/use the edge cemputing systems?

+ How do we improve the efficiency-to manage the loT devices?
4+ How do we monitor the status™of lIoT devices?

+ How do we achieve predictive maintenance?

+4+ How do we process personally identifiable information (PIl) in compliance with regulgtory
requirements or an_organization’s policies?

$ecurity personnel

FPersons who manage edge computing related information security threats and risks.
+ How do we'meet privacy and security requirements in the edge computing system?
Consumers

FPeopte:who purchase edge computing devices and related services for their own persjonal
yse€,

—How do we protect datathatis—stored—amnmd—transmitted—through—theedge computing
devices?

— How do we secure the edge computing devices and receive timely security updates as
necessary through the life of the product?

— Where consumer data is processed outside the control of the consumer, for example in
a centralized service, is that processing made clear to the consumer and are clear
statements made about the limitation of processing and removal of consumer data after
a specified period of time?
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6 Viewpoints

6.1 Conceptual viewpoint

The 10T edge computing conceptual model is to show loT entities and relationships at a high
system level. Further architecture views have then been created to describe loT edge computing
from different perspectives. Figure 1 shows the entity based loT edge computing conceptual
model.

Actuator Sensor

!

Transducer

Interacts with

I .

loT system
loT device

loT system MAY be a
type of 6 component

A
1 1
[2.4]
Phys_ical entity loT component ) - - — -
of interest Ifit exports the
Translate, transduce t biliti
compute system capabilities
storage through a network
JI 47 interface
Physical Digital
entity entity
l
Entity
1
1
Identity
IEC

Figure 1 — loT edge computing conceptual model

Human-interface-devices-start at the top-with-actuators and-sensors{grouped-together—senlsors
and actuators can be referred to as "transducers"). Electronic signal[s] (representing an
observation of a physical property of an entity of interest) are converted into information with a
transducer. This transducer capability is a defining characteristic of an loT device. loT
components may sense or act as well as translate, compute or store information for an loT
system. An loT system may also be an IoT component (if its capabilities are available to be
used within another IoT system through a network interface). An entity can be physical or digital
(virtual) in nature. Physical entities of interest can be observed and acted on by sensors or
actuators. Digital entities consist of IoT components or loT systems which can then form an
identity.
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6.2 Technology viewpoint
6.2.1 General

Subclause 6.2 describes some important technologies used in the edge computing, but it does
not include all the technologies related to edge computing.

6.2.2 Cloud computing

As defined in ISO/IEC 17788 [4], cloud computing is a paradigm for enabling network access
to a scalable and elastic pool of shareable physical or virtual resources with self-service
provistoT N . _ i . be
held| in centralized data centres, although cloud computing can be implemented  in

locafions which could be nearer to the edge. Of more importance to edge computing.and |
that|cloud computing resources are virtualized — and the technologies and practices relating to
virtujalization are of direct relevance to edge computing.

Cloyd computing can be implemented across a spectrum of locations, of different sizes|and
different locations. While it is common to provide public cloud servicés in one, or more
commonly multiple distributed, large and centralized data centres,~cloud computing is [also
provided in non-centralized more widely distributed locations with’smaller sets of resources.
Suclh smaller cloud computing implementations can be proyided using the private cloud
deplpyment model, where the customer might own all the reseurces involved and wherg the
resources are placed on customer premises. However, there are also distributed public cloud
computing implementations, such as in mobile phone base stations, located to be cloge to
devices at the edge.

It is| also important to recognize that some ofithe technologies commonly used in doud
computing, such as virtual machines (VMs), ‘containers and their associated manageinent
softyare, are of importance to the implementation of edge computing, even for entitiesIand
locations where cloud computing itself is notimplemented. For example, containers can be lised
on small, low power entities used in the edge tier such as the Raspberry Pi.

It is|also commonly the case that _edge computing systems and loT systems combine the|use
of IoT devices and edge tier entities with the use of cloud services, both in centralized locafions
and jin distributed locations. Cléud computing can provide a convenient location to gather dqata,
in potentially high volumes{ from across a large number of widely distributed IoT devices|and
also|to perform complex _processing on that data that requires the use of a large quantity of
compute power.

Cloyd computing‘utilizes virtualization technologies to run software that delivers various types
of cloud serviCes. Software that runs in cloud computing is often packaged, delivered|and
deplpyed using container technologies. It is typical of virtualized software to run in multiple
instgncesin“parallel. The multiple instances may all run in a single data centre, or they may run
across/two or more physically separated data centres. There are many reasons for runhing
multjple“instances in parallel, but principally it is done:

a) to provide scalability —i.e. to enable greater throughput of work for the particular application
or service provided by the software;

b) to provide resilience — multiple running instances avoid a single point of failure: should one
instance fail for some reason, incoming requests can be distributed to the other working
instances. One reason for running instances in different data centres is to cope with a failure
that might affect one data centre as a whole, such as a natural disaster or a resource failure
such as a power outage or communications failure affecting a particular location.

Similarly, it is typically the case that data storage is virtualized (as a storage service), and data
is often replicated to multiple locations, both for resilience purposes and also to reduce latency
for the software interacting with the data.
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It is the case that the capabilities of devices at or near the edge are continually increasing
terms of processing power, in terms of storage capacity and in terms of network bandwidth.

—in
The

increased capabilities change the possibilities for the locations of compute and data storage.
However, making effective and efficient use of these increased capabilities often requires the
use of new technologies. An example concerns video surveillance. Originally, only the camera

itself could be placed at the edge — the video feed would be transmitted to a central locatio
processing.

n for

Tasks such as vehicle number plate recognition initially demanded more processing capacity
than was available at the edge. With increasing capability, the processing for number plate
recognition could move first to an edge tier entity and then right into the camera device itself.

In more recent times, complex video processing such as the recognition of human beings

in a

scerle, tracking human movements or identifying individuals has been possible in edge enfities

or inf camera devices.

Conplex software commonly needs continuous maintenance, either to fix "problems qr to

enhance its capabilities — this places demands on the edge tier entities and-the devices fo
secyre update of the software. It is also the case that running multiple pieces of software
particular entity might be necessary. These considerations can favour‘the use of approp
techpologies such as containers, virtual networks and storage services.

6.2. Centralized data centres

An aspect of centralized data centres of relevance to edge computing is the fact that centra
datal centres often manage large sets of physical and yirtual resources. These resources

F the
pn a
riate

ized
that

may|be used within an loT system are often logically distant from the sensors and actuators on

the ¢dge.

It is joften the case that edge computing is used“in conjunction with centralized data centrles —
edge¢ computing entities are often connected-to these centralized data centres. When more

compute power is required than is available at the edge, centralized data centres pro

Cess

computation-intensive tasks. Centralized,data centres may have access to datasets that ar¢ not
available to edge computing entities, such as big data datasets, or where the data spans across

the whole system, or data that derives from outside the system entirely.

Many loT systems implementisome form of edge computing. It is common for 10T device

gateways and control entities in an edge tier, while at the same time using entities in the ce
tier o support the 10T devices and the edge tier and enable the realization of all the capabi
required of the IoT. system. Containers are a valuable virtualization technology for soft
whidgh supports the-heterogeneous environment represented by edge computing systems. T
enable multiple~software components to coexist on a single entity with isolation. They en
the geployment of the same software onto a range of different types of entities without the

to change the software. They support the virtualization of both networking and storage serv

enabling the software to be deployed on entities with different networking and sto
cap bilities

have some form of processing and data storage. It is also common for IoT systems to Fve

s to
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Figufre 2 shows three containers running on a physical system. The{physical system has its
host|operating system (Host OS). Each container contains its own.application software and

that

networking, isolated from the other containers running on thexsame system, but all sharing

kern|

The
mea
with

Hos

Con
scal
case
esps

Host OS

App 1 App 2 App 3

Container 1 Container 2 Container 3

e

Hardware

IEG

Figure 2 — Container virtualization on a host system

software in a set of processes using resources suchcas” memory, CPU, storage

lel of the host operating system.

kernel of the host operating system is being shared by all the containers, which essen

the Host OS kernel. This can allow for the*different containers to potentially use diffe

OS is a Linux variant (and vice-versa).

ainers are commonly usedxin association with cloud services, providing horizq
bbility, isolation and resource and lifecycle management. However, it is increasingly

cially relevant to edge ‘eomputing, with the use of containers on edge tier entities.

e are many implémentations of container technology, of which DOCKER™ is probably
l common. However, container images and container runtimes are being standardize
Dpen Containers Initiative (OCI) [5] and there is an open source implementation of
dardized version available in the runC project. Containerization helps achieve function
tion inthe form of services in edge computing that can be deployed anywhere, for exa
smartdevice, an loT gateway, in a micro data centre (as explained in 6.2.4), in publ

ate cIoud Contamers permit multlple loT applications from d|fferent vendors to coexig

own
Funs
and

the

ially

s that the operating system used by the software in the containers needs to be compaltible

rent

variTnts of the Linux®2 operating system where the Host OS is a Linux variant, for example,
but it does not allow for the Windows®?3 qperating system to be used within a container i

the

ntal
the

that containers are being’ used outside the context of cloud computing — and thjs is

the
d by
the
ality
ple
c or
t on

ther

vendor applications, or effect on their operation, while aIIowmg information sharing through

defined interfaces.

If an application crashes, the applications in other containers won'’t be

affected. Containerization can facilitate the lifecycle management of applications and related

reso

The

urces can be initiated and terminated on demand.

material in 6.2.3 is derived from ISO/IEC TS 23167:2020 [6].

2 Linux® is the registered trademark of Linus Torvalds. This information is given for the convenience of users of

thi

is document and does not constitute an endorsement by ISO or IEC.

3 Windows® is the registered trademark of Microsoft Corporation. This information is given for the convenience of
users of this document and does not constitute an endorsement by ISO or IEC.
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6.2.4 Micro data centre

A micro data centre (MDC) is a smaller or modular data centre architecture that is designed to
solve different sets of problems that take types of compute workload that do not require the
facilities of a typical large-scale data centre and which can be deployed in a wide variety of
locations and environments.

The size may vary — a micro data centre might include fewer than four servers in a single 19-inch
rack. An MDC can be supplied as a standalone rack containing all the components of a
traditional data centre, including cooling, power supply, power backup, security, and fire
suppression.

An I‘IADC can be used as the implementation of a set of entities in the edge tier, in a location
that|is suitably close to the edge devices, without the overhead and complexity of a)full-blown
data| centre.

6.2.% Real-time in edge computing

In ah edge computing system, computing and storage are located néar the system edde to
achipve real-time performance. In a real-time system, subsystems have a sense of time|and
the fransmission of the data is scheduled in time to avoid the traffic<Congestion and provid¢ the
system with end-to-end deterministic latency. Various real-time\technologies can be usegd in
edgeé computing and details of the real-time loT framework willbg found in a future International
Starldard (ISO/IEC 30165). In this document, time-sensitiveknetworking is shown as an example
of rgal-time network technology.

Time-sensitive networking (TSN) is a set of standards in IEEE TSN taskgroup [7] that define
timefsensitive data transfer mechanisms, which_isvan extension for Ethernet technology. TSN
is the same as normal networking, but with different TSN standards documents for real{time

nderstanding of time. Devices are tequired to have the ability to synchronize their fime.
nd-to-end latency should be less than 1 pys and jitter should be less than 500 ns.

b) $cheduling and traffic shaping: Different traffic classes with different QoS can be integripted
into communication packets that transport over network. TSN defines the rules to handle
and transmit communication packets, including filtering, policing and pre-emption of the

etwork traffic. As_a.converged network infrastructure standard, TSN has the abilify to

c) [Resource reservations and fault-tolerance: Resource reservation for critical data streams is
anaged yia.configuration or protocol actions. Low packet loss ratios which start at [I0~6

and extenid-to 10710 or better can guarantee end-to-end latency for a reserved flow.|And
edundant path should be applied to achieve fault-tolerance.

system. The CUC communlcates W|th CNC via RESTCONF protocol and Yet Another Next
Generation (YANG) model. The CUC/CNC can accelerate user's configurations and provide
benefit for the centralized management of network entities.

The TSN technology can equip the edge computing infrastructure with low latency, flexible,
reliable and easy-to-maintain network connections. It can help the convergence of the IT and
OT networks, changing the physically isolated networks into logically isolated networks.

Besides TSN, deterministic networking (DetNet) is a set of standards under development in the
IETF DetNet working group that define time-sensitive data transfer for IP and MPLS network
technology. DetNet extends and applies TSN concepts and functionality to IP and MPLS
technologies resulting in benefits analogous to TSN benefits for Ethernet.
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6.2.6 Heterogeneous computing
6.2.6.1 General concept

Heterogeneous computing is the strategy of deploying multiple types of processing elements
within a single system, and allowing each to perform the tasks to which it is best suited.
Heterogeneous entities mean variations in the hardware of physical entities within an edge
computing system, for example:

a) variations in the hardware of entities within an edge computing system;

b) the amount of RAM available;

c) the amount and type of data storage present;

d) the type and number of network connections present.

A typical edge computing system has many different types of entities, reflecting.the nature of
the 1equirements, for example:

1) sensors and actuators can often exist on physical entities with very limited capabilities,
designed to deal with relevant environmental factors — location, power'usage, network type,
ost and so on;

2) e¢dge tier entities can also involve limited capabilities, although*dsually more capable fhan
evice tier entities — limited number and power of processors, limited RAM, limited data
torage capacity (devices similar to the Raspberry Pi‘are a classic example of chgap,
lexible and rapidly deployable node hardware).

6.2.6.2 Examples of applications of heterogeneous computing

The|popular application of heterogeneous computing is a computer system in which vaiious
processing units are coordinated together to improve the computing efficiency.

Since their earliest days, computers haveicontained central processing units (CPUs) designed
to rgn general programming tasks very,well. But in the last couple of decades, mainstream
computer systems typically include other processing elements as well. The most prevalent is
the |graphics processing unit (GRU), originally designed to perform specialized graghics
computations in parallel. Over tirmne, GPUs have become more powerful and more generalized,
allowing them to be applied-tongeneral purpose parallel computing tasks with excellent power
efficjency.

With the evolution of(cloud technologies and network technologies, another typical application
of h¢terogeneous computing is a disaggregated hardware system.

resource utilization. Required resources from the pools can be appropriately allocated
according to the characteristics of applications. Optimized algorithm assigns and schedules
tasks on specific resource partitions where customized OSs are hosted. Thus, accessibility and
bandwidth of remote memory and peripherals can be ensured within the partition, and hence
end-to-end service level agreements (SLA) [8] can be guaranteed.

4 Intel® and Atom® and are the registered trademarks of Intel Corporation or its subsidiaries; Arm® is the registered
trademark of Arm Limited or its subsidiaries. This information is given for the convenience of users of this
document and does not constitute an endorsement by ISO or IEC.
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Software defined network (SDN)
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A software defined network [9] is designed, built and managed with separation of the control
plane from the forwarding plane and abstraction of the underlying infrastructure, enabling
efficient network management and utilization. SDNs implement network virtualization — enabling
the provision of networking capabilities at the application level, isolated from the networking
used by other applications. SDN defines a new method of networking and better supports new
network architectures and new service innovations.

When SDN is applied to edge computing, the edge computing network can support flexible
expansion, enabling efficient and low-cost automatic operation and maintenance. SDN opens

cent
flexi

Othd
docl

ralized network control and network status information to applications so that they
bly and quickly drive network resource scheduling.

r virtualization technologies can play similar roles to SDN, but are not listed in
ment, for example network functions virtualization [10].

6.2.

Lightweight operating systems

Lightweight operating systems is an effective way to provide an openf@nd customizable plat
to handle the applications and facilitate the development, as showt/in Figure 3. Compare

the

cloud, the edge computing entity (ECE) has constrained hardware resources. There

the pperating system running on the ECEs should be lightweight, with high start-up speed

pow

It h

br consumption and fast response abilities.

As been impossible to realize a truly intercanhected world where devices are

intefjloperable. The import of the lightweight operating systems to the edge intelligence]

char
confl
diffe]

ge this situation. This is because the platferm provides the consistent APIs over

can

this

form
d to
ore,
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not
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ectivity, security, application domain and_soon, which hides the vendors’ implementation

rences and provides only open, clean, and’ common APIs to work with.
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Figure 3 — Lightweight OS architecture

Functional viewpoint

General

An edge computing entity can have but is not limited to the functions mentioned in 6.3.
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6.3.2 Data interoperability

To realize cross-vendor data aggregation, interoperation and analysis, unified semantic
meanings are required. Flexible and unified data presentation should also be supported. The
technologies enabling the interoperability between machines can refer to DDS and OPC UA. 5

DDS (Data Distribution Service) is a machine-to-machine (M2M) standard developed by Object
Management Group It is a data-centric technology. DDS is applied to enable scalable and
interoperable data exchange. DDS is based on UDP/IP (not TCP/IP), and therefore supports
real-time publication and subscription of messages for sending and receiving data. It can also
serve and receive data from the cloud service. Publishers create topics and publish samples.
DDY is a middleware that sends samples to subscribers that subscribe to the topics. PDS
provides a three-layer data domain architecture for edge computing. DDS exchanges’data
between edge computing entities or between edge computing entities and things. For-distributed
applications, DDS simplifies complex network programming. DDS can be used as a“means of
adapting interfaces to different machine languages.

[SOURCE: OMG DDS] [11]

OPQ (Open Platform Communications) is the interoperability standard developed by the PPC
Foundation. It is platform independent and can ensure safe and:réliable data exchange from
different industrial equipment. The OPC standard is a series of ‘specifications that defingd the
intefface between clients and servers, including access .te)real-time and historical data,
monjtoring of alarms and events. OPC proposed an information model that models complex
datal from different devices into information. OPC allows servers to provide an integrated
Address Space and service model. OPC Classic proyides communication for Windows-based
systems. OPC UA is service-oriented architecture ¢hat integrates OPC Classic specificafions
into [one extensible framework. OPC UA is not tied to one operating system or programining
language. In the Client Server model, OPC UA*“sends requests and responses between them.
In the Pub/Sub model, OPC UA transfersONetwork Messages between Publishers [and
Subscribers over different kinds of network. OPC UA supports TCP, HTTPS, AMQP |and
WehSocket transport protocols. It definessXML/text, binary and JSON data encodings. Through
the ¢onstruction of a unified information model architecture, OPC UA provides the data domain
archfitecture for edge computing. OPC UA achieves cross-vendor data interoperability and the
anallysis of data between edge computing entities or between edge computing entities|and
things.

[SOURCE: OPC UA [12]{13]]
Datg management ‘and coordination

Local data processing capabilities are critical for edge computing entities (ECEs).The ECEs
inclyde thelloT devices in the upper layer and the edge entities with data management abilities
(e.g] a,sursveillance camera that could distinguish video clips with crucial messages). In the
ECHs,data analysis models need to be adapted to perform real-time data cleansing|and
analysts,andpre-defimedservice response poficies are triggered-basedonmdataamatysisresults.
The computing entities should also be able to distribute more intensive computing power
throughout multiple entities. This illustrates the need for modern distributed computing
standards to orchestrate the compute tasks either among child entities, at a peer-to-peer level,
throughout the cloud, and using virtualized resources or via a local GPU-based compute
accelerator.

To summarize, data management, choreography and processing technologies support edge
computing and enable local processing of data so decisions are made more quickly and
communication costs with centralized servers are reduced.

5 DDS and OPC-UA are two example methods for data interoperability. Alternative methods can be used according
to specific application scenarios.
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6.3.3 Networking

The explosion of 10T applications/services requires diversified networking functions. However,
traditional networks have weaknesses, including high network complexity, inconsistent policies,
difficulties to scale, and vendor dependence.

How to make the network capability adapt to the requirements for diversified service is the key
question that SDN answers. Figure 4 shows the general architecture of SDN. A centralized
controller has the global information of the network capabilities and achieves the global
optimization regarding the requirements of the actual service.

Application layer |

Business applications

Control layer SDN

control Network services ..

software

Control data planeinterface

(e.g. OpenKlow)
Infrastructure layer

Network device Network device Network device
Network device Network device

IEC

Figure 4 — Software defined network architecture

The|network is programmable by operators/enterprise customers so that software can dg¢fine
the petwork. Moreover, the procedure of,hetwork definition does not require an understanding
of thousands of communication protoeols. Open APIs are defined to provide common netyork
functions, such as routing, multicast, security, access control, bandwidth management, tifaffic
engineering, quality of service, ptecessor and storage optimization, energy usage, and all fgrms
of policy management, custonitailored to meet business objectives.

6.3. Security and.privacy

6.3.4.1 General

Edge computing-has associated risks and as a result needs to incorporate appropriate confrols
and [capabilities that satisfy business expectations and applicable regulations, to secure|and
protect infermation, systems and entities. Information security is one key element that applies

s/all’the elements of an edge computing system. Commonly, edge computing syslems
also[proCess personally identifiable information (PIl) and as a result, require taking appropfiate
privacy protection activities to protect Pll data being processed. In some circumstances, some
threats under consideration for legacy devices, which do not support hardware security, may
be mitigated by physical security measures as an alternative.

As indicated by ISO/IEC 30141 [14], edge computing systems also usually involve more than
the aspects of security and privacy. The term "trustworthiness" is applied to these systems,
encompassing the aspects of safety, reliability and resilience in addition to security and privacy.
These five aspects of trustworthiness interact with one another in ways that can create
challenges for edge computing systems that go beyond those that apply to other types of system.

Itis also necessary to recognize that the term "cybersecurity" is often applied to edge computing
and to loT systems. Cybersecurity typically involves a different viewpoint than information
security, concentrating on the risks that arise from constructing systems of systems, with
entities in multiple interacting tiers using networks that can be used to mount attacks on those
systems.
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Some edge computing systems, particularly those involved in manufacturing and control, also
involve combining traditional operational technology systems with information technology
systems. This can cause difficulties for security because operational technology systems have
a different approach to security than information technology systems.

6.3.4.2 Applying foundational security principles
Edge computing systems apply foundational security principles to:

e secure information to ensure its availability, its integrity and its confidentiality;

° ecure systems to ensure that fhny operate {o dneign, that fhny cannot be hiJiqr\I(nr*I, that

they have no vulnerabilities, that they are available (e.g. address DDoS attacks);

o (etect attacks and incidents, record and report attacks and incidents;

o g@nsure that entities only communicate with other authorized entities and that networkq are
dppropriately protected;

o apply all appropriate data protection principles where personal data is involved, when stpred
qQr processed on an entity, or when transmitted on networks between‘entities;

e @gnsure that access to or management of entities in the system is subject to authentication
nd authorization;

Q)

[ ]
Q

dapt the security functions to the specific architecture of edge computing;
e (design security functions that can be flexibly deployed and expanded;
e rovision the system to continuously mitigate attacks within a certain period of time;

e provision the system to tolerate function failures ‘within a specified range and limit while
Rasic functions run properly;

e gnsure that the entire system can quickly recover from failure.

Security requires a comprehensive approach to all entities in the edge computing system,
appllrying the foundational security pringiples during the whole lifecycle of the system, from
desipgn through implementation, allowing for maintenance and update and finally terminatign or
retirement.

An gdge system may involve\trust boundaries — edge systems are often built as "systen}s of
systems" and the ownership-and control of the component systems could belong to diffgrent
organizations and/or individuals. Such trust boundaries need to be addressed as part of the
overjall system design.

6.3.4.3 Secure entities and devices

Givgn that edge computing systems are built from a networked mesh of entities, it is impoftant
to considenrthe security of the entities — and especially of those entities which are IoT devices,
often having fewer capabilities than other entities. It is important that the entities and deices
pro ide mechanisms to ensure that fhpy operate in a trusted manner at all times_This trust
should be consistent across both the hardware and software elements of the entity or device.
In some circumstances, legacy devices which do not support hardware security may be secured
by physical security measures as an alternative.

Items to consider in providing secure entities and devices include:

e hardware root of trust;

e secure cryptographic keys;

e certificate based authentication;

e software compartmentalization;

e protection for all potential attack surfaces, with multiple mitigations for threats;

e software integrity and updateability;
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o data integrity and timeliness;

e detection and reporting of incidents.

Hardware-based root of trust is both an approach to defend against low-level software attacks
and the basis for ensuring that only authorized software can run on the entity or device.

Cryptographic keys are essential to many of the security capabilities of any entity. Having those
keys stored in a hardware-protected vault is important to avoid the compromise of security
capabilities. Assigning the keys to the device at creation is one strategy to employ.

y y g.np g
capdbilities running on the entity — it is typical to achieve this using signed certificates;-Using
protected cryptographic keys.

sprejading to other components. The barriers may be hardware imposed or,hardware assisted —
and |special provision is often applied to sensitive areas of memory, such.as the storage yised
for ¢ryptographic keys. Compartmentalization can also apply to data storage, so that [only
spegific software can access and use specific areas of data storagé:

It is| typical for any particular entity or device to have multiple different attack surface¢s —
protection needs to be provided for each potential threat and the countermeasures shoulfl be
proviided in depth to mitigate against the effect of a breach.

Only authorized software should run on the entity«or device — integrity checking should be
applied to the software to ensure that it is both authorized and that it has not been subjeft to
tampering. A desirable capability is the ability tonCheck the validity of software remotely. Al the
samg time, all software should be updateable‘so that any new vulnerabilities or threats canh be
addrnessed.

Thelintegrity of data within the entity~should be protected — and the timely availability of the
datal should be addressed, which can form another type of integrity (i.e. out-of-date data ig not
used for decision making).

Detgction and reporting of incidents is a key requirement — when an attack occurs, it needs to
be detected and reported so that appropriate management action can be taken. Reporting of
routine activities is also desirable.

6.3.4.4 Connectivity and network security

For pdge computing systems, networks connect entities within a tier and also connect enfities
in different tiers. The networks and the connectivity that takes place over them afe a
fundamental aspect of edge computing. Network security is an important aspect of the efdge
computimg systenTs:

Networks need security controls which ensure that only authorized components communicate
with each other — this is commonly done at the level of entities. Increasingly, particularly through
the use of software defined networking, controls are applied at the level of components.

Data flowing on the networks need to be confidential and potentially private. It needs to not be
subject to eavesdropping or to alteration. Equally, the availability of the network to transmit the
data is key, especially where the timely arrival of the data is necessary for the correct operation
of the edge system. Controls to prevent interference between different data flows taking place
over the same physical network are another consideration.

In addition, the security design and implementation need to take the following unique features
of edge computing scenarios into consideration.
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Lightweight security functions can be deployed on loT devices with limited hardware
resources.

The traditional trust-based security model is no longer applicable to the access of a large
number of heterogeneous devices. Therefore, the security model (such as the whitelist
function) needs to be re-designed based on the minimum authorization principle.

Isolation between networks and domains is implemented on key entities (such as smart
gateways) to control the scope of security attacks and risks, preventing attacks on an entity
from spreading to the entire network.

equired at times.

$ecurity design needs to cover each tier of the edge computing architecture,and diffgrent
yers require different security features. In addition, unified situation awarénéess, secprity
anagement and orchestration, identity authentication and management; and secprity
gperation and maintenance are required to ensure maximum security and reliability of the
gntire architecture.

Edge computing entities (ECE) security includes basic ECE security, entity security, softyvare

har

dening and security configuration, secure and reliable remote\upgrade, lightweight trusted

computing and hardware safety switch. The secure and reliable remote upgrade can fix
vulngerabilities and install patches in time, and prevent sysfem failures after the upgrpde.
Lightweight trusted computing is applicable to simple loT devices with limited computing (GPU)

and |storage resources to solve basic trust problems.

Network security includes firewalls, IPS/IDS, anti-DDoS, VPN/TLS, and the reuse of seclrity

impartant in loT and edge computing. In recent years, a growing number of attacks o
devices are DDoS attacks. Attackers contro[MoT devices with poor security (such as cam
with|fixed passwords) to attack specific targets.

functions of some transport protocols, such as.the REST protocol. Anti-DDoS is partic{arly

loT
ras

Datg security includes data encryption, data isolation and destruction, data anti-tampefing,

Datg encryption includes encryption during data transmission and storage. Data lea

pre

privacy protection (data anonymization), data access control, and data leakage preveniion.

age

ntion for edge computing is different from that of traditional systems because g¢dge

computing devices are_usually deployed in distributed mode. Special considerations| are

req

ired to ensure thatwdata will not be leaked even if these devices are stolen.

Application security-includes security functions such as whitelist, application security apdit,
malifious code-prevention, web application firewall (WAF), and sandbox. The whitelist fung¢tion

is i
no

nlportant in‘the edge computing architecture. The traditional trust-based security model is
I

nger-applicable to the access of a large number of heterogeneous terminals and valfious

servjces\_Therefore, security models (such as the whitelist function) with minimal authorization

are

Ised’'to manage applications and access rights.

Security situation awareness and security management and orchestration: Since a large
number of diversified terminals are connected at the network edge and services carried on the
network are complex, passive security defence is ineffective. Therefore, more proactive security
defence methods are required, including Big Data-based situation awareness, advanced threat
detection, unified network-wide security policy execution, and proactive protection. These can
facilitate quick responses. In combination with comprehensive operation and maintenance
monitoring and emergency response mechanisms, maximum security, availability, and reliability
of the edge computing architecture can be ensured.
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Identity and authentication management: Covers all function layers. However, accessing a large

num
tradi

ber of devices at the network edge places much pressure on the performance of the
tional centralized security authentication system, especially when many devices go online

within a short period of time. Therefore, the decentralized and distributed authentication and
certificate management can be used if needed.

6.3.4.5 Privacy and personally identifiable information in edge computing

Personal data, otherwise known as personally identifiable information (PIl), can commonly be

pres

ent in edge computing systems.

Ho

ver the PII enters the system, there is a need to provide appropriate privacy protection,

whigh broadly involves the implementation of the privacy principles desetibed in
ISOJIEC 29100 [1]. Ideally, this is done right from the inception of the system, using)a-priviacy-

by-d

It is
com

sign approach.

necessary to identify and characterize the PII that is present in theysystem. In ¢dge
buting systems, separate data flows may bring disparate data together, which increases

the amount of data that is classified as PIl. A privacy impact assessment.can help identify poth

the
Pll 5

The
ther
prin
diffig
func
prot
proci
syst
the

Aims
mini
data

clou
the 4

6.4
6.4.

Pl that is present, where it is processed in the system and the(risks associated with|that
nd the processing it is subject to.

e is a general expectation for an individual to engage with the device. At the same time,
b is a need to give visibility and control over the Pl}~to the person it relates to (the PII
ipal) — for example, allowing inspection, correction_and potentially deletion of the PIL|It is
ult to provide traditional accountability processés)for any decentralized data procegsing
fions regardless of whether they are in edge.computing systems or not. Notwithstanding,
pction of PIl is essential — from unauthorized access, from tampering, but also from
essing that is not agreed by the PII principal. Devices attached to the edge computing
bms are accessed remotely, data including Pll can be shared outside beyond the control of
Pll principal.

5 of the edge system include limiting the length of time PII is kept, and anonymizing or
mizing the data wherever possible. For example, in edge computing, consumers’ private
can be kept in edge computing entities and only non-sensitive data is stored at the public
. There are trade-offs/t0nmanaging security and privacy risks of the devices attachgd to
ystem as managing some risks may affect other types of risks and introduce new onefs.

Deployment.viewpoint

General

Two

modgl —care discussed in 6.4.2 and 6.4.3, respectively.
6-4-LWW

The

exampleedge computing deployment models — the three-tier model and the four-lpyer

three-tier deployment model is shown in Figure 5.
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Figure 5 — Edge computing three-tier deployment model

model is applicable to scenarios where services are.deployed in one or more scatt

ersion, the loT gateways provide real-time streaming data analysis, security protec
small-scale data storage. The gateways process real-time service requirements log
aggregate and send nop-real-time data to the cloud for processing.

] Edge computing four-tier deployment model

four-tier deployment model is shown in Figure 6.

IEC

bred

s, each with a low traffic volume.
cal scenarios include smart street lamps,.smart elevators, and smart environmental
pction.

local processing of loT devices, multiple types of or multiple service data flows

are
vork

tion,
ally,
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Figure 6 — Edge computing four-tier deployment model

This| model is applicable to scenarios where services are deployed centrally and the traffic

volu

Typical scenarios include smart.video, smart grid, and smart manufacturing.

The

me is high.

typical differences between four-tier deployment and three-tier deployment are as follpws:

At the edge, there is a large amount of data and many local application systems are deployed.

The

efore, a large amount of computing and storage resources is required. After most real{ime

datal processing has been completed on loT devices and edge gateways, data is aggregpted
on lgcal distributed data centres for secondary processing. The distributed ECEs exchange data

and
com

knowledgé) . through east—west connections, support the horizontal elastic expansign of
buting and " storage resources and implement real-time decision-making and optimization

opetfationsstocally.

7

7.1

Use cases

General

Edge computing can be widely applied in industry domains such as manufacturing, energy,

utilit

y, transportation, health, etc. In conjunction with cloud computing, edge computing helps

enable industry digital transformation and facilitate business innovation by supporting
customized smart products and services. Typical use cases can be found but are not limited to

sSma

rt city, smart car, industrial loT and smart grid. The use cases in Clause 7 demonstrate

specific requirements for edge computing and the benefits of deploying edge computing.
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7.2

Smart elevator

7.21 Description of the use case

7.21.1 Scope

Smart elevator with improved safety and reliability, and predictive maintenance.

7.21.2 Objectives

e Predictive maintenance of the smart elevators.

o |
o (
U
7.2.

In a
the

ena
com

In tH
devi
time|

sage.

.3 Narrative of use case

bonents.

Collaborate across the smart elevators to increase time efficiency, and optimizeé enLrgy

smart elevator solution, the elevators could be connected to a centralized data centr¢ via
oT gateway. A smart elevator can be monitored by several types;ef-sensors to impfove
safelty and reliability. The data acquired by sensors is uploaded and displayed to the opera

ling predictive maintenance, remote monitoring and lifecycle management of the elejator

ors,

e event of mechanical failure, the computation needs t¢ be performed close to thg loT
Ces, e.g. sensors and actuators, to activate the loT gateway to respond within a reasonjable
Using the artificial intelligence data processed thtgugh the cloud service, the system|can

predict a potential or imminent fault, and send out an-alert and also activate necessary remedial

actid
seng
the

the

n. When a fault happens, the application implemented at the ECEs can react rapid
out the alarm. If the connection to the cloud.service fails, the data can be stored loca

irst line of defence against network<attack.

y to
ly at

oT gateway until the connection recoverg, The |oT gateway is also able to handle spome
primfary data processing, such as aggregatien, simplification and filtering, to avoid occupying
Iarngandwidth and bringing much pressure to the cloud service. The gateway can also a

ct as

Smart elevator solution can help vendors upgrade from the inefficient, expensive preventive

mair
from

Core
e
q

o |
t

o

products to services.

values of edge gomputing in the smart elevator use case include the following.

peration and ‘maintenance.

Data analytics can locally analyse elevators' operational data, respond to requests in
meand improve energy efficiency.

[hevsystem can have a built-in security operation.

tenance to next-generationyreal-time, targeted, predictive maintenance, extending vialue

'he system can manage and monitor a large number of elevators, and enable automatic

real

e The system can improve safety concerns.

7.2.2 Diagram of the use case

The

concept of the smart elevator use case is as shown in Figure 7.
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Figure 7 — Concept of a smart elevator.
7.2.3 Technical details
Technical details of the smart elevator use case are shogwn’in Table 3.
Table 3 — Technical details of the elements in the smart elevator use case
Actor name Actor type Actor description

Cameras Sensor Collect real-time video monitoring signals inside/outside the smart eleyator
Smoke detectors Sensor Detect the'smoke inside/outside of the smart elevator
Elevator telephones Sensor The_ telephone inside the smart elevator for emergency use
Posifion sensors Sensor Detect the positions of the smart elevators
Prespure sensors Sensor Detect the pressure of the smart elevators
Temperature sensors Sensor Detect the temperature inside/outside of the smart elevators
Smaft elevators loT.device The elevators equipped with edge computing concept as described in

Figure 1
Smaft gateway loT gateway |The gateway entity with computing and storage ability that connects the

loT devices and the centralized data centre
Centfalized data centre |Data centre |The data centre that collects and computes the data collected from th¢

edge gateways
User Person The persons that use the smart elevators

7.3 Smart video monitoring
7.3.1 Description of the use case

7.3.1.1 Scope

Smart video monitoring system can cope with large-scale high-resolution video signals at the

edges to equip the smart city with safe, secure and high-efficiency environments.
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7.3.1.2 Objectives

e Monitor the status of smart city utilities.

e Pre-process the high-resolution video data at the edge.

e Share the useful information across cameras and the public cloud.
e Centralized management of cameras.

e Share useful information across the smart video monitoring systems and other rel
platforms, such as transportation and social security platforms.

ated

¢ Automate the processing and analysis of video data through the use of artificial intelligence

(A techmnotogy

7.3.1.3 Narrative of use case

Vidgo monitoring is widely used in public safety and security, transportation.\surveilla
manufacturing, etc. Hundreds of high-resolution cameras can generate a very\high volun
datal which could clog wide-area communication channels. Since it is not possible to moni
city prea entirely by human resources, Al at the cloud service is applied. However, the mas
volume of raw data demands large storage space at the cloud servicey therefore the sto
has fo be refreshed within a short period to accommodate newly arriving data. The proces
of the massive data at the cloud service is very time consumingy which makes the ti
respjonse impossible.

A pgssible solution is to share responsibility at the edge,~Fhe Al can be trained at the ¢

nce,
e of
ora
sive
rage
sing
mely

loud

igh identifies people, objects (e.g. vehicles, utilities), and their properties (e.g. licence pl
inates, status) — see Figure 8. Only this highef-level information — like traffic accid
crimjnal detection, fire detection and other emergency events — would be sent to the ¢

servjce, providing fast response and avoiding“énormous data transmission. Dependen£ on

government regulations and local implementation, the information like normal citizens' pres
may| be anonymous and filtered to prevent any unnecessary collection and proces
indiyiduals’ data.

7.3.2 Diagram of the use case

The|concept of the video monitoring use case is as shown in Figure 8.

Sampled street traffic
photes and streaming videos
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Camera computing entity High level info related to
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I N ((( ))) fire detection based Q
> o on anomaly .a
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-

servjce, and a well-trained Al providing local video analysisservice can be deployed at the }dge

tes,
nts,
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Cloud servi
loT gateway Real time
@ y, actionable al
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erts
| i .
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Figure 8 — Concept of video monitoring with edge computing

7.3.3 Technical details

Technical details of the elements in the video monitoring use case are shown in Table 4.

IEC
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Table 4 — Technical details of the elements in the video monitoring use case

Actor name Actor type Actor description

Smart cameras Sensor device, physical entity |Collect high-resolution video data across the smart city.

They have limited computing and storage capability.

Smart gateway loT gateway, physical entity |The gateway entity with computing and storage ability
connects the loT devices and the centralized data centre

that

Centralized data centre |Data centre, physical entity |The data centre that collects and computes the data

collected from the edge gateways

7.4
7.4.
7.4.

A cgnnected car with automotive internal control systems.

7.4,

7.4.
7.4.

The|connected car is a good example of the merger of ICT and OT6 (operational technolog

Car

makg cars safer, more convenient, more efficient and more environmentally friendly with

Intelligent transportation systems
Description of the use case

A Scope

.2 Objectives

Monitoring of information systems such as assisted braking,“fuel systems, steering
parking systems.

ehicle-to-vehicle communications to reduce accident’probability by crash prediction
gvoidance.

Receiving traffic efficiency and management infosmation.

0

Predictive maintenance of the car.
.3 Narrative of use case

3.1 General

manufacturers, IT vendors and the telecommunications industry are working close

and

and

es).
y to
the

help| of information, telecommunication, and automatic control technologies. These

imp
asp

7.4,

Modern cars-t€ly heavily on information systems to monitor and control the automotive
systems. Assisted braking, fuel systems, steering and accident avoidance systems all ar
¢d. These systems all use the internal (local) network inside the automobile. Currently, many

bas
veh

h'ft tominardae TONL ([t~ c~nmeaitivn natvawareloin ) AnA TOD
sni =4 e o CToTt v T e tyw OTIkITTgy

novements are reflected in the following scenarios, in which edge computing is an impo
gct.

3.2 Automotive internal control systems

icles use a CAN (controller area network) bus for internal communications, but this will |

rotoan

tant

Sub-
e IT

kely

/1P

[drancmicaoion ~~nterA] A [
owaraos—r ™ a1 Ot o artoSTTSSToT SO OT—pTOtToOTOT)

(internet protocol) based networks in the near future. Safety is a major concern and the
consideration for reliability of these systems needs to be included in the following objectives.

Computation and communication all occur locally to the vehicle and its associated LAN.

High reliability is required.
Latency requirements are important.
Real-time operation is important.

Data processing requirements vary but tend to be low.

6 The term OT uses the definition in 11C IloT vocabulary [15].
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e Communication external to the vehicle and its associated LAN is not required, but a system
that is secured from outside attacks is essential.

7.41.3.3 Coordinated driving (V2V)

Applications of this kind are to reduce the accident probability by crash prediction and
avoidance. Vehicles will combine the local information acquired by various sensors like radars,
cameras and lasers with the data communicated with neighbouring vehicles, to extend their
sensing range so they can act proactively to prevent accidents and drive cooperatively. Example
applications included are forward collision warning, lane change warning, cross crash warning,
and cooperative adaptive cruise control. The objectives of V2V are as follows.

'he communication between vehicles needs to have low latency. Rely on resourceS dlose
D the edge.

'he data bandwidth is low to medium.

Reliability and safety requirements are high.

:
t
.

e The processing is distributed amongst the vehicles.
i
A graceful failure mode is necessary if the communication is disrupted.
(

o (Coordinated driving requires the automotive internal control system use case.

7.4.1.3.4 Traffic efficiency and management

In a|transportation management system, by acquiring vehicles' density and speed, the tfaffic
situgtion can be monitored and guidance information/can be transmitted to route vehicles
around congestion areas via digital traffic signs and the)navigation systems inside the vehigles.
In a|small scale like an intersection, the ECE can_act as a traffic manager, which controlg the
phage of the traffic lights to maximize the throughput of the intersection, according tg the
positions, velocities and types of incoming vehicles. The manager at the edge can avoid
unngcessary start and stop, reducing fuel consumption. Combined with the coordinated driving
systems, traffic throughput can be greatly~increased without the need to increase the|raw
vehicle capacity of the road systems.

o Total bandwidth is very high for(a centralized approach.

e PRrocessing requirements nearthe edge are low.

e Frocessing requirements are high for a centralized approach.
7.4.1.3.5 Predictive.maintenance

In this use case, the/vehicle's data is uploaded to a centralized data centre for recording|and
analysis. For example, health status information of components can be used in the predi¢tive
analysis to detect impending faults. The vehicle's on-board computing resources will likely|pre-
process the.data and avoid clogging the network.

. andwidth requirements can be very high.

e Data can be stored on the local vehicle information systems and transferred in bursts when
a high bandwidth connection is available (for example, a traffic signal hotspot or home
hotspot that becomes available once parked in owner’s driveway).

7.4.2 Diagram of the use case

Concept of the intelligent transportation system is shown in Figure 9.
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Figure 9 — Concept of intelligent transportation systéms with edge computing
7.4.3 Technical details
Technical details for intelligent transportation use.case are shown in Table 5.
Table 5 — Technical details for theintelligent transportation use case
Actor name Actor type Actor description
Brak|ng system Actuator, digital entity) physical entity |It includes the brake of a vehicle and the entfties
to control and monitor the brake.
Steefing system Actuator, digital. entity, physical entity |It includes the steering of a vehicle and the
entities to control and monitor the steering.
Radgr Sensor A sensor that monitors the environment outside
of the vehicle.
Camera Sensor A sensor that monitors the environment inside or
outside of the vehicle.
Accident avoidance Digital entity An automobile safety system to prevent the
systgm vehicle from a collision or other type of accident.
7.5 | Process control in the smart factory

7.5.1 Description of the use case
7.5.1.1 Scope

A smart electric component manufacturing factory with process control, predictive maintenance
and centralized data management.

7.5.1.2 Objectives

e Predictions of the device and network failures.

e Low latency and jitter in the control loops at the edge.

e Collect status monitoring data from the production line with high sampling rates.

e Pre-process the raw data to offload the network traffic.
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e Protocol conversions to connect different ECEs within the network.
7.51.3 Narrative of use case:

Consumers tend to choose customized products. As a result, high-volume manufacturing is
being replaced by small-quantity, multi-patch manufacturing. To accommodate this change
while keeping yield levels high, control from customer purchase orders down to device test
procedures needs efficient management. There could be separate software programmes
controlling purchase orders (PO) and device manufacturing, but some data could be shared
between them (for example, loT identification numbers for each PO number).

Device manufacturing generates data sefs conifaining information such as dafe of manufadture
downh to the test results of each device. Record keeping of those results in real time helps fajlure
anallysis while improving the efficiency and reliability of the manufacturing process. Keeping all
testrFrogrammes locally at a test unit keeps the fast routines locally while allowing, only data of
intenest to be sent over a network.

Morgover, in the smart manufacturing scenario, multiple control loops_and applications| are
inclyded in the same network infrastructure, e.g. lloT networking. Some_of these control Ipops
and |applications are time-sensitive and have higher priority than others. The edge gatgway
inchses the bandwidth utilization of the IloT networks, and .also” reduces the impagt of

malfunctioning control loops and applications and isolates them*rapidly. Wired or wirgless
techpologies such as TSN, DetNet and 5G can be used to provide the system with low latgncy
or deterministic latency.

Edgeé computing can help realize smart manufacturing=~ln an industrial system, edge computing
can |be seen as an industrial CPS. The system encapsulates on-site devices such as [web
servjces through industrial service adaptors. Then:the services are connected to the indugtrial
datal platform using interconnection over industrial wireless and SDN networks. On a data
platform, based on the production procedure.and process models, edge computing dynamigally
manpges and schedules on-site resources; and connects to systems such as MES. |The
industrial CPS supports flexible production plan changes based on changing production|line
resources. The manufacturing procedures are reset using web interoperation interfaces,
realizing the plug-and-play of new devices, and reducing workload. The production cycles|and
material supply modes can automatically adapt to production adjustments, saving| I/O
conffjguration time caused by.model shifting and material route switching. Adaptive web-based
process model adjustment saves time by over 80 % for PLC (programmable logic contrqller)
reprpgramming, powering on/off, and resetting hundreds of OPC (open platform communication)
varignts in new procesS:deployment.

7.5.2 Diagram.of the use case

Example concept of the smart factory using lloT is shown in Figure 10.
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Figure 10 — Example concept of the smart factory using lloT
7.5.3 Technical details

Technical details for the smart factory use case aresshown in Table 6.

Table 6 — Technical details for the smart factory use case

Actor name Actor type Actor description

Progfammable logic Actuator It is an industrial actuator for the industrial process

controller control.

Camegra Sensor A sensor that monitors the environment of the factory jor
the production line.

Edgqg gateway Physical entity, loT A physical entity with computing and storage ability thpt

gatéway connects the loT devices and the centralized data centre.

Server Rhysical entity A physical entity with heavy storage and heavy compyting
abilities that connects with lower level devices, such gs
loT gateways.

Prodlct lifecycle Digital entity Management system for the entire lifecycle control of [he

manggement (PLM) products.

systgm

Supdrvisory/control and Digital entity High-level process supervisory management system that

data Jaequisition (SCADA) controls, monitors and manages the factory.

SySt e}

Industrial APPs Digital entity Applications that run on physical entities and interact with
human beings.

7.6

7.6.1

7.6.1.1

Centralized monitoring of power plants (CMPP)

Scope

Description of the use case

A centrally controlled power plant that aggregates a high number of distributed energy
resources (DERSs) into an integrated, monitored and managed the network.
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7.6.1.2 Objectives

7.6.1.3 Narrative of use case

Connections of DERs, including the generation and storage of electricity, into the edge
computing system.

Connections of VPP control centre, electricity trading centre and power grid dispatch control
centre into the edge computing system.

To relieve the load on the power grid during the peak load period.
Trading of power consumption and power generation in the electricity trading centre.
To improve electricity usage efficiency.

In a|virtual power plant, DERs are integrated into a single edge computing CMPP netyork
infra@structure. The CMPP control centre (centralized data centre) gathers, data from
phygical/virtual edge computing entities, including sensors, control units, local,control cenfres,
and |CMPP applications. It allows the CMPP operator to monitor and contral‘the operatign of
each power plant and energy storage so that the predictive maintenance of the power gridf can

be achieved and the power grid efficiency can be improved.

Thellocal control centre (IoT gateway), which is close to the edge,‘ehables rapid response|and
real{time power dispatch. The applications on the local controlcéntre can be customizgd to

meef the requirements in local areas.

Bengfits of using edgefeoamputing in the CMPP include the following.

Distributed response:

[

local control centre is focused on the operational ¢ontrol of the grid, i.e. monitoring currents
gnd voltages in the grid and issuing commands/to remote devices such as switches|and
transformers. Edge computing applications can:be implemented on these devices to cdllect
data and react rapidly to faults. Once a fault\is detected on a segment, protection switghes
gre activated to isolate it, and the powerAflow is rerouted to restore the power supply tg the
largest possible area.

Distributed renewable energy:

More and more consumer-built photovoltaic panels and wind turbines are joining in the grid.
Thus the distributed generationwill coexist with the current centralized generation, tunning
the one-way energy flow.into two-way. Edge computing can be used at each generation
pgoint to manage the generated power quantity and its integration to the grid.

Ultra-low latency’/enabling real-time control features for power dispatch and other tjme-
gensitive applications.

localized data analytics at the smart loT gateway to off-load data acquisition towardg the
gentralized data centre.

Additional machine learning capabilities to further improve the optimization process|and

hic\s Breaciativg rmaintanan h A Y phifioi ol tot ol o o o
CITeC Ve PTTCUICUuve Tdimmnoriainot vaoTu Ul artrmoeial IIILUIIIHUII\JU.

The edge-based local control units and applications are easy to upgrade, update and
maintain due to the management and orchestration aspects of the virtualization technology
supported by the edge system.

The virtualized control units/edge applications enable dynamic reconfiguration of the
applications to align with the operational strategies by the relocation of different applications
to different loT gateways.

The system has localized cybersecurity features.

7.6.2 Diagram of the use case

Concept of the CMPP is as shown in Figure 11.
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Table 7 — Technical details of the CMPP use case
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network
IEC

Actor name Actor type Actor description

CMPP control centre Centralized data centre Manages data from local control centres and intergcts
with the power grid dispatch control centre and thqg
electricity market trading centre.

Local control centre loT\gateway Manages data in local areas and interacts with conptrol
units and the local control centre.

Contfol unit Actuator Controls and collects data from energy resources.

Solaf PV panel loT device loT device that absorbs sunlight as an energy soufce
to generate electric power.

Wind power collecting device |[loT device loT device that absorbs wind power as an energy
source to generate electric power.

Enerpy storage loT device loT device that stores energy.

Trangformer loT device loT device that transforms electricity between
networks.

7.7 Automated crop monitoring and management system

7.71 Description of the use case

7.7.1.1 Scope

Smart agriculture is the application of ICT to agriculture for growing food cleanly and sustainably,
and with fewer resources and less waste than traditional farming. A smart agriculture system
leverages edge computing technology to improve crop management, increase yield production,
lower operational costs, and reduce applications of chemicals and fertilizers.
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