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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,

1S0/

IECJTC 1.

The
desd
the

edit

Atte]
of p
righ
Intr

Any
cong

For
asse
Bari

The

procedures used to develop this document and those intended for its further main{
ribed in the ISO/IEC Directives, Part 1. In particular the different approval criteria
lifferent types of document should be noted. This document was drafted in@tcordan
brial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

ntion is drawn to the possibility that some of the elements of this document may be
ptent rights. ISO and IEC shall not be held responsible for identifying any or all
[s. Details of any patent rights identified during the development of the document w
pduction and/or on the ISO list of patent declarations received (see-www.iso.org/patent

enance are
needed for
ce with the

the subject
uch patent
i1l be in the

s).

trade name used in this document is information given for\the convenience of users a
titute an endorsement.

an explanation on the meaning of ISO specific terms and expressions related to

iers to Trade (TBT) see the following URL: Foreword - Supplementary information

committee responsible for this document is ISO/IEC JTC 1, Information technology, SC 37

nd does not

conformity

ssment, as well as information about ISO’s adherence to the WTO principles in the Technical

Biometrics.

© ISO/IEC 2015 - All rights reserved


http://www.iso.org/directives
http://www.iso.org/patents
http://www.iso.org/iso/home/standards_development/resources-for-technical-work/foreword.htm
https://iecnorm.com/api/?name=780c2bd180c9e41f227e2cdc7b8c83df

ISO/IEC TR 30110:2015(E)

Introduction

In the growing involvement of children in biometric systems, several issues concerning their use of
biometrics appear more critical than to adults.

Most problems rely on the physical and psychological immaturity of children. The bodies of children
are still in a growing phase and this may cause difficulties in the biometric capture and comparison
processes. For the children themselves, the usability of a biometric system becomes a crucial factor.

On the other hand their psychologlcal immaturity 1mp11es that there could be 51tuat10ns where
parent(s) o S : i : when
data protec ion or privacy issues are 1nvolved

In this Technical Report, the definition of “child” is considered from the applicative point bof view in
Clause 5. In] Clause 6, studies on biometrics for children are surveyed for certain modalities becpuse
the applicafion of biometrics is heavily dependent on the modality. Clause 7 introduces examples of
application|of biometrics that are typical to children and present clear benefits~Finally, Clause 8
summarizep various elements concerning the protection of children when using biometric systems
with particplar reference to data protection and psychological concerns.

Examples of the benefits to be gained by using the Technical Report are thedellowing:
— operatipnal support in using biometrics applied to the context of Children;

— enhanded acceptance by subjects of systems (children, parentsSand legal representatives, tutofrs,...)
using biometric technology;

— improved public perception and understanding of these'systems;
— smootHer introduction and operation of these systems;

— adoptign of commonly approved good privacy, practice.

The primarjy stakeholders are identified as fallows:

— parent§ and legal representatives;

— users of the biometric data;

— developers of technical standards;

— subjectys who provide the biometric sample;

— requirdgments andlysts;

— system|architeets;

— IT designérs;

— public policy makers.

Any jurisdiction of the country for which the biometric system is intended to shall be considered.

vi © ISO/IEC 2015 - All rights reserved
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Information technology — Cross jurisdictional and societal
aspects of implementation of biometric technologies —
Biometrics and children

1

Thig Technical Report builds upon the general recommendations given in ISO/IEC TR 24714

It provides guidance for users (as defined in ISO/IEC 2382-37) of biometric recogniti
on gpecific requirements in relation to deployments when children are included)as sub

bio

2 Normative references

The [following documents, in whole or in part, are normatively referenced in this docum
indispensable for its application. For dated references, only the\ edition cited applies. K
refefences, the latest edition of the referenced document (inclading any amendments) appli
ISOAIEC 2382-37, Information technology — Vocabulary — Part 37: Biometrics

3 [ferms and definitions

For [the purposes of this document, the terms and definitions given in ISO/IEC 2382-
follgwing apply.

3.1

child

person below the age of 18, unless thelaws of a particular country set the legal age for adulthod

3.2

friction ridges
ridgps present on the skin of the fingers and toes, the palms and soles of the feet, which ma
witHl an incident surface*under normal touch

Scope

etric process.

1.

pn systems
ects in the

ent and are
or undated
bS.,

37 and the

dyounger!

kes contact

4 BSymbolsiand abbreviated terms

BIODEV Biometrics Data Experimented in Visa (European Commission funded exjperimenta-
tion, 2005)

BKA Bundeskriminalamt (Federal Criminal Police Office of Germany)

dpi dots per inch

EC European Commission

EER Equal Error Rate

JRC European Commission Joint Research Center

MYCHIP The Masonic Youth Child Identification Program (MYCHIP)

1) http://www.ohchr.org/en/professionalinterest/pages/crc.aspx [viewed 12 July 2015].
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NCMA
NCMEC
NIJ
NIST
NMCO
TNO

National Center for Missing Adults

National Center for Missing and Exploited Children

National Institute of Justice

National Institute of Standards and Technology (U.S. Department of Commerce)

Nation’s Missing Children Organization

Nederlandse Organisatie voor Toegepast Natuurwetenschappelijk Onderzoek (Neth-

UIDAI
UNICEF

5 Backg

5.1 Definition of “child” in terms of age

The term “
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round and rationale

child” is generally considered to cover the period between\birth and puberty and, fr
pf view, may be substituted by the term “minor”. The concept itself of “minor” is not sha
most jurisdictions. The ages of criminal responsibility and consent, the age at w
at school ceases to be obligatory, the age at which-legally binding contracts can be ent
on, can all be different.

Is to the age limit of childhood, the above mentioned convention on the Rights of the (
ild as a person below the age of 18, unless;the laws of a particular country set the lega
bd younger.

1ce with the above mentioned cofivention, for the purpose of this Technical Repo
individual up to 18 years although, from a morphological point of view, all the biome
Lics can be considered stable atearlier ages.

al background

Jnited Nations Declaration of the Rights of the Child,[1] approved by the United Naf
sembly, clearly ratifies that, by reason of their physical and mental immaturity, chil
| safeguards and’care, including appropriate legal protection.

ic reference to identity management, the principle three of the above mentioned declar
hat “The-child shall be entitled from his birth to a name and a nationality”.

arice of the identity in the context of childhood is reinforced by the Articles 7 and 8 o
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also by UNICEF.[3] The articles highlight the obligation of the States Parties to respect the right of the
child to preserve his or her identity.

The 1959 United Nations Declaration of the Rights of the Child and the Convention on the Rights of the
Child, while ratifying that children shall be the object of special respect and protection, highlight the
importance of identity and pave the way to the implementation of biometric recognition systems.

5.3 General considerations

Due to the widespread diffusion of biometrics and to the growing involvement of children in the
identity management processes, some concerns have been raised due to the legal, social and ethical
aspects encompassed.
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Apart from the apprehensions, it should be highlighted that biometrics can assume a straightforward
importance for the safety and security itself of children.

Biometrics is an important tool in fighting crimes, such as, human trafficking with a particular reference
to children who are often the innocent victims of abuses and violence or even appreciated source of
human body organs unscrupulously offered on the terror market.

Other applications of biometrics for children have a different purpose. For example, some school
canteens or libraries have introduced a biometric check to verify the identity of children in accessing
the services offered.

The gargetof-these-appheationsis-the-aleviationof petentiatfrands—tnsemepatioralurisdictions, the
loca] Data Protection Commissions can consider this purpose non-sufficient to satisfy theprinciple of
“proportionality”.

The Jproportionality principle refers to a general principle of law that requires injgeneral a fair balance
and |reasonable relationship between the means requested or used, including. the severjity and the
durdtion of the means, and the objective sought.[4]

6 Studies on biometrics for children

6.1 | General

Thiq Clause analyses some aspects relative to the biometri¢technologies which have alreafly found an
application for children. The text justifies the selection éfthe biometric modalities in the seftion.

6.2 [ Study on age estimation of children

Estipnating the age of children in photographicimages may be useful in determining whethef a child has
the $ame identity as a reported missing child. It may also be of assistance in determining [the relative
age ¢f exploited children from photographs and videos.

NIST has published a study “Face Recognition Vendor Test (FRVT) Performance of Aut¢mated Age
Estijnation Algorithms”. Automated age estimation has applications specific to childreq, including
automated age regression/progression and investigation support to law enforcement. Ag seen from
the(]?ost accurate commercial'age estimation technology, the average age estimation error for children
aged 0 to 14 is approximately 2,4 years.

6.3 | Fingerprints

6.3.1 Physiology

resulting fingerprint ridge configuration (fingerprint) is fixed permanently.[5]

Priqary dermal ridges?) (ridge counts) are formed during the gestational weeks 12 to|19 and the

Despite being fully formed and invariant in numbers of lines, drawings or details (minutiae), ridges
do change in size throughout the growth of the child, becoming thicker and widening the gap
between them.[é]

Various studies have tried to assess several aspects relative to the use of fingerprint recognition for
children. In particular, two issues have been mainly investigated: the minimum age for enrolment and
the feasibility of recognizing fingerprints of children after a certain number of years.

Some data about the children’s age in which the acquisition of fingerprint may considered significant
are reported in 6.3.2.

2) The term “dermal ridge” intends “friction ridge”, as defined in 3.2.
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6.3.2 Studies concerning the use of fingerprints for children

The Nederlandse Organisatie voor Toegepast Natuurwetenschappelijk Onderzoek (TNO) in 2005,
conducted a study into the feasibility of using biometrics. A section of it concerns children and aims to
establish the identity of children, specifically whether it is possible to take fingerprints and the effects
of the growth of children’s faces on recognition.[Z] As attains fingerprints, the study highlights the
significant difficulty of acquiring the fingerprints of children below the age of four.

This BIODEV II study (funded by the European Commission, Agreement n° JLS/2005/ARGO/GC/05)
[8] focused on “Experiment concerning the capture, storage and verification of biometric data for visa
applicants conducted by Austria, Belgium, France, Germany, Luxemburg, Portugal, Spain and United

Kingdom”.
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kity of Gottingen between 2009 and 2010, carried out a study[1] funded by the Ger
ninalamt (BKA) about the feasibility of recognizing fingerprints’of children after a cer

bstigating the verification performance of three agegroups of participants (3 to 10, 11 t
rs) found that the 3 to 10 years age group (n = 145) performed significantly worse (in tq

significantly worse for the younger childrenythan the other two age groups, while
h performance was found for the thumb and index fingers.[11]

the use of fingerprint recognition for children has been carried out by the EC Joint Rese
pra (Italy) in 2013.[12]

al Report summarizes the findings of a JRC study dedicated to the question of wheth

chnology for children are\similar to those reached for adults.

sions of the report are that fingerprint recognition is possible even for very young chil
but image quality”(in terms of low contrast and distortion effects) is the ultimate prol
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6.4 Face

6.4.1 Physiology

In general terms, the face grows downward and forward from the cranial base and around the eyes.[14]

The anthropometric data available indicate that the growth of children’s faces is a complex process that
differs between boys and girls. The age at which puberty-related growth changes occurs, for instance,
ranges from 10 to 16 years for girls and 12 to 19 years for boys.[15]

Growth takes place in spurts, and the proportions do not remain constant, making it very difficult to
express the effect of growth in a facial recognition algorithm.[Z]
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Several studies were conducted in the United States from the 1920s through the 1970s concerning
facial growth over time in children. These studies are marked for features on the skull x-rays. Some of
the studies also include face image photography.

The studies are available through the American Association of Orthodontists Foundation (AAOF)
Craniofacial Growth Legacy Collection.3)

6.4.2 Study concerning the use of face recognition for children

A series of studies are actually ongoing as concerns the use of face recognition for children.
A d(ﬁcumenf provided by TNO (2005 points out that, based on the information avallalz'ite from the
techinology provider of the face recognition systeml16] used in the TNO trial, facial reeggfttition is not
religble under the age of 5; it is not until the age of 13 that ageing ceases to have anysarke( effects, as
facigl form is then stable.

In Reference [17], reported a craniofacial growth model that characterizes, growth related shape
varifitions observed in human faces during formative years.

6.5 | Iris

6.5.1 Physiology

Theliris is an internal effector organ of the eye, located behind the cornea and the aqueous humour but
in frpnt of the lens.[18] Images of the iris, adequate for personal identification with very high|confidence,
can pe acquired from various distances.

6.5.2 Study concerning the use of iris recognition for children
Varipus international programs aim to recognize children through iris recognition.

In Irjdia, the UIDAI programme publishes,demographics on the age distribution of persons eprolled (iris
and fingerprints) for national ID, in 2614 over 600 million, includes the children age groups

Accqrding to UIDAI “...the limitation on iris capture of a child only due to the requirement fpr a child to
follow the instructions of keepinig his/her eyes open before the iris camera. On an averagg, the age at
whig¢h the child can understand and follow such instructions will be around four years...”.%)

6.6 Hand geometry

6.6.1 Physielogy

Hanfl geometry scanners have been used by children above the age of seven or eight.[12] For use with
childrenjbiand geometry scanners should update their templates as they mature.[19]

Sincethe temptate wittttave beem modified, by tie tife the Chitdren Teac teir mid-teens, even
though their hands have changed considerably, they can continue to use hand geometry scanners
without difficulty.

The user’s fingers should be of sufficient length to reach the platen finger pins. Some children are smaller
in stature, and may have to be older before they can reliably use hand geometry scanners. Likewise,
some children are larger in stature and their fingers will reach the platen pins at a younger age.

3) http://www.aaoflegacycollection.org/aaof home.html [viewed 12 July 2015].
4) http://uidai.gov.in/UID_PDF/Working Papers/UID_and_iris paper final.pdf [viewed 12 July 2015].

© ISO/IEC 2015 - All rights reserved 5


http://www.aaoflegacycollection.org/aaof_home.html
http://uidai.gov.in/UID_PDF/Working_Papers/UID_and_iris%20paper%20final.pdf
https://iecnorm.com/api/?name=780c2bd180c9e41f227e2cdc7b8c83df

ISO/IEC TR 30110:2015(E)

6.6.2 Studies concerning the use of hand geometry for children

A study investigating the hand geometry verification performance of three age groups of participants
(3 to 10, 11 to 18 and 19+) found that the two younger age groups (n = 145 and 156 respectively)
outperformed those aged 19+. A possible explanation for this was the impact of wrinkles and/or finger
length on finger and segment length detection.[10]

7 Applications

7.1 Identifi

Identificatipn of newborns is one of the main tasks of the medical team following birth.[6]

Up to now there is not a single biometric system developed for identification of newborn babi€s, so that,
most materjnities still rely on bracelets and/or stamps for this purpose.

Most commjon technologies used to identify infants are based on the recognition of the following:
— DNA;
— footpripts;
— heel scqn;

— fingerprints;
— palm prints.

Several hoppital and organizations recognize the (important role for infant-mother and ¢hild
identificati¢pn implements biometric programmes.

7.2 Fight against children trafficking

The 2002 Brussels Declaration on preventing and combating trafficking in human beings,[20] pays
special attention to children. The special vulnerability and needs of child trafficked victims is
recognized|and enshrined in internatiénal and national law.

The inclusipn of biometrics in issued travel documents is contributing to better identificatign of
trafficked dhildren.

7.3 Missjng children.séarch

In the Unitef States/there are several resources available to assist in the identification of missing children.

7.3.1 Natiohal’Missing and Unidentified Persons System (NamUs)

National Missing and Unidentified Persons System (NamUs) contains information that can be entered
by anyone, after verification by the U.S. Department of Justice. It includes links to state clearinghouses,
medical examiner and coroner offices, law enforcement agencies, victim assistance groups and
pertinent legislation. In addition, there is an Unidentified Persons database with information entered
by medical examiners and coroners.

Therefore, NamUs contains records for adults and children.

7.3.2 National Center for Missing and Exploited Children (NCMEC)
The National Center for Missing and Exploited Children is another program in the United States. It has a

missing children hotline and trains law enforcement officials, prosecutors and health care professions,
resulting in the recovery of more than 208 000 missing children, as of April 2015.

6 © ISO/IEC 2015 - All rights reserved
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7.3.3 Children’s Identification and Location Database (CHILD)

The Children’s Identification and Location Database (CHILD) Project®) is a secure nationwide network
and registry that utilizes iris recognition biometric technology and that was created in conjunction with
the Nation’s Missing Children Organization (NMCO) and National Center for Missing Adults (NCMA).

The CHILD project enables law enforcement and social service agencies throughout the country to
locate and positively identify missing children with iris biometric recognition technology.

The CHILD project has created and maintains a national registry to give social service agencies, law
enforcement, and other authorized users of the system, access to data.

7.3. Masonic Youth Child Identification Program (MYCHIP)

The| Masonic Youth Child Identification Program (MYCHIP)®) can provide a &obust |
enforcement authorities in finding and identifying a lost or missing child. More'in-particu
program provides a series of tools to the parents allowing them to acquire fingerprints of t
a togth print bite, and a cotton swab to gather DNA material from the child’s cheek.

Non
case

b of the information is copied and all the identifying materials are given to the child’s fai
of emergency, may provide such materials to law enforcement authorities.

7.3.5

National Child Identification Program (NCIDP)

The
child

National Child Identification Program,”) offers to the families, at a small fee, an identific
Iren. [t comprises an inkless fingerprinting card, a DNA collection envelope, and a cut-out

The
auth

biometric data are stored in the parent’s home, in order to be used by the law e
orities in case of missing children.

7.4 | Schools

In sgveral schools of various countries;biometrics systems are applied for different purposg

7.4.1 Registration

Sevd
for 1

ral schools have, over thelast few years, begun to use automated fingerprint identificat
egistration.

A

7.4.2 Library book borrowing

In sgveral sch@gls, the system of book borrowing is based on fingerprints for verifying the 3

7.4.3  Cashless catering

elp to law
ar, the free
he children,

nily that, in

ation kit for
wallet card.

nforcement

LS.

on systems

tudents.

Use hf hiomotricetaallavwnimilcta agatthaircechanl maonlc wzithant
e e ES O dr W PHP S to-Secttae - Seno o e S Wit o

erimented

TOTT 222 TIT T

in various countries.

7.4.4 Count of children access to catering

In some countries, the adoption of biometric systems allows a better count of the children a

ccess to the

catering, in order to have the parent to more reliably pay the catering accordingly to the true expenses.

5) http://www.thechildproject.org [viewed 12 July 2015].

6) http://www.mychip.org [viewed 12 July 2015].

7) http://www.childidprogram.com/ [viewed 12 July 2015].
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7.5 Children medical treatment history

In some countries, biometrics is used to access the medical treatment history for children.[21] [

2]

8 Protection of children in using biometrics

8.1 Data

protection and privacy

All main privacy principles in the context of biometrics are reported in ISO/IEC TR 24714-1. Also
considering Reference [23] the following issues have particular relevance for children.

8.1.1 Inf

Where the
alternative
consequend

8.1.2 Inf

If they are
biometric d
being acqui

8.1.3 Eni

The enrol

should be fespectful of the dignity of children. Possibly, the users should require the support
paediatric psychologist who may have a generic knewledge of the biometrics process and shoul
involved atthe beginning of the biometric project tg-be implemented.

8.1.4 Enrolment — right of an updated enrolment

Parents andl legal representatives should have the right to ask to the entities collecting the biom

data of chi
reason for g

8.1.5 Eni

Parents an
collected fr

8.1.6 Opf
Children shi

brmation to be provided to parents and legal representatives — consent

solution should be given and parents and legal representatives should betinformed o
e of the refusal of not allowing the acquisition of the biometric data.

brmation to be provided to children

able to understand, children should be informed about the’dequisition and use of {
ata. They should be provided a simple explanation of why their biometric characteristic
red.

olment — procedures and environment

nt procedures adopted and the environment itsélf in which the biometric data are colle

dren to perform an updated enrolment of their children provided that they explain
uch request.

olment — right to watch

| legal representatives should be encouraged to be present when the biometric data
pm their child.

-out

parents and legal representatives are allowed, they may refuse to give their consent.

An
[ the

heir
5 are

cted
of a
d be

btric
the

are

representatives wish them to be excused from the biometric data collection process.

8.1.7 Biometric data security

egal

Biometric data of the children should be managed adopting high standards of security to safeguard
them. The computer system containing the biometric data should be non-interoperable and located in a
protected area to prevent unauthorized accesses or thefts. Parents and legal representatives should be
informed how biometric data of children is kept safe.
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