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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

One of the most important contributions to a successful biometric-based recognition system is a
consistent enrolment service that generates the biometric data required for subsequent recognition
of individuals. Subsequent verifications or identifications will be compared with the biometric
data collected at enrolment. If the quality of capture at enrolment is not maintained consistently,
the operators of a recognition system which depends on a good enrolment are likely to experience
unreliable performance. For those who are enrolled in a verification system, a poor quality enrolment
will result in inconvenience should they fail to be recognized. (Readers of this document should note
that quality has a specific meaning when applied to biometric systems; a high quality capture is one
that resultq in biometric data that provides good comparison scores when compared with othgr high
quality im;Les from the same biometric feature.)

By analysing the requirements for a good enrolment from the perspectives of a range ofstakeholglers,
it is possible to derive a set of principles to guide the development of a biometric enrolmeént policyl and
the deployrent of a service. Where enrolment is outsourced to a third party, it is extbemely imporntant
to be able o measure quality metrics rather than quantity metrics, since the techwical and business
objectives ¢f the two organisations (the relying party and the Enrolment Authofity as defined in|this
document) may, in general, not be aligned.

Although the recommendations and guidelines in this document are directed primarily to the parties
responsiblg for the enrolment itself and for management of the enrplment service (noting that these
two entitief may be one and the same), they will also be of value to-the designers and developefs of
enrolment gystems.

vi © ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=f0862d660a9ffddbcd03bec1f7d0fec2

TECHNICAL REPORT

ISO/IEC TR 29196:2018(E)

Information technology — Guidance for biometric
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Scope

This document consolidates information relating to successful, secure and usable implementation
of bjometric enrolment processes, while indicating risk factors that organisations propd
biometric technologies will should address during procurement, design, deploymentrang
Much of the information is generic to many types of application, e.g. from national-scale
and povernment applications, to closed systems for in-house operations, and to cofisumer applications.
However, the intended application and its purpose often have influence on the necessary enr
quality and are intended to be taken into account when specifying an enrolmést system ang

The
self-
atte
to b
incly
poli

The
on d
sped

This
docu

The
as p
pref]
acti

The
The

2

The
cons
und

document points out the differences in operation relating to specificdypes of applicatior
enrolment is more appropriate than attended operation. This document focuses on
nded enrolment at fixed locations. In summary, this document-consolidates informat
etter practice implementation of biometric enrolment capability in various busine
iding considerations of process, function (system), and technology, as well as legal/j
y aspects.

document provides guidance on collection and storage of biometric enrolment data anc
ependent processes of verification and identifigation. This document does not inclu
ific to forensic and law enforcement applications:

ment to provide guidance.

terms “should” and “should not”j@adicate that among several possibilities one is rec
brticularly suitable, without mentioning or excluding others, or that a certain course
brred but not necessarily required, or that (in the negative form) a certain possibility

dn is discouraged but not preibited.

term “may” indicates a ceurse of action permissible within the limits of the publication

terms “can” and {cannot” indicate a possibility and capability, whether material, physic

Normative references

following documents are referred to in the text in such a way that some or all of t
titutes requirements of this document. For dated references, only the edition cited

sing to use
operation.
commercial

blment data
| process.

1, e.g. where
mandatory,
on relating
ss contexts
brivacy and

the impact
de material

document does not contain any mandatery requirements. The following terms are uised in this

ommended
of action is
br course of

hl or causal.

leir content
hpplies. For

nted references, the latest edition of the referenced document (including any amendmer

Its) applies.

ISO/IEC 2382-37, Information technology — Vocabulary — Part 37: Biometrics

3

Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 2382-37 and the
following apply.

ISO and [EC maintain terminological databases for use in standardization at the following addresses:

IEC Electropedia: available at http://www.electropedia.org/

[SO Online browsing platform: available at https://www.iso.org/obp
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3.1

biometric subject
individual seeking to be enrolled in a biometric enrolment database

3.2

designers and developers
organization or individuals responsible for the design, development, (and deployment, if applicable) of
the enrolment system

3.3

duty officer

individual 4
of one or m
guidance to

Note 1 to enf

3.4
Enrolment
organisatio
processes

3.5
enrolment
agent of t

e
enrolmentl])oints

3.6
Identity Py

CTINg on benalf of elther the ENrolment AUthority or operator either present in the vic
ore enrolment stations, or available on line or by telephone, trained to provide adwice
an enrolment officer in case of difficulty

ry: The duty officer may also have a role in determining exception handling routines;

Authority

officer
operator responsible for the secure and effective-enrolment service at one or 1

ovider

entity storing and managing the biometric data obtained directly or indirectly from the biom

enrolment

3.7
operator

organizatiopn (or other entity) responsible for delivering the enrolment service on behalf of

Enrolment

3.8

Authority

performa

Cce manager

nity
and

I (or other entity) with legal and contractual responsibilities for the completion of enrolment

nore

btric

the

person responsible for managing the enrolment service to ensure it meets its specified enrolinent
performande criteria

Note 1 to enfry: This will\typically include actions such as monitoring enrolment performance (quality as|
as quantity [metrics)/applying corrective measures where necessary and reporting enrolment perform
achievement to the.Enrolment Authority.

39

well
ance

personal aSststant
individual accompanying the biometric subject at the enrolment session for one or more purposes

Note 1 to entry: Such purposes might include: translation of instructions from the enrolment officer into the
native language of the subject; support for a disabled subject to enable the subject to undertake an enrolment
successfully; to fulfil a legal requirement such as a parent present at the enrolment of a child.

3.10

relying party
entity operating a biometrically-enabled application for which the enrolment process provides
biometric references
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3.11

specialist support staff
trained attendant(s) present at the enrolment session on behalf of the Enrolment Authority or operator
to assist with the enrolment of subjects with disabilities, or to fulfil service or legal requirements in
respect of gender, religious observance, or age of the subject

3.12
vendor
entity providing hardware and/or software biometric functionality

4

KPI

NFI

SLA

5

Give

that
all

simillarities or dissimilarities between the features of the biometric probe and those of the 1

refe

Abbreviated ternrs

Key Performance Indicator. A metric quantifying one or more aspects of the suc-
cessful operation of a process

D NIST Fingerprint Image Quality
Service Level Agreement. An agreement between a service providet and a customer
defining a target level of service, mutual responsibilities of service provider and
customer, together with other requirements for the deliverylefa service

Role of enrolment in a biometric system

n the variety of applications and technologies, it might seem difficult to draw any gen

extracts the distinctive but repeatable measures of the sample (the biometric features)

bralizations

abormt biometric systems. All such systems, however) have many elements in common. Captured
bionpetric samples are acquired from a subject by a‘sensor. The sensor output is sent to

h processor
discarding

her components. The resulting features can be stored in the biometric enrolment ddtabase as a
bionpetric reference or (in this case) a biometric template. In other cases the sample its
featlire extraction) may be stored as the reference. A subsequent probe biometric sample can be
compared to a specific reference, to uiany references, or to all references already in the database
to determine if there is a match. A.decision regarding the biometric claim is made basgd upon the

‘ences compared.

elf (without

eference or
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Figure 1 — Components of general biometric system

Figure 1 (which is functional in nature and hastho implications for physical location) illustrates
information flow within a general biometric“system consisting of data capture, signal proces
data storagle, comparison, and decision subsystems. This diagram illustrates both enrolment, and
operation df verification and identification systems. The following sub-clauses describe each of t
subsystemq in more detail. However, it should be noted that in any implemented system, some of t
conceptual |components may be absent, or may not have a direct correspondence with a physic
software ertity.

The data cdpture subsystem-collects an image or signal of a subject’s biometric characteristics that
have presented to the biametric sensor, and outputs this image/signal as a captured biometric samp

The transmyssion supsystem (not portrayed in the diagram and not always present or visibly present i

biometric system) Wil transmit samples, features, probes and references between different subsyst
The captuiled, bigmetric sample may be compressed and/or encrypted before transmission,

expanded and/er decrypted before use. A captured biometric sample may be altered in transmigsi

the
sing,
the
hese
hese
hl or

due to noiset iSSi W T 1 X i

may be transmitted using standard biometric data interchange formats, and cryptographic techniques
may be used to protect the authenticity, integrity, and confidentiality of stored and transmitted

biometric data.
Signal processing may include processes such as

— Enhancement, i.e. improving the quality and clarity of the captured biometric sample,

— Segmentation, i.e. locating the signal of the subject’s biometric characteristics within the captured

biometric sample,

— Feature extraction, i.e. deriving the subject’s repeatable and distinctive measures from the captured

biometric sample, and
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affecting other processes, such as returning control to the data capture subsystem to col
samples; or modifying parameters for segmentation, feature extraction, or comparison.

In the case of enrolment, the signal processing subsystem creates a biometric reference.

Quality control, i.e. assessing the suitability of samples, features, and references, and possibly

lect further

Sometimes

the enrolment process requires features from several presentations of the individual’s biometric
characteristics. Sometimes the reference comprises just the features, in this case the reference may be
called a “template”. Sometimes the reference comprises just the sample, in which case feature extraction

from the reference occurs immediately before comparison.

In the case of verification and identification, the signal processing subsystem creates a biom

etric probe.

Sequencing and iteration of the above-mentioned processes are determined by the specilfics of each

systpm.

Refefrences are stored within an enrolment database held in the data storage subgystem. Ead
might be associated with some details of the enrolled subject or the enrolment proces
be rloted that prior to being stored in the enrolment database, references may be reform
bionpetric data interchange format. References may be stored within abiemetric capturg
a portable medium such as a smart card, locally on a personal computer or local server,
datdbase.

In the comparison subsystem, probes are compared against one of more references and compd
are passed to the decision subsystem. The comparison scoresindicate the similarities or dis
between the features and reference/s compared. In some cases, the features may take the
as the stored reference. For verification, a single specific claim of subject enrolment wou
single comparison score. For identification, many or all references may be compared with t
and putput a comparison score for each comparison.

The
deci

decision subsystem uses the comparison scores generated from one or more attempts to
sion outcome for a verification or identification transaction.

In th
that
A bi
mult

higher scores correspond to greater similarity) the comparison score exceeds a specifig
bmetric claim can then be verified on the basis of the decision policy, which may allow
iple attempts.

In th
that
and
acro
an i

e case of identification, the'enrolee reference is a potential candidate for the subject whel
higher scores correspond to greater similarity) the comparison score exceeds a specifig
or when the comparison score is among the highest ranked values generated during c

lentification decision.

NOT
Systé
samf

F Conceptually, it is possible to treat multi-biometric systems in the same manner as y
ms, by-tfeating the combined captured biometric samples/references/scores as if they wj
le/reference/score and allowing the decision subsystem to operate score fusion or decision fus

h reference
s. It should
itted into a
device, on
br a central

rison scores
similarities
same form

[d lead to a

he features,

provide the

e case of verification, the features are considered to match a compared reference when (assuming

d threshold.
| or require

L (assuming
d threshold,
bmparisons

ss the entire database. The decision policy may allow or require multiple attempts before making

ni-biometric
ere a single
ion as and if

apprppriate. (See also ISO/IEC TR 24722:2015.)

The administration subsystem (not portrayed in the diagram) governs the overall policy, implementation
and usage of the biometric system, in accordance with the relevant legal, jurisdictional and societal

constraints and requirements. Illustrative examples include
— Providing feedback to the subject during and/or after data capture,

Requesting additional information from the subject,

Storing and formatting of the biometric references and/or biometric interchange data,

Providing final arbitration on output from decision and/or scores,

Setting threshold values,
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— Setting

biometric system acquisition settings,

— Controlling the operational environment and non-biometric data storage,

— Providing appropriate safeguards for subject privacy, and

— Interacting with the application that utilizes the biometric system.

The biometric system may or may not interface to an external application or system via an application

programmi

ng interface, a hardware interface or a protocol interface.

In enrolment, a transaction by a subject is processed by the system in order to generate and store an

enrolment 1
Enrolment

— Sample

eference for that individual.
ypically involves

acquisition,

— Image pre-processing including sample restoration or enhancement, and segméntdtion,

— Featuré

— Quality
and red

extraction,

checks (which may reject the sample/features as being unsuitable for creating a referg
uire acquisition of further samples),

bnce,

— Reference creation (which may require features from multiplecsamples), possible conversion into a

biomet
— Storage

— Testve

Fic data interchange format,

)

rification or identification attempts to ensure'that the resulting enrolment is usable, an

— Allowing repeat enrolment attempts, should\(the initial enrolment be deemed unsatisfag

(depen

A subject cz
might be a
some bioms

lent on the enrolment policy).

n also be required to present additional data specific to the enrolment. This additional
legal name, contact informatién, credentials, identity documents and the like. Thersg
tric applications that may require no additional data whatsoever to be collected at the

of enrolment beyond the biological and-behavioural characteristics.

6 Stake

holders and approaches for enrolment

6.1 Enro

The succes
number of

work on b¢

assistants

ment stakeholders

ful operation of a biometric enrolment service depends on the co-operation of a |
btakeholders as listed in Table 1. (See also Figure 2 below showing that enrolment off

tory

data
are
fime

arge
cers
onal

half of the operator Wthh has a relatlonshlp w1th the Enrolment Authorlty, pers

for example, the Enrolment Author1ty may also be the operator of the service, as well as be1ng the
relying party in an enterprise access control system.
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Enrolment .| Performance
Authority g Manager
Operator » Relying Party
Enrol t
Duty Officer » n: f)ﬁmen »  Auditor
UIILICCT

|

Regulater.&
Governance

Attendant

Biometric Enrolment

(Biometric Capture)
Subject or Enrolee

Designers &
Developers

Personal
Assistant

Vendors

Figure 2 — Stakeholders at enrolment

Table 1 — Functional description of stakeholder roles

Stakeholder Function description

Enrolment Authority Is responsible for ensuring the quality of biome-
tric enrolment samples and other KPIs are irj ac-
cordance with SLA or contractual requirements.

Initiates appropriate action if these fall outside
the agreed targets.

Ensures compliance with legal requirementy.

Ensures that the cultural implications of operjating
an enrolment service are taken into consideration.

Operator Organizes delivering enrolment service on alday-
to-day basis.

Is responsible to the Enrolment Authority for
quality and security of the enrolment Service.

Takes remedial measures if KPIs, including
quality and performance metrics, fall outside the
agreed targets.

Performance manager Monitors the performance of the enrolment
service.

Proposes corrective actions.

Reports back on the results of corrective actions.

© ISO/IEC 2018 - All rights reserved 7
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Table 1 (continued)

Stakeholder Function description

Enrolment officer Is the agent of the operator responsible for the
secure and effective enrolment service at one or
more enrolment points.

Ensures the day-to-day maintenance of equip-
ment used in enrolment.

Interfaces with the subjects and provides any
relevant information to them.

Enters any biographical/contextual data (al-
though some of these details may already be
pre-populated).

Ensures that the quality of the enrolment.fea-
ture collected by the sensor/camera meets'the
enrolment standards (usually through/request-
ing the subject to re-enrol if the standard is not
achieved).

Provides advice and support.to the subject to
achieve a high standard of‘énrolment.

Notes any exceptional circumstances.

Duty/officer Provides technical and/or operational advice and
guidance to an efirolment officer.

Atterjdant Assists the€nrolment officer in obtaining the
best available quality biometric sample through
following procedures defined for subjects with
accessibility needs or special requirements in-
cluding age, gender, and religious observance.

Biomletric capture subject / biometric enrolee,\| Provides biometric sample to the system.

heregfter term j r enrol . .
eregfter termed as subject or enrolee Needs transparency and information on the

system.
Is interested in smooth operation.

[s interested in maintaining their data privacy,
wants to submit only that data that is absolutely
necessary for the intended purpose, and prefers a
system that is as usable as possible.

Prefers to have a system that is as intuitive as
possible.

Persgnal assistant Provides support for the subject, e.g. transla-
tion of instructions from the enrolment officer,
support for a disabled subject or to fulfil a legal
requirement such as a parent present at the en-
I UhllCllL de thlcl

Designer and developer Designs the enrolment system as part of the
enrolment service using systems engineering
principles wherever possible.

Develops enrolment system, service and process.
Develops an interaction protocol for the enrolee.

Develops the service for production and distri-
bution of any token used as storage for biometric
reference(s), or a pointer to where biometric
reference(s) is/are stored.

8 © ISO/IEC 2018 - All rights reserved
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Table 1 (continued)

Stakeholder Function description

Vendor Provides hardware and software.

tion of faults, if under contract to do so.

Provides (either directly or through an agent)
technical support e.g. for upgrades or rectifica-

Regulator and other governance bodies Assures the enrolment process is operated

and contracts.

according to laws, regulations, codes of practice,

6.2

Enr
cont

ATditor AUAITS te enToEent protocot. |

es, performing any quality and de-duplicatio}
checks and storing references anddmages.

Identity Provider Processes the biometric features into referefic-

n

ment service in a biometric reeognition serv
part of a business-oriented application.

Relying party Uses the biometric data obtained from the enrol-

ce as

Enrolment approaches

Iment for biometric services can take the form of many(differing approaches depe
ext, complexity, and requirements of the relying party suclras:

[n-house or outsourced;
Multiple or single location;
Fixed, mobile or remote;

Attended, semi-attended (one enrolment officer overseeing a number of enrolments in
unattended (e.g. self-enrolment);

NOTE Self-enrolment can be with ‘the active participation of the subject, or can even be a
stand-off systems not requiring direct interaction with the subject.

Mandatory, optional (opt-int); or unaware (e.g. for surveillance/tracking);
Using a single modality.or multiple biometric modalities;

Designed to provide enrolments for either multiple applications or for a specific

Enrolment is,an“expensive part of a biometric service. In order to reduce costs, enr
at times be“undertaken for multiple relying parties, each with differing business, te
functional requirements. For example, the enrolled facial image for a passport may be r|
driver’s:iicence application. Re-use of biometric data is mostly regulated by privacy law,
requires informing the subject on the intended purpose preventing additional use with

nding upon

parallel) or

quired with

application.
blment may
chnical and
e-used for a
which often
out explicit

consent of the subject. Other enrolment processes may be required to be more specif

ic in design

- e.g. access control ‘offline’ or ‘batch’ enrolment process where the biometric sample capture is
separate from the enrolment stage, or an integrated credential proofing/acquisition/enrolment

process;

Duration/complexity of the enrolment process, from a simple single modality process (against pre-

assigned identity), to a complex process consisting of identity checks using breeder

documents,

followed by collection of features relating to multiple modalities and a verification check on the

effective operation of the collected features.

Based upon how the system is influenced by the above factors, there will be different requirements and
operational guidance.
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7 Stakeholder interests

7.1 Key observations

A repeatable biometric enrolment process is a prerequisite for the successful use of biometric
recognition in one or more applications at a subsequent time.

A poor quality enrolment, e.g. one in which the subject’s biometric features have been collected in
line with best practice, but do not meet all quality criteria, can present difficulties when the reference
derived from these features is compared with blometrlc data collected in the context ofthe appllcatlon
For example
subject usep one of the index fingers as 1nstructed by a biometric verification unit at an access}ppint,

the biometfi
exception-h

Such problé
for the enr
biometric 1
ensuring th
accrue to t
between th|
the Enrolm|

ic comparison will fail. The subject will therefore be inconvenienced, in havingcto*u
andling process provided by the operator of the access control system.

€ an

bms are likely to occur more often when the Enrolment Authority (and/or-the opertor)
plment service is not the same as the party managing the subsequent application that uses
ecognition (the relying party). In this case, the Enrolment Authority bears the costs of
at the quality of enrolments is maintained while the benefits of good quality enrolments
he relying party (or parties). Rather than setting this cost/benefit pivot at the intefface
e two organizations, a better strategy is to move it to the enrolment service, incentivizing
ent Authority to deliver high quality enrolments. This willusually entail clear and correct

specification of metrics for the enrolment performance in any contracts or agreements between these

two organiz

In setting t
the require
schematica
system of t
appropriatg
operator of
Enrolment
performanc

ations.

he requirements for an enrolment service, the Enfolment Authority should take account of
ments of the relying party as well as other stakéholders as listed in Table 1 and represented
ly in Figure 2. (When these requirements aresnot known in full, e.g. because the recognjtion
he relying party is still under development; designers of enrolment services should ftake

measures to mitigate any risks.) The~SLA between the Enrolment Authority and the
the enrolment service should include KPIs that relate to the business objectives of the
Authority as well as those of the relying party. Requirements should include quantitative
e measures capable of being tested either by the Enrolment Authority or by an independent

testing orgdnization during the acceptancephase of the project, as well as periodically afterwards
The design
appropriatg
collect bio

e
- verificatill

The securit
for a robust
the design

checks that

ers and developers of thesenrolment system will use the requirements to define proce
ly and to source suitable vendors of the biometric components, such as the hardwat
tric features, software to process these features and assess their quality, and - if reqy
software to check'that the enrolment has been completed satisfactorily.

sses
e to
ired

y of the biometric enrolment process is also an essential aspect of its success. In prep3
process désign, all stakeholders are responsible for addressing security requirements,
df the lagical technical architecture to the functional components, as well as procedureq
direetly'involve interaction with the subject.

ring
rom
and

The Enrolment’Authority’s designers and developers should address these requirements, as early as
possible in the design, such as the ability to check the identity credentials presented by the subject
and taking measures to counter spoofing attacks. For details on Presentation Attack Detection (PAD)
see the multipart standard ISO/IEC 30107. Note that catering to the needs of subjects with language
difficulties and disabilities will also feature in the design but may impact on the security procedures.
These aspects of the enrolment process - and any requirements placed by regulators - should be
included in the training materials for enrolment officers, attendants, duty officers and the performance
manager.

After completion of the high level design, and prior to deployment, marketing and other awareness-
raising activities should be started. This enables representatives of the subject population, mass media,
regulators and special interest groups to comment on the enrolment service proposals. As a result, any
necessary changes to the system design may be incorporated.
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The enrolment service should be piloted with a representative sample of the subject population, both of
subjects as well as enrolment officers. The performance manager should ensure that acceptance testing
has been carried out and that the provisions of the SLA with the designers and developers have been
met. Comments and observations collected from the subjects should be examined. If changes are made
to the system or procedures in the light of these tests and comments, a further round of testing may be
required.

At some time after the system is deployed, representatives of the relying party and the Enrolment
Authority should review the performance of the enrolment service, assessing whether the KPIs continue
to reflect the requirements of the relying party, and making any necessary adjustments.

A syStem audit may be requested periodically to ensure that the enroiment service opefates in line
with legal and business rules. Guidelines for the audit process should take account of.th¢ particular
charjacteristics of biometric systems.

7.2 | Best practices and recommendations

7.2.1 General

There are numerous stakeholders in any biometric enrolment application, most of whom will benefit
fromp a high quality, securely administered enrolment process with due regard for thel needs and
expégctations of the subjects of the enrolment.

For ¢ach stakeholder described in Table 1, there are specifi¢ireasons why the enrolment serjvice should
be syiccessful. This Clause describes some of the benefits for'these stakeholders.

A stfrategy for the design, development and deployment of a successful biometric enrolment should
condider numerous issues in a structured manner..The approach favoured in this document {s to itemise
thesg issues against the principal stakeholders who are impacted by each issue. One way of examining
the benefits to a stakeholder is to consider.tlieé operation of the enrolment service from § number of
standpoints. Stakeholders will have different perspectives and not every standpoint will bg relevant to
everly stakeholder:

— [Appropriateness, effectiveness@and efficiency,

— [Convenience and price,

— |Look and feel,

— [Usability, personalisation and internationalization,
— [Performance including speed, and accuracy,

— Pperatiénal and environmental aspects,

— Maintainability and support,

— Security, privacy and transparermncy,
— Cultural and political aspects, and

— Legal aspects.

7.2.2 Subject interests

The enrolment subject should be presented with a clear and understandable enrolment process that
allows the subject to feel safe and alleviate any concerns.

The enrolment process should flow well and be able to handle any possible exceptions. Prior
identification of exceptional conditions (e.g. support for disabled persons) can be flagged in the
application process to allow for adjustments to be made in advance of enrolment.
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It is important to ensure that the enrolment process is safe and provides a positive experience for the
subject in order to enhance acceptance of the system. This includes that technical solutions should
be as comfortable as possible within the constraints of application and enrolment system/process
requirements.

Any situation where the enrolment may cause discomfort to the biometric capture subject needs a clear
justification.

The enrolment subject should have easy access to information about the accessibility, privacy, usability
and other consumer-relevant issues associated with the enrolment process and the biometric system
preferably in advance of attending the enrolment session.

A strategy [for the design, development and deployment of a successful biometric enrolment shlould
consider nymerous issues in a structured manner. The approach favoured in this report is. o, itemise
these issue$ against the principal stakeholders who are impacted by each issue.

On the matfer of issues relating to personal privacy, data protection, health and safety.and accessibility,
the reader ¢f this report is referred to ISO/IEC TR 24714-1:2008.

NOTE This TR is freely available from: http://standards.iso.org/ittf/PubliclyAvailableStandards/index.html.

7.2.2.1 Provided information

When considering the information to be provided to a subject, severalimportant considerations shjould
be acknowledged. In particular, subjects:

— Shouldbe notified about policies including, but not limitedto, privacy, personal data protection and
accessipility;

— Should|be notified on the intended purpose of theitr-collected biometric data, on the storage fime
frame dnd on de-enrolment and data removal;

— Shouldpenotified about technical aspects including, but notlimited to, security and data encryption;

— Should|be informed that the security level depends on technology and processes and differf for
differemt applications. In some applications, biometric technology may lead to specific legal
assumptions with respect to non-repudiation. If this is the case, the subject should state that they
fully upderstands and consents to the consequences of these legal assumptions;

— May expect to be notified about a contact point for further information;

— Where|required, shotld be informed that they are asked to produce documents that can be
authenticated with«the Issuing Authority to satisfy the enrolment officer of their claimed identjify;

— Some lggislatioh vequires that the subject shall always be informed when biometric data is captured,
and that the eaptured data shall only be used for the intended purpose. A later extension of the
purposg isiiot allowed without consent.

On occasion the subject may be unaware of the fact that a biometric enrolment is taking place, e.g. when
submitting a photograph for a passport application. Advice should be sought as to whether a legal notice
is required, or whether it would be prudent to provide more information to the subject.

Information about the enrolment should be provided in a way that is accessible and comprehensible
to the subjects. It may be useful to include the possibility of a list of frequently asked questions
(FAQ), including information regarding the purpose of enrolment and the organization’s privacy
policy. Different kinds of information will be relevant at different stages of the enrolment: before the
enrolment, during the process and afterwards. It should be updated as experience is gained so as to
ensure that enrolments are an ongoing success.

At enrolment, provisions of specific information helps subjects to enrol in the system most effectively
(e.g. whether they should stand or sit in a particular way, and whether there will be wipes or tissues to
clean surfaces and improve the quality of images).

12 © ISO/IEC 2018 - All rights reserved


http://standards.iso.org/ittf/PubliclyAvailableStandards/index.html
https://iecnorm.com/api/?name=f0862d660a9ffddbcd03bec1f7d0fec2

ISO/IEC TR 29196:2018(E)

Subjects should be given the opportunity to supply information that may impact on the quality of
enrolment, some of which may be regarded as personal or confidential. Recording of such information
— and the measures taken during enrolment as a result of this information — should be undertaken in
a secure mannetr.

7.2.2.2 Legal implications

Any specific local provision relating to documentation in support of proof of identity and authentication
thereof, privacy, the protection of personal data, accessibility, security, etc. should be identified
and incorporated during the requirements capture phase of the enrolment system lifecycle. The
safeg i i ject i i e is important,

hsider legal
Governance

oS.

fications to

d to, by the

order to obtain optimal quality biometric data during the enrolment phase, it is
imp¢rtant to ensure that inclusivity issues are addreSsed. In many cases, it will be more
devqte additional resources and time at enrolment with specialized equipment, staff and tra
subject. Also to avoid difficulties for the subject inattending and completing an enrolment,
shoyld be provided regarding any accessibility conditions which might result in poor qualit

barticularly
effective to
ning for the
nformation
y outcomes.

Proy
enrd

ision should be made for personal assistants including guide dogs accompanying the sy
Iment facility.

bject to the

Note
sens

that the enrolment process may reveal hitherto unrecognized conditions that may require
itive handling by the attendants.

7.2.2.4 Usability

P010 define
can achieve

Enr
usal
thei

Iment systems sheuld be designed for usability. ISO 9241-11:1998 and 1SO 9241-210:
ility as “the effectiveness, efficiency, and satisfaction with which the intended users
" tasks in the intended context of product use.”

A gulide to methods of assessing the usability of biometric systems is available that covers effectiveness,

effidiencyand user satisfaction[11][12].

In ge¢nérdl, the enrolment system should attempt to obtain a biometric reference of the best quality for
the target application, consistent with constraints of time allowed for enrolment, costs of arranging the
enrolment and availability of equipment and attendants.

Quality is one of the aspects of effectiveness. This term does not necessarily relate to an aesthetically
pleasing captured image. For example, if the system is required to ensure that a person is enrolled only
once, a high quality capture is one that enables the matching system to other entries on the database to
be carried out with the maximum confidence in identifying correct matches. Quality has many additional
dimensions including consistency of presentation, sufficient distinguishing elements in the image.

The process of enrolment should be carried out in ways that enable the subjects to perform the task
quickly and with as few errors as possible.
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User satisfaction relates to subject attitudes, perceptions, feelings and opinions regarding the system,
and includes aspects such as

— Whether the subjects are intimidated in any way by the equipment or process,

— Whether the subjects behave naturally, and the system interface is physically and cognitively
ergonomically viable,

— Standard time,

— The quality of the information and support to subjects,

— The extlent to which the user interface is designed as intuitive as possible to avoid subject discenpfort
and frustration, and

— Theprgsence of an attendant (ifthe enrolmentis manual), noting that the demeanour and hélpfuliness
tendant is important.

levels can be measured in ways including surveys or focus groups, with the aim of
maintaining and improving the user experience.

7.2.3 Enrpolment Authority interests

For the Enrplment Authority, its principal objective is ensuring the celleetion of a representation of the
biometric f¢atures of a qualified individual to fulfil the requirements-of the relying party’s applicdtion
using biometrics. In helping to achieve its objective, the authority should develop an enrolment poljcy.

Note that the Enrolment Authority that enrols the subjeet'and the relying party that operateq the
biometric-gnabled application may be different organizations. The Enrolment Authority can have
legal dutied and obligations (e.g. in relation to provisienfor people with accessibility needs) of which
it should mlake the operator aware, and ensure that’the operator is in compliance. For example} the
Enrolment Authority could define the specific duties of the attendant and special assistant and their
role in obtaining a good enrolment as part of an inclusive design. Considerations for the Enrolment
Authority include:

— Collectjon of the biometric samples that give (after further processing by an Identity Proyider
respongible for storage and matching of the samples) the best possible set of biometric refereinces
under the circumstances, whichi can be used for subsequent verification and identification procefses.
Such prjocesses may include checks for duplicate enrolments.

— The estlablishment and monitoring of the characteristics of success for the end-to-end system.

— An enrplment proeess ‘should reduce the cost of the end-to-end system (which covers enrolment,
database, and theapplication operated by the relying party), especially for large scale systems,
since eprolment-costs are likely to be a significant component for such deployments.

7.2.3.1 Establishing the legal framework

The Enrolment Authority should, at an early stage of system design, establish the legal and cultural
implications, which include privacy and data protection, compliance with codes of conduct, local laws
and by-laws. Laws and regulations relating to these aspects may be both national and regional. ISO/
[IEC TR 24714-1:2008, 4.2.3 provides guidance on privacy principles for biometric systems.

Where appropriate, if the Enrolment Authority cannot be satisfied as to the claimed identity of
the subject then services made available on the basis of enrolment may be withheld or otherwise
constrained.

The Enrolment Authority should determine what auditing functions are required. Relevant terms of
reference should be developed, together with frequency of audit and relationship to other governance
activities.
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Implications of enrolment also should be covered, e.g. if there are any non-repudiation ramifications to
people enrolled in the system, these should be legally justified and enforceable, and processes developed
to ensure that they are fully explained, understood, and consented to, by enrolees. Be aware that non-
repudiation ramifications might cause subjects to refuse participation in voluntary applications.

Also there may be legal issues surrounding certain classes of enrolee, including gender, ethnicity, age,
disability, culture, religion, and legal competence.

In many jurisdictions, procurement officials and operators should be aware of laws and regulations
relating to inclusivity; capture of the relevant requirements at an early stage in the process is likely to

lead

to cost-effective solutions.
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Enrolment Authority (with the help of the auditors) should keep the legal framework
ew. As experience with deployment and operation of biometric applications grows; it i
laws, regulations, and codes of practice will be introduced (or existing ones redrafted)
sions may affect the operation of services.

8.2 Independent service operation review

Enrolment Authority may request an independent review of the delivery and oper:
Iment service, both of its security and the biometric perforniance - either with a t¢
lees before the start of an operation of the service, or duripg\its operation using a rep
ble of subjects. Assessment, testing and reporting the resujts-oef such tests for a biometri
ice requires specialized knowledge and experience. Only those organisations that can

bnal and international standards (such as those inthe multi-part standard ISO/IEC 197

8.3 Success metrics

Iment is normally a prerequisite to operational use of a biometric system. The quality of]
hffect the performance and usability of the operational system. The subject experience
ely to affect a subject’s perception gf‘the operational system and of the organization

enrolment process/service willcost money, time and possibly other resources. Measures
Iment quality or subject.experience will probably have a cost/time implication for th¢
ice. Therefore an optimum balance between the cost of the enrolment service and the p
usability of the operational system should be established.

der to improve-the quality of enrolment, it is vital to have access to data which can

monjitor the various=components of the service, both to ensure that the service is operating
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enrd
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loped performance levels, as well as helping to improve the service through add
L significant elements of the cost/benefit trade-off. This requires that the design of th
Imentservice allows for the right metrics to be collected (and analysed regularly at va
anularity).
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 credentials in these areas should be considered. Testing should be undertaken agaidlLst relevant
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bm, which may also have a knock-0n effect on the performance of the operational system.
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The

performance parameters divide into two broad categories:

Parameters that relate to the performance of the enrolment service, e.g. failures to enrol, invalid

enrolments, denied enrolments. These are the enrolment failure parameters.

Parameters that affect the performance of the relying party’s operational system using the

enrolments from the enrolment service, e.g. FMR, FNMR, or FTAR. These are (largely) the enrolment
quality-dependent parameters.

The two categories are distinct but interrelated and can be in conflict, e.g. a reduction in the FTER
might lead to an increase in the FNMR. The possibility of conflict may create tension between the
enrolment service and the operations of the relying party (or parties) which is likely to be amplified in
cases where these are provided by different organisations.
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A classification of enrolment failures is suggested in 7.2.3.4 based upon the definitions in ISO/IEC 2382-
37 which provide definitions related to the enrolment process. Examples of common causes of enrolment

failures are

examined against this classification in 7.2.3.5.

In order to provide the data for such analysis, a requirements capture exercise should be undertaken
before the design of the enrolment service which will include the following (some of which need data
collated from relying parties under an SLA):

— Performance statistics from the relying party operating a service that is dependent on a successful
enrolment of subjects, with a breakdown to help identify the impact of any variations in quality of
the enrolment service.

— Subject

complalints from enrolees or assessment from media reports. Identity proofing failure fates
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satisfaction statistics, for example, extracted from analysis of surveys, numbey

kdown into rates where the Enrolment Authority detected suspicious (or proven) fi
t was unable to confirm identity to a sufficient (predetermined) level of ¢onfidence,
ubsequent evidence of inaccuracy or fraud came to light. Failure to enyol rates, anal
ographic group, enrolment centre, time of day, the type of resolution ptécedure that
and the results of such actions.

itions of image and enrolment quality analysed by demographic.group, enrolment ce
day, etc.

r of retries required and whether or not an operator override (e.g. of quality thresh
bd.

cal measures relating the duration of biometric earglment (e.g. mean time from start o

through to successful conclusion, maximum fésponse times from a central databag
ck for duplicate enrolments is made). Note, that terms should be defined clearly, e.g.
ay refer to the earliest recorded interaction-between the biometric capture device ang
or it may be the initiation of the processby the enrolment officer. Timings of the indivi
ts of the enrolment process may be\récorded, for example, so that that the ‘dead t
n individual transactions can be treated in accordance with a predetermined policy.

Lion of enrolments that fail the verification test (for services where these are implemen
ction logging of appropriaté granularity.

g support consistent with a set of established requirements.

'ror rates
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and development ¢f\the enrolment services. Based upon the definitions in ISO/IEC 2382-37,
classificatign (which is not part of said document) will enable enrolment service designers to dey
their own tpbulation of failure types from Table 2 and Table 3 below in preparation for definitio}
their perforymance metrics.

ion of faihires encountered in enrolment processes is provided as an aid to the de

s of
with
aud,
and
ysed
was

htre,
old)

fthe
e_
tart
| the
dual
ime’

ted).

sign
this
elop
ns of

16

© ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=f0862d660a9ffddbcd03bec1f7d0fec2

ISO/IEC TR 29196:2018(E)

Table 2 — Classification of failures encountered in enrolment processes

ture

for sibséquent
comparison the
output of a bi-
ometric capture
process, a biom-
etric sample of
the biometric
characteristic of
interest

Class Failure mode Definition Comment

1 An ineligible Not considered |Not enrolling someone
person is denied |as a failure to ineligible to enrol is not
service and enrol a failure to enrol. Such
hence does a person may become
not commence eligible for enrolment at
an enrolment a later time.
process Reasons for ineligibility

should be determined
prior to commence-
ment of the enrolment
service.

2 Excluded biom- |Transactions The proportion denom-
etric enrolment |that failed to inator i$’the numbler of
transactions complete for bjenietric enrolmgnt

non-biometric trarsactions, excluding

reasons those transactiong that
failed to complete|for
non-biometric reapons.

3 Failure to cap- |Failureto accept |A captured biomet-

ric sample containls a
signal from a bionjetric
characteristic, butlit
might not be the bjom-
etric characteristif of
interest.

A blank or empty §am-
ple represents a failure
to capture, even if|the
failure is not discqv-
ered until the biometric
acquisition process.

A captured biomefric
sample might not be
suitable for future pro-
cessing.
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Table 2 (continued)

Class

Failure mode

Definition

Comment

Failure to ac-
quire

Failure to accept
for subsequent
comparison the
output of a bi-
ometric capture
process, a biom-
etric sample of
the biometric

The failure to acquire
rate (FTAR) is defined
as the proportion of a
specified set of biomet-
ric acquisition process-
es that were failures to
acquire.

Failure to acquire

interest

occurs if the captured
data does not meet
system policy require:
ments for processing.
Failure to acquire’can
only occur ifithere

has been @)successful
data cdpture event.
Othérwise the eventis a
failure to capture.

Possible causes of fail-
ure to acquire include
poor biometric sample
quality, algorithmic de-
ficiencies and biometric
characteristics outside
the range of the system.

Failure to enrol

Failure to cre-
ate and store

a biometric
enrolment data
record for an el-
igible biometric
capture subject,
in accordance
with a biometric
enrolment policy

The failure to enrol rate
(FTER) is defined as
proportion of a spec-
ified set of biometric
enrolment transactions
that resulted in a fail-
ure to enrol.

The proportion denom-
inator is the number of
biometric enrolment

transactions, excluding
those transactions that
failed to complete for

non-biometric reasons.

Since the measure is
based on the number of
transactions, the FTER
may result in a higher

"ralua than lf itwere

based on the number of
subjects.

Note Enrolment
transactions should be
distinguished (in-
cludes the checking of
credentials, acceptance
for biometric enrolment
as well as the biometric
enrolment transaction)
from biometric enrol-
ment transactions

© ISO/IEC 2018 - All rights reserved



https://iecnorm.com/api/?name=f0862d660a9ffddbcd03bec1f7d0fec2

ISO/IEC TR 29196:2018(E)

In defining contractual terms with the operator, the Enrolment Authority should take account of these
definitions, referring to the Standard. If, after analysis of their requirements, the authority decides that
these definitions do not apply, the contract (and any SLA policies) should make explicit reference to
this fact and provide new definitions, and amend accordingly any definitions in the requirements for

testing.
NOTE This document does not define the terms biometric enrolment policy, and (biometric enrolment)
transaction.

When reviewing the failure to enrol rates, the Enrolment Authority (and or the operator) should adopt
a systematic approach, noting sources of data and common classes of failure.
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B.5 Failure analysis

authority may require a detailed analysis of failed enrolment transactions from‘the g
hple as part of a root cause analysis into changes in the FTER from certain enrdlment lo
bility to undertake such an analysis will depend on the availability of relevant data. Sou
be categorised as:

perator, for
rations. The
rces of data

Data that is available from records of enrolment transactions, e.g. the proportion of syibjects who

have enrolled successfully.

Data that can be collected when the authority or the operator determines the need for an analysis of

h representative set of enrolments but which would not bé-collected under normal cirg
For example, the number of biometric enrolment transactions required for each enrolm
be collected routinely, but a request can be made _¢f attendants/enrolment officers to
data manually.

Data that cannot be collected (without changeto the enrolment software) when the auth

umstances.
ent may not
collect this

ority or the

pperator determines the need for an analysis of a representative set of enrolments, but which can

be subsequently derived from data acce§sible to the authority. For example, few, if any
systems would be able to account for\the reasons for NFIQ scoring of the quality of a
image. Assignment of an NFIQ score is the results of applying a software algorithm
hspects of the image. A major contribution to the assignment of this quality score is
pf minutiae detected in the image, together with the numbers with specified levels
quality’. It might be that the total number of minutiae in an image is of possible relevan
case the authority could request that an analysis be made of relevant stored images.

Data that cannot be cellected (without change to the enrolment software) when the auth
pperator determines the need for an analysis of a representative set of enrolments, and

, enrolment
fingerprint
to various
the number
f ‘minutiae
ce, in which

ority or the
that cannot

be subsequently derived from data accessible to the authority. An example is the levels and direction

pf ambient illumination during the enrolment of facial images, if such enrolments ar
relatively-dncontrolled environment, such as a room with windows to the external er
Although-some estimate of the predominant direction of lighting could be inferred fr
pf tlie photos, the levels of illumination could not be determined absolutely if cameras
pptimize collection automatically.

b made in a
lvironment.
bm analysis
were set to

The following listing of possible causes of poor enrolment indicates the range of circumstances which
could be considered.
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Table 3 — Causes of poor enrolment

Failure Failure type Notes and examples Failure class
number
1 An ineligible subject is not 1
allowed to complete the
enrolment
2 An ineligible subject completes Exclude from anal-
the enrolment successfully ysis according to
biometric enrol-
ment failure class,
but should still be
recorded
3 A subject refuses to complete 2
the enrolment process
4 A subject refuses to co-oper- |Exclusions may be allowed 2
ate with the attendant in the |for medical conditions, but
capture of the biometric data |authority should offer guidance
in accordance with the author- | for people unwilling to touch
ity’s biometric enrolment poli- |surfaces as a result of obses-
cy and any other instructions |sive-compulsive disorder and
similar conditions. This should
be covered in the biometric
enrolment policy.
5 Failures in power supply, air 2
conditioning or telecommu-
nications links, strikes by
operating staff, etc. result in
abandonment of enrolments
6 Failure due to software or 2
hardware malfunction
7 Absence of the body part Missing iris (aniridia)
g Body part is inaccessible due_ “Bandaged finger or finger with |3
to medical condition psoriasis.
9 Body part is inaccessibleon No female attendant present 3
account of social, cultural or |when a female subject presents
religious reasons with a face covering required
for cultural or religious reasons
1 System triggers collection of 3
biometric sample before sub-
jectisready or before relevant
bodypart is placed in contact/
proximity to capture device
11 The subject presents the 3
wrong biometric modality
12 The subject presents the Placing the wrong hand on the |3
correct modality but the fea- |fingerprint or palm vein reader.
ture is not presented in the  |This presumes that such cases
correct order are detectable automatically by
software or through observa-
tion by the enrolment officer.
13 The subject’s medical condi- Parkinson’s disease, or condi- 3

tion prevents capture of the
image through the required
level of contact (or stability of
position) not being made for
sufficient time

tions such as rheumatism pre-
venting required area of contact
with platen
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Table 3 (continued)

Failure Failure type Notes and examples Failure class
number
14 Body adornment or treatment |Henna, scars, marks, tattoos, 3
preventing the capture of a and implants
usable image
15 Body part out of range of the |Fingerstoo broad to enrolina |4
specification for the enrol- single finger device with guides

ment device

16 Biometric sample is wrongly |Anti-spoofing alert triggered by |4
assessed as a spoof attempt unexpected characteristics of
the biometric feature

17 Biometric sample from a fea- |Fingerprint quality software 4
ture which is damaged alerts to excessive damage

18 Insufficient detail in the biom- |Number of minutiae in finger- |4
etric sample print falls below a threshold, or

finger is too dry

19 Biometric features fall out 5
of range of the specification

of the proprietary algorithm
to create a usable biometric

reference

7.2.3.6 Poor quality analysis

In adldition to total failure of enrolment, the Enrolment Authority should develop metrics for measuring
the Incidence of poor quality enrolments. Standards and technical reports in the ISO/IEC 29794 series
shoyld be considered for that purpose.

Thig presupposes:

— [The existence of a standard against' which elements of quality can be assessed. In part, this may be
supported by the multi-part standard ISO/IEC 19794;

— [Experimentally-validated: soéftware which defines quality metrics for one or mor¢ biometric
comparison algorithms:.For fingerprint systems using minutiae, NIST have developed NFIQ and
NFIQ 2.0 which haveibeen tested on a number of comparison algorithms;

— Pther specialist software, either from suppliers of comparison algorithms or from ihdependent
prganisations; which often addresses specific elements of the specification for the modality in the
multi-part’standard ISO/IEC 19794.

It is|worth-noting that certain demographic groups present particular challenges during|enrolment,
as npted.in ISO/IEC 19795-1. For example, experience shows that obtaining good quality|fingerprint
images from children and the very elderly can be difficult. Furthermore, certain activitjes, such as
continued contact with abrasive materials, e.g. through working in the construction sector, can result
in a greater proportion of poorer quality enrolments.

Where Enrolment Authorities permit glasses to be worn during collection of facial biometric images
and the subject normally wears glasses, the glasses should not be thick framed glasses, allowing a clear
view of the eyes. There should be no light reflections off the glasses.

7.2.3.7 Corrective actions

Analysis of the metrics relating to the enrolment service should highlight changes outside of the
control parameters which have been determined for the service. Analysis of the metrics relating to the
enrolment service may show changes outside of the control parameters. These should be investigated
and remedial action agreed with the operator. As part of the contract(s) with the system designer(s)
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and developer(s), the Enrolment Authority may wish to negotiate for the production of guidance
documentation for such eventualities.

7.2.3.8 Research

There are at least two reasons for retaining data for research purposes:

in order that false match rates can be determined.

Proving that a system operates correctly may require the temporary storage of biometric data, e.g.

— Biometric data relating to operational systems is often very difficult to obtain, yet improvements in

techno
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0gy NEed access to extensive data Sets 1n order to validate novel 1deas. Hence, data colle
ystem can be used to improve the performance of other, totally unrelated, systems!

nt Authority should be aware of these opportunities and be prepared to develop se
ivacy impact assessments, etc., if these are shown to be of long term ralue to
. Note that in some cases, this will require co-operation with relying-parties, in
individual’s encounter with a biometric system from enrolment to_recegnition. In 3
roposals for research should be presented to an ethics and/or privacy committee, an
formed consent of all involved enrolees.

bntract termination and reassignment

ith the operator (which delivers the enrolment service on behalf of the Enrolment Autho
ignated for a specific term, after the expiry of which{_the Enrolment Authority may ¥
he service. Arrangements for handover may incldde the production of documents
he knowledge of the operator and personnel abo(it specific aspects relating to the succe
he service at individual centres, and a detailed representation of the status of the biom

y (or parties) in which case, preparationsfor orderly transitioning should be in place w
'he handover period.

prator interests

rator of the enrolment seryice (which in many cases will be the same organization aj
Authority), it is crucial thatthe procedures at enrolment fulfil the requirements set by
Authority for a cost-effective, legal, quality and secure process, as expressed in a SLA.
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number of attempts) that give the best available set of biometric references (‘templ
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ent Authority.
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A good

expérience for the subject should contribute to a lower drop-out rate from the appointinent

system for enrolment; otherwise, poor user experiences shared with the mass media may deter
other potential subjects from keeping to their appointments.

Provide the operator with a standard method of collection to ensure the process is efficient and
consistent.

A more efficient process will reduce operating costs.

7.2.4.1 Training programmes for personnel

Enrolment officers and attendants at attended enrolment points should be trained with the aim of
delivering a secure, efficient and effective service to the Enrolment Authority. Such trained personnel
may receive a certificate to indicate their level of qualification, and a periodic re-certification may be
offered as well.
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Human factors research and tests show that people vary greatly in their ability to recognize different
images in a facial recognition gallery or image. Consideration should be given to enrolment officer's
abilities to recognize images in galleries and image sets before being appointed to their role. If humans
are to deal with the exceptions, then these individuals should be trained and have a high level of
expertise and competence in the additional verification and identification tasks that may be required
to establish identity. Selection of the training method should make use of best practice with regard
to the placing of instruction, modality of delivery (e.g. written, face-to-face presentation, or online
learning), frequency of refresher courses, etc. Some of the training material may be provided by
suppliers of biometric components or systems. It is recommended that officers are periodically tested
on competency after completion of the training.

Ongping monitoring of enrolment quality, throughput rates and other relevant metrics gtay be used
to ifjdicate a need for refresher training; ‘mystery shopping’ and observational studiés may be used
peripdically to ensure that officers continue to maintain a high standard of competency’and practice.

A typical training programme may cover aspects such as:

— An explanation of the biometric process, indicating why a high quality ‘and secure process — and
strict adherence to the procedures of enrolment, is necessary for thésuccessful use of{ the system
in future recognition activities (through more reliable comparison ‘with data in the fdatabase of
biometric references);

— [Practical enrolments under the supervision of a trainer covering all the relevant areas;

— [nformation about certain groups of subjects that may-have difficulties with enrolment (disabled,
children or elderly people, etc.), explaining how the$e groups may be assisted in providing a good
quality biometric reference;

— [Processes that should be followed in exceptional cases, e.g. bandaged or missing fingers or more
than five fingers in a hand;

— [Explanations that can be given to subjects of the enrolment service regarding the purpose of the
enrolment and subsequent recognition services;

— [nterpretation of error and other messages from either the hardware units or comptiter screen,
together with actions to be taken;

— Regular maintenance activities (such as cleaning of fingerprint sensor units or checkq to confirm
that systems are operating within specified operating limits);

— PBecurity-related procedures, such as the examination of fingers for unexpected modifications and
hrtefacts;

— [nstructjons-to the officer or attendant regarding maintaining notes in relation to |unresolved
problents;

— [Procedures for closing down the enrolment session in a secure manner.

7.2.4.2 Performance monitoring and correction

The operation of enrolment service should be monitored in accordance with the requirements agreed
with the Enrolment Authority or other governance body. If the authority responsible for enrolment
is not the same as the relying party (for the application of the biometric system for recognition of
individuals), the testing of the end-to-end system (encompassing enrolment and recognition services)
is strongly recommended.

The operation of the enrolment service can be monitored at a number of levels of granularity, e.g. on a
service-wide level, by geographical area or at the finest level of granularity. Among the data that can be
collected are

— The distribution of quality measures, average quality measures for different demographic groups,
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— Time taken for enrolment transactions (mean, mode, and other statistically relevant measures), and

— Percentage of enrolment transactions that are not completed satisfactorily, e.g. measuring the FTER
(2.2.3.4).

Automated alerts can be triggered when performance metrics exceed permitted bounds, calling for
investigation of the causes and corrective action.

In any case, aggregated data should be reviewed periodically by an official of the operator (optionally,
with representatives of the authority) to note patterns of change and investigate accordingly.

7.2.4.3 S¢rviceimprovement and perfodicanditc—————————— |

The operatjon of the enrolment service should be monitored at frequent intervals as part of a general
system qudlity improvement scheme. Such a scheme may draw upon the results of research, efther
by the dev¢lopers, the vendors of hardware and software, academia or by the Enrolment Authrity
itself. Operptional data obtained from other deployments may give insights into ways of improving
the authorify’s processes. On the basis of these inputs, changes can be piloted on a certain groyp of
enrolment gtations, using existing performance data as the baseline against whiehto judge the impact
of such changes.

Periodic auflits of the operation of the enrolment service may be held on‘behalf of the authority, efther
to verify the secure operation of the processes, review the performance of the service or to conffirm
that the seql/ice is being delivered in accordance with a published mandate. Other types of audit|may
be undertaken on behalf of specific regulators, focusing on aspects such as compliance with legal
requiremer]ts (e.g. in respect of privacy or personal data prote¢tion).

The outconjes of such audits should be in the form of actionable recommendations on the operat¢r or
Enrolment Authority, with internal governance arrangements identifying a responsible owner of pach
recommendation. Although the service may have funetions and components other than those relgting
to the collertion of biometric data, only audit actiohs relevant to biometric aspects of the servic¢ are
considered fhere.

The operatpr or Enrolment Authority should-dispose of each recommendation by one of the folloywing
actions:

— Agreeing to make changes in-the’ enrolment service, determining what development work is
requirgd (if needed), contracting for its development and deployment, and testing the system in
its new| configuration to confirm that it still operates in accordance with the original mandate as
amend¢d by the recommendation;

— Decidirg on the basiS.of an analysis of the impact of following the recommendation that the segvice
would lpe compromised operationally or financially, and reporting back to the auditor accordingly;

— By proposingalternative means by which the audit recommendations could be addressed.

7.2.4.4 Contracttermination and rp-necignmpnf

The operator may have a license for an agreed period of time; or be contracted to deliver against a
number of metrics in the SLA with the Enrolment Authority. Consistent failure in meeting these metrics
may result in recourse to remedies defined in the contract or even trigger contract reassignment
processes. (Note that performance well above that expected may be rewarded in a graded manner.) The
operator should work with the Enrolment Authority to develop processes for the orderly handover of
assets and the management of the transition to a new operator.

The existing operator may have modified processes - and trained attendants accordingly, developed
innovative solutions (for which they may have sought intellectual property protection) or modified
quality assessment software, in order to improve the enrolment service. The Enrolment Authority
should create an inventory of these changes, and establish transitioning procedures (which may entail
support by the existing operator) for transfer of these practices to the new operator. After handover,
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the previous operator may be required to support the service over a period to help resolve problems
such as deterioration in the performance of the service.

7.2.5 Relying party interests

Relying parties rely on the enrolment service to provide a reliable, repeatable, secure and consistent
service. If the enrolment service delivers outputs of a lesser or variable quality than defined in an SLA,
this may impact adversely on subsequent verification and identification processes. Such impacts will
inconvenience relying parties and subjects of the enrolment as, for example, the exception handling

options are exercised more frequently.

Two

For{

For {
serv

types of dependent parties can be identified:

Type 1: The Identity Provider, the authority responsible for storage of the biginetrig
relating to individuals who have been enrolled successfully under the enrolment servic

Service.
he first type, the requirements include

Receipt of a file from the enrolment service formatted in accordance with the interface
with the authority, with ensured integrity and fit for purpose;

The biometric data in the file to be in a form that permits the provider to make checks o
and data quality, and if inadequate to seek further actions from the Enrolment Authority

Biometric data are usable in the proprietary)processes for de-duplication (if reg
conversion into biometric references;

When the authority declares a failure to entol, to ensure that the exception handling pro
followed and relevant data are receiveddy the Identity Provider in the appropriate form

Acceptance testing and periodic testing afterwards to ensure that an acceptable perfor
is achieved and maintained;

Testing carried out by the ldentity Provider on its accumulated data may reveal oppor
improvement in the enrolnment service, necessitating discussions with the Enrolment A

New customers of _this Identity Provider may have additional requirements on the
Service, again necessitating discussions with the Enrolment Authority.

ice includé;

levelof integrity consistent with its risk profile and operational requirements;

references
£

Type 2: Relying party, the party which relies on biometric recognition agpart of an application or

agreement

n biometric
br operator;

uired) and
cedures are
at (7.2.6.8);
mance level
tunities for
Lithority;

enrolment

he second type-of dependent party (the operator of an application or service), requirements on the

Assurarnce that the enrolment service has delivered enrolments (including exception handling) to a

Co-operation with the Enrolment Authority in the assessment of end-to-end performance of the

application or service;

Capability to make adjustments to the enrolment service as and when the relying party
own requirements (e.g. adding new modalities, changing quality parameters, adding or
biographic data, responding to amendments to standards);

Capability to make adjustments to the enrolment service as and when a new relyi
introduced.

changes its
subtracting

ng party is

A useful principle in the design of IT systems (as well as a requirement relating to personal data
protection in some jurisdictions) is that data which is no longer required should be disposed securely.
For biometric systems, it is recommended that when the subject is no longer using any applications of
a relying party, for example, because they have left the organization and no longer need access to its
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buildings, an exit process should be started by a relying party working in conjunction with the relevant
Identity Provider. This process should define time limits for retention of biometric and other data on
the live system and on any archive system, ideally referencing legal requirements or research that
justifies the data retention periods. Removal of subject data and access rights is needed to protect the
business as well as the subject.

7.2.6 Developer interests

Many individuals are involved in an enrolment process, each of whom will need training and support:
the subject of enrolment, an attendant to support the quality acquisition of the biometric feature,
representatives of the operator of the system (working on hehalf ofthe Enrolment Authority) enrolment
centre marjagers (who may not be employees of the operator), and call centre personnel whp,|may

interact wit
employed t
and that th

h subjects before and after an enrolment. Design and development best practicesshou
h ensure that the system performs as required by the Enrolment Authority and'regul

d be

a]Lors,
e activities of these individuals are optimised to deliver a successful biomettic enrolment

service for all enrolees. Similar considerations relate to business processes.

7.2.6.1 Pre-enrolment and scheduling

d of
the

Subjects fo
time to und
messages sl

"~ biometric enrolment will look to the operator to provide epough information ahesz
erstand what is required of them. If this information is part'of'd marketing campaign
hould be consistent with other information.

A pre-enrol

of the bioa{e':crics as a way of reducing onsite enrolment time{(This can be done in conjunction
online app¢intment scheduling, providing directions to thé enrolment centre, information on \
documents|to bring with the subjects, etc.).

ent process can be used to collect data via a web application prior to appearing for capture
with
what

A helpline (designed for inclusivity) may be offered to enable the subject to phone into the enrolment

centre withlany questions on the day of the session;e:g: whether the onset of a cold should postpong the

enrolment Into a voice verification system. This neéeds to be staffed with assistants with appropriate

training.

Allocation ¢f timeslots should take accountof the time required for

— Pre-enfolment formalities (e.g. chécking of the identity credentials supplied by the subject),

— Mean time for biometric enrolment, as well as the allowable maximum time for such enrolment,

— Allowing time for any cleahing and/or maintenance of any devices, and

— Allowing time in betwéen the enrolments of subjects and providing for rest periods for attendants
to ensufre that theyremain vigilant throughout an enrolment session.

7.2.6.2 Identity confirmation

A Kkey purp nore

biometric characteristics with their biographical data. In these cases, it is important that the identity is
verified prior to this binding. This is typically done by performing “identity proofing” by inspection (and
sometimes capture) of identity documents, sometimes referred to as “breeder documents”. Examples
of such documents include birth certificates, driver’s licenses, passports, etc. For some subjects, e.g.
minors lacking relevant identity documents, special processes may be required. The strength of the
binding between persons and their biometric data should be appropriate according to the requirements
of the intended use.

Where the security policy mandates this, the authenticity of these identification documents should
be confirmed with the relevant issuing agencies, as well as using equipment and procedures to verify
the documents as not being forgeries or altered. Acquiring high quality digital colour copies of these
identity documents may be a requirement for audit processes, assuring the integrity of the enrolment
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process against human error and collusion. Some legislation does not allow capturing copies of ID
documents without a well-defined justification.

This may also be the opportunity for persons with medical conditions that limit the quality of the
biometric to show evidence.

7.2.6.3 Verification system

Multiple modalities could be used; fall-back systems and requirements from inclusive design should be
developed. The intended purpose of the verification systems which rely on the enrolled data should be

take

n into account when determining the requirements of the data to be enrolled:

7.2.6.4 Enrolment system selection and physical design

Equipment and software may be available that differs from\that used in verification syst

bei

info
Asse
capt
with
use

The
high
desi
whe
have
nois
facia

The
natu
of di
shou

ow often is/are the system(s) used?
o the subjects accept deviations from their usual behaviour?
hat are the necessary error rates to be reached?

hatis the perfect balance between comfort and better technical performance reached
iscomfort for the subjects?

by potential

ems, e.g. in

more robust against repeated mechanical impact, hawing additional functionality amd feedback

'mation to the subject to optimize the positioning<f the biometric feature or charac
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Provision for accompanying persons may be required, e.g. a translator or personal assistant with
measures to reduce the chance of any interference in the biometric capture process, e.g. by collection of
an additional face, or even the attendant’s face only, in a facial enrolment system.

7.2.6.5 Subject guidance

Since the enrolment session may be the first time that enrolees have been in contact with biometric
equipment, the developer should develop an interaction protocol with the enrolee. This may include
elements of direct face-to-face support.
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Written material (provided in an inclusive and comprehensible manner) in the form of posters,
information leaflets in multiple (major) languages, etc., and video clips of an idealised enrolment session
in action are helpful.

Even simple issues can cause additional problems which could be avoided by planning ahead, e.g. if a
subject and attendant sit facing each other, they should have a mutually agreed view of “left” and “right”
if this is significant in the comparison process.

NOTE In a test of 300 adults, NIST demonstrated that in presentation of enrolment information for optical
tenprint collection, verbal and video methods of communicating the process were approximately equivalent.

In contrast, a poster representatlon of the same 1nformat10r1 led to 51gn1f1cantly more errors, as well as takmg

substantially
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terial and its delivery should be prepared recognizing that personnel may not be fam
tric systems. Further general guidance about training of enrolment officers is foun

pcurity

g the enrolment.processes, specifying the equipment, software and user interf:
nvironment, etc.(the designer of the system will take into account known security thr
bilities relating to the biometric modality. For example, it may be prudent to confirm
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ps of subjects'enrolling on a fingerprint sensor are examined visually by the attenda
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ure thé\subject’s own fingerprints.
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¥ replacement hardware may be requlred to have tamper evident features and also

subjects may require reassurance that the equlpment is genume untampered with, accredlted and
certified to ensure that their biometric features cannot be reused for unlawful purposes.

Other security threats are common to all forms of registration process, e.g. collusion of the attendant
with the subject in proofing of the identity of the person. Attendants and enrolment officers should be
trained accordingly. The security of data both at enrolment centres and over transmission networks to
centralised storage or monitoring centres (one of the relying parties) needs to be considered, as well as
the delivery and installation of software updates.

In the special case where subjects for biometric service supply their own biometric samples (e.g.
submitting facial photographs when applying for a passport), the designer of the system should
be aware of the significant risks that the biometric sample may not reflect accurately the biometric
characteristics of the individual.
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For facial photographs, the subject or photographer may have made alterations for e.g. vanity or
cultural reasons, or for subversive purposes. Such changes may not be detected by human examiners
or automated systems (indeed such changes may impact on ease of human comparison). These changes
could include digital alterations such as

— Removal of blemishes and scars,
— Change or removal of background colour or shadows,
— The whitening or darkening of skin pigmentation,

— Changes to eye colour, and

— [The manipulation of image dimensions to make the subject look thinner or fatter.

If the aim is to subvert the enrolment system, the subject could enrol under multiplé identities or avoid
detection through biometric watch list checks.

In adldition, conversion of printed photographs to digital formats can cause dégradation of the image or
addiftion of artefacts.

7.2.6.8 Exception handling and timeout

Manly enrolment processes have been used that require a specific number of presentations (e.g. three
sepdrate placements of a finger on a sensor within a set périod), from which the highest quality
image(s) is/are obtained for subsequent processing. In érder to improve the quality of the image
between successive presentations, position sensing seftware may give an indication to thle subject of
any pdjustments to the presentation of the biometriefeature (e.g. to press down harder on the platen, or
movk the finger), or group of presentations. Alternatively, the sensor can collect samples of|a biometric
featfire for a fixed time duration taking facialimages in quick succession for 20 s to 3( s followed
by an image quality assessment that selects.the best representation(s); or declares that an image of
sufficient quality has not been obtained. Such differences will impact upon the process of enrolment
and equipment suppliers should be consulted as to the appropriate measures to be taken.

Somle modalities require a more time consuming enrolment, e.g., speaker recognition. In|such cases,
it mpy be considered to split the enrolment into several sessions or to run additional enfolments in
subdequent successful verification sessions.

Even after inclusive design, a certain proportion of the population may still have difficulties in
enrdlment. Such subjects\will have to be offered an alternative procedure. This may be

— Another instanee’of the same modality (e.g. further attempts at enrolment of a thumb if pne or other
pf the indexfingers is inadequate),

— JAn alterndtive modality (such as collecting an iris image), or

— A entirely separate, non-biometric process that meets the same requirements of sgecurity and

1sability
Y

Enrolling multiple modalities should also be considered to allow for more choices during verification.
An individual may find one biometric modality easier to use or prefer it for other reasons. This also
provides the ability to use the “alternate biometric modality” when the preferred one is not available or
working well due to a temporary injury, for example.

Wherever practicable, these alternatives should not disadvantage the subject, for example, by offering
an inferior level of service or functionality.

Designers of systems should be aware that exception handling or fall-back processes are potential
sources of security weaknesses, and appropriate measures and training for any specialist staff are
required.
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7.2.6.9 Post enrolment verification

In many systems, once the enrolment has been completed satisfactorily, the enrolee may have an
opportunity to experience the verification process. There is an assumption that this will help a
knowledgeable subject to understand why they should follow the recommended verification process
and be able to try again if the verification was unsatisfactory in any way. A full or partial re-enrolment
may be needed if repeated failures in such verifications are noted.

In some cases, the enrolment encounter is also an opportunity to train the subject on the use of the
associated verification system. (For example, if the enrolment is for a physical access system, it is useful
to have one of the door reader units available at the enrolment site for instructional and habituation
purposes.) The environment of this check could reflect the operational Use, €.g. through having sithilar
signage.

This can also confirm that the biometric sample has been correctly associated with the biogrgphic
and other data in the database or token, that the transmitted file has been processed correctly by the
Identity Pr¢vider, converted into references, and stored in a manner accessible for applications.

7.2.6.10 Topken production and secure delivery

In many cages, the enrolment system could also start the process of issuifig'd token containing efther
the biometric reference model or template, or a unique alphanumeric identifier pointing to the entry
in the database that stores this reference element. In the use of the tokén the security and priva¢y of
the biometyic data should be protected (e.g. through access controls, cryptographic mechanisms, etc.).
The deliverly of the token should be secure and this could offer(a further opportunity for biomgtric
verification| of the identity of the subject. Policies for this should\be developed by the designer, whdther
using biome¢tric procedures or not.

At periodid intervals, the operator of the biometric‘enrolment service should review the KP]s to
ensure that the quality of the service is being maintained. This requires that such a list of indicatqrs is
constructed during the system design, procuremehttesting and piloting phases. Such a list should|also
reflect the ¢xperience of people with impairments:

As aminimyim, operators, through their performance manager, may wish to confirm that the propoftion
of failed enfrolments is stable (or decreasiig) over time, and that the mean time for enrolment ig not
increasing.|User satisfaction with the process could also be assessed, since a poor perception|of a
service (as reported in mass media(orthrough direct contact with previous enrolees) is likely to impact
adversely oh the confidence with which enrolees embark on their own session.

For larger gcale deploymerts) where there are several offices, comparison of the KPIs can rgveal
opportunities for improvement to the enrolment process, particularly if, e.g., this data are associated
with the mdintenancelogs.

If the enrqlment ‘service is associated with one or more verification services, the performpnce
characteristics of the latter can be examined in relation to the KPIs of associated enrolment officeq and
periods of tithé. Any degradatlon in verlflcatlon performance should be 1nvest1gated as it may be an
early pointe geing of
the biometric features. Such 1nvest1gat10n is amenable to more detailed analy51s by age group, ethn1c1ty,
disability, gender, specific attendants, enrolment office, etc.

Gathering this data should be approved by the subject to secure handling procedures, especially if the
original biometric samples are to be retained. Other legal checks may be necessary to ensure that there
is no suspicion of this data being used in a discriminatory manner.

7.2.6.11 System maintenance and performance monitoring

At specified intervals, attendants should be required to verify the correct operation of the hardware
and/or software which may involve cleaning of surfaces and initiating self-calibration procedures,
checking that tamper-resistant seals are intact, etc. It is recommended that the date and time of such
routine activities be recorded. On occasion, enrolment subjects may request that any systems that
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require physical contact with equipment be cleaned; it is good practice to provide suitable wipes for
this purpose. Other specialist measures based upon recommendations of the system supplier and on
testing and piloting of the system will also be followed, for example, in fingerprint systems where the
software advises that fingers are too dry or too moist. Only materials approved for use by the operator
should be used, and the system designer should provide advice on such materials.

In some environments (e.g. a hospital) hygiene may require frequent use of disinfectants. Equipment
should be selected or modified (e.g. sealed) to allow for such cleaning without damaging the electronics.

A programme of secure replacement of hardware at appropriate intervals can be developed.
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hetric enrolment is only one of a set of processes that taken together provide.a bg
nization. The relying party may want to satisfy itself that the initial performance’of th
ystem satisfies the requirements of the end-to-end system(s) of which it.ferms a pa
equently the effectiveness of the subsystem does not drop to a point whére it places th
e end-to-end system(s) at risk. Modelling of such system(s) can help, idéntify the key
enrolment subsystem and justify investment in monitoring and testing of enrolment.
ng procedures should be followed using a demographically representative group of t¢g
procedures that are described in the multi-part standard ISO/IEC.19795.

ing is best carried out in a location and environment thatis-r€presentative of the applid

/' Regulator interests

.1 Regulation

operation of a biometric enrolment service may be subject to laws relating to data
hey, discrimination and disability. Regulators for respective aspects may have in pla
tice or regulations which may specify.how to implement and manage their requirement

/.2 Completeness of the governance processes

gulatory Authority may hayebest practice recommendations or legally mandated provis
rnance of some aspectsofithe operation of the service, e.g. the nomination of an official
he personal data protection aspects of the service. There may be other provisions of co
balth and safety, disability discrimination, etc. with separate requirements. A complete
cture will ensure that these are woven into a wider framework that ensures that the
‘ests are fully pretected.

;.3 Logging integrity and audit

ring'ofactivities relating to significant actions in the operation of the enrolment service

bnefit to an
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hramieters for biometric quality software or to identify the enrolment officer on duty i

n a specific

session) should be secured to an appropriate security level. Auditing requirements may surface after the
system has been delivered, and provision for collection of such data should be added to the management
information (MI) system after the MI system has already been completed. This has implications for
an initial design of a secure system architecture that is extensible through change control, as well as
affordable.

7.2.8 Auditor interests

Measures should be in place to ensure that terms of reference are appropriate, that the data and
information is available in sufficient (but not excessive) detail and presentation mode, that reports
and recommendations are made to the correct functions in organisations and that follow up on these
recommendations is in place.
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8

Biometric enrolment capability development

8.1 General

Successful biometric enrolment is key to the operation of applications and services that provide benefit
to organisations. Authorities responsible for the delivery of enrolment systems should design, deploy
and operate these in a quality way. The Enrolment Authority should consider the following phases
(noting that agile project approaches to delivery may be used as well):

System definition — requirements capture from stakeholders;

Procurgment — the acquisition of the enrolment system;

System| design — the process of defining the architecture, components, modules, intexfaces,and
data for the enrolment system to satisfy specified requirements;

Development — creation of a service (hardware, software, business processes, training of staff, ¢tc.);

Testing — an investigation conducted to provide stakeholders with information-about the quality of
the enrplment system;

Piloting — a small scale deployment of the enrolment system that is representative of the full gcale
system|(some piloting can be done during the procurement stages);

Deployment — the transformation of the enrolment system from'the development environmept to
the opdrational environment;

Operatjon — the day-to-day use of the enrolment systef;

Maintepance — the modification of the enrolment $ystem for preventive and corrective actionp;

Governpnce — monitoring and process improvément, together with audit;

Cessatipn or withdrawal of service.

Enrolment |processes will, in general, include proofing of identity — measures to ensure thaf the

subjects ar¢ indeed who they claim to bé-(e.g. before binding the identity to the enrolled biometrics).

8.2 Enrolment station architecture and design

In designing a biometric efirolment capability, the architecture is an important consideratior for
many of th¢ stakeholders.\The architecture not only affects the initial procurement and deploynpent,
it also affe¢ts decisions-mmade downstream with regard to system maintenance, upgrade, etc. Jome

consideratipns for ent0lment station architecture are given below.

32

Form facter."Enrolment stations may take the form of a desktop workstation, an “acrosq the
counter” §étup, a kiosk, or a mobile enrolment kit. Selection of the configuration will depend 01|1 the

faCllit A | 43 rS d 1 ] rs
y, DlJClLC CUIISITUTT Aatliulls, LUSL, dallu UIIT THT UITIHITTIU }Jl ULTOS.

Ergonomics and Accessibility. The configuration should take into consideration how the subjects
and operators will interact with the equipment (and the operator) in terms of both comfort (physical
and psychological) and facilitation of the best quality biometric capture. The configuration should
minimize unnecessary discomfort for the subject and/or the operator.

Connectivity. The enrolment station may operate in a stand-alone fashion, but is most often
connected to a back-end system — either continuously or periodically. In either event, the station
should be able to work in both an online and offline mode. The latter should support a batch
upload capability (e.g. after collection in a remote area) or a “store and forward” capability. When
the station includes a storage requirement, both the storage capacity and data security should be
considered. The enrolment station/application should be able to be integrated within a services
oriented architecture (e.g. via a Web services interface).
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— Security. The enrolment station should incorporate security mechanisms to protect the
confidentiality and integrity of the biometric data, as well as provide for auditing for incident
investigation and non-repudiation purposes. Operator access controls are needed to protect access

to functionality and data.

Standards based. Enrolment stations should collect biometric data in a format that allows it to be
interchanged (e.g. using one of the parts of the multi-part standard ISO/IEC 19794). Interface and

messaging standards may also be applicable.

— Flexibility. The architecture of the enrolment application should be flexible so that it can be easily
modified in the future as requirements and environments evolve over time. For example, it should
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There is growing interest in enrolling subjects on mobile systems, and these require specialist design.
In general, the quality of biometric data obtained from enrolments using mobile systems is likely to be
inferior to that obtained in fixed systems where the environment can be controlled more consistently,
computer systems with more processing power can be deployed, etc. However, the use of a mobile
enrolment terminal may be the only practical way of collecting biometric data when subjects are unable
or unwilling to travel to a dedicated facility. Further information is provided in Clause 10.
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9.2 Facial biometric systems

9.2.1 General

This Clause discusses recommendations for co-operative enrolment in a dedicated facility. It uses the
results of studies that were undertaken for the introduction of electronic passports and summarized
in ISO/IEC 19794-5:2011, as well as Australian and US studies that quantified the negative impact that
wearing glasses has on automated face recognition. Some of the advice is applicable to other situations,
where the subject is not necessarily co-operating or when the relying party is unable to control
environmental conditions and/or the behaviour of the subject.
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d and the subject co-operates in being recognized, images captured at enrolment
should be as similar as is possible. More specifically, this means that:

are taken with a ‘full-frontal pose’ and the standard for“passport photographs quot
lm rotation of no more than *8 ° from frontal in roll. Research has shown that collect
imensional image may be beneficial if appropriate software is used. Alternatively, a nur
res taken at different angles may assist in succéssful comparison if suitable softwa
le keeping in mind that research has shown that\dsing a number of images taken at diffe
may reduce the false reject rate (FRR) it may.also increase the false accept rate (FAR).
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bression in each image shguld be similar (e.g. if the expression in the enrolment ima
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e emphasiS.has been on attaining similarity between enrolment and recognition condit
ationsrequire that high quality images be captured with the subject posed in a standard
g the €@amera directly, with a neutral expression, evenly illuminated, etc.). In addition:
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e should be uncovered with the subject not wearing headgear such as caps.

Hair should not obscure the main part of the face.

34

If the Enrolment Authority permits glasses during enrolment of facial biometric images and the
subjects normally wear glasses, there should be no reflections of flash or lamps visible on the
glasses. It is suggested that if the subject wears glasses, they may be asked to remove the glasses
for the enrolment, if this doesn't prevent them from following visual instructions. Research has
shown that this has negligible effect on the recognition while enrolling a subject wearing glasses
may create similarity to other people wearing the same glasses, resulting in increased false accept
rate (FAR).

If the Enrolment Authority does not permit glasses during enrolment of facial biometric images, the
subject should remove their glasses during the enrolment process. The subject should be informed
that glasses have negative impact on the recognition in the intended application.
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— A high resolution image should be captured — with the resolution often expressed in terms of the
numbers of pixels between the eyes with a figure of 90 pixels offering good matching performance
in studies supporting this requirement within ISO/IEC 19794-5. Guidelines for best practice from

the Facial Identification Scientific Working Group (FISWG) recommend that cameras sh

ould be four

megapixels or above of effective resolution, with the camera mounted for portrait mode capture.

— The camera should be positioned at the same height as the subject’s eyes and positioned about two
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Usability studies can offer insight into improvements that can improve the performance of a facial
biometric enrolment, improvements that can be made without imposing additional tasks on attendants
or making changes in the environment. A NIST study on improvements in the collection of images at the
US-VISIT primary line showed that all participants would be imaged correctly if five interventions were
introduced:

The cameras were changed from a webcam (unfamiliar to some travellers atimmigration) to appear
as a traditional camera;

The camera should click as the picture was taken to provide feedback that the process had been
completed;

The camera should be positioned in portrait mode;
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The attendant should face towards the subject (and the monitor) when adjusting the camera
position;

Indicate to the subject where to stand (e.g. by placing images of footprints on the floor in front of the
camera).

9.2.6 Glasses

Studies have quantified the negative impact that wearing glasses has on both automated and human
operated facial recognition systems. Images with glasses can dominate the candidate list when
subjects are wearing glasses. Some Enrolment Authorities do not permit glasses to be worn during
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and found the following:

are detrimental to automated face recognition. The Australian study<also found that t
egative effect of wearing glasses on human-operated face recognition.

subject wears glasses in one image, but not in another image,‘there is an elevated Ty
ite (that the subject will not be identified).

subject wears glasses and the images in the database cantain subjects with glasses, the
matches (Type Il error) to others is elevated.

Ce of glasses increases similarity scores in impoSter comparisons.
with glasses dominate candidate lists when‘probes are wearing glasses.

br retrievals from the database exhibit*higher levels of facial similarities when subject
iring glasses.

can occlude facial features and.interfere with eye location.

can be detected automatically with reasonable accuracy.

erprint biometric,systems

f fingerprifitenrolment have been discussed:

nprint-set of rolled and plain (alternatively known as flat or slap) prints from both hanc
ly used only in law enforcement applications;

ire. However where Enrolment Authorities permit glasses to be worn during collectign of
tric images and the subject normally wears glasses, the glasses should not be thickframed

face
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A set of

plain tenprints — 1or other government and public sector applications;

Capture of images from a smaller number of fingerprints, with one or (preferably two, for resilience)
flat prints — in general for commercial applications or where small closed user group identification
is required;

Self-enrolment, e.g. by using a swipe sensor on a laptop or Smartphone.

The requirements for a successful enrolment in each of these use cases will depend to a great extent on
the application. There will be trade-offs, such as those between high accuracy, low cost, and high speed
throughput, so that an optimization of all three parameters for the specific context of operation will
require careful planning.

36

© ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=f0862d660a9ffddbcd03bec1f7d0fec2

ISO/IEC TR 29196:2018(E)

Self-enrolment in an unattended environment is not recommended at present, except for situations
where the security aspect of an implementation is secondary to convenience in operation.

Further detailed information about enrolment of fingerprint biometric images can be found in Clause 10
which relates to their enrolment in mobile systems.

9.3.2 Fingerprint capture considerations

High quality fingerprint systems generally enrol on optical scanners, for which there seems to be
optimum moisture of the finger. Experience shows that overly moist fingers should be wiped with a
cloth or paper towel. A number of strategies have been suggested for fingers that are too dry; asking
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The system conmipares the three images against each other to avoid substitutions.
The bestithage, according to comparison score, is selected for storage.

ity dssurance software is used in the following way:

) to pick up

using three
rerprints in
[ly in other

The standard process is the enrolment of two fingers, one from\the right and one from tle left hand.

ird process.

mb, middle
h right and
mb enrolled

le option to

method).

imes on the

the correct
tHE- O+

The coftware hactamadelthe control flaww sothat the fingerc are takeon in
+—e-SowWale- a4 sto-oae—+i SRHO01+11+0W tHatae-Hhgelrsaletdkehl1}

rder;

Pre-qualification of single fingerprints by NIST Fingerprint Image Quality (NFIQ) algorithm,

There is always a series of three enrolled images per finger;

The image with the best Bozorth3 reference comparison score average is chosen, rather than relying
on NFIQ, since experience shows that the NFIQ values of fingers taken in succession are very similar.
The first image was used for 21 % of fingerprint captures, whereas nearly 48 % of stored images

came from the final of the three images for a single finger.

In order to reduce the subject’s fears about the transmission of diseases and to improve the experience,
fingerprint sensors should be regularly cleaned and disinfected. The image capture quality should also
improve with regular cleaning. Enquiries should be made of the suppliers with regard to any religious
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connotations of using alcohol based cleaning solutions and whether any components contain materials
known or suspected of causing allergies.

Although it is generally recommended that full size optical and semiconductor sensors are deployed,
there are applications for which ‘swipe sensors’ such as those found on certain laptop computers can
be specified. Initial guidance on specification of these devices is to be found in the NIST biometric
specification for Personal Identity Verification[13].

9.3.4 Tenprint systems

Tenprint systems are mostly designed for large scale identification applications, often with de-
duplication| functionality at the Identity Provider’s data centre to ensure that a database of-single
identities i$ maintained. ISO/IEC TS 20027[23] should be considered for tenprint systems.-It\shiould
be considered that several sets of tenprints may be retained against a single individual's-identity
for operatignal reasons. In such cases, it is important to reduce the failure to enrol rate(FTER)|to a
minimum through:

Optimi bned

above,

ted fingerprint capture hardware and environment (e.g. positioning of-devices as menti
‘leaning contact surfaces in accordance with the suppliers schedule);

Auto-c:
quality|
sequen

ipturing software which collects images of the fingerprints on anautomated cycle, performing
checks at each capture, and retaining the best images (eithersingly, if segmentation|and
Cing software is reliable — or otherwise as a single image};

Use of t
improv

rained attendants who can address problems as they arise, share their experience in qu
ement circles and are motivated to obtain the best images;

ality

Upgrades to the system as improved quality analysis software, hardware, etc. are introduced.

The FTER
measures)
enrolment

(and associated operating parameters, such as total biometric collection time, qu
should be monitored at a number of leyels’of granularity, from the global statistics fa
btations, to a specific enrolment unit operated during a specific shift of an attendant.

important that these parameters are tracked-oyer time, taking corrective actions in accordance w|

predefined

The root cg
relating dis
and quality
proprietary
circumstan
session.

In these sy
these mod3
problems w

policy once critical parameters drift out of permitted bands.

use analysis of problem areas is helped immeasurably if more detailed data are avai
tributions of quality sceres to specific age and ethnic groupings, analysed by ge
( scores from previous-enrolments (if available). NFIQ/NFIQ 2.0 or quality data f
quality software may be considered. Attendants may be encouraged to note any untoy

stems, altepnative biometric modalities may be collected, and tracking the KPIs relate
lities (elg) FTER, throughput time, quality scores) may support the root cause analys
ith tenprint collection.

ality
r all
It is
ith a

able
nder
rom
vard

ces in a free text file which can be collected as part of the metadata for the enrolment

d to
is of

9.4 Vasc

h | £ CI 41 i e 4
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9.4.1 General

Vascular authentication uses the blood vessel patterns of the vein in the subcutaneous tissue of the
human body to discriminate between individuals. Vein patterns are read using near-infrared light.
When a hypodermic vein is illuminated with near-infrared light, the reduced haemoglobin contained
in the vein absorbs near-infrared light and the hypodermic vein creates a shadow on an image. Using
image processing technology, the shadow pattern of the venous blood is processed from the captured
image. The resulting patterns are used in biometric comparison, referencing features such as flow
directions and bifurcations, or using the patterns themselves. In practice, veins in the hand, such as
that those in a palm, the back of a hand, or a finger, are used for authentication because such these are
easy to capture by a sensor.
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9.4.2 Palm vein technology

Palm vein authentication systems generally use optical palm vein sensors for capture of the image
pattern. Palm vein authentication is used normally without a cradle for the hand. However, especially
for those who are not familiar with this modality, a cradle for the hand may be offered. If a cradle for the
hand is used in enrolment, the cradle should be appropriately positioned so that it does not obstruct the
imaging of the palm by the sensor. Guidance from the GUI or audio prompts is the most effective way to
provide support for subjects in placing their hands correctly.

If there is only one hand available, then only the palm vein image or pattern from this hand will be
enrolled. Quality check algorithms and/or a verification test after enrolment should be used in the
enrdIment process. The following should be considered when placing the hand on the sensoy:

— Ppen the fingers lightly and position the hand over the sensor.

— [Keep the hand horizontal over the sensor in the same way that you would when resting your hand
pn the surface of a desk.

— [When viewing your hand from directly above, position it over the sensor such that the mliddle finger
is aligned with the central axis of the sensor and the hand is straight:

— [Try to keep the distance between palm and the sensor surface atan appropriate distanc¢. Be careful
hot to bring the palm too close to the sensor surface.

— [The recognition accuracy of the system is affected considerably by the quality of the enrolled
palm vein pattern data. If the quality of enrolled data isnot sufficient, there may be repeated false
rejections even if the hand is positioned correctly fef. verification.

— [The pattern of veins in the palm may not be enrolled correctly, and the recognition accfiracy of the
Kystem may be impaired if:

h)  An adhesive or other type of bandage'is applied to, or wrapped around, the palm;
b) The palm is soiled, wet or injured.

— [fproblems are encountered wiien using the device on cold mornings, performance can he improved
by warming the hands by forexample, rubbing them together.

— Pubjects should take cakethat their sleeves do not obscure any part of the palm.

9.4.83 Finger vein technology

Enrglment devices.should be installed at a height between one’s chest and waist, so as to improve their
usahility. Finger-vein patterns of the frontal side (fingerprint side) of a finger are enrolled. Biometric
refefrences from the veins of two or more fingers are enrolled to make at least one finger gvailable for
authentication should one be unavailable due to physical injury.

At ehreliment, subjects can select fingers from both hands for enrolment. Index fingers, middle fingers
and ring fingers are recommended for enrolment because these fingers can be positioned on the device
in a steady position during enrolment or recognition.

Attended enrolment is essential to optimize the capture process and to enrol high quality references.
Some subjects may place a fingertip on the image capture sensor in the belief that the device is a
fingerprint sensor.

For each finger, more than three finger vein images are captured, with a quality assessment performed
for each image, and repeating the transaction if the quality threshold has not been reached. Features
are extracted from the images as candidates for inclusion in a biometric reference with features of the
highest quality being selected.

Verification is recommended after enrolment to confirm that the reference is of an adequate and
repeatable quality.
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9.5 Iris biometric systems

ISO/IEC 29794-6:2015 defines iris image quality components and specifies the measurements, as well
as acceptable values/thresholds, for each. Iris images, iris image quality records, and iris cameras
should meet their respective requirements as outlined in the conformance clause of that document.

The first of several iris exchange (IREX) evaluations found that “iris recognition accuracy is highly
dependent on the quality of the iris samples”[19]. IREX V provides guidance material for the proper
collection and handling of iris images that comprises a poster[20], a final reportl[21], and a collection
of instructional slides for iris camera operators[22]. IREX V outlines simple procedures for iris camera
operators to follow to ensure that the images they collect are good quality.

For a high quality iris image collection, the poster demonstrates
— Eyes wjde open,

— Iris centred and fully visible,

— Eyeslopking at camera,

— Sharp, In focus,

— Few reflections or specular highlights, and

— Correct left and right labels.

For a low quality iris image collection, the poster demonstrates

— Occlusi‘tn of the iris — ask the subject to open their eyes'wide,

— Eyeglagses — ask the subject to remove eyewear,

— Iris abgent — align the camera with the eyes,

— Focus gnd motion blur — hold the camera§till and at the proper distance from the subject,
— Backgrpund reflections on the iris —avoid bright scenes in front of the subject,

— Upside|down iris image — align the’camera properly with the subject,

— Improper gaze angle — askithe subject to look directly at the camera or fixation point,

— Iris close to the edge of-the image — align the camera axis with the eye(s),

— Rotatign — align the‘\camera with the subject,

— Excessive dilation — increase ambient light and /or wait for drugs to wear off,

— Uneven illumination and/or low contrast — verify illumination is uncovered and working, and

— Patterned or coloured contact lens — ask the subject to remove the patterned contact lens or do not
acquire the iris image.

The final report provides comprehensive recommendations for avoiding the collection of poor quality
iris images. It decomposes common iris capture problems into three categories: those caused by the
camera operator, those cause by subject behaviour, and those attributable to the iris camera. Examples
of each problem detail the effect it has on the iris image, as well as how to mitigate each problem for
capture of a high quality iris image. The summaries of recommendations are:

— Captureenvironment: Ideally,ambientlighting is diffuse and reflective of typical daytime conditions.
If the iris camera does not block ambient sources of illumination, neither the subject nor the camera
operator should be facing bright sources of light, such as the sun. Ensure all LEDs are emitting light.
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Instruct the subjects to remain still and to face, and look at, the camera. The subjects m
fingers to open their eyes wider if necessary.

During capture: Ensure the camera is held still, is properly aligned with the subject’s fa

Prior to capture: Ensure the subjects have their eyeglasses or patterned contact lenses removed.

ay use their

ce, and that

the operator’s fingers are not obscuring any part of the camera lens or illumination array.

Postcapture: Ensure theirisis presentand centred in the image, is not blurry,and is well i

lluminated.

Ensure the upper-eyelid does not cross into the pupil and that the iris is not severely rotated (i.e. is

greater than approximately 15°).

can occur during iris image capture. Though many commercidl(

are ¢ases where recapturing of the images is necessary. When an enrolment officer is’pres
cases, they can apply knowledge and judgment to the human review of iris imagesto-determ
recapture is necessary and, if so, how to mitigate the problem that cause recapture to be nec
the poster, the instructional slides provide examples of high and low quality inisimages, wit
emplhasis and direction on how to mitigate issues that cause low qualitydris-images.

10 Mobile applications

10.1 Best practice guidelines

In 209, NIST published best practice recommendations for the use of biometric mobile id
devices using fingerprint, face and iris modalities)“Such devices could be used for a
govdrnment or private sector applications, butithe report focused on the needs of

orgdnisations in the law enforcement, defencélahd homeland security sectors. Mobile {
mork challenging both for the device supplier.@s well as attendants, since the units usually 3
and Jrobust, the environment of operation isdess controlled and the design of hardware, sd
enrdlment processes has to take account'of uncooperative subjects. Extensive experiend
gained in the use of mobile biometric.capture systems on the battlefield.

The
mos

recommendations include advice on systems for verification and identification. In this
F significant guidance for.envolment is extracted and re-ordered.

The
ide
acc
supy
appt

modality (or combinations of modalities) to be used and the specifications for
ification device depend on the requirements of the recognition system. The report clas
ding to three leveéls of risk to public safety (other systems, not related to use of bi
ort of publicsafety will have analogous risk profiles, and that in these cases, operators
opriate risk'management practices to develop a categorization to suit their specific circ;

ect the most

ris cameras
htion, there
ent in these
ne whether
essary. Like
h particular

entification
number of
rovernment
ystems are
re portable
ftware and
e has been

report, the

the mobile
sifies these
ometrics in
should use
mstances).
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Table 4 — Recommended biometric modalities for US government use in mobile contexts

Risk to Use case example Recommended capture of biometric features (facial
public images are used as supplementary to either of core
safety modalities)
Face Finger Iris
Severe Field enrolment into da- |Multiple views of |All 10 fingerprints |Both irises
tabases with applications |faces including enrolled. Fin-
where there is a high risk |full-face and three |gerprint sensors
of loss of life or assets. to five profiles. should meet
Enrolment should achieve | Attempts should |EBTS Appendix F
an equivalent level of be made to control [requirements to
quality as if conducted in |backgrounds, support human
a controlled environment |expression and examiners making
using non-mobile devices |lighting where it is |a full 10-print
practical to do so. |comparison
Multiple instances of each biometric feature may provide
additional search capabilities
Some applications may require multi-niodal enrolment.
Modelate |Mobile booking; cite and |Ideal lighting 6+ Both left and
release when the viola- should be used; right irises
tion is not high enough otherwise irises
to ensure incarceration |or fingerprints
until arraignment with-  |should be used
out bail additionally
Mild The biometric enrolment 4+ Both left and
is of sufficient quality to rightirises
allow later verifications
(e.g. e-citations)
An additiopal recommendation is for attendants-'making use of mobile hand-held devices tp be
authenticated to the device using two factor authentication, one factor of which should be a biomgtric
modality.
10.2 Fingerprint systems

The objecti

that image$

attempts fa
fingerprint
(preferably

Recommen

The ar

Hations.regarding the mobile devices include:

e should be to obtain high quality fingerprint images, with the standard recomme
with NFIQ values_ of 4 or 5 should not be used for enrolment unless multiple ca
1 to yield a lower(NFIQ value and the application requirements permit enrolling poor quplity
5. At an early stage during each enrolment the attendants should be provided with feedpack
on the mobiledevice) to alert them to instances of poor quality images.

pa/of-the sensitive surface should allow for the capture of a suff1c1ent proport1on o
fingerpiri i

ing
ture

' the
size

should be 12,7 mm wide by 16 5 mm he1ght although correspondmg larger platen sizes up to
20,3 mm x 25,4 mm may be specified for more demanding uses.

Single finger readers should have an integrated finger guide to optimize finger placement, and of
sufficientlength to allow capture of both the core of the fingerprintand the first crease oflarge thumbs.

Optical fingerprint readers may have special coatings to improve the capture of dry fingers.

Optical systems may have replaceable contact surfaces to avoid replacement of the total unit.

Considerations for the software include:

— The minimum scanning resolution is set at 197 pixels per centimetre (500 pixels per inch), with
tolerances of 2 ppcm to 4 ppcm (5 ppi to 10 ppi) depending on the application.
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— The compression algorithm should be WSQ for the 197 ppcm (500 ppi) resolution with a maximum
compression ratio of 10:1.

— If the application requires a higher resolution scanner, then 394 ppcm (1 000 ppi) devices are
available, although for these the recommended compression algorithm is JPEG2000[18].

— For the least demanding applications, direct minutiae extraction using a certified minutiae
extraction algorithm is allowed. For all other uses, an image of the fingerprint should be transferred
to the application.

— Software should be developed, with a user interface to show the subjects of enrolment or the

dtamdontc bosa o o £l o rhaondc + atinaioa th o oot o fo A aliey 1o o 3
LLLIITUATIItO TIUVV LU 111UV e lllls\/lo Ul 1TIdI1TUS t}YU Ul.ll.lllllb\' CIIcC \,Oll.ll-ul\' \v \vjvpvy \1\/[(111\.] ITIIA 3eS, monng

them left/right, or up or down as necessary. A displayed image of the fingerprints may|be of use in
Kome cases.

— Provision of a check on the quality of the image, using a combination of
h) Image size,

b) Measurements of light or dark parts of the image,

) Numbers of minutiae,

d) Location of the core, and

) Image quality scores using NFIQ.

— Pesign for auto-capture of fingerprintimages, so that the on-board software can continuglly monitor
quality on each scan frame, collecting the imagé.once a quality threshold has been excepded.

Detgrmination of how many, and which fingers<te capture depends primarily on the requlirements of
the recognition system, but factors to considetdnclude:

— [Configurability of the device to caterfor different numbers of fingers, if the enrolment is undertaken
for different authorities.

— [f all ten fingers are not mandated, the default is to include both index and middle fingers of both
hands, with an observation,that in future the middle fingers will be the default for| two finger
capture, since these offér better matching than the traditionally used index fingers.

In operation of these devices, the attendant should note:
— Pome systems donot work in full sunlight or under other intense sources of illuminatiop;

— JAny adviee-regarding periodic cleaning of surfaces, using the correct cleaning mefhod, while
avoiding touching the platen unnecessarily;

— Where multiple instances of fingerprints have to be collected (e.g. if a single fingerprint reader is
used to collect a number of images of fingertips) the attendant should pay particular atfention that
the correct sequence is followed.

10.3 Facial image systems

Of the three modalities applied in a mobile setting, the enrolment of a good quality facial image, of
sufficiently good quality to give reliable results at a later time is by far the most challenging. Indeed,
it is not recommended as the primary biometric modality - used for automated comparison - in any of
the use cases in Table 4. Nevertheless, a well-captured facial image at enrolment can be of considerable
value in subsequent face comparison by human operators, who can contribute to the recognition system
with far less training than that required to visually match fingerprints.

The enrolment of images that are useful for both automated and human comparison at a later time
requires an integrated solution consisting of a well-designed camera and a user interface (possibly
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