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Foreword

ISO (the

International Organization for Standardization) and

IEC (the International Electrotech

nical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC

technical copmittees—collaberateinfields—of-mutvalinterest—Otherinternational-organizatiens—geveramental
and non-goyernmental, in liaison with 1ISO and IEC, also take part in the work. In the field of informption
technology, |SO and IEC have established a joint technical committee, ISO/IEC JTC 1.

Internationa

The main task of the joint technical committee is to prepare Internation érnafjonal
Standards a i ign as
an Internatig

In exception from
that which ig ide to
publish a Te view
every five yg

Attention is htent
rights. 1ISO 3

ISO/IEC 29172 was prepared by O/IEC JTC 1, Information technojogy,

Subcommitte

9,
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Introduction

This Technical Report aims at supporting Mobile AIDC (automatic identification and data capture) services
that provide information content to end-users via radio frequency identification (RFID) and optically readable
media (ORM) technologies (e.g. ISO/IEC 18004, ISO/IEC 15424, ISO/IEC 29143, ISO/IEC 18000-3 Mode 3,

ISO/IEC 18000-6, ISO/IEC 29173, ISO/IEC 29174, ISO/IEC 29175, ISO/IEC 29176, ISO/IEC 29177,
ISOIEG-20178SONEC-20179SONEG 20168, and HSONEG 9834-9) ThisTechnicaReport¢

escribes an

overgll service architecture to provide Mobile AIDC services that are enabled by
be developed by various architectural configurations according to market needs.

While each sta

a_set of standafds and may

ndard in the

set fpcuses only on its specified scope, this Technical Report describes an 6y ription in relation to
relevant standards, and their roles and positions in various implementations

The joverall service architecture deals with all of the relevant standapd ir ntexfacexelationships and how
to ingorporate them to develop Mobile AIDC services based on resulti echnologies.

This| Technical Report is presented in terms of the generic r turefor Mobile AIDC services
and |includes the following: descriptions of Mobile Al ¥ architecture pnd service

components, service operation procedures, and the re
reference architecture.

evant standards tg

©

enable the
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https://iecnorm.com/api/?name=06dd379f918a16c3d3ec998136196472

L



https://iecnorm.com/api/?name=06dd379f918a16c3d3ec998136196472

TECHNICAL REPORT

ISO/IEC TR 291

72:2011(E)

Information technology — Mobile item identification and
management — Reference architecture for Mobile AIDC
services

1

Con
infor
RFIL
ordin
Mob
bar ¢

This
or a
inter
aimg
cont
arch

This

Scope

le RFID services are those triggered by RFID and the Mok
ode or 2D symbol.

Technical Repott does not specify any conformance issue.

sisting of Mobile RFID and Mobile ORM services, Mobile AIDC g

acture doe

S not restrict exploitation of ¢
odels described in Clause 5.

mer-oriented

gies such as
ided mainly to

ersons. The
red by linear

an RFID tag
Nobile RFID
an end-user
information
ther service

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 29143, Information technology — Automatic identification and data capture techniques — Air
interface specification for Mobile RFID interrogators

ISO/IEC 29168-1, Information technology — Open systems interconnection — Part 1: Object identifier
resolution system

© ISO/IEC 2011 — All rights reserved
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ISO/IEC 29173-1, Information technology — Mobile item identification and management — Mobile RFID

interrogator

device protocol for ISO/IEC 18000-6 Type C1)

ISO/IEC 29174 (all parts), Information technology — Ull scheme and encoding format for Mobile AIDC

services™)

ISO/IEC 29175, Information technology — Mobile item identification and management — User data for Mobile
AIDC services")

ISO/IEC 29176, Information technology — Mobile item identification and management — Consumer privacy-
protection protocol for Mobile RFID services

ISO/IEC 291

Service for Mobile AIDC services")

77, Information technology — Mobile item identification and manageme

Object. Dire

ISO/IEC 29178, Information technology — Mobile item identification and manag broke
Mobile AIDG services')

ISO/IEC 29179, Information technology — Mobile item identification agd Mobile 1
application grogramming interface)

4 Termg, definitions, abbreviated terms and a '~

4.1 Termp and definitions

For the purposes of this document, the terms in ISO/IEC 29143, ISO/IEC 291
ISO/IEC 29173-1, ISO/IEC 29174, , ISO/IEC 2 6, ISO/IEC 29177, ISO/IEC 29
ISO/IEC 29179 and the following app

411

access information
formatted ddta required tte )

ctory

r for

\IDC

58-1,
178,

ation

NOTE The access informa plesa URI, formatted according to corresponding format standafds.
4.1.2

associated jnforma

data with rgatio Idewtifier (MIl), which may be either access information or inform
content

41.3

content retrieval

process of accessing information content available on a content server

41.4

content server
device for storing, handling and providing information content

41.5

encoded MII

EMII

data encoded from an Ml in conformance with ISO/IEC 29174

1)

To be published.
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4.1.6
end-user
user who consumes information content offered by a content server

41.7
entity
anything (physical or non-physical) having a distinct existence

4.1.8
information content

72:2011(E)

information resource to be provided in the form of human-enjoyable substance to Mobile AIDC end-users

41.

identifier scheme

ID sgheme

numpering system that identifies a specified set of data

4.1.10

Mobijle AIDC
automatic identification and data capture (AIDC) technlque sUppe
Man i
(ORM)

4111
Mobijle AIDC application

Mobile AIDC terminal

fication and
Hable media

minal

hat by using

adio frequency identification (RFID) and/or optically readable media (ORM)

Moblle AIDC terminal
electronic device equipped with one or more Mobile AIDC devices to support the functions of
Identification and Management (MIIM) technologies and applications

4.1.17
Mobile Item Identification and Management
MIIM

Mobile Item

AIDC technique that is connected to wired or wireless networks, including sensor specifications, combining
radio frequency identification (RFID) with mobile telephony, and combining optically readable media (ORM)

with mobile telephony

© ISO/IEC 2011 — All rights reserved
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4.1.18

Mobile Item Identifier

realization of Unique Item Identifier for unique identification of entities to be provided as consumer-oriented
information services within mobile telecommunication environments

4.1.19
Mil resoluti
process of

on
converting a Mobile Item Identifier (MIl) into its associated information by means of Object

Directory Service (ODS)

4.1.20
Mobile OR

AIDC technique supporting the Mobile Item Identification and Management (MIIM) te
readable mgdia (ORM)

41.21
Mobile RFI

AIDC techn|que supporting the Mobile Item Identification and Managem
frequency identification (RFID)

4.1.22

Object Direftory Service

oDSs
service to p
associated i

4.1.23

Object Identifier (OID) resolution

gies-ofyopt|cally

chnglogies of fadio

ovide a mapping relationship betweer ™
pformation

ding

process whi¢h translates an Object |

NOTE See ISO/IEC 29168.

4.1.24

Object Identifier (OID) R i

ORS

server-side pf OID Resol aintains distributed database of associated information|with
OIDs

NOTE Ske ISO/IE

4.1.25

user data

information that is optionalty.additional to identifier, is stored together with the identifier in a data carrier apd is
intended to be provided to end-users

4.2 Abbreviations and acronyms

2D Two-Dimensional

AIDC Automatic Identification and Data Capture

API Application Programming Interface

B2B Business-to-Business

B2B2C Business-to-Business-to-Consumer

B2C Business-to-Consumer

4 © ISO/IEC 2011 — All rights reserved
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BREW

DB

DNS

EMII

EPC

Binary Runtime Environment for Wireless
Database

Domain Name Service

Encoded Mobile Item Identifier
Electronic Product Code

Identifier

ISO/IEC TR 29172:2011(E)

J2M

JSR

LDAP

MAOP

Ml

MIIM

MP3

MPHG

RA

REX

RF

RFILC

oD

Internet Protocol
Java 2 Platform, Micro Edition

Java Specification Request
Lightweight Directory Access Protocol
Mobile AIDC data processor

Mobile AIDC start program
Micro Edition

Mobile Item Identifier

Object Identifier

ONS
ORM
ORS
QR
SCM
TCP

TID

Object Name Service

Optically Readable Media

Object identifier Resolution Server
Quick Response

Supply Chain Management
Transmission Control Protocol

Tag ID

© ISO/IEC 2011 — All rights reserved
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ull Unique Item Identifier

URI Uniform Resource ldentifier

URN Uniform Resource Name

WAP Wireless Application Protocol

WIPI Wireless Internet Platform for Interoperability

XOR eXclusive OR

5 Overvjew

The Mobile AIDC services have been developed to provide consumer-oriented ififo But

the Mobile AIDC services do not limit other information services to business S0NS

and repairpgrsons because Mobile AIDC technologies do not depend o pes.

They are inttially triggered by a linear bar code, a 2D symbol or an R into

reader-basefl and tag-based types. The reader-based type refers to the_ca al is

equipped with at least one Mobile AIDC device for reading an Mli type

refers to thg case that a Mobile AIDC terminal includes a data \ obile

AIDC devicdgs read the MIl. The tag-based type includes also the case/that-axMobi ys a

linear bar cade or 2D symbol on its screen and works as a data'carriey b@elf.

NOTE The description of Mobile AIDC services dog ex servise types. For example, NFC can provide the

Peer-to-Peer [communication model between two Mobile X ot covered by this Technical R¢port.

This referencg architecture aims at supporting only the gervice type ed at the above paragraph.

Figure 1 shqws four examples of re applications/services models. This type of Mpbile

AIDC servicg is called Business-to- ause a content server in a business domnain

provides an |information service to.consumers siness-to-Consumer (B2B2C) services are|also

possible when information is exa s partners in an enterprise business domain and this

B2B informgtion is uItim@ gbile AIDC services, however, do not limit enterprise

business-oriented use ca an be provided\o not only consumers but also business operators| For

example, a|repair man or, § business-purposes information through Mobile AIDC

technologies.

There are two followirg c

e Mobile AIDE de : B2C Mobile AIDC terminals are equipped with at least one or more
Mobile AIDC dev afice, a cell phone may be equipped with a camera to capture a linear bar
code or] 2D symbokand/or\also an RFID interrogator to read an RFID tag. Thus controlling Mobile AIDC
device($) and processingMIl and relevant data are performed at the same place, for example, cell phone.
But B2B AIDC applications work usually with many AIDC terminals distributed within an enterprise
domain] Where operation and management of the AIDC terminals are concentrated on an applicatiopn or
middleware-hostand-controlling-AIDC terminals-and-processing-identifiers and relevant user data-are not

performed at the same place. But every Mobile AIDC terminal is handled by each end-user and Mobile
AIDC terminals cannot be managed in such concentrated way. This is the reason why ISO/IEC 15961 is
specified as the application interfaces standard between the AIDC terminals and the host and the Mobile
AIDC terminals do not need the application interfaces standard.

End-user perspective: End-users of the B2C model are day-to-day consumers and those of the B2B
model are business logics, applications and systems, operators in a work environment, or employees.
Thus, the information requirements are different for each group served. Recreational information such as
images, audio music, songs, movies, news, games, information, etc. are provided to consumers by the
B2C model. But business information content such as the volume of objects, number of boxes, delivery
source and destination, expiry date, manufacturer, etc. are provided to business systems and relevant
end-users by the B2B model.

© ISO/IEC 2011 — All rights reserved
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By these different characteristics, Mobile AIDC service functions need to be integrated with existing consumer
information service infrastructures, and privacy protection toward consumers becomes a critical issue for
service providers to penetrate the consumer market with Mobile AIDC services so that the proper security
measures will be utilized.

objects and content
data carriers server
m Dosage,
a side-effects,
Drugs expiry date, etc.

consumers

(i-e. end-users/\ /\
Relevant movies,
Or,-SYyNOPsisy

AN
{r '|e}s@is,
bogkingefc.

7

>review, music
ideo, singer, etc.

- Mobile

- S
.J telecommunication
= network

Vldeo tapes
Mobile AIDC

terminal

|
~Audio CDs

The methods outlined below, § to communicate with mobile teleco
networks and their function etements to provide Mobile AIDC servig
Moblle AIDC device suc nterrogatar, opfical scanner or camera; and a data carrie
RFID tag, or a label containingna\j e or 2D symbol. The MIl is embedded as an EM
carrier; the Mobile/AIRC d I3 eg i Mobile AIDC terminal; and the Mobile AIDC de
captures the EMII this i 5. Mbbile AIDC terminal, consisting of a set of operati
then| manipulates the i : g corresponding information content from a content
end-puser enjoys thei antent provided to its Mobile AIDC terminal

The [scenario : illustrated in Figure 1 has been simplified, and there are a
operptional steps andunktional €ntities involved in the process. This Technical Report will ig
step$ ang | structure in terms of the reference architecture for which relevant s
illustrated i obile ORM may be developed in a simpler way. Annex B descril

impls

6

ementation’s se fox Mobile ORM services.

Géneric reference architecture

munication

iges are: MII;

F such as an
| in the data
ice reads or
bn functions,
server. The

ctually many
entify those
andards are
es a simple

6.1

General

The generic reference architecture is described below in three ways: communication model among the
relevant network entities, including the Mobile AIDC terminal; clarification of their functional service entities;
and two core service operations (basic service operation and service broker-assisted service operation).

NOTE

In this Technical Report, “generic” means that the reference architecture may be applied to most Mobile AIDC

service providers and does not limit Mobile AIDC service providers to exploiting their own architectures specifically.

© ISO/IEC 2011 — All rights reserved
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6.2 Communication model

Mobile AIDC services may be developed in various ways. This clause describes only a basic model and a
service broker-assisted model. An implementation may utilize a simpler operation model, as described in
Annex C, which is not involved with ODS specified in ISO/IEC 29177.

Both basic and service broker-assisted models are optionally implemented because service providers may
exploit other communication models and may want to provide only one communication model: one of the two
described models or their own model.

6.2.1 Basic communication model

Figure 2 illus igned
for the movi D the
Mobile AIDQ ODS
manages th cess
information i

Mobile AIDC
terminal

data

Figure 2 ass and
illustrates a ps 1
and 2) and and
server appli nple,
when a Weh Iting
DNS which |resolves.a domain name embedded in the URI into the network address. Then the browser

retrieves the Web)page by connecting to a Web server which is addressed by the network address| and
contains the|Web page. The former operation is the name resolution and the latter one is the content retri¢val.

Mobile AIDC, however, has a different resolution target, the MIl, instead of the domain name. The MIi
resolution is the operation that a Mobile AIDC terminal asks the ODS to resolve an MIl and receive a
corresponding URI. DNS is a typical example of protocol solutions for the MII resolution. There may be other
protocol solutions like X.500, LDAP, etc. The content retrieval works through a generic Web access operation.

6.2.2 Service broker-assisted communication model

The basic model may be extended in various ways and those extensions depend on specific implementations.
The typical implementation is to incorporate an intermediate broker called the service broker, between the
Mobile AIDC terminal and ODS, as shown in Figure 3. The service broker may be simply a proxy for MIl
resolutions or it may perform additional functions such as filtering MIl resolution requests according to end-
users. Supporting functions depend on the implementation.

8 © ISO/IEC 2011 — All rights reserved
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content server

e,‘b
Mobile AIDC 6&/
terminal

data carriers

The
and
This
term
desd

6.3

Figu
for s
entit
brok

6.3.1

The
to th

6.3.1.

The
whic

poster

benefit of a service broker, as illustrated in Figure 3 above, isto mo sponsibility for the
maintenance of supporting functions and features, f terminal to the se
means that a mobile telecommunication sepice yesn't>have to manage the N
nals of its subscribers for any addii e/ The functions of the service
ribed in ISO/IEC 29178.

Service entities s
e 2 and Figure 3 show anly the el functiona) entities, and each model may consist of
pecific functions. The_hig \ iti

, Mobile AIDC ter
Er entity.

Data carrier ek

typical example RF data carriers are RFID tags. An Mll is embedded as an EMII in an
h radie-frequencies conform to ISO/IEC 18000-6 Type C or ISO/IEC 29143.

7’
¢ ,\ W resolution

72:2011(E)

as

modification
rvice broker.
Nlobile AIDC
b broker are

sub-entities
data carrier
and service

s according

RFID tag in

6.3.1

.2.” ORM data carrier

The typical examples of ORM data carriers are linear bar codes or 2D symbols. An Mll is encoded in the form
of a linear bar code or 2D symbol, and printed on a paper or plastic label or other proper media or displayed
on the screen of a Mobile AIDC terminal. There are a variety of symbologies available and all of them may be
used. ISO/IEC 18004, i.e. QR code, is one example.

6.3.2 Mobile AIDC terminal entity

The Mobile AIDC terminal is a terminal device that end-users utilize to enjoy Mobile AIDC services and
includes a set of functional entities which are concentrated on the terminal. Typical entities are illustrated in
Figure 4 and Figure 5. The entities illustrated are: the Mobile AIDC device shown as the Mobile RFID
interrogator and Mobile ORM reader; the Mobile AIDC application platform; and the Mobile AIDC start

© ISO/IEC 2011 — All rights reserved
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program shown as one of the Mobile AIDC applications. The information browser shown as the WAP browser
in Figure 6 is also one of the Mobile AIDC applications. All of them are functional entities of the Mobile AIDC

terminal entity.

Mobile AIDC terminal

Scope of
15424,
29168-1,

15962
29174

Operating System (e.g. Windows Mobile, REX, Symbian, Android, etc.)

Scope]
29173

of{.

Mobile RFID interrogator

Mobile ORM reader <\

Scope of,

1
1
1
1
1
1
1
1
1
1
1
1
T
1
1
29175 1
1
1
1
1
1
1
1
1
T
1
1
1
1
1

Scope of

18000-6, | | mmmemmmmmmmm e e ede e emeeee—smse—m——e el

29143, ete.

29176

- rri@
onfig n: Case 1

The difference between Figure 4 agrd 5 e Mobile AIDC data processor (MADP)
which carrigs out the manipulation™qf the ftag date s a data carrier according to Mobile AIDC-
relevant stapdards such as ISQ 5962, ASO/IEC 29174 and ISO/IEC 29175. The |data
processor rhay be implemented AIDC application platform over which Mobile AIDC
applications| run; or it AIDC application. Thus the function of the| API
specification| of ISO/IEC q_the Mobile AIDC application platform to a Mobile AIDC
application gepends on the s . ISO/IEC 29179 supports only Figure 5. A certain| API
specification for the J2ME support of Figure 4 was developed as JAVA Community
Process JSR-000257 but i with’ ISO/IEC 29179 because it aims at supporting specifically the
JAVA platfofm but 1S defining only a high level generic API specification for Mobile AIDC
applications|and sg
10 © ISO/IEC 2011 — All rights reserved
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Mobile AIDC terminal

Scope of ! MADP: Mobile AIDC data processor
15424, 1 _ . .

29168-1, : application application application application
15962, T i || | e
29174, { ! i MADP i |t MADP i [ MADP || e i MADP

29175 —_ J R ] S
Scope of

29179

Mobile AIDC application platform (e.g. BREW, J2ME, WIPI, etc.)

Operating System (e.g. Windows Mobile, REX, Symbian, Android, etc.)

Scope of .
29173

Mobile ORM reader /‘l\ Scope of

Mobile RFID interrogator

Scope of Scope of,
18000-6, L i 18004,
29143, etc.

29176 I\. /

RF data carrier

Figure 5 — Mobile AIDC termina

6.3.2.1  Mobile AIDC device entity

Figufe 4 and Figure 5 show two types of i 8 ses: a Mobile RFID interrogator and a Mobile ORM
reader. The Mobile ORM reader is usually(a ca DU a Mobile AIDC terminal.

The Mobile ORM reader cofisists } gvice to take a picture from a linear baf code or 2D
symbol, and a functional ert the )picture image which results in a tag [data where
ISONEC 15424 and ISO/IEC g i . Ther’'the MADP manipulates the tag data.

Sincg there ma

manpfacturers need 3 between the Mobile AIDC application platform ang the Mobile
RFID interrogator. 3O iex'the interface. The Mobile RFID interrogator communigates with an
RFID tag via ISO/I C 18080 IEC 29143 or ISO/IEC 18000-3 Mode 3. If a privacy protection is required,
ISONEC 291761 ad.in Mobile RFID interrogator.

ofs of Mobile RFID interrogators, Mobile AIDC terminal

The |Mobile A application platform is not only for Mobile AIDC services and applications [but also for
conventional@pplications for Mobile AIDC terminals.

NOTE The Mobile AIDC application platform is an implementation issue. Thus there are various examples such as
BREW\made by Qualcomm, J2ME made by Sun Mirosystems, and WIPI made by a Korean community.

The conventional application platform provides for downloading and running of application programs for
reading newspapers, playing games, sending messages, sharing files, etc. The application programs imply
platform-dedicated implementations and run over the application platform that works over a software operating
environment.

NOTE There are a few software operating environment examples: Symbian, Qualcomm REX, Apple OS, Google
Android, Samsung bada, and Microsoft Windows Mobile.

The existing application platforms may be extended to provide Mobile AIDC applications/services for which
ISO/IEC 15424, ISO/IEC 29168, ISO/IEC 15962, ISO/IEC 29174, and ISO/IEC 29175 should be supported in
the case of Figure 4. The extended functions are represented as the Mobile AIDC data processor (MADP).
ISO/IEC 29179 should be supported in the case of Figure 5.

© ISO/IEC 2011 — All rights reserved 11
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ISO/IEC 29179 defines a generic and abstract API that may be utilized for API specifications according to the
specific platform type. For example, JSR257 is a JAVA-based API specification that defines a Contactless
Communication API, i.e. a Java ME optional package containing an application programming interface that
allows applications to access certain information on contactless targets, such as RFID tags, smartcards, and
linear bar codes or 2D symbols.

6.3.2.3 Mobile AIDC start program entity

The Mobile AIDC start program is a special application in a Mobile AIDC terminal but it is shown as just one of
the Mobile AIDC applications running over the Mobile AIDC application platform in Figure 4 and Figure 5.

The start program is the Mobile AIDC application that an end-user of the terminal meets initially when (ising
Mobile AID( services. When an end-user presses a dedicated button or selects a menu the Moblle AIDC
start program is executed. At this time the start program cannot identify what informatig bd to
the end-usef¥.

The start prpgram initially reads an EMII and any optional user data from the d APIs
defined in ISO/IEC 29179. The start program may then invoke functions su ing of
the EMII, regolution of the OID, and resolution of the MIl to understand the am is
aware of wh the
information obile
AIDC applic ation
browser. The

6.3.24 In

A typical ex pera
Mobile, Microsoft Internet Explorer Mobile, Safafi, e ation
associated Sible.
The Mobile ation
browser take ation
access and prowsing to the end

6.3.3 MiIl resolution en@

Figure 2 an Ml
resolution, h \IDC
terminal dos oID
and MII resq y the
MII resolutioh.

6.3.3.1  OJD resolutic

The OID regolutionsserver is the entity supporting OID resolution. ISO/IEC 15962 defines the use of OID|as a
higher layer| 1D to”identify ID schemes because there are a variety of ID schemes such as ISO/IEC 18459,
1ISO 11784, IS 3297 ITU-T F 164 IFTF RFC 791 and 2460 _and GS1 numbers such as GTIN SSCd and

GLN, and new ID schemes will be developed in the future according to service requirements. Since two or
more different identifiers assigned by different ID schemes may happen to have the same binary data, the
higher layer ID called OID is required to identify which ID scheme is applied to the identifiers. ITU-T X.668 |
ISO/IEC 9834-9 defines an OID arc, {joint-iso-itu-t(2) tag-based(27)} for dedication to AIDC applications and
services, but other OIDs can also be used. A benefit of the dedicated OID arc requiring only two bytes saves
memory space.

When a Mobile AIDC terminal reads an EMII from a data carrier, it has to process the EMII according to the
format and structure information of the MII. If the terminal has no such information, it cannot manipulate the
MIl. For example, if a telecommunication device is not aware of the E.164 telephone numbering scheme, it
cannot identify which part is country code; which part is national destination code; and which part is subscriber
number. Mobile AIDC terminals may include all format and structure information for the specific ID schemes
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supported, but they cannot support every ID scheme which exists in the world. If a Mobile Al
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DC terminal

meets an identifier assigned by a new ID scheme identified by an OID, it retrieves the format and structure

information of the new ID scheme to process the identifier. The OID resolution server replies wit
and structure information of the specific ID scheme requested by the Mobile AIDC terminal. Then

h the format
the terminal

can recognize and manipulate the identifier. ITU-T X.672 | ISO/IEC 29168-1 defines the OID resolution.

6.3.3.2 Object Directory Service entity

The entities to be provided to end-users as information services of Mobile AIDC shall be distinguished

uniquely among themselves. Specific identifiers under a chosen ID scheme are assigned to the

entities. The

chosen ID scheme is constructed using specific rules of its issuing agency called Registration Authority (RA)

to create an unambiguous number for the entities. ISO/IEC 29174 is one of this kind of ID schemes and its
qualifier is the OID system defined in ITU-T X.668 | ISO/IEC 9834-9.

Iden no meaning
by th MIl and its
corrg ociation and
perfq on the DNS
tech

The 5. The ODS
spedg e where the
form ID scheme,
Mil.

An i

6.3.4

The brovides the
infor ce providers
and/pr content providers

Usually mobile tem
prov|de information ¢ontent

becguse they mainiai

As shown.in-Figure 3 and described in Clause 6.2.2, the service broker performs proxy operatig
capdbilities’ of Mobile AIDC terminal entities. Specific functions for proxy operations depend on
stangard; ISO/IEC 29178, which also specifies proper interfaces to support them.

6.4 Basic service operation

ent providers
may not be
5S contracts.
The service

ns for some
the relevant

The basic service operation describes typical service operation steps for the basic communication model.
Figure 6 illustrates an actual configuration diagram in a slightly different view for the Mobile AIDC terminal-
relevant entities described in Clause 6.3.2. The bearer service means conventional mobile telecommunication

services for telephony and data communications.

The Mobile AIDC data processor (MADP) has to be located somewhere as shown in Figure 4 and Figure 5. It
may be composed of at least five functions: reader control, user data processing, MIl processing, Ml

resolution and OID resolution as shown in Figure 7. It may include more functions according

to relevant

standards and implementations. But Figure 7 illustrates only five key functions related to Mobile AIDC
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standards. The reader control accesses a Mobile AIDC device; the user data processing handles application-
specific user data according to ISO/IEC 29175; the MII processing handles Mlls according to ISO/IEC 29174
and other supporting ID schemes; the MII resolution handles MIl resolution for a given MIl according to
ISO/IEC 29177; and the OID resolution performs OID resolution for a given OID according to ITU-T X.672 |
ISO/IEC 29168-1.

MASP || Mobile AIDC applications

Mobile AIDC WAP browser

application platform
(e.9. BREW, WIPI, J2ME, etc.)

Operating System O

(e.g. Windows Mobile, REX, Symbian, Android, etc.)

device driver bearer servi?e\\ \

Mobile AIDC device | /\\\
MASP: Mobile AIDG’start progra
= a
N M

gure 6 — Actual configuration dia aob' e terminal-relevant entities
N N
Mobile AIBC\da%ﬁ&gssg\ >

reader serndatax_nN Ml Ml OoID
control prosessing processing resolution resolution

U

e 7 > Functions of Mobile AIDC data processor

-n

In accordance with\\those ice entities and operation functions, procedural reference operationy are
described bglow/ A-typical reference operation procedure is illustrated in Figure 8. The illustration doe$ not
show detail ppefation steps, but only logical operation steps for simplicity. “Reading tag data” is involved with
the reader eentrelfunction—tdentifing—H- part—efthe—MH—precessing—function—Reguesting OID
resolution” and “Responding with OID resolution” is involved with the OID resolution function; “Decoding MIFP’
is another part of the MIl processing function; “Decoding user data” is involved with the user data processing
function; “Requesting MII resolution” and “Responding with MIl resolution” is involved with the MIl resolution
function. Finally “Requesting HTTP GET’ and “Responding with HTTP message” do not belong to the Mobile
AIDC data processor and are an ordinary web access operation.

PSP
oo

The OID resolution server and ODS in Figure 8 are functionally different but they may be located at the same
computer system because they use the same communication protocol, DNS.
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. Its execution order is an

Data reading
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(e.g.: 1.2.345.6789)
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Requesting Ml resolution

»

Responding with Ml resolution

(e.g.: “http://movie.sample/content.wml”) <

Requesting HTTP GET

NN :

(e.g.: GET HTTP/1.1 http://movie.sample//04||tent.wr71\[7\

N
kss\gndingwith HTTP Response

plemepta i8

service providers. Moreover integration of B2C with B2B exp
ISO/IEC 18000-6 Type C was developed for industry RFID applications
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In case of a linear bar code or 2D symbol, a camera captures the symbol without any communication
technology. The result of capturing a symbol is just the image that cannot be used by other Mobile AIDC data
processor functions, so it needs to be converted into the data that can be handled by the tag data processing
function. The data may be encoded initially in ISO/IEC 15962 or symbology-dependent encoding schemes, or
might not be encoded if an MIl is printed as itself in conformance with the symbology standard. Thus the
output of the data reading function for linear bar codes or 2D symbols is the data that is converted from the
image data and prefixed with a symbology identifier according to ISO/IEC 15424.
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6.4.2 MiIl identifying

As shown in Figure 8, “Identifying MIP" is always followed by “Decoding MIl.” The MIl processing function deals
with these two operations. But the OID resolving operation may intervene between them only if the MiII
processing function has no relevant information for “Decoding Mil.”

The output of the data reading operation is taken over as input data into the MIl processing function to initiate
“Identifying MII.” At first, the MIl processing function has to learn what type of ID scheme is used for a given
Ull by using OID, symbology identifier or some other ways if not using such higher layer IDs. Learning what
type of ID scheme is used means not only learning its identity but also getting its format and structure
information.

How to Iearrlu the identity depends on data carrier technologies. The identity of an ID scheme can be.legrned
from an OID for RFID tags by using ISO/IEC 15962 or from a symbology identifier by using ISQ/IEC 115424. If
a Ull read frpm a data carrier is learned as an Ml by referring to its coupled OID, thé MII sing funiction
retrieves thg MIl format and structure information from a local configuration data’opN - ase. If the
MII processjng function finds no relevant information, the OID resolving opers a the
information ith the reference to the OID.

NOTE Np standard is developed yet for the resolution operation of a symhg

6.4.3 OID fesolving

The OID redolving operation retrieves the format and structre info i 3 ifi identified
by an OID. The input of an OID resolution is an/Ol ; [ i ion for
the ID scheme provided by an OID resolution se i

The OID regolution may not be a simple “request and resp Qn e” operation and it depends on the standard
ITU-T Rec.|[X.672 | ISO/IEC 29168-1 which define ¢ i sage
formats.

6.4.4 MiIl decoding

Assuming tHe format an £n MIl is known, the MII processing function decpdes
raw binary data of the MIl into ch may be presented in various ways. For example, |f the
Mil is learned as an E.164 ng function converts the raw data of the Mll with the H.164
format and gtructure inforrqatio thing Jike “1.2.345.6789” if using the dot notation for the delimifer of
sub-MIl elements.

How to present sOb: i implementation issue for the MIl processing function and the dot
notation is ohe exs i er example.

6.4.5 Usendata decoding

The user daja decoding operation converts raw data of the user data contained in a data carrier and encpded
in ISO/IEC :£9175 into user data elements such as title, name, expiry date, price, manufacturer name| etc.
This operation does not depend on other operations except for the data reading operation, which means that it
may be executed at anytime after the data reading operation.

Following is one of use cases for the user data: a Mobile AIDC device may read multiple Mlls concurrently at
a time while reading dense data carriers. An end-user cannot select one because Mlls are not distinguishable
by themselves. If titles or names, however, display on a Mobile AIDC terminal screen, an end-user can select
one easily. In this case, the user data decoding operation needs to be executed before the MIl identifying
operation.

In other cases, titles or names may be retrieved through information retrieval operations from the networks.

But this takes some time, over 10 seconds in the worst case due to opening data network and retrieving user
data.
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Usually ID schemes appear in the form of a series of humbers or alphanumeric characters. An Mll assigned
by such ID schemes does not have application-specific meaning until it is associated with certain information
for a target object to which the MIl is allocated. This association is resolved by the Ml resolution. An MIl may
have multiple associations.

ISO/IEC 29177 specifies the Ml resolution operation for Mobile AIDC services as described in Clause 6.3.3.2.
The input data for an MII resolution is an MIl and the output data is an associated information (e.g. information
content like audio, video, text or image, or access information like a URI). But the resolution result depends on
Ml resolutlon protocols. For example, X.500 can support both types of |nformat|on content and access
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Figure 9 — Service broker-assisted reference operation procedure
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6.6 Privacy-protected service operation

Mobile RFID may be a cause of privacy concerns because unauthorized readers might be able to read an Mil,
TID and User memory banks of ISO/IEC 18000-6C tags and ISO/IEC 18000-3m3 tags. Unauthorized readers
could gather specific information about the object assigned with an MIl if they are able to analyze the MII
coding rule. Thus Mobile RFID services need to support a privacy protection feature to end-users.

ISO/IEC 29176 defines a privacy protection protocol between an RFID tag and a Mobile RFID interrogator.
The goal of the privacy protection protocol is to conceal the MIl. There three following assumptions to support
the privacy protection protocol:

The protoco
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Annex A
(informative)

Interface relationship for Mobile AIDC standards

A.1 Introduction

This|Annex describes Mobile AIDC-relevant standards and shows an interface
whefe each standard is positioned and applied for communication between two p

elationship jwhich illustrates

A.2| Relevant Mobile AIDC standards

Clause 3 lists normative references of Mobile AIDC standards.
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Figure A.1 — Standards relationship diagram

Figure A.1 shows only three types of data carriers: linear bar code, 2D symbol and RFID tag. But other types
of data carriers may be possible. Various linear bar codes and 2D symbologies may be used for Mobile ORM
services and the choice is an implementation issue for Mobile AIDC service providers. ISO/IEC 18004 is a
typical 2D symbology example and is illustrated between the 2D symbology label and the Mobile ORM
terminal where the 2D symbol is captured and delivered to the Mobile ORM terminal. Mobile RFID may adopt
ISO/IEC 18000-6 Type C and ISO/IEC 29143 to take advantage of existing wide deployment and better
applicability for Mobile RFID services. Mobile RFID services may cause privacy concerns to end-users.
ISO/IEC 29176 defines how to incorporate ISO/IEC 18000-6 Type C to support privacy protection.
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