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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

This Technical Report is aimed at helping readers to make informed decisions about the specification of
performance requirements for authentication systems using biometric recognition in order to achieve
desired levels of security and usability for the authentication process. Guidance extends to the use of
biometric recognition with and without other authentication factors such as passwords and physical
tokens. This Technical Report describes security and usability trade-offs in biometric recognition
relative to those of other authentication mechanisms and provides advice on how to balance conflicting
security and usability parameters in the context of real applications. In addition to a consideration
of technical performance parameters such as biometric error rates and password strength, this
Technical Report also addresses technical, human and procedural vulnerabilities associated wit

the

various types of human authentication. Vulnerabilities when exploited can lead to an undermini}lg of
of the authentication result. These need to be considered as part of the risk management
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performance requirements to meet security and usability
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eds in applications using biometrics

1 Scope

This

usinjg biometric recognition in order to achieve desired levels of security and_dsabi

auth
Guid

Such
deve

Technical Report provides guidance on specifying performance requirements for, aut

entication mechanism.
ance addresses issues such as the following:
the biometric performance metrics that impact security and usability;

comparing and quantifying the security and usability of biometrics and other aut
mechanisms, when used alone or in combination;

how to combine performance of individual authentication‘elements in order to mee
Kecurity and usability requirement;

hentication
ity for the

hentication

E an overall

the trade-off between security and usability in appliecations using biometric recognitio]r

considerations in maintaining security and usability in systems incorporating biometr
ouidance is targeted towards applications that

use biometrics for the authentication ofinhdividuals, and

are of small to medium size (in ternis of the number of enrolled individuals).

cuidance does not address the'following:

surveillance systems;

Kystems whose primhary aim is to detect and prevent attempts by individuals to crez
enrolments under different identities;

systems with'a large and diverse population of enrolees, which can include people with sp
pther syStems with a complex mix of functional, security and usability requirements.

large:scale applications are typically the domain of large organizations, and it is assun
lepers of such systems will have access to appropriate biometric expertise able to provi

CS.

ite multiple

ecial needs;

hed that the
e guidance

beyond the scope of this Technical Report.

This Technical Report does not address biometric modality and technology specific issues, nor does it
provide quantitative biometric performance requirements that would satisfy a particular application.

2 Normative references

The following documents, in whole or in part, are normatively referenced in this document and are
indispensable for its application. For dated references, only the edition cited applies. For undated
references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 2382, Information technology — Vocabulary

ISO/IEC 2382-37, Information technology — Vocabulary — Part 37: Biometrics

© ISO/IEC 2015 - All rights reserved


https://iecnorm.com/api/?name=f1b4644df439bee0852bd2593aeeac51

ISO/IEC TR 29156:2015(E)

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 2382, ISO/IEC 2382-37
and the following apply.

31
accessibility
usability of a product, service, environment or facility by people with the widest range of capabilities

[SOURCE: ISO 9241-171:2008, 3.2]

3.2
authenticaltion mechanism

synonym -{authentication method

process of ilentity authentication using one or more authentication factors

3.3
authenticagion factor
evidence to|assert the identity of an individual

Note 1 to enffry: Within this Technical Report, three categories of authentication factors are identified: possegsion
based, knowjedge based and personal characteristic based.

EXAMPLE ID card, smartcard, PIN, password, fingerprint, iris.

34
biometric throughput
number of ysers that a biometric system can process withip-a\given time interval

[Source: Springer Encyclopaedia of Biometrics][11]

3.5
effective entropy
amount of fandomness available within a particular authentication mechanism, taking into accpunt
implementdtion and procedural factors

3.6
entropy
measure of[the amount of uncertainty that an attacker faces to determine the value of a secret

[Source: NI§T SP800-63][19]

3.7
exhaustion attack
attack against the segurity of a system that attempts to determine the value of a parameter by tegting
all possible(states:of that parameter

3.8
multi-factor authentication
authentication based on more than one authentication factor

Note 1 to entry: In the context of this Technical Report, the multiple authentication factors encompass biometric
+ password, password + token, biometric + token and password + biometric + token. Combinations of biometrics
such as iris + fingerprint are not included.

3.9
raw entropy
theoretical maximum amount of randomness available within a particular authentication mechanism

2 © ISO/IEC 2015 - All rights reserved
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3.10

system throughput

number of users that an overall system can process within a given time interval (which is inclusive of
the biometric throughput if biometrics are used)

3.11

usability

extent to which a product can be used by specified users to achieve specified goals with effectiveness,
efficiency, and satisfaction in a specified context of use

[SOURCE: IS0 9241-210:2010, 2.13]

Note|1 to entry: In the context of this Technical Report, usability is related to the ease of use of the authehtication and
the cpnvenience it affords to the users (both subjects and operational staff). The following factors\are pddressed:

— throughput;

— puthentication failure rate for authorized users;
— ase of use at point of authentication;

— pase of use for registering in the system;

— niversality/accessibility.

4 WAbbreviated terms

DET| Detection error tradeoff

FAR| False acceptrate

FMR False match rate

FNMR False non-match rate

FRR| False reject rate

FTA| Failure to acquire

FTE| Failure to enrol

LoA| Level of assurance

PIN| Personalidentification number

ROC| Reeeiver operating characteristic

5 Authenticatiomfactors
5.1 Overview

Traditionally, there are three classes of factors identified for achieving authentication of an individual
(see, for example, ISO/IEC/TR 24714-1:2008, 5.1, NIST Special Publication 800-63:2006, 5.2[10], and
Reference [12]):

— Knowledge based: Something you know, normally a password;
— Possession based: Something you have, normally a physical token;

— Personal characteristic based: Something you are, normally known as biometrics.

© ISO/IEC 2015 - All rights reserved 3
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Although each of these factors can be used to achieve the goal of secure authentication, the way in
which they operate and what they depend on is different. The first method relies on the secrecy of
the password. The second method relies on the exclusivity and control of the physical token. The third
method relies on the distinctiveness and persistence of an individual’s biometric characteristics.

No authentication technology works perfectly at all times and under all circumstances. Each one has
performance limitations and potential security and usability problems, and the optimal choice will
depend on the application and its environment of use. In some cases, a combination of authentication
factors will be an optimum solution, but in all cases, there will be a need for exception handling
procedures to deal with authentication failures that will invariably occur in operational use.

Authenticafion Using More than one factor (€.g. token pius PINJ 1S Known as mutti-factor authentication.
In this confext, different biometric modalities do not qualify as different factors and a biometric
system using more than one modality (e.g. fingerprint plus face) is known as a multi-biometzricsystem.
These possjibilities are not mutually exclusive; an authentication system could be both-multi-fdctor
and multi-Hiometric.

5.3, 5.4 and 5.5 give an overview of the authentication factors and describe the' main performpnce
parameterd that control and limit their security and usability, which are the following:

— discrinjination (related to the amount of information contained in an‘auithentication factorf the
number of states that it can occupy and hence its resistance to a directattack);

— memorjy (the reliance of the method on human memory capability);
— discovdry (the ease with which the method is vulnerable to-guessing or spoofing, etc.);

— shareability (the degree to which the secret contained in+the factor is readily shareable and [thus
potentiplly vulnerable to social attack);

— usage (how available, acceptable, and prevalent the technology is);
— reliabilfty (the consistency with which the implementation performs);
— ergonomics (ease of use);

— manageability (administrative burdens incurred by use of the implementation including
exception handling).

5.2 Security and usability.of authentication mechanisms

When discyssing the security of authentication, we are referring to the risk that an impostor dould
succeed in peing authenticated thereby gaining access to the assets that should be protected by the
authentication mechadism. Such security failures might occur for a number of reasons that include poth
technical apd procedural failures. Security weaknesses of authentication mechanisms (and secyrity
measures il gerieral) are usually divided into two categories:

a) Inheremtlmitations-ofthe-mechanismwhich-arepresenteven-whenitisimplementedperfectly.

b) Failures of design, implementation and operation that allow the mechanism to be subverted or
bypassed.

Authentication mechanisms that have a probabilistic outcome have inherent security limitations.
Password and biometric recognition mechanisms are instances of this. Passwords can be discovered
through chance guesses or exhaustion attacks without any knowledge of the implementation. These
are known as direct attacks. The defence is to increase the password space in order to render the
chance of a correct guess to a very low probability or make the amount of effort needed to conduct
a successful exhaustion attack beyond that which is reasonably feasible. Biometric recognition has
analogous limitations. An impostor could succeed in being authenticated if by chance their biometric
characteristics are very similar to those of the one enrolee for whom the claim of identity is provided, a
false match error. In both the password and biometric cases, an impostor can seek to exploit the inherent

4 © ISO/IEC 2015 - All rights reserved
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limitations through direct attack. It is possible to reduce the likelihood of successful exploitation to any
defined low probability but in doing so the usability will normally suffer and may become unacceptable
in operational use. In practice, a balance has usually to be struck between security and usability.

The resistance to direct attacks on the intrinsic limitations of the authentication mechanism is a
measure of the strength of the mechanism and this strength is represented by appropriate performance
parameters. For biometrics, the relevant performance parameter for strength is the false match
rate. For passwords, it is the level of uncertainty given by the allowable choice of passwords. This is
commonly expressed in terms of password entropy and this concept is covered in more detail in the
following sections and in NIST Special Publication 800-63:2006, Annex A.[10],

The
occy
that
prog
pass
pass
and
incly
disp

—These vulnerabilities
r as a result of imperfections in the design, implementation or operation of the mechanism. Attacks
exploit these vulnerabilities are indirect. They seek to subvert or bypass ghe) authentication
ess and can involve technical, human and procedural factors, often a combination. Exkamples for
word authentication could include a poorly implemented password system‘that allowp the use of
words selected in a non-random manner or includes an embedded “testérs” password (technical)
passwords written on sticky notes (human/procedural). For biometricsypotential vulnerabilities
de presentation attacks (spoofing) using artefacts and poorly designed biometric algdrithms that
lay an exceptionally high false match rate for certain specific biometric samples. For tokens, potential

vuln
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of th
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find

Secu
usalj
addy
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5.3

5.3.

Kno
auth
assu

erabilities include lost control of the token, skimming of infopmation from contactle]
ng of smartcards or ID cards. Exploitation of technical vulnerabilities usually requireg
e implementation of the mechanism and time and expertiseto’develop successful attack

erabilities need to be addressed as part of a system riskidssessment and mitigation pro

rity and usability of authentication mechanisns is only one element of the wider s
ility picture that affect the overall system.security and usability. These wider issue
essed by the system security policy and @,corresponding usability policy. Detailed cqg
Kk and usability assessment methodologies lies outside the scope of this Technical Rep
'mation provided in later sections istlimited to general guidance supplemented by re
rnal documents and relevant standdrds.

Knowledge-based autheéntication (PIN, passwords)

|l  General description'with examples

vledge based aufhentication relies on a secret that should be known only to the su
entication. This_is commonly implemented in the form of a secret PIN or password. 7|
rance of authentication by means of a knowledge based mechanism is related to thg
the user’sisecret knowledge could become known by an impostor. The probability that i

t discover the password by trial and error attempts is dependent on the number of at

ss chips, or
knowledge
techniques.

ress and the

ngs incorporated in the system security policy and.@ssociated secure operating procedures.

bcurity and
5 should be
nsideration
ort and the
ferences to

bject of the
he security
possibility
in impostor
tempts that
sitions and
r password

render the

discovery of passwords through exhaustive trial attempts beyond reasonable possibility but that
approach often creates overwhelming usability problems for the subject due to the difficulty of
memorizing the password and entering it correctly.

EXAMPLE 1 If passwords are limited to one character from the Roman alphabet, the entire password set can
be exhaustively searched in 26 attempts. For a randomly chosen password, the average number of attempts to
discover the password is 13.

EXAMPLE 2 If passwords are 10 characters long, are randomly chosen and can include both upper and
lower case letters, numbers and punctuation marks of a standard keyboard (94 symbols), an exhaustive search
would need up to 9410 (~ 5,4 x 1019) attempts to discover a password via an exhaustion attack, and half that
number on average.
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5.3.2 Security considerations

5.3.2.1 Performance parameters for security

The core security performance parameter for a knowledge based authentication method is a measure
of the effort required to determine the secret by means of an exhaustion attack. It can be expressed
in terms of the uncertainty of success associated with a single guess or trial as part of an exhaustion
attack. This approach is useful because it allows the analysis of passwords to make use of the “entropy”
based technique used for calculation of uncertainty in communication theory problems. Further
information on entropy and how the entropy concept can be applied to password analysis can be found

in Referenc

o [m] F‘nfrnpy canbe the metricof pa ssword ch‘pngfh

5.3.2.2 S

5.3.2.2.1

A password

pcurity vulnerabilities

General

provides no assurance that the person presenting the password is who’they claim t

This is an inherent limitation when using passwords to authenticate users.

A weakness
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be compro
another ind
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ised. Voluntary compromise can occur by sharing a user’s UserxID; PIN and/or password
vidual. Involuntary compromise can occur by discovery ofa written record of the knowl
asswords) or by covertly observing the user’s information‘ertry (e.g. “shoulder surfing”)

ttacks can be broadly divided into three key categories as described in the folloy

Manual entry of trial passwords

mpts by repeated entry of trial passwords via the normal system password input proce
httack that requires opportunity and.patience but no expertise. It can be made more diff
osition of operating procedures that limit the number of consecutive failed passy
a small number before a lockout occurs?). The attacker is then forced to spread the at
iple sessions which will be_much more time consuming and increases the chance of b
wual attacks are made easier if the attacker can predict likely passwords from knowl
ubject being targeted.(Generally speaking though, manual attacks can be thwarte
olicies that enforce reasonable entropy requirements for password choice and implem

multiple failed attempt lockoutipolicy (but see 5.3.2.2.3).

5.3.2.2.3

Passwords
or when pa
extrinsic se

Discovery of'the password by a failure of security external to the system

can be obtained or discovered through external security failures such as shoulder sui
sswords'are written on a sticky note attached to a terminal. This should be regarded 3

b be.

can
with
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ving

dure
icult
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by
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rfing
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cutity weakness or vulnerability of password systems. Paradoxically, attempts to impjrove
password smwwmwww{tive

effect on security, because such passwords are usually more difficult to remember and are therefore more
likely to be written down by users and left somewhere “handy”. Password policy should be considered as
part of the overall system security policy. It is not addressed further in this Technical Report.

5.3.2.2.4 Offline mechanized attacks

The threat of mechanized attacks on password files is the main reason for requiring high entropy for
passwords. Passwords are not stored in “clear” in the password file; that would be far too insecure.
Instead, the password is transformed by a cryptographically strong hashing algorithm into a number
or password “hash” which is stored in the file. In this way, if the file contents are discovered, the hash

1) This implies some sort of computer controlled password system. Mechanical combination locks, etc. do not
usually have the capability of limiting the number of attempts in a session.
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values cannot be used directly as passwords. When a password is entered by a user, it is transformed in
the same way as for the original password setting process and the hash value thus produced is compared
directly with the hash value corresponding to that user stored in the password file. Thus, passwords
are not compared, only their hash values. If the hash values agree, then the user is authenticated.

The assumption for a mechanized attack is that the attacker has somehow acquired a copy of the system
password file and has access to the algorithm that has been used to “hash” the passwords in the file.
The attack comprises the generation of trial passwords based on dictionary words, combinations and
simple transformations, usually ordered by some knowledge of prior probability. Each trial password
is transformed to the corresponding hash value and the trial hash compared against one or more hash
values in the copied system password file. This process is repeated for all the trial passwords until
a “h|t” is found or the attack terminates in failure. Using modern computers (sometimes_metworks of
computers) “hits” can occur in often surprisingly short timescales because of the non-rahdom choice by
userfs of “easy” passwords.

The|principal requirements for the password hashing algorithm are to ensuré‘that the hash values
it pfjoduces are as nearly as possible randomly distributed numbers across_the total avgilable hash
number space; that the same password will always be transformed to the same hash valiie; and that
hasl] values cannot be reverse engineered to discover the original passivords. An additional practical
requirement is to ensure that the hash number space is much greategthan the password space (i.e. the
entrppy of the hashes > entropy of the passwords). This ensures @ very low probability of password
collision; two different passwords transforming to the same hash-walue.

5.3.2.2.5 Other methods of attack

A number of other attack methods are available such asthe use of keyloggers, Trojans, phishiing attacks,
etc. [hese are beyond the scope of this Technical Report and are not discussed further.

5.3.3 Usability considerations

5.3.3.1 Performance parameters for usability

The|performance parameters for usability for a knowledge based authentication facfor may be
depg¢ndent on the specific application, and could include the following:

— proportion of knowledge entry attempts correctly entered/accepted;

— humber of attempts ‘on average to successfully enter knowledge value;
— frequency of need for help with knowledge information reminder or refresh (help desk|calls);
— frequencyoflockout;

— |user satisfaction survey results when questioned about knowledge based authenticatiopn methods.

5.3.3.2Y Usability problems

Knowledge-based authentication factors may also lead to problems such as
— multiple sign-on requirements for differing password strength policies, and

— frequent forced changes in passwords which lead to recording or forgetting current values.
5.4 Possession based authentication (tokens, cards)

5.4.1 General description with examples

The possession in “possession based authentication” is usually a plastic card or token. The user is
expected to keep this token under his/her sole physical control. Tokens can contain two different types
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of authentication information: features used to automatically verify the authenticity of the token, and
information used to validate the authorized user of the token. Examples range from magnetic stripes
to tamper-resistant microcontroller chips that possess contact-based or contactless communication
interfaces and are able to store private or shared secret keys and to execute cryptographic algorithms
on behalf of the user. To avoid misuse when a card or token is lost, stolen, or left lying around, cards
and tokens may be accompanied by additional user authentication by means of PINs or passwords or
by means of biometric recognition mechanisms. The use of tokens within a multi-factor solution of this
type is described in more detail in 5.6.

5.4.2 Security considerations

5.4.2.1 Performance parameters for security

Tokens can|vary considerably in sophistication and security. In the absence of any binding between the
token and the user, the mere possession of the token is not normally considered to prévide suffi¢ient
assurance df the authentication of the user.

The securify parameters for smart token implementations are determined b§/-the strength of the
cryptographic mechanisms employed and by the physical construction that provides tamper resistpnce
to prevent he creation of fake tokens. With modern technology this strength.can usually be considered
strong. Hoyever, this can only provide assurance of the authenticity of.the token, not of the pser.
The binding of a token to a user normally depends on a PIN which js\the weakest link in the ovprall
authenticatjon process.

5.4.2.2 Technical security vulnerabilities

Current snjart tokens are physically and cryptographically secure. Highly sophisticated technical
been demonstrated by researchers under laboratory conditions including gaining phyfical
access to the chip and connecting to internal circuitry to read stored data and probe for intdrnal
signals and|to monitor patterns of chip power consumption to provide insight into the operation of the
cryptographic algorithms. The main aim of the inyestigations is to discover if secret information stpred
on the card| such as cryptographic keys can be‘acquired and used to fabricate a forged card. Howgver,
such attacls are extremely difficult to mount and there is little current evidence of any significant
attacks of this kind on commercial smartcard based authentication applications such as credit/debit
cards, etc. Ip practice, there are far easier ways to attack smartcard based authentication systems than
by attempting to exploit technical vulnerabilities of the card.

5.4.2.3 Human/proceduralsecurity vulnerabilities

Users somdtimes put convenience ahead of security and will lend their token to another persqgn to
conduct trgnsactions_en their behalf. This occurs in domestic and working environments and puch
practices have a serious impact on the authentication assurance. How important this is depends on the
applicationfandthe context. The issue is one of accountability for transactions and the consequencgs of
contentioug ofunmaccountable transactions. For example, the loan of a card to a family member to ohtain
cash is notla—seriogus issue most of the time and the rﬂcpnncihi]ify and :\r‘r‘nnnfnhi]ify remain within
the family. In a working environment, the sharing of tokens among staff members can have serious
consequences in the event of a problem leading to the need to establish accountability for actions.
Authentication using biometric recognition is not subject to this sharing vulnerability.

Human/procedural security vulnerabilities include bypass attacks. An example of this is where a
technical security measure is optional such as with a chip and PIN card where alternative authentication
methods are allowed in cases where the chip and PIN infrastructure is not available. The alternative
may be much less secure, defaulting to that of a magnetic stripe card, i.e. a signature or knowledge of
the security number or nothing.
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5.4.3 Usability considerations

5.4.3.1 Performance parameters for usability

Generally, tokens are easy to use. They can combine the desirable properties of good usability and
high technical security without trade-offs, unlike other forms of authentication such as passwords and
biometrics. Some users with physical or cognitive disabilities may have usability problems but these
are more likely to be associated with any associated PIN rather than the token itself. However, the
authentication assurance is assurance of the authenticity of the token and not the user. A token-specific
usability parameter is the time taken for reading and checking the token from placing the token on the

readeruntil rnmnving the token

5.4.83.2 Technical usability problems

The [only technical usability problems are likely to be with technical failures @ftokens and readers.
Sett|ng aside intentional damage, tokens are usually quite robust. They can be damaged by accidental
malfreatment, e.g. excessive temperature, microwave radiation, repeated physical flexing. The effect of

techhical failures is usually to precipitate procedural usability problems.

5.4.3.3 Human/procedural usability problems
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Personal characteristie based authentication (biometrics)

|  General description with examples
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Because biometric characteristics are intrinsically linked to the individual, they can provide a higher
level of assurance than other factors that an authentication is genuinely that of the individual.

Authentication using biometric recognition can also offer benefits in usability because there are no
difficult passwords to memorize and no tokens to remember to carry.

Biometric recognition systems acquire biometric samples from biometric characteristics, extract
features from the samples in a form suitable for storage and comparison and compare the converted
data with reference data previously acquired and stored during enrolment. If the sample and reference
are sufficiently similar, a match is declared; if not, a non-match results. Because there are variable
factors both with the biometric characteristic itself and with the acquisition process, exact matching is
not expected to occur. This has two ramifications, firstly, that a decision threshold has to be employed
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to decide whether the sample and reference are a true match or not, and secondly, that the decision is
subject to error.

Decision errors are of two types: a false match where a match is declared for a sample and reference
that were not acquired from the same biometric characteristic of an individual and a false non-match
where a non-match is declared for a sample and reference that do come from the same biometric
characteristic of the individual. These are the two principal types of error that affect security and
usability of biometric systems.

There are two other relevant error conditions. “Failure to enrol” errors occur when individuals are
unable to successfully complete the enrolment process, thus preventing them from being subsequently
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This is termed a “failure to acquire”. While isolated acquisition failuresgmay be overg
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single attempt and multiple attempt operations. Typical biometric applications allow for retries in the
event of a failure to match on one attempt, and if so, the number of allowable attempts should be stated.
Then, a transaction is defined as one or more attempts (up to the stated limit).

transactions.

for transactions.

For specifying the Security aspect of matching, FMR is used for single attempts, and FAR is used for

For specifying the Usability aspect of matching, FNMR is used for single attempts, and FRR is used

These metrics are typically illustrated on an ROC or DET curve. An example of the latter is shown in
Figure 1. Most biometric devices can operate at various points along these operating curves, and the
choice of the matching threshold determines where on the curve. Figure 1 illustrates the performance

10 © ISO/IEC 2015 - All rights reserved


https://iecnorm.com/api/?name=f1b4644df439bee0852bd2593aeeac51

ISO/IEC TR 29156:2015(E)

of two different devices: device A (dotted curve) and device B (solid curve). In this illustration, device A
has superior matching performance compared to B.
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Figure 1 — Example DET Curves

Conyentional metrics used to assess biometric performance (FAR, FRR, etc.) are measuredfwith “zero-
effort imposter attempts”. Imposter attempts are defined as zero effort if the individual sybmits their
own| biometric feature as if they were attempting successful verification against their own template.
The |existence of some biometric system vulnerability to presentation attack or spoofing (e.g. using
artefacts such as latex fingerprints) has been published and cannot be ignored. Metrics far assessing
the performance of a biometric:system to resist presentation attacks (at the biometric senpor) are the
subject of other standards activities (see, for example, Reference [6]) and are not addressgd here. The
requirements definitiontprocess should consider conventional performance metrics, as wgll as spoof
and pther presentatigmattack mitigation metrics from the perspective of the application.

5.5.2 Security-considerations

5.5.2.1 _Performance parameters for security

The [petformance parameters for both security and usability are interrelated and are discussed in
detallTn 5.5.T and Clause 3.

5.5.2.2 Technical/human/procedural security vulnerabilities

Even though biometrics can help alleviate the problems associated with the other methods of user
authentication, there still are weak points in the system vulnerable to attack. Yet there are several new
types of attacks possible in the biometrics domain. Many of these may not apply if biometrics is used as
a supervised authentication tool. But in the remote, unattended environment, imposters may have the
opportunity to make several attempts, or even physically violate the integrity of a remote client, before
detection. This Technical Report identifies these vulnerable points and makes suggestions on how to
take advantage of biometrics while alleviating vulnerabilities.
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5.5.3 Usability considerations

5.5.3.1 Performance parameters for usability

The performance parameters for both security and usability are interrelated, and are discussed in
detail in 5.5.1 and Clause 8.

5.5.3.2 Technical/human/procedural usability problems

Usability covers the less extreme end of the acce551b111ty/usab111ty spectrum problems that adversely
esult of non-o - era A the

users and the system
ISO 9241-11 defines usability as:

The extent o which a product can be used by specified users to achieve specified goals with’ effectivepess,
efficiency and satisfaction in a specified context of use.

The usability of a biometric system will be affected by its design and technolegy and the waylit is
implementgd and operated in its working environment. Usability may be considered from diffgrent
viewpoints| the viewpoint of the system and the viewpoint of the subject leing the two principal gnes.
Authenticafion system usability is typically characterized by metrics sueh as cost, throughput ratd and
performande. From the subject viewpoint, usability will generally reflect the overall user satisfagtion
with the prpcess, which will include ease of use, time taken and rate of success and also less tangible
factors related to ergonomic design and environment. There are ‘often common factors between good
system and|subject usability measures, for example, throughputand time taken, but they do not alyays
track exact|y because user satisfaction is dependent on a range of factors, time taken being only|one.
For examplp, the system throughput measure does not directly measure ease and convenience of use
for the subject or whether the system is unpleasant to use because e.g. it involves a strong light shiring
in their eyef. Similarly, the error rate performance pardmeters of a biometric recognition system d¢ not
fully charadterize the range of usability factors thataffect the overall usability of the system.

The use of biometrics as an authentication factor can introduce its own form of usability problems,
including the following:

— the moglality chosen may not be accessible to the whole target population, leading to failures to eprol;

— samplep may not be acquired due to technical factors (e.g. poor performing sensors) or
humanfprocedural factors.(¢.g. non-conformant presentation) causing a failure to acquire;

— transadtion duration may be longer than for other authentication factors;
— some samples that'should match do not (false rejections);

— ergonomic désign may not be suitable for some subset of the population.

NOTE Ergonomic issues also affect other authentication technologies but are particularly relevapt to
biometrics.

Some systems will have an operator or supervisor who is able, to some extent, to address such issues
when they arise. This process can be greatly assisted for some modalities if the operator/supervisor is
provided with an image of the biometric sample at an appropriate size and quality.

5.6 Multi-factor authentication

5.6.1 General

Multi-factor authentication involves the use of more than one of the previously discussed authentication
factors in a single authentication mechanism, with the intent of strengthening the overall authentication
assurance (higher security). Utilizing multiple independent factors will mitigate some of the first-order
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vulnerabilities for any given factor if used alone. Multi-factor authentication mechanisms will be more
difficult to circumvent by an attacker. Conversely, multi-factor authentication mechanisms can be more
difficult for the user to execute (reduced usability) and more complex to implement.

5.6.2 Example: token and PIN

Possession based authentication is often used as part of a two factor authentication process because
the possession of the token alone is considered weak for authentication of the authorized user as it can
readily come into the possession of an unauthorized person. For some applications, such as access to
and charge for a publlc service like transportatlon itis the authentlcatlon of the card rather than the
ever, where
o0 a specific
h PIN which
e card or to

ern chip based tokens (e.g. smartcards) embody substantial computing-power and d
h enables the use of advanced cryptographic techniques to provide strong authentic
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authentication. Additional online authentication assurance is sometimes provided through a separate
online password authentication process via the card company’s IT system.

An unauthorized user will seek to exploit procedural vulnerabilities which are invariably easier to
attack than technical vulnerabilities. In cases where the infrastructure does support chip and PIN
authentication, an imposter may attempt to force a failure of the chip and PIN authentication process
in order to exploit procedural vulnerabilities of the fall-back process. This can readily be done by
damaging the contacts or the chip itself, physically or electrically.

5.6.3 Implementation options

It should be noted in discussing multi-factor authentication, that there are at least two methods of
implementing this, serial (chained) or parallel (concurrent).
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In the chained approach, one factor activates/enables a second factor which is what is presented to the
verifier. This is depicted in Figure 2.

=60 = 5= [

Whatyou Whatyou Authentication
know or are have data

Figure 2 — Serial multi-factor authentication

In the concyirrent approach, both factors are provided by the user and are independently Verified af the
verifier, as $hown in Figure 3.

I
Iy

®
w-@’,,a

Figure 3 — Parallel multi-factor authentication

5.6.4 Pernformance requirements for multi-factor authentication

Depending |on the implementation chosen, it might be possible to attack and surmount the fadtors
individually. If this is the\case, the security-relevant performance parameters for each factor will need
to be more ptringent-thian in the case where the factors are not separable.

5.7 Comparing security performance of authentication mechanisms

Reference [I3] introduces the concepts of raw and elfective entropy when determining relative
strengths of function and its relationship to binding strength, which is the confidence that a person
presenting an authentication credential is who they claim to be.

The strength of an authentication mechanism is determined by its strength in three component areas.

— Discrimination: the ability ofamechanismto distinguish between individuals. Lack of discrimination
is the exploitation avenue most used for casual (low or zero-effort) attacks.

— Technical strength: the resistance of a mechanism to attacks such as exhaustion attacks which
exploit the vulnerabilities of that mechanism, as well as indirect attacks against the supporting
infrastructure (e.g. transmission paths, databases).
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Human or procedural strength: the ability of a mechanism to resist attacks based on social
engineering, “easy” secrets, failure to guard secrets, and corrupt users/administrators. This
element reduces effective entropy sometimes to zero.

Reference [13] also provides an example of such a comparison for passwords and biometrics.

5.8 Summary comparison of authentication factors

The prevailing techniques of user authentication involve the use of either user names with passwords
or ID cards with PINs. Both of these two scenarios contain a secret, knowledge-based component which
the user must enter into the authentication system. Passwords and PINs can be acquired by direct

covdrt observation. In applications protected with a single-factor knowledge-based auf
mechanism, once an attacker acquires the user name and the password, they have total a
usei|s resources. In addition, there is no way to positively link the usage of the system or se

The| level of security and usability associated with biométric recognition when U
authentication mechanism varies based on the modality emiployed (e.g. fingerprint, face
and jon the individual design and implementation of the te¢hnology. The use or addition of
as ah authentication factor can mitigate the fundamental~weaknesses of physical tokens
(lost token vulnerability) or the compromise of secret knowledge, thereby providing a gre
of agsurance of the identity of the user. This Technical Report will not address modality and
spedific issues; rather, it will concentrate on intrinsic performance requirements to meet s
usability needs. With this information, prospective customers will be able to approach supg
perfprmance specification that will enable thiem to determine whether the modalities and t
fer are able to meet their requirements for security and usability.

Determining biometric atthentication security requirements

6.1| General

Thig Technical Report«addresses security considerations of the performance of authentig
biometric recognitiof in a system where authentication failures can cause breaches of
secyrity policy. Fornexample, in physical access control systems there needs to be an ass
only| authorizedspérsons are granted access. Likewise, in a time and attendance system
shoyld not be-able to clock in or clock out someone else.

6.2 | Business requirements
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The owner of a system using authentication mechanisms to improve the security of their system
understands the problem from a business perspective. In that sense, the owner can be expected to
provide definitive input into the “operational business requirements” development process. Starting
with business requirements, a “top-down” approach should be used to think about these business
requirements in terms of their enabling technical requirements. At this level, the choice of a specific
authentication mechanism is only part of a broader view of the overall system-level technical
requirement (such as detection of intrusion attempts, intrusion alarms and responses, operating
environment, and mode of operation).

Business requirements for the application should drive the risk analysis which results in identifying
and quantifying security and usability requirements. Some of these requirements may be determined
externally (see Reference [10]). Examples of external requirements could be service level agreements
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with other organizations and applicable legislation restricting the collection and storage of personal
biometric data.

6.3 Security-enhancing aspects

Assuming that biometrics are included as one of the authentication mechanisms, the next layer down
in the requirement generation process is to focus attention on the security enhancing performance
aspects of biometrics (note that the convenience, usability aspects are addressed in Clause 7, but
relationships between security/usability should be acknowledged). At this point, the key consideration
can include the following:

— permispible level of false acceptance;

— impact|of failure to enrol (How secure is the intended secondary procedure? Is a~seconflary
biometfic needed?);

— resistance to/detection of active imposter attacks at the biometric sensor point af)attack (spoofing,
livenes}, artefacts, etc.).

6.4 Suitgble target figures for false acceptance rates

In terms of|the protection offered by authentication mechanisms, for the.common password case}, the
4-digit PIN [is widely accepted as a security measure offering a basicdeyel of authentication assurgnce.
4-digit PINf are used fairly ubiquitously for authentication, sométimes alone, e.g. push button foor
entry locks| but often in association with a smartcard token for, forexample, banking transactions) this
being an expmple of two-factor authentication.

Asasimple fule of thumb, itis suggested that for basic, meditm and high levels of authentication assurgnce,
rates of 1 % (1 in 100), 0,01 % (1 in 104) and 0,000 1% in 106) can be considered as suitable tdrget
figures for false acceptance rates for biometric recognition. These figures are roughly commensyrate
with the indreasing authentication assurance provided by longer and more complex passwords. Requiring
a higher levgl of assurance (i.e. lower false acceptance rates) is likely to impact usability, either incredsing
the numberjof rejections or requiring greater-éffort or time on the part of the subject.

6.5 Other considerations in authentication security

However, these performance parameters only address one aspect of the overall authenticdtion
assurance, [which is ultimatelytlimited by vulnerabilities in the implementation and operatign of
the overall|authentication process. For passwords, this includes “shoulder surfing”, poor choig¢e of
passwords [and passwords_ written down in places accessible to impostors. For biometrics, dther
consideratipns include the following:

— presenfation orispoofing attacks using artefacts;

— algorithms fer which FAR varies substantially across users, such that certain individuals may have
a muchlhigher FAR than others.

While password vulnerabilities are mostly related to poor usage and management which are easy to
understand (if not always to counter), biometric vulnerabilities tend to be technical in nature and are
only likely to be exposed through a security evaluation process.

6.6 Limits of authentication assurance

The fact that vulnerabilities do exist in all authentication mechanisms puts a limit on the overall
authentication assurance that can be achieved. It also serves to illustrate the diminishing returns to be
had in attempting to increase the assurance through increasing the discrimination component of the
authentication assurance. Simply increasing password length and complexity will not help if passwords
are written down and left where someone else can find them; in fact, it may be counterproductive
because the complexity is likely to encourage or necessitate just such an insecure practice. For
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biometrics, decreasing the false acceptance rate will do little if anything to impact on the susceptibility
to spoofing with artefacts. It will, however, bring with it a usability penalty in the form of an increased
false rejection rate. If this causes operational difficulties for the application, it may necessitate
increasing the false acceptance rate in order to restore the usability.

7 Determining biometric authentication usability requirements

7.1 General

Usability i i i i i i ms. This can range
complete inability of subjects to use a system successfully to minor ease of use isstep. The word
accegsibility is often used to refer to problems of the ability of subjects to successfully.use[a biometric
system. Reference [8] provides general guidance concerning factors that affecf |ease |of use and

accegsibility of biometric systems.

In the context of this Technical Report, usability is related to the ease of usgefithe authentication and
the fonvenience it affords to the users (both subjects and operational staff). The following factors
are addressed:

— pccessibility;

— throughput;

— puthentication failure rate for authorized users;
— ase of use at point of authentication;

— pase of use for enrolment.

7.2 | Accessibility considerations

Accgssibility failures will occur if a subject does not have the biometric characteristic refuired or if
theif biometric characteristic properties lie outside the range accepted by the system. If could also
occyr if the subject is unable or tnwilling to present their biometric characteristic to the biometric
captjure device because of a disability or for some other reason. Accessibility failures can pccur at the
enrdlment stage or subsequently during verification transactions. Accessibility at enrolment and the
associated biometric performance parameters and considerations are discussed under the heading
“Faijure to enrol and exception handling”.

Cleafly, if a subject has failed to be biometrically enrolled in a system then biometric vefification is
not possible thereafter and subject authentication should be provided by alternative mleans. Some
subjects whohave been successfully enrolled in the system may still have problems bejng verified
subdequently-This could be for a number of reasons including: differences between the capgture device
equipmenttand implementations used at enrolment and verification; differences in pregentation of
bionpetrie characteristics during enrolment and verification stages; temporary or permanent injury or
disabihi i i i i IStic; T bi i racteristics
due to injury or natural aging. In some cases, re-enrolment may allow the subject to use the system
again; otherwise, the subject will need to be authenticated using exception handling procedures. For
verification these problems manifest themselves through the occurrence of false rejection errors.
If the errors can be contained within acceptable limits and the subject can continue to be verified
biometrically, the false rejection errors become a usability issue; if not, the false rejection errors
become an accessibility issue.

NOTE A more detailed description of accessibility and associated recommendations are given in Reference [8].

7.3 Throughput

When specifying performance requirements related to throughput, it is important to recognize and
differentiate system throughput and biometric throughput. When selecting or specifying the biometric
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system characteristics, the biometric throughput needs to be decoupled from the impacts of the
surrounding system. In many instances, the definition of biometric performance is best expressed
as a transaction time rather than a throughput rate (to enable the decoupling). For example, the time
required from presenting a biometric characteristic through to the biometric match decision may be
followed by a considerable time period to open a vehicle gate, so the dominant influence on system
throughput is not the biometric contribution.

The main biometric performance parameters affecting usability from the system viewpoint are the false
reject rate and the biometric throughput. There is a relationship between the two because, when a false
rejection occurs, the subject will usually be asked to try again, and repeatedly until either authentication
is successful or a maximum number of retries has been reached and an exception handling process

is invoked.[In either case, the biometric throughput will be adversely affected. System throug
is dependent on a number of factors beyond the time taken by the biometric sample acquisition

recognition
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processes, such as the time for the subject to approach the capture station, for the’gat

es, these non-biometric factors will be the major limitations on system throughput.

plications will have different requirements on system throughput.

 may require a very high system throughput rate.

ication of the authentication failure rate for authorized users is most commonly expre
e acceptable level of FRR is greatly influenced by-the degree of inconvenience cause
. If, for example, a backup procedure is immediately available using an attendant (gu
a photo ID check, then relatively higher levels.of FRR may be acceptable. However, i
cess requires the denied user to traverse to.another entry point (possibly quite distat

iometric matching thresholds, but at the-expense of changes in FAR, so this should be
sed manner.

pjection rate bears an inverse(gelationship to the false acceptance rate. Figure 1 sk
[ the Detection Error Trade-off (DET) curve relationship between the false match rate
atch rate for two biometric-devices as the match/non-match decision threshold is cha
pose of this example, the false match and false non-match rates can be taken as synonyn
ccept and false reject rates respectively). Note that the scales are logarithmic and tha
atch rate is usuatly\much greater than the false match rate at the normal operating r
es. Over this range, the relationship between the false match and false non-match rat
rly linear (on‘a log/log scale) and the slope shows the degree of dependency; a shallow 3
at the false’non-match rate is relatively insensitive to changes in the false match rate.

operating range of the device usually corresponds to the shallow slope region of the
e the/false match rate is much lower than the false non-match rate. This is a desir

e, in an employee time and attendance system, the peak load at-the start and end of
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many applications, and it also enables the false match rate to be adjusted to meet var

ying

authentication assurance requirements with minimal impact on the false non-match rate. However,
it also means that if the false non-match rate is to be reduced to improve usability by adjusting the
decision threshold, this will likely incur a substantial increase in the false match rate.

Persistent false rejections will cause exception processes to be invoked. The occurrence of false
rejections is usually not uniformly distributed across the enrolee population. Typically, some enrolees
will be found to have relatively high rates of false rejection while others will have relatively low rates.
This can be for a number of reasons including the variation in the physical nature of their biometric
characteristics (e.g. clear, well delineated fingerprints vs. dry, indistinct fingerprints; clear fully exposed
irises vs. irises obscured by drooping eyelids, etc.) and the variation in presentation of the biometric
characteristics to the biometric capture device. Some subjects will be more careful and dependable
in presenting their characteristics than others. Training can often help to improve presentation but
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human factors such as personality and motivation will usually intervene to provide some variation in
human performance.

The occurrence of persistent false rejections added to those for failure to enrol instances will determine
the routine exception handling requirements. The total numbers will of course depend on the user
population size. Special factors may be present such as population age or disability that can give rise to
higher than normal usability problems, which in turn will affect the exception case volumes.

7.5 Ease of use at point of authentication

Ease of use is a critical consideration for biometric recognition factor selection, particularly from the

user
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failures to enrol and the enrolment effort. For examplesin a fingerprint system, allow for any

acceptance aspect. Biometric recognition factors should be as intuitive as possible,
iring extensive training or learned skills. The ergonomics of the installation should\ac
ange of the user population, e.g. multiple height or height adjusted face capture €amera

d on internationally-recognizable icons or symbols.

E
ct.

See also ISO/IEC/TR 24714-1:2008, 4.5.2.9 dealing with the ease of use of biometric sy{

Ease of use for enrolment

Iment in the biometric system should be easy both for the user being enrolled, as well as t
t. The time required to complete enrolment is often a nyajor driver in decisions to depla
onition factors. Enrolment policies that are flexible’ will be beneficial by reducing the

thereby not
commodate
5. When the
nt, possibly

tems for the

he enrolling
y biometric

number of
bne (or two)

fingér(s) to be sufficient for achieving enrolment, rathér than a strict “two index finger” requirement.

7.7 | Other aspects of usability

In agldition to the FRR level (specified above), other aspects of usability which can be specified in a

usalhility requirements description inclitde the following:

— pverage transaction duration;

— FTA;

— methods to reduce«FRR such as training, signage, subject feedback (at the sensof), ways to
encourage habituation;

— dynamic template updating;

— re-enrolmént of subjects (periodically or based on trend monitoring and detection ¢f high FRR
individuals).

8

requirements

8.1

Organization of requirements

The main reason for using authentication based on biometric recognition is sometimes related to
improving security, for example, to address a security problem with an existing authentication system,
although alternatively or additionally it could be to meet specific functional requirements of an
application or to improve its usability or the user experience. A clear understanding of the application
functionality requirements and the role that biometrics are to play will usually serve to establish the
security/usability priorities and to determine what are the performance parameters needed to satisfy
the requirements.
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The performance requirement specification can best be approached by individually addressing three
topics: matching performance, security related requirements, and usability related requirements.
The reason that matching performance is treated individually is that the two primary matching
performance metrics (FAR and FRR) address security and usability, and are coupled/related by the
matching threshold.

As in other fields, authentication security and usability requirements can often conflict and trade-offs
may be made to improve usability at the expense of security or vice-versa. However, it is important to
understand that authentication security and usability requirements should be determined separately
and independently by means of an application risk assessment and management process, and strict
limits or “bottom lines” established for security and usability. Trade-offs can then be applied to
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8.3 Stagq

Authenticat

optimum balance between security and usability but should never be used to underiine
curity and usability requirements. If it is not possible to achieve a suitable trade off'without
ng the essential requirements, this indicates that the proposed authentication selutipn is
irpose and that further measures are called for.

between identification and verification modes of operation wilk often be determjined
ality. If it is desirable for subjects to be authenticated without{them providing any prior
entity, or if it is necessary to be able to detect attempts by~dn individual to enrol their
haracteristics multiple times under different identities, then an identification mode of
5 called for, in the latter example at least for enrolmentZldentity mode operation places
b requirements on false match and false non-match performance parameters, which bedome
ly more stringent as the number of enrolees in the database increases. For large numbefrs of
is often limits the biometric modality chosen to a‘few highly discriminatory modalitieq and
nally need multiple distinct characteristics, e.g.‘multiple fingers, both irises, or a fusi¢n of
e modalities. Clearly such implementations will*bring with them cost and usability penalties.

le of
cing
tion

s with comparatively small numbers of enrolees can often utilize identification moc

rithout undue difficulty. This may be benéficial in simplifying operational use and enhan
ence, for example to obviate the €ed for subjects to present additional identific3
such as tokens and passwords when using the system.

ptric recognition systems n$e verification mode of operation where the subject clains a
ntity and presents their bigmetric characteristics for authentication. The acquired biomgtric
h is compared with the-biometric reference corresponding to the claimed identity apd a
h for
The authentication‘assurance for a verification mode decision is independent of the sire of
database which usually means that the biometric performance parameter requirement$ are
y reduced in.comparison with those that would be needed for identification mode operakion.

s of authentication

ien_systems typically have two distinct stages in their operation: an identity proofing Jtage

where the i

entity oI the subjectIs established and the subject1s enrollied 1n the system and an ide ltity

authentication stage where subjects are authenticated by reference to their previous enrolment. Identity
proofing is normally a one-off or occasional process, conducted prior to initial enrolment and if re-
enrolment is needed for any reason. Identity proofing and identity authentication are distinct activities
which may have different performance and usability requirements. With authentication systems based
on biometric recognition, this could involve different requirements for biometric modality, error rates,
and usability considerations. For example, assurance requirements around enrolment could dictate the
choice of modality and performance that would support the searching of a large enrolment database
to safeguard against multiple enrolment attempts. These requirements may be unnecessary for
subsequent identity authentication transactions. In such cases, an optimum solution might be to use two
biometric modalities for enrolment but only one of them for subsequent authentication transactions.
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8.4 Authentication assurance and standards

Authentication assurance is really shorthand for the reliance or assurance that can be placed in
the decision made by an authentication process. The final authentication decision is binary, i.e.
subject authenticated/not authenticated (although the authentication process might involve “fuzzy”
intermediate decisions, e.g. uncertain - refer to secondary authentication process). Here, we are not
concerned with the internal workings of the process.

Strictly authentication assurance has two components: (a) confidence that a positive authentication
decision is correct and (b) confidence that a negative authentication decision is correct. As commonly
used, authentication assurance refers to the reliability of the positive authentication decision, i.e.

subjkct authenticated, because the application is usually a logical or physical access contro
whefe the primary security failure is considered to be the admission of an impostor. Note, h
for Jome applications the reverse could be the case, where the failure to admit an authori
could be a security failure, e.g. a firefighter not admitted to a building to tackle a fite.

Authentication assurance is addressed by International Standards:

ISOAIEC 29115 specifies four authentication Levels of Assurance (LoA). THe*4 levels ranging
whi¢h represents a minimal confidence in the claimed or asserted identity of an entity proy
authentication decision, to LoA 4 which denotes a very high level of confidence. The Entity aut
assurance framework provides guidance on selecting an appropriate’LoA for an applicatior
risk[assessment process and the lifecycle management of authentication processes and aut
credentials. While the LoAs defined in ISO/IEC 29115 do not.address every conceivable 1
for authentication assurance, they are pitched to meet the majority of requirements in
appliications.
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[EC 29003 is a companion standard to ISO/IEC29115. As the title implies, it addresse
blishment and confirmation of identity of anyentity that takes place prior to the enr
stration of the entity into a system or application. Essentially, it handles the requiremen
entication assurance before the entity falls within the scope of the authentication assur{
rned by ISO/IEC 29115. ISO/IEC 29003 defines the identity proofing assurance requ
ion to the LoAs described in ISO/IE€29115.

cally, the identity proofing regquirements for an application will match the identity
irements for the application;i:e. the LoAs will be the same; however, there could be exc
e applications, it might/be necessary to achieve a high level of assurance at the identi
e, whereas for the subsequent day-to-day authentications the assurance requireme
r. This could be the‘case with large identity management systems where the esta
b” identity and thie integrity of the enrolment process and enrolment information are of
impgrtance, but where subsequent subject transactions have a low level of business risk and
lowgr level of aythentication assurance is adequate. In such cases, an optimum business sol
be t¢ impose-strict identity proofing requirements (which will likely be costly and time con
infr¢quent),xwhile easing the subsequent authentication assurance requirements for norma
tranjsactions with consequent cost savings and usability improvements.
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8.5 Application-specific performance considerations

8.5.1 Performance for business functionality

The first consideration should be the performance needed to provide the required authentication
functionality and maintain the basic operational viability of a business application. If an application
needs to be able to distinguish between individuals, the failure to do so will have business consequences.
Given that no authentication process will be 100 % reliable and that both increasing the reliability of
authentication and dealing with authentication failures will have risk, cost and resource implications,
a balance will need to be struck between the two conflicting factors in order to provide an optimum
solution from a business viewpoint. Proposed authentication implementation scenarios and associated
performance parameters will need to be tested against the business model to demonstrate financial
and functional viability, and revised as necessary. The development of a satisfactory business solution
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will provide basic figures for the performance requirements of the authentication element. In practice,
these performance figures will usually translate directly or indirectly into security and usability
considerations around the authentication process itself and in turn into technical performance

requirements for the authentication mechanisms.

8.5.2 Performance for identity proofing and enrolment

8.5.2.1 General

Identity prooflng and enrolment are part of the reglstratlon process for sub]ects who w1ll be authorlzed

to use an apt
to a given |
documents

] g ished
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entity proofing checks have established the identity of the subject and the subject is acce
nt and registration in the application, the enrolment process can take place. For biom
the subject presents their biometric characteristics and biometric sample data is acqu
metric capture station for subsequent enrolment. Typically, biographical identifica

will also be recorded alongside the biometric data)to identify the subject within
domain.

of the biometric data acquired during enrolment is important in determining the future
e of the biometric recognition system.[2]. €ducating users on the correct and consigtent

n of their biometric samples is recomménded. Good quality enrolment data will have a
ffect on usability by minimizing the future false rejection rate for the subject. Chedking
ct can verify successfully and easily-against their enrolled biometric reference data shiould

be a normal part of the enrolment process. Ifiverification proves difficult or unreliable, the enrolment

process shc
may be uns
procedure.
such that th
tend to be f

8.5.2.3 F;

It may be fg
This could
their biomse
biometric ¢

uld be repeated until reliablecverification is achieved. If this is not possible, the subject
uitable for biometric enrolmerit and will need to be dealt with by an exception handling
Good enrolment practices:can also improve FAR. An example of this is enrolling a fingerprint
e core and delta are captiired as opposed to the tip or edges of the fingerprint where there
bwer minutiae.

hilure to enrol@and exception handling

und that §éme subjects cannot be successfully enrolled in a biometric recognition sys
be because they lack the relevant biometric characteristic or because they cannot pre
tric characteristic to the capture device as a result of a disability or possibly because f
hatacteristic hes outside the range that is acceptable to the system. Such enrolment fai

will need t

taken to ensure that exception handhng procedures do not compromlse the authentlcatlon assurance
requirements for the application; otherwise exception handling may be targeted as an “easy option” by
impostors. The volume of exceptions can be gauged from the failure to enrol rate (FTE) performance
figure for the biometric enrolment system and the total number of subjects that the application will
handle. Note that FTE estimates based on other applications using similar enrolment equipment
should be treated with caution because enrolment failure often has demographic dependencies and
the demographics of the reference system may not be representative of those of the current system. In
practice, enrolment failures are often small in percentage terms and may well be zero for small systems.

8.5.2.4 Multiple enrolment check

In addition to the verification confirmation check during enrolment, some biometric enrolment systems
include a check using both the biographic and biometric data that there is not a match with a previously
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enrolled subject reference. A match could occur for one of two reasons: either the obvious case where
the same subject has previously enrolled under the same or a different identity or the case of an
apparent match which is in fact incorrect where the biometric recognition process has been unable to
distinguish between two (or more) different subjects.

The latter situation is the result of a false match error and will at least lead to the need for further
investigation and perhaps to difficulties for an innocent subject, both of which are undesirable outcomes.
In small-scale biometric systems (e.g. with fewer than 100 or 1 000 users), the likelihood of a false match
will depend on the false match rate (FMR) of the biometric recognition process and of course the number
of enrolees in the system. In order to check for multiple enrolment, the biometric recognition process
must operate in identification (1:N) mode, which has much more stringent performance requirements
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for one operating in verification (1:1) mode. The FMR figure needs to be approximately
ler than that for a verification mode operation for the same overall system false matchp
bre N is the number of enrolees). Where the number of enrolees is large, otherdaetors
idered. However, these are outside the scope of this Technical Report.

itiple enrolment check is also limited by the false non-match performange figure. In
match between a subject and a previous enrolment of the subject may be missed as :

ce than a subject seeking to enrol multiple times might escape detection by a multiple¢
k. If this looks poor, we could look at the figure the other way réuiid and note that therg
ability that an attempted multiple enrolment would be detected. This is likely to be 4
rrent to a would-be multiple enrolee. And of course thefe may be other non-biomet
Iment checks which would further lower the probability of success.

B Performance for identity verification

n operating in verification (1:1) mode, the subject makes a claim of identity (in som
h of identity could be made in regard to a subject by another person, e.g. a police offic
ther a suspect is a particular person). Thesbiometric sample acquired from the subject i
hst the previously enrolled biometric ‘reference corresponding to the claimed ide
'h/non match decision is declared, Fhe reliability of the decision is limited by the false

Irectly verified as a different'subject whereas a false non match error would mean th
d to be verified as him or herself. For most applications, these represent cases of false
false rejection respectjvely, the former normally being regarded as a security probl
r a usability problem. I’ verification mode, the error rates are not dependent on thq
lees so, generally, the.required FAR/FRR performance figures can be chosen independ

ility for the application and these are covered in more detail in the following sections.

Additional security related requirements

Hdition to the FAR level (specified above), other aspects of security which can be sp
rityrequirements description include the following:
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detection of physical attack/tampering;

— detection of non-zero effort imposter attacks using artefact and other suspicious presentation

detection (e.g. patterned contact lenses, disguises);
methods to mitigate attacks:

— limit the number of consecutive failed attempts (this can be done overtly, or by noti
monitoring agent to attempt to apprehend the attacker);
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— dynamic decision logic to require other authentication mechanisms after failure to match;

— adjustable threshold setting(s) for changes in the threat state (increased alert level).

8.7 Exception handling

Exception handling has already been mentioned previously in reference to accessibility and usability.
All authentication processes will be faced with the need to provide exception handling. People forget
their passes, tokens and passwords. They will not forget their biometric characteristics but they might
not be able to use them either permanently or temporarily. For these individuals, exception handling
procedures will be needed. The exact definition of what constitutes exception handling may vary from
one system| to another, e.g. if a user requires help to use an authentication system, is this exeeption
handling? Ror an authentication system using biometric recognition, the main performaneeg‘fagtors
contributing to exception handling are the failure to enrol rate, the persistent false rejection rate and
the temporary false rejection rate, these being multiplied by the population size and usagedfrequen¢y to
give volumgs. Given accurate performance figures and knowing the size of the user population and the
usage profile (uses per day by users), the total volume of exceptions should be a fairlystraightforward
calculation] Factoring in the usage/time profile will allow peak exception diandling rates tp be
estimated. In practice, there are difficulties. Until a system has been operating for some time, the a¢tual
performande figures will not be accurately known. The exception handling velume could be sensitiye to
the usage by a fairly small number of individuals which could cause theraté to fluctuate significgntly
as those subjects vary their usage and register for or leave the applidation. Early exception handling
volumes ar¢ likely to be above the settled rate because of user unfamiliarity problems and where large
numbers of subjects enrol over a short time period (e.g. on the jmitroduction of a new applicatign or
system). Thiis will need to be taken into account in the provisiord,of initial exception handling capability.

8.8 Multj-factor authentication

8.8.1 General

Multi-factor authentication can provide a number of benefits such as
— improved discrimination,

— improvements in accessibility,

— improvements in usability, and

— improvements in overall'security.

It should bg noted, howeéver, that using multiple factors does not mean that all of these improvements
can be obtdined simultaneously. For example, improved discrimination can be achieved by using|two
or more fagtors and_combining their outputs using a logical AND. In other words, a positive resultj will
be require from each factor to achieve a positive result overall This can, indeed, provide impr bved

a positive outcome, can prov1de improved accessibility but w1th a possible reduction in dlscrlmlnatlon

8.8.2 Improved discrimination

Combining multiple factors such as passwords and biometrics can increase the discrimination of
the overall authentication process with attendant gains in authentication assurance. For example, a
randomly chosen 4-digit PIN has the ability to discriminate between 104 states. This means that using a
single guess an attacker would have a 1 in 104 probability of defeating the system. Combining this with a
biometric recognition system with a false accept rate of 1 in 103 would reduce the probability of success
using a single imposter attempt to 1 in 107, an impressive gain. Obtaining the same improvement using
a PIN alone would incur the serious usability difficulty of needing to remember a more complex PIN.
There are two important caveats to note; firstly, the two factors should be completely independent and
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secondly, authentication should be a single indivisible process so that the factors cannot be attacked
individually and sequentially.

8.8.3 Improvements in accessibility

For subjects who are unable to use one authentication factor, a choice of authentication factors may
enable them to use the system and avoid the need for exception handling. This may be especially
useful when using biometric recognition where a choice of biometric characteristic for authentication
may allow the subject to access the system as a normal user where otherwise they might have to be
dealt with as an exception case. It could also be useful for subjects that, for example, have difficulty

Multi-factor authentication can offer usability benefits based on the idea that it,i§'often e
indiyidual to perform two or three simple tasks than one complex one. With single factor aut
achipving increased levels of authentication assurance is often accompaniéd, by usability
e.g. failure to remember long and complicated passwords; failure to be recognized by biomet
adjusted to give very low false accept rates. If a single authentication-factor can be rej
multi-factor authentication, the authentication assurance requirements can often be achiej
attendant usability difficulties because each factor can be applied'in‘its operational “sweet-

8.8.5 Improvements in overall security

All quthentication mechanisms have vulnerabilities whether technical, human or procedu
on g single factor for authentication fully exposes-the vulnerabilities of the mechanisn
Employing multi-factor authentication can provide protection against vulnerability explg
the yulnerabilities of the various factors lie in different areas and, used in combination, the
one factor can cover a weakness in another.

A

pas
can
if the password becomes known, to-an impostor, he/she still cannot succeed without also
vulnerability of the second factor, This raises the bar in terms of the effort and resources need
the quthentication process as a‘whole. For this reason, multi-factor authentication is often m
applications where higher‘levels of authentication assurance are necessary (see ISO 29115
LoA}4). Another example'is the potential spoofing vulnerability for biometrics which can b
employing a password-or token as an additional authentication factor alongside biometric re

ell-known human/procedural weakness of passwords is the tendency for users to
word down because of the difficulty in remembering them. This is an obvious vulner

Mult
am
som

i-factor authentication can give both breadth and depth to authentication assurance.
pans of breaking through the usual security vs. usability trade-off barrier. Howeve
b dowansides that need to be considered. Multi-factor authentication is likely to come
penalty injterms of hardware and software. The main cost will be in additional authenticat]
be they.biometric capture devices, card readers or password entry devices. And the need

asier for an
hentication,
difficulties,
ric systems
blaced with
red without
spot”.

iral. Relying
1 to attack.
its because
strength of

write their
ability that

pe and is exploited. The addition of a second factor such as biometrics or a token means that even

exploiting a
bd to exploit
andated for
; LoA 3 and
covered by
cognition.

It can offer
I, there are
with a cost
ion devices,
for subjects

to authenticate using multiple devices will likely reduce throughput tor the authenticat

1on process

where the authentication factors operate sequentially. The effect is difficult to quantify as it will be
implementation dependent. Where most of the time is taken with the subject approaching and exiting
the authentication station the throughput penalty may be small. If multiple actions can be performed
concurrently (e.g. for a face/iris dual-modality biometric system, acquiring the face image at the same
time as the iris image), the effect may be minimal.

8.9 Dealing with security and usability shortfalls

It may be found that a proposed authentication solution does not meet both the security and usability
requirements of an application. This points to a deficiency in the solution although there could be a
strong motivation in such cases to disregard the deficiency and to trade-off security in order to meet
the usability objectives (on the grounds that usability shortcomings cannot be hidden and will cause
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obvious operational problems while security shortcoming will only become apparent if a security
breach occurs and is subsequently detected). This is generally not an advisable course of action. The
right approach is to look again at the solution to see how the shortcomings may be overcome. For
example, a security shortfall in a biometric recognition process might be made up through the use of
multi-factor authentication so that the performance requirements on the biometric component can be
eased without compromising the overall authentication assurance. Alternatively, improvements in the
ergonomic design of the authentication stations may improve the usability without recourse to reducing
the security by choosing to use insecure decision thresholds for the biometric recognition.

Nevertheless, if a proposal is to be made to accept lower levels of security than that previously
determined and stated in the requirement, this should not be done without a full understanding and

assessment
have major
to be accep

8.10 Hypd

The follow

statements
the require
Access Cont
control poli
increased t

Lockoult (for anindividual user) after * consecutive failed transactions

of the potential business risks of such a course of action. A resulting security breach ¢
or disastrous consequences for a business and the responsibility for the decision will
ed at the highest level in the organization.

jthetical example of quantitative performance requirements

of biometric performance requirements (represented by * in theltext below, or *1, *2 w
ment specifies two performance values). For this example; the application is Phy|
rol (as in 9.3) using a single sample biometric capture devide (ho fusion) and with an ag
cy of 3 attempts per transaction. The system design includes a provision for adjusting t
hreat level.

ction FAR (for zero-effort imposters) < *%
tion FRR @ FAR of *1% < *2%
single attempt) < *%

h Threat status, FAR < *1% and FRR < *>,%
(attack presentation classification error rate) of *% at an attack potential of medium
(normal presentation classification error rate) of *%

iny attempt with/a perfect match (as indication of a systematic attack)

koutte remain in effect for * minutes

ould
heed

ng hypothetical example is provided to illustrate how the concepts”discussed edrlier
in this Teclnical Report can be formulated into sufficiently detailed and, inf‘'some cases, nume

rical
here
sical
cess
oan

Kotit applies to all entry points

%

Average transaction time, * seconds

Transaction level FTA < *%

experiencing > *1% false rejections (using a moving average over the last *; transactions)

MATCHING
a) Transa
b) Transa
c) FNMR
d) For Hig
SECURITY:
a) APCER
b) NPCER
c) Reject3
d)

1) Lo

2) Lo
e) FTE<*
USABILITY:
a)
b)
c)
d)

FTA)
26

Individual transaction FRR trend analysis, to detect and require re-enrollment for individuals

Feedback (aural or visual) to subjects when improper biometric presentation is detected (to reduce
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9 Use cases

9.1 General

The following use cases outline requirements - operational business, technical, biometric system, and
usability - for representative biometric applications.

9.2 Time and attendance

a) Operational business requirements

1) Deter labour fraud

) Accurate labour accounting (non-repudiation)
3) Unattended operation

b) [Technical requirements

1) Very high availability

) Operability in target environment

3) Operates in verification mode utilizing a claim of identity (e.g. employee number, read ID badge,
etc)

c) [Biometric system requirements
1) High biometric throughput (especially impertant if shift-labour)

) Very low false rejection rate (acknowledging trade-off with an increase in false ac¢epts due to
the low risk/consequence of error)

B) Very low failure to enrol (secandary procedures for those who do fail to enrol)
d) Usability requirements

1) Biometric modality~selection based on the specific workforce characteristi¢s (e.g. not
fingerprints for stoneworker/construction)

) Biometric deyicepositioning tailored to the workforce and supportive of high system|throughput

B) Intuitivewsage with little training

9.3 | Physical access control

a) [perational business requirements

1) Protect assets within access controlled areas from intruders with malicious intent
2) Allow access to authorized individuals
3) Prohibit access for unauthorized individuals
4) Deter intrusion attempts
b) Technical requirements
1) Detectintrusion attempts and annunciate an alarm

2) Operability in target environment
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d)

3)

4)

Au
i)

thenticate users at the time and point of access

May involve multiple factors, including biometrics

ii) Check status of users authority/privilege (including lost/uncontrolled ID tokens,

revoked privilege)

Operates (usually) in verification mode utilizing a claim of identity (e.g. read from token/ID
badge)

Biometric system requirements

Bigmetric throughput requirement based on specific conditions

Loy false accept rate against zero-effort impostors

thd biometric information)

Comtrolled (and monitored) false rejection rate (acknowledging trade-off with false accep
thrjesholds are varied)

Loy failure to enrol (secondary procedures for those-who do fail to enrol)

cotppromised biometric data

Bigmetric modality selection based on the specific site (or individual access p
chgracteristics

Potential need for non-centact biometric devices in applications with a high degrs
hygiene concern

1)
i)
ii)
2)
3) De
4)
5)
6) Dy
7) Re
Usabili
1)
2)
3) Ac
i)
i)

iii)

High volume access points dictate more emphasis on high system throughput

false accept rate

ect non-zero-effort imposter and other forms of intrusion attempts (or attack modes y

hamic template updating to account for characteristic aging

enrolment of authorized users with evidence of (1) repeated failures to verify of

y requirements

ommodate thesrange of users in the population considering:
Age
Anthropometrics

Risabilities

Elevated security access points may warrant trade-off of biometric throughput for lower

sing

LS as

(2)

bint)

e of

9.4 Computer sign-on

a)

b)

28

Operational business requirements

1) Protectinformation assets within computer or network or enterprise

2) Allow sign-on/access to authorized individuals

3) Prohibit sign-on/access for unauthorized individuals

Technical requirements

1) Detectintrusion attempts and disable access when repeated attempts exceed policy threshold
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b)

2)

3)

ISO/IEC TR 2915

Authenticate users at the time and point of access
i) May involve multiple factors, including biometrics

ii) Check status of user’s authority/privilege (including lost/uncontrolled ID toke
privilege, specific access authority to networks, applications, etc.)

Periodically re-authenticate users
i) To control access to specific information/application based on sensitivity (or ne

ii) To confirm the continued presence of the individual previously verified

6:2015(E)

ns, revoked

ed to know)

4)

1)
)

B)

4)
b)

b)
/)

1)
)

Biometric system requirements

Usability requirements

Remote authentication

Operates (usually) in verification mode utilizing a claim of identity (e.g. readrre
badge)

Low false accept rate against zero-effort impostors

Detect non-zero-effort imposter and other forms of intrusion attempts (or attack n
the biometric information or result)

Controlled (and monitored) false rejection rate (acknowledging trade-off with fals
thresholds are varied)

Low failure to enrol (secondary procedures for thdse who do fail to enrol)
Modality selection may be driven by IT infrastruicture

i) Workstation/terminal may be equipped with built-in fingerprint sensor or
microphone, requiring no biometric device add-ons

ii) Installation of peripheral devicés (e.g. USB fingerprint reader) or client softw
allowed (or prohibited)

Re-enrolment of authorized users with evidence of repeated failures to verify

Time to sign-on is typically not the driving requirement

For shared use/devices, common biometric sensing may be most practical and affor

For personal-use workstation/PC, the modality or specific authentication appra
suited<¢o the individual (affordance)

m token/ID

hodes using

P accepts as

webcam or

are may be

dable

ach can be

1y
2)
3)

perational business requirements

Protect against unauthorized remote transactions utilizing public networks
Allow sign-on/access to authorized individuals

Prohibit sign-on/access for unauthorized individuals

Technical requirements

1)
2)

Remote verification of user’s claim of identity

Resistance to eavesdroppers
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3) Operates (usually) in verification mode utilizing a claim of identity (e.g. password, account
number, etc.)

c) Biometric system requirements

1) Utilize existing infrastructure (e.g. voice with cell phone, camera embedded on portable
multifunction device, etc.)

2) Enable remote enrolment and centralized enrolment data storage

d) Usability requirements

1) Lil]:ited consideration based on use of personal devices

2) Suitable for the environment that the user will be exposed to
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Annex A
(informative)

Risk assessment

Analysis of risk and security requirements

larify the security requirements, this Annex first describes the scope of the gtide
1ssing the risks, we will calculate FAR in consideration of the following two viewpoints

ncceptable risk;

Security level.

Scope of the guidelines

n estimating the permissible FAR for an authentication systeém, the guidelines here of]
-effort impostor attempts (in which impostors submit their own biometric characte
were attempting successful verification against their,ewn templates, but the compari

resenting a faked biometric feature of an enrolléd person is excluded. For example, th
5 are also excluded:

MPLE

A 2D facial authentication system accepts d‘photo image of an enrolled person;

A voice authentication system accepts.aitecorded voice of an enrolled person;

A fingerprint authentication system-accepts a faked rubber fingerprint or a severed finger of an enr

e problems are closely related to the vulnerability of biometric recognition as an aut
hanism, and the common' concept of FAR is not applicable in most cases. Vendors sh

Assessing risks

1 Extraction of threats and analysis of their generation probability

threats to authentication are clarified for some of the use cases described in Clause 9.

lines. After

Ily consider
ristics as if
son is made

hst the templates of other users). In other words, therisk of an impostor attempting an illegal access

e following

olled person.

hentication
buld inform

s of such vulnerability, and users should request that vendors disclose information on viilnerability.

A.3.1.1 Physical access control

The

following threats exist during authentication in the physical access control use case.

a) Unauthorized access to/extraction of/use of contents of a store for valuables by an unauthorized

person

1) Unauthorized access/extraction/use due to false acceptance by the authentication system

2) Unauthorized access/extraction/use via tampering with the authentication system

NOTE1  Measures for preventing intrusion/extraction (Figure A.1) via a channel other than that protected

by the authentication system are needed.
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NOTE 2

Some applications may require measures to prevent unauthorized access/extraction/use

person accompanying an authorized person.

b) Access to a protected space denied to an authorized person

1) Access denied due to false rejection by the authentication system

2) Destruction of the authentication system or access control device by a third party

by a

NOTE3 T
meet is 1la -
who attemp
of intruding
vulnerable t
by false accg

affected by fplse acceptance. This Technical-Report only discusses threats to authentication based on biom

recognition,

EXAMPLE

access if secyirity loopholes around-stairways or balconies are present.

The overall

Protected area

?7 threat {Jz
¥

Loophole

Figure A.1 — Intrusion via [oophole

he threat directly related to the performancerrequirements that the authentication system h
s to escape with valuables following unauthorized access. Because impostors use various m
into a storage for valuables, the probability of 1a varies according to their methods. If the syst
the threats described in 1b, Notes I~and 2, then the system is less susceptible to the threats ca
ptance in 1a. On the other hand;'if the system is resistant to those threats, it is more likely

but other threats should be'taken into account when considering the total system design.

With respect to entry control in a complex, an intruder may use an emergency stairway for

threat generation probability may be considered similar to crime rate (theft, hijackin,

burglary).
based on t
access con
thus the pr

NOTE4 1

is thus pessible to estimate the probability of 1a as part of the overall probability
e difficulty of intrusion, extraction, and use of 1b and Notes 1 and 2. In the case of phy
ol medels, authentication is confirmed in the boundary area of the protected space
bability of unauthorized access via 1b may be regarded as low.

as to

Unauthorized access due to false acceptatice. The threat of 1 is fraud by a malicious third party

eans
bm is
used
o be
etric

easy

o, or
of 1,
sical
and

CCess

is overseen and confirmed by security personnel), clarify the threat generation probability for the restricted
users; this probability might be lower than the average crime rate.

A3.1.2 E-

authentication

The following threats exist during authentication in the e-authentication use case.

a) Unauthorized access to a storage for valuables by unauthorized persons

1) Unauthorized access due to false acceptance by the authentication system

2) Unauthorized access through tampering with the authentication system

NOTE 1

32

Measures to prevent unauthorized access via security loopholes are required.
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