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Foreword

2022(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

Th

acpordance with the editorial rules of the ISO/IEC Directives, Part 2 (see www.iso-0rg/dir
wyww.iec.ch/members_experts/refdocs).

e procedures used to develop this document and those intended for its further ma

ntenance

arg described in the ISO/IEC Directives, Part 1. In particular, the different approvgli criteria
needed for the different types of document should be noted. This document-was

afted in
bctives or

Atfention is drawn to the possibility that some of the elements of this doCiiment may be the subject

of
rig
In

list of patent declarations received (see https://patents.iec.ch).

Ar

copstitute an endorsement.

F

expressions related to conformity assessment, as_well as information about ISO's adh

th

patent rights. ISO and IEC shall not be held responsible for identifying any or all su
hts. Details of any patent rights identified during the development 6f the document will
roduction and/or on the ISO list of patent declarations received (see www.iso.org/patents)

y trade name used in this document is information given-for'the convenience of users ang

an explanation of the voluntary nature of standards, the meaning of ISO specific t

World Trade Organization (WTO) principles in the Technical Barriers to Trade (

www.iso.org/iso/foreword.html. In the IEC, see www.iec.ch/understanding-standards.

T
S

A

Ar
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is document was prepared by Joint Techinical Committee ISO/IEC JTC 1, Information t
committee SC 7, Software and systems, engineering.

ist of all parts in the ISO/IEC/IEEE 29119 series can be found on the ISO and IEC websites.

y feedback or questions oni_this document should be directed to the user’s national j§

ww.iec.ch/national-committees.

ch patent
be in the
pr the IEC

does not

brms and
brence to
TBT) see

pchnology,

tandards

dy. A complete listing.sof these bodies can be found at www.iso.org/members.html and
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Introduction

This document provides an overview of the topics of biometric systems and software testing and their
standardization. It describes how to apply the ISO/IEC/IEEE 29119 series of software testing standards
to the testing of both pure biometric systems and more extensive systems that include biometric
subsystems.

It includes information on the creation of a risk-based test strategy that addresses the full range of
quality characteristics for a system (i.e. not restricted or focused solely on those quality characteristics

covered hy-bionre e sl performancete

This docyment includes mappings between the documentation requirements of:
— ISO/IEC 19795-1

— ISO/IEC 19795-2

— ISO/IEC 19795-6

and the s¢ftware test documentation defined by ISO/IEC/IEEE 29119-3.

It providgs mappings between the ISO/IEC/IEEE 29119 series and the following standards defining the
testing of|lbiometric systems:

— 1SO/IEC 19795-1
— 1SO/IEC 19795-2
— ISO/IEC 19795-4
— 1SO/IEC 19795-6
— ISO/IEC 19795-7
— ISO/IEC TS 19795-9
— 1SO/IEC 29109-1

The standards covering the evalyation and testing of biometric systems (e.g. the ISO/IEC 19795 serigs)
are writteén from the perspective'of an expert in biometric systems, are focused on technical biometfic
performance testing (i.e. error rates and throughput rates) based on dynamic testing and do not
explicitly|use a risk-based approach to the testing, as required by the ISO/IEC/IEEE 29119 series|of
software ftesting standards.

This docuyment has beéen created to provide support to software testers who are inexperienced in testing
biometrid systenis.) It lists the most relevant biometric standards for software testers of biometfic
systems. [t provides information on performing systematic software testing (static and dynamic)|of
biometrid systems using a risk-based approach in conformance with the ISO/IEC/IEEE 29119 serjes
of softwdrertesting andard he mappings also show how conformance with the mao napular
biometric testing standards maps to the requirements of the ISO/IEC/IEEE 29119 series. This document
also provides useful information for biometrics experts, who want to test a complete biometric system
using a risk-based approach in conformance with the ISO/IEC/IEEE 29119 series of software testing
standards.

As a Technical Report, this document contains data of a different kind from that normally published as
an International Standard or Technical Specification, such as data on the “state of the art”.
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TECHNICAL REPORT

ISO/IEC TR 29119-13:

2022(E)

Software and systems engineering — Software testing —

Part 13:
Using the ISO/IEC/IEEE 29119 series in the testing of
biometric systems

Th

2
Th

is document:

ere are no normative references in this document.

Scope

gives information for software testers for the systematic, risk-based testing of biometri
and larger systems which include biometric subsystems;

establishes the importance of both biometric standards and $oftware testing stand
provides overviews of both areas and their standardization;

C systems

ards and

specifies the most important biometric standards for software testers of biometric systemms;

provides information for software testers who wish te-tonform to both the relevant b
standards and the ISO/IEC/IEEE 29119 series of soft@ware testing standards by providing
between the two sets of standards;

is not limited to the testing of the technical performance of biometric systems in term|
rates and throughput rates, but instead¢covers the testing of the full range of releva
characteristics, such as reliability, availability, maintainability, security, conformance,
human factors, and privacy regulation'compliance;

gives information on applying a risk-based testing approach to the testing of biometric sys
covers the full range of productand project risks;

iometrics
mappings

5 of error
1t quality
usability,

tems that

provides testers with an example set of product and project risks associated with biometric systems

along with suggestions\on how these risks can be treated as part of a risk-based appro
testing;

includes mappings between the documentation requirements of ISO/IEC 19795-1, ISO/IE
and ISO/IEC 19795-6 and the software test documentation defined by ISO/IEC/IEEE 2911

Normative references

hich to the

C 19795-2
9-3.

3

Terms, definitions and abbreviated terms

3.1 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

[SO and IEC maintain terminology databases for use in standardization at the following addresses:

ISO Online browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available at https://www.electropedia.org/

© ISO/IEC 2022 - All rights reserved
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3.1.1

biometric characteristic

biological and behavioural characteristic of an individual from which distinguishing, repeatable
biometric features (3.1.3) can be extracted for the purpose of biometric recognition (3.1.6)

EXAMPLE Galton ridge structure, face topography, facial skin texture, hand topography, finger topography,
iris structure, vein structure of the hand, ridge structure of the palm, retinal pattern, handwritten signature
dynamics, etc.

[SOURCE: ISO/IEC 2382-37:2022, 37.01.02, modified — The deprecated term has been removed.]

3.1.2
biometrig data
biometric[sample (3.1.9) or aggregation of biometric samples at any stage of processing

EXAMPLE Biometric reference (3.1.7), biometric probe (3.1.5), biometric feature (3.1.3) or biometric propeity.

Note 1 to|entry: Biometric data need not be attributable to a specific individual, e.g. Universal Background
Models.

[SOURCE{ISO/IEC 2382-37:2022, 37.03.06]

3.1.3
biometrif feature
number of label extracted from biometric samples (3.1.9) and used for.comparison (3.1.14)

[SOURCE{ISO/IEC 2382-37:2022, 37.03.11, modified — Notes to ehtry have been removed.]

3.1.4
biometrif identification
process of searching against a biometric enrolment database to find and return the biometric reference
(3.1.7) idé¢ntifier(s) attributable to a single individual

[SOURCE{ISO/IEC 2382-37:2022, 37.08.02, modified — Note 1 to entry has been removed.]

3.1.5
biometrig probe
biometrid query

biometric[sample (3.1.9) or biometric\feature (3.1.3) set input to an algorithm for biometric comparigon
(3.1.14) tg a biometric reference(s).(8.1.7)

Note 1 to ¢ntry: In some comp@arisons, a biometric reference can be used as the subject of the comparison wjth
other bionetric references,er.incoming biometric samples used as the objects of the comparisons. For example,
in a duplicpte enrolment cheek, a biometric reference will be used as the subject for comparisons against all other
biometric feferences in‘the database.

Note 2 to gntry: Typically in a biometric comparison process, incoming biometric samples serve as the subject of
comparisons against objects stored as biometric references in a database.

[SOURCE.LISO/IEC 2382-37:2022, 37.03.14, modified — "biometric query” has been changed from a
preferred term to an admitted term.]

3.1.6

biometric recognition

biometrics

automated recognition of individuals based on their biological and behavioural characteristics

Note 1 to entry: Biometric recognition encompasses biometric verification (3.1.12) and biometric identification
(3.1.4).

Note 2 to entry: Automated recognition implies that a machine-based system is used for the recognition either
for the full process or assisted by a human being.

2 © ISO/IEC 2022 - All rights reserved
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[SOURCE: ISO/IEC 2382-37:2022, 37.01.03, modified — The original notes 1, 2, 5 and 6 to entry have
been removed; notes 3 and 4 to entry have been renumbered as notes 1 and 2 to entry.]

3.1.7

biometric reference

one or more stored biometric samples (3.1.9), biometric templates (3.1.11) or biometric models attributed
to a biometric data (3.1.2) subject and used as the object of biometric comparison (3.1.14)

EXAMPLE Face image stored digitally on a passport, fingerprint minutiae template on a National ID card or
Gaussian Mixture Model for speaker recognition, in a database.

Ngte 1 to entry: A biometric reference may be created with implicit or explicit use of auxiliary data, such as
Unliversal Background Models.

Ngte 2 to entry: The subject/object labelling in a comparison can be arbitrary. In some comparisons, d biometric
reference can potentially be used as the subject of the comparison with other biometric references of incoming
samples and input to an biometric algorithm for comparison. For example, in a duplicate enrolnpent check
a hiometric reference will be used as the subject for comparison against all other hiometric refer;ﬁces in the
dafabase.

[SPURCE: ISO/IEC 2382-37:2022, 37.03.16]

3.1.8
bipmetric reference adaptation
automatic incremental updating of a biometric reference (3.1.7)

Ndte 1 to entry: Biometric reference adaptation can be used to-improve performance (e.g. adapting th¢ reference
to [take account of variability of an individual's biometrie’chdracteristics (3.1.1) and to mitigate performance
depradation (e.g. due to changes in biometric characteristi¢s over time).

[SPURCE: ISO/IEC 2382-37:2022, 37.05.05]

3.19

bipmetric sample
anjalogue or digital representation of hiometric characteristics (3.1.1) prior to biometric featyre (3.1.3)
exfraction

EXIAMPLE A record containing the image of a finger is a biometric sample.
[SDURCE: ISO/IEC 2382-37:2022, 37.03.21]

3.1.10

bipmetric system
syptem for the putpose of the biometric recognition (3.1.6) of individuals based on their behavjoural and
biglogical characteristics

[SDURCE: ISO/IEC 2382-37:2022, 37.02.03, modified — Note 1 to entry has been removed.]

311

bipmetric template

reference biometric feature set

set of stored biometric features (3.1.3) comparable directly to a biometric probe (3.1.5)

EXAMPLE A record containing a set of finger minutiae is a biometric template.

Note 1 to entry: A biometric reference (3.1.7) consisting of an image, or other captured biometric sample (3.1.13),
in its original, enhanced or compressed form, is not a biometric template.

Note 2 to entry: The biometric features are not considered to be a biometric template unless they are stored for
reference.

[SOURCE: ISO/IEC 2382-37:2022, 37.03.22, modified — "reference biometric feature set" has been
changed from a preferred term to an admitted term.]
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3.1.12
biometri

TR 29119-13:2022(E)

c verification

DEPRECATED: authentication

process o

f confirming a biometric claim through comparison (3.1.14)

[SOURCE: ISO/IEC 2382-37:2022, 37.08.03, modified — Notes to entry have been removed; the
deprecated term has been added.]

3.1.13

captured biometric sample

DEPRECAHED

uuuuu hicaraateio coaia]

biometric
[SOURCE;
3.1.14

T Tavy oroTmcTrICSaTpTo

sample (3.1.9) resulting from a biometric capture process

ISO/IEC 2382-37:2022, 37.03.25]

comparison
DEPRECATED: match
DEPRECATED: matching

estimatio|

I, calculation or measurement of similarity or dissimilarity betweenbiometric probe(s) (3.1

and biometric reference(s) (3.1.7)

[SOURCE;

3.1.15
decision

ISO/IEC 2382-37:2022, 37.05.07]

policy

one or m];fe rules used to determine whether a biometric cgmparison (3.1.14) results in a positive

negative

Note 1 to
match.

3.1.16

atch

entry: The decision policy often includes a threshold above which a comparison score is considere

detection error trade-off

DET

relationship between false-negative and false-positive errors of a binary classification system as t
discrimination threshold varies

Note 1 to gntry: The DET may be represented as a DET table or a DET plot.

Note 2 to
document

[SOURCE]{
3.1.17

entry: The receiver«eperating characteristic (ROC) curve was used in the previous edition of t
The ROC is unified with the DET.

ISO/IEC 19795:1:2021, 3.28]

failure tq acquire

FTA

5)

or

1 a

he

his

failure td_accept for subsequent comparison (31 14) the hiometric sample (319) of the biomef]

characteristic (3.1.1) of interest output from the biometric capture process

ric

Note 1 to entry: Acceptance of the output of a biometric capture process for subsequent comparison will depend

on policy.

Note 2 to entry: Possible causes of failure to acquire include failure to capture (3.1.19), failure to extract, poor
biometric sample quality, algorithmic deficiencies and biometric characteristics outside the range of the system.

[SOURCE:

ISO/IEC 2382-37:2022, 37.09.03]
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3.1.18
failure-to-acquire rate
FTAR

proportion of a specified set of biometric acquisition processes that were failures to acquire (3.1.17)

2022(E)

Note 1 to entry: The results of the biometric acquisition processes may be biometric probes (3.1.5) or biometric
references (3.1.7).

Note 2 to entry: The experimenter specifies which biometric probe (or biometric reference) acquisitions are in
the set, as well as the criteria for deeming a biometric acquisition process has failed.

ac
[S

3.
fa
F1
fai
ch

No

Po
ca

[S

3.
fa
FTi
faj
in

No

fa
F
pr
(3]

No
va

No
bid

Nite 3 to entry: The proportion is the number of processes that failed divided by the total numbero

J.21

uisition processes within the specified set.
DURCE: ISO/IEC 2382-37:2022, 37.09.04]

.19

lure to capture
C
lure of the biometric capture process to produce a captured biometricsample (3.1.13) of the
nracteristic (3.1.1) of interest

te 1 to entry: The decision as to whether or not a biometric samplé/hds been captured depends
icy. For example, one system can use a low-quality fingerprint whereas another can declare it g
bture.

DURCE: ISO/IEC 2382-37:2022, 37.09.05]

.20

lure to enrol

E

lure to create and store a biometric enrolment data record for an eligible biometric captu
accordance with a biometric enrolmentpolicy

te 1 to entry: Not enrolling someone ingligible to enrol is not a failure to enrol.

DURCE: ISO/IEC 2382-37:2022,37.09.06]

lure-to-enrol rate

ER

pportion of a specified set of biometric enrolment transactions that resulted in a failur
1.20)

te 1 to entry; Basing the denominator on the number of biometric enrolment transactions can result
ue than basing it on the number of biometric capture subjects.

te 2 o entry: If the FTER is to measure solely transactions that fail to complete due to quality of the
ntetric data (3.1.2), the denominator should not include transactions that fail due to non-biometj

biometric

biometric

on system
failure to

e subject

b to enrol

in a higher

submitted
ic reasons

(i.

Iacl of aliagibhilityy duo +0 aga o otz o chin)
—1oe TCIrSToTITEy - trorC oo g o CrerZ e ST Pyt

[SOURCE: ISO/IEC 2382-37:2022, 37.09.07]

3.1.22

false accept rate

FAR

proportion of verification transactions with false biometric claims erroneously accepted

[SOURCE: ISO/IEC 19795-1:2021, 3.21]
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3.1.23

false match

comparison (3.1.14) decision of a match for a biometric probe (3.1.5) and a biometric reference (3.1.7)
that are from different biometric capture subjects

Note 1 to entry: It is recognized that this definition considers the false match at the subject level only, and not at
the biometric characteristic (3.1.1) level. Sometimes a comparison can be made between a biometric probe and
a biometric reference from different biometric characteristics of a single biometric capture subject. In some of
these cases, for example, when comparing Galton ridges of different fingers of the same biometric data (3.1.2)
subject, a comparison decision of match can be considered to be an error. In other cases, for example when
comparinga miqprnnmmrpd pnqq-phmqp in fext—dppphdpn‘r qppakpr recognition a comparison decision of match
can be conisidered to be correct.

[SOURCE{ISO/IEC 2382-37:2022, 37.09.08]

3.1.24
false match rate
FMR
proportign of the completed biometric non-mated comparison (3.1.14) trials that result in a false mafch
(3.1.23)

Note 1 to gntry: The value computed for the false match rate depends on thresholds; and other parameters of {he
comparison process, and the protocol defining the biometric non-mated compatiSen trials.

Note 2 to gntry: Comparisons between the following require proper consideration (see ISO/IEC 19795-1):
— identikal twins;

— differpnt, but related biometric characteristics (3.1.1) from the ‘same individual, such as left and right-hand
topogjraphy.

Note 3 to gntry: “Completed” refers to the computational precesses required to make a comparison decision, |.e.
failures to|decide are excluded.

[SOURCE{ISO/IEC 2382-37:2022, 37.09.09]

3.1.25
false-negative identification rate
FNIR
FNIR(N, R, T)
proportidn of a specified set of identification transactions (3.1.30) by capture subjects enrolled in the
system for which the subject’sicorrect reference identifier is not among those returned

Note 1 to gntry: The false-negative identification rate can be expressed as a function of N, the number of enroleles,
and of parpmeters of the\identification process where only candidates up to rank R, and with a candidate sc¢re
greater thain threshold“F are returned to the candidate list.

[SOURCE{ISOAEC 19795-1:2021, 3.22, modified — "FNIR(N, R, T)" has been changed from a preferred
term to ap admitted term.]

3.1.26

false non-match

comparison (3.1.14) decision of non-match for a biometric probe (3.1.5) and a biometric reference (3.1.7)
that are from the same biometric capture subject and of the same biometric characteristic (3.1.1)

Note 1 to entry: There can need to be consideration on how much non-conformance to system policy on the part
of the biometric capture subject is tolerated before the biometric probe and the biometric reference are deemed
to be of different biometric characteristics.

[SOURCE: ISO/IEC 2382-37:2022, 37.09.10]
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3.1.27
false non-match rate
FNMR
proportion of the completed biometric mated comparison (3.1.14) trials that result in a false non-match
(3.1.26)

2022(E)

Note 1 to entry: The value computed for the false non-match rate will depend on thresholds, and other parameters
of the comparison process, and the protocol defining the biometric mated comparison trials.

Note 2 to entry: “Completed” refers to the computational processes required to make a comparison decision, i.e.

fai

nres to decide are excluded

[S

3.
fa
FH
FF
pr
an

No
idg
th

DURCE: ISO/IEC 2382-37:2022, 37.09.11]

.28

se-positive identification rate

IR

IR(N, T)

pportion of identification transactions (3.1.30) by capture subjects not enrolled in the syste
identifier is returned

te 1 to entry: The false-positive identification rate can be expresséd jas a function of paramef
ntification process for returning matched reference identifiers including comparison score threshd
e number of enrolees in the system (N).

m, where

ers of the
Id (T), and

[SPURCE: ISO/IEC 19795-1:2021, 3.23, modified — "FPIR(N, T)" has been changed from a [preferred
term to an admitted term; the original notes 1 and 2 tolentry have been replaced by a new|note 1 to
enftry.]

3.1.29

false reject rate

FRR

prpportion of verification transactions with true biometric claims erroneously rejected

[SPURCE: ISO/IEC 19795-1:2021, 3.20}

3.1.30

identification transaction

sefjuence of one or moreccapture attempts and biometric searches to find and return the|biometric
reference (3.1.7) identifier(s) attributable to a single individual

[SPURCE: ISO/IEC 19795-1:2021, 3.10]

3.1.31

myilti-modal’biometric system

biometric.System (3.1.10) based on multiple biometric characteristics (3.1.1)

3.1.32

throughput rate

number of subjects that can be processed by a biometric system (3.1.10) per unit time

Note 1 to entry: The throughput rate is dependent on both the system characteristics and those of the subjects.

3.2 Abbreviated terms

API application programming interface
BIT built-in test
BDIR biometric data interchange record
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CPU
CMC
DAC
DET
EQ
FAR
FAS
FIF
FTA
FTAR
FTC
FTE
FTER
FMR
FNIR
FNMR
FPIR
FRR
GDPR
GFAR
GFRR
GT
GTE
HTER
IBDR
ICAO
IEEE
INC
LT
LTE
MO

central processing unit
cumulative match characteristic
digital-to-analogue converter
detection error trade-off

equal

false-aceeptrate

failure at source

fusion information format
failure to acquire
failure-to-acquire rate

failure to capture

failure to enrol

failure-to-enrol rate

false match rate

false-negative identification rate
false non-match rate
false-positive identification rate
false reject rate

General Data Protection Regulation
generalized false aceeptrate
generalized falseréject rate
greater thdn

greatérthan or equal

halftotal error rate

input biometric data record

International Civil Aviation Organization
Institute of Electrical and Electronics Engineers
incremental

less than

less than or equal

member of
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MRP machine-readable passport

NEQ not-equal

0S operating system

RACI responsible, accountable, consulted, and informed
RAM random access memory

RBF risk-based-testing

ROC receiver operating characteristic

ROM read-only memory

4 Introduction to biometrics

4.1 Biometrics overview
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.2 Standardization and-biometrics

bmetric systems are used to recognize people based on théir, physiological and/or be
aracteristics. A key benefit is that the user does not have te,carry a token of their identi
entity card), which can be lost or stolen, or remember on€-0r more passwords, as their ids
recognized from their in-built traits. Example biometric‘characteristics used by biometri
flude, among others: fingerprints, faces, hands, retinasj.and voices.

bmetric systems and biometric subsystems withinlarger systems are becoming more prey
tical to people’s daily lives. These systems aré.wused to recognize people in a range of cont
border management, voter authentication,law enforcement, and access to a variety of en
mputer systems, personal devices, and physical areas, such as buildings and entertainment

nex A provides a brief introduction.te biometrics for those new to the field (e.g. testers
en asked to test their first biometticsystem or system including a biometric subsystem).

.1 Introduction to.standardization of biometrics

indardization aims“to promote innovation, help improve system quality, and ensure u{

havioural
y (e.g. an
bntity can
C systems

alent and
pxts, such
Lities (e.g.
events).

who have

er safety,

while creating a fair and open industry ecosystem. Biometric standardization occurs at varigus levels,

in

fluding:
international standards organizations;

regional standards organizations;

national standards;

other standards organizations.

Under Joint Technical Committee 1 (JTC 1) of ISO and IEC, Subcommittee 37 (SC 37) is specifically
responsible for biometrics standards, although biometric systems are also covered by other ISO/IEC
committees and groups, such as SC 17 (Cards and security devices for personal identification) and SC 27
(Information security, cybersecurity and privacy protection).

4.2.2 1SO/IECJTC 1/SC 37 (biometrics)

ISO/IEC JTC 1/SC 37 covers the standardization of generic biometric technologies pertaining to human
beings to support interoperability and data interchange among applications and systems. Generic
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human biometric standards include common file frameworks; biometric application programming
interfaces; biometric data interchange formats; related biometric profiles; application of evaluation
criteria to biometric technologies; methodologies for performance testing and reporting and cross
jurisdictional and societal aspects.

4.2.3 ISO/IECJTC1/SC37/WG 5 (biometrics and testing)

ISO/IEC JTC 1/SC 37 Working Group 5 (WG 5) covers the standardization of biometric testing and
reporting.

Annex B provides descriptions of standards related to the testing oI biometric systems.

5 Intrgduction to software testing

5.1 Software testing in context

Software|testing has been a fundamental part of software development since well before life cyfle
models wlere defined, with references to a separate software testing activitybeing made as early|as
1954.[46] Today, estimates for the proportion of life cycle costs spent on testing vary from below 20|%
up to 80 %o for safety-critical systems.

Software| testing is a form of quality control, which, together with quality assurance comprise
quality mpanagement. Verification and validation are both quality control concepts supported by
software [testing; verification focuses on the conformance of a tést item with specifications, specified
requiremgnts, or other documents, while validation focuses.on the value of the test item in respect|to
the intendled use by the stakeholders.

5.2 Staftic and dynamic testing

Software|testing can take two forms; static and dynamic.

Static tesfing is evaluation of a test item wheréno execution of the code takes place and can be performed
manually|(e.g. reviews) or by using tools (e.g. static analysis). Reviews, as defined in ISO/IEC 20246,
range in formality and include inspections, technical reviews, walkthroughs, and informal reviews.
Static anglysis involves the use of teols to detect anomalies in code or documents without execution
(e.g. a comppiler, a cyclomatic complexity analyser, or a security analyser for code).

Dynamic festing involves executing code and running test cases and can be performed manually or using
test tools{The test cases ané generated using test design techniques, as defined in ISO/IEC/IEEE 29119-4
and can He black-box (based on a specification), white-box (based on the source code) or some mix|of
the two (grey-box). Therequirement to create test cases tends to make the cost of dynamic testing far
higher than static.analysis.

5.3 SyT‘ematic software testing
To prove dl a SpecllIC test 1tem meets all requirements under all given circumstances, en all

possible combinations of input values in all possible states would need to be dynamically tested. This
activity is referred to as “exhaustive testing”, but, in practice, test items tend to be complex enough
that the application of exhaustive testing is not possible. For this reason, in practice, software testing
derives test suites by sampling from the (extremely large) set of possible input combinations and states.
Choosing the subset of possible tests that are most likely to uncover issues of interest is one of the most
demanding tasks of a tester but is helped by the use of test case design techniques, which provide a
systematic means of deriving this subset.
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5.4 Purpose of testing

Testing usually serves more than one purpose. Typical purposes include, but are not restricted to, the
following.

— Detecting defects - this allows for their subsequent removal thus increasing software quality.

— Gathering information on the test item - testing generates information. This information can serve
different purposes, such as:

— developers can use the information to remove defects, increase the code quality or learn to
create better code in the future;

— testers can use the information to create better test cases;
— managers can use the information to assess the project situation.

—| Creating confidence and taking decisions - by providing evidence that the test item [performs
correctly under specific circumstances, the stakeholders’ confidence that'the test item will perform
correctly operationally increases. With sufficient confidence, stakeholders can decide to rglease the
testitem.

Testing can be performed for some or all of these purposes, and-additional purposes not ljsted also
exfist; these purposes are identified and agreed as a starting peint'to any testing activity.

5.p Standardization and software testing

5.5.1 Testing standards prior to the ISO/IEC/IEEE 29119 series

Until 2013, several software testing standandsywere available. For instance, BS 7925-2 copered the
dyjnamic testing of software components, while IEEE 829 covered test documentation. Howgver, only
a gmall part of software testing was coveréd by standards (e.g. test management was not covered) and
some of the standards overlapped in their coverage of the topic, often providing conflicting gyidance.

5.5.2 The ISO/IEC/IEEE 29119 series

In|2007 the proposal for a new'set of standards on software testing was approved by ISO, td be based
on existing IEEE and BSI standards (e.g. IEEE 829, BS 7925-1 and BS 7925-2). The ISO/IEC/IHEE 29119
sefies is intended to support testing in a wide variety of application domains, for varying levels of
criticality and in anylife cycle; thus, the standards are generic and can be applied to:

—| the full range-of quality characteristics, both functional and non-functional;
—| all industrial domains;
—| safety critical and non-safety critical systems;

—|_‘eXploratory and scripted testing;

— any life cycle model, including traditional (e.g. waterfall, V-model) and agile (e.g. Scrum, Kanban,
hybrid);

— automated testing.

The underlying model used as the basis for the ISO/IEC/IEEE 29119 series is shown in Figure 1, with
the test processes at the core. The test documentation is produced by executing the test processes; thus,
the test documentation describes the outputs of the test processes. The requirement to use techniques
to design the test cases is specified by the test processes in ISO/IEC/IEEE 29119-2, while the different
test design techniques are defined separately in ISO/IEC/IEEE 29119-4. The overall concepts used by
the other parts are defined in ISO/IEC/IEEE 29119-1.
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Part 1
BS 7925-1
General Concepts

o

Part 4 Part 2 Part 3
Testing { Test Processes } Test
Techniques Documentahtg
A I A
| Bsp925-2 | ‘l’ | IEEE829 |
Part 5 ISO/IEC 33063 ISO/IECIQJ.ZL%
"S
Keyword- Process Work Product
Driven Testing Assessment \\é\/iews

Figure 1 — ISO/IEC/IEEE 29119 software testing standards

Soon aftef work on the first four parts of the ISO/IEC/IEEE 29119 series started, ISO/IEC 33063 on tgst
process agsessment (assessing against the test processes:defined in ISO/IEC/IEEE 29119-2) was created
by a separate proposal and this was followed by the development of ISO/IEC/IEEE 29119-5 on keyword-
driven tegting. The first three parts were initially.pitblished in 2013, ISO/IEC/IEEE 29119-4 in 2015 ajnd
ISO/IEC/IEEE 29119-5 was published in 2016. Aseparate standard on reviews (ISO/IEC 20246) was
subsequeptly developed to complement the dynamic testing covered by the other standards and was
published in February 2017. Updated second-editions of ISO/IEC/IEEE 29119-2, ISO/IEC/IEEE 29119-3
and ISO/IEC/IEEE 29119-4 were publishéd in 2021.

5.5.3 ISO/IEC]JTC 1/SC 7/WG 26 (software testing)

The ISO/IEC/IEEE 29119 seriés was prepared by Joint Technical Committee ISO/IEC JTC 1, Information
technology, Subcommittee SC 7, Software and systems engineering, in cooperation with the Softwdre
and Systéms Engineerifng) Standards Committee of the IEEE Computer Society, under the Partner
Standard$ DevelopmentOrganization cooperation agreement between ISO and IEEE. WG 26 was set up
in 2007 t¢ develop-the standards.

5.6 Rislk-based testing

5.6.1 Risk-based testing at the core of software testing

Risk-based testing (RBT) is a core concept in the ISO/IEC/IEEE 29119 series, which expect risks to be
used as the prime driver for determining the content of the test strategy.

The process for managing risks by testing (RBT) is similar to most other risk management processes.
Initially potential risks are identified, sometimes using checklists based on quality characteristics, such
as those defined in ISO/IEC 25010. Next, they are analysed to determine the potential impact (severity)
they would have (on a delivered product or the project) if they were to occur. The likelihood of each risk
is determined, which can be based on factors such as requirement quality, staff capabilities, system
complexity and historical information. A risk exposure level is then established, based on combining the
impact and likelihood of each risk. Risks can then be prioritized accordingly, and treatments decided,
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if appropriate (or possible) - always remembering that a treatment for one risk can be the cause of, or
increase exposure to, another risk.

Annex C provides a set of risks applicable to biometric systems in general (i.e. not specific to any
particular biometric characteristic). It also provides example software testing actions that can be used
to treat these risks, which would be included in the test strategy (and test plan) for the testing of a
biometric system.

5.6.2 Risk categories
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EK'S can be categorized as either product or project risks.

ssible losses or harm to users or other stakeholders due to the product not performing as r

pject risks are concerned with how the product is developed and include the threat that d
ters, and other project members lack the necessary skills or time to perform their required
that the product will be delivered late or over budget.

Software testing of biometric systems and subsystems

|.1 General

e testing of biometric systems is distinctive in two principal areas; in the levels of evalu
the performance measures. Readers new to_biémetrics can read Annex A, which provid
roduction to biometric systems, before this clause.

.2 Evaluation levels for biometric systems

[.2.1 Overview

ere are three widely used eyaluation levels for biometric systems, technology evaluation
pluation and operational-evaluation. These three evaluation levels are shown in relati
t levels typically used.when performing software testing using a V lifecycle model in
chnology evaluationis performed at the component test level, while scenario evaluation is p
the integration andisystem test levels. Operational evaluation includes both operational

performed onvoperational systems.

F

beling run-en development/test machines. In scenario evaluation the real sensors are used, an
of lthe biometric system is kept as closely representative of the operational environment as
Operational evaluation is normally performed in the operational environment itself.

technglogy evaluation the test environment typically involves no system hardware, wit

pduct risks are concerned with the deliverable product (in this case the biometric systémYamnd include
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hetivities,
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Figure 2.
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Operational Evaluation

Operational Performance

Trials Monitoring

Requirements Acceptance Testing Operational

\\
Specification System Testing
Scenario
Evaluation
Design Integration Testing
Code Component Testing TFechnology Evaluation

Figure 2 — Evaluation levels acrossthe software lifecycle

6.1.2.2 |Technology evaluation

Technology evaluation is concerned with the \evaluation and comparison of biometric components
when presented with the same input data.im;the same test environment. A technology evaluation| is
ideally reproducible and does not use real sensors to provide the input data; instead, a set of biometfic
samples, pften known as a corpus, is usedinstead. As the performance of biometric systems is heavjily
dependent on the test data and test efvironment, the results of a technology evaluation are qualified
with detalils of these two factors.

Figure 3 frovides a logical view of technology evaluation and the different biometric system components
that are tpsted as part of it~Fhe elements shown in grey (e.g. enrolment biometric sample corpus) dre
part of the test environnient’and are not part of the deliverable system.

Tests performed as part of technology evaluation generate biometric performance measures, which dan
be divided into two)areas.

The first[area_is concerned with the ability of components to gather information into a format that
can be usedby the biometric system from biometric samples (which would come from sensors in }qR-le
finished system but are replaced here with drivers that present sensor input data to the system that
are read from databases). This allows biometric performance measures in the form of failure to enrol
rate (specific to enrolment of a subject on the system), failure to acquire rate and failure to capture
rate (these latter two measures can be associated with creating a biometric probe for comparison
with stored biometric references or the creation of a biometric reference for storage in the biometric
enrolment database) to be calculated.

The second area provides biometric performance measures on the ability of the tested components
to recognize if a captured biometric probe adequately matches a reference in the system’s biometric
enrolment database. At this point the decision policy is applied that can, for instance, specify that
multiple attempts are allowed. This area provides measures for verification or identification (e.g. false
match rate, false non-match rate) and is dependent on the first area providing suitable inputs.
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Figure 3 — Technology evaluation of biometric systems

6.1.2.3 Scenario evaluation

Scenario evaluation is concerned with the evaltation of a complete biometric system [in a test
environment that is representative of the actual‘0perational environment using the same sengors as the
prpposed operational system. As a scenarig-evaluation involves real people providing inpufs via real
sensors, the results are less reproducible than for a technology evaluation.

Figure 4 provides a logical view of scenario evaluation. Compared to technology evaluation, the drivers
arg now replaced by actual sensors, ' which means the biometric characteristics (e.g. faciall features,
firlgerprints) are now provided by real test subjects rather than being read from a databage. Similar
bipmetric performance measyires are generated as for technology evaluation, except that now it is also
passible to provide a measure of the throughput rate of the system (e.g. number of test subjectjs handled
by|the system per hour).
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Operational evaluation
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hrough an airport), which means that reproducibility is typically extremely low (lower th|
[io evaluation). It can also sometimes be difficult to know when the system is providing {
sults (e.g. if the system permits access tgra building for many subjects, then determining
ose subjects are supposed to be allowed access or not can often be impossible).
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e evaluation and testing of biometric systems can be ghallenging. It is often the case
sults from development (e.g. scenario evaluation) are net'representative of those found in 1
eration.

.3 Performance measures for biometric systems
bmetric systems can be measured using various performance measures.

TE ‘Performance measures’ for biometric systems are not directly related to non-functional pe
ting or the performance efficiency quality. characteristic defined in ISO/IEC 25010. They are, inste3

e following are some of thelmost common biometric performance measures (as deg
D/IEC 19795-1).

Failure to acquire (FTA)rate. The proportion of times the biometric system fails to create a
reference (for enrolntent) or biometric probe (for recognition). A failure to acquire can b,
failure to capture'a biometric sample or due to an extracted biometric sample being of i
quality. Captlreis the first part of acquisition, and so the failure to acquire rate cannot
than the failure to capture rate.

Failure to capture (FTC) rate. The proportion of times the biometric system fails to
biometric sample presented by an individual. For example, the fingerprint reader was n
gather enough information from the finger presented to the device. Failure to capture i

>
pically

se non-match,
se match rate,
d throughput
te)

that test
eal world

rformance
d, a mix of

cribed in

biometric
e due to a
adequate
be lower

Capture a
ot able to
5 strongly

associated with the sensors used to capture hiometrics samples and can he measurec

for both

enrolment and recognition.

Failure to enrol (FTE) rate. The proportion of times the biometric system fails to acqui
individual’s biometric reference and store it in the enrolment database. This measure is

re a valid
based on

the proportion of unsuccessful transactions rather than the number of individuals who attempt to
enrol, as it is possible the biometric system will allow a single individual multiple attempts to enrol.

False non-match rate (FNMR). The proportion of times the biometric system does not

match an

individual’s acquired biometric probe to their valid stored reference (e.g. when a system refuses

access to someone who meets the requirements to be let in).

© ISO/IEC 2022 - All rights reserved

17


https://iecnorm.com/api/?name=39d7df9aa7f3aa66b7bcfc59d04836f4

ISO/IEC TR 29119-13:2022(E)

— False match rate (FMR). The proportion of times the biometric system matches an individual’s
biometric probe to an unrelated set of biometric data (e.g. when a system allows access to someone
who does not meet the requirements to be let in).

— Throughput rate. The number of subjects that can be processed by the system over a period of
time (e.g. a biometric system controlling access to a sports event with a requirement to achieve a
throughput of at least 1 000 spectators per minute).

Only one of these ‘performance’ measures relates to a non-functional system requirement/characteristic
[throughput rate) as defined in ISO/IEC 25010. In practlce several other non- functlonal system quallty
characterj : : :

effective pproach to 1dent1fy1ng the most relevant characterlstlcs to measure and test (see 5.6).

When a bjometric system is being tuned, the correct balance between the false non-match rate and false
match rafle needs to be achieved - this depends on the context of the system. For instance, a)biometfic
system cqntrolling access to a highly secure area would have an extremely low false matgh rate, and,|to
achieve this, a higher false non-match rate is then accepted.

6.2 Scqgpe of testing for biometric systems

6.2.1 General

The potential scope of software testing for biometric systems_can be considered from sevefal
viewpoinfs.

6.2.2 Biometric enrolment and recognition

Logically,| biometric systems comprise two parts; enrolment and recognition, as shown in Figure A.1.
For some [projects only one of the two parts will be iniscope. For instance, a biometric access system for
a sports vlenue that uses national identity cards as the source of the biometric reference will not include
enrolmenjt functions (but it is possible that the quality of enrolled references is of interest).

If just ong of the two parts is being tested, then the test environment will need to include the other
part in sdme way to support integration testing of the two parts. This can be by using an operational
version, if it is available, or, if the other part is not available, then it will need to be simulated for testipg.

6.2.3 Biometric components and supporting components

The core §oftware components'of a biometric system support feature extraction and matching, howeyer
a typical piometric system.also requires software components to support implementation of the uger
interface|the database,and communications, among other components, as shown in Figure A.3.

If the scope of the-biometric system testing encompasses all the software components in the larger
biometrid system.fe€.g. all the software components shown in Figure A.3), then the acceptance critefia
will need|to jiclude more than those biometric performance metrics described in 6.1.3.

6.2.4 Biometric subsystem as part of a larger system
A biometric system can be part of a larger system, such as a banking app, as shown in Figure A.4.

Where the biometric system is a subsystem of a larger system then, in addition to the testing of the
biometric subsystem and the other subsystems in isolation, system integration testing to ensure
interoperability between the biometric subsystem and other subsystems will also need to be
performed. Subsequently, the complete system will need to be tested for the most important quality
characteristics (determined using a risk-based approach) and then, the complete system will undergo
acceptance testing.
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6.2.5 Static and dynamic testing of the biometric system

2022(E)

Full testing of a biometric system would include both static testing (e.g. reviews and static analysis) and

dynamic testing (i.e. executing code).

According to ISO/IEC/IEEE 29119-1, testing comprises both static testing and dynamic testing - and a
test strategy that conforms to ISO/IEC/IEEE 29119-3 would include both static and dynamic testing.

6.2.6 Testing all quality characteristics or limited to biometric performance

Te =
to[manage risks across all relevant quality characteristics (e.g. including those listed in ISQ/H
which far exceeds the scope of the biometric performance metrics specified in ISO/IEC-19795

If the testing is to consider all relevant quality characteristics, then acceptance criteria’for eac
quality characteristics are agreed by stakeholders, and a risk-based approachcused to prig
management of the risks by testing, resulting in a test strategy that is not solely focused on
performance metrics, such as those described in 6.1.3.

Documentation for testing biometric systems

tware testers who are required to perform their testing iy accordance with both
standards and the ISO/IEC/IEEE 29119 series of software testing standards will find that

fsjexpected

C 25010),
1.

h relevant
ritise the
biometric

biometric
there are

two sets of documentation requirements that they need to7meet. As these two sets of reqiirements

wére developed without collaboration between the develepers of these standards then satij
refluirements of both sets of standards can be challenging.

fying the

To| support testers in such a situation, Annex D provides four sets of test documentation reqyiirements

for biometric testing (general, technology evaluation, scenario evaluation, and operational ey
and maps these to the test documentation defined in ISO/IEC/IEEE 29119-3.

6.4 Standards for testing biometric systems

ISP/IEC JTC 1/SC 37/WG 5 have developed numerous standards applicable to the testing of
syptems, several of which will beluseful to a software tester required to test such a system.
algo several biometric standards that, while not being directly related to software testing
likely to be useful to software testers, such as standards defining biometric data interchang
and APIs for biometric systems. Annex B provides descriptions of some of these biometric ¢
thpt are most likely te-be of use to a software tester.

Software testers Who are required to perform their testing in accordance with both biometric
and the ISO/IEC/IEEE 29119 series of software testing standards can perform their tesf

Faluation)

biometric
There are
, are also
e formats
tandards

tandards
ing more

effectively ifthey know how the biometric testing/evaluation standards relate to the softwafe testing

standards.~To support such activities, mappings are provided in this document from the
bipmetrics testing and evaluation standards to ISO/IEC/IEEE 29119-2 and ISO/IEC/IEEE 2911

following
9-3:

—_ IQnI/IFF 197951 (cnn Annex F)

— ISO/IEC 19795-2 (see Annex F)
— ISO/IEC 19795-4 (see Annex G)
— ISO/IEC 19795-6 (see Annex H)
— ISO/IEC 19795-7 (see Annex )

— ISO/IEC TS 19795-9 (see Annex])
— ISO/IEC 29109-1 (see Annex K)
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Annex A
(informative)

Brief introduction to biometric systems
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hent) - resulting in an adjective pertaining to the use of a person’s physical or béhaviou
Lhe purpose of measurement. Biometric systems are generally considered to be these used
ses of recognition.

recognition encompasses:

btric verification; this is where the biometric system determines<if.the person matches
pusly stored record of their biometric data; thus, it is performing a one-to-one match as
5 with just one person and one set of biometric data;

ptric identification; this is where the biometric system identifies which record in a databas¢
d biometric data matches the person; thus, it is performing a one-to-many match as it wor
pne person and many sets of biometric data.

verification or identification of a person to be performed, the biometric system first nes
n’s biometric reference, which captures their.individual features, to be stored in a biomet

heric biometric system

ructure of a biometric system

there are two parts; the-enrolment part and the recognition part, which both share u
metric enrolment database. In the enrolment part the person’s biometric characterist
red and their biometric reference is stored. The template is often stored in a database, &
bften stored on-a.portable repository, such as a passport (see A.2.2 for more details). In {
bn part the persen provides a biometric probe that is then compared with one or more stor
5 (comparison with one template for verification and comparison with multiple templates

rel view of the components-that make up a generic biometric system is shown in Figure A.1
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Figure A.1 — Generic biometric components - high level

When feature extraction is performed, normally the system will initially evaluate the qua
exftracted biometric sample to determine if itis’good enough to be used by the system. If it i
enjough the system will often try again, because, for instance, on a second attempt the persoy
the characteristic in a way that makes it easier to extract the required features at the requir
leyel.

When the system attempts to mateh an extracted sample, it is highly unlikely that a perf

%mparison & result
Decision

ity of the
not good
presents
bd quality

bct match

Il be achieved, and the systemi-typically generates a comparison score for the match. The system

implementers or administrators can often set the threshold which the system uses to deg

ide if the

c system.
res/probe
biometric
there are
nrolment,
ition, the
database.
fompared

v

\tification

(a one-to-many comparison), where the probe is compared against all of the stored references (e.g. to

determine if the subject is on a watch list). For either identification or verification, a comparison score
is generated, and a decision policy is used to decide if the probe and template match closely enough to
be flagged as a probable match; the difference is that for identification multiple matches can be flagged.
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Figure A.2 — Generic biometric components—~ detailed

In practige, the biometric components in Figure A.1 and Figure A2 cannot work in isolation. Biometfic
systems {ypically also need to provide a user interface and to manage communication with other
systems; Figure A.3 shows a biometric subsystem (itself.€emprised of the components in Figure A[2)
as part df a larger system, interacting with a user intéerface, sensors, external interfaces (e.g. for
communifation with other systems), and a database through several software components.

User Software
Interface Component

A
Sggf&/vare Biometric Software
External mponent Subsystem Component

Interface
E a Software
Component

Figure A.3 — Generic biometric system

Biometric systems often form parts of larger systems, where they are more correctly known as
biometric subsystems. For instance, Figure A.4 shows a biometric subsystem as part of a banking
application. Many smartphones and laptops also include biometric subsystems (e.g. using fingerprint or
facial recognition).
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Figure A.4 — Example banking appli¢ation with biometric subsystem

A.2.2 Biometric enrolment database

A.2.2.1 General

THe biometric reference can be stored in several ways that are not obvious from Figur¢ A.1 and
Figure A.2, but there are typicallyzfour options.

A.R.2.2 Central server

The references are stored centrally, often in a database. If the central server is not secure, [there is a
danger that all thereferences will be stolen or illegally accessed. Also, the references nged to be
communicated @ver a network so that they can be used for comparison, opening up another|potential
vulnerability-ifithe communication is compromised (although communication of biometric fjeferences
would normally be encrypted).

A.R.2.3~ Workstations

The references are stored on individual workstations. This means they are only available at the
location of the workstation, however, by distributing the system’s biometric references across
several workstations, there is no one target for malicious attacks and references are less likely to be
communicated across a network. However, managing security across multiple workstations can be
more open to mistakes than managing security on a single central server.

A.2.2.4 Smart sensors

The references are stored on an individual sensor. As with workstations, the references are only
available at a single location, but getting access to biometric references on a smart sensor can be faster
than accessing a central server. A disadvantage is that the small size and portability of smart sensor
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devices can make them vulnerable to being physically stolen, however physical and/or logical template
protection measures can be used to protect the references.

A.2.25

Portable tokens

The references are stored on a portable device, such as a smartcard with an in-built chip, on which
the biometric reference is held. For instance, an ePassport typically holds a biometric reference on
an in-built chip. References stored in this manner can be stolen, but normally only individually, and
the holder of the portable token has responsibility for its security. Physical and/or logical template
protection measures can also be used to protect the references. Biometric reference data stored in this

way does
reference|

A3 Ty
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— acces
— event
— paym
— persd
— demg

— staff

A.4 Bic

A4.1 Iy
Biometrid
physiolog

modality
use more

A42 B

Physiolog
biometrid

— retin

not need to be communicated over a network, however each time the reference is used
reading device is required.

pical biometric applications

recognition is used in a wide variety of application domains, including:
s control/security;

entry control;

ent management;

nalization (e.g. of advertising);

graphics;

management (e.g. timekeeping).

ymetric characteristics

itroduction to biometric charaeteristics

systems use one or more biometric characteristics to perform recognition - these can
ical or behavioural and some nmulti-modal systems use both. Biometric systems can be sin

| a

be
rle

and use just one biometri¢-characteristic (e.g. only fingerprints) or can be multi-modal apd

than one biometric characteristic.

jometric characteristics - physiological

ical biometri¢.characteristics are based on physical attributes of the human body. Physiologi
characteristics include:

hS;

— finge

Fal

Fprints;

— hand

— iris;

geometry;

— faces;

— DNA;

— footprints;

— ear shape;

— sweat pores;
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— vein patterns;

— fingernail bed;

— skin luminescence;
— facial thermography;

— body odour.

A.4.3 Biometric characteristics - behavioural

ISO/IEC TR 29119-13:2022(E)

Behavioural biometric characteristics are based on actions performed by a person(|Béhavioural

bipmetric characteristics include:

—| keyboard dynamics;

—| voice recognition;

—| signature/handwriting dynamics;
—| walking gait;

—| foot dynamics;

—| hand grip;

—| brain wave pattern.

A.A.4 Biometric characteristics - attributes

Adcording to ISO/IEC TR 24741, a biometric characteristic should be:

—| distinctive: different across all peoplé;

—| repeatable: similar across time fef’each person, o

—| accessible: easily presented to-a sensor (e.g. face to a camera or fingerprint to a scanner);

—| universal: observable onall people;

ver an extended period (several years);

—| acceptable: peoplerare prepared to use the biometric characteristic in the given applicatign.

In|practice, no bigmetric characteristic displays all these characteristics. For instance, fingerprints, the
m¢st widely used biometric characteristic, is not universal because, for instance, it is not opservable

on| people who have lost fingers, or those who work i

n manual professions where fingerprings become

urnlreadablé (g.g. bricklayers). For this reason, some biometric systems are multi-modal and usg multiple

chpractéristics.
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Annex B
(informative)

Standards related to the testing of biometric systems

B.1 Geheral

This anngx provides a list of biometric standards applicable to the testing of biometric systems,several
of which will be useful to a software tester required to test such a system. Although this-anhex lists
some of the most widely used standards for testing biometric systems, it is not a comprehensive list| of
every stapdard applicable to the testing of biometric systems and testers are encouraged to ident|fy
any otherfrelevant standards, especially those that are mode-specific (e.g. standards that are specifidto
a particullar biometric characteristic, such as fingerprints).

These stajndards (including technical specifications and technical reports) have'been grouped into tyo
subclausgs; one subclause that contains standards directly related to testing and evaluating biometfic
systems, and the following subclause that contains standards on biometrics that are sometimes used|to
support testing (e.g. defining biometric APIs). Unless otherwise stated, each of the listed standards was
developed by the ISO/IEC biometrics subcommittee (SC 37).

B.2 Standards directly covering biometrics and-testing

B.2.1 The ISO/IEC 19795 series - Biometrics performance testing and reporting

B.2.1.1 [ISO/IEC 19795-1 - Principles and framiework

ISO/IEC 19795-1 (newly published in 2021)provides generic guidance on the testing of biometfic
systems, [independent of which biometric*characteristics are being used and which of the thiee
biometrid evaluation levels for biometric.systems are being used.

It defined the fundamental perfertnance metrics (error rates and throughput rates) for biometfic
systems. |t also specifies how bionfetric systems are tested, covering test planning, test execution, apd
test reporting.

See Annek E for a detailed pverview of ISO/IEC 19795-1.

B.2.1.2 [ISO/IEC19795-2 - Testing methodologies for technology and scenario evaluation
(including amendment that expands coverage to multi-modal biometric implementations)

See Annek Efor a detailed overview of ISO/IEC 19795-2.

B.2.1.3 ISO/IEC TR 19795-3 - Biometric performance testing and reporting - Modality-specific
testing

ISO/IEC TR 19795-3 (unchanged since 2007) is a technical report that provides guidance on the
interpretation of the generic guidance on testing provided in ISO/IEC 19795-1 for different biometric
modalities (e.g. fingerprints, face images, iris images). It is concerned with how factors related to the
subjects (e.g. facial expressions) and the operational environment (e.g. lighting) change by modality
and how they can be considered during the testing of biometric systems.
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B.2.1.4 ISO/IEC 19795-4 - Biometric performance testing and reporting - Interoperability
performance testing

See Annex G for a detailed overview of ISO/IEC 19795-4.

B.2.1.5 ISO/IEC 19795-5 - Biometric performance testing and reporting - Access control
scenario and grading scheme

ISO/IEC 19795-5 (published in 2011) provides a framework for the biometric performance testing
of biometric systems used as general-purpose access control applications. It specifically covers the
deffinition of requirements for such systems and their test environments. It also defines p grading
syptem for the biometric performance of the tested systems based on a minimum 90 % confid¢nce level.

B.2.1.6 ISO/IEC 19795-6 - Testing methodologies for operational evaluation
Sep Annex H for a detailed overview of ISO/IEC 19795-6.

B.2.1.7 ISO/IEC 19795-7 - Testing of on-card biometric comparison algorithms
Sep Annex | for a detailed overview of ISO/IEC 19795-7.

B.2.1.8 ISO/IECTS 19795-9 - Testing on mobile devices
See Annex | for a detailed overview of ISO/IEC TS 19795-9,

NQTE There is no part 8 in the ISO/IEC 19795 series.

B.2.2 ISO/IEC 21472 - Scenario evaluation methodology for user interaction influence
in|biometric system performance

ISQ/IEC 21472 defines a methodology fortesting and reporting how different user interactipn factors
influence the performance of biometricisystems when performing a scenario-level evaluatioh. Factors
copsidered include the position and.€ondition of the capture system, attributes of the usérs of the
syptem, and how users interact with the system. ISO/IEC 21472 does not cover usability festing of
bipmetric systems.

ISQ/IEC 21472 is referenced by ISO/IEC TS 19795-9, which covers biometric testing on mobile devices
(s¢e Annex I for more details).

B.2.3 The ISO/EC 29109 series - Conformance testing methodology for biometrjic data
interchange formats defined in the ISO/IEC 19794 series

See AnnexA for a detailed overview of ISO/IEC 29109-1.

ISP/IEC 29109-2 to ISO/IEC 29109-10 cover specific approaches to conformance testing fo1| different
biTmetric modalities.

B.2.4 ISO/IEC 29120-1 - Machine readable test data for biometric testing and reporting
- Part 1: Test reports

ISO/IEC 29120-1, published in 2015, specifies a format for machine readable test documentation. It is
intended to support communication of test results and the certification status of biometric systems
tested in conformance with the ISO/IEC 19795 series. It specifies machine-readable test report formats
recording test results for both technology and scenario evaluation levels.

ISO/IEC 29120-1 does not appear to be referenced from other biometric standards; however it is
informatively referenced from ISO/IEC 24761 (a security standard), which defines data structures for
checking the validity of test results for biometric systems at remote sites.
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B.2.5 ISO/IEC 29197 - Evaluation methodology for environmental influence in
biometric system performance

ISO/IEC 29197, published in 2015, provides a methodology for analysing how environmental conditions
(e.g. temperature, humidity, illumination, and noise) influence the performance of biometric systems.
The methodology considers the biometric system as a whole, and so is pertinent for either scenario or
operational level biometric evaluations (see 6.1.2).

ISO/IEC 29197describes a methodology which specifies evaluations that are special cases of the
generic scenario evaluations defined in ISO/IEC 19795-2 and the operational evaluations defined in
ISO/IEC 197956

B.2.6 I§0/IEC 30136 - Performance testing of biometric template protection schenies

ISO/IEC 30136, published in 2018, is for testing the efficacy of the protection scheme for“biometfic
systems Wwhich incorporate biometric template protection. Biometric template protection schenjes
derive data from an individual’s biometric template and only use that derived ddta for subsequgnt
comparispn. The derived data cannot be used to reverse-engineer the biometri¢-template, and sq if
the biomgtric system (and the derived data) is compromised, the individual’s biometric template ddta
cannot bg accessed and reused (perhaps in other biometric systems).

ISO/IEC 30136 specifies metrics for evaluating template protection-baséd biometric verification and
identification systems by evaluating the accuracy, secrecy, and privacy of the biometric templdte
protectioh system.

B.2.7 ISO/IEC TR 29198 - Characterization and measurement of difficulty for
fingerprint databases for technology evaluation

ISO/IEC TR 29198, a technical report published in 2013, provides guidance on predicting the level|of
difficulty|of a fingerprint dataset, based on factors,such as relative sample quality, relative rotat}n,

deformatjon, and overlap between impressions;(This guidance can be used for characterizing apd
measurirx:F the relative difficulty levels of fingerprint datasets used in technology evaluation, especially
when conpparing biometric systems and compohents.

B.2.8 I§0/IEC 19792 - Security evaluation of biometrics

ISO/IEC 19792, published in 2009 by the ISO/IEC information security subcommittee (SC 27), covérs
the secur]ty evaluation of biometric systems. It provides generic requirements for the evaluation rather
than beinfg focused on a particular certification scheme and is focused on the biometric components| of
the evalujited system.

ISO/IEC 19792 references ISO/IEC 19795-1.

B.2.9 The ISOHEC 19989 series - Criteria and methodology for security evaluation of
biometrjc systems

The ISO/IE

ISO/IEC 19989-1: This framework standard, published in 2020, focuses on the evaluation of biometric
recognition and presentation attack detection based on the ISO/IEC 15408 series that provide
evaluation criteria for IT security.

ISO/IEC 19989-2 and ISO/IEC 19989-3: These standards, published in 2020, provide detailed
recommendations for biometric recognition performance in ISO/IEC 19989-2 and for presentation
attack detection in ISO/IEC 19989-3.

ISO/IEC 19792 covers a similar area to the ISO/IEC 19989 series; however, it does not specify the
concrete criteria and methodology that are needed for security evaluation based on the ISO/IEC 15408
series.
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B.2.10 The ISO/IEC 15408 series - Evaluation criteria for IT security - Parts 1 to 5

The ISO/IEC 15408 series, developed by the ISO/IEC information security subcommittee (SC 27),
provides a common set of requirements for the security functionality and for assurance measures
applied to all forms of IT products during a security evaluation.

B.2.11 The ISO/IEC 30107 series — Biometric presentation attack detection

The ISO/IEC 30107 series provides recommendations on automated presentation attack detection
for biometric systems. ISO/IEC 30107-3, published in 2017, focuses on testing and reporting, while
ISQ7TEC 30T07-%, published in 2020, fTocuses on the testing of mobile devices.

B3 Standards supporting biometrics and testing

B.3.1 ISO/IEC TR 24741 - Biometrics — Overview and application

ISP/IEC TR 24741, a technical report published in 2018, replaces the first.edition published jn 2007. It
prpvides a background to the field of biometrics. It covers the history ofbiometrics, the archifecture of
a generic biometric system, the different biometric technologies (e.g.fingerprints, faces), and different
application areas for biometrics.

B.3.2 ISO/IEC 2382-37 - Biometrics vocabulary

ISP/IEC 2382-37 provides definitions of the most commonly used terms in biometrics.

B.B.3 The ISO/IEC 19784 series - Biometric application programming interface

ISP/IEC 19784-1, published in 2018, specifiessan architectural model which enables components
of|a biometric system to be provided by different vendors, and to communicate through application
prpgramming interfaces (APIs).

ISP/IEC 19784-2, published in 2007sspecifies the interface to a function for a biometric archive
(database).

ISP/IEC 19784-4, published in 2011, specifies the interface to allow systems to interface to piometric
sepsors.

NQTE There are only three parts in the ISO/IEC 19784 series.
B.3.4 The ISO/AEC 19794 series - Biometric data interchange formats
ISP/IEC 19794+1, published in 2011, describes requirements for defining biometric data inferchange

formats in-general and covers the definition of content common to all biometric types. E4ch of the
remaining.parts of the ISO/IEC 19794 series covers a distinct biometric type.

ISDAEC 19794-2 to ISO/IEC 19794-15 define

data formats for different biometric types (e.g.
O 9797 & B SOAE

> 19794-6

& U = OV d d2C Udld dI10 U

covers iris image data).

NOTE The ISO/IEC 19794 series are being superseded by the ISO/IEC 39794 series.

B.3.5 The ISO/IEC 39794 series - Extensible biometric data interchange formats
Limitations encountered with the ISO/IEC 19794 series, largely due to advances in technology, have
led to the development of what are considered to be more future-proof standards for biometric data

interchange formats. To aid the future-proofing, these standards define extensible data interchange
formats. The intention is for the new ISO/IEC 39794 series to supersede the ISO/IEC 19794 series.
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ISO/IEC 39794-1 (Framework), ISO/IEC 39794-4 (Finger image data), and ISO/IEC 39794-5 (Face image
data) were already published by 2020, while the remaining parts were still under development.

B.3.6 The ISO/IEC 24713 series - Biometric profiles for interoperability and data
interchange

ISO/IEC 24713-1, published in 2008, provides an overview of biometric systems and biometric profiles
(for specific application areas) to support interoperability and data interchange between biometrics
systems.

ISO/IEC 2 T TSO/TEC 247133, publShed T 2008 and 2009 Tespectively, Tover pt ss

control for employees at airports and biometric-based verification and identification of seafarers:

B.3.7 ISO/IEC TR 29196 - Guidance for biometric enrolment

ISO/IEC TR 29196, a technical report published in 2018, provides a set of principles) to guide the
developmient of a generic biometric enrolment policy and the deployment of the corrésponding servife.
It is limit¢d to mandatory, attended enrolment at fixed locations.

B.3.8 I§O/IEC TR 30117 - Guide to on-card biometric comparison’standards and
applicatjons

ISO/IEC TR 30117, a technical report published in 2014, provides a guide to the numerous standards
and techrlical reports applicable when developing on-card biometric’systems, relating them to the kind
of applicalttion being developed.

B.3.9 The ISO/IEC 30137 series - Use of biometrie$.in video surveillance systems

The recerjt ISO/IEC 30137 series (so far just parts 1 and-4) provides guidance on the use of biometrjcs
using vidg¢o surveillance systems, and procedures for'establishing ground truth and annotating video
data for testing.

NOTE ISO/IEC 30137-2, a standard on performtance testing and reporting for biometric video surveillafce
systems, was not published as the project was deleted.

B.3.10 The ISO/IEC 17839 series'+-Biometric System-on-Card

The ISO/]EC 17839 series covers-requirements for the development of biometric systems on car{ls.
Unlike ISP/IEC 19795-7, these, standards are not limited to the comparison algorithm, but cover a
complete piometric system (biometric acquisition, data processing, storage, comparison, and decisiop).

ISO/IEC 17839-1, published in 2014, covers the core requirements.
ISO/IEC 17839-2,published in 2015, covers the physical characteristics.

ISO/IEC 17839-3, published in 2016, covers the logical information interchange mechanism.

B.3.11ISO/IEC 247671 - Authentication context for biometrics

ISO/IEC 24761, published in 2019 by the ISO/IEC information security subcommittee (SC 27), defines a
mechanism for checking that a biometric verification process executed at a remote site is trustworthy.

B.3.12 The ISO/IEC 15408 series - Evaluation criteria for IT security

The ISO/IEC 15408 series, published by the ISO/IEC information security subcommittee (SC 27),
provides a common set of requirements for the security functionality and for assurance measures
applied to all forms of IT products during a security evaluation.
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B.3.13ISO/IEC TR 30125 - Biometrics used with mobile devices

2022(E)

ISO/IEC TR 30125, a technical report published in 2016, covers the use of biometrics for making secure
transactions from mobile devices.

B.3.14 ISO/IEC TR 29156 - Guidance for specifying performance requirements to meet
security and usability needs in applications using biometrics

ISO/IEC TR 29156, a technical report published in 2015, covers the specification of biometric
performance targets considering both usability and security. It considers the effect on the overall

sy
ph
(i.

us

It
us

B.
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. long passwords provide higher security but are difficult to remember and so provide
hbility) as a reference for making similar decisions about biometric systems.

Etem of the use of additional non-biometric authentication approaches, such as passwords and
ysical tokens. It also uses the trade-off between usability and security when selecting ‘fasswords

ecreased

s informatively referenced from ISO/IEC 19989-2 (security evaluation of bigmetric systems), which

es it in the context of selecting FAR values.

rder control systems

3.15 ISO/IEC TR 29195 - Traveller processes for biometric recognition in automated

bdrder control systems, which can be manned or fully automated. It is based on the use of e

(o
Sp

IS

pr
ve

" similar) and provides guidance at two levels; generic.guiidance for all biometric mod
pcific guidance for specific modalities and technologies.

D/IEC TR 29195 does not appear to be referenced {rfom other standards.

.3.16 ISO/IEC 7501-1 - Machine readable travel documents — Part 1: Machine r¢

ssport
D/IEC 7501-1, published in 2008, was‘\prepared by the International Civil Aviation Organi
AO Doc 9303, Part 1, sixth edition) and fast-tracked to become an ISO/IEC standard.

psented in both visual and thachine-readable formats. It also specifies the format of the
'sions of such passports-(e€Passports), which include additional biometric data.

assports
ities and

D/IEC TR 29195, a technical report published in 2015, recommends best practices for :Eltomated

badable

yation (as

D/IEC 7501-1 specifies the format for a machine-readable passport (MRP), where holder details are

blectronic
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Annex C
(informative)

Generic risks in biometric systems

I‘oductlon to generic risks 1or biometric systems

ht, and treatment of risks, where appropriate.

e implemented by software testing. Other treatments are possible and more effective in so
and the list of risks is not intended to be exhaustive. The treatments'by software testi

m the basis of a conformant software test strategy that would be“part of the test plan.

pf treatments for implementation depends on the situation, and on the risk exposure assig

.

Some of the suggested risks and/or treatments are not the @esponsibility of the software test
L an organization. In such cases, the relevant stakeholders are responsible for these risks and

5.

of a biometric system will need to ‘tailor’ the chegklists based on the biometric characterist
rprints, facial features, voice) being used by the biometric system they are testing.

are broken into two main categories; projectrisks and product risks, as described in 5.6.2.

ct risks are covered in C.2 and the product risks are covered in C.3.

ymetric system project risks and treatments

eneral

The bionjetric system projéet ‘risks have been divided into several sub-categories for ease
documen

C22 G

The biom
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32

ation. Other categorisations are equally valid.

eneric biometric system project risks

btric system project risks and treatments covered in this clause are described in Table C.1 a
in thefollowing order:

Proje

ctynanagement risks

conformance with ISO/IEC/IEEE 29119-2 (on test processes) and ISO/IEC/IEEE~29119-3
ocumentation) requires the use of risk-based testing (RBT). RBT requires the identificatipn,

x provides checklists of potential risks for biometric systems, along with typical treatments

e

g
e
d

ng
or

CS

of

nd

Product-related project risks

Customer risks

Security and privacy risks

External risks

Requirements risks

Development risks

Testing risks — Organizational-related risks
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— Testing risks - Development-related risks

— Testing risks - Test team-related risks

— Testing risks - Environment/Tools-related risks

— Testing risks — Acceptance-related risks

— Testing risks - Representativeness risks — template

— Testing risks - Representativeness risks - test subjects

—| Testing risks - Representativeness risks — biometric processes
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ISO/IEC TR 29119-13:

C.3 Biometric system product risks and treatments

C.3.1 General

2022(E)

The biometric system product risks are divided into several sub-categories for ease of documentation.
The quality characteristics from ISO/IEC 25010 have been used to create several of the categories,
and performance metrics, standards, and operational risk categories have also been identified. Other
categorisations are equally valid.

Risks can be adversarial (e.g. from hackers) or non-adversarial (mistakes, system failures, natural

di

C.

TH
an

basters). The adversarial risks are most likely to be listed under security risks.

B.2 Generic biometric system product risks

e biometric system product risks and treatments covered in this clause are desctibed in
d are listed in the following order:

Functionality - sensor risks

Functionality - feature extraction risks
Functionality - repository risks

Functionality - matcher risks

Functionality - network risks

Functionality - performance metrics risks
Usability risks - documentation

Usability risks - appropriateness recognizability risks
Usability risks - learnability risks

Usability risks - operability risks

Usability risks - user errorprotection risks
Usability risks - user interface aesthetics risks
Usability risks - accessibility risks

Portability risks

Reliabilityrisks

Maintainability risks

Compatibility risks

Performance efficiency risks
Standards-related risks

Security risks - attack vulnerabilities
Security risks - vulnerabilities (accidental)
Security risks - system access

Security risks - sensors

Privacy risks
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— Operational risks - training

— Operational risks - support

— Operational risks - incidents/defects

— Operational risks - sensors

— Operational risks - enrolment

— Operational risks - recognition

— Oper
— Oper
— Oper
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hitional risks - operation
hitional risks - recovery

ntional risks - install/update
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Annex D
(informative)

Test documentation mappings for biometric systems

DJT General

This annex provides mappings between the software test documentation requirements defined by
ISP/IEC/IEEE 29119-3 and the documentation requirements of:

—{ ISO/IEC 19795-1
—| ISO/IEC 19795-2
—| ISO/IEC 19795-6

D2 Test documentation mappings

D.2.1 Overview

ISP/IEC 19795-1 covers generic biometric testing, <while ISO/IEC 19795-2 covers technglogy and
scenario evaluation and ISO/IEC 19795-6 coversyoperational evaluation. Each of these $tandards
defines documentation requirements for the testing of biometric systems. The test documentation
refjuirements from ISO/IEC 19795-1 are general'and apply to all three forms of biometric eyaluation,
while the other two standards provide test documentation requirements which are specific fo each of
the three forms of biometric evaluation.

Afester who is required to perform ard’document testing for a particular biometric evaluatior] level will
normally be required to create test"documentation in accordance with two biometric test standards;
the requirements that apply to, all-biometric testing defined in ISO/IEC 19795-1 and the reqiiirements
for the specific evaluation level, which are defined in ISO/IEC 19795-2 and ISO/IEC 19795-6{ The four
mapping tables in this clauSe'show each of these four sets of biometric test documentation requirements.

Testers who are alsoxequired to document their testing in accordance with ISO/IEC/IEEE 29[119-3 can
use the mapping tables to see which clauses in in the software testing documentation standafpd map to
the biometric test.documentation requirements.

D.2.2 Mapping of ISO/IEC 19795-1:2021 documentation to ISO/IEC/IEEE 29119:3:2021
documentation

aple’D.1 shows the map
to SuDcClause M 1SO/IEC
documentation.

ping fr

om test documentation requirements in ISO/IEC 197P5-1:2021
9-37207 r F [ e Tequired test

along w d D e pDUIONN O c(

© ISO/IEC 2022 - All rights reserved 77


https://iecnorm.com/api/?name=39d7df9aa7f3aa66b7bcfc59d04836f4

ISO/IEC TR 29119-13:2022(E)

Table D.1 — General test documentation mapping from ISO/IEC 19795-1:2021 to
ISO/IEC/IEEE 29119-3:2021

ISO/IEC/IEEE I1SO/IEC 19795-1:2021
29119-3:2021 Test . . . .
documentation Required/Recommended/Optional test documentation (required unless stated)
Reporting - General
Inclnding details of:
— algorithms evaluated;
121
The system(s) — biometric sensors;
Test plan tested — user interface;
Context of testing — supporting hardware.
(7.2.2) — Inthe case of technology evaluation: details-of the test corpug
used.
121
— Inthe case of scenario evaluation: details of the test scenario.
Type of evaluation
— In the case of operational eyaluation: details of the operationdl
application.
— Number of test subjects;
— Number of instances (fingers, hands or eyes etc.) enrolled by
12.1 each test subjeet;
Size of evaluation | — Number of visits made by test subject;
— Numbger@f transactions per test subject (or test subject
instance) at each visit;
— .Demographics of the test crew (age, gender, etc.);
-y The manner in which the test crew was assembled, to include
12.1 exclusions, volunteers etc., as well as the degree to which the
Test crew test crew mirrored the target population.
— The level of training, instruction, familiarization, and
habituation of test crew in the use of the system.
12€ Enrolment and recognition environmental conditions
' Environmental influences including:
(referencing
8.3.21,84.2,and | — DPackground
C.2.6) — lighting level, direction or reflections
Test environment
— weather
121
(referencing 7.3.7) The time between the enrolment and recognition transactions
Time separation |(allows the effects of ‘template ageing’ to be considered). Typically
between enrol- measured in weeks, months or years.
ment and recogni-
tion transactions
121
Test plan/ Q.uali;y an}? (ligd' The thresholds used, and those recommended for the target applica-
sion thresholds  |tjon (if different).
Teststrategy used during data ( )
(7.2.7) collection
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Table D.1 (continued)
ISO/IEC/IEEE ISO/IEC 19795-1:2021
29119-3:2021 Test
documentation Required/Recommended/Optional test documentation (required unless stated)

Population demographics, including:

— age;
— ethnic origin;

— oender:
&S

12.1

— occupation.

Application information, including:

— time of day;
— subject familiarity;

— subject motivation.

(referencing 7.3
and Annex C)

Control of factors
potentially affect-
ing performance

Capture subject anatomy, including:

— beards and moustaches;

— baldness;

— disability, dis€ase or illness;
— eyelashes;

— fingernail growth;
—¢~Jingerprint condition;

= iris colour intensity;

— skin tone.

Capture subject behaviour, including:

— dialect, accent and native language;
— expression, intonation and volume;
— facial expressions;

— language alphabet;

— misspoken or misread phrases;

— movement;

— pose and positioning;

© ISO/IEC 2022 - All rights reserved
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Table D.1 (continued)
ISO/IEC/IEEE ISO/IEC 19795-1:2021
29119-3:2021 Test
documentation Required/Recommended/Optional test documentation (required unless stated)

Capture subject appearance, including:

— bandages or band-aids;
— clothing;

— contactlenseg:

— cosmetics;

— glasses, sunglasses;
— false fingernails;

— hair style and colour;
— rings;

— tattoos.

Sensor and hardware, including:

— dirt smears (e.g. residual prints);
— focus;

— sensor qualitys

— sensor variations;

— senser wear;

— _sensor replacement;

<<~ transmission channel.

User interface, including:

— feedback;
— instruction;
— supervision.
12§ — E.g, policies for determining enrolment failures.
Test procedures |~ Details of any abnormal cases occurring during testing that aye
excluded from performance analysis.
Test completion 121
report/
\Y . Estimated uncer- |Estimated uncertainty in performance results, and method of esti
Summary'eftestiig — -
tainties mation. See 8.11 and Annex B
performed
(7.4.2) (optional)
E‘:sgﬁg/mpletlon 12.1 Deviations from the guidelines of ISO/IEC 19795-1 “should” be
p L explained. Sometimes it will be necessary to compromise one aspect
- Deviation from . v, S
Deviations from C . to achieve another; for example, randomising the order of using fin-
. guidelines . . : : ;
planned testing gers on a fingerprint device can lead to user confusion and a higher
(optional) number of labelling errors

(7.4.3)
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Table D.1 (continued)
ISO/IEC/IEEE ISO/IEC 19795-1:2021
29119-3:2021 Test
documentation Required/Recommended/Optional test documentation (required unless stated)
Test plan/ 12.2 Ideally single number summary statistics (e.g. Equal Error Rate
. (EER), Half Total Error Rate (HTER), Area under the ROC) “should”

Test strategy Single number not be used.

summary statis- |7
(7.2.7) tics When used, report the method of derivation.

Reporting - Enrolment Performance

Tqst plan/
Tqst strategy
(712.7)

12.3
(referencing 9.2.1)

Failure to enrol
rate (FTER)

FTER
Enrolment policy, including:

— sample quality threshold for enrolment;

— decision threshold to confirm the enrolment is usable;

— the number of attempts or time-allowed for enrolpent in an
enrolment transaction.

12.3
(referencing 9.2.2)

Enrolment trans-
action duration

(optional)

Average (mean or median) transaetion duration.

Cumulative distribution functien of enrolment transaction| times
(e.g. plotting FTE(duration)\against duration) showing both success-
ful and failed enrolments.

— used for compatison of systems, where thresholdg for
time allowed or sample quality are not set the sanpe for all
systems.

12.3

(referencing 9.10.2
a)

Enrolment trans-
action computa-
tional workload

(optional)

Each enrolment transaction is measured over:
—, _generation of a biometric enrolment data record;
L5 duplicate enrolment check (which corresponds to

an identification search against existing enrolme
references), if implemented;

—+

— storage in the reference database.
Transaction computational workload includes:

— transaction time;
— memory usage;

— optionally CPU usage, and network and disk activity.

Reporting - Acquisition Performance

12.4
(referencing 9.3.1)

Failure-to-acquire

FTAR
plus thresholds for sample quality.

Either duration for sample acquisition or allowed number ¢f pres-

Tdstplan/ rate (FTAR) entations
Test strategy 12.4 Average (mean or median) transaction duration.
(7.2.7) (referencing 9.3.2) | Cumulative distribution as a function of acquisition duration (e.g.

Acquisition dura-
tion

(optional)

plotting FTAR(duration) against duration)

— used for comparison of systems, where thresholds for
sample quality and allowed duration for sample acquisition
are not set the same for all systems.
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Table D.1 (continued)
ISO/IEC/IEEE ISO/IEC 19795-1:2021
29119-3:2021 Test
documentation Required/Recommended/Optional test documentation (required unless stated)

Reporting - 1:1 Comparison Performance

12.5 FMR
(referencing 9.4.1 |FNMR
and 9.4.2) plus threshold
False matchrate [gtherwise, FMR and corresponding FNMR “shall” be reported ovel
(FMR) and the range of decision thresholds tested.
False non-match — ADET plotis recommended in the case of multiple
rate (FNMR) operating points.
FTER
Enrolment policy
— sample quality threshold for enrolment
12.5
— decision threshold to confirm the\enrolment is usable
Failure to enrol
rate (FTER) — the number of attempts or.tifne allowed for enrolment in an
Test plan enrolment transaction
Test stratggy OR
(7.2.7) a statement that FTER is ufiknown.
FTAR
s plus thresholds for sample quality

] _|Either durationfor sample acquisition or allowed number of pres-
Failure-to-acquire |entations

rate (FTAR) oR

a statément that FTAR is unknown.

12.5

Computational
workload of biemr- | Computational workload (e.g. CPU operations, memory used)
etric comparison

(optional)
Test completion 8.40
report/ N\ . If the presentation and channel effects are allowed to vary ran-

. Collection condi- |domly across test subjects the experimenter “should” report on anfy

Summary|of testing X S .

tions correlation in these effects between enrolment and comparison
performedl sessions.
(74.2) (recommended)
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Table D.1 (continued)

ISO/IEC/IEEE
29119-3:2021 Test
documentation

ISO/IEC 19795-1:2021

Required/Recommended/Optional test documentation (required unless stated)

Reporting - Verification System Performance

Test plan/ 12.6 FAR
Test strategy (referencing 9.5.2 |plus:
(7.2.7) and 9.5.3) — decision policy
FatseacceptTate - .
(FAR) and — matching decision threshold
False reject rate — threshold for sample quality
(FRR)
— allowed duration or allowed number of\presentati
FRR
plus:

decision policy
matching decision threshold

threshold for sample-quality

Otherwise, FAR and cerresponding FRR “shall” be reportegl over the

range of decision thresholds tested.

A DET plotis recommended in the case of multiple operati

ons

g points.

12.6

Failure to enrol
rate (FTER)

FTER
Enrolmentpolicy

sample quality threshold for enrolment

decision threshold to confirm the enrolment is usah

the number of attempts or time allowed for enrolmg
enrolment transaction

OR

a statement that FTER is unknown.

le

ntinan

FTAR
plus thresholds for sample quality

12.6
] | Either duration for sample acquisition or allowed number pf pres-
Failure-to-acquire |entations
rate (FTAR)
OR
a statement that FTAR is unknown.
126 Average (mean or median) transaction duration.
. Cumulative distribution as a function of acquisition times (e.g. plot-

(referencing 9.5.4)

Verification trans-
action duration

(optional)

ting FRR(duration) against duration) “should” be provided
separately accepted and rejected verification durations

are not set to the same values.

used for comparison of systems, where thresholds for
sample quality and allowed duration for sample acquisition

showing
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Table D.1 (continued)

ISO/IEC/IEEE
29119-3:2021 Test
documentation

ISO/IEC 19795-1:2021

Required/Recommended/Optional test documentation (required unless stated)

12.6
(referencing 9.5.5)

Generalized false
accept rate (GFAR)

and

The method of generalisation.
GFAR and GFRR

Generalized false
reject rate (GFRR)

(optional)

— Tecommended wWihen comparing systems maving different
FTER / FTAR error rates.

12.6

(referencing 9.10.2
b)

Computational
workload of verifi-
cation

(optional)

Computational workload (e.g. CPU operatigiis, memory used)

Reporting - Identification System Performance

G~

Test plan
Test strategy
(7.2.7)

12.7

(referencing 9.6.2
and 9.6.3)

False-positive
identification rate
(FPIR) and

False-negative
identification rate
(FNIR)

FPIR
FNIR

— both reported’over the range of decision thresholds and
identification ranks tested.

— DET¢plot is recommended in the case of multiple operatin
poirnts.

A

Several\DET plots “may” be shown corresponding to different num
bers'efidentifiers returned, and different number of references in
the enrolment database.

12.7

Number of en=
rolled references

Enrolled references

12.7

Failure to enrol
rate (FTER)

FTER

Enrolment policy

— sample quality threshold for enrolment

— decision threshold to confirm the enrolment is usable

the number of attempts or time allowed for enrolment in an enrol-
ment transaction

84

OR

a statement that FTER is unknown.

12.7

Failure-to-acquire
rate (FTAR)

FTAR
plus thresholds for sample quality

Either duration for sample acquisition or allowed number of pres-
entations

OR

a statement that FTAR is unknown.
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Table D.1 (continued)
ISO/IEC/IEEE ISO/IEC 19795-1:2021
29119-3:2021 Test
documentation Required/Recommended/Optional test documentation (required unless stated)
12.7
(referencing 9.6.5) |Selectivity
Selectivity
12.7 CMC plot (e.g. the rank-R identification rate as a function of R)
(referencing 9.6.6) |[OR
Closed-set results |FNIR-over-rank plot
(optional) — with details of the number of enrolled subjects
12.7
(referencing 9.9) |Average (mean or median) transaction dyration
Identification Cumulative distribution function of acquisition times
transaction dura- | Brieflisting of the actions of the cdpture subjects included|in the
tion transaction
(optional)
Each enrolment transaction is measured over:
— Generation of'‘@biometric feature set from the capjtured
biometric sample
12.7 —  Pre-geléction to reduce workload of identification|search if
(referencing 9.10.2 it i@piemented
¢) and 9.10.4) —c~Jdentification search over the reference database
Computation
workload for an = Production of candidate list and deciding identifidation
identification outcome
transaction Computational workload “may” be measured for different humbers
(optional) of references to show how workload scales with database §ize.
Where workload reduction is used, metrics applicable to the
workload reduction method, “should” be reported (e.g. in the case
of pre-selection, the preselection error rate, and penetrati¢n rate
“should” be reported).
D.2.3 Mapping of1SO/IEC 19795-2:2007 documentation to ISO/IEC/IEEE 29119¢3:2021
dgcumentation
Taple D.2 (Shows the mapping from test documentation requirements for technology evaluation in
ISP/IEC<19795-2:2007 to subclauses in ISO/IEC/IEEE 29119-3:2021, along with a brief desdription of
the required test documentation.

Table D.2 — Technology evaluation documentation mapping from ISO/IEC 19795-2:2007 to
ISO/IEC/IEEE 29119-3:2021

ISO/IEC/IEEE 29119-
3:2021

Test documentation

ISO/IEC 19795-2:2007

Required/Recommended content (required unless stated)

6.1.3

Functionality to be
tested

Types of comparison functionality (i.e. verification or i
tion) with rationale;

dentifica-

6.1.7
Model testing

implementation.

Model documentation, if a model is tested instead of actual
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Table D.2 (continued)

ISO/IEC/IEEE 29119-
3:2021

Test documentation

ISO/IEC 19795-2:2007

Required/Recommended content (required unless stated)

Acquisition devices:

— manufacturer;

— model;

Test plan
Context of testing
(7.2.2)

— Version;

— firmware, as applicable.
Comparison algorithms:

— provider;
— version;
6.4.2.1 — revision.

e Test platform information:
Specifications

— platform;

— 0S;

— processing power;
— memory;

— manufacturer;

— database type;

— database size;

% model.

Including:

6.4.3.1 — biometric data acquisition, processing, and storage
. architecture;

Architecture

— data flow between system components.

8.3 Including:

Basis for inclusion of
test systems

basis of inclusion of test items in the evaluation (e.g. open
invitation, supplier contract, etc.) and selection criteria, wherg
applicable.

6.4.3.3 Including:

System acquisition — method of system acquisition

and implementation
I

—fevet of SUppHeTr Ivolvernent i impienTentation

Including:
Test plan/ 8.1 — level of tester independence;
Stakeholders . T . .
Parties to a test — involvement of test organization in the configuration,
(7.2.4) modification, refinement, or adaptation of the
implementation under test.
6.2.2 )
Processes used to ensure samples are of different people.
Unique enrolment
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Table D.2 (continued)

ISO/IEC/IEEE 29119-

ISO/IEC 19795-2:2007

3:2021
Test documentation Required/Recommended content (required unless stated)
6.2.4 Including:
Test subject identifi- | identifier types used for test subjects;
cation — amount and type of personal data collected.
625 Metadatammradeavaitabte totire SYSCEITS uTder-test (w.g . Ssensor
Corpus metadata settings).
Including:
6.2.6 — data suitability for test goals and application type}
Corpus representa-
tiveness — information on test subject acclimatization, training,
habituation, and guidance, where\available.
6.2.7 ) ]
] Information on access to and use-of the corpus by supgliers.
Supplier access
6.2.9 Validation of data and its switability for the test/applicption
Corpus validation (including proportion and criteria for data removal).
6.2.10 Environmental cerditions (e.g. temperature) during cqrpus
Corpus collection acquisition (otherwise unavailability of these environmental
environment conditions);
Tdst plan/ 6.2.11
Tdst strate Information on data pre-processing, including the failyre at
8y COFPUS pre-process- |source (FAS) rate if samples were discarded.
(12.7) ng

6.4.3

Data collectien

Including:

— datarecording methods for each performance element,
including those not logged by the system(s);

auditing and validation processes for performance datp, includ-
ing those not logged by the system(s).

Including:

— output types, including comparison scores, accepfl/reject
decisions, candidate lists, enrolment quality scorgs, sample
quality scores

6.4.3.2
— range of comparison scores and thresholds
Outputs
— range of enrolment quality scores and thresholds
— range of sample quality scores and thresholds
— IMetiod {0 proviaing outputs
6.1.8

Sequential use

The order of use of the test data.

8.2 Whether systems were tested on equivalent hardware and
] operating systems or whether images of the operating system
Fairness were re-installed prior to each test (recommended).
Including:
6.4.4.1 — description of sample-related data provided to suppliers;
Disclosures — input, intermediate, and output material to be made

available to non-suppliers (amount disclosed depends on
level of disclosure).
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Table D.2 (continued)

ISO/IEC/IEEE 29119-
3:2021

Test documentation

ISO/IEC 19795-2:2007

Required/Recommended content (required unless stated)

Test completion
report/

Summary of testing

6.4.5

Executive summary

Executive summary of testing performed.

6.4.1

performed Evaluati | Evaluation results.
aluation results.
(7.4.2) vall =
Including:
6.3.6.2 — mean throughput, if calculated;
Test results/ evalua-
tion and performance |— time for 1:N uniqueness determination (as pant of
results throughput time), if it is observed or knownte be
implemented.
Test completion
report
port/ 6.4.1
Deviationp from Unaddressed requirements and the reason.
planned t¢sting Evaluation results.
(7.4.3)

test execution log
(8.10)

6.4.3 Data collection spreadsheets and logs, whether as screenshotg
Data collection or reproduced forms.

8.2 Intellectual or physical input by the test organization that af-
Fairness fects the evaluation outcome.

D.24 M

Table D.3
ISO/IEC 1
the requi

Table D.3 — Scenario evaluation documentation mapping from ISO/IEC 19795-2:2007 to

apping of ISO/IEC 19795-2:2007 (scenario evaluation) documentation to ISO/
IEC/IEEE 29119-3:2021 documentation

shows the mapping from test.documentation requirements for scenario evaluation
9795-2:2007 to subclauses in ISOYIEC/IEEE 29119-3:2021, along with a brief description
‘ed test documentation.

in
of

ISO/IEC/IEEE 29119-3:2021
ISO/IEC/]EEE 29119- ) .
3:2021 IS@ 19795-2:2007
Test documentatio B'ﬁqulred/ Recommended content (required unless stated)
7.1.1.1
Specification of application being scenario tested
System under test
Acquisition devices:
— manufacturer;
— model;
— version;
— firmware, as applicable.
Comparison algorithms:
— provider;
— version;
— revision.
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Table D.3 (continued)

I1SO/IEC/IEEE 29119-
3:2021

Test documentation

ISO/IEC 19795-2:2007

Required/Recommended content (required unless stated)

Test plan/

Context of testing

7.4.2.2

Specifications

Biometric application software:

provider;

title;

(7223

version,

build of application.
Test platform information

platform;

0S;

processing power;
memory;
manufacturer;

model.

7.4.2.3

Architecture

Including:

and

biometkic data acquisition,
architecture;

processing,

data flow between system components.

storage

8.3

Basis for inclusion.of
test systems

Ineluding:

basis of inclusion of test items in the evaluation

(e.g. open

invitation, supplier contract, etc.) and selectiof criteria,

where applicable.

74.3 Including:
SysterpaQiisition and |~ method of system acquisition;
implémentation level of supplier involvement in implementation.
Including:
Tgst plan/ 81 — level of tester independence;
Stpkeholders . N . . .
Parties to a test — involvement of test organization in the confliguration,
(712.4) modification, refinement, oradaptation oftheimplementation
under test.
Including:
— output types, including comparison scores, accept/reject
decisions, candidate 11sts, enrolment quality scores, sample
Test plan/ quality scores;
74.2.4 )
Test strategy — range of comparison scores and thresholds;
Outputs
(7.2.7) — range of enrolment quality scores and thresholds;
— range of sample quality scores and thresholds;
— method for providing outputs.
7.1.1.3 ) ) .
] ] Test environment - indoor (type of facility) or outdoor (exposure
Evaluation environ-|¢q elements).
ment
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Table D.3 (continued)

Test completion report/

Summary of testing
performedl

(7.4.2)

ISO/IEC/IEEE 29119- .
3:2021 ISO/IEC 19795-2:2007
Test documentation Required/Recommended content (required unless stated)
Including:
7.1.2.2 — extent and method of training provided to test subjects;
Testsubjecttraining | y5e of supplier-provided scripts, instructions, or other
training tools.
7.2.3
Age/gender distribution of test crew.
Test crew composition
Including:
— area dedicated to scenario testing;
74.4 — natural and artificial lighting;
Physical layout of test L . .
environment — positioning of acquisition devices;
— relative location of each system;
— photos showing the positions of devices and test subjedts
during testing;
8.2 Whether systems were tested on equivalent hardware and opgr-
) ating systems or whetlier images of the operating system wejre
Fairness re-installed prior td\¢ach test (recommended).
7.4.5

Executive summary

Executive summary of testing performed.

7.2.2

Error rates based on the level of habituation of test subjects (rgc-
ommended).

7.4.1

Evaluation results.

Evaluation results.

Test completion report/

Deviatipns from

planned tg¢sting
(7.4.3)

74.1
Reporting -

General

Including:
— out of scope or inapplicable test requirements;

— unaddressed test requirements due to unavailable data.

Test mod¢l specifica-
tion/

Test moddl
(8.2.6)

Z.13.3

Reference adaptation

Including:
— accommodation of reference adaptation, where it occurs
(recommended);

— proportions of genuine and impostor recognition, where
adaptation occurred (recommended).

7.1.2.1

test procedure speci-
fication/

Test information and
general test instruc-
tions

Instructions and training provided to test subjects.

Startup 7.1.2.4 Guidance Policies on providing guidance to test subjects.
(8.4.5) 7.2.2
Method of habituation of test crew.
Habituation
7.1.2.4
Where operator guidance exceeds an agreed level;
Guidance
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ISO/IEC/IEEE 29119- )
3:2021 ISO/IEC 19795-2:2007
s e e Required/Recommended content (required unless stated)
7.1.2.5
test execution log Test order and acclima- | Observed effects of ordering systems in a multi-system test.
(8.10) tization
7.1.6 Data collection spreadsheets and logs, whether as screenshots or
Data collection reproduced forms.
8.2 Intellectual or physical input by the test organizdtion that affects
Fairness the evaluation outcome.

D.2.5 Mapping of ISO/IEC 19795-6:2012 (operational evaluation) decumentation to
ISP/IEC/IEEE 29119-3:2021 documentation

Taple D.4 shows the mapping from test documentation requirementsfor operational evaluation in
ISQ/IEC 19795-6:2012 to subclauses in ISO/IEC/IEEE 29119-3:2021,"along with a brief desdription of
thg required test documentation.

ISO/IEC/IEEE 29119-3:2021

Table D.4 — Operational evaluation documentation mapping from ISO/IEC 19795-6:4012 to

1$0/1EC/1EEE
29119-3:2021

Té¢st documenta-
tipn

ISO/IEC 19795-6:2012

Required/Recommended co

7 e
20
b\

(required unless stated)

Acquisition devices:
manufacturer;

model;

version;

firmware, as applicable.
Biometric algorithms:
provider;

version;

revisions;

parameter settings.
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Table D.4 (continued)

ISO/IEC/IEEE
29119-3:2021  |ISO/IEC 19795-6:2012

Test documenta-|Required/Recommended content (required unless stated)
tion

Biometric application software:
provider;

title;

version;
build of application.
Biometric system architecture:

biometric data acquisition, processing, and storagearchitecture;
Test plan 6.1.3
data flow between system components;
Context of testing |System specification ] ] o
system configuration (e.g. whether reference updating is used)

(7.2.2) (all recommended)

Test platform information
platform;
0S;
processing power;
memory;
manufacturer;
model.

6.1.4 ) ) ] S

) ] . Rationale fop,the types of comparison functionality (i.e. enrolmerft,

Biometric function- | yerificatitn; or identification).

ality
The.eoncept of operations of the operational application, including:
integration with external systems;

6.2.2

authentication methods and systems that the biometric system i
Concept of operations |replacing or complementing;

category of application (e.g. enrolment, physical or logical access
control, identification).

6.4.2
Whether enrolment is in the scope of the testing.
Enrolment analysis
Including:
6.5.1 purpose and scope of the evaluation including description of the
" system under test;
Reporting planned

£ 1 PN R IR IE TR N Laods FIN MRS 1
}}Ll TUTIIIAIICC VAdIUCLO LU UCU IIICdourcu 111 uuic LVGluGLlUll' lllLluullls

test results estimation of statistical significance of these results;

description of the application’s characteristics.

6.2.4 Including:
Test plan/ Levels of effort and enrolment attempt limits and decision policies.
Assumptions and decision policies comparison attempt limits and decision policies.
constraints 6.2.5 Including:
(7.2.3) Multiple-instance whether multiple instances from same test subject are used;
systems if so, the fusion techniques/methods used (recommended).
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Table D.4 (continued)

2022(E)

ISO/IEC/IEEE
29119-3:2021

Test documenta-
tion

ISO/IEC 19795-6:2012

Required/Recommended content (required unless stated)

Including:

environmental conditions controlled by the operational system;

6.2.6 environmental controls not applied in the field;

Environment area dedicated to operational testing (recommended);
positions of natural and artificial lighting (recommended);
positioning of acquisition devices (recommendéd):

Including:
required instrumentation and reconfiguration of the system;
6.3.1

Test plan - general
6.3.2

impact on performance attributable to,the instrumentati
reconfiguration;

scores recorded and/or output by the biometric system, ipcluding

n and

Data recording pro-
cesses

] comparison scores, acceptance and rejection decisions, cdndidate
Tdst plan/ S_ystem 1mplelmental- lists, enrolment quality,scores, and sample quality scores|and the
p tion and configuration | threshold values used-for'testing;
Tgststrategy methods used to record outputs from the biometric systepn during
(712.7) testing.
Including:
relationship between test subjects and the biometric system opera-
tor;
whether the test subjects normally use the system or just{for this
testing;
6.3.1 . ] .
representativeness of the test crew with the target populfition;
Test plan - general
£33 identifier types used for test subjects;
o \ methods used to establish ground truth (and the impact df these on
Test populdation test subject interaction with the system);
method used to determine the order in which test subjectls interact
with multiple components/systems;
amount and type of demographic data on test crew to be ¢ollected;
actual demographics of the test crew (recommended);
6.3.4.1
Test transactions - Target number of transactions to be executed.
General
Including:
6.3.4.2 methods used for recording data for each performance element;

how test subject interaction with the system is recorded;

processes for auditing and validating performance data collection;

criteria for excluding transaction data from performance

analysis.

6.3.4.3
Genuine transactions
6.3.4.4

Impostor transactions

Methods used to confirm the identity of test subjects executing

“genuine” and “impostor” transactions.
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Table D.4 (continued)

ISO/IEC/IEEE
29119-3:2021  |ISO/IEC 19795-6:2012

Test documenta-|Required/Recommended content (required unless stated)

tion
Including:
6.4.1 throughput metrics and methods for measuring transaction times;
Throughput separate measures for transaction durations for enrolled and un-

enrolled subjects (recommended).

Including:
whether system is run as attended or unattended operation;

guidance given to test subjects on how to use the system;

6.2.3 type and extent of feedback provided to test subjects (by biometrfic
Guidance and instruc- |System and by attendants);
Test procg¢dure ti . . . . . . .
1o0n correction and recording of improper interaction with device;

specificatjon/
constraints on test subject appearance and apparel;

Start up
(8.4.5) differences in test guidance and feédback from that provided for
operational use.
6.2.8 Method of acclimatization of the test crew, and justification if it
Acclimatization differs from operational use.
6.29 )
] ] Method of habituationof the test crew.
Habituation
Including:
6.3.4.1 ] N ) ] ) ]
) discrepancies in generating transactions for genuine and impostdr
Test transactions - test tran$actions (recommended);
General N ] o ] )
Test compjletion modifications to system interaction introduced during the testing.
report/ Including:
Deviationf from 6.5.1 deviations from the test plan;

planned tgsting Reporting planned

(74.3) test results out of scope or inapplicable test requirements;

unaddressed test requirements due to unavailable data.

6.5.2
Reports of additional analyses not in the test plan, including pote

Reporting additional = |tja] biases in their results (recommended).
analyses

§3.4.1 Unplanned events that are likely to have affected or invalidated
Test transactions - the results (e.g. fire drills, repairs), and the decision on whether tp

=)
]

Test completion

report/ G 1 include such transaction data.

Factors that enera

blocked progress [6.5.1

(7.4.5) Reporting planned Unaddressed test requirements due to unavailable data.

test results
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Table D.4 (continued)

ISO/IEC/IEEE
29119-3:2021

Test documenta-
tion

ISO/IEC 19795-6:2012

Required/Recommended content (required unless stated)

cesses

6.3.4.1 Including:

Test transactions - number of transactions executed;

General frequency the test subjects execute transactions.
Tqst completion 6.3.4.2 Including metrics that were generated through automateli data
report/ Data recording pro- | collection and those which were generated throughmandal data

collection.

Recognition analysis

Tgst measures
6.4.2
(714.6) Throughput for enrolment transactions.
Enrolment analysis
6.5.3 o ) . )
. Statistical estimates of validity of reported observations [recom-
Reporting observa- mended).
tions
Including:
number of test subjects-and transactions used to derive through-
put for enrolment;
failure-to-enrol rate, and number of test subjects and transactions
6.4.2 used to derivethe-failure-to-enrol rate;
Enrolment analysis the proportien of the test subjects utilizing pre-existing enrol-
ments;
if enrolment is not performed by the system under test, irfforma-
tiorlOn the test subjects’ prior enrolment, if available (rejommend-
ed).
Tqdst model specifi- Including:
cdtion/ o .
throughput for recognition transactions, and the number|of test
Tedst model subjects and recognition transactions used to derive it;
(8.2.6) for verification:
system rejection rate, and the number of test subjects and recogni-
tion transactions used to derive it;
where ground truth is available, false reject rate (FRR) ar]d false
accept rate (FAR) and the number of test subjects, recognftion
transactions and number of enrolled individuals used to derive
6.4.3 them;

for identification:

ects,
o derive

the system identification rate, and the number of test sub
identification transactions and enrolled individuals nsed

it;

where ground truth is available:

false positive identification rates (FPIR) and corresponding false
negative identification rates (FNIR) and the number of test sub-

jects, recognition transactions and number of enrolled individuals
used to derive them;

for genuine identification transactions, distribution of the time
between acquisition of enrolment and comparison data.
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Table D.4 (continued)

ISO/IEC/IEEE
29119-3:2021  |ISO/IEC 19795-6:2012

Test documenta-|Required/Recommended content (required unless stated)

tion
6.3.4.4 Impostor activity that can be estimated or measured (recommend-
, Impostor transactions ed).
Test completion
report/ 6.4.3.2 Statistical significance of test results based on the number of
Summary|of test- | Recognition error rate erTors, eijrror rates, test population, and number of transactions
ing performed analysis executed.
(7.4.2) 6.5.1 . o . :
s ] Performance values measured in the evaluation, including-estima-
Reporting planned tion of statistical significance of these results.
testresults
6.3.4.2 ]
Examples of data collection elements such as-spreadsheets and
Datarecording pro-  ||ogs,
cesses
6.5.3
Reporting observa- Reported observations during the.egaluation.
tions
Test execytion log Including:
(8.10) photos of the operational‘ehvironment showing the relative posi-
tions of devices andsubjects during testing;
6.6 communications with suppliers on system configuration and opef-
Record keeping ation;
spreadsheets and matrices used for data entry;
if all three points above are not recorded, this is documented, with
an jndieation if this was for privacy.
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Annex E
(informative)

Mapping from ISO/IEC 19795-1 to the ISO/IEC/IEEE 29119 series

E.

Th
IS
un

while also complying with, or simply using, where appropriate, the more detaijled requirems

IS

E.

IS
"t(
de

pe
E.

To|
m

Canformance requirements change forrthe two evaluation approaches covered by ISO/IE

(tq
sy

Table E.1.

E

Taple E.1 shows (the mapping from subclauses in ISO/IEC 19795-1:2021 to subc

IS

A Mapping

1 General
D/IEC/IEEE 29119 series. The main purpose of the mapping is to allow users of ISO/IEC 1
derstand how biometric performance testing and reporting principles and framework can b

D/IEC/IEEE 29119 series of software testing standards.

2 Overview of ISO/IEC 19795-1

D/IEC 19795-1 specifies the generic requirements and practices concerned with the
chnical performance testing” of biometric systems and devices. Technical performance me3
fined that are generally applicable to all biometric systemisyand devices. Modality-specific
rformance tests are not considered in ISO/IEC 19795-1.

3 Conformance requirements of ISO/JE€ 19795-1
conform to ISO/IEC 19795-1, biometric pérformance testing is performed in accordance

indatory requirements defined in ISO/IEC249795-1:2021, Clauses 7 to 12.

chnology and scenario). The requirements are also dependent on the comparison ty
stem being evaluated (i.e. identification and verification systems). The relevant clauses are

D/IEC/IEEE 29119-2:2021 and ISO/IEC/IEEE 29119-3:2021, along with the rationale for each

is mapping shows how the requirements of ISO/IEC 19795-1 relate to the requirements of the

0795-1 to
e applied,
nts of the

scientific
sures are
technical

with the

[ 19795-1
pe of the
shown in

auses in
mapping.
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Annex F
(informative)

Mapping from ISO/IEC 19795-2 to the ISO/IEC/IEEE 29119 series

F.1 Geheral

This magping shows how the requirements of ISO/IEC 19795-2 relate to the requirements_of the
ISO/IEC/IEEE 29119 series. The main purpose of the mapping is to allow users of ISO/IEG:19795-2|to
understand how the testing methodologies for technology and scenario evaluation for biometrics can|be

applied, w
of the ISO

NOTE

included i this mapping.

F.2 Ov

ISO/IEC 1
for two ¢
(operatio
for an ex
meant to
between

ISO/IEC 1

ISO/IEC 1
coverage

F.3 Col

Conformd
(technolo
being eva

rhile also complying with, or simply using, where appropriate, the more detailedrequirements
IEC/IEEE 29119 series of software testing standards.

ISO/IEC 19795-2:2007/Amd 1:2015, testing of multi-modal biometric implementations, has bden

prview of ISO/IEC 19795-2

9795-2 specifies the requirements for test data generation; test execution and test reporti
f the three biometric system evaluation approaches:) technology and scenario evaluati
hal evaluation is not included in ISO/IEC 19795-2 butis covered in ISO/IEC 19795-6). See 6.
lanation of the levels used for the evaluation of:biemetric systems. Use of ISO/IEC 19795-
provide users (testers are not included in theexpected users) with a means of benchmarki
lifferent technologies, usage scenarios and tést environments.

0795-2 builds on generic requirements*and practices specified in ISO/IEC 19795-1.

0795-2:2007/Amd 1:2015 adds covérage of the testing of multi-modal biometric devices to the
pf single mode biometric devices covered in [SO/IEC 19795-2:2007.

nformance requirements of ISO/IEC 19795-2

1
N

nce requirements_change for the two evaluation approaches covered by ISO/IEC 19791
by and scenario)(The requirements are also dependent on the comparison type of the syst¢m
uated (i.e. identification and verification systems). The relevant clauses are shown in Table H.1

=

Table F.I — Conformance for evaluation approaches and comparison types

Evaluation approach Comparison type Required clauses

Identification or verifica-

Technology or scenario Clauses 5and 8

ton

Technology Identification All of Clause 6, except 6.3.3
Technology Verification All of Clause 6, except 6.3.4
Scenario Identification All of Clause 7, except 7.3.4
Scenario Verification All of Clause 7, except 7.3.5
F4 Mapping

Table F.2

shows the mapping from subclauses in ISO/IEC 19795-2:2007 (ISO/IEC 19795-2:2007/Amd

1:2015) to subclauses in ISO/IEC/IEEE 29119-2:2021 and ISO/IEC/IEEE 29119-3:2021, along with the

rationale

150
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Annex G
(informative)

Mapping from ISO/IEC 19795-4 to the ISO/IEC/IEEE 29119 series

G.1 Geheral

This mapgping shows how the requirements of ISO/IEC 19795-4 relate to the requirements_of the
ISO/IEC/IEEE 29119 series. The main purpose of the mapping is to allow users of ISO/IEC.19795-4
to underptand how interoperability performance testing for biometrics can be applied, whiile
also complying with, or simply using, where appropriate, the more detailed requirements of the
ISO/IEC/IEEE 29119 series of software testing standards.

G.2 Overview of ISO/IEC 19795-4

ISO/IEC 19795-4 defines tests to address the interoperability and sufficiency available from biometfic
data formlatted to comply with established standards, such as with the1SO/IEC 19794 series that covérs
biometrid data interchange formats.

NOTE The ISO/IEC 19794 series are being superseded by the ISOAIEC 39794 series.

Interoperjability testing is concerned with the ability of.components from different suppliers [to
effectively work together as part of the same biometrie:system. The components considered as part| of
this interpperability testing are shown in Figure G.1 inndark grey. In theory, each of these interoperable
components can be provided by a separate supplier, and the interoperability testing determines whether
the complonents can work together. Testing for interoperability requires different combinations|of
ts to be tested and the resulting biometric performance measures compared.

biometric
sample,

biometric

Template
template

Generation

Enrol
Sensor

Presentatjon
results

t

biometric
template repositor

Results
g biometric Sample biometric Comparison Analysis for
3 sample Generaton sample P Identification/
Verification

Presentat]on

rFigure (.1 — bliometric components considered Ior interoperability

Sufficiency testing checks the capability of an interchange standard (e.g. a standard for the format
of biometric templates) against either an absolute value of performance or against a proprietary
interchange format. Figure G.2 shows how a sufficiency test comparing a new set of standard
interchange formats (shown by the dark grey parts) with a corresponding proprietary implementation
format (shown by the light grey parts) can be set up. Sufficiency testing requires that the components
working with the standard interchange conform to the standard.

Tests performed in line with ISO/IEC 19795-4 include both technology (referred to as offline) and
scenario (referred to as online) tests.
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Technology tests can be run using an available corpus of suitable sample data or using a corpus of
sample data collected specifically for the purpose of the technology test under operational conditions
that simulate the expected use of the biometric system. Technology tests are considered suitable where
a corpus of suitable sample data is already available or when collecting such data is impractical and is
not expected to influence the testing of interoperability (e.g. when testing the interoperability of the
‘Comparison’ component with the rest of the biometric system).

Scenario tests are expected to be used for interoperability testing where the devices capturing
the biometric samples (‘Enrol Sensor’ and ‘Auth Sensor’ in Figure G.1) or the interaction with these
devices by the subjects are expected to influence the performance of the biometric system due to

m

eroperapllity 1ssues.

enrolment

biometric
sample
corpus

proprietary
biometric. |
template

Zt'andarc'ls NENGENG Proprietary
10m<itr1c Template Template
template Generation Generation

G.

Ar
sp

G,

Taple G.1“-shows the mapping from subclauses in ISO/IEC 19795-4:2008 to subc

IS

results for r sul'Fs for
standard pifoprietary
standard biometric o tary biometric
template repository emplate repository
Results ot proprietar Results
Analysis for standarc Standard Propfieta ( 10y . Analysis for
Standard Cglt:lln(aj;g?)n biometric Template Terfnlate biometric (l:’roprle'_cary Proprietary
Identification/ p sample Generation G n@mon sample CIPaESON Ideftification/
Verification Vdrification
recognition
biometric
sample
corpus
Figure G.2 — Logical set-up for a sufficiency test of a biometric interchange standard|format

3 Conformance requirements of ISO/IEC 19795-4
ecified in ISO/IEC 19795-4:2008, Clauses 6, 7, 8 and 9.
4 Mapping

D/1EC/IEEE 29119-2:2021 and ISO/IEC/IEEE 29119-3:2021, along with the rationale for each

interoperability performance test conforms to ISO/IEC 19795-4 if it satisfies the reqiyiirements

auses in
mapping.
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