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Foreword

ISO (the

International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.

The pro
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needed
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www.ied

cedures used to develop this document and those intended for its. further maintenange
ribed in the ISO/IEC Directives, Part 1. In particular, the different approval~geriterfa
for the different types of document should be noted. This. document was (drafted |n
ce with the editorial rules of the ISO/IEC Directives, Part 2 (see;www.iso.org/diréctives pr
ch/members_experts/refdocs).

ISO and 1

use of [:;11)‘ patent(s). ISO and IEC take no position concerning the evidence, Validgt§ or applicability pf

any clai

had not 1
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from the
not be he

\
Any trade name used in this document is information given forthe convenience of users and does npt

constitut

For an ¢
expressi
the Wor
WWW.isq

EC draw attention to the possibility that the implementation of this documeént may involve the

ed patent rights in respect thereof. As of the date of publication of this-document, ISO and [§C
eceived notice of (a) patent(s) which may be required to implement‘this document. Howevgr,
hters are cautioned that this may not represent the latest information, which may be obtaingd
patent database available at www.iso.org/patents and https:({ga’fents.iec.ch. ISO and IEC sh3ll
ld responsible for identifying any or all such'patent rights«-~

e an endorsement. <

\0
xplanation of the voluntary nature of stanc{a{ds, the meaning of ISO specific terms and
bns related to conformity assessment, as. well as information about ISO's adherence fo
d Trade Organization (WTO) principles in the Technieal'Barriers to Trade (TBT) s¢e

Lorg/iso/foreword.html Inthe IEC, see ygv‘vixv.iec.chzunderstanding-standards.

This dod
Subcomi]

Any feed
body. A
www.ied

ument was prepared by Joint Teqlgﬁ?cal Committee ISO/IEC JTC 1, Information technology,
hittee SC 27, Information technology, cyber security-and privacy protection.

)
back or questions on thissdocument should be directed to the user’s national standards
complete “listing of these bodies can be found at www.iso.org/members.html and
ch/national-committees,)
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Introduction

Artificial intelligence (Al) and machine learning (ML) are increasingly being adopted by the digital
industry, using algorithms to make decisions that have the potential to negatively impact the privacy
of individuals and in some cases can even cause harm to some of them, unless adequate safeguards are
deployed. Such safeguards to protect privacy often depend on a variety of factors including the specific
type of process, sensitivity of data used, and potential harm likely to be caused.

This concern has been expressed by:

— Practitioners, who identified 23 principles for Al at the 2017 Asilomar conferencel¥h|covering
research, ethics and values, as well as longer term issues.

— Standard developers, as evidenced by the report on ethically aligned design published by|the IEEE
Global Initiative on Ethics of Autonomous and Intelligent Systemsl2l.

— Policy makers, as exemplified by the appointment by the European Commmission of a High-level
expert group on artificial intelligence and the subsequent publication Qf\an assessment lisfl3],

This document provides an analysis of security and privacy of use cases’prowded in ISO/IEC T|R 24030,
which should be used in parallel. A number of additional use casesare prov1ded in Annex A.

\

This document also uses concepts from ISO/IEC TR 24028, wh{h addresses trustworthingss in Al
systems, including approaches to establish trust (e.g. transpa;rency, explainability, controllability), and
tq achieve trustworthiness properties (e.g.cesiliency, reliability, accuracy, safety, security, or grivacy).

A ¢
\ N
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Security and privacy in artificial intelligence use cases
Best practices

1 Scope

This document outlines best practices on assessing security and privacy in artificial intellig
cgses, covering in particular those published in ISO/IEC TR 24030.

The following aspects are addressed:
— an overall assessment of security and privacy on the Al system-of interest;

— security and privacy concerns;

¢
. . . l'
— security and privacy risks; v
ol
— security and privacy controls; G \
|
. . Y,
— security and privacy assurance; and W\

— security and privacy plans.

Security and privacy are treated separately as the apalysis of security and the analysis of pri
differ. W

X

\
2| Normative references N

-

>
There are no normativereferences in this\locument.

N
-

N

W

3| Terms and definitions
For the purposes of this docgrﬁént, the following terms and definitions apply.
[0 and IEC maintain ternri‘nology databases for use in standardization at the following addre

SN

—1.1SO Online brorV\}sTng platform: available at https://www.iso.org/obp

IEC Electrapedia: available at https://www.electropedia.org/

3/1
personally identifiable information
P|I

ence use

vacy can

bSES!

—

rfformation that (a) can be used to establish a link between the information and the natural person to

whom such information relates, or (b) is or can be directly or indirectly linked to a natural person

Note 1 to entry: The “natural person” in the definition is the PII principal (3.3). To determine whether a PII
principal is identifiable, account should be taken of all the means which can reasonably be used by the privacy
stakeholder holding the data, or by any other party, to establish the link between the set of PII and the natural

person.

[SOURCE: ISO/IEC 29100:2011/Amd.1:2018, 2.9]

© ISO/IEC 2023 - All rights reserved


https://www.iso.org/obp/ui
https://www.electropedia.org/
https://iecnorm.com/api/?name=fccac37ff53234546675753a091c0ca6

ISO/IEC

3.2

TR 27563:2023(E)

PII controller

privacy stakeholder (or privacy stakeholders) that determines the purposes and means for processing
personally identifiable information (PII) (3.1) other than natural persons who use data for personal
purposes

Note 1 to
while the

entry: A PII controller sometimes instructs others [e.g. PII processors (3.4)] to process PII on its behalf
responsibility for the processing remains with the PII controller.

[SOURCE: ISO/IEC 29100:2011, 2.10]

3.3
PII pring
natural

Note 1 to
synonym

[SOURCH;:

34

PII proc
privacy
accordar

[SOURCH;:

4 Abh

CCTV
GDPR
HCI

LINDDU]

NIST
OEM
PIA
PII

PoC

ipal
erson to whom the personally identifiable information (PIl) (3.1) relates

entry: Depending on the jurisdiction and the particular data protection and privacy-legislation, the
“data subject” can also be used instead of the term “PII principal”.
ISO/IEC 29100:2011, 2.11] ' s
%
eSSor N\,

stakeholder that processes personally identifiable. information (PH) (3.1) on behalf of and |n

ce with the instructions of a PII controller (3.2) »
ISO/IEC 29100:2011, 2.12] N )
. A\ Y%
reviated terms )¢
X
closed-circuit television R\

.)l
General Data Protection Regulatigh

J . e
human computing interactiof
N

N linkability, identifiability’non-repudiation, detectability, disclosure of information, up-
awareness, non-compliance

78
national institute’df standards and technology

SN

original eqiipment manufacturer
privacy impact assessment
pensonally identifiable information

proof of concept

SDG
STRIDE

uc
V2X

sustainable development goals

spoofing identity, tampering, repudiation, information disclosure, denial of service, ele-
vation of privilege

use case

vehicle-to-everything
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5 Analysis of security and privacy

5.1 General

This document includes a security and privacy analysis of ISO/IEC TR 24030:2021 use cases. Two
electronic attachments were used:

— the first is the material used by ISO/IEC TR 24030:2021, available here: https://standards.iso.org/
iso-iec/tr/24030/ed-1/en/Use+cases-v05_electronic_attachment 022021.pdf,

the second is the material used by this document, available here: https://standards.iso.exd/iso-iec/
tr/27563/ed-1/en/Security-privacy-24030-ed-1-Al-use-cases.pdf.

Ahnex A provides a list of new use cases.

5|2 Application domains in ISO/IEC TR 24030:2021 use cases
I§0/IEC TR 24030:2021 describes 132 use cases, belonging to 22 appliqat'i’bn domains as shown in

Flgure 1. 20
NPTE1 134 use cases are listed in this document, as use case 96 from I‘SO]‘[EC TR 24030 has been categorized
into 3 application domains. (>'

XS
NDPTE 2  The number of use cases per domain, €.g."1 energy use caye“compared to 29 healthcare use cgses is not
anp indication of the potential deployment of Al capabilities in a domain.

NPTE3  The assignment of a use case to a domain depeyids:on the viewpoint of experts. For instancg, use case
132 (Device control using both cloud Al'and embedded AT) is classified as manufacturing instead of homne.

— X
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5.3 Security in ISO/IEC TR 24030:2021 use cases

Figure 2 summarizes the security analysis of ISO/IEC TR 24030 use cases in the second electronic
attachment. It shows for each application domain:

— the number of use cases for which security concerns can be negligible;
— the number of use cases for which security concerns can be limited;

— the number of use cases for which security concerns can be significant; and

© ISO/IEC 2023 - All rights reserved 3


https://standards.iso.org/iso-iec/tr/24030/ed-1/en/Use+cases-v05_electronic_attachment_022021.pdf
https://standards.iso.org/iso-iec/tr/24030/ed-1/en/Use+cases-v05_electronic_attachment_022021.pdf
https://standards.iso.org/iso-iec/tr/27563/ed-1/en/Security-privacy-AI-use-cases.pdf
https://standards.iso.org/iso-iec/tr/27563/ed-1/en/Security-privacy-AI-use-cases.pdf
https://iecnorm.com/api/?name=fccac37ff53234546675753a091c0ca6

ISO/IEC TR 27563:2023(E)

— the number of use cases for which security concerns can be maximum.

NOTE1 The assessment is based on the most critical systems of interest. For instance, use case 1 (Explainable
artificial intelligence for genomic medicine) involves two systems of interest, the genomic sequence processing
system for which security concerns can be maximum, and the genomic training system for which system
concerns can be significant. The resulting assessment is that security concerns can be maximum.

NOTE 2  The assessment result of each domain is not an indication of the potential privacy concern of Al in a
domain.

e
\

I

4,
Sry.
<0, ) Qll‘
Q@

Dy
.

I concern can be maximum . Concern can be sign;ﬁ\'(g) D Concern can bedimited [ | Concern can be negligible

Figure 2 — S@@l‘ity analysis in Al use cases
S

5.4 Prjvacy in ISO/IEC TR 2@\5:2021 use cases

Figure 3|summarizes the privacy analysis of ISO/IEC TR 24030 use cases listed in the attachment. It

shows fof each applicatio:tg&uain:

— the qumber of us cgs’es for which privacy concerns can be negligible;

— the number ﬁre cases for which privacy concerns can be limited;

— the number.of use cases for which privacy concerns can be significant;

— thern u\gﬁer of use cases for which privacy concerns can be maximum.

NOTE1 The assessmentis based on the most critical systems of interest. For instance, use case 1 (Explainable
artificial intelligence for genomic Medicine) involves two systems of interest, the genomic sequence processing
system for which privacy concerns can be maximum, and the genomic training system for which system concerns
can be negligible. The resulting assessment is that privacy concerns can be maximum.

NOTE 2  The assessment result of each domain is not an indication of the potential privacy concern of Al in a
domain.
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Figure 3 — Privacy analysisin use cases
N
Q7
6| Templates for analysis R )
The template used to collect material is showa iirTable 1. It includes three types of table cells:
—t title cell (e.g. use case name); & '
— instruction cell (e:g-'describe the@%bsystem);
— example cell\(e.g. System of jnterest: < use case system of interest > ).
Ekample cells can include téxts in brackets, e.g. < asset A > . They are intended to be repldced by a
specific text related to theuse case.
NPTE1"+ The propgsed‘ texts in example cells use vocabularies and concepts which are aligned with existing
sgcurity and privacy.réferences (See [7][8][9][10][13][16][17][18][19][24][15][14]).
NPTE 2 A use\case can involve several systems of interest.
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Table 1 — Template for collecting material

ID

< identification as provided by ISO/IEC TR 24030 >

Use case name

< use case name as provided by ISO/IEC TR 24030 >

Describes the ecosystem: identi-
fies the systems of interest, the

Systems of interest:

< use case system of interest >

Stakeholders:

Ecosystem

stakeholders, and the stakehold-
ers’ assets that are impacted by
Al

Stakeholder assets that are impacted by Al

< stakeholder A >

<assetA>

System of interest: < Use case system of interest >

N

-

Assessment of system
of intere§t

Assessment on security and pri-
vacy concerns

Security and, privacy concefns’on < use cade
system of interest > areq<{hegligible, limited,
significant, maximum >,

Security pnd privacy
concerns

Highlights security and privacy
concerns that are impacted by Al

7N

—+

Protection goals to cofisider for < asset A > ass¢

are’ < confidentiality, integrity, availabilit

unlinkability, t}‘a.n'sparency, intervenabilityl[8]
)

VI~

—

The follquiflg\ privacy principles to considg
for a <useycase system of interest > integratin
a<assetA > asset: < e.g. consent and choice, ug
retehtion and disclosure limitation(2l >

v

@ 09

The following framework concepts to considg
for a < use case system of interest > integratin
a < asset A > asset: < e.g. Identify, Protec
Identify-P,Govern-P[21I[15] >

—

)

Security pnd privacy
risks

By
Identifies security and privacy
risks that are impaeted by Al
e\
0‘\. g
»

-

Privacyrisks related to < asset A > asset (e.g. r¢
identification of ... while performing Al traininig
andreasoning operations)

Security risks related to < asset A > assgt
(e.g. alteration of learning data with wronjg
information, security of training operation,
security of reasoning operation, ...)

Security pnd privacy
controls

Ide,n’c‘if‘i\es security and privacy
controls that are impacted by Al

Security and privacy controls from < referend

w
(¢}
(¢}

—
N
N

—

—
N
[O8]

e

—
N
N

e

—
—
~J

—

—
N

—

p—
\"
=
o
o
[¢’]
(@)
o
=
72}
—-
Q.
[¢]
=
@D
[P ¢)

for < use case system of interest >

\
. CON
Security pnd per&
assurange
O

Identifies security and privacy
assurance aspects that are im-
pacted by Al

Organization operating the < use case systein
of interest > integrating < asset A > assgt
to ensure that it can be audited[121[20] This
includes organisational and technical evidencg.

N

Organization operating the < use case systein

Security and privacy
plan

Tdentifies security and privacy
plan aspects that are impacted
by Al

of Interest > Integrating < asset A > asset to
establish a security and privacy planllé] that
will be validated and reviewed periodically for
continual improvement.

7 Supporting information

7.1 Describe ecosystem

The type of stakeholders and system of interest that can be considered are shown in Table 2.
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Table 2 — Points of attention on ecosystem

Points of attention Description

Supplier (including solution providers and technology providers)
Entity that does not process PII at all

PII controller

Type of stakeholders
PII processor
PII principals
Third parties
Al system of interest (e.g. a reasoning engine)
Type of system of interest System of interest that includes an asset.to protect and gses’an Al|subsys-
tem
712 Provide assessment of systems of interest .
'
The qualifiers that can be used are “can be negligible”; “can be limited”; ¥ean be significant’|, “can be
njaximum”. \3)
O\
Npte It is possible that concerns on security andprivacy are not tl}ﬁ\,séme.
N
\‘
713 Identify security and privacy concerns 28
\
For each system of interest, the points/of attention are shown in Table 3, Table 4, Table 5, and Table 6.
\ »
NPTE1 Table 3 is based on based on ISO/IEC TR 27550
NPTE2  Table 4 is based on ISO/IEC 29100. ¢\
>
NPTE3  Table5 is based on ISO/IEC TS 2716 and the NIST privacy frameworkI[15],
By
Table 3 —Points of attention on protection goals
~
Points of attention : \O Description
_ Confidentialityes Property that information is not made available or disclosed to unauthjorized
Securlty y:). individuals, entities, or processes
ggz‘lcsctlon Integrityy, * Property of accuracy and completeness
Availa’Bili\ty Property of being accessible and usable upon demand by an authorized entity
Unliitkability Pr_operty thata PI_I principal can make multiple uses of resources or sefvices
' without others being able to link these uses together
Prlvacy. Property that all privacy-relevant data processing including the legal, fechnical
protectien_) | Transparency d i ational ; b d dand d
dpals and organizational settings can be understood and reconstructe
Intervenability Proper_ty that PI_I prlnc1pa}s, PII cqntrollers, PII processors an_d supervisory
authorities can intervene in all privacy-relevant data processing
Table 4 — Points of attention on privacy principles
Points of attention Description
Provisions which are made to provide PII principals with the opportu-
Consent and choice nity to choose how their PII is handled and to allow a PII principal to

withdraw consent easily and free of charge

Purpose legitimacy and specification ply with applicable law and rely on a permissible legal basis

Communicating the purpose and awareness that it is expected to com-

Collection limitation

cable law and strictly necessary for the specified purpose(s)

Limiting the collection of PII to that which is within the bounds of appli-

© ISO/IEC 2023 - All rights reserved
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Table 4 (continued)

Points of attention Description

Minimize the PII which is processed and the number of privacy stake-

Data minimization holders and people to whom PII is disclosed or who have access to it

Limiting the use, retention and disclosure (including transfer) of PII to
that which is necessary in order to fulfil specific, explicit and legitimate
purposes

Use, retention and disclosure limita-
tion

Ensuring that the PII processed is accurate, complete, up-to-date (un-
Accuracy and n‘nnlify less thereisa ]pgifim:\fp basis for l(nnping outdated r‘]af:\), nr‘lnnln:\fp and

relevant for the purpose of use

Providing PII principals with clear and easily accessible information
Opennes§, transparency and notice |about the PII controller’s policies, procedures and practices withire-
spect to the processing of PII

Giving PII principals the ability to access and review theirRIl, provided
Individual participation and access  |their identity is first authenticated with an appropriate, lével of assur-
ance and such access is not prohibited by applicable:daw

Documenting and communicating as appropriate apl} privacy-related

policies, procedures and practices. Assigningto-aspecified individual

Accountgbility within the organization (who can in turn delegate to others in the or-

ganization as appropriate) the task of ir?lslementing the privacy-related
)

policies, proceduresand practices  \\

Protecting PII under its authority v!ito]i appropriate controls at the opef]
ational, functional'and strategiclevel to ensure the integrity, confiden-
Informatjion security tiality and availability of the Pi}; and to protect it against risks such as
unauthorized access, destfuction, use, modification, disclosure or loss
throughout the whole ofits life cycle

Verifying and demonsffating that the processing meets data protectior

Privacy dompliance and privacy safeg.uar\iing requirements by periodically conducting
audits using intet;rfal auditors or trusted third-party auditors
%
Table 5 — PoiIQIS\of attention on activities
Ppints of attention N (\\‘ Description
Identify. Ecoségs:t%ms of stakeholders and threat environment
Protect Safeguards
Security Detect + |Discover cybersecurity events

S

Respond A58 |Response to cybersecurity events

Recover : Restoration and communication after a cybersecurity event
¢ Organizational understanding to manage privacy risk for individuals aris-
Identify-P : X
ing from data processing
Govern-P Governance controls for privacy
Develop and implement appropriate activities to enable organizations or
Privacy Control-P individuals to manage data with sufficient granularity to manage privacy

risks

Communication capabilities so that organizations and individuals have an

Communicate-P understanding on how data are processed

Protect-P Data protection safeguards

Table 6 lists points of attention on integration of security and privacy in an ecosystem.

NOTE 4  Table 6 is based on Annex B of ISO/IEC TS 27110.
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Table 6 — Points of attention on integration

Points of atten-
tion

Example of activities

Example of input

Example of output

Reference archi-

Specify how the cybersecurity
framework activities fit with
the reference architecture used

Interview with domain
architecture experts

Work product specifying the
correspondence between the
cybersecurity framework and

cybersecurity framework
activities

in th . ) _ |
tectures Z;a iif:fgfi:;ﬁ‘g;ﬁi?;n;l Reference architecture |the ecosystem reference archi-
y documents tecture
and external stakeholders
Specify the mapping between |Interview with domain Work.product specifyinj the
Roles and stake- roles and stakeholders in the |€XPerts correspondence hetwedn the
Holders domain ecosystem and the List of domain use cases ~|cybersecurity framewofk and

describing roles and
stakeholders

the roles and/Stakeholdgrs in the

domain ecasysStem

w

ecurity and pri-
acy practices

<

Specify the relationship with
the security and privacy prac-
tices in the domain ecosystem

Interview with domain se-
curity and privacy experts

Reference.security and
privacy'documents

o .
. [the domain ecosystem

Work product specifying the
correspondence betwedn the
cybérsecurity framewopk and
sgchrity and privacy practices in

w

ystem life cycle

Identify how the system life
cycle processes integrate the

Interyiew with system.ife

cycle experts '

\‘
Reference systenlife

Work product specifying the
correspondence betwedn the
cybersecurity framewofk and

processes cybersecurity framework the system life cycle prqcesses
cycle documents of the domain ecosysteth
Tqble 7 lists points of attention on Al specific securjtyéand privacy vulnerabilities.

X

NPTES5  Table 7 is based on ISO/IEC TR 24028.
Table 7 —Points of atten\tj?)n on Al trustworthiness vulnerabilities
Points of I\
attention Vulnerablllty.\@ Example of threats
DG poisoning O Ipfluencmg training data to manipulate the results offa predic-
Ja tive model
Adversarial at‘ijéc‘ks Provide perturbed input data to a valid model
ADI Spgflﬁc o Send to targeted model a high number of prediction gperies
SPCUIIty Model stealing and use response received (the prediction) to train arnfother
threats Ve N mOdel
Hardware-focused threats to | Affect confidentiality of data
confidentiality and integrity Affect integrity of data and computation
Not following principle of PII minimization
Upon data acquisition
Compromising data storage
Al Specif- Upon data pre-processing and _|Using Al to infer PII from data
t(}:}g;;\;:;\cy modelling Using Al to re-identify information using multiple data sourc-
es
Upon model query Using model for non-authorized purpose (e.g. social service
screening, credit card scoring)

7.4 Identify security and privacy risks

For each system of interest, security and privacy risks can be identified, and resulting consequences
identified. See ISO/IEC 27005 for security and ISO/IEC 29134 for privacy.

The upper part of Figure 4 shows the relationships between security and privacy risks.
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Cybersecurity
Risks

Privacy

Associated with Cyber Risks
Cybersecurity security-

incidents arising related Associated with
From loss of privacy privacy events

confidentiality,
integrity or
availability

arising from
data processing

events

A

Functions

Functions Functions

IDENTIFY

PROTECT-P IDENTIFY-P X3
gﬁ?gggT DETECT GOVERN-P N
RESPOND RESPOND CONTROL-P, ’ )
RECOVER RECOVER COMMUNICATE—‘P\

\¥

<
SOURCE | NIST[15], reproduced with the permission of the authors.

X

%

Figure 4 — Security and privacy r}sks, and related functions

-~
>
.,

Table 8 and Table 9 show examples of categorigs of threats that'canbe used.

\¥
NOTE These categories'of threats are based on the STRIDE-and/LINDDUN taxonomy.

XN
>

Table-8 = Points of attention on threats
N

Foints of attention . K%, Description
s\oofing A A% " | The identity of the users is established (or anonymous entities are accept
J ed)
. . Data and system resources are only changed in appropriate ways by ap-
fgﬁ:;tlty Tampering propriate people
STRIDE Repudiation Users cannot perform an action and later deny performing it

taxonomy |[nformation disclosure |Data are only available to the users intended to access it

Denial of Service Systems are ready upon request and perform acceptably

Elevation of privilege |Users are explicitly allowed or denied access to resources
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Table 8 (continued)
Points of attention Description
. . Establishing the link between two or more actions, identities, and pieces
Linkability : <
of information
Identifiability Establishing the link between an identity and an action or a piece of infor-

mation

Inability to deny having performed an action that other parties can nei-

Non-repudiation ther confirm nor contradict

Arivacy Detectabiitty Detectimg the P principat Sactvities
threat Disclosure of informa- | .. .
JINDDUN |tion Disclosing the data content or controlled release of data content
tpxonomy PII principals being unaware of what PlI-about them is being processed
Unawareness Unawareness by PII Controllers of life cycle weaknesses that can ¢xist/
develop due to greater awareness-of the contentofthe training mpdel or
other ML techniques ‘a
PII controller fails to inform the data subjecga\nout the system’s pfivacy
Non-compliance policy, or does not allow the PII principalte specify consents in cdmpli-
ance with legislation RV
\¢
\ \(/
\‘
T

he following categories of issues related to privacy consecnién'ces in Table 9 can be used.

N\
Table 9 — Points of attention on issues related to privacy consequences
\ »
Points of attention N Q \¢ Description
discriminati Unfair, discriminatory or biased outcome that would largely affect the PII prin-
Iscrimination . . . "4 .
cipals in any giyen'situations through'the processed data about them
Unsolicited Tracking Automatlcallghdentlfy and eventually track PII principals and their actjvities

without their consent and/or knowledge

Failuretoact with prudence of PII processors and PII controllers on protecting

Negligence the lnfarmation even with knowing the risks represented by the proces$sing
Llack of tran¥&rency I(xablllty to inform or be transparent to PII principals regarding how tHeir PII

dre processed or handled and its purpose

s
) 4

—

ack of proportionality. Q

Amount of PII collected by the system is not proportional to its procesding
purpose

(=

0ss of Anonymity ;=

Q Integration of numerous systems and databases which can affect the aponymi-
ty of PII principals

7
F

5 Identify security and privacy controls

br each system of interest, security and privacy controls can be identified.

T

bie 5, based om ISOAEC TS 27 10 amd tie NiST privacy frameworkE=tcam be used to guide the

identification. The lower part of Figure 4 shows examples of functions that can be used to identify
controls.

Table 10 lists control categories as proposed by ISO/IEC 27001, ISO/IEC 27701 and ISO/IEC 29151 for
information security. Table 11 lists control categories as proposed by ISO/IEC 27002.

NOTE

Table 10 is based on ISO/IEC 27001:2013, Annex A.
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Table 10 — Control categories for information security

Category Sub-categories

Information security policies |Management direction

Organization of information Internal organization
security Mobile devices and teleworking

Prior to employment

Human resource security During employment

Termination and change of employment

Responsibility for assets

Asset management - ——
Information classification

Business requirements for access control

User access management s
Access cqntrol User responsibilities oYs v
System and application access control N\
3 )
Media (/}
Cryptogiaphy Cryptographic controls %

Physical hnd environmental ~|Secure areas
security Equipment N\

Operational procedures and respé\r;sibilities

Protection from malware 4
Backup N

(%

Operatiop security Logging.and monitoring, )

Control of operationa};oftware

Technical vulnergﬁhity management

Information systems audit considerations

ol
Networksecurity management

Communjication security =%
Information transfer

) |
Security requirements of information system

System afquisition, develop-
ment and maintenance e
“ |Test data

\Security in development and support processes

Information security in supplier relationships

Supplierd relationships - - -
Supplier service delivery management

Informatjion seeurity incident
management

Management of information security incidents and improvements

Informadion Security aspects |Information security continuity
of business continuity man-
agement

Redundancies

Compliance with legal and contractual requirements

Compliance - - -
Information security reviews
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1 categories for information security based on ISO/IEC 27002

Category themes

Controls

Organizational controls

Policies for information security

Screening

Terms and conditions of employment

Information security awareness education and training

Disciplinary process ﬂ(b

Beople controls

Responsibilities after termination or change of emiployment qQV

: - : TV
Confidentiality of non-disclosure agreements \C?

Remote working

3
Information security event reporting P (bb

Physical security perimeters n’\\o

Physical entry O. S

: : . [\
Securing offices, rooms and facilities e '\

Physical security monitoring ‘(/y

Protecting againstphysical and enrﬁ&h\fnental threats

. A >4
Working in secureareas \c_)

Clear desk and clear screen 6\ N

Physical controls

Equipmentsiting and pl};«ction

Security of assets off-QMises

Storage media 9\\\,\\

Supporting utﬂ@e\s

Cabling sec@ih;f

Equipm\@\gr‘naintenance

Secp{é*l\isposal or re-use of equipment

N . .
uie\' end point devices

~P\rivileged access rights

Information access restriction

Access to source code

Secure authentication

Capacity management

Protection against malware

Management of technical vulnerabilities

Configuration management

'Ie\c{f(l/gl)ogical controls

Inforpaatio dalat:oa
T

TITOT I croT O CTeTroTT

Data masking

Data leakage prevention

Information backup

Redundancy of information processing facilities

Logging

Monitoring activities

Clock synchronization

Use of privileged utility programs

Installation of software on operational systems

© ISO/IEC 2023 - All rights reserved
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Table 11 (continued)

Category themes Controls

Networks security

Security of network services

Segregation of networks

Web filtering
Use of cryptography
Socura davaloaa an + Lifo la

XL
ot oty Cro Pt c Ty O

Application security requirements

Secure system architecture and engineering principle

Secure coding

Secure testing in development and acceptance

Outsourced development

Separation of development, test and production environnients
L |

7

Change management olf

Test information NN

Table 12

Table

Protection of information systems during audit(t}%'ting
X ©

lists control categories as proposed by ISO/TEC 27701 for PIi controllers.
\

12 — Additional supporting information for Pllscont\rollers (for information systems)

Categ

Fory Support@iﬁformation
Identify and documentpurpose W\ )

bod

Identify lawful basis g X

collectio
processi

Conditioltls for

Determine whenand how consent\ls’:co be obtained

and Obtain and record consent l-\‘\

r
g Privacy impact assessment-}

Joint PIlicontroller 5>

Records related to p\rd\:‘essing PII

Obligatio
PII princ

Determining and«utifilling obligations to PII principals

Determininginformation for PII principals

Providingfiﬁformation to PII principals

Providing mechanism to modify or withdraw consent

ns to

pals Pfoviding mechanism to object to PII processing

Access, correction and/or erasure

PII controllers’ obligation to inform third parties

Handling requests

Automated decision making

14
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Table 12 (continued)

Category Supporting information

Limit collection

Limit processing

Accuracy and quality

PII minimization objectives

Privacy by de-
sign and privacy |PII de-identification and deletion at the end of processing
bydefault [ filas

Femporary-files

Retention

Disposal

PII transmission controls

Identify basis for PII transfer between jurisdictions
Bl sharing, Countries and international organizations to which)PII can be transferred
transfer and 'S
disclosure Records of transfer of PII v\

V

o

Records of PII disclosure to third parties

N\
Table 13 below lists control categories as proposed by ISO/IEC 27701, for PII processors.
.
Table 13 — Additional supporting information for PII prb‘c\essors (for information sygtems)
>

Category S).&u};rting information

Customer.agreement €.

)}
Organization’s purpgges

X S
onditions for collection and Marketing and ady€rtising use
processing Infringing instruction

~

Customer obligations

Records-elated to processing PlI

(bligations to PII principals Obligat\i'ons to PII principals
Temporary files

Rrivacy by design and privacy IReturn, transfer or disposal of PII
by default O
()~ |PII transmission controls
AL Basis for PII transfer between jurisdictions
A
J Countries and international organizations to which PII can be transfdrred

Records of PII disclosure to third parties

Al sharing,&ransfer and disclo- | Notification of PII disclosure requests

spre Legally binding PII disclosures

Disclosure of subcontractors used to process PII

Engagement of a subcontractor to process PII

Change of subcontractor to process PII

7.6 Identify security and privacy assurance concerns

For each system of interest, security and privacy assurance points of attention can be identified.
Examples are shown in Table 14.

© ISO/IEC 2023 - All rights reserved 15


https://iecnorm.com/api/?name=fccac37ff53234546675753a091c0ca6

ISO/IEC TR 27563:2023(E)

Table 14 — Points of attention on assurance

tion

Points of atten-

Comment

Evidence for

vacy assurance

security and pri- [EXAMPLE 1 A design report explains how explainability is done

Assurance focuses on verifying that requirements concerning security privacy for Al system
are met. Evidence are defined for each requirement

EXAMPLE 2 The Al system has an HCI for explainability

EXAMPLE 3 A privacy impact assessment reportis provided

Organisational evidence

approacl and
metrics fpr as-
surance

Organizgtional |EXAMPLE 4 A periodic review of risks is made

and techhpical . )

evidence Technical evidence
EXAMPLE 5 Demonstrating that a specific de-identification mechanism is used
Audits can focus on system assurance or on process assurance

Assurande EXAMPLE 6 A system assurance can be the security and privacy cerhfication of a Ma-

chine learning (ML) capability olf

EXAMPLE 7 A process assurance can be the audit that an Al'system life cycle process is
at a given integrity level A\,

)
NOTE Ecosystem assurance can depend-on the underlyu@g governance approach

Competepce and
ecosystem for
assurande

To be effective assurance is based onsthe requirements“
EXAMPLE 8 ISO/IEC 27001 is supported by ISO/IEC 27006
EXAMPLE 9 [SO/IEC 27701 and ISO/IEC 27b'02 is supported by ISO/IEC TS 27006-2

7.7 ldentify

¢
For each[system of interest, points.of attention oi\séizurity and privacy plan can be identified. Examples
are shown in Table 15 and Table16.

X

security and privacy plan requir,erﬁents

NOTE Table

Table 15 — Points of attention on security and privacy ecosystem plan

N
-

\¥
5 is based on)ISO/IEC TS 27570:

.\‘

o)
Points pf at- . O
tentibn & Comment
a
The governﬁgce process focuses on the establishment of security and privacy policies, and thg
Governance continuous/monitoring of their proper implementation in the ecosystem. These activities are
process carried\otit by the governing bodies of the ecosystem, as well as by the organizations in the
ecosystem which implement the security and privacy policies.
The data management process focuses on the management of security and privacy in the cre-
Data managef {ating, capturing, collecting, transforming, publishing, accessing, transferring, and archiving
ment prgfcess of data within an ecosystem. These activities are carried out by the governing bodies of an
acacucktan, ac all achytha arganigo fionc 1 thao ncacuc o

CCOSyster =S Werras Oy coirC-OT BulllbuLlUllJ T TrCCCOSy ST

Risk manage-
ment process

The risk management process deals with the analysis and the treatment of security and
privacy risks in an ecosystem. The activities are carried out by the governing bodies of the
ecosystem, as well as by the organizations in the ecosystem.

The engineering process is a set of activities related to the life cycle of a service in an ecosys-
tem. These activities are carried out by the governing bodies of the ecosystem, as well as by
the organizations in the ecosystem concerned with the delivery, and the use of the availability

Engineering  |of the ecosystem service.

process
It elaborates the conceptual principles such as privacy by design and privacy by default and
other important design goals in applicable jurisdictions. It also considers the requirements
specified in ISO/IEC TR 27550.
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Table 15 (continued)

Points of at-
tention

Comment

Citizen engage-
ment process

The citizen engagement process focuses on consultation with citizens on security and
rules and policies at governance level, and on the support on the enforcement of these
and policies concerning the security and privacy of an ecosystem service.

privacy
rules

Table 16 — Points of attention on security and privacy plan

Potmt:_of at Comment Zo)
ention N,
There are specific responsibilities that are associated with the certain stakelolders (e.g. PII
controllers, PII processors). It is important to have a continuous assessmeinit-of whethler a
stakeholder is changing its role. For instance, it is possible that an operater of an Al system
deployed it with the understanding that no PII is collected, but furthen.operations cai lead to
dontinuous a status where the Al system is collecting PII.
d?tegmination Here are examples of factors that can lead to this situation: \
of roles .
— Governance capabilities (the Al system dynamically dec;ide§ to collect some typd of data),
\
— Re-identified data (some data thatis initially categb\r,ized at non-PII is now a PII)
¢
— Error in data sharing agreements. "\ 0
. Virtually all use cases of ISO/IECTR 24030 are ﬁérf of an ecosystem. Organizational jneas-
(rganizational . o .
. ures are implemented when there it is expected'that stakeholders to synchronise thefr
measures in the : . : \ :
actions. For instance, when data sets includeprivacy leaks, all the stakeholders usingthe data
ecosystem . 8 )
sets can be informed and take approppiate-actions.
Organizations (both processors and'¢ontrollers) demonstrate accountability and responsi-
Accountability |bility when processing personal information e.g. by having a data protection officer dr data
protection team/office dedicage"d in catering the compliance of the organization
To ensure.that organizations\ﬁr'e compliant with data processing and data protectionfre-
Jompliance quirements to their respggetive and applicable jurisdictions including their adherencefto data
privacy principles @)
The.digital economy:is built on massivestreams of data being processed. Through the appli-
. - cation of Al the tiaditional governanceframeworks and strategies can be insufficienf. Having
Hthics princi- T o a5 ) . .
les a set of principles of data ethics in building programs and Al solutions can reinforce ifs pro-
P cesses, such:ass'decision-making, ethical controls that can mitigate new risks and challenges
that Al enceunters.
As weliave entered digital economy and the rise of data processing, there are increaging
Databreach in(igl‘ents of personal data breaches that impact both public and private entities, entajling
ard security significant economic and legal costs for those involved in processing of personal datal This
incident man-«.\dlso puts at risk data subjects for identity theft, crimes and other harm. In order to aﬂford
agement protection of personal data, reasonable and appropriate measures are implemented o ensure
that organizations are ready for data breaches and security incidents when it happenls.

© ISO/IEC 2023 - All rights reserved
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Annex A
(informative)

Additional use cases

A.1 Gdneral

This annlex provides additional new examples of use cases elaborated by experts in the scope Jof thiis
documerjt, which are not listed in ISO/IEC TR 24030.

A.2 Abnormal transaction
The use ¢ase in Table A.1 follows the template described in Clause 6. Figure A.1 su@r}marizes the impaft

of the usg case on security and privacy. o
N,

Table A.1 — Abnormal transaction use cag} s
N

\ T

ID SC27-1 A
Use case pame |Abnormal transactions of internalicontrol and compliance employees in bank system
Systems of interest: ¢,
Describe the ecosys- |— Abnormal trans?:tié)hs monitoring system
tem: Stakeholders:
Identify the sys- . Bank N
. >
Ecosystemn tems of-interest, the ‘&
stakeholders, and the |— Bank r:%ulator

stakehol_ders' assets Stakehgl‘a\er assets that are impacted by Al
that are impacted by banki
Al — < Core banking system

)
{=— Internal control and compliance data

System of interest: Abnormal trans(aﬁt\sfons monitoring system

— Security concerns on abnormal transactions monitoring system

Assessment Assessmenten’ are significant
of systen) of security.and privacy
interest concerns — Privacy concerns on abnormal transactions monitoring system

are significant

—_—

— All security and privacy protection goals to consider for abnorms

Y\ transactions monitoring system (confidentiality, integrit,
Qi ) availability, unlinkability, transparency, intervenability)
Security :}J Highlight security — All securitvy framework concepts to consider for abnormal
) and privacy concerns Y o r .
privacy . transactions monitoring system (Identify, Protect, Detect,
that are impacted by
concerns Respond, Recover)

Al

— All privacy framework concepts to consider for abnormal
transactions monitoring system (Identify-P, Govern-P, Control-P,
Communicate-P, Protect-P)
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Table A.1 (continued)

system (e.g. disclosure of identity information and sensi

information etc. while performing Al training and reasoning

Privacy risks related to abnormal transactions monitoring

tive legal

Security and Idgntify s'ecurity and operations)
Ertray mils privacy risks that are
impacted by Al — Security risks related to ab It ti itori
y risks related to abnormal transactions monitoring
system (e.g. alteration of learning data with wrong information,
security of training operation, security of reasoning operation)
— Qnr‘nrify controls from IQﬁI/IF'f' 27001 or IQnI/IF‘F 27002 to be
considered for abnormal transactions' monitoring system (e.g.
‘ Identify security and information security policies, asset' management; phypical and
Security and rivacy controls that environmental security, access’ control, opeération |security,
pirivacy controls gre imgacted by Al information security incident management)
— Privacy controls from: ISO/IEC 27701, to* be considered for
abnormal transactions monitoring system
Spcurity and Id(_antify securityand |— Organization using“abnormal tra_n(actions monitoring system
i privacy assurance to ensure that.system can be audited (sge ISO/IEC 27006-1 E.:lnd
aksurance aspects that are im- ISO/IEC 27006-2). This includ€s-organizational and [technical
pacted by Al evidence. ~ N\
: : Y,
Skcurity and ;ﬁgslcf;';leacﬁgggeﬁg — Organization using abq&’mal transactions monitoring system
Feviewed

privacy plan

that are impacted by
Al

to establish a security)plan, that will be validated and
periodically for cqr\1tfr1ual improvement.

Q)
/AO

Picture summarizing

Figure A.1 shews'the impact of the use case on security and privacy.

Immpact the impact of the'use
spmmary case on security.and \
privacy (N
\’. . .
paXgicipant system of interest
fpParticipant asset
3 |participant.security impact
>
5> participant=privacy impact
A . .
¥ e box over system of interest,asset:abnormal transgctions
Picture soufee code |monitoring system
Sequencediagram. . ,
q W 9 box right of asset:Core banking system
or/g‘ W\
J parallel

box right of asset:internal control and complian
rbox right of security impact #lightgrey:signifi
rbox right of privacy impact #lightgrey:signific

parallel off

e data
ant

nt
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System of interest Asset Security impact Privacy impact
[ [ [ [
| | | |
Abnormal transactions monitoring system I I
I I I I
I I— Core banking system I I
I I I I
I I I I
I !— Internal control and compliance data :—[ significant ] :—[ significant ]
I I I I
I I I I
| | | |
Figure[A.1 — UC SC27-1 Abnormal transactions of internal control and compliance employees
in bank system
\\O
A.3 Financial risk control 017,
The use ¢ase in Table A.2 follows the template described in'Clause 6. Figuyé A\Z summarizes the impaft
of the usg case on security and privacy. @)
(A
Table A.2 — Finance risk control
ID SC27-2 yé
Use case hame |Financial risk control SN
Systems of interests X
. — Financial riSk'management system
Describe the %
ecosystem: Stakeholdewo‘
; Identify the systems of |~ Flnfl\n\aal institution (such.as bank)
cosystem interest, the : :
! — _Rinancial regulator
stakeholders, and the \ 8
stakeholders’ assets Stakeholder assets thatare impacted by Al
that are’impacted bxé} " Financial business management system
WY
v+~ |— Financial performance data
System of interest: Financia}.@}management system
B — Security concerns on financial risk management system aile
BESE B ) il Assessment on security significant
Gl et G and'privacy concerns
interest P y — Privacy concerns on financial risk management system aile
= significant
— security and privacy protection goals to consider for financi
U All ity and privacy protection goals t ider for financigl
A risk management system (confidentiality, integrity, availabilitl,
unlinkability, transparency, intervenability)
Se_curlty e nghhght securityand |_ All security framework concepts to consider for financial risk
privacy privacy concerns that management system (identify, protect, detect, respond, recover)
concerns are impacted by Al & y yp ’ » respond,
— All privacy framework concepts to consider for financial
risk management system (Identify-P, Govern-P, Control-P,
Communicate-P, Protect-P)
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Table A.2 (continued)

Privacy risks related to financial risk management system (e.g.
disclosure of identity information and sensitive legal information

Security and Id(_entify s_ecurity and while performing Al training and reasoning operations)
; : privacy risks that are
PRy impacted by Al — Security risks related to financial risk management system (e.g.
alteration of learning data with wrong information, security of
training operation, security of reasoning operation)
— Security controls from ISO/IEC 27002 to be considered for financial
risk managementsystem (n g information cnr‘nrify pr\lir‘ies’ asset
Spcurity and  |Identify security and management, physical and environmental security, ac€esfs control,
privacy privacy controls that operation security, information security incident manag¢ment)
cpntrols are impacted by Al
— Privacy controls from ISO/IEC 27701 to be congidered forffinancial
risk management system
skcurity and Identify security and |— Organization using financial risk management system to

privacy assurance

ensure that system can be audited(See ISO/IEC 270

D6-1 and

privacy plan

privacy plan aspects
that are impacted by Al

privacy aspects that are im- ISO/IEC TS 27006+2). This 1ncludes Qrganlzatlonal and [technical
apsurance

pacted by Al evidence.
Skcurity and Identify securityand |— Organization using financial r'1§1 management system tolestablish

a security plan, that w1ll idated and reviewed pe

for continual lmprovememf

[iodically

A

Impact
spmmary

Picture summarizing
the impact of the use
case on security and

privacy

Figure.A.2 illustrates t.he\impact of the use case on security 3
vacy.

A4
D

nd pri-

S

. >
Picture source code”
Sequencedlaqr‘ﬁm org

¥
) D

participa,n{ system of interest
partidip;ht asset

paN;i\c.ipant security dmpact
roarticipant privacy impact

box over system of interest,asset:Financial risk
management, system

box right of asset:Financial business management
parallel

box right of asset:Financial performance data
rbox right of privacy impact#lightgrey:significar]

rbox right of security impact#lightgray:significd

parallel off

system

nt

System of interest

Asset

Security impact Privacy impact

Financial risk management system

Financial business management system

Financial performance data

significant ]

significant }

e e B

g

————r———

Figure A.2 — UC SC27-2 Financial risk control
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A.4 Al webcam employee monitoring

The use case in Table A.3 follows the template described in Clause 6.

Table A.3 — Al webcam employee monitoring

ID

SC27-5

Use Case Name

Al webcam employee monitoring

Systems of interest:

Describe the ecosys- |— Al webcam employee monitoring
tem: Stakeholders:
Identify the systems |— Business processing outsourcing companies
Ecosvsteln of interest, the stake- . .
y holders, and the Stakeholder assets that are impacted by Al:
stakeholders’ assets |— Employees
that are impacted o
by Al — Productivity of employees vy
3
— ICT resources (A )
System of interest: Al webcam employee monitoring j\ -
a) \ .
Assessment Asses.sment on. — Privacy concernsfor employees arQ(s'i'gnificant astheyare monitored
of systen of security and privacy ; : : \ :
. while working-especially thosé-that are in telecommute setup.
interest concerns N
Security concerns: N
— Confidentiality and integrity
Security nd Highlight security |Priyacy concerns: )

. and privacy concerns . . . . .
privacy that are impacted — “Unlinkability, transparency, purposelegitimacy and proportionality.
concerns by Al All privacyeoncepts to consider for monitoring productivity ¢f

y employeestand ensure that they are aware of the processing and
data befftg processed are proportional to the declared purpose.
(Identify-P, Govern-P, Control-P, Communicate-P, Protect-P)
Security‘ﬁ‘isks:
) Identify Security and | —xsRepudiation, information disclosure, spoofing
Sy ! rivacy risks that iy i
DETEE gre imyacted by ALY ytvacy risks:
p y O— Identifiability, detectability, disclosure ofinformation, unawareness,
non-compliance, lack of transparency, unsolicited tracking
AN — Controls from ISO/IEC 27001 applies (e.g. mobile devices and
X teleworking, logging and monitoring, user responsibilitief,
Security hnd Identifysecurity and compliance with legal and contractual requirements)
prl\;aC}l/ privacy cotnt(i‘%lsgl;at — Controls from ISO/IEC 27701 applies (e.g. identify and document
CONLrols ‘ Quyimpacted by purpose, identify lawful basis, privacy impact assessment,
C) obligations to PII principals, privacy by design and privacy hy
\Q/ default, records of PII disclosure to third parties)
A

Security and

TIdentify security and
privacy assurance

Security and
privacy plan

g;\@:};ce aspects that are Assurance approach and metrics for assurance
impacted by Al
Identify security and

privacy plan aspects
that are impacted

by Al

All security and privacy plan requirements applies (governance pro-
cess, data management process, risk management process, engineering
process, citizen engagement process).

A.5 Training with privacy-sensitive data

The use case in Table A.4 follows the template contained in ISO/IEC TR 24030.
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