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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take part in the work.

Theproce used O develop [ docuIrner dI10 [10S€ [1tendaed O Urtner mailntenancg are
the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for
the different types of document should be noted. This document was drafted in accordanee with the
editorial rulles of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention i§ drawn to the possibility that some of the elements of this document ma’be the subject
of patent rjights. ISO and IEC shall not be held responsible for identifying any' or all such p3tent
rights. Detgils of any patent rights identified during the development of the déo¢ument will be ir} the
Introductiop and/or on the ISO list of patent declarations received (see www.iso.0rg/patents) or th¢ [EC
list of pater]t declarations received (see http://patents.iec.ch).

Any trade jame used in this document is information given for the cofivenience of users and doe§ not
constitute gn endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms|and
expressiong related to conformity assessment, as well as ififermation about ISO's adherence td the
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see wwyv.iso
.org/iso/foleword.html.

This document was prepared by Joint Technical «Gemmittee ISO/IEC JTC 1, Information technofogy,
Subcommittee SC 27, Information security, cybersecurity and privacy protection.
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Introduction

Privacy engineering is often associated with terms such as:

0:2019(E)

— privacy-by-design and privacy-by-default, coined by Ann Cavoukianlél in the early nineties; or

— data protection by design and data protection by default, used in the European regulation published

in April 20160171,

In recent years, a number of concepts, principles and approaches have been proposed
engineering. In a paper on privacy engineeringl20], Spiekermann and Cranor contrast

for privacy
privacy-by-

archiitecture from privacy-by-policy. The former focuses on data minimization, and
and |client-side data processing and storage while the latter focuses on enforcing~polid
prog
data
In a
thre
priv
and
orie
(infq

minimization should be the foundational principle for engineering privacy:respecti
paper on privacy-by-design in intelligent transport systemsl22], Kung, Efeytag and K

hcy engineeringl23], Hansen, Jensen, and Rost identify three goalsQunlinkability, tr|
intervenability. In two papers on privacy design strategies[221[30F "Hoepman identifie

rm, control, enforce, demonstrate).

A nyimber of global papers have been published. A privacy-threat framework was def
Leuyenl24] that led to the LINDDUN methodologyl23l. Twio ‘OASIS technical committee
spedifications focusing on the implementation of privacy in'systems: the Privacy Manageme
[ and Methodology (July 2013, updated in May 2016)[27] and the Privacy by Design Do
for Joftware Engineers and Companion committee note published in June 2014[28], The Dec
ENI$A report entitled Privacy and Data Protection-by Design — from Policy to Engineering[29

essing. In a paper on engineering privacy-by-designl2ll, Giirses, Troncoso, ahd Diaz

nymization
ies in data

state that
g systems.
(argl define

e principles, minimization, enforcement and transparency. In a pap€t on protectign goals for

Ansparency
s four data

hted strategies (minimize, separate, abstract, hide), as well as\four process oriented strategies

ned by KU
5 published
ht Reference
umentation
bmber 2014
| provides a

good overview on privacy policies and their influence on the definition of privacy engineering concepts.

The December 2015 privacy and security-by<design methodology handbook from PRIPAREI
a me¢thodology which covers the whole enigineering lifecycle integrating existing concepts
and methods. Joyee De and Le Métayerpublished in 2016 a book on privacy risk analysis[32l.
2017 NIST internal report[19] introduces a definition of privacy engineering, a privacy risK
threle privacy engineering objectives: predictability, manageability and disassociability.

Privhcy engineering practice is'supported by a growing body of standards on privacy, on s
on spftware and system engirieering.

Examples of useful privacy standards are:

SO/IEC 2910019 which provides a high-level framework for the protection of PII
ystems. lfis general in nature and places organizational, technical, and procedural aj
verall privacy framework;

SOMEC 29134[11] which gives guidelines for a process on privacy impact assessments
trucCture and content of a PIA report;

B1] provides
, principles
[he January

model and

bcurity, and

within ICT

pects in an

(PIA) and a

ISO/IEC 29151121 which establishes control objectives, controls and guidelines for implementing

controls to meet the requirements identified by a risk and impact assessment related to the

protection of PII;

ISO/IEC 27018131 which defines a code of practice for the protection of personally
information (PII) in public clouds acting as PII processors;

continually improving a Privacy Information Management System (PIMS); and

OASIS privacy management reference model and methodology (PMRM)[2Z] which
guideline or template for developing operational solutions to privacy issues.

© ISO/IEC 2019 - All rights reserved
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When the security of personally identifiable information (PII) is at stake, privacy engineering can be
supported by security standards such as:

— ISO/IEC 270018l which specifies the requirements for establishing, implementing, maintaining
and continually improving an information security management system within the context of an
organization;

— ISO/IEC 27002[Z1 which provides guidelines for organizational information security standards
and information security management practices including the selection, implementation and
management of controls;

— ISO/IEG27865-on-informationsectrityrisk-management-which-eanbe-tsed-as-arefereneg for
privacy risk management processes; and

— ISO/IEC 27034121 on application security which can be used to assist organizations in‘ihtegrating
securitly concerns related to PII throughout the life cycle of their applications.

When the pngineering of software products and systems is involved, privacy engineering can be

supported by software and system engineering standards such as:

— ISO/IEC/IEEE 152881 on system life cycle processes which can besed to describe priyacy
engineg¢ring processes;

— ISO/IEQ/IEEE 1220721 on software life cycle processes; and

— ISO/IEC/IEEE 29148![3] on requirement engineering which canbg used for the engineering of priyacy
requirgments for systems and software products and seryiees throughout the life cycle.

This docurhent takes into account principles and concépts for privacy engineering as well as

standards gnd practices related to privacy, security and\system and software engineering. It extgnds

ISO/IEC/IEEE 15288 by adding specific guidelines that'will help organizations integrate advances in

privacy engineering in their engineering practices:

Privacy engineering practice is also influenceddy the following factors:

— the negd to adapt privacy engineering€o different system and software engineering practices puch
as agild programming;

— the negd to have a multidisciplinary approach integrating different viewpoints such as citjzen,
societa|, ethical, legal, technical, or business viewpoints;

— the need to adapt privacy-engineering to the different organizational roles in a supply chain su¢h as
a systein developer, a system integrator, or a system operator;

— the nedd to take-into account the specific system and application needs of a sector such as siart
grids, Health,ox transport; and

— the varfieui§/interactions that engineers need to have with other stakeholders (e.g., product owner,
system'productmamager; privacyofficerjtotakeintoaccount themudtidisciptimary facetsof privacy
engineering.

This document also contains guidance on how an organization can adapt its privacy engineering
practices to take into account these specific factors. Since this document is intended to encourage good
privacy practice in the development of a wide range of ICT systems and applications, it does not contain
system specific or application specific content.

Vi
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Information technology — Security techniques — Privacy
engineering for system life cycle processes

1 Scope

This document provides privacy engineering guidelines that are intended to help organizations
integrate recent advances in privacy engineering into system life cycle processes. It describs:

— the relationship between privacy engineering and other engineering viewpoints (system
engineering, security engineering, risk management); and

— Privacy engineering activities in key engineering processes such as knowlédge management, risk
management, requirement analysis, and architecture design.

The|intended audience includes engineers and practitioners who aré‘involved in the d¢velopment,
implementation or operation of systems that need privacy consideration, as well as nmpanagers in
orgdnizations responsible for privacy, development, product managément, marketing, and gperations.

2 Normative references

There are no normative references in this document.

3 [Terms and definitions
For the purposes of this document, the following terms and definitions apply.
ISO and IEC maintain terminological databases for use in standardization at the following agddresses:

— [SO Online browsing platformxavailable at https://www.iso.org/obp

— [EC Electropedia: available.at http://www.electropedia.org

31
actiyity
set df cohesive tasks ofa process

[SOYRCE: ISO/HEC/IEEE 15288:2015]

3.2
availability
property of being accessible and usable upon demand by an authorized entity

[SOURCE: ISO/IEC/IEEE 27000:2018]

3.3

confidentiality

property that information is not made available or disclosed to unauthorized individuals, entities, or
processes

[SOURCE: ISO/IEC/IEEE 27000:2018]

© ISO/IEC 2019 - All rights reserved 1
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3.4

disassociability
property that enables the processing of PII or events without association to individuals or devices

beyond the

operational requirements of the system

[SOURCE: NISTIR 8062]

3.5
integrity
property of

accuracy and completeness

[SOURCE: I

3.6

intervenah
property th
can interve

Note 1 to ent
relevant legi

[SOURCE: U

3.7

manageab
property th
and selectiyv

[SOURCE: N

3.8
personally
PII

any inform
(b) is or mig

Note 1 to enlftry: To determine whether a PH-principal is identifiable, account should be taken of all the m

which can rd
natural pers

[SOURCE: I

39
PII control
privacy sta

ility
at ensures that PII principals, PII controllers, PII processors and supervisgry author
he in all privacy-relevant data processing

ry: the extent to which any of these stakeholders can intervene in data processing may be limitg
Klation or regulation.

LD]

lity
at provides the capability for granular administration of PII including alteration, dele
e disclosure

ISTIR 8062]

identifiable information
htion that (a) can be used to identiff/the PII principal to whom such information relate

rht be directly or indirectly linkedto a PII principal

asonably be used by the privacy stakeholder holding the data, or by any other party, to identify
b,

O/IEC 29100:2014]

ler
keholder(or privacy stakeholders) that determines the purposes and means for proces

personally

Note 1 to enfry:PII controller sometimes instructs others (e.g., PII processors) to process PII on its behalf ¥

dentifiable information (PII) other than natural persons who use data for personal purp

ities

bd by

tion,

eans
that

sing
oses

vhile

the responsibility forthe processing Temains withr the PHcomntrotier:

[SOURCE: ISO/IEC 29100:2011]

3.10

PII principal
natural person to whom the personally identifiable information (PII) relates

Note 1 to entry: Depending on the jurisdiction and the particular PII protection and privacy legislation, the
synonym “data subject” can also be used instead of the term “PII principal”.

[SOURCE: ISO/IEC 29100:2011]

© ISO/IEC 2019 - All rights reserved
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PII processor
privacy stakeholder that processes personally identifiable information (PII) on behalf of and in

acco

rdance with the instructions of a PII controller

[SOURCE: ISO/IEC 29100:2011]

3.12

predictability
property that enables reliable assumptions by individuals, owners, and operators about PII and its
processing by a system

[SOYRCE: NISTIR 8062]

3.13

priviacy breach

situation where personally identifiable information is processed in violation,6fyone or mare relevant
privpcy safeguarding requirements

[SOYRCE: ISO/IEC 29100:2011]

3.14

priviacy engineering

integration of privacy concerns into engineering practices for-systems and software engineering life
cycle processes

3.15

privlacy principles

set df shared values governing the privacy protection of personally identifiable informatior] (PII) when
prodessed in information and communication techhology systems

[SOYRCE: ISO/IEC 29100:2011]

3.16

privlacy risk

effe¢t of uncertainty on privacy

[SOYRCE: ISO/IEC 29100:2041]

Note|1 to entry: Risk is defined as the “effect of uncertainty on objectives” in ISO Guide 73 and ISO 31000.

Note| 2 to entry: Uncertainty is the state, even partial, of deficiency of information related to, understanding or
knowledge of, an event, its consequence, or likelihood.

3.17

priviacy risk'Source

elenent‘which alone or in combination with other elements has the intrinsic potential to|give rise to
privacyvisk (3.16)

Note 1 to entry: also referred to as privacy risk factor in NISTIR 8062[18],

Note 2 to entry: also referred to as privacy threat in LINDDUNI22],

3.18

process

set of interrelated or interacting activities which transform inputs into outputs

[SOURCE: ISO/IEC 27000:2018]

© ISO/IEC 2019 - All rights reserved
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3.19

process outcome

observable

result of the successful achievement of the process purpose

[SOURCE: ISO/IEC/IEEE 15288:2015]

3.20

processing of PII
operation or set of operations performed upon personally identifiable information (PII)

Note 1 to entry: examples of processing operations of PII include, but are not limited to, the collection, storage,

alteration, r

trieval—consultation—disclosure—anonymization—pseudonyymization—dissemination—or-otherwise
7 7 U Y TP " 7

making avai
Note 2 to enf
[SOURCE: I

3.21
risk
effect of un

[SOURCE: I3

3.22
task
required, r
more outco

[SOURCE: I3

3.23
touch poi
intersectio

n

[SOURCE: O

3.24
transpar

able, deletion or destruction of PII.
ry: also referred to as data action in NISTIR 806218

O/IEC 29100:2011]

Certainty on objectives

O/IEC 31000:2018]

bcommended, or permissible action, intended to contribute to the achievement of on
nes of a process

0/IEC/IEEE 15288:2015]

IES of data flows across domains or, systems or processes within domains

ASIS PMRM]

ency
property tiat ensures that all privacy-relevant data processing including the legal, technical

organizati
[SOURCE: U

3.25

unlinkabil
property th
others bein

al setting can beinderstood and reconstructed

LD]

ity
at ensures that a PII principal may make multiple uses of resources or services wit
b.able to link these uses together

e or

and

hout

[SOURCE: ULD]

4 Abbreviated terms

CNIL
DFD
ICT

IoT

Commission Nationale de I'Informatique et des Libertés
Data flow diagram
Information and communication technology

Internet of things

© ISO/IEC 2019 - All rights reserved
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LINDDUN Linkability, Identifiability, Non-repudiation, Detectability, Disclosure of information,
Unawareness, Non-compliance

NIST National Institute of Standards and Technology

OASIS Organization for the Advancement of Structured Information Standards

PET Privacy enhancing technology

PIA Privacy impact assessment

PII Personally 1dentiilable iInformation

PMRM Privacy management reference model and methodology

PRIFARE PReparing the Industry to Privacy-by-design by supporting its Application in REsearch

STR|DE Spoofing identity, Tampering, Repudiation, Information disclosure, Denial of service,
Elevation of privilege

5 Privacy engineering

5.1| General

Privpcy engineering deals with the integration of privacy concerns into engineering practices for

systems and software engineering life cycle processes:

5.2 | Relationship with system and software engineering

System and software engineering deal with the building of capabilities throughout a $ystem and

software's life cycle. A life cycle is defined as an abstract functional model that repfesents the

condeptualization of a need for the system, its realization, utilization, evolution and dispdsallll. A life

cycleé model is described as a set of processes, their outcomes, relationships and sequence. Examples of

life ¢ycle models are the waterfall miodel or the agile programming model.

System and software engin€ening practice relies on conformance with a selected life cycle model and its

assdciated processes. Privacy engineering practice extends system and software engineering practice

through the integratiofivof privacy concerns into the life cycle processes. It therefore has ah impact on

the

ISO

(:EJe

scription of the'life cycle processes.
[EC/IEEE 15288 describes thirty processes structured into four categories:
hgreement processes which focus on activities related to supplier agreements;

prgatrizational project-enabling processes which focus on activities related to improve

ment of the

&

the engineering of a system; and

technical processes which focus on technical actions throughout the life cycle.

technical management processes which focus on managing the resources and assets allocated to

This document, in particular Clause 6, focuses on the ISO/IEC/IEEE 15288 processes where the need
for privacy engineering guidance has been identified.

© ISO/IEC 2019 - All rights reserved
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5.3 Relationship with security engineering

The relationship between security and privacy (see Figure 1) is as follows:

— security risks arise from unauthorized system and user behaviour. Many security risks are not

privacy risks, for instance the lack of protection for organization trade secrets;

— privacy risks arise as a by-product of unauthorized PII processing (e.g., the lack of consent

management mechanisms, the lack of transparency capabilities, a breach incident); and

— some security risks are also privacy risks, for instance a lack of security of collected PII (e.g., health

data’ location {"')f’:l’ nfr‘)

Security risks Privacy risks

Arise from
unauthorized
system and user
behavior

Arise from
by product of
Authorized
PIl processing

Security
of PII

Figure 1 — Relationship between security and privacy

availability,
operationa

Security enIFineering focuses on objectives associated with attributes such as confidentiality, integ

ization of privacy principles listed in ISO/IEC 29100:
— consenf and choice;

— purposk legitimacy and spetification;

— collection limitation;

— data mjnimization;

— use retgntionsand disclosure limitation;

— accura¢yand quality;

— openness;
— transparency and notice;

— individual participation and access;
— accountability;

— information security; and

— privacy compliance.

Annex A provides further guidance on privacy engineering objectives.

rity,

and protection of ICT assets. Priyvacy engineering focuses on objectives associated witlh the

6 © ISO/IEC 2019 - All rights reserved
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Relationship with risk management

Risk management deals with the systematic application of management policies, procedures and
practices to the tasks of communication, consultation, establishing the context, identifying, analysing,
evaluating, treating, monitoring and reviewing risk.

Risk models? are used in risk management to define the risk sources to be assessed and the relationships
among the risk sources. Risk models provide a method to estimate the level of risk by considering and
combining consequences and likelihoods, where a consequence is the outcome of an event that has an
effect on objectives, and likelihood is the chance that the event can happen.

Aw
advq

LlUly ubUd lib}\ lllUL‘lE‘l LUllbibLb ill CXPI1 Ubbillg LhE libk 1ll:!VCl dS> d fullLLiUll Uf Lhﬂ 11}\611111
rse outcome occurs multiplied by the magnitude of the adverse outcome if it occurs:

pod that an

Risk level = Likelihood of an event x Impdct of
occurrence occurt

An event
ence

Risk

Ani
lead
and
POSS

management practice in the engineering of a system needs to take into account several ty]
privacy risks;

security risks; and

risks related to other system characteristics such as safet§4); or reliability.

htegrated approach is needed as shown in Figure 2. Fofinstance, poor health data mana
to privacy risks (e.g., PIl is made public), to securityirisks (e.g., health data has been c9
the health system is no longer accessible), or t¢)safety risk (e.g., urgent medical treat
ible).

pes of risks:

gement can
mpromised
ment is not

/\

Other risk (e.g. safety)

Figure 2 — Multiple risk concerns in system engineering

1) From NIST 800-300331,

2) Ability that ensures that a system is unlikely to cause danger, risk, or injury.

© ISO/IEC 2019 - All rights reserved
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Privacy risk sources and consequences

Figure 33) shows the important types of risk sources and consequences for privacy.

Privacy ris}

PII pro
a numk
Solove

risks c3
due to ¥

Consequen

impact

los
exd
los
ph)
stig

poy

Risk sources Risk Consequences

Impact on PII

Problematic PlI principals privacy

processing

Privacy
breach

Impact on
organisation

Threats to and ]
vulnerability of Impact on social
systems fabric

Figure 3 — Privacy risk sources and consequences

E sources include:

Fessing risks arising from the operations of the systenritself. Annex C defines and exp
er of PII processing risks (e.g., distortion, surveillance, unanticipated revelation). D
hlso provides a taxonomy of PII processing riskslé8l; and

used by potential threats to and vulnerability.of a system. These can resultin a privacy br
veaknesses or failures in the security of PIFin systems (e.g., unauthorized access to PII).

es that can arise as a result of privacy risks include:
on PII principals’ privacy, such as:

5 of autonomy;

lusion;

5 of liberty;

ysical harm;

bmatization;

ver imbalance;

ains
hniel

each

los

economic loss;

impact on the operations and business of an organization. For instance, a privacy breach can result
in the following costs:

non-compliance costs (i.e., impact on the organization of not complying with applicable laws,

pol

icies, contracts);

direct costs (e.g., potential for decrease in use of the system or other impediments to achieving

its

mission);

3)

Called bow-tie diagram in risk management.
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— reputational costs (e.g., negative impact on public trust in the organization);

— internal culture costs (e.g., negative impact on employee morale, retention, or othe
organization culture); and

r aspects of

— other costs specific to each organization’s work, mission, structure, and customer base; and

other types of impact such as the impact on the social fabric.

Annex D provides examples of risk models and associated methodologies.

Guidelines for privacy risk management are provided in ISO/IEC 29134[11]. This document extends

ISO
ISO

6

6.1
ISO

The
The

[EC 29134 by adding considerations on the integration of the privacy impact assessmen
[EC/IEEE 15288 processes.

Integration of privacy engineering in ISO/IEC/IEEE 15288

General
IEC/IEEE 15288 [1] covers the following categories of process:
hgreement processes (e.g., the supply process);
prganizational project-enabling processes (e.g., the qualitymanagement process);
technical management processes (e.g., the risk management process); and
technical processes (e.g., the system requirements definition process).
[EC/IEEE 15288 describes a process as follows:
it has a purpose;
it creates outcomes; and
it consists of activities which themselves consist of tasks.
relationship between progess, purpose, outcome, activity and task is shown in Figure 4

specific dependencies-between processes, activities and tasks are shown on the right.

has a

Process '—

creates

Purpose Process

Outcome

consists of

v Activity

t processin

 on the left.

Activity

consists of
v Task

Task

Figure 4 — Processes, activities and tasks

This document provides additional descriptions of processes, purposes, outcomes, activities and tasks
concerning privacy engineering where appropriate. Covered ISO/IEC/IEEE 15288 processes are shown
in Table 1.

© ISO/IEC 2019 - All rights reserved
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Table 1 — Covered system life cycle processes

Type of process
(ISO/IEC/IEEE 15288)

Covered system life cycle
processes

(ISO/IEC/IEEE 15288)

Privacy engineering issues

Agreement processes

Acquisition process

Supply chain involves PII

Supply process
o Human resources Privacy engineering human
Org.amzatlogllgl management process resource management
project-enabling . : :
processes Knowledge management Privacy engineering knowl-

process

edge management

Techinical management process

Risk management process

Privacy risk management

Techinical processes

Stakeholder needs and
requirements process

Stakeholders' privacy expec*
tations

System requirements
definition process

Privacy principles.gperation-
alization

Architecture definition process

Impact of prifacy concerns on
architectufe

Design definition process

Impactofiprivacy on design

The rationdlle for covering the above processes is as follows:

— acquisifion and supply processes: guidelines on the relationships between stakeholders in the
supply chain are needed to ensure that all relevant privacyrequirements have been identified and
documeénted and that they are provided to all sub-systém suppliers as appropriate. This inclides
the relations between PII controllers and PII processers as well as the relationships betweep PII
controllers/processors and suppliers;

— human| resources management process: guidelines on privacy engineering human resource
managé¢ment are needed to ensure that relevant competency is available and becomes an intggral
part of pn organization’s culture and core\vdlues;

— knowlgdge management process: guidelines on how to carry out continuous improvement in pripacy
engine¢ring are needed to ensure that best practices are updated within an organization;

— risk mgnagement process: guidéelines on how to carry out a risk management process are ne¢ded
to ensyre that relevant privacy risk sources, as well as relevant impacts, are properly asse§sed.
Risk sources stem from'problematic PII processing as well as threats to and vulnerabilities of the
system| The resulting impact may be on PII principals' privacy as well as organizations' operafions
and business;

— stakehg¢lders needs and requirements process: guidelines on how to address stakeholders' privacy
expectations are needed;

1
T e e o e oo P o e oo oo e o Ot C oo T oo crooT

a set of operational requirements is needed to ensure that these principles are taken into account
from the start of the system life cycle;

J— reauirementc definition nracocc:- anidelinec an tho trancfarmatian af nrivacu nrincinlodi
System regh P pHyYaeypHREpe into

— architecture definition process: guidelines on the definition of a system architecture are needed to
ensure thatprivacy principlesare taken into account. For instance, data minimization considerations
can have an influence on the location of data storage; and

— design definition process: guidelines on the design of the system are needed to ensure that
appropriate privacy controls are integrated.

6.2 Acquisition and supply processes

Purpose in ISO/IEC/IEEE 15288
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The purpose of the acquisition process is to obtain a product or service in accordance with the acquirer's
requirements.

The purpose of the supply process is to provide an acquirer with a product or service that meets agreed
requirements.

Additional purposes for privacy engineering

These processes need to include requirements related to privacy. The acquirer can be either a PII
controller or a PII processor. The supplier can also be a PII processor when it provides a service to a PII
controller or to another PII processor.

Addjitional outcomes for privacy engineering

Sucgessful implementation of these processes should result in an agreement on respect
obligations being established between the acquirer and the supplier, for instancethe d
product or a service which meets the privacy obligations and requirements.

Guidelines for privacy engineering

The

The

Spec
prod
bety

content of the agreement depends on the role of the acquirer and ef the supplier:

the supplier can be responsible for the provision of a complete solution (e.g., an end
Solution);

the supplier can provide data processing services (e.g.,d\cloud virtual machine); or

the supplier can be responsible for the provision af'a'sub-system (e.g., a sensing device,
Koftware component).

following elements can be integrated into the-agreement:

pperational agreements when appropriate (e.g., between a PII processor and a PII contre¢
hgreements include legal obligations,iinsurance obligations, and incident management
as appropriate; and

privacy engineering practice \requirements (e.g.,, between a PII processor and an
solution provider). These requirements include agreement on privacy standards to use
pn privacy controls to dse; identification and documentation of all relevant privacy re
verification, validation, acceptance and certification practices and conditions, and ag
change procedures:

ific obligations~en suppliers and acquirers can exist in certain jurisdictions with res
essing of P These obligations should be taken into account in the development of any
een thesetwo entities.

NOT

F As part of these processes, the agreement is modified when a change request is agreed t

ive privacy
elivery of a

-to-end IoT

br a specific

ller). These

obligations

end-to-end
agreement
Juirements,
reement on

pect to the
hgreements

b by both the

acqulirer and supplier, including concerning privacy requirements.

6.3

Human resources management process

Purpose in ISO/IEC/IEEE 15288

The purpose of the human resource management process is to provide the organization with necessary
human resources and to maintain their competencies, consistent with business needs.

This process provides a supply of skilled and experienced personnel qualified to perform life cycle
processes to achieve organization, project, and stakeholder objectives.

Additional outcomes for privacy engineering
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Successful i

a)

mplementation of the human resources management process should result in:

skills for privacy engineering required by projects being identified;

b) necessary human resources for privacy engineering being provided to projects; and

0)
Guidelines

The human

skills of personnel for privacy engineering being developed, maintained or enhanced.

for privacy engineering

resources management process depends on:

the rol
comple

— the don
Skills needsg
basic sy

specifi

specific
an und

thed

thd
An|

specifi

thd

F-0f the organization In the supply chain (e.g., PII controller, PII processor, supplier
te solution, supplier of a sub-system); and

hain (e.g., health, energy, automotive, transport).

d for privacy engineering include, but are not limited to:
rstem and software engineering skills;

skills on laws and social sciences;

privacy engineering skills at organizational, management and'technical levels. This incl
erstanding of privacy engineering processes (e.g., based orthis document), in particula

practice of privacy risk management;

practice of privacy engineering taking into acdount privacy engineering objectives
hex A); and

integration skills within a domain. This includes:

integration of privacy risk management with other risk management activities (e.g

domains where safety requirements arg€ important); and

thd
(e.g

The proces
and educat
monitoring

The proces
certified pr

integration of privacy engineering with other organization specific engineering prac
., model-driven engineering,agile programming).

should include a program*for privacy engineering skill development. This involves traj

on (internal and/or external), the creation and maintenance of training material, ang

of skills developmént'within the organization.

can also be associated with an assessment and competency/sKill certification process
jvacy enginéers).

6.4 Kno:]v

ledge-'management process

Purpose in ISO/IEC/IEEE 15288

of a

ndes

=

(see

p., in

tices

ning
the

(e.g.

The purpose of the knowledge management process is to create the capability and assets that enable
the organization to exploit opportunities to re-apply existing knowledge.

Additional
This proces
Additional

Successful i

a)

purposes for privacy engineering
s should be applied to knowledge resulting from privacy engineering practice.
outcomes for privacy engineering

mplementation of the knowledge management process should result in:

engineering knowledge repository being identified and specified;

12
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b) aprivacy engineering knowledge repository being available; and
c) knowledge management usage data being gathered and analysed.
Guidelines for privacy engineering

Privacy engineering necessitates multidisciplinary knowledge: technical, legal as well as socio-cultural
and ethical knowledge.

The resulting knowledge can take various forms including, but not limited to:

— concepts;

— fules;

— uidelines;

— Jeferences;

— model descriptions (processes); and

— libraries of privacy controls.

Figure 5 shows the two activities that are involved:

— |in the knowledge management process, ethical, legal and technical experts, includfing privacy
engineers, create content for the privacy engineering knowledge repository; and

— [n other processes, privacy engineers and other efigineers reuse content from the repogitory.

Knowledge management
process

Other system processes
Privacy
engineer
Other
engineers

Ethical expert

Update
privacy
Legal expert engineering
knowledge

Technical repository
expert

Use
privacy
engineering
knowledge
Repository

Figure 5 — Multidisciplinary knowledge creation and use

The|knowledge repository may be structured in a number of different ways. For instance, the
orggnization normative framework (defined as an organization-wide internal structure containing a set
of n¢riative application security processes and elements) described in ISO/IEC 27034[2] onlapplication
security can be used for privacy as shown in Figure 6, resulting in the following components:

— business context;

— regulatory context;

— technological context;

— application specifications repository;

— roles, responsibilities and qualifications;

— organization application privacy control library;

— processes related to application privacy; and
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— application privacy lifecycle reference model.

Organisation repository

Roles,
responsibilities
and
qualifications

Application
specifications
repository

Business
context

Regulatory
context

Technological
context

Organisation Application Privacy
Control Library

Processes related to Application
Privacy

Annex C co
knowledge

— PIl pro
privacy
probler
privacy
privacy
— privacy
A privacy e

guideli

guideli
providg

guideli

Application Privacy Life Cycle Reference Model

Figure 6 — Elements of a privacy engineering knowledge'repository

htains information on a number of catalogues that are ofdntérest in a privacy enginee
repository:
ressing risks provided by NIST[18] (see C.2);

threats provided by LINDDUNI23] (see C.3);
ns for individuals provided by NISTI18] (see C:4);

controls provided by ISO/IEC 27552[14(see C.5) and by ISO/IEC 29151[12];
management services provided by"OASIS PMRMI2Z] (see C.6); and

measures provided by LINDDUNI23] (see C.7).
hgineering repository will\also include reference documents such as:
hes associated with.the description of privacy principles in ISO/IEC 291001101,

nes for the opepationalization of privacy principles and privacy control requirem
d by OASIS:PMRMI27]; and

hes for dprivacy-by-design methodology provided by PRIPARE[31],

6.5 Risk

nranagement process

Purpose in ISO/IEC/IEEE 15288

ring

ents

The purpose of the risk management process is to identify, analyse, treat and monitor risks continually.

The risk management process is a continual process for systematically addressing risk throughout the
life cycle of a system product or service. It can be applied to risks related to the acquisition, development,
maintenance, operation and eventual disposition (e.g., decommissioning) of a system.

Additional

purposes for privacy engineering

The risk management process is applied to privacy risk sources and consequences.

Additional

14

outcomes for privacy engineering
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Successful implementation of the risk management process® should result in:

a)

privacy risks being identified;

b) privacy risks and consequences being analysed and a privacy impact assessment having been

‘)
d)
e)
Add

Guidelines provided by ISO/IEC 29134 should be followed. The text below shows-how ISO

can
Add
ISO

The
1

2)

3)

carried out;
privacy risk treatment options being identified, prioritized, and selected;
appropriate treatment being implemented; and

privacy risks being evaluated to assess changes in status and progress in treatment.

Ltional guidelines for privacy engineering

be integrated in the ISO/IEC/IEEE 15288 risk management process.
itional activities and tasks for privacy engineering

[EC/IEEE 15288 describes the following risk management activities:

plan (risk management);

manage (the risk profile);

nnalyze (risks);

treat (risks); and

monitor (risks).

analyse risk activity for privacy engineering includes the following tasks:

identify risks associated with PII processing and identify threats to and vulnerabi
Kystem(s) processing PlI;

NOTE1  See C.2 for a catalogue‘ef risks associated with PII processing.
NOTE 2  The identification* of threats to and vulnerabilities of the security of PII assef

ntegrated into the orgamnization’s overall security risk management process. See ISO/IE
puidelines on information security risk management[&l.

estimate the'likelihood and consequences of each identified risk;

pn customer demographics to estimate likelihood; extrapolating from information available a
risks’ in similar scenarios; or conducting focus groups or surveys to glean more thorough

NOTE 3  See C(3 for a catalogue of privacy threats, as well as ISO/IEC 29134:2017, Annex B[11],

IEC 29134

ities of the

s should be
C 27005 for

NOTE4-\"Organizations can support the assessment of likelihood in a number of ways: using|information

pout privacy
and specific

THOT Tt IO fTONT USers about privacy COTCETTTS.

NOTES5 The consequences include the impact on the PII principals' privacy and the impact on

the organizations' business and operations. For consequences on PII principals' privacy,
consequences on the organizations' business and operation, the impact may be felt in terms of
non-compliance, operational costs, and reputational and internal culture damage.

see C.4. For
penalties for

NOTE 6  ISO/IEC 29134:2017, Annex A1l provides guidelines on how to estimate privacy risk likelihood.

evaluate and prioritize privacy risks; and

NOTE7  See Annex D for examples of privacy risk analysis approaches.

4)

Note that this process is iterative.

© ISO/IEC 2019 - All rights reserved
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NOTE8  ISO/IEC 29134:2017, Annex Al1l provides guidelines on how to estimate the impact.

NOTE9  Prioritization helps organizations to align mission priorities and resources. Addressing PII processing
with low likelihood and low impact of being problematic can be of a lower priority, while addressing those with
high likelihood and high impact is of the highest priority. However, likelihood and impact do not always align. For
example:

— lowlikelihood/high impact: While certain PII processing can be less likely to become problematic, they
can have a severe impact. In these cases, an organization can prioritize mitigation of these problems because
any incidence of this severe problem would have unacceptable consequences. For example, if researchers
had access to a data set of individuals’ health information, the likelihood that the researchers would use the
information improperly cannot be low, but the consequences for individuals, and therefore, for the mission
and repputation of the organization, can be severe if misuse did occur, given the sensitive nature of-hgalth
information; or

— high likelihood/low impact: Alternatively, a problematic PII processing with a small impaet can|have
a very ligh likelihood, leading an organization to prioritize controls for those problems,if-prder to avoid
negatively affecting such a large portion of their constituents, even if the impact is low/_For instance, an
organizftion can use a web analytics tool that raises concerns among users of the website. In this casg, the
impact for each customer can be very limited, but given that the tool affects all users, the likelihood would
be high.

These pfioritization decisions vary by organization and PII processing, but af€ much better informed if|jboth
likelihopd and impact are systematically assessed for each PII processing:In many cases, a determinstion
of likelihood and impact is not be a simple process; just as implemefntirig controls requires investipent,
properly assessing risk requires investment. In some cases, research.cain be necessary to better undergtand
the likelihood of a privacy problem occurring. In others, it can be mgbe appropriate to rely on the knowledge
of expeifts in the organization.

4) prepar¢ documentation for privacy impact assessment Based on ISO/IEC 29134[11], as well as dther
reference documents.

6.6 Stakeholder needs and requirements definition process
Purpose in ISO/IEC/IEEE 15288

The purposge of the stakeholder needs and\requirements definition process is to define the stakehglder
requiremer]ts for a system that can provide the capabilities needed by users and other stakeholdefs in
a defined efvironment.

Additional|purposes for privacy engineering
This includes defining req@iipements for system privacy capabilities.
Additional{outcomes for privacy engineering

Successful implementation of the stakeholder needs and requirements definition process should resuflt in:

a) the priyacyrole of the organization being defined;

b) stakeholders with a privacy interest being identified; and
c) privacy capabilities being defined.

Guidelines for privacy engineering

The following tasks can be carried out in this process:

— identification of the organization’s role in the supply chain (e.g., PIl controller, PII processor,
supplier);

— identification of stakeholders (e.g., employees, PII principals, sub-contractors, business partners); and
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— identification of potential privacy preserving features (e.g., consent management, mechanisms for
individuals to exercise their right of access, etc.).

Table 2 provides more information on roles for organizations. It also makes a distinction between
systems and subsystems. The reason is that privacy engineering for subsystems is not the same as
privacy engineering for systems, as suppliers of subsystems are generally not aware of the privacy
requirements of the system in which the subsystem will be integrated. While this can be true, the
owner/operator of the system should be aware of the privacy requirements and should specify these to
the sub-system suppliers in any specification, design or contractual documents.

Table 2 — Role of the organizations

Oxganization

role System type Definition Examiple
Stakeholder operating a service that |An operator ofa.social cafe network
PII dontroller System . : .
involves personal data processing to assist eld€rly’people
PII frocessor System Stakeholder processing personal data |An organfization operating a cloud

on behalf of a PII controller platform

Stakeholder developing a system and
Supplier System potentially integrating subsystems
from other suppliers

Theydeveloper of a turnkely social
¢are system

The designer of a sensor [that can

be integrated in the turnlkey social
Stakeholder developing a subsystem |c5re system

Supplier Subsystem that is subsequently integfated into
a system. The designer of a smart phone op-

erating system that is subsequently
used to run a social care rfjetwork

6.7 | System requirements definition process

Pu

-

pose in ISO/IEC/IEEE 15288

The[purpose of the system requiréments definition process is to transform the stakehplder, user-
oriented view of desired capabilities into a technical view of a solution that meets the operational needs
of the user.

Addjitional purposes for privacy engineering

Thid includes an ,~operationalization activity that transforms privacy principles into system
reqyirements, ensuring that all privacy principles in ISO/IEC 29100 are effectively taken info account.

Addjtional outcomes for privacy engineering

Sucdessful implementation of the system requirements definition process should result in:

a) kystem privacy requirements heing defined;

b) privacy management services and any other privacy related services being identified; and
c) apreliminary privacy risk analysis having been carried out.
Guidelines for privacy engineering

The operationalization of privacy principles is a requirements analysis activity that includes goal-
oriented as well as risk-oriented activities:

— in the goal-oriented activities, each privacy principle is considered as a high-level concern that the
system needs to fulfil. Each principle is then decomposed into a set of specific goals to meet the
concern. Privacy control requirements are then identified to address the specific goals; and
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— in the risk-oriented activities, the focus is on the identification of the threats to and vulnerabilities
of the PII assets in the system, and the identification of the risks associated with PII processing that
can compromise compliance with the privacy principles.

Privacy principle
operationalisation
process

N\

Privacy engineering
risk management
process

Goal- Risk-
oriented oriented
analysis analysis

Figure 7 — Goal-oriented and risk-oriented requirément elicitation

The set of privacy control requirements derived from the requirements analysis are jointly refefred
to as operational requirements. As depicted in Figure 7, the{isk-oriented activities are also part of the
privacy engineering risk management activity.

Additional|tasks and activities for privacy engineering
The system|requirements definition process includes the following activities and tasks:
a) frame qrganization system objectives:

1) degcribe the functionality of the system;

NOFE1 A use case description can be used as recommended in OASIS PMRMI27] as well as in NISTIR
8062181,

2) deqcribe the businessneeds that the system serves; and
3) deqcribe what privacy-preserving functionality the system will have.
b) frame privacy governance:

1) identifyany privacy-related statutory, regulatory, contractual and/or other frameworks within
whiicliithe system needs to operate. List any specific privacy requirements arising from these
sources;

2) identify any privacy-related principles (e.g., ISO 29100) or other commitments to which the
organization adheres (e.g., industry code of practice);

3) identify any privacy goals that are explicit or implicit in the organization’s vision and/or
mission; and

4) identify any privacy-related policies or statements within the organization.
c) develop a privacy analysis:

1) describe stakeholders, systems, business processes, data elements and data flows;
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NOTE2 Data elements and data flows are associated with PII processing such as collection,
retention/logging, generation/transformation, disclosure/transfer, and/or disposal. The description

can consist of a system map with associated tags. The description can use the model and methodology
provided by OASIS PMRMI2Z],

NOTE 3 The description involves the identification of touch points (i.e., intersections between
two domains). The objective is to clarify the data flows and ensure a complete picture of all domains,
systems, and processes in which PII is used. OASIS PMRMI2Z] allows for the specification of privacy
controls associated with PII. It includes not only the internal privacy controls created within the
domain/sub domain, but also identifies privacy controls inherited and exported to/from other domains/
subdomains.

)

B)

4)
b)
p)

d) define the system requirements concernitg privacy:

1)

6.8 | Architecture definition process

Purpose in ISO/IEG/IEEE 15288

NOTE 4  The description can use the data flow diagram as proposed by LINDDUNI2] (se¢ C.3).
describe general contextual factors;
NOTE Contextual factors have considerable influence on impact analysis-"They can be at the
organization level (e.g., the role of the organization in the supply chain), at the’sSystem level (e.g., a cloud
provider will be involved), or at the PII principal level (e.g., PIl is collected(ip a certain contpxt); and

describe specific PII, PII processing and unique contextual factors.

NOTE5  Unique contextual factors can include mandated privacy controls (inherited frgm a domain,
imposed internally, or exported to another domain).

iterate the "analyse risk activity" of the risk management process;
evaluate the objectives for privacy engineering{see Annex A); and

prepare documentation for privacy impact'd@ssessment based on ISO/IEC 2913414 as well as
other reference documents.

identify services and functions te'support privacy controls.

NOTE 6  Services and functigns refer to privacy capabilities.

o

NOTE7 A catalogue ofprivacy services, as defined in the OASIS PMRM, is presented in .6

The |purpose of the architecture definition process is to generate system architecture alternatives, to
sele¢t one op-niore alternative(s) that frame stakeholder concerns and meet system requir¢ments, and

to expressthis in a set of consistent views.

Addftional outcomes for privacy engineering

Successful implementation of the architecture definition process should result in:

a) identified stakeholder privacy concerns being addressed by the architecture;

b) system elements and their interfaces being identified;

c) theimpact of privacy related concerns on the architecture being assessed; and

d) privacy risk analysis being updated.

Additional activities and tasks for privacy engineering

ISO/IEC/IEEE 15288 describes the following activities:

— prepare for architecture definition;
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— develop architecture viewpoints;

— develop models and views of candidate architectures;
— relate the architecture to design;

— assess architecture candidates; and

— manage the selected architecture.

The following additional guidelines are provided:

a) develojjarchitecture viewpolints:

1) apply privacy design strategies to develop architecture viewpoints;

NOTE 1 This task can be guided by privacy design strategies[261(291(30], Four data-oriented strat

poies

(minimize, separate, abstract, hide) as well as four process-oriented strategies (inforin; control, enforce,

derphonstrate) are identified. Table 3 provides examples of privacy controls associated with each privacy
dedign strategy.
NO[FE 2  This task can be guided by privacy threat analysis (see C.3) aid, mitigation strategieq (see
C.7).
b) assess architecture candidates:
1) iterate the "analyse risk activity" of the risk managementprocess;
2) evdluate the objectives for privacy engineering; and
3) prgpare documentation for privacy impact assessment based on ISO/IEC 29134[11] as wgll as
other reference documents.
Table 3 — Privacy engineering design strategies
Depign strategy Description Privacy control examples
Limit as much as possible the |Selection before collection
Minimize :
processing of PII Anonymization
Distribute or isolate personal Logical or physical separation
Separate data as much as possible, to Peer-to-peer arrangement
prevent correlation . .
Endpoint processing
Limit as much as possible the Aggregation over time (used in smart giids)
Data detail in which personal data |Dynamic location granularity (used in
) Abstract : . : . : i
oriented is processed, while still being |location-based services)
strategies useful k-anonymity
Eneryption
Mixing
. Prevent PII from becoming Perturbation (e.g. differential privacy,
Hide . e .
public or known. statistical disclosure control)
Unlinking (e.g. through pseudonymization)
Attribute based credentials
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Table 3 (continued)

Design strategy Description Privacy control examples
Privacy icons
Inform Inform PII principals about the Lavered privacy policies
processing of PII y p yp
Data breach notification
Control Provide PII principals control Privacy dashboard
over the processing of their PIL. | consent (including withdrawal)
Process Sticky policies and privacy rights manage-
oriepnted . . Tent
: Commit to PII processing in ]
strafegles | pnforce a privacy friendly way, and Privacy management systefn
enforce this Commitment of resources
Assignment of respgpsibilities
Demonstrate that PII is pro- Logging and auditing
Demonstrate cessed in a privacy friendly Privacy impact assessment
way: Design(decisions documentation

6.9 | Design definition process
Purpose in ISO/IEC/IEEE 15288

The |purpose of the design definition process is to provide sufficiently detailed data and {nformation
abouyt the system and its elements to enable an implémeéntation that is consistent with the architectural
entifies as defined in models and views of the system architecture.

Addjitional outcomes for privacy engineering

Sucdessful implementation of the design definition process should result in:

a) Privacy risk analysis being updated; and

b) Jprivacy controls being identified and specified.

Addjitional activities and tasks for privacy engineering

ISOAIEC/IEEE 15288 describes the following activities:

— prepare for desigh definition;

— pstablish-design characteristics and design enablers related to each system element;

— psseSsyalternatives for obtaining system elements; and

— anace the design
=] o

The following additional guidelines are provided:
a) establish design characteristics and design enablers related to each system element:
1) apply privacy design strategies to develop architecture viewpoints; and
2) identify the privacy capabilities to be provided by the system.
NOTE1  The guidelines provided in ISO/IEC 29151 or ISO/IEC 27018 apply.

NOTE 2  The selection of privacy measures can be based on catalogues of privacy controls. See C.7 for
an example.
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NOTE 3  Each activity can be supported by a task to reuse knowledge from the repository maintained
by the privacy engineering knowledge management process.

NOTE 4  OASIS PMRMI27] can be used in the design definition process. It provides for the development
of privacy controls; the definition of the functions and services required to implement the privacy
control; and the packaging of the controls into mechanisms that will implement the privacy controls.
The mechanisms are also part of the repository maintained by the privacy engineering knowledge
management process

b) assess alternatives for obtaining system elements:

1y
2)
3)
4)

iterate the "analyse risk activity" of the risk management process;

evdluate the objectives for privacy engineering (see Annex A);
selgct privacy and security controls; and

prdpare documentation for privacy impact assessment based on ISO/IEC 291341111 as wdll as
otHer reference documents.

Figure 8 shows that the design of privacy controls [some controls can be“referred to as priyacy

enhancing fechnologies (PETs)] is the outcome of three processes:
— system|requirements definition;

— architerture definition; and

— design definition.

It also shows that privacy engineering can involve architectdre change decisions.

System
requirements

Architecture Design definition

efinition definition/process process
brocess
Integrating Integrating
Integrating privacy privacy concerns architecture privacy concerns
privgdcy concerns control decision privacy
requirement control
design

Figure 8 — Design of privacy controls

All the prodesses leading to the design of privacy controls include risk management activities as shown
in Figure 9.|Note thatithe outcome of the three processes can lead to modifications as to how the initial

privacy conitrol requirements will be met.

22

© ISO/IEC 2019 - All rights reserved


https://iecnorm.com/api/?name=39e60c3d9a8d4fa2af19af9470f2beb7

ISO/IEC TR 27550:2019(E)

Architecture
definition
process

Risk-
oriented
analysis

Risk
management
process

Risk-
oriented
analysis

Risk-
oriented
analysis

Design
definition
process

System
requirements
definition process

Figure 9 — Design of privacy controlsiand risk management
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Annex A
(informative)

Additional guidance for privacy engineering objectives

A.1 NIST Privacy engineering objectives
A.1.1 General

The followihg privacy engineering objectives are defined by NIST[18] for the purpose of facilitating the
development and operation of privacy-preserving systems:

— predictability;
— managg¢ability; and
— disassqciability.

These objeftives are designed to enable system designers and engineers to build systems thaf are
capable of implementing an organization’s privacy goals and suppptt the management of privacy risk.

A.1.2 Predictability

Predictabiljty is about providing a reliable understanding-about what is occurring with PII procegsing
within a sy$tem. To achieve predictability, organizatipns need to consider:

— the intg¢gration of measures for purpose specification and use limitation: inherent in the ratignale
for useflimitation and purpose specificatiofi;is the recognition that changes in processing of PIf are
loci for[privacy risk, and that consequently operators need to assess the impact of any changeq and
target fhe application of appropriate eontrols;

— the intg¢gration of measures for-the’treatment of privacy risks associated with PII processing [e.g.,
operat@rs can implement contrels to restrict access to or use of data). They can also consider de-
identification controls so_that individuals can make reliable assumptions about when a system
would feveal certain information about them and when it would not; and

— the integration of nieasures for transparency: this does not necessarily require that individuals
know dll the techhical details about how a system processes PII. Rather, it is about designing
system such that stakeholders are not surprised by the processing of PII. A range of organizatjonal
interpretatjons of transparency is possible (e.g., a value statement about the importance of ¢ppen
procesges,Or'a requirements-based view that specific information should be shared).

Predictability provides organizations with both precision (in trust) and flexibility (in privacy
preserving capability) so that they can design their information systems to support privacy-preserving
user relationships.

A.1.3 Manageability

Manageability is about the administration of PII with sufficient granularity so that the right level of
control can be applied: only necessary information can be collected or disclosed, inaccurate information
can be identified and corrected, and obsolete information can be deleted. To achieve manageability,
organizations need to consider the integration of:

— system capabilities to support the general right of individuals to control their information, while
minimizing potential conflicts in system functionality. For instance, it can impair the functioning
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of some systems for individuals to be able to edit or delete information themselves (e.g., fraud
detection or proof of eligibility);

— system capabilities to allow appropriately privileged stakeholders to administer changes to
maintain accuracy and fair treatment of individuals; and

— specific technical controls such as data tagging>) or identity management approaches that relate to
attribute-based authentication.

Manageability provides organizations with the fine-grained control over data that allows them to
implement key privacy principles, including maintaining data quality and integrity, achieving data

Disassociability

Disassociability is about the ability to actively protect or “blind” an individual’sddentity or associated
actiyities from unnecessary exposure during transactions. Unlike confidentiality, which is focused
on greventing unauthorized access to information, disassociability recognizes that privady risks can
resuflt from exposures even when access is authorized or as a by-product’ef a transaction| To achieve
disapsociability, organizations need to consider the integration of:

— Jprivacy risk assessment concerning exposures even when access$4s authorized or as a by-product of
h transaction;

— ryptographic techniques associated with disassociability. This includes techniques forfanonymity,
de-identification, unlinkability, unobservability, pseudonymity or others; and

— pppropriate measures when the exposure risk has’been identified. For example, ident{ty proofing
pr the direct provision of health care services.ean necessitate the association of inforthation with
hn individual. Organizations can opt to accept the risk because of the difficulty in inJplementing
hppropriate controls or institute other cempensating controls.

Disassociability advances the capabilities-of a privacy-preserving system by engaging system designers
and [engineers in a deliberate consideration of the risks to an individual’s identity or| associated
actiyities.

A.2| ULD Privacy protéction goals

A.2[1 General

Privpcy protection goals are defined by ULDI23] with a rationale to extend the classic security protection
goalk of confidentiality, integrity and availability®). Three further goals are defined:

— unlinkability;

— frafisparency; and

— intervenability.

The resulting privacy and security protection goals (unlinkability, transparency, intervenability,
confidentiality, integrity and availability) are attributes that can be used to guide a number of privacy
engineering processes such as privacy impact assessment, or the design of privacy controls.

5) Associating a term with a piece of information. Data can also be “tagged” with properties that indicate what
processing operations (e.g., read, edit, store, print) are authorized for that data.

6) ULD work on privacy protection goals has been influenced by earlier terminology work on data minimization[391,
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A.2.2 Unlinkability

Unlinkability ensures that a PII principal can make multiple uses of resources or services without
others being able to link these uses together. The objective of unlinkability is to minimize the risk to
privacy created by the potential linking of separate sets of PII, for instance:

— acustomer uses two different accounts for navigation and for telephone calls; or

— acustomer uses two different accounts for the same hotel booking service.

Unlinkability is a key property:

— for the data minimization principle as it separates PII from the related PII principals; and

— for the purpose legitimacy and specification principle as it separates PII sets belongingto-diffe
purposgs.

rent

When full funlinkability cannot be achieved, measures should be taken so that\linking requires

disproportionate effort for the entity establishing such linkage. Examples of measures for achie
and enhanding unlinkability comprise data avoidance, separation of contexts,by. different identif
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. The objective is to allow involved parties (e.g»<PII principals, PII controllers anc
to know the risks to privacy (e.g., the processing of health data or location data) and
formation on countermeasures, how to employ.them and what limitations they have.

cy covers the entire system life cycle. It needs to cover not only the actual processing
nned processing (ex-ante transparency)rand the time after the processing has taken
at exactly happened (ex-post transpdrency). Transparency also involves all parties (i.€
PI1 controllers, PII processors as well'as supervisory authorities):

irency allows the PII principal-to understand the specified PII required for the spec
e, the specified purpose far; Pl collection, the specified processing (including collec
nication and storage méchanisms), and the consequences of such processing (e.g., in ca
g), the types of authorized natural persons who will access the PII and to whom the PI
sferred, and the speegified PII data retention and disposal requirements;

chnical andverganizational controls in case it is needed, for instance when there is a pri
and

irency,~allows supervisory authorities to reconstruct the PII processing activitie
hifization. This allows the supervisory authority to properly exercise its supervi

ving
iers,
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is reached so that the processing of the information can be understood and reconstrulcted
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recommendations to the organization for improvements to those practices.

king

Examples for achieving or enhancing transparency comprise reporting mechanisms, understandable
documentation covering technology, organization and responsibilities, source code, privacy policies,
and communication with the PII principal.

A.2.4 Intervenability

Intervenability ensures that PII principals, PII controllers, PII processors and supervisory authorities
can intervene in all privacy-relevant data processing. Note there can be legislative or regulatory
limitations on the extent to which a data subject or supervisory authority can intervene in data
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processing. Intervenability can involve the application of corrective measures and counterbalances

whe

re necessary, including:

PII principals can request data erasure or withdraw consent. Intervenability also addresses the PII
principal's right to lodge a complaint or to raise a dispute to achieve a remedy (e.g., in the event of a

breach);

PII controllers can require PII processors to apply corrective measures for better

protection.

Intervenability addresses the PII controller’s need to effectively control the PII processor and the IT
systems being used by the processor to influence or stop the data processing at any time; and

uuuuuuuuuuuuuuuuu

estruction
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pf data or even shutting off the system.

hanisms for achieving or enhancing intervenability include processes for influencing
Hata processing fully or partially, manually overturning an automated decision, data
autions to prevent lock-in at a PII processor, breaking glass policies, single points of

onalized, empty-profile version of a search engine or recommendatien-system), or dea
pilot or a monitoring system for some time.

5 Confidentiality

identiality ensures that information is not made available @r disclosed to unauthorized

hstance preventing banking account data or locationndata being accessed by potential b

Exafnples of measures for achieving or enhancing“confidentiality include protected tran

collg
and

A.2,

Inte
inte
inst

cted data, protected access with suitable authentication schemes, protected process|
protected storage.

6 Integrity

brity ensures the accuracy and completeness of data over its entire life cycle. The
prity is to prevent PII from being altered in unauthorized ways or by unauthorized
ince the transfer of erroneous-health data.

Examples of measures for achieving or enhancing integrity include schemes such as digital

A2,

7 Availability

Avaliflability ensures accessibility and usability if an authorized entity requires it. The

avai

ability is fe-provide information when it is needed, for instance the next arrival at a bu

due [to/power outages, hardware failures, or security denial of service attacks using sche
redunddnt systems
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Annex B
(informative)

Additional guidance for privacy engineering practice

B.1 App

Practicing

smart cities

Smar

The followi

— public quthorities:

— supervisory authorities,

— loc

— operatgrs: organiZations which operate the systems involving PII processing, for instan
navigafion applieation, or a mobile network. There are two types of operators, PII controllers

PII pro

— suppliersicorganizations which develop the systems and subsystems that will be used by

rivacy engineering properly is a challenge. Figure B.1 shows examples of ecosystems

cities Security

| )
AN AN

Ecosystems Domains Concerns

Figure B.1 — Examples of ecosystems, domains and concerns

hg stakeholders can be involved:

b1 authorities (e:g.,-a city, a region);

ressorsaThe PII processor has some contractual relationship with the PII controller;

(e.g.,

, [oT, big data), domains (e.g., smart grids, health, transport) and concerns (privacy,secuyrity,
safety) thatineed to be taken into account.

ce a
and

the

operat

TS,

— the suppliers of systems (e.g., a complete transport application) are aware of the PII processing
activities of their systems, and therefore know the purpose for which PII is processed; and

— suppliers to subsystems (e.g., a storage system, a traffic sensor device, a user interface
subsystem) may not be aware of the purpose for which some PII can be processed when they
design the subsystem they supply.

Examples o

28

f the privacy management duties of these stakeholders are described in Table B.1.
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Table B.1 — Stakeholders privacy management practices

Example of stakeholders

Examples of duties

Public authority Compliance check
Operator Privacy impact assessment
Supplier of system Privacy engineering for end-to-end system (awareness of purpose)

Supplier of subsystem

Privacy engineering for sub-system (may not be aware of purpose)

Suppliers of systems and subsystems should follow the guidelines provided in Clause| 6. Further
guidance is provided in Table B.2 and Table B.3.
Table B.2 — Additional guidance for suppliers of systems
Privacy engineering High level guidelines
Where the supplier integrates subsystems, it sheuld request docymen-
In the acquisition process |[tation on the privacy controls that the suppliers of these subsystgms
are providing
Provide compliance documents to operator
In the supply process Provide information to operator 6nythe supply chain, on the rolesjand
duties of each stakeholder in the supply chain, and on the privacy|con-
trols that are provided by each)stakeholder in the supply chain
In the human resources Implement a fully-fledgedprivacy engineering competency/skill pro-
management process gram
Implement a fuylly-fledged knowledge management projgram
— Inventory of design strategies and privacy controls
— Inventory of architecture decisions associated with privacy
centrols
In the knowledge manage- |s_ “Architecture design practices
ment process ) . .
— Architecture evaluation practices
— Inventory of privacy patterns
— Inventory of supplier products with privacy control sypport
features
— Privacy control usage lessons learned
In the-risk management Implement a fully-fledged privacy risk management for the entirg
process system
In'the stakeholders' needs S . - R e ;
and requirements defini. |CAITY OUt A AMATySTST0 UMGETStald tie Supply Chaimand teTotes and
. d duties of each stakeholder in the supply chain
tion process
In the system require-
ments definition process
In the architecture defini- |Implement a fully-fledged design management program to integrate
tion process privacy engineering throughout the entire system lifecycle
In the design definition
process
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Table B.3 — Additional guidance for suppliers of subsystems

Privacy engineering

High level guidelines
concerns

Where the subsystem supplier further integrates subsystems into its
In the acquisition process |own subsystem, it should request documentation on the privacy con-
trols that the suppliers of these subsystems are providing

Provide documentation on the privacy controls that the subsystem
In the supply process supplier is providing, including the privacy controls that the subsys-
tem supplier has integrated from other subsystems suppliers.

In the human resources Implpmpnt a rnmpp‘rpnrv’/qki]] program related to the privacy controls
management process that the supplier is supporting

Implement a knowledge management program relat:
ed to the privacy controls that the supplier is supporting

— Inventory of features
In the knowledge manage- y
ment process — Inventory of architecture decisions related to privacy controls
— Inventory of privacy control support features

— Customer usage lessons learned

In therisk management Implement risk management for subsystemstelated to the privacy
procefs controls that the supplier is supporting

In thelstakeholders' needs
and r¢quirements defini- |No additional guidance to Clause™6
tion process

In thesystem require-
mentg definition process

In thelarchitecture defini- |Implement a design mfanagement program for entire system related to
tion process the privacy control$ that the supplier is supporting

In theldesign definition
proceps

B.2 Applicability to software environments

B.2.1 Agile programming

The term dgile has been ‘used in the last 15 years in software development to promote adai;cive
planning, efolutionary development, early delivery, and continuous improvement. Agile development
encourages|rapid and flexible response to change. As stated by Jim Highsmith?):

The Agile mjovement is not anti-methodology, in fact many of us want to restore credibility to the word
»We want to restore a balance. We embrace modelling, but not in order to file some diagrdm in
tory: g =raimtained

and rarely-used tomes. We plan, but recognize the limits of planning in a turbulent environment.

7) http://agilemanifesto.org/history.html
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Figure B.2 shows the principles of agile programming: product development is carried

peri

engineers who apply the agile approach), the product manager and the*product owner. Th

spri
and

man

Con
toa
give

Figure B.3 shows the difference between conventional programming and agile programmif
proa
whi
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Figure B.2 — Agile programming

bds called sprints. The objectives of sprints are agreed by the agile programming

ht is executable and can be demonstrated. It can therefore be asséssed by both the prog
managers. Pending work that is not mature and therefore net-yet integrated in the
aged through project and iteration backlogs.

esses in conventional programming are carried out in sequence (e.g., A followed by B foll
e in agile programming each sprint process can contribute to an incremental outcome o

equently, processes described in Clause 6 cairbe applied to both conventional progra
bile programming by clearly identifying thé<incremental outcome that has been achiey

h sprint process.
|:> Process B |:>

Process A
Process A
Conventional programming

Process B
outcome

Process (
Outcoms

ut in short
team (e.g.,
b result of a
uct owners
product is

1g. Lifecycle
owed by C),

f A, B and C.

mming and
ed during a

outcome
Sprint 1 |:> Sprint 2 |:> Sprint 3

Process A, B, C Process A, B, C
incremental incremental

outcome outcome outcome

Agile programming

Figure B.3 — Conventional programming vs agile programming

Figure B.4 shows how privacy engineering can be integrated into agile programming:

— privacy concerns are added to the system under development;
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— aproduct privacy owner is added to the team. The product privacy owner is a member of the chief
privacy officer team or a member of another organization that is responsible for privacy within the
organization; and

— the project backlogs and iteration backlogs integrate development plans for privacy.

. Product Product Product
Agile team .
manager owner privacy owner
FIUjCLL
Backlog ) Product
Including on privacy Sprint Increment
process f . ]
including on privacy
Iteration
Backlog

Including on privacy
Figure B.4 — Integration of privacy engineering in agile programming

It should bg noted that ISO/IEC/IEEE 15288 does not necessarily call for’ sequential processes| For
instance, the privacy risk management process shown in Figure 9-runs parallel to three technical
processes: the privacy principle operationalization process, the priyacy architecture definition prdcess
and the priyvacy design definition process. Additional guidelines for agile programming are shown in
Table B.4.

Table B.4 — Additional guidance for agile programming

Privacy engineering High level guidelines
concerns

In thelacquisition process

(from|suppliers) No additional guidance to 6.2

In thesupply process (to

operafors) No additional guidance to 6.2

In theghuman resources

No additional guidance to 6.3
management process

In the knowledge manage=

ment process Add requirements for agile programming expertise

Ensure that sprint processes will include incremental outcomes on privacy
that will contribute to the desired outcome of the following processes:

— risk management process

— system requirements definition process

— architecture definition process
In the risk management
process — design definition process

— outcome, on requirements, architecture and design

The rationale is that any change in requirements, architecture and design
can have an impact on risks, which in turn will have an impact on the
requirements, architecture and design
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Table B.4 (continued)

Privacy engineering High level guidelines
concerns

In the stakeholders' needs
and requirements defini- |Integrate in the agile team a privacy product owner
tion process

In the system require-

L Ensure the following constraints:
ments definition process

In the architecture defini- |— the final outcome of the privacy principles operationalization
tion process process needs to be synchronized with the final outcome of the
requirements process

— the final outcome of the privacy engineering architectuce
definition process needs to be synchronized with the final

In the design definition outcome of the architecture definition process

process

=]

— the final outcome of the privacy engineering design definitio
process needs to be synchronized with the-final outcome of the
design definition process

B.22 Support for small organizations

The|ISO/IEC 29110 seriesl4l is of particular interest when smalD enterprises are involved. A very small
entity (VSE) is an entity (enterprise, organization, departmeént or project) having up to 25 people.

The [[SO/IEC 29110 series is intended for organizationswhich view ISO/IEC/IEEE 15288 as tpo complex.
ISOAIEC/IEEE 15288 defines 30 processes while in contrast, ISO/IEC 29110 defines two professes:

— the project management process, with the following activities:
— planning;

— execution;

— evaluation;

— and closure;

— the implementation process, with the following activities:

— initiation;

— analysis;

— design;

—,construction;

— integration and test; and

— delivery.
To cope with the large diversity of VSEs, the following options are defined:
— system engineering or software engineering;

— profile groups representing domains (at this point only one profile group, the generic profile group,
has been defined); and

— profiles. Four profiles are defined:

— entry profile;
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— basic profile;

intermediate profile; and

— advanced profile.

The resulting integration of privacy engineering in ISO/IEC 29110 is described in Table B.5.

34

Table B.5 — VSE processes and activities

Category

System life cycle artefacts

Privacy engineering artefact

(ISO/IEC 29110)

Statement of work

Statement of work

Acquirer . - N
a Product Product w1th_ privacy capahil
ities
Orggnizational management External entity External entity

Privacy risk.management

System architectural design

Proj¢ct management process |Risk management activity acTey
System definition and realiza- | Stakeholders privacy expecta-
tion initiation tions activity
System requirements engi- Privacy principles operational-
neering ization activity
Syst e definition and realiza- Privacy engineering architec-
tion process

ture activity

Privacy engineering design
definition activity

System constructiomactivity
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Annex C
(informative)

Catalogues

The [purpose of this annex is to provide examples of catalogues that can be useful to carry|out privacy
engineering activities. The catalogues are not meant to be comprehensive and)other| references
inclyding future standards can augment or replace them. These catalogues should be jmaintained

within the knowledge management process described in 6.4.

C.2| PII processing risks

Thig catalogue of PII processing risks is based on NISTIR 806218, If.should be used in the privacy risk

manfagement process to identify privacy risk sources.

NOTE NISTIR 8062[18] uses the term data action instead of PII'processing

Table C.1 — PII proeéssing risks

Personal information is used ih ways that exceed an individual’s expectdtion or
authorization. Appropriation occurs when personal information is used in ways that

Appfopriation an individual would object to or would have expected additional value fqr, absent an
information asymmetry or other marketplace failure. Privacy harms thgt Appropri-
ation can lead to include loss of trust, economic loss or power imbalance
The use or dissefdination of inaccurate or misleadingly incomplete personal informa-

Distortion tion. Distortion can present users in an inaccurate, unflattering or disparaging manner,

opening thedoor for discrimination harms or loss of liberty.

Indyced disclosure

Pressure to divulge personal information. Induced disclosure can occur when users
feel compelled to provide information disproportionate to the purpose qr outcome
of the transaction. Induced disclosure can include leveraging access or prijvilege to an
essential (or perceived essential) service. It can lead to harms such as pgwer imbal-
ance or loss of autonomy.

Lapses in data security. Lapses in data security can result in a loss of trufst, as well

Insgcurity as exposing individuals to economic loss, and stigmatization.
Tracking or monitoring of personal information that is disproportionate|to the
purpose or outcome of the service. The difference between the PII procegsing of
monitoring and the problematic PII processing of surveillance can be very narrow.
Suryeillance Tracking user behaviour, transactions or personal information may be cpnducted

for operational purposes such as protection from cyber threats or to provide better
services, but it becomes surveillance when it leads to harms such as power imbal-
ance, loss of trust or loss of autonomy or liberty.

Unanticipated revelation

Non-contextual use of data reveals or exposes an individual or facets of an individ-
ual in unexpected ways. Unanticipated revelation can arise from aggregation and
analysis of large and/or diverse data sets. Unanticipated revelation can give rise to
stigmatization, power imbalance and loss of trust and autonomy.

Unwarranted restriction

Unwarranted restriction to personal information includes not only blocking tangible
access to personal information, but also limiting awareness of the existence of the
information within the system or the uses of such information. Such restriction of
access to systems or personal information stored within that system can result in
harms such as exclusion, economic loss and loss of trust.
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C.3 Privacy threats

LINDDUNI22] provides a catalogue of privacy threats8) which can be used in a privacy risk management
process to identify privacy risk sources. The catalogue is based on the following:

— A data flow diagram (DFD) describes the system. This description is typically specified in the
system requirements definition process (see Clause 6). A DFD consists of a structured, graphical
representation of the system based on four building blocks:

— entities;

daq-n ctorac:
|

TOTOTCY;

— data flows; and
— prdqcesses.

Figure C.1 phows an example of a DFD for a social network where the social network user is a |[DFD
entity, the gocial network data is a DFD data store, and the social network portal andlassociated sefvice
are processes.

— Acategprization based on the LINDDUN mnemonic (Table C.2). This is the'eounterpart of the STRIDE
mnemdnic for security threats[3Zl,

— Each pair [threat category, building block] is associated with a privacy threat tree. Figure C.2 shows
the priyacy threat tree for the pair "[linkability, entity]":

n

— it ihcludes "and/or" nodes. For instance, the "linkable)login using untrusted communication
thrjeat is an "and" node consisting of the "linkablelogin" and the "untrusted communication
threats;

"

— it ipcludes other threat trees. For instancexthe "[Linkability, data store]" and "[Informgtion
disclosure, data flow]" threat trees are part'of the "[linkability, entity]" threat tree; and

— it ipcludes subtrees from other threattrees (e.g., the "linkability of contextual data" subtrge of
thd "[linkability, data flow]" threattree).

In the socigl network example of Figlive C.1, one threat associated with the "user" entity can b its
"linkability(. In the "[linkability, entity|" tree of Figure C.2 the "untrusted communication" threat is either:

— an "[information disclosure,data flow]" threat;
— an "unffrusted receiver’threat"; or

— a"[linkability, data-store]" threat.

8) The most recent version of this catalogue is available on the LINDDUN website[25],
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1. User Entity
—
Data flow
3'. Process
Service
~—2
v Data store
4 social network

data

Figure C.1 — Example of a data flow diagram for, a social network

Table C.2 — Privacy threat categories

Type

Property

Privacythreat

Privacy threat descript

ion

Hard privacy

Unlinkability

Linkability

Establishing the link betwe|
two or more actions, identit
and pieces of information.

ies,

Anonymity

Identifiability

Establishing the link betwe|
identity and an action or a j
of information

en an
iece

Plausible deniability

Non-repudiation

Inability to deny having per
formed an action that other
parties can neither confirm
contradict

nor

Undetectability and
unobservability

Detectability

Detecting the PII principal’s
activities

Security

Confidentiality

Disclosure of infor-
mation

Disclosing the data

content or controlled releas
data content

e of

Content awareness

Unawareness

PII principals being unawaf
of what PII about them is bg
processed

e
ing

PII controller fails to infor

the

Qoo 3
JUIL lJl lVCl\,_y

Policy and consent
compliance

Non compliance

datasubjectabout the System'’s
privacy policy, or does not allow

the PII principal to specify

consents in compliance with

legislation
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Category:
[Linkability,
entity]

Or
Threat: Linkable Subtree of
login using [Linkability, data flow]:
untrusted Linkability of
communication contextual data

And

Threat: Linkable

Threat: Untrusted

login communication
Or
Threat:
Threat:( fixed » Certificate used Category: Threat: Cat )
login rg-used that are too [Information untrustworthy aegory:
specific disclosure, receiver [Linkability,
data flow] Data store]
Figure C.2 — Example of privaé¢y threat treel22l
C.4 Risks to individuals

This catalo

cue of risks to individuals is bdaséd on NISTIR 8062[18l, It is used in the privacy

managemeit process to identify the consequences of privacy risks to the PII principals’ privacy.

Table C.3 — Risks to individuals

risk

Loss of autongniy,

Loss of autonomy includes needless changes in behaviour, including
self-imposed restrictions on freedom of expression or assembly.

Loss of self ¢le-

Exclusien

Exclusion takes place when individuals are systematically blocked fr
(or denied full access to) various rights, opportunities and resources
are normally available to members of a different group, and which arj
fundamental to social integration within that particular group.

bm
that

termination|

Loss of liberty

Improper exposure to arrest or detainment. Even in democratic socig
ties, incomplete or inaccurate information can lead to arrest, or impr
er exposure or use of information can contribute to instances of abug

of governmental power. More life-threatening situations can arise in
non-democratic societies.

Physical harm

Actual physical harm to a person.

38
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Table C.3 (continued)

0:2019(E)

Discrimination

Stigmatization

Personal information is linked to an actual identity in such a way as to
create a stigma that can cause embarrassment, emotional distress or
discrimination. For example, sensitive information such as health data
or criminal records or merely accessing certain services such as food
stamps or unemployment benefits may attach to individuals creating

inferences about them.

Powerimbalance

Acquisition of personal information that creates an inappropriate power
imbalance, or takes unfair advantage of or abuses a power imbalance

between acquirer and the individual. For example, collection

utesoranalusis of hehaviour ortransactions aboutindividua
o4

of attrib-
s can lead

to various forms of discrimination or disparate impact, such
tial pricing or the improper association of the PII principalto,
individuals barred from accessing home mortgage loans:

hs differen-
a cohort of

Losj

of trust

Loss of trust is the breach of implicit or explicit expectations
ments about the handling of personal information. For examy
disclosure of personal or other sensitive datato an entity is aj
by a number of expectations for how thatdata'is used, securg
mitted, shared, etc. Breaches can leave individuals reluctant
further transactions.

or agree-
le, the
ccompanied
d, trans-

[0 engage in

Economic loss

Economic loss can include direct fittahcial losses as the resulf
theft or the failure to receive fdirvalue in a transaction involy
sonal information

of identity
ing per-

C.5

Are
belo
inl
ide

Examples of privacy controls

ference catalogue which can be used is found\in ISO/IEC 27552. The catalogue of priva

is based on NIST Special Publication 800453 rev4[34], Such catalogues, including tho
0/IEC 29100, ISO/IEC 27018, and ISO/IE€29151 should be used in the design definition process to
ify and specify privacy controls.

Table C:4 — Examples of privacy controls

cy controls
se provided

Category

Privacy controls

Authority and purpose

Authority to collect

Purpose specification

Ac

a

Governance and privacy program

Privacy impact and risk assessment

Privacy requirements for contractors and s
providers

ervice

untability, audit, and risk management Privacy monitoring and auditing

Privacy awareness and training

Dy I ran.
T

P rhinmg (o oot o it
Vaty T PO e o Gt Mot StatCattotttt

bility)

Privacy-enhanced system design and devel

opment

Accounting of disclosures

Data quality and integrity

Data quality

Data integrity
Data integrity board

Data minimization and retention

Minimization of PII

Data retention limitations

Disposal schedules

Minimization of PII used in testing, trainin
research

g and
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Table C.4 (continued)

Category Privacy controls

Consent

Individual access

Individual participation and redress
Redress

Complaint management

Inventory of PII

Security - —
Privacy incident response
Frivacy Nnotuce
Transparengy Transparency reporting

Dissemination of privacy program informatipmn

Internal use limitations

Use limitatipn

Information sharing agreements with third parties

C.6 Privacy management services

This catalpgue of privacy management services is based on OASISYPMRMIZ2Z], It is used in
operationalization of privacy principles operationalization and privacy\control requirements.

Table C.5 — Privacy management sérvices

Service Purpose Description

Defines anid documents permissions and rules for the
handlihg-of PII based on applicable policies, data subjeft
preferences, and other relevant factors; provides releviant
Aetors with a mechanism to negotiate, change or estajjlish
new permissions and rules; expresses the agreements

Core_policy such that they can be used by other services
services

Manages and nego-
Agreement tiates permissions
and rules

Ensures that the use of PIl complies with the terms of
permissions, policies, laws, and regulations, including PII
Usage Controls PlLuse subject to information minimization, linking, integratilon,
inference, transfer, derivation, aggregation, anonymiza-
tion and disposal over the lifecycle of the PII
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Service Purpose Description
Evaluates and ensures the information quality of PII in
Validation Ensures PII quality terms of accuracy, co_mpleteness, relevance, timeliness,
provenance, appropriateness for use and other relevant
qualitative factors
Ensures that the credentials of any actor, domain, system,
. Ensures appropri- |or system component are compatible with their assigned
Credential . : . X -
e ate management of |roles in processing PII and verifies their capability to sup-
certification : : . . . : .
credentials port required privacy controls in compliance with defined
policies and assigned roles.
Monitors proper
Privacy operation, responds |Initiates monitoring capabilities to ensure-the ¢ffective
assurance to exception condi- operation of all services. Initiates response actjons, pc_)licy
: tions and reports on |execution, and recourse when audit/Controls and monitor-
seryices Enforcement . o . .
demand evidence of |ingindicate operational faults afid failures. Redords and
compliance where |reports evidence of compliance|to stakeholderq and/or
required for ac- regulators. Provides evideficenecessary for ac¢ountability.
countability
Provides the procedtral; organizational and technical
mechanisms necessary to ensure the confidentiality,
Safeguards privacy |integrity, and availability of PII; makes possiblg the trust-
Security information and worthy processing, communication, storage arjd dispo-
operations sition of Pll\ensures that the operational funcfionalities
providedrby other Services are protected to maintain their
reliability and trustworthiness
. Provides generalized interfaces necessary for presenta-
Provides Informa- \ L . :
. . tioh, communication, and interaction of PII and relevant
. tion presentation \ : ) . . .
Interaction o Information associated with PII, encompassing functional-
and communicatieli’|, : : :
Predentation functionality ity such as user interfaces, system-to-system information
andllifecycle exchanges, and agents
services PN\ Enables PII principals, as required and/or alloyved by
Enables viewing . . : . X .
. permission, policy, or regulation, to review thefir PII that is
Access and préposing o :
held or processed within a domain and to proplose chang-
changes to PII . : .
es, corrections or deletion for their PII
C.7| Mitigation strategies and privacy measures
Thig catalogue of niitigation strategies and privacy measures is based on LINDDUNI[4Y], [t islused in the
privhcy engineexing design process to identify potential privacy and security controls.
The [cataloglie)is based on the taxonomy of privacy risk treatments shown in Figure C.3. Thie taxonomy
is bgsed entwo main categories:

measures which control associations between PII principals, their transactions and PI

in order to

ensure that the PII principal shares as little information as necessary with the system. These are
proactive measures;

— measures which aim at limiting damage by controlling associations after disclosure. To achieve
this, the exposure of these associations needs to be restricted to the minimum. These are reactive

measures.
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Privacy
|
[ ]
Concealing Minimizing
association association
I I
I I I I
Protect Protect Mininimizing Maximize
identity data exposure accuracy
Pseudonyms Protect Compliance Review data
Transactional data + Policies&consent
S Attributes * Remove * NOUCE & " Update
« Hide transparency
Pr i * Replace ] o .
operties + Generalize Confidentiality Request deletion
* Remove
Protect + Hide
Contextual data * Replace
L1« Remove L | «+ Generalize
« Hide
« Replace Minimization
* Generalize * Remove
« Hide
Awareness * Replace
- Feedback and * Generalize
awareness tools
« User-friendly
privacy support

In the taxor

protect
throug

psé
att

prd
me|

protect

me
dat
inf

Figure C.3 — Taxonomy of privacy risk'treatment measures

jomy, concealing the association is further divided into two categories:

identity: protect the identity of the PII principal during authentication. This can be achi
N

udonyms (i.e., an alias instead of the real identity);
Fibutes (such as a certificate); and

perties, using anonymous credentials or other zero-knowledge proofs as authentics
chanisms;

data: this can bejachieved through:

a related to transferred data). Strategies to protect data include removing the (sensi
brmation, hiding the data, replacing (part of) the information or generalizing it; and

me

bved

tion

psures toprotect transactional data (e.g., transferred data) and contextual data (e.g., neta

tive)

asures to raise awareness regarding the sharing of information such as feedback

and

awareness tools or user-friendly privacy support to help manage privacy settings.

In the taxonomy, minimizing the association is further divided into two categories:

42

minimizing exposure of PIl by applying measures:

to obtain data protection compliance which are related to consent and policies, and notice and

tra

nsparency;

to ensure confidentiality which correspond to security measures such as access control and
data encryption; and
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