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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

Security on the Internet and other networks is a subject of growing concern. Organizations around the
world, in both government and industry sectors, are seeking ways to address and manage cybersecurity
risks, including via baseline cybersecurity measures that can be implemented as requirements or
guidance. The demonstrated security and economic value of utilising existing best practices to develop
approaches to cyber risk management has led organizations to assess how to use and improve upon
existing approaches.

Perspectives, and consequent approaches, to risk management are affected by the terminology used,
e.g. [Cybersecurity versus  Imformation security -~ where stmitar T1sksare addressed, this different
pergpective can result in “cybersecurity” approaches focusing on external threats and the'need to use
information for organizational purposes, while, in contrast, "information security” approaches consider
all rjsks whether from internal or external sources. There can also be a perception:that cypersecurity
risk$ are primarily related to antagonistic threats, and that a lack of “cybersecurity” can create worse
condequences to the organization than a lack of “information security”. Thus, cybersecurity can be
perdeived as more relevant to the organization than information security. This perceptioh can cause
confusion and also reduces the effectiveness of risk assessment and treatment.

Regdrdless of perception, the concepts behind information security ,can be used to assess pnd manage
cybdrsecurity risks. The key question is how to manage cyberSecurity risk in a comprehensive
and [structured manner, and ensure that processes, governanee and controls exist and are fit for
purpose. This can be done through a management systems approach. An Informatipn Security
Manpgement System (ISMS) as described in ISO/IEC (27001 is a well proven way for any
orgdnization to implement a risk-based approach to cybersecurity.

Thid document demonstrates how a cybersecurityframework can utilize current informatjon security
standards to achieve a well-controlled approach.to-cybersecurity management.
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Information technology — Security techniques —
Cybersecurity and ISO and IEC Standards

1 Scope

This document provides guidance on how to leverage existing standards in a cybersecurity framework.

2 Normative references

There are no normative references in this document.

3 [lerms and definitions
For the purposes of this document, the following terms and definitiors apply.
ISO gnd IEC maintain terminological databases for use in standardization at the following afdresses:

— [[SO Online browsing platform: available at https://www.isG.or

— [EC Electropedia: available at http://www.electropédia.org/

information security
pregervation of confidentiality, integrity and availability of information

[SOYRCE: ISO/IEC 27000:2016 2.33]

Thig document provides background on the reasons why having a risk-based, prioritized, flexible,
outdome-focused, and commiinications-enabling framework for cybersecurity is important. It then
desdribes the objectives_of a strong cybersecurity framework and includes mapping [to existing

5.1| General

Cybeérse = = e = : er the last 25
years can be applled to help solve the challenges of cybersecur1ty Ex1st1ng and emerglng cybersecurity
frameworks throughout the world reference ISO, IEC, and ISO/IEC standards as useful sources of
information.

Implementing cybersecurity framework, or a cybersecurity programme, requires a consistent and
iterative approach to identifying, assessing, and managing risk and evaluating implementation of the
framework. ISO/IEC 27001 already provides a risk management framework that can be applied to
prioritize and implement cybersecurity activities within an organization.

© ISO/IEC 2018 - All rights reserved 1
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5.2 Advantages of a risk-based approach to cybersecurity

A risk-based approach to cybersecurity:

cybersecurity risk management over time;

is prior

itized, flexible, and outcome-focused;

enables organizations to measure the impact of cybersecurity investments and improve their

enables organizations to make security investment decisions that address risk, implement risk

mitigationsinaway thatis mosteffective for theirenvironments,and advance security improvements
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fes communication across boundaries, both within and between organizations;

bnsive to the actual risks faced by an organization, while recognizing that organizational

es are limited;

a clear understanding of the organization’s particular business drivers and secyrity

rations;

an organization to manage risks in ways that are consistent‘with their own business
priorities;

organizations to have flexibility in a rapidly changing techinblogy and threat landscape

]r address the varying needs of organizations and sectors:
e

d and prescriptive guidance (e.g. detailed standabds and guidelines) required by spe
s for specific purposes can be provided on demand. Organizations that implement a
rsecurity framework can therefore take adyantage of the benefits without being limite
" a full set of detailed implementation guidance.

bholders

sneed to play an active role, beyond protecting their own assets, in order for the organizz

he benefits of a connected globdl environment. Internet-enabled systems and applicat
ing beyond the business-to-business, business-to-consumer, and consumer-to-consy
clude many-to-many interactions and transactions. Individuals and organizations ne¢
to address emerging'security risks and challenges and effectively prevent and respor
criminal exploitation:

ities of a cybersecurity framework and programme

ies of a cy/bersecurity framework and programme are:

and

cific
risk-
d by

tion
ions
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dto
1d to

identify and prioritize opportunities for improvement;
assess progress toward the target state;

communicate among internal and external stakeholders about cybersecurity risk.
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6.1

ISO/IECTR 2710

Concepts

Overview of cybersecurity frameworks

3:2018(E)

A cybersecurity framework captures a set of desired cybersecurity outcomes that are common across
all sectors and organizations. A framework facilitates communication about implementation of these
desired outcomes and associated cybersecurity activities across the organization, from the executive
level to the implementation and operations levels. The framework should consist of five functions, or
high-level descriptions of desired outcomes, which are concurrent and continuous:
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6.2.

Fun
fund

Protect;
Detect;
Respond;
Recover.

n considered together, these functions provide a high-level, strategic view of an or
agement of cybersecurity risk. Within each function, there are@lso categories and sub
oritized set of activities that are important for achieving thé specified outcomes.

oories are the subdivisions of a function into groups*of* cybersecurity outcomes clo
rammatic needs and particular activities. Sub-categories further divide a category i
omes of technical and/or management activities.\Fhey provide a set of results tha
ustive, help support achievement of the outcomes in each category.

inizing a cybersecurity framework into multiple levels, such as functions, categorie
pories, helps to enable communicationacross boundaries. While many executives
brstand and make investments to more effectively mitigate organizational risk at
tions, operational practitioners candenefit from the more nuanced description of desire
e category or sub-category level.-Importantly, though, if high-level and more nuanced d
tcomes are organized within a single reference point that uses a common language, com
een executives and practitieners is facilitated, supporting strategic planning.

F Annex B provides an éxample of another cybersecurity framework.

Cybersecurity framework functions

|l  Overview

'tions_organize basic cybersecurity outcomes and activities at their highest level
tions t0 include in a framework, as noted previously, are:

banization’s
-categories,

sely tied to
nto specific
[, while not

s, and sub-
ran seek to
the level of
d outcomes
escriptions
munication

Important

Aty
Protect;
Detect;
Respond;

Recover.

Each of these functions represents an area that an organization can use to express how it manages
cybersecurity risk. These functions aid in organizing activities, enabling risk management decisions,
addressing threats, and improving by learning from previous experiences.
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The Identify function develops the organizational understanding to manage cybersecurity risk to
systems, assets, data and capabilities. The activities in the Identify function are foundational for
effective use of the framework. Understanding the business context, the resources that support critical
functions, and the related cybersecurity risks enables an organization to focus and prioritize its efforts,
consistent with its risk management strategy and business needs.

The Protect function develops and implements the appropriate safeguards to ensure delivery of critical
infrastructure services. The Protect function supports the ability to limit or contain the impact of a
potential cybersecurity event.

The Detect function develops and implements the appropriate activities to identify the occurrence of a

cybersecur

The Respond function develops and implements the appropriate activities to take action tegar

a detected
potential cy
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ty event. 1 ne Detect runction enables timely discovery oI cybersecurity events.

Cybersecurity event. The Respond function supports the ability to contain the-impact
bersecurity event.

br function develops and implements the appropriate activities to maintain plans
hd to restore any capabilities or services that were impaired due to acybersecurity eve

hmines each of the categories and breaks them down into possibilejoutcomes and activ
ries), demonstrating how to leverage existing ISO and IEC standards to better suppor
tion of relevant activities.

ntify

 function develops organizational understanding.to manage cybersecurity risk to syst

Understanding the business context, the resouirces that support critical functions, and
ersecurity risks enables an organization te focus and prioritize its efforts, consistent
hagement strategy and business needs:‘Within this function, there are activities thaf
essful cyber risk management. To be able to identify these activities, an organization sh|
its organisational objectives and risk management strategy.

dentify function, the categories-that can be included are:
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Table 1 — Identify categories

Category

Description

References

Business environment

The organization’s objectives,
stakeholders, and activities are
understood and used to inform
roles, responsibilities and risk
management decisions. Compre-
hensive security measures are
necessary covering the company
itself, its group companies, busi-

ISO/IEC 27001:2013, Clause 4
ISO/IEC 27001: 2013, Clause 5

ISO/IEC 27036 (all parts)

ISO/IEC 20243:2015, Clause 4

IEC 62443-2-1:2010, 4.2.1
1SO 31000:2009, 5.3

'S it 1 ol
eSS Par tiCr s OTItS STUpPPTy CIrartr

and IT system control outsourcing
companies.

RisH assessment The organization understands the |ISO/IEC 27001:2013, €lausd 6
risks to the organization’s opera-
tions and assets. The management ISO/IEC 27014
are required to drive cybersecuri- |ISO/IEC 20243:2015, Clausd 4
ty risk measures considering any |, o) 494 1.9010, 4.2
possible risk while in proceeding
with the utilization of IT. 1SO31000
[SO/IEC 38505
RisH management strategy An organization’s approach, the ISO/IEC 27001:2013, 9.3
management components and ;¢ /15 90243.2015, Clausd 4
resources to be applied to the ' ’
management of risk. ISO 31000, Clause 4
Govgrnance To monitor and manage'the ISO/IEC 27002:2013, Clausg 5
organization’s regulatory, legal, 1SO/IEC 27002:2013, Clausd 6
environmental and operational ) ’
requirements{This information is |ISO/IEC 38054
then used teinform the appropri- 1SO/IEC 38505-1
ate levelsiof management.
ISO/IEC 20243:2015, Clausd 4
IEC 62443-2-1:2010, 4.3.2.3
Ass¢t Management Identification and management of [ISO/IEC 27002:2013
the systems, data, devices, people )
and facilities in relation to the [SO/IEC 20243:2015, Clausq 4
business. IEC 62443-2-1:2010, 4.2.3.4
ISO/IEC 27019:2017, Clause|7
6.4 Protect
The [Protect:function develops and implements appropriate safeguards to ensure delivery| of resilient

prod

potg

ucts.and services. The Protect function also supports the ability to limit or contain the
ntial cybersecurity event.

Within the Protect function, the categories that can be included are:

© ISO/IEC 2018 - All rights reserved
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Table 2 — Protect categories

Category

Description

References

Access control

Limiting access to facilities and
assets to only authorized entities
and associated activities. Included
in access management is entity
authentication

ISO/IEC 27002:2013, Clause 9
ISO/IEC 29146

ISO/IEC 29115

IEC 62443-2-1:2010, 4.3.3.5

Awareness and training

Ensuring users and stakeholders
are aware of policies, procedures,

ISO/IEC 27002:2013, Clause 6, 7
ISO/IEC 20243:2015, Clause 4

TIoTOTITeICS T ororeriTS—

cybersecurity responsibilities.

IEC 62443-2-1:2010, 4.3.2.4.2

Data securify

Responsible for the confidentiality,
integrity, and availability of data
and information.

ISO/IEC 27002:2013, Clause'8

Information protection processes
and proceduyres

Security policies, processes, and
procedures are maintained and

mation systems.

used to manage protection of infor-

ISO/IEC 27002:2013

Maintenanc|

19’}

Processes and procedures for ongo-

ing maintenance and modernization

ISO/IEG27002:2013, Clause 11
ISO/IEC 20243:2015, Clause 4
1EC62443-2-1:2010, 4.3.3

Protective tpchnology

Technical security solutions (such
as logging, removable media, Jeast
access principles, and netwgpk
protection)

ISO/IEC 27002: 2013
ISO/IEC 27033 series
IEC 62443-2-1:2010,

Annex A expmines each of the categories and breaks¢hem down into possible outcomes and activj
(sub-categdries), demonstrating how to leverage existing ISO and IEC standards to better suppor

implementdtion of relevant activities.

6.5 Detect
The Detect

Within the

function identifies the occurrence of a cybersecurity event in a timely fashion.

Detect function, the categories that can be included are:

Table 3 — Detect categories

ities
t the

Category

Description

References

Anomalies 4dnd events

Detection of anomalies and events
and understanding of the impact
of those events.

ISO/IEC 27002:2013, Clause 16
ISO/IEC 27035 (all parts)
1EC 62443-2-1:2010, 4.3.4.5

Security continuous monitoring

Systems being monitored on a reg-
ular basis to validate the effective-
ness of security measures in place.

ISO/IEC 27002:2013, Clause 12

Detection process

Processes and procedures to
ensure timely awareness and com-
munication of events.

ISO/IEC 27002:2013, Clause 16
ISO/IEC 27035 (all parts)
IEC 62443-2-1:2010, 4.3.4.5

Annex A of this document examines each of the categories and breaks them down into possible outcomes
and activities (sub-categories), demonstrating how to leverage existing ISO and IEC standards to better
support the implementation of relevant activities.
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The Respond function develops and implements appropriate activities to take action regarding a
detected cybersecurity event. The Respond function supports the ability to contain the impact of a

potential cybersecurity event.

Within the Respond function, the categories that can be included are:

Table 4 — Respond categories

Category

Description

References

Response Planning

Plan for how to respond to events
in a timely manner including
processes and procedures for
responding to events.

ISO/IEC 27002:2013, Clause
ISO/IEC 27035 (all parts)
IEC 62443-2-1:2010, 473.4.5

16

Conjmunications

Processes and procedures for
communicating the timely infor-
mation to relevant parties.

Companies need to communi-
cate appropriately with relevant
parties by, for example, disclosing
information on security measures
or response on regular basis orfin
times of emergency.

ISO/IEC 270022013, Clause
ISO/IEC 27035 (all parts)
ISO/IEE 27014
IEC'62443-2-1:2010, 4.3.4.5

16

plan and improves it based on les-
sons learned during an event.

Analysis Review of detected events, ini- ISO/IEC 27002:2013, Clause|16
cluding categorizationand impact 1SO/IEC 27035 (all parts)
of events.
IEC 62443-2-1:2010, 4.3.4.5
Mitigation Activities thatlimit the expansion [ISO/IEC 27002:2013, Clause|16
of the eventyinitigate the event
and stop eevent. ISO/IEC 27035 (all parts)
IEC 62443-2-1:2010, 4.3.4.5
Impfovements Organization reviews the response |ISO/IEC 27002:2013, Clause|16

ISO/IEC 27035 (all parts)
IEC 62443-2-1:2010, 4.3.4.5

Annkx A examines each of the categories and breaks them down into possible outcomes af

(sub}-categories), demonstrating how to leverage existing ISO and IEC standards to better
implementation of felevant activities.

6.7 Recover

The
and

Recover function develops and implements appropriate activities to maintain plans fq
ta'restore any capabilities or services that were impaired due to a cybersecurity event.

d activities
support the

r resilience

Within the Recovery function, the categories that can be included are:
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Table 5 — Recover categories

Category

Description

References

Recovery planning

Plan for how to recover from an
event and the next steps after an
event.

ISO/IEC 27002:2013, Clause 16
ISO/IEC 27035 (all parts)
IEC 62443-2-1:2010, 4.4.3.4

Communications Processes and procedures for ISO/IEC 27002:2013, Clause 16
communicating the timely infor-
mation to relevant parties. ISO/IEC 27035 (all parts)
IEC 62443-2-1:2010, 4.4.3.4
Improvemellts Organization takes the lessons ISO/IEC 27002:2013, Clause 16

learned during an event and feeds
it back into the process and pro-
cedures.

ISO/IEC 27035 (all parts)
IEC 62443-2-1:2010, 4.4.34

Annex A expmines each of the categories and breaks them down into possible outcomes and activities
(sub-categdries), demonstrating how to leverage existing ISO and IEC standards-to better supporf the
implementdtion of relevant activities.
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Annex A
(informative)

sub-categories

General

b prescriptive guidance, such as sub-category activities and aSseciated standards,
nted by governments and industry as they assess rapidly changingtechnology and threa

In the context of functions and categories, this annex describes-aset of sub-category activit

escribed above in Clause 5, effective approaches to cyber risk management are flexible.and outcome-
sed, articulated in terms of desired security outcomes rather than dictating howyputcdmes should
Chieved. However, both outcome-focused and more prescriptive guidance or controls hdve valuable
tions in cyber risk management; while objectives are likely to remain consistent, controls should
pnstantly revised to reflect organizational and industry learnings, changing threat models, and
security techniques or capabilities. Baseline cybersecurity measures should articulate desired
omes, such as functions and categories, and should remain applicable, Such baselines cdn reference

that can be
t landscape.

es and lists

assdciated standards, demonstrating how a cybersecurity framework can utilize existing Information
secyrity standards.
A.2| Identify sub-categories
A.21 Business Environment
Table A.1 describes the activities under,thée Business Environment category, along with stapdards that
can pupport the understanding and implementation of these activities.
Table A.1 — Identify function: Business Environment sub-categories
Deskription of sub-category Standards mapping
Thel|organization’s role in the supply chain is identified and com- |ISO/IEC 27002:2013, 15.1.3, 15J2.1
murlicated 1SO/IEC 27036-1
ISO/IEC 20243:2015, Clause 4
Thelorganization’s place in critical infrastructure and its industry [ISO/IEC 27001:2013, 4.1.
sectpr is identified and communicated IEC 62443-2-1:2010, 4.2.2
Pridritiesfor organizational mission, objectives, and activities are |ISO/IEC 27002:2013, Clause 6
established and communicated
TEC62443-2-172010,4.2-2,4:2-3.6

Dep

are established

endencies and critical functions for delivery of critical services|ISO/IEC 27002:2013, 11.2.2
IEC 62443-2-1:2010, 4.2.3.3

ISO/IEC 20243:2015, Clause 4

ISO/IEC 27019:2017,9.2.2,9.2.3, 10.11.1

esta

Resilience requirements to support delivery of critical services are |ISO/IEC 27002:2013, 11.1.4, 17.1.1

blished ISO/IEC 27019:2017, 10.12.1

A.2.

2 Risk Assessment

Table A.2 describes the activities under the Risk Assessment category, along with standards that can
support the understanding and implementation of these activities.
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Table A.2 — Identify function: Risk Assessment sub-categories

Description of sub-category

Standards mapping

Asset vulnerabilities are identified and documented

ISO/IEC 27002:2013,12.6.1, 18.2.3
ISO/IEC 30111
ISO/IEC 29147

IEC 62443-2-1:2010, 4.2.3, 4.2.3.7, 4.2.3.

4.2.3.12
ISO/IEC 27019:2017,7.1.1, 7.1.2

91

ISO/IEC 20243:2015, Clause 4

Threat and
sharing fory

Fulnerability information is received from information
ms and sources

ISO/IEC 27002:2013, 6.1.4

ISO/IEC 30111

IEC 62443-2-1:2010, 4.2.3)4:2.3.9,4.2.3
ISO/IEC 20243:2015, Clause 4

12

Internal and

external threats are identified and documented

ISO/IEC 27001:20135.6.1.2
[EC 62443-2-1:2010, 4.2.3,4.2.3.9,4.2.3
ISO/IEC 20243:2015, Clause 4

12

Potential by

siness impacts and likelihoods are identified

ISO/IEC27001:2013, 6.1.2
IEC 62443-2-1:2010, 4.2.3, 4.2.3.9, 4.2.3

12

Threats, vu
determine 1

nerabilities, likelihoods, and impacts are used to
isk

ISO/IEC 27002:2013, 12.6.1
ISO/IEC 20243:2015, Clause 4

Risk respon|

ses are identified and prioritized

ISO/IEC 27001:2013, 6.1.3

A.2.3 Ris
Table A.3 d

k Management Strategy

escribes the activities under the Risk Management Strategy category, along with stand

that can support the understanding and implementation of these activities.

Table A.3 — Identify function: Risk Management strategy sub-categories

ards

Description of sub-category

Standards mapping

Risk manag
to by organi

bment processes arelestablished, managed, and agreed
zational stakeholders

ISO/IEC 27001:2013, 6.1.3, 8.3,9.3
IEC 62443-2-1:2010, 4.3.4.2
ISO/IEC 20243:2015, Clause 4

Organizatio

hal risk tolerance is determined and clearly expressed

ISO/IEC 27001:2013, 6.1.3, 8.3
IEC 62443-2-1:2010, 4.3.2.6.5

The organiz

ation’s determination of risk tolerance is informed by

ISO/IEC 27001:2013, 6.1.3,8.3

itsrole in cr

rticatinfrastructure and sector specific riskamatysis

A.2.4 Governance

Table A.4 describes the activities under the Governance category, along with standards that can support
the understanding and implementation of these activities.

10
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Table A.4 — Identify function: Governance sub-categories

Description of sub-category Standards mapping
Information security policy for the organization is established ISO/IEC 27002:2013, 5.1.1

IEC 62443-2-1:2010, 4.3.2.6

Information security roles & responsibilities are coordinated and |ISO/IEC 27002:2013, 6.1.1, 7.2.1
aligned with internal roles and external partners IEC 62443-2-1:2010, 4.3.2.3.3

ISO/IEC 20243:2015, Clause 4

Legal and regulatory requirements regarding cybersecurity, ISO/IEC 27002:2013, 18.1
inclfiding privacy and civil [iberties obligations, are understood 1EC 62443-2-1:2010, 4.4.3.7
and|managed

Governance and risk management processes address cybersecuri- |ISO/IEC 27001:2013, Clause 6
ty risks IEC 62443-2-1:2010;4.2.3
ISO/IEC 20243;2015, Clause 4

A.2)5 Asset Management

The[category of Asset Management covers any data, personnel, deVices, systems or facilities that are
used or managed by the organization. Asset management covers-the physical inventory of Hevices and
systpms, inventory of software platforms and applications incanorganization and the mapping of the
datal flows. There are controls described in ISO/IEC 27001:2013, Annex A that can assist Wﬂth knowing

if the activity has been completed and guidance in ISO/IEC27002 for implementation of thgse controls.
Somg of the sub-categories and standards that already: exist to help with those sub-catlegories are
idemnﬁified in Table A.5.

Table A.5 — Identify function:Asset Management sub-categories

Desgription of sub-category Standards mapping
Phytical devices and systems within the erganization are invento- |ISO/IEC 27002:2013, 8.1.1, 8.1.2
ried IEC 62443-2-1:2010, 4.2.3.4

ISO/IEC 27019:2017,9.2.1
Softfjware platforms and appligations within the organization are |ISO/IEC 27002:2013, 8.1.1, 8.1.1

invéntoried IEC 62443-2-1:2010, 4.2.3.4
Orggnizational commutiication and data flows are mapped ISO/IEC 27002:2013, 13.2.1

IEC 62443-2-1:2010, 4.2.3.4
Extdrnal inforpiation systems are catalogued ISO/IEC 27002:2013, 11.2.6, 8.2.1

Respurces (eig. hardware, devices, data, and software) are prior- |ISO/IEC 27002:2013, 11.2.6, 8.2.1
itizqd based on their classification, criticality, and business value

A.3 Protect categories

A.3.1 Access Control

Table A.6 describes the activities under the Access Control category, along with standards that can
support the understanding and implementation of these activities.
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Table A.6 — Protect function: Access Control sub-categories

Description of sub-category

Standards mapping

Identities and credentials are managed for authorized devices
and users

ISO/IEC 27002:2013,9.2.1,9.2.2,9.2.4,
9.2.5,9.2.6,9.3.1,9.4.2,9.4.3

IEC 62443-2-1:2010, 4.3.3.5.1
ISO/IEC 27019:2017,11.1.1, 11.3.1, 11.5

2

Physical access and remote access is managed and protected

13.1.1

ISO/IEC 27002:2013,11.1.1,11.1.2,6.2.2,

T T

4.3.3.6.6

Manage accg¢ss permissions use the least principle and separation
of duties

ISO/IEC 27002:2013, 6.1.2,9.1.2,9.2.3,
9.4.1,9.4.4

IEC 62443-2-1:2010, 4.3.3./.3
ISO/IEC 27019:2017, 81,1

Network infegrity is protected, including network segregation as
appropriate

ISO/IEC 27002:2023413.1.1, 13.1.3
ISO/IEC 2703342

ISO/IEC 2703343

IEC 62443-2-1:2010, 4.3.3.4

ISO/EC 27019:2017,10.6.3, 11.4.5, 11.4{

8

A.3.2 Awpreness and Training

Table A.7 describes the activities under the Awarenessand Training category, along with stand
that can support the understanding and implementation of these activities.

Table A.7 — Protect function: Awareness and Training sub-categories

ards

Description of sub-category

Standards mapping

All users ar¢ informed and trained

ISO/IEC 27002:2013, 7.2.2 IEC
62443-2-1:2010, 4.3.2.4.2

Roles and rgsponsibilities of senior executives, privileged users,

stakeholders, personnel (physical and information security) and
third party ptakeholders (e.g. suppliers, customers, partners) are
understood

ISO/IEC 27002:2013,7.2.1,7.2.2,6.1.1,
8.2.1

ISO/IEC 20243:2015, Clause 4
IEC 62443-2-1:2010, 4.3.2.4.2, 4.3.2.4.3

A.3.3 Datfa Security

Table A.8 describes the activities under the Data Security category, along with standards that
Support th unr‘]nvcfc\nr‘inn’ andimnlementation afthaco activitiac

can

12
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Table A.8 — Protect function: Data Security sub-categories

3:2018(E)

Description of sub-category

Standards mapping

Data atrest is protected

ISO/IEC 27002:2013, 8.2.3
ISO/IEC 27033-2
ISO/IEC 27040

Data-in-transit is protected

13.2.3,14.1.2,14.1.3
ISO/IEC 27033-2

ISO/IEC 27002:2013, 8.2.3,13.1.1, 13.2.1,

ISO/IEC 27033-5

warf, and information integrity

Assg¢ts are formally managed throughout removal, transfersand [ISO/IEC 27002:2013, 8.2.3,:8:3.1}, 8.3.2,

disposition 8.3.3,11.2.7
IEC 62443-2-1:2010,#.3/3.3.9, 4.8.4.4.1

Appfopriate capacity planning to ensure availability ISO/IEC 27002:2013,12.1.3,12.8.1
ISO/IEC 19086-1

Data leakage protection ISO/IEC 27002:2013, 6.1.2,7.1.1, 7.1.2,
7.3.1,8.2.2,8.2.3,9.1.1,9.1.2,9.2.3,9.4.1,
9.4.4,94.5,13.1.3,13.2.1,13.2.3, 13.2.4,
14.1)2, 14.1.3

Integrity checking mechanisms are used to verify software, firm- \\ISO/IEC 27002:2013, 12.2.1, 12.5.1, 14.1.2,

14.1.3
ISO/IEC 20243:2015, Clause 4

the production environment

The|development and testing environment(s) are separate from

ISO/IEC 27002:2013,12.1.4

ISO/IEC 27019:2017, 10.1.4

A.34 Information Protection Processes and procedures

Table A9 describes the activities underthe Information Protection Processes and procedur
aloHE with standards that can suppert the understanding and implementation of these actiy

Tal11e A.9 — Protect function:Information Protection Processes and procedures sub-

es category,
rities.

categories

Deskription of sub-category

Standards mapping

Basgline configurationsofsystems are created and maintained

ISO/IEC 27002:2013,12.1.2,12
14.2.2,14.2.3, 14.2.4

ISO/IEC 27019:2017,12.1.1
ISO/IEC 20243:2015, Clause 4

IEC 62443-2-1:2010, 4.3.4.3.2, 43.4.3.3

5.1,12.6.2,

A sylstetnrdevelopment life cycle to manage systems is implemented

ISO/IEC 27002:2013, 6.1.5, 14.1

440

1,14.2.1,

17F.4.90

ISO/IEC 27034 (all parts)
IEC 62443-2-1:2010, 4.3.4.3.3
ISO/IEC 20243:2015, Clause 4

Change control process in place

ISO/IEC 27002:2013,12.1.2, 12.

ISO/IEC 20243:2015, Clause 4

IEC 62443-2-1:2010, 4.3.4.3.2, 4.3.4.3.3

5.1

Backups are conducted, maintained and tested

ISO/IEC 27002:2013,12.3.1
IEC 62443-2-1:2010, 4.3.4.3.9

© ISO/IEC 2018 - All rights reserved
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Table A.9 (continued)

Description of sub-category

Standards mapping

organizational assets

Physical operating environment meets policy and regulations for

ISO/IEC 27002:2013, 11.1.4, 11.2.1,
11.2.2,11.2.3

IEC 62443-2-1:2010, 4.3.3.3.1, 4.3.3.3.2,
4.3.3.3.3,4.3.3.3.5,4.3.3.3.6

ISO/IEC 27019:2017,9.1.1,9.1.2,9.2.3,9.1.7,
9.1.8,9.19

Data destruction follows appropriate policy

ISO/IEC 27002:2013 8.2.3, 8.3.1, 8.3.2,

11.2.7
ISO/IEC 19086-1
IEC 62443-2-1:2010, 4.3.4.4.4

Protection processes are continuously improved

ISO/IEC 27001:2013, Clauses9 and 10
IEC 62443-2-1:2010, 44,3

shared withl appropriate parties

Communication of effectiveness of protection technologies is

ISO/IEC 27001:2013¢74
ISO/IEC 27002;2013, 16.1.6

Response afd recovery plans are in place, managed and tested

ISO/IEC 27002:2013,16.1.1,17.1.1,17.1
ISO/IEG-27031

ISO/IEC 27035-1

[SO/IEC 27035-2

1EC 62443-2-1:2010, 4.3.2.5.7, 4.3.4.5.11
ISO/IEC 27019:2017 14.1.1

Vulnerabilify management

ISO/IEC 27002:2013,12.6.1, 18.2.2
ISO/IEC 20243:2015, Clause 4
ISO/IEC 30111

A.3.5 Majntenance

Table A.10
support the

describes the activities"under the Maintenance category, along with standards that
understanding and implémentation of these activities.

Table A.10 — Protect function: Maintenance sub-categories

can

Description of sub-category

Standards mapping

Organizatio

proved prodesses and tools

hal assetS are maintained and repaired following ap-

ISO/IEC 27002:2013,11.1.2,11.2.4
ISO/IEC 20243:2015, Clause 4
IEC 62443-2-1:2010, 4.3.3.3.7

and protected from unauthorized accesses.

Remote maintenance is performed following approved processes

ISO/IEC 27002:2013,11.2.4,15.1.1, 15.2.1
IEC 62443-2-1:2010, 4.3.3.6.5, 4.3.3.6.6,
4.3.3.6.7,4.4.4.6.8

ISO/IEC 20243:2015, Clause 4

A.3.6 Protective Technology

Table A.11 describes the activities under the Protective Technology category, along with standards that
can support the understanding and implementation of these activities.
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Table A.11 — Protect function: Protection Technologies sub-categories

Description of sub-category

Standards mapping

Audit/log records are determined, documented, implemented, and
reviewed in accordance with policy

ISO/IEC 27002:2013,12.4.1,12.4.2,12.4.3,
12.4.4,12.71

IEC 62443-2-1:2010, 4.3.3.3.9, 4.3.3.5.8,
4.34.47,44.2.1,44.2.4

ISO/IEC 27019:2017, 10.10.1

Removable media follows appropriate policy

ISO/IEC 27002:2013, 8.2.2,8.3.1, 8.3.3

IS(\I/IE‘(‘ 2704

Trror7=7 Ly

Principle of least functionality is applied to access to systems
and|assets

ISO/IEC 27002:2013,9.1.2
IEC 62443-2-1:2010, 4.3(3.5

Conjmunications and control networks are protected

ISO/IEC 27002:2013;:13.1.1, 13 2.1
ISO/IEC 27033-2
ISO/IEC 27019:2017, 10.6.3

A.4| Detect categories

A.4/1 Anomalies and Events

Table A.12 describes the activities under the Anomalies and’Events category, along with stajpndards that

can pupport the understanding and implementation of these activities.

Table A.12 — Detect function: Ahomalies and Events sub-categories

Destription of sub-category

Standards mapping

Base¢line of network operations and data flows,is established

ISO/IEC 27033 (all parts)
IEC 62443-2-1:2010, 4.4.3.3

Det¢cted events are analysed to understand attack targets and
methods

ISO/IEC 27002:2013, 16.1.1, 16|1.4
ISO/IEC 27035 (all parts)

IEC 62443-2-1:2010, 4.3.4.5.6, 43.4.5.7,
4.3.4.5.8

Event data is aggregatédyand correlated from multiple sources
and|sensors

ISO/IEC 27035 (all parts)

Det¢rmination ofimpact of event

ISO/IEC 27035 (all parts)

Alent threshelds are established

ISO/IEC 2035 (all parts)
IEC 62443-2-1:2010, 4.2.3.10

A 4_ ) " Coacaryadyys Cadisaar e Manidnsang
S OCCUTIty CONMtIITa O U S I TOTItOUT IS

Table A.13 describes the activities under the Security Continuous Monitoring category, along with
standards that can support the understanding and implementation of these activities.

© ISO/IEC 2018 - All rights reserved
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Table A.13 — Detect function: Security Continuous Monitoring sub-categories

Description of sub-category

Standards mapping

provider for potential events

Monitoring network, physical environment, personnel, and service

ISO/IEC 27002:2013,12.4.1, 14.2.7,15.2.1

IEC 62443-2-1:2010, 4.3.3.3.8
ISO/IEC 20243:2015, Clause 4

Malicious code is detected

ISO/IEC 27002:2013,12.2.1
IEC 62443-2-1:2010, 4.3.4.3.8
ISO/IEC 27019:2017, 10.4.1

ISO/IEC 20243:2015, Clause 4

Unauthorizg

d mobile code is detected

ISO/IEC 27002:2013, 12.5.1

Monitoring
software is

for unauthorized personnel, connections, devices, and
berformed

ISO/IEC 27002:2013,12.4.1, 14.2.7, 15.7.

[EC 62443-2-1:2010, 4.3,3.3.8
ISO/IEC 20243:2015,.Clause 4

External sef

vice provider activity is monitored to detect potential

cybersecurity events

ISO/IEC 27036 (allparts)

Vulnerabilit

y scans are performed

ISO/IEC 27002+2013, 14.2.9

A.4.3 Det

Table A.14
can suppor

ection Processes

lescribes the activities under the Detection Processescategory, along with standards
the understanding and implementation of these activities.

Table A.14 — Detect function: Detection Processes sub-categories

that

Description of sub-category

Standards mapping

Roles and rd
accountabil

sponsibilities for detection are well defified to ensure
ty

ISO/IEC 27002:2013, 6.1.1
IEC 62443-2-1:2010, 4.4.3.1
ISO/IEC 27019:2017, 8.1.1

Detection a

tivities comply with all appli€able requirements

ISO/IEC 27002:2013, 18.1.4
IEC 62443-2-1:2010, 4.4.3.2

Detection p

Focesses are tested

ISO/IEC 27002:2013, 14.2.8
IEC 62443-2-1:2010, 4.4.3.2

Event detec
parties

Fion information is communicated to appropriate

ISO/IEC 27002:2013, 16.1.2
ISO/IEC 27035 (all parts)
IEC 62443-2-1:2010, 4.3.4.5.9

Detection p

Focesses are continuously improved

ISO/IEC 27002:2013, 16.1.6

[SO/TEC 27035 (all parts)
IEC 62443-2-1:2010, 4.4.3.4

A.5 Respond categories

A.5.1 Response Planning

Table A.15 describes the activities under the Response Planning category, along with standards that
can support the understanding and implementation of these activities.
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Table A.15 — Respond function: Response Planning sub-categories

Description of sub-category Standards mapping
Response plan is executed during or after an event ISO/IEC 27002:2013, 16.1.5

ISO/IEC 27035 (all parts)
IEC 62443-2-1:2010, 4.3.4.5.1

A.5.2 Communications

Table A.16 describes the activities under the Communications category, along with standards that can
support the understanding and implementation of these activities.

Table A.16 — Respond function: Communications sub-categoriés

Destription of sub-category Standards mapping
Perionnel know their roles and order of operations when a re- ISO/IEC 2700162013, 7.4
spomse is needed

ISO/IEC 27002:2013, 6.1.1, 16.1}1
ISO/IEC 27035 (all parts)

IEC\62443-2-1:2010, 4.3.4.5.2, 4.3.4.5.3,
4.3.4.5.4

ISO/IEC 27019:2017, 6.1.6, 8.1.1
Events are reported consistent with established criteria ISO/IEC 27001:2013, 7.4
ISO/IEC 27002:2013, 6.1.3, 16.1}.2
ISO/IEC 27035 (all parts)

IEC 62443-2-1:2010, 4.3.4.5.5
Infofmation is shared consistent with response plans ISO/IEC 27001:2013, 7.4
[SO/IEC 27002:2013, 16.1.2
ISO/IEC 27035 (all parts)

IEC 62443-2-1:2010, 4.3.4.5.2
Coofdination with stakeholders occurs consistent with re- ISO/IEC 27001:2013, 7.4

spopse plans ISO/IEC 27002:2013, 6.1.4, 16.1|5
ISO/IEC 27033-2

ISO/IEC 27035 (all parts)

IEC 62443-2-1:2010, 4.3.4.5.5

ISO/IEC 27019:2017, 6.1.7

Volyntarly information sharing occurs with external stakeholders [ISO/IEC 27001:2013, 7.4
to athieve broader cybersecurity situation awareness

A.5.3 Analysis

Table A.17 describes the activities under the Analysis category, along with standards that can support
the understanding and implementation of these activities.
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Table A.17 — Respond function: Analysis sub-categories

Description of sub-category Standards mapping

Notifications from detection systems are investigated ISO/IEC 27002:2013,12.4.1,12.4.3,16.1.5
ISO/IEC 27039
IEC 62443-2-1:2010, 4.3.4.5.6, 4.3.4.5.7,
4.3.4.5.8

The impact of the incident is understood ISO/IEC 27002:2013, 16.1.6

ISO/IEC 27035-2
IEC 62443-2-1:2010, 4.3.4.5.6, 4.3.4.5.7,

4.3.4.5.8
Forensics atfe performed ISO/IEC 27002:2013, 16.1.7
Incidents arfe categorized consistent with response plans ISO/IEC 27002:2013, 16.1.4

IEC 62443-2-1:2010, 4.34.5.6

A.5.4 Mitigation

Table A.18 describes the activities under the Mitigation category, along witli.standards that can support
the understfanding and implementation of these activities.

Table A.18 — Respond function: Mitigation sub-categories

Description of sub-category Standards mapping

Incidents arfe contained and mitigated ISO/IEC 27002:2013,12.2.1, 16.1.5
ISO/IEC 27035-1

ISO/IEC 27035-2

IEC 62443-2-1:2010, 4.3.4.5.6
Newly identified vulnerabilities are mitigated or’documented as|ISO/IEC 27002:2013, 12.6.1

accepted ISO/IEC 30111

A.5.5 Improvements

Table A.19 fescribes the activities under the Improvements category, along with standards thaff can
support thg understanding and\implementation of these activities.

Table:A:19 — Respond function: Improvements sub-categories

Description of sub-gategory Standards mapping

Response plans incorporate lessons learned ISO/IEC 27001:2013, Clause 10
ISO/IEC 27002:2013,16.1.5,16.1.6

Response strategies are updated ISO/IEC 27001:2013, Clause 10
ISO/IEC 27002:2013, 16.1.6

A.6 Recover Categories

A.6.1 Recovery Planning

Table A.20 describes the activities under the Recovery Planning category, along with standards that
can support the understanding and implementation of these activities.
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