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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the rlght to be represented on that committee. International organizations, governmental and

non-governrpemtal—A—haiser—with—S0—alse—take—part—in—the—werk—SO—collaborates—¢closely—with the

International Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives,

The main tgsk of technical committees is to prepare International Standards. ards
adopted by|the technical committees are circulated to the member bodieS 5 an
International Standard requires approval by at least 75 % of the member bodi

In exceptiorjal circumstances, when a technical committee has collecte el iffere i that
which is norfmally published as an International Standard (“state 2 i ide|by a
simple majority vote of its participating members to publish a Te hnica ont: i i tirely
informative |[n nature and does not have to be reviewed u ) e no
longer valid pr useful.

Attention is frawn to the possibility that some of the elen i j atent
rights. ISO ghall not be held responsible for identifyi

ISO/IEC TH 27015 was prepared by Jomt i , ! ogy,

Subcommittge 27, IT Security tech

9,

vi © ISO/IEC 2012 — All rights reserved
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Continuous developments in information technology have led to an increased reliance by organizations
providing financial services on their assets processing information. Consequently, management, customers
and regulators have heightened expectations regarding an effective information security protection of these
assets and of processed information.
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reas ISO/IEC 27001:2005 and ISO/IEC 27002:2005 address information security mana
ols, they do so in a generalised form.
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TECHNICAL REPORT ISO/IEC TR 27

015:2012(E)

Information technology — Security techniques — Information
security management guidelines for financial services

1

This

secUrity controls defined in ISO/IEC 27002:2005 for initiating, impleme
information security within organizations providing financial services.

2

The

ISO/JEC 27000:2009, Information techno i igues — Information security 1
systéms — Overview and vocabulary

3.1

3.1.1

finamcial services

For the purposes@s

Scope

Technical Report provides information security guidance complementing and ddition td

Normative references

following referenced documents are indispensable” for the\ app

Terms and defi

s and definitions in ISO/IEC 27000:2009 and the folloy

of this document.
references, only the edition cited applies. For undated r he_latest edition of the
docyment (including any amendments) applies.

information
d improving

For dated
referenced

nanagement

ving apply.

services in thé tment, transfer, or lending of money
3.2 | Abk

ATM

COBIT Control Objectives for Information Technology

OTP One-FimePassword

PCI-DSS Payment Card Industry - Data Security Standard

POS Point Of Sale

SST Self Service Terminal

4 Structure of this technical report

Information security guidance complementing and in addition to information security controls from

ISO/

IEC 27002:2005 is provided in clauses 5 to 15 below.

© ISO/IEC 2012 — All rights reserved
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5 Security Policy

No additional guidance for organizations providing financial services.

6 Organization of information security
6.1 Internal organization

6.1.1 Management commitment to information security

No additiongl guidance for organizations providing financial services.

6.1.2 Information security co-ordination

No additiongl guidance for organizations providing financial services.

6.1.3 Allocation of information security responsibilities

Control 6.1.3 from ISO/IEC 27002:2005 is augmented as follows:

Implementafion guidance

An organizgtion providing financial services she
security roles and responsibilities requirements and. reco 2 S d by laws and regulations,
applied to it,|]along with industry frameworks.

Care should also be taken by an organization rvidigg:ﬂl}:
relevant requirements and recommendatio ated by
information $ecurity roles and res

Examples of frameworks a >
provide infofmation about ) i i ity roles and responsibilities:

a) PCHDSS [1] with théfo

rnational partners in regards to its definitig

b) COBIT [
P. 4.0 Define the IT organization and relationships.

3. 4:4.Roles and Responsibilities.

ation
hich

bn of
n of

hich

4 4 6 Responsibility for | ogical and Physical Security

Assigned information security roles and responsibilities should be reviewed on a regular basis to ensure
conformity with changes in requirements and recommendations stated by laws, regulations, industry

frameworks and partners.

6.1.4 Authorization process for information processing facilities

No additional guidance for organizations providing financial services.

6.1.5 Confidentiality agreements

No additional guidance for organizations providing financial services.

2 © ISO/IEC 2012 — All rights reserved
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6.1.6 Contact with authorities

No additional guidance for organizations providing financial services.

6.1.7 Contact with special interest groups
Control 6.1.7 from ISO/IEC 27002:2005 is augmented as follows:

Implementation quidance

In addition to the quidance provided in ISO/IEC 27002, membership in special interest groups or forums
shoyld be considered as a means to:

d) confidentially share and exchange information about recent fraudulent & nal aetivities.

6.1.8§ Independent review of information security
No gdditional guidance for organizations providing financial services.
6.2 | External parties

6.2.1 Identification of risks related to external partie
Confrol 6.2.1 from ISO/IEC 27002:2005 ig

Implémentation quidance

In addition to the guidance provided in | & dered by an
orga cial s whe i i

d) Legal and regulato i ' pbosed to the
external par i i [ S | information
disclosurthi d parties ef organization, affiliate, or public authority) without prior
notificationto the_organizati issue could then induce significant security breaches with the
[ ] [ ation.

Impl

In aglditionste the guidance provided in ISO/IEC 27002, the following principles should be considered to
address security when dealing with customers:

a) The organization should give information security advice to customers to raise awareness around
threats (e.g. Trojans, phishing, fraudulent calls) which may introduce information security risks for
them.

This advice should be tailored towards the customer needs and the right level of technical
communication needs to be chosen in order to ensure customer awareness is effective.

The organization should regularly review information security advice provided to customers to ensure
that it remains adequate and appropriate to the organization’s risk profile and it addresses new
information security threats.

Examples of information security advice given would typically include:

© ISO/IEC 2012 — All rights reserved 3
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Applying appropriate controls (e.g. password protection, antivirus) for securing personal
computers and other devices used to access internet banking services.

2. Not disclosing customer and financial information (e.g. payment card number) unnecessarily
or where the integrity of the recipient is suspect.
3. Securely destroying expired or unusable payment cards.
Examples of recommendations which could be provided to the customer:
a. Correct cutting of the payment card.
b. Using a shredder for destroying the payment card.
d.
man
1. e to
b. BS Or
6. Avoiding using the same pass 0 by
different organizations.
7. Avoiding using the s
8. Reminding . cus exXorganization will not make unsolicited requesty for
authentica 3 , PIN code).
D.  Informing ¢ account transactions and balances on a regular basis.
10. Notify theprocess to follow if he or she suspects to have been the Victim
sluding attempts thereof).
To help‘reduce_t i eing targeted for the perpetration of fraud, the organization may find it
bengficial 1o Ypare stomer advice with its peers and with the financial services industry
community meré&sbroadly, on a regular basis.
b) The|organization should inform customers of:

A alacls PN | WY 4 4 H Yy la 4 alal H 4 ' 1
A UTUILAICTU STUUTILY LUTTIaLl PUITTL WITTTTT CUSIUITITTS  LAIT aUUlToo dity 1Thiulttiatiun DU\.;LJ”ty
issues or concerns they may have in regards to the use of financial services provided by the
organization.

Actions that need to be taken if their user authentication information (e.g. password, PIN
code) has been compromised, even if this happened through their fault.

The manner to report unexpected events while attempting to access financial services
provided by the organization.

c) The organization should consider the followings when establishing an on-line transactions system
(e.g. internet banking) to customers:

© ISO/IEC 2012 — All rights reserved
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1. Terms and conditions for on-line transaction system usage. Care should be particularly taken
to define legal recognition of performed transactions along with provisions.

2. A clear statement regarding roles and responsibilities as well as liabilities which apply to the
organization and the customer.

3. A clear statement regarding privacy and usage monitoring, including fraud-monitoring, of the
on-line transaction system, by means of protecting both the customer and the organization’s
interests.

4. The allocation of access rights based on following principles:

a. Know your customer: this principle is used by regulators-to_express.their attitude to
financial institutions from the standpoint of the knowledge of the.activjties of their
customers.

d resources
he fulfilment

esource and

lentials and

ihnform customers (on a regular basis, continuously of on request)
d on their behalf.

Othgri
Whil ustries or service providers may be considered stakeholders to a|business, in
the ¢ ces the organization has in general a duty of care to advise its qustomers of

apprppriate pro
dampged, either fina

easures. If a breach or loss were to occur, the organization would risk being
ially or by reputation.

6.2.3 < ‘Addressing security in third party agreements

Control 6.2.3 from ISO/IEC 27002:2005 is augmented as follows:

Implementation guidance

In addition to the guidance provided in ISO/IEC 27002, the following should be considered in a supplier
agreement if the scope relates to financial services provided by an organization:

a) A clear contact point authorized to handle enquiries from the organization.

b) Provision for the property of records which may be generated by the supplier during the supplier
agreement execution.

© ISO/IEC 2012 — All rights reserved 5
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c) Timely notification of security changes within supplier assets supporting the delivery of organization’s
financial services.

d) The assurance that organization’s information available to the supplier will be processed solely within
the terms and conditions specified in the agreement.

e) The assurance that changes of subcontractors or storage location of processed organization’s
information (e.g. offshoring) will be notified to the organization and may be subject to prior approval by
the organization, particularly when it involves processing organization’s information.

f) The assurance that |nC|dents wh|ch arise durlng the supplier agreement execution erI be reported to

g) The
of tHe organization. Care should be taken to ensure supplier reactivity in this d
example to monitor or cancel a financial transaction distributed among
ther

h) The

7 Asset

7.1 Resp

7.1.1  Invgntory of assets
Control 7.1.1

Implementafion guidance

involvement of the supplier in case an incident or a suspicious event

e is a doubt in its legitimacy.
right to:

B, Audit subcontractors to the same level defined fop'the suppliers

b. Access to the supplier information and oper
regulators.
management

pnsibility for asset

from ISO/IE ed as follows:

Care should|be take ensure that
a) Sperific<a S . the\context of providing financial services, such as payment devices (4
SST|, POS),pay debit, credit, prepaid) and interbanking systems stored on and off-sit¢

inclyded in its.ass

payment cards inventory held by a supplier (such as a payment service provider apprq

the

ders
e for
case

ion’s

ATM,
P are

ving
te at

ents performed with payment cards |ssued by the organlzatlon and on behalf of it) is accurg

processrng of payments performed W|th an unauthorlzed payment card.

7.1.2 Ownership of assets

No additional guidance for organizations providing financial services.

7.1.3 Acceptable use of assets

Control 7.1

.3 from ISO/IEC 27002:2005 is augmented as follows:

Implementation guidance

© ISO/IEC 2012 — All rights reserved


https://iecnorm.com/api/?name=3dc4cd915ced82521571d0c1aa1fa986

ISO/IEC TR 27015:2012(E)

An organization providing financial services should also ensure that rules addressing the handling and the
disposal of uniforms and any other such branded items, including pre-printed forms, are established to avoid
their unauthorized use to commit fraud or criminal activity.

7.2 Information classification

No additional guidance for organizations providing financial services.

8 Human resources security

8.1 | Prior to employment

8.1.1 Roles and responsibilities

No additional guidance for organizations providing financial services.

8.1.2 Screening

Confrol 8.1.2 from ISO/IEC 27002:2005 is augmented as fo

Implémentation quidance

An drganization providing financial servi¢
key business processes.

personnel in

In particular, care should be given to certai ore detailed
crimjnal and background cheg
Q) information,
b)
) or following

8.1.3 {Aerms and conditions of employment

Control 8.1.3 from ISO/IEC 27002:2005 is enhanced as follows:

Implementation guidance

The terms and conditions of employment should also incorporate a vacation policy applied to the organization
and suppliers personnel who perform sensitive financial activities.

As anti-fraud measure the vacation policy should enforce a minimum period of leave (e.g. 10 consecutive

working days each calendar year) in order to ensure that sensitive financial activities are not always
performed solely by the same person.

© ISO/IEC 2012 — All rights reserved 7
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8.2 Durin

8.21

g employment

Management responsibilities

No additional guidance for organizations providing financial services.

8.2.2 Info

rmation security awareness, education and training

Control 8.2.2 from ISO/IEC 27002:2005 is enhanced as follows:

Implementati

nee.
oS

The organiz
it, along wit
customer a
awareness §

The informati

online vecto

8.3 Term

No additions

9 Physis
9.1 Secu
9.1.1

No additions

No additions

9.1.3 Sec

No additions

jnation or change of employment

Phypgical security peri

ation providing financial services should take |nto account that laws and regulations appllcat

s of attack, cards system skimming and software malware.

| guidance for organizations providing financial

cal and environmental securit

fe areas

al services.

| guidance

or-organizations providing financial services.

9.1.4 Protecting.against external and environmental threats

No additiona

le to
ating
urity

ishing,

] guidnnr‘p for nrgnni7nﬁnnq pm\/iding financial services

9.1.5 Working in secure areas

Control 9.1.5 from ISO/IEC 27002:2005 is augmented as follows:

Implementat

ion guidance

Care should be taken to ensure that the use of mobile devices is particularly restricted in key business
processing areas, where payment card number or other customer information is available or processed, to
prevent unauthorized records or transfer of this information.

© ISO/IEC 2012 — All rights reserved
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9.1.6 Public access, delivery, and loading areas
No additional guidance for organizations providing financial services.
9.2 Equipment security

9.21 Equipment siting and protection

Control 9.2.1 from ISO/IEC 27002:2005 is augmented as follows:

Implementation-guidance

Carg should be taken to protect payment devices (e.g. ATM, SST, POS) loc organization

modi{fication, opening and theft. Implemented security measures should i constructed
chassis and fixation, auto-destruction mechanism as well as protection of i

9.2.2 Supporting utilities
No additional guidance for organizations providing financial

9.2.3 Cabling security

No additional guidance for organizations groviding
9.2.4 Equipment maintenance
Confrol 9.2.4 from ISO/IEC 27002:2005 is &
Implementation guidanc
In aqdition to the an
control for mainte%

9.2.5

pblishing dual

No additional ¢

9.2.6
Confrol 9.2.6 frof|SO/IEC 27002:2005 is augmented as follows:

Implémentation quidance

Care—shottd-betakentoenstre—thatcustomer-and-financiatinformation—stored-in memory wuuponents (eg
ATM, SST, hard disks, POS internal memories) of payment devices is securely destroyed, deleted or
overwritten prior to disposal.

9.2.7 Removal of property

No additional guidance for organizations providing financial services.

© ISO/IEC 2012 — All rights reserved 9


https://iecnorm.com/api/?name=3dc4cd915ced82521571d0c1aa1fa986

ISO/IEC TR 27015:2012(E)

10 Communications and operations management
10.1 Operational procedures and responsibilities

10.1.1 Documented operating procedures

No additional guidance for organizations providing financial services.

10.1.2 Change management

No additiondl guidance for organizations providing financial services.

10.1.3 1Sepregation of duties
Control 10.1{3 from ISO/IEC 27002:2005 is augmented as follows:

Implementafion guidance

Segregation| of duties should be applied within the scope of financial transacti
only the inifiation of an event, such as a financial transactio

The organizption should at a minimum ensure a dual con o
the process|ng of financial information or transdction_ard tf
different personnel or automated processes.

erificati

10.1.4 Seppration of development, test, and o

No additiongl guidance for organizati
10.2 Third| party service de
No additiongl guidance fo gl

10.3 Systgm planning<and a

Control 10.3]1 fro

Implementafion guidance

ciiﬁans tions management, i.e| that
ofMhe outcome are performed by

systems\to ensure thgt not
its” processing qr its

Care should| be taken to ensure that capacity requirements are defined for following assets which have peen

implementel orwhich are planned to be deployed:

a) Internet banking services, based on the consideration of following business requirements:

1. Current and expected number of transactions.
2. Current and expected peak periods and spikes in transactions.
3. Current number of customers.

4. Expected growth in the number of customers.

10
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5. Assurance of the availability of internet banking services even in times with high access rates

of customers.

b) Payment devices (e.g. ATM, SST, POS) processing customer and financial information

10.3.2 System acceptance

No additional guidance for organizations providing financial services.

10.4 Protection against malicious and mobile code

10.4|/1 Controls against malicious code
Confrol 10.4.1 from ISO/IEC 27002:2005 is augmented as follows:

Implémentation quidance

Checks carried out by malicious code detection and repair software
ATM, SST, POS) processing customer and financial information tf
mali¢ious codes.

10.4{2 Controls against mobile code

No additional guidance for organizations groviding

10.5 Back-up

No gdditional guidance for organi

10.6
No 3
10.7

10.7

No 3

10.7

Confrol 10.7%.2 from ISO/IEC 27002:2005 is augmented as follows:

Implementation guidance

clud ment ¢
onsidered less

evices (e.g.
impacted by

Care should be taken to ensure that secure disposal procedures are in place for all types of assets processing
customer and financial information (e.g. payment card information, customer passwords, PIN codes), along

with specific assets used for the payment cards production, such as ribbons.

10.7.3 Information handling procedures
Control 10.7.3 from ISO/IEC 27002:2005 is augmented as follows:

Implementation guidance

© ISO/IEC 2012 — All rights reserved
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The organization should also ensure that information handling procedures address the handling and the
disposal of cheque and deposit books, cheques and payment cards (debit, credit, prepaid) and other printed

stationary.

10.7.4 Security of system documentation

No additional guidance for organizations providing financial services.

10.8 Exchange of information

No additions

| auidance for oraanizations nroviding financial services
J J Lad J *

10.9 Elect

10.9.1 Eled

No additions

10.9.2 On-

No additions

10.9.3 Publlicly available information

No additions

10.9.4 Inte

Control

rfonic commerce services

tronic commerce

| guidance for organizations providing financial services.

|_ine Transactions

| guidance for organizations providing financial servig

| guidance for organizations providing

rnet banking services

Internet ba

unauthorizedl customer a

king services .sho

vent

shed

nary

Implementafion guidance
The organizgtion should.includ
a) Notificatio
communi
b) Preyentive financial limitations, e.g. interbank limit, discretionary limit.
c) Seppratéd,user credentials for joint account holders with associated privileges reflecting prelim
defillled power of signatures.
d) Limited disclosure of customer and financial information, such as user identifier, name and account
numbers except for valid business purposes and actions carried out by the customer.
e) Approval of customer actions only if they have been submitted during the same user session with no

disruption or disconnection. In case of user session disruption or disconnection, user authentication
requirements should be again applied to the customer accessing to internet banking services.

Other information

Information systems hosting customers web interface for internet banking services should not store or process

customers a

12

nd financial information to reduce the risk of information breaches if they are compromised.
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10.10 Monitoring

10.10.1 Audit logging

No additional guidance for organizations providing financial services.
10.10.2 Monitoring system use

Control 10.10.2 from ISO/IEC 27002:2005 is augmented as follows:

Implementation-guidance

In adldition to the areas provided in ISO/IEC 27002 for individual facilities moni

areap should also be considered:

d) Unusual events related to customer and financial information, a
customers, such as:

1. Unusual transactions (e.g. money transfer
jurisdiction).

5.

10.1D.3 Protection of log i

No gdditional guidance for o

10.1p.4 Administ@ 4

No gdditional guida izati providing financial services.
10.1D.5 Fault logging

No gdditional gui¢ organizations providing financial services.
ohization

10.1D.6 Clock synch

No gdditional guidance for organizations providing financial services.

gactivities,

he following

erformed by

n a foreign

ons.

11 Access control

No additional guidance for organizations providing financial services.
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12 Information systems acquisition, development and maintenance

12.1 Security requirements of information systems

12.1.1 Security requirements analysis and specification

Control 12.1.1 from ISO/IEC 27002:2005 is augmented as follows:

Implementation guidance

The organiz
system or w

a)

b)

f)

i)

12.2 Corre

No additions

14
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read

Autg
tran

Pos

Auth

Deli
tran

Rec
prog

Use
dou

Seg

nen performing cha

Bactions.

1.

bery of electronic
sactions.

I

| guidanee for orga

ibility of tracking possible fraudulent financial transa

entication of the following:

bnciliation o ie
essed electronie’pa

nges to an existing one:

protection of financial transactions information from unauthorized
dressing and destruction.

recovery of financial transactions information in case of una
dressing or destruction.

mated compliance checks when initiating, processing

P.  Incoming and outgoin

nizations providing financial services.

. 1 1l al ST . b H - I} ! . H £ e H
ALUUTT STTOUUTU CUTTSTUTT TUTNTUWITTY STULUTILY TCTUUTTTTTITTILS WICTT UCTSIYTiny a TICwW Tiridrividal trdiiody ons

tion,

ificgtion,

ncial

je of

ncial

and

h as
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