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Foreword

ISO

(the International Organization for Standardization) and IEC (the International

05:2006(E)

Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular flelds of technical act|V|ty ISO and IEC
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Heal-commitices—collaberate—infields—ef-mutualinterest—Otherinternational-erganizations—¢
non-governmental, in liaison with ISO and IEC, also take part in the work. In the field\of
nology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

hational Standards are drafted in accordance with the rules given in the ISO/IEC Dirgectives, A
main task of the joint technical committee is to prepare International Standards. Draft
dards adopted by the joint technical committee are circulated to national bodies for voting. P

ternational Standard requires approval by at least 75 % of the national bodies casting a vote.

ceptional circumstances, the joint technical committee may proposetthe publication of a Tech
e of the following types:

fype 1, when the required support cannot be obtained for'the publication of an Internation
Hespite repeated efforts;

lype 2, when the subject is still under technical development or where for any other reason
future but not immediate possibility of an agreement on an International Standard;

lype 3, when the joint technical committeé-has collected data of a different kind from t
hormally published as an International Standard (“state of the art”, for example).

nical Reports of types 1 and 2 are“subject to review within three years of publication, to de

can be transformed into International Standards. Technical Reports of type 3 do not necess
viewed until the data they provide are considered to be no longer valid or useful.
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Introduction

This Technical Report provides an overview of IP-based enterprise communication from/to Corporate
telecommunication Networks (CNs) (also known as enterprise networks) including aspects of privately used
home networks accessing public next generation networks (NGN).

This Techni eportis-basese -the-practical-experienee-of Eemamemb estjts of
their active|and continuous participation in the work of ISO/IEC JTC 1, ITU-T, ETSI, IETF and)pther
internationall and national standardization bodies. It represents a pragmatic and widely based consefsus.
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exchange between systems — Enterprise Communication in
Next Generation Corporate Networks (NGCN) involving Public
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(1]

[2]

Scope

Technical Report identifies key use cases for communication with or between P-based Nex|
5 of available or planned standardized technology, and identifies requirements that will have t
Technical Report investigates configurations involving NGCNs.‘and NGNs and their in
rements. Non-IP-based interoperation, i.e. using circuit-switched technology, between NGCN

tside the scope of this Technical Report.

Technical Report does not discriminate between wireless” and wired access technology. Tl
bment (TE) interface within an NGCN is outside the sCope of this Technical Report.

hobility aspects are outside the scope of thisTechnical Report. They are covered by 3
nical Report, ISO/IEC TR 26927.

cation considerations such as IP Centrex and CSTA (Computer Supported Telecon]
cations) are outside the scope of this dechnical Report.

Normative references

ences, only the edition cited applies. For undated references, the latest edition of thg
ment (including any amendments) applies.

ISO/IEC 21409:2001, Information technology — Telecommunications and informatio
between¢systems — Corporate telecommunication networks — Signalling interworking be|
and K323 — Generic functional protocol for the support of supplementary services

ISO/IEC TR 26927:2006, Information technology — Telecommunications and informatig

following referenced documents are indispensable for the application of this document.

t Generation

orate Networks (NGCN) involving public next generation networks (NGN)}-analyses these lise cases in

D be met.

teroperating
s and NGNs
he Terminal

companion

munications

For dated
referenced

N exchange
tween QSIG

n exchange

between systems Corparate Telecommunication Netwaorks Mobility for

Enterprise

[3]
[4]
[5]

[6]
[7]

Communications
ITU-T Rec. H.323, Packet-based multimedia communications systems

IETF RFC 3261, SIP: Session Initiation Protocol

IETF RFC 3489, Simple Traversal of User Datagram Protocol (UDP) Through Network Address

Translators (NATs) (STUN)

IETF RFC 3711, The Secure Real-time Transport Protocol (SRTP)

IETF RFC 3761, The E.164 to Uniform Resource Identifiers (URI) Dynamic Delegatio
System (DDDS) Application (ENUM)
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[8] IETF

[9] IETF

RFC 3966, The tel URI for Telephone Numbers

RFC 2401, Security Architecture for the Internet Protocol (IPSEC)

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

3.1
Corporate t

elecommunication Network

CN

sets of equi
geographica
group of usd

3.2

Next Generation CN

NGCN
self-containg
and that can

3.3

Next Gener
NGN

packet base
enabled trar

related techipologies

Virtual Private Network

entity that provides telecommunigation applications

bment (Customer Premises Equipment and/or Customer Premises Networks) that are locats
lly dispersed locations and are interconnected to provide telecommunication services(to-a de
rs

d corporate network designed to take advantage of emerging IP-based communications solu
have its own applications and service provisioning
htion Network

d public network able to provide telecommunication setvices, able to make use of multiple
sport technologies and in which service related functions are independent of underlying tran

rk that can deliver ubiquitous and se¢ure connectivity over a shared network infrastructure
 networks) using the same access, policies as an enterprise network

Service Provider

rvice Provider

fervenes'in and adds value to signalling for the establishment and control of multi-media sesj
y intervenes in and adds value to the multi-media sessions themselves

pd at
fined

tions

QoS
sport

(e.q.

sions

3.4

VPN

virtual netwq
public carrie
3.5
Application
ASP

3.6
Session Se
SSP

entity that in
and optional
3.7

Transport Service Provider

TSP

entity that provides IP connectivity

4 Abbre

ALG
API
ASP

viations

Application Layer Gateway
Application Protocol Interface

Application Service Provider
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B2BUA
CN
CSTA

IPSEC
ISDN
NAT

Back-to-Back User Agent

Corporate telecommunication Network

Computer Supported Telecommunications Applications
Internet Protocol

IP Security

Integrated Services Digital Network

Network Address Translator

ISO/IEC TR 26905:2006(E)

NGQN
NGN
RTP
QoS
SBC
SDP
SIP
SRTP
SSP
TCP
TE
TLS
TSP
UA
UAG
UAS
UDP
VolH
VPN

Next Generation Corporate Network
public Next Generation Network
Real-Time Protocol

Quality of Service

Session Border Controller

Session Description Protocol
Session Initiation Protocol

Secure Real-time Transport Protocol
Session Service Provider
Transmission Control Protocol
Terminal Equipment

Transport Layer Security

Transport Service Provider

User Agent

User Agent Client

User Agent Server

User Datagram Protocol

Voice over IP

Virtdal Private Network

5 PBackground

There has been a major evolution in enterprise telecommunications during the last few years. Prior to that,
enterprise telecommunication networks (or corporate telecommunication networks, CN) were based on
64 kbit/s circuit-switched technology, which had synergy with corresponding technology deployed in public
Integrated Services Digital Networks (ISDN) and traditional analogue services. Those CNs primarily delivered
a voice or telephony service to their users, although in principle they were capable of other services too,
including video and various types of data service. For communication outside the enterprise, CNs were able to
interwork with public ISDNs.

Many public networks also offered optional services to corporate customers, such as Centrex services and
premise equipment leasing and maintenance.
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With the advent of technologies for transmitting voice and other real-time media over the Internet Protocol (IP)
[e.g., based on Real Time Protocol (RTP)] and corresponding new signalling protocols (e.g., H.323, SIP),
there was potential for providing telephony and other real-time person-to-person services in the public Internet.
Moreover, such services also became possible in the IP-based “intranets” already deployed in enterprises for
data services such as corporate email, file transfer, corporate web services and access to the world wide web.
Enterprises saw advantages such as savings on infrastructure costs (e.g., one wire to the desk) and the
introduction of innovative services that exploited the convergence of real-time and data communication. The
traditional PBX (Private Branch Exchange) was replaced by or evolved to an “IP-PBX” or soft switch that
supported IP connectivity to the desktop and IP connectivity between nodes. Direct IP-based transmission of
multimedia between endpoints meant that switching capabilities were no longer required, except gateways for
interworking with “legacy” circuit-switched networks.

IP-based CNis are continuing to evolve, to support additional services, improved security, improved Q@S| etc.

A CN that fully embraces IP technology is referred to here as a Next Generation CN (NGCN).

At present, NGCNs generally fall back to legacy circuit-switched techniques for communication outsid¢ the
enterprise, ¢.g., using public ISDN or circuit-switching over leased lines. Gateways proyide the necegsary
interworking|of signalling and media.

The next stage of evolution will be for NGCNs to extend IP-based communication outside the enterpris
using a publjc network that also supports IP-based communication. The public JP~based network may prq
communicatjon between the NGCN and another NGCN, between the NGCN and-another IP-based user
residential user) or, via a gateway in the public network, between the NGCN ‘and a legacy user or nety
With this the NGCN no longer needs gateways to legacy networks «(€xcept where required by exi
investment ¢r economic considerations) and can enjoy the benefits of\end-to-end IP-based communic

e by
vide
e.g.,
vork.
sting
ation

with approp
The public
communicat

improvemen
These value

This Techni
interoperatin

5.1 Provi

5.1.1
An NGN ma
The most bg
of improved

that provides

A second le

Levdls of service provision

iately equipped communication partners.

Internet is one example of a public IP-based. n€twork that an NGCN can use for ext
ons. In addition, some service providers are planning to offer public IP-based networks that
ts compared with the public Internet, e.g., in terms of QoS, security, mobility, applications
added public IP-based networks are collectively known as Next Generation Networks (NGN)

cal Report aims to contribute to this next stage of evolution by looking at the issues involv
g NGCNs and NGNs and to identify-requirements on NGNs.

ision of services by NGNs

l provide services'to NGCNs and NGCN users at a number of different levels.

sic level of-service provision is IP connectivity. Differentiation from the Internet can be in the
or guaranteed quality of service or security. For the purposes of this Technical Report an
this level of service acts as a Transport Service Provider (TSP).

ernal
offer
etc.

pd in

form
NGN

vel‘of service provision is in session establishment and control of communication sessions,

e.g.,

voice, multimedia, messaging. Here tThe NGN adds value by being involved in the signalling protocol used to
establish and control media sessions. For the purposes of this Technical Report the primary session control
signalling protocol concerned is assumed to be the Session Initiation Protocol (SIP). Added value can include
routing, provision of quality of service for media, provision of gateway services to legacy networks, assistance
in NAT traversal, etc.. For the purposes of this Technical Report an NGN that provides this level of service is
known as a Session Service Provider (SSP).

A third level of service provision is at the application level. Applications can be many and varied, but for the
purposes of this Technical Report an application is assumed to be related to telecommunication in some way.
An application may be able to monitor or control multi-media sessions (either directly or through a protocol or
API such as CSTA) and may or may not be involved in media as well. Examples of applications that involve
media include conferencing services, transcoding and translation services and call distribution centres.
Examples of applications that monitor or control sessions but do not involve media include presence services,
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https://iecnorm.com/api/?name=31a458d8a7aa1d83fd851d7dd84bc058

ISO/IEC TR 26905:2006(E)

call logging services and UA configuration services. In addition, an application may be accessed through a
session control protocol such as SIP. For the purposes of this Technical Report an NGN that provides this
level of service is known as an Application Service Provider (ASP).

An NGN may provide services at one or more of these levels. Not all services offered will be of interest to
enterprise customers and of relevance for interworking with NGCNs. Enterprise customers may use different
NGNs for different levels of service provision and may have different contractual relationships with each of
these NGNs. In addition, for a given communication and depending on the number of parties to be
interconnected and/or the number of services to be accessed, multiple providers may be involved.

Figure 1 shows an example of one or more NGNs providing services at the three levels.

Optional
Peer-peer
signaling
I
I
NGCN NGN
]
Application
ASP /\ Services ASP
Session
Services
SSP o \/ e. SSP
]
TSP TSP
Teansport
Services

Figure 1 ~— TSP, SSP, and ASP provided by NGN(s)

5.1.2 Use of NGN servicesby NGCNs

In providing communication services to its users, an NGCN can make use of services of one or more NGNs.
For gommunication with-another entity (e.g., another NGCN or a residential user), an NGCN may make use of
just TSP services,« TSP and SSP services, or TSP, SSP and ASP services from the same NGN or different
NGNs. In addition,; an NGCN can make use of ASP services in their own right, rather thap as part of
cominunicatiohywith another entity (e.g., a presence service).

5.1.3 Home NGN

An NGCN customer may have contractual relationships with one or more NGNs for the provision of certain
services, each NGN being known as the Home NGN for the services that it provides. Some parts of the NGCN
may not have direct connectivity to the Home NGN and will need to access services of the Home NGN via
other NGNs. The customer may have contractual relationships with those other NGNs too (e.g., just for IP
connectivity) or reliance may be placed on agreements between the Home NGN and those other NGNs for
such use.

Figure 2 shows an example of two parts of an NGCN, each part accessing services of the same Home NGN,

one directly and the other via a different NGN. The solid lines represent connectivity and the broken lines
represent service access.

© ISO/IEC 2006 — All rights reserved 5
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Figure 2 — Home NGN and other NGN

5.2 Management considerations
Services prqvided by an NGN may need to be managed from an NGCN. In addition, an NGN may prov{de a
service for |managing aspects of an NGCN. For hoth’ these purposes industry standard management

interfaces should be used between the NGN and thex\NGCN. However, consideration of these interfaces is
outside the gcope of this edition of this Technical Report.

6 Basic|Configurations and General Requirements
This clausellists important configurations which apply to an enterprise-specific next generation corpprate
network (NGCN) and its equipment (terminal equipment, servers, ...) when connected to public |next
generation networks (NGN). In“addition, general requirements on NGN are specified in 6.6.
The following interconnection Scenarios will have to be considered:

e Scenarip 1 - Communication between NGCNs via an NGN using a VPN

Use cpsés;typically closely related partners

— Two peer offices of one enterprise
— Main office and branch office of an enterprise
— Two closely-related enterprises (“extranet”)
e Scenario 2 - Communication between NGCNs via an NGN not using a VPN
Use cases: typically not closely related partners

— Two enterprises (not closely-related)

6 © ISO/IEC 2006 — All rights reserved
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e Scenario 3 - Communication between NGCN and TE via an NGN using a VPN

Use cases: typically closely related partners

— Between enterprise and residential or SOHO user (e.g., home worker)

e Scenario 4 - Communication between NGCN and TE via an NGN not using a VPN

Use cases: typically not closely related partners

— Residential or SOHO user (e.g., member of public)

As t
expli
part

Clau

6.1

Ente|
prov

bcenario 5 - Communication between NGCN and PSTN/ISDN via an NGN
he TE interface within an NGCN is outside the scope of this Technical Report/this intg

bf the NGCN cloud in each case.

Scenario 1 - Communication between NGCNs via an NGN-using a VPN

rprise 1 and 2 are closely enough related to have a securitysassociation that allows use of a
des a tunnel through which inter-NGCN signalling, media<and other data can flow. The tun

functions such as security, transparency for private IP addresses, NAT and firewall traversal, etc..

Typi
o |
[

Tunr
othe

The
be in

cally this close relation is used between:

Dffices A and B of a single enterprise,

Enterprise main office and branch office,

An Enterprise 1 and a closely-related¥(e.g., partner) Enterprise 2.

el control may be directly between the NGCN(s) (i.e. tunnel control end-to-end) with no NGN
" than as a TSP, or tunnel-cantrol may be provided/owned by the NGN or a third party.

NGN in this scenarig_acts only as TSP. Multiple TSPs within the NGN, e.g. one for each ent
volved.

se 7 discusses the Technical Issues and requirements for each of the mainiscenarios in detai.

rface is not

citly mentioned in the scenario descriptions below. In the figures, TEs are not shown and ar¢ considered

VPN, which
nel provides

involvement

erprise, may
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all information i.e. signalling and Enterprise 2/
media (standardized or proprietary) Enterprise 1 office B/
tunnelled securely through the NGN Branch office /

Closely-related partner
enterprise office

Enterprise 1 office A

|:| Tunnél control

tunnel
control signalling

non-tunnelled IP

I NAT and/or Firewall

Figure 3 — Scenario 1 - Communication between NGCNs using a VPN

NAT and firewall at each end of the tunnel are optional, depending on the relationship between the two
enterprises.

6.2 Scenario 2 - Communication between NGCNs.via an NGN not using a VPN

This scenarip typically applies to not closely related enterprises (i.e. no common security, no secure tunnel). It
may also apply to closely related enterprises (or even between two locations of the same enterprise) if, dyie to
whatever reasons, they are not able to establish a‘tunnel through the NGN.

The NGN in this scenario as a minimumgacts as a TSP. It may also act as a SSP (provision of sesgsion
services) and/or as an ASP (provision ©f\applications such as conference, presence, voice mail, unified mail,
etc.). Depending on the number of services to be accessed also multiple TSPs, SSPs and/or ASPs mgy be
involved.
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Enterprise 1

Application
signalling

VolP
signalling

(\—‘

Enterprise 2

(typically

not

closely-related)

NGCN to NGCN I NAT and/qr Firewall
signalling and media IP
Figure 4 — Scenario 2 - Communication between NGCNs not using a VPN
6.3 | Scenario 3 - Communication between NGEN'and TE via an NGN using a VPN
N\
NAT and all infori ’}ion i.e. signalling and
Firewall media (Standardized or proprietary)
optional tunnefled securely through the NGN
hterprise 1
Residential or
SOHO user 1
TE
H Tunnel cohtrol
| P
tunnel non-tunnelled IP
control signalling I NAT and/or Firewall

Figure 5 — Scenario 3 - Communication between NGCN and TE using a VPN

NAT and firewall for the tunnel are optional, depending on the relationship between enterprise and TE.
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6.4 Scenario 4 - Communication between NGCN and TE via an NGN not using a VPN

Application
signalling VolP
signalling
~ Restdential-or
SSP | SOHO user 2
[ —
TSP 7 TE
£ o
NGCN to TE I NAT and/or Firewal|l
signaling and media IP

Figure 6 — Scenario 4 - Communication between NGCN and TE not using a VPN

6.5 Scenario 5 - Communication between NGCN and PSTN/ISDN via an NGN

Application
signalling

VolP
signalling

signalling
and media I NAT and/or Firewall

Figure 7 — Scenario 5 - Communication between NGCN and PSTN/ISDN via an NGN

The gateway (GW) may be provided by the NGN as part of its SSP or it may be a 3rd party gateway.
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6.6 General requirements on NGNs

In order to support communications involving NGCNs, NGNs need to meet certain requirements. Some
generic requirements are identified here. These requirements will apply in different ways to some or all of the
scenarios identified in clause 6 and influence the technical considerations of clause 7. Where an NGN is
mentioned, this can be either a single NGN or a number of cooperating NGNs.

REQUIREMENT ON NGN 1: An NGN shall support communication sessions established in either
direction between an NGCN user and a user in another NGCN, a user in the NGN or a user in a
PSTN/IDSN accessed via a gateway in the NGN.

REQUIREMENT ON NGN 2: An NGN shall allow the use of any IP-based mediarj during a
communication session subject to the availability of resources and contractual arrangemenits.

REQUIREMENT ON NGN 3: Except where explicitly agreed with the NGCN~(by sidgnalling or
contract) or because of formal legal requirements, an NGN shall not intervene)in media transport
abgve the transport layer.

NOTE Functions such as transcoding, translation and bridging can be provided where agreed.

NOTE The applicability of formal legal requirements may depend on whethér media is transported between two parts
of the¢ same NGCN (i.e., within an enterprise) or outside the enterprise.

REQUIREMENT ON NGN 4: An NGN shall offer service leyel-agreements in which quality| of service
of mhedia, signalling and other data is fit for enterprise use

REQUIREMENT ON NGN 5: An NGN shall providesindustry standard functionality for asdisting with
trayersal of commonly encountered NAT arrangements at an NGCN boundary.

NOTE In general the endpoint should be responsible for signalling IP addresses and ports that are suitgble for use by
the remote endpoint, but to achieve this the NGN may.heed to provide functionality such as a STUN server.

REQUIREMENT ON NGN 6: An NGN-shall support identification of users and services by means or
SIR or SIPS URIs and optionally by-means of telephone URIs, when not in conflict with available end
point user contractual or privacy, settings.

REQUIREMENT ON NGN 7:yAn NGN shall provide authenticated caller identity to an NGCN when
avdilable, or an appropriate and meaningful datum when not.

REQUIREMENT ON.NGN 8: An NGN shall be able to pass an authenticated caller identity from an
NGCN towards a called user during call establishment and call re-arrangements.

REQUIREMENT ON NGN 9: An NGN shall offer a standard SIP signalling interface to|an NGCN
baged on.stahdards track RFCs from the IETF.

REQUIREMENT ON NGN 10: Except when providing a gateway to PSTN/ISDN or an application
servite, an NGN—shattbe transparent to signatting that s of an end-to-end nmature and shall be
tolerant of any that is not supported.

NOTE This includes SIP bodies and certain SIP headers. In the case of SDP bodies the NGN is required to be
tolerant of unsupported SDP extensions and next generation SDP.

REQUIREMENT ON NGN 11: When transporting signalling messages, an NGN shall not carry out
actions that will invalidate cryptographic integrity checks on parts of messages intended for delivery
unchanged, except when required by local regulation.

NOTE The applicability of formal legal requirements may depend on whether signalling is transported between two
parts of the same NGCN (i.e., within an enterprise) or outside the enterprise.
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REQUIREMENT ON NGN 12: When transporting signalling messages, an NGN shall allow end-to-

end inform

ation to be encrypted and shall not require access to the key.

NOTE

Examples are geographic location information and key information for media security. Where certain parts of

encrypted end-to-end data need to be accessed, the NGCN should arrange for this to be delivered separately, either

encrypted (for

decryption by the NGN) or unencrypted.

REQUIREMENT ON NGN 13: An NGN shall be able to provide optional security (encryption,
authentication and integrity checking) of signalling services at the NGCN-NGN interface.

REQUIREMENT ON NGN 14: An NGN shall be able to provide security (encryption, authentication

and integ
request an

ity checking) of signalling on each signalling hop between communication partners
d each NGN shall be able to provide to the NGCN evidence that this is provided.

on

NOTE T

nis can be provided through use of the SIPS URI scheme.

REQUIRE
and integr

REQUIRE
encryption

ty checked) end-to-end.

MENT ON NGN 16: An NGN shall permit key management for the purpose of mg
to take place within signalling between the end devices.

MENT ON NGN 15: An NGN shall permit media to be secured (encryptéd,“authenticated

dia

NOTE K
NGCN users

bank-provided certificate before talking. See REQ3 and REQ11.

by management exchange between an NGCN user and an NGN internediary will often be unaccepta
and their partners. For example, a residential user calling a bank“may require authentication based

ble to
on a

REQUIRE

NGCN at the time charges are incurred.

MENT ON NGN 17: An NGN shall be able to provide advice of charge information to

an

6.7 General requirements on NGNs concerning‘measures for compliance with regulations

Potential iss
telecommun
presentation

Several reg
framework f

However, at
networks arf
already app

an open issye how to define the boundaries of an enterprise network, which, especially in the case of re

access, cou
challenge is

NOTE In

ues for regulatory authorities and administrations are: emergency services, (including emerg
cation and disaster relief), lawful <interception and privacy (to be considered in the conte
of business user’s or terminal’s:identity, name, address and location information).

Ilatory authorities, e.g. inthe' USA and in Europe, have started consultations on a regul
br the provision of public VolP-services.

the time of preparation of this Technical report it is not clear, whether or to what extent enter

d in particular ¢heir internal communications traffic will be affected by those regulations

d share the network infrastructure of a universal services provider to which regulations apply
how,t6-handle such virtual enterprise networks.

ency
xt of

atory

prise
that

y to public netwerk operators (e.g. on lawful interception, data retention). Beyond that, it is & still

mote
The

acircuit switched environment the T-reference point acted as demarcation between private and public

network infrastructures and thus the boundary for regulation.

It is expected that enterprise networks, including virtual enterprise networks, will not be subject to more

regulation th

an circuit switched enterprise networks.

network in

REQUIREMENT ON NGN 18: An NGN shall be able to discriminate between normal traffic and intra-
enterprise traffic when applying measures for complying with regulations, thus keeping enterprise

ternal communications free from any unwanted intervention.
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7 Technical issues and requirements on NGN related to session service provision

In order to realise the configurations identified in clause 6, certain technical issues will arise. This clause
discusses these technical issues in general terms and also in relationship to specific configurations and
derives requirements on NGN in addition to those identified in 6.6. This edition of this Technical Report
addresses only certain fundamental technical issues, and there are other technical issues that may need
further consideration, e.g., charging, routing, transcoding, performance, performance monitoring, resilience,
etc., and also applications such as presence.

The issues are discussed with particular reference to SIP-based multi-media communication, but generally
apply to any form of multi-media communication, e.g., communication based on H.323 signalling.

7.1 | Signalling architecture

Basi
UAs

cally SIP is a protocol that operates between two endpoints known as User Agents(WAs), enabling those

such
desdg

to establish a communication session comprising one or more media connections (i.e. bea
as audio, video, fax, instant messaging or real-time text. A session is established by exchan
riptions in accordance with the Session Description Protocol (SDP) within SIP messag

rer streams)
hjing session
es. Session

desdg texts and IP

addr]

riptions indicate factors such as the media to be used, codecs, packet rates, security con
bsses and port numbers for media reception.

In principle, SIP can operate directly between two UAs. However;the SIP standards do defire other SIP
entities that can assist. In particular the main SIP standard [4] defines the concept of a locatign service at
which UAs can register to assist in locating UAs representing “a particular user. Related to fthis are the
congepts of a registrar (a SIP entity that registers UAs at the location service) and a proxy (a SIP entity that
querjes the location service in order to assist in the forwardifig of requests to appropriate UAs).
NOTE Also there is a redirect, which is similar to ajproxy but redirects rather than forwards requests. For the
purpgses of this Technical Report a redirect is treated asta.proxy unless otherwise stated.
The
pass
the fequest. Also the UAC often sends requests to a local proxy, known as an outbound proxy
redufe the routing burden on the UAC. This gives rise to the typical SIP trapezoid involving two
prox|es (see Figure 9).

handling of a SIP request from one UA (the.UA client, UAC) to another UA (the UA server, UAS) typically
es through a proxy, which queries the loeation service in order to locate UAs that might be alble to handle
) in order to
JAs and two

SIP

Media

Figure 8 — Typical SIP trapezoid

Sometimes a SIP request can result in the formation of an association between two UAs, in the context of
which further SIP requests in either direction can be sent. This is known as a dialog. The most important
dialog in SIP is that initiated by an INVITE request, because such a dialog has an associated session,

© ISO/IEC 2006 — All rights reserved 13


https://iecnorm.com/api/?name=31a458d8a7aa1d83fd851d7dd84bc058

ISO/IEC TR 26905:2006(E)

comprising a collection of media between the UAs. An INVITE-initiated dialog and its associated session can
be regarded as a call. Proxies involved in routing the dialog-initiating request may or may not remain involved
in the dialog for routing subsequent requests.

Typically a proxy is collocated with a location service and a registrar, so the whole entity tends to be known as
a proxy. The behaviour of a proxy is standardised in SIP [4] and other SIP RFCs and its behaviour is quite
tightly constrained by the standards in order not to jeopardise the end-to-end character that is fundamental to
much of SIP.

Although not defined in the SIP [4] the market has found the need for an entity known as a Back-to-Back User
Agent (B2BUA). In some respects a BZBUA acts like a proxy, being an mtermedlate entity ona S|gnaII|ng path
between twg R BUA is
not standarg an a
lities
that

ised, and because it is not constralned by standards a B2BUA can behave more erX|ny th
proxy. This allows a B2BUA to fulfil certain roles that a proxy cannot (e.g., by offering transcoding-¢apab

for media).
are inconsis

Dn the other hand by not behaving as a proxy a badly designed B2BUA can behave:in‘waysg
ent with the expectations of UAs and can cause problems.

Other forms
Layer Gatey
and can mo

of entity that can intervene either actively or passively in a SIP signalling path include Application
ays (ALGs) and Session Border Controllers (SBCs). These have knowledge of the SIP protocol
itor or modify it for certain purposes, e.g., control of NATs and firewalls, security, privacy, etc|.

In the rest
actively or
and SBCs.

ither
LGs

this clause, the term SIP intermediary is used to refer to any intetmediate entity involved ¢
ssively in SIP signalling between two UAs, including but not. limited to proxies, B2BUAs, A

As stated above, SIP can in principle operate directly between UAs, and indeed there is a lot of interdst at
present in pger-to-peer (P2P) SIP where SIP intermediaries are €liminated. Whether and how soon this jdeal
will be realised is open to speculation, but the trend is expected to be away from the TDM concept of
signalling passing through an arbitrary number of intermediaries (e.g., associated with switches) towards a
lightweight dolution with a minimal number of SIP intermediaries. There should generally be no need for ore
SIP intermgdiaries than in the typical SIP trapezoid.-mentioned above. An excessive number of| SIP

intermediari¢s can have the negative impact of adding to signalling delays (e.g., during call establishment).

Also undue
expectations

These lead
in the conte

intervention by any SIP intermediary “can have a harmful effect by not complying with
of UAs.

t of specific scenarios and'specific technical issues.

the

0 general requirements on NGNs that act as SSPs as follows. More specific requirements gpply

REQUIREMENT ON NGN 19; SIP intermediaries in a signalling path should be kept to a minimum,.

REQUIREMENT ON NGN)20: A SIP intermediary in an NGN shall behave in a way that is |not
harmful to|UAs that are\trying to communicate through it. A SIP intermediary that obeys all the rdles
of a proxy|would be<gompliant with this. This includes transparency to SIP signalling information that
is not relg¢vant to._the intermediary, including any unsupported SIP extensions (standardised| or
proprietary).

~

The above
communication.

Although SIP signalling typically passes through one or more SIP intermediaries, media in general flow
directly between the UAs concerned, with no involvement of intermediaries above the transport layer
(intermediaries such as NATs and firewalls can be involved up to the transport layer). The exception to this is
when an intermediary performs some function on the media such as transcoding, translating or bridging, in
which case the intermediary really acts as two or more UAs in a back-to-back arrangement (similar to and
perhaps coincident with a SIP B2BUA).
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7.1.1 Scenario 1 - Communication between NGCNs using a VPN

Two SIP intermediaries, one in each part of the NGCN, should suffice. The NGN acts only as a TSP. In any
case, encryption through the tunnel will mean that the NGN cannot provide any SIP intermediaries. Media as

well as SIP signalling will flow through the tunnel.

UA

c4

Figure 9 — Typical signalling architecture for@i%arlo 1
N\

7.1.32 Scenario 2 - Communication between NGCNs not usin@ VPN

Two|SIP intermediaries, one in each NGCN, should in prln@ek@sufﬁce SIP intermediaries in the
by providing QoS guarantees for| media. SIP

be provided only if they allow the NGN to add value

UA

Tunnel _§_ Si

dnalling

Nledia

NGN should

intermediaries in the NGN should be transparent to S|gnaII|ng information that is not relevant to those
intermediaries, including any unsupported SIP ex&x@ens (standardised or proprietary). Whetheér or not the
not flow via the same NGN.

NGN provides any SIP intermediaries, media may@

C)é Figure 10 — Typical signalling architecture for scenario 2
N

UA

ignalling

Media

7.1.3 Scenario 3 - Communication between NGCN and TE using a VPN

SIP intermediaries should be confined to the NGCN. The NGN acts only as a TSP. The TE will incorporate a
UA that communicates with an inbound / outbound proxy or other intermediary in the NGCN via the tunnel.

Media as well as SIP signalling will flow through the tunnel.

© ISO/IEC 2006 — All rights reserved
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7.1.4 Scer

Two SIP intg
the NGN sh
media. SIP
to those intq
or may not f

Two SIP intermedi I@Q,Tane in the NGCN and one in the NGN, should suffice. The SIP intermediary i

NGN will ac

Proxy Proxy
UA UA
Tunnel Signalling
— e e Media
Figure 11 — Typical signalling architecture for scenario 3 QQ(b

UA

as

should be proyi

NGN.

N

¥
O
N

Figure 12 T@f(pical signalling architecture for scenario 4

S

7.1.5 Scenario 5 - Communication between NGCN and PSTN/ISDN

rmediaries, including any unsupported SIP extensions (standardi
ow through the same NGN.

ario 4 - Communication between NGCN and TE not using a VPN

rmediaries, one in the NGCN and one in the NGN, should suffice. Additi/%‘
puld be provided only if they allow the NGN to add value, e.g., by prov

ntermediaries in the NGN should be transparent to SIP signalling i;ﬁr}nation that is not relgvant

N

&
&

or proprietary). Media

UA

Signalling

Media

bound / outbound proxy for the gateway UA. Additional SIP intermediaries in the
only if they allow the NGN to add value. Media may or may not flow through the game

IP intermediaries in
iding QoS guarantegs for

may

n the
NGN
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Figure 13 — Typical signalling architecture for scenario 5

NAT traversal

ork Address Translation (NAT) devices are typically present at network bordéers to provid
ally on a temporary basis, between IP addresses and ports belonging to the internal addres
Hdresses and ports belonging to the external address space. A NAT provides several be
ork concerned, including provision of a larger address space internally*without using a cq
Lint of public address space and the firewall effect of not allowing-packets to flow from
ork to the internal network (inbound) without first opening a binding by transmitting pack
hal network to the external network (outbound).

traversal can be a significant issue for SIP-based communication, firstly because SIP sig
to traverse a NAT and secondly because media streams may need to traverse a NAT.

NAT traversal for SIP signalling

7.21

first NAT traversal problem concerns SIP sighalling. In general this is not a problem if comr

ser Datagram Rrotocol (UDP), an initial packet must be sent outbound to open the binding
nse is not associated at the transport level with the request, the response to an outbound re|
sent explicitly to the port from which it was received rather than to the port indicated in the
IP request. Keep-alive packets need to be sent periodically to keep the binding open
sts( Because of the unreliability of UDP and its inability to be secured by TLS and als¢

e a binding,
s space and
nefits to the
rresponding
the external
pts from the

jnalling may

hunication is

ed from inside the NAT, since the first outbound packet will open a binding, which will then apply to both

yer Security
b means the
request and
periodically,
of the NAT.

. Because a
quest needs
ia header of
for inbound

the limited
therefore is

.1 Scenario 1 - Communication between NGCNs using a VPN

NAT traversal should not be an issue if the VPN tunnel links two parts of an NGCN sharing the same IP
address space, even though the VPN may extend across any number of NATSs.

If the VPN tunnel links two parts of an NGCN having different IP address spaces (e.g., two closely related
enterprises), this is equivalent to the use of NATs between different parts of an NGCN when there is no
intervening NGN. Since it is not an issue arising from the involvement of an NGN, it is considered outside the
scope of this Technical Report.
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7.21.2 Scenario 2 - Communication between NGCNs not using a VPN

In this scenario there is a need for SIP requests to be sent from the SIP intermediary in one NGCN to the SIP
intermediary in the other NGCN. In this scenario it is likely that a NAT will exist at the boundary between an
NGCN and the NGN and likewise between the peer NGCN and the NGN. Assuming the NGCN SIP
intermediaries are located on the internal side of their respective NATs, SIP requests (and responses) may
have to traverse two NATs. Each NGCN SIP intermediary must therefore have a globally routable IP address
(or an IP address from the address space in use within the NGN) in order to receive SIP requests from SIP
intermediaries in other NGCNs and each NAT must be configured to allow unsolicited inbound packets from
any source to be mapped through to the appropriate internal IP address and port of the SIP intermediary.
Otherwise unsolicited SIP requests would be unable to reach the SIP intermediary. A SIP intermediary cannot

know whergumsoticited Tequests—wittcome—fromand—thereforecanmotopem NAT bindings—imadvarnce by

issuing outbpund packets.

Alternatively and

the NGN. In

the SIP intermediary could be located on the external side of the NAT, i.e., between the NAT|
this case NAT traversal is an intra-NGCN matter.

Additional ¢
spaces or w

bnsiderations will apply where requests pass through multiple NGNs having different IP address

nen SIP intermediaries exist within the NGN(s).
7.21.3

Stenario 3 - Communication between NGCN and TE using a VPN

The considerations of 7.2.1.1 apply, where the TE acts as a part of the NGEN-

7.21.4 Sgenario 4 - Communication between NGCN and TE not.using a VPN
In this scena

intermediary

rio there is a need for SIP requests to be sent fromthe SIP intermediary in the NGCN to theg SIP
in the NGN and vice versa. It is likely that a NAT. will exist at the boundary between the N[GCN
and the NGN. Assuming the NGCN SIP intermediary is located on the internal side of its NAT, SIP requyests
(and responses) have to traverse the NAT. The NGCN SIP intermediary must therefore have a glopally
routable IP @ddress (or an IP address from the addreSs' space in use within the NGN) in order to receivg SIP

requests fro bund
packets fror
intermediary
assumed th
therefore ca

Additional ¢

m SIP intermediaries in the NGN and:the NAT must be configured to allow unsolicited inb
h any source to be mapped through’ to the internal IP address and port of the NGCN
. Otherwise unsolicited SIP requests would be unable to reach the NGCN SIP intermediary
pt the NGCN SIP intermediary“cannot know where unsolicited requests will come from
nnot open NAT bindings in.advance by issuing outbound packets.

bnsiderations will apply ‘where requests pass through multiple NGNs having different IP adq

SIP
It is
and

ress

spaces or when SIP intermediaries exist within the NGN(s).

7.21.5 Stenario 5 - Communication between NGCN and PSTN/ISDN

Consideratigns are similar to scenario 4.

7.2.2 NAT|traversal for media streams

The second and more serious issue with NAT traversal concerns media streams. IP addresses and ports for
reception of media are signalled in SIP messages using the Session Description Protocol (SDP). If an internal
UA signals its reception IP address and port to an external UA, the internal IP address and port will in general
be useless to the external UA. The address and port may not exist in the external address space or they may
be assigned to a different device. Therefore the external IP address and port need to be signalled in SDP. To
do this the internal UA needs to discover its external IP address and port.

For most situations in which the medium is transported over UDP, STUN (Simple Traversal of UDP through
NATs) [5] provides an adequate means of discovering the IP address and port. The internal UA sends a
request to a STUN server in the external network and the STUN server responds with the IP address and port
from which the request appeared to have come, i.e., the external IP address and port. This requires a STUN
server in the external network. The act of sending a STUN request will open a NAT binding if one did not
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already exist, and this same NAT binding is used for the medium itself. There are a few NAT types for which
this does not work, but these are believed to be quite uncommon.

NOTE In particular it does not work for the NAT type commonly known as “symmetric”’, where a binding is to a
particular address and port on the public side, and therefore a binding opened to the STUN server cannot be used for
media from a different address and port.

Although STUN provides a means of discovering the external IP address and port, there is a further issue of
determining whether NAT traversal is applicable, since if the peer UA is internal the internal IP address and
port should be used, and not the external IP address and port. Furthermore, if the internal network has
interfaces to more than one external network, different NAT bindings will apply to each and it is important to

knov

which avtarnal natwark annlias and ahtain tha aviarnal IR addrace and nart annlicahla ta
WHHeH—exteriar—Hetworca O ptaHtHe—exterHar— r—aat e SHPHE \Sam oS

hat external

netw
prob
(ong
use.

Othd
in ad
addr|

Another approach sometimes taken to solve the problem of NAT traversal for media streams is t

Appl
inter
cont
a Sl
body

Yet
7.7).

7.2.2

The

L

7.2.2
For
corrg
SDP
Each

oot

ork. Further complications arise if more than one NAT is traversed between the two UAs(AV
ems can be solved if the UAs concerned implement ICE (Interactive Connectivity-Es
bing work in the IETF), which provides a means for candidate IP addresses and ports to be t

r considerations apply to media transported over TCP, e.g., text messages within the context
cordance with the Message Session Relay Protocol (MSRP) (ongoing work in the IETF). T
bssed in this edition of this Technical Report.

cation Layer Gateway (ALG) that is on the SIP signalling(path (it may be combined
mediary, for example) and opens NAT bindings and adjusts SBP addresses and ports accord
ary to SIP architectural principles, since it requires examination and modification of a SIP bg
P intermediary. In particular, examination will fail if the-body is encrypted and modification
is integrity protected. Therefore this approach cannotbe recommended.

hnother approach involves the use of a policy server accessed by UAs to establish NAT b

.1 Scenario 1 - Communication between NGCNs using a VPN

considerations in 7.2.1.1 apply.

.2  Scenario 2 - Communication between NGCNs not using a VPN
a medium transported over UDP, each UA must determine the external IP addreg
sponding to the internal IP address and port on which that medium will be received and in
offer or answer 10 the peer UA. The use of ICE may be required to determine whether thig
UA will need touse a STUN server in the NGN to discover its own external IP address and g

ost of these
tablishment)
bsted before

of a session
nese are not

he use of an
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ngly. This is
dy (SDP) by
will fail if the

ndings (see

s and port
clude this in
is required.
ort.

| RE

QUIREMENT ON NGN 21: The NGN is required to provide a STUN server.

Altern

hatively the UAs may make use of policy servers (see 7.7).

7.2.2.3

Scenario 3 - Communication between NGCN and TE using a VPN

The considerations in 7.2.1.3 apply.

7.22.4

Scenario 4 - Communication between NGCN and TE not using a VPN

For a medium transported over UDP, a UA in the NGCN must determine the external IP address and port
corresponding to the internal IP address and port on which that medium will be received and include this in
SDP offer or answer to the peer UA. The use of ICE may be required to determine whether this is required.
The NGCN UA will need to use a STUN server in the NGN to discover its own external IP address and port.
The use of ICE requires corresponding support at UAs in the NGN.
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Alternatively the UAs may make use of policy servers (see 7.7).

7.2.2.5 Scenario 5 - Communication between NGCN and PSTN/ISDN

For a medium transported over UDP, a UA in the NGCN must determine the external IP address and port
corresponding to the internal IP address and port on which that medium will be received and include this in
SDP offer or answer to the gateway. The use of ICE may be required to determine whether this is required.
The NGCN UA will need to use a STUN server in the NGN to discover its own external IP address and port.

The use of ICE requires corresponding support at the gateway.

Alternatively

the UAs may make use of policy servers (see 7.7).

| REQUIRE

MENT ON NGN 22: Gateways in an NGN may need to support ICE.

7.3 Firew
Firewalls a

by requests
additional rg

denial of all

In general, t
will help. Th

Firewalls cgdn normally be expected to be configured to allowd SIP signalling to pass through, since]

signalling ng
are likely to
firewalls will

If firewalls ¢
might be an
work.

all traversal

from the external side to the internal side, and this is dealt with in.7.1. Firewalls can im
strictions, some of which can be harmful to SIP-based multi-media’/communication (e.g.
DP traffic).

ne opening of firewall holes by sending initial packets from insjde the firewall to outside the fir
s needs to be done anyway for NAT traversal.

rmally involves specific SIP intermediary IP addresses and specific port numbers. Media strg
be a far bigger problem because port numbers-are chosen dynamically and it is unlikely
keep holes open for the full range of possibilities.

Aan be opened in each direction by sending an initial packet in the outbound direction, then
acceptable solution. Sending and receiying on the same port is generally a pre-requisite for th

An approac

Application |Layer Gateway (ALG) thatvis on the SIP signalling path (it may be combined with a
intermediary}, for example) and opens-firewall holes based on IP addresses and ports in SDP bodies o

messages.
by a SIP in
information

security stug

Another app

7.3.1 Scern

sometimes taken to solve the-problem of firewall traversal for media streams is the use

his is contrary to SIR.architectural principles, since it requires examination of a SIP body (§
rmediary. In particular, examination will fail if the body is encrypted. It may also fail if the
n the SDP that (heeds to be taken into account but is not understood by the ALG. End-to-m
ies in the IETF\may provide a solution to the encryption problem.

roach involves the use of a policy server accessed by UAs to open firewall holes (see 7.7).

ario,1 - Communication between NGCNs using a VPN

g; generally present at network borders to prevent unwanted traffic across the border, particdlarly
incoming traffic. NATs also provide a partial firewall capability by virtue of not allowing/indings to be op

ened
pose
the

ewall
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ams
that
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Firewall traversal should not be an issue if the VPN tunnel passes across any intervening firewalls. VPN

tunnel estab

lishment is outside the scope of this Technical Report.

7.3.2 Scenario 2 - Communication between NGCNs not using a VPN

Firewalls will generally exist at the edge of each NGCN, protecting the NGCN from the NGN. For cases where
firewalls are not opened simply by sending outbound packets, other solutions will be required. Holes could be
opened by the SIP intermediary in the NGCN concerned, but this is subject to the difficulties described in 7.3.
A preferable solution would be for each UA to use a policy server to open holes, based on the send and
receive IP addresses and ports exchanged via SDP.
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Firewalls might also exist at the edge of the NGN, protecting the NGN from each NGCN. In this case, the use
of outbound packets to open holes is not possible. The opening of holes by a SIP intermediary in the NGN
would be subject to the difficulties described in 7.3. The use of an NGN policy server by each UA (under

instruction from a SIP intermediary in the NGN) would be preferable.

REQUIREMENT ON NGN 23: If an NGN provides firewalls, it shall provide a means to open holes
through the firewall for media between two NGCN UAs without relying on the ability to examine SDP
passing between those UAs.

7.3.3 Scenario 3 - Communication between NGCN and TE using a VPN

The

7.3.4

The

7.3.9

The
gate

7.4

With
of si

A SI
alloc
A re

considerations in 7.3.1 apply.

Scenario 4 - Communication between NGCN and TE not using a VPN

considerations in 7.3.2 apply.

Scenario 5 - Communication between NGCN and PSTN/ISDN

considerations in 7.3.2 apply, except that here it may be possiblefor-media packets transrn
vay to open a firewall in the NGN at the boundary to the NGCN.

Identification

the SIP as the means of signalling, identification of usérs and other entities is assumed to |
b (or sips) Uniform Resource Identifiers (URIs) [4] of teV'URIs [8].

P URI is of the form SIP:user@domain. Each domain (as identified by the domain part) is reg
ating user parts to its users (human users, services, etc.). An NGCN will comprise one or mq
Huest from an NGN towards an entity in“an NGCN will normally bear the SIP URI of that

desited destination. The NGN only needs to-tinderstand the domain part of the SIP URI in order t

a reg
neeq
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How|
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allod
has

deriV
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uest to the NGCN domain, which isthren responsible for routing to the entity concerned. Thu
for an NGN to have prior knowledge of user parts within an NGCN domain, and an NGCN
y to assign or revoke SIP URIs within its domain(s) without reference to the NGN.

pver, it is necessary that(any NGCN entity that needs to be reachable on calls from PSTN/I
ity that can be mapped to/from an E.164 telephone number that is one of a block of telephd
ated to the NGCN._This could be achieved by use of tel URIs, whereby an identifiable entity i
a tel URI as its-sole or alternative identity. If the entity also has a SIP identity, this cou
able from thetel-URI, e.g., by having the telephone number as the user part of the SIP UR
N or the NGN-could be responsible for mapping telephone numbers to/from SIP URIs.

For & call fromPSTN/ISDN to an entity in an NGCN, the NGN shall first identify the NGCN domai

(e.q.

by ENUM [7] look-up). There are then various possibilities for proceeding:

hitted by the

e by means
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entity as its
b route such
s there is no
should be at

SDN has an
ne numbers
n the NGCN
d be simply
|. Either the

nh concerned

he NGN forms a tel URI and Uses this as the desired destination of the request to the NGC
routes using the tel URI to the destination UA,;

converts to a SIP URI for onward routing;

the desired destination of the request to the NGCN.

, Which then

the NGN forms a tel URI and uses this as the desired destination of the request to the NGCN, which then

The NGN converts the telephone number to a SIP URI for the NGCN domain concerned and uses this as

NG

REQUIREMENT ON NGN 24: An NGN shall be able to accept any user part in a SIP URI for an

CN domain as valid.
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REQUIREMENT ON NGN 25: An NGN shall be able to map telephone numbers assigned to an
NGCN to/from URIs that are valid within that NGCN.

7.5 Provision of identification information

The recipient of a SIP request (the UAS) often requires reliable identification of the source of the request.
Reliable identification is crucial to the filtering of unwanted requests, e.g., to support the use of black lists and
white lists.

There are two basic methods of achieving this: hop-by-hop assertion of identity or cryptographically signed
identity.

f the
The
can
ty to
If an
and

With hop-byrhop assertion, each SIP entity in the signalling path receives an assertion of the identity g
source of the request from the previous SIP entity, which has been authenticated by some means.
outbound SIP intermediary for the UAC will in general be able to authenticate the UAC and'therefore
assert the UAC's identity to the next SIP entity in the signalling path, which in turn can assert-that ident
the next entlty. This only works if there is an unbroken chain of trust and authenticated signalling hops.
entity does hot trust the asserted identity from the preceding entity, it should not use_that information

should not pgss it on to other entities.

A cryptogra
certificate s
outbound Sl
signed ident

There is a si

hically signed identity can be inserted by the UAC itself (if the<UAC has a private key
itable for this purpose) or by an identity server within the same domain (e.g., collocated wit
intermediary) that has authenticated the UAC by other means; A recipient of a cryptograph
ty can assess whether to trust the identity based on the certificate of the signer.

milar requirement for a UAC to be able to obtain reliableidentification of the source of a respq

Because a flequest can be retargeted, a response does not necessarily come from an entity with the s
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Similar priva
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This is an in
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If an NGCN
NGN (other

at in the original request. Because of technical difficulties, no solution has been found yet tg

identification information will depend on privacy requirements of the user concerned. If an N
h his identity to be disclosed to other-parties, the NGCN will either not supply the identity t
ere is a trust relationship in place, pass the identity with a privacy marking. In the latter cas
pnsible for ensuring that it is not disclosed.

cy considerations apply in the_opposite direction.
ario 1 - Communication between NGCNs using a VPN

ra-NGCN or intéer-NGCN problem with no impact on NGN.

ario 2 - Communication between NGCNs not using a VPN

proyvides a cryptographically signed identity, this is an inter-NGCN problem with no impa
han transport).
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If there is no SIP intermediary in the NGN, an NGCN could provide an asserted identity to the other NGCN,
although this might not be accepted unless there is a trust relationship between the two NGCNs.

If there is a SIP intermediary in the NGN, an asserted identity would depend on transitive trust: the NGN
trusting the first NGCN and the second NGCN trusting the NGN.

7.5.3 Scenario 3 - Communication between NGCN and TE using a VPN

The conside

22

rations in 7.5.1 apply.
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7.5.4 Scenario 4 - Communication between NGCN and TE not using a VPN

For identification information sent from the NGN to the NGCN, the NGCN should be able to accept either an
asserted identity or a signed identity. The former requires trust in the NGN and the latter requires trust in the
signer of the identification information as indicated by a certificate.

REQUIREMENT ON NGN 26: An NGN shall be able to supply either an asserted identity or a
cryptographically signed identity to an NGCN.

In the opposite direction the NGCN could supply either an asserted identity or a signed identity. If the NGN
regards the NGCN as a peer it may accept an asserted identity and in turn assert this identity when forwarding
the request towards the UAS.

REQUIREMENT ON NGN 27: An NGN should be able to accept an asserted identity)as the¢ source of
a r¢quest from an NGCN if that NGCN is trusted.

Othgrwise the NGN might only accept a cryptographically signed identity andceven then may require the
signer’s certificate to be signed by a known certification authority (CA) in ordento*trust it. Whether or not the
signed identity is trusted by the NGN, the NGN should still be able to foriwvard the signed identity with the
requpst towards the UAS. The UAS or the end user can then decide whether to trust the identity.

the| source of a request from an NGCN if the NGCN does net) provide an asserted identity or if the

Rj)UIREMENT ON NGN 28: An NGN shall be able to accept(ajeryptographically signed |identity as
N

N is unable to trust an asserted identity.

7.5.8 Scenario 5 - Communication between NGCN and/PSTN/ISDN

For identification information sent from the NGN ta.the NGCN the NGCN should be able to acc¢pt either an
assdrted identity or a signed identity. The formerfequires trust in the NGN and the latter requireg trust in the
signer of the identification information as indicated by a certificate.

REQUIREMENT ON NGN 29: An NGN shall be able to supply either an asserted idéntity or a
cryptographically signed identity to.an' NGCN.

In the opposite direction the NGCN could supply either an asserted identity or a signed identity} If the NGN
regafds the NGCN as a peer it may accept an asserted identity and in turn use this asserted identity to derive
an identity to be sent to the PSTN/ISDN.

Othgrwise the NGN_might only accept a cryptographically signed identity and even then may require the
signer’s certificate to'be signed by a known certification authority (CA) in order to trust it and deriie an identity
to bg sent to the RSTN/ISDN.

In eifher case'the NGCN should supply an identity from which the NGN can derive a telephone number.

REQUIREMENT ON NGN 30: An NGN shall be able to accept a cryptographically signed [identity as
the source of a request from an NGCN 1f the NGCN does not provide an asseried identity or if the
NGN is unable to trust an asserted identity.

7.6 Security

Security is a major consideration for the deployment of any application on an IP network, because of the
ability for an attacker with access to the network to eavesdrop, impersonate, modify data in transit, etc.. Whilst
obviously true for the public Internet, it is also true for “closed” IP networks (e.g., within an enterprise). In fact,
security is a major consideration for NGNs, for NGCNs and for interworking of NGNs and NGCNs.

One aspect of security is privacy. Privacy considerations in the context of NGCNs are expected to differ
compared with considerations for NGNs and are likely to be governed by the requirements of the enterprise
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concerned rather than regulatory requirements. Whereas in public networks the regulator might have a public
interest in collecting information about certain users and their communications, this would not be acceptable

for intra-NGCN communications between business users of a single NGCN.

refused.

REQUIREMENT ON NGN 31: An NGN shall be able to discriminate intra- from extra-NGCN
communications, and thus to be able to decide where and when regulatory requirements (e.g. lawful
interception, provision of location information, etc.) may apply and where such requests shall be

For SIP-based multi-media communications, security has to be considered both for signalling (SIP) and for

media.

7.6.1

Signalling s
message, in

Signglling security

pcurity is important for several reasons. First, it is important to authenticate the)source
order to authorise any action to be taken on the message. Otherwise an attacker could

unauthorisedl access to services or information or carry out a denial of service attack. Secondly, even
message is authenticated, it is important to be sure that data integrity hasnot‘been compronpised
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ill being used to allow the UA to authénticate the SIP intermediary). An established sq
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transaction.

Security shq
wholly within
expected of
assuring ho
request's las
mandated o

uld be considered essentialCfor any SIP signalling hop, whether it be wholly within an N(
an NGN or spanning mare 'than one network. For any given signalling transaction security w

every hop linking the peer UAs (hop-by-hop security). The SIPS URI scheme is aime
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t hop, i.e., from the_intermediary responsible for the domain in the request URI to the UAS (T
n all other hops).

However, frd
UAs trustin
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to inspect a
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For example, the session description carried in SDP might be relevant only to the UAs and not to SIP
intermediaries. Thus SDP is a candidate for being secured end-to-end. In particular, with end-to-end
encryption, IP addresses and ports need not be revealed to SIP intermediaries. More importantly, encryption
keys for media security need not be revealed.

Another example is the transport of geographic location information between UAs. In general this is not
relevant to SIP intermediaries (emergency calls excepted).

SIP allows bodies of SIP messages to be encrypted, authenticated and integrity protected using S/IMIME. To
use this capability, UAs need private keys and certificates, implying the need for a public key infrastructure
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(PKI) to provide this information. Similar considerations apply to key management for media security (see
7.6.2), and indeed S/MIME is one mechanism that can be used for securing key management. The
implications of this are discussed in the context of key management for media security.

On the other hand, SIP intermediaries may require access to some aspects of SDP, e.g., for ensuring firewall

traversal or ensuring bandwidth availability. This might lead to the need for “end-to-middle” security, whereby
a UA can secure information between itself and a known SIP intermediary.

7.6.1.1  Scenario 1 - Communication between NGCNs using a VPN

The VPN tunnel will provide encryption and integrity protection of SIP signalling as it traverses the NGCN.

Howpver hop-by-hop and end-to-end security of SIP signalling may still be required, but this- i
matter for the NGCN and outside the scope of this Technical Report.

.2  Scenario 2 - Communication between NGCNs not using a VPN

ignalling will normally be routed via a SIP intermediary in each NGCN.TFhe hop of int
en these two SIP intermediaries. It is essential that this hop be secured by TLS or IP§
travgrses an NGN (TLS according to SIPS). The two SIP intermediaries Wil need to accept
certificate, which implies possession of the Certification Authority (CA) certificate concerned.

If thg NGN does provide a SIP intermediary, the considerations in 7.6-1'4 apply.
End-

NG(
to be

to-end security may be applied between the UAs for certain bodies of SIP messages. If
N SIP intermediaries requires access to encrypted data, then end-to-middle security techniqt
applied. This is an NGCN matter with no impact on the NGN.

7.6.1.3 Scenario 3 - Communication between NGCN and TE using a VPN

The ronsiderations in 7.6.1.1 apply.

7.6.1.4 Scenario 4 - Communication.between NGCN and TE not using a VPN
SIP
The
TLS

neeq

signalling will normally be routedivia a SIP intermediary in the NGCN and a SIP intermediary
hop of interest is that betweenthese two SIP intermediaries. It is essential that this hop bg
or IPSEC (TLS according 1o SIPS), since part of it traverses the NGN. The two SIP interni
to accept each other's certificate, which implies possession of the CA certificate concerned.

5 an internal

erest is that
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bach other's

bither of the
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in the NGN.
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REQUIREMENT ON NGN 32: An NGN shall be able to support establishment of secure c
fromn an NGN SIP‘intermediary to an NGCN SIP intermediary and vice versa and retain c
on p semi-permanent basis for use by multiple SIP transactions in either direction.

RE
be
cor

QUIREMENT ON NGN 33: An NGN shall be able to hold the CA certificate for a given
ablg to authenticate an NGCN SIP intermediary's certificate during establishment o

bnnections
bnnections

NGCN and
a secure

nection to/from that SIP intermediary.

certificate and use them to allow authentication by an NGCN SIP intermediary.

REQUIREMENT ON NGN 34: An NGN SIP intermediary shall have a private key and associated

Furthermore, it is essential that the NGN conform to the rules of SIPS to give users a guarantee of hop-by-hop

security (subject to trust).

REQUIREMENT ON NGN 35: An NGN shall support SIPS by not allowing a requestto a S
be forwarded on an insecure link.

IPS URI to

End-to-end security may be applied between the UAs for certain bodies of SIP messages. If either the NGCN
SIP intermediary or the NGN SIP intermediary requires access to encrypted data, then end-to-middle security

techniques will need to be applied.
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signalling.

REQUIREMENT ON NGN 36: An NGN SIP intermediary shall not require to modify end-to-end SIP

REQUIREMENT ON NGN 37: Ideally an NGN SIP intermediary should not require read access to
end-to-end secured signalling. If it does it will need to employ end-to-middle security techniques, but
this will require the cooperation of the UAs concerned and might not be acceptable to users or their
enterprises.

7.6.1.5

The conside
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Scenario 5 - Communication between NGCN and PSTN/ISDN
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MENT ON NGN 38: An NGN shall support SIPS on calls to/from a PSTN/ISDN gateway

7.6.2 Med

Media security is discussed here in terms of security of real-time media (voice,and video) transported

RTP. Media
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transmitted over RTP can be secured by means of Secure RTP.(SRTP) [6], which extends
CP) provides similar capabilities for RTP Control Protocol (RTCP).

P normally flows end-to-end between UAs, SRTP likewise is end-to-end. Intermediate en
br, be involved to provide specific services (e.g., transcoding, conferencing), in which case §
between each UA and the intermediate entity (which itself appears as a UA to each of the

e use of SRTP (and SRTCP), a key management capability is required for providing the two
t master key from which session keys\can be derived. The key management capability

ret key (or information from which to derive it) is delivered to or accepted from only a kn
cated entity; and

pf these, basicallylduring any key exchange a UA must ensure that the peer UA to which it s
rom which it receives the key is a UA with credentials to prove that it belongs to the user

ond a relatively small community, and therefore the use of public key cryptography is normall
solution:-The sender of key information signs it using the private key associated with a certif
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Therefore to support media security in a scalable way, UAs need to have private keys and associated
certificates. Furthermore they need to be in possession of a means of verifying signatures from peers, either
by having an independent secure means of obtaining peer certificates or by having appropriate CA certificates
for verifying certificates received from peers. This imposes a significant public key infrastructure (PKI)
requirement on environments in which media security is required. In particular:

a private key and associated certificate have to be produced for each user;

this information has to be installed securely on any UA that the user uses, e.g., by secure download from
a credentials server;
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