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Foreword

ISO (the International Organization for Standardization) and

IEC (the International Elect

4:2009(E)

rotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC

tecl
and
tec

Intq

nnical committees collaborate in fields of mutual interest. Other international organizations, go
non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of
hnology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

rnational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, P4

vernmental
nformation

rt 2.

The main task of the joint technical committee is to prepare International Standards. Draft Ipternational

Sta
an

In 6
of g

Teq
the
be

Attention is drawn to the possibility that some of the elements of this document may be the subje

righ

1S@
1SQ
tec

ISC
fred

ndards adopted by the joint technical committee are circulated to national bodies for voting. Pu
nternational Standard requires approval by at least 75 % of the national bhodies casting a vote.

xceptional circumstances, the joint technical committee may propose the publication of a Techr
ne of the following types:

type 1, when the required support cannot be obtained for ‘the publication of an Internationa
despite repeated efforts;
future but not immediate possibility of an agreement on an International Standard;

type 3, when the joint technical committee’; has collected data of a different kind from th
normally published as an International Standard (“state of the art”, for example).

hnical Reports of types 1 and 2 are subject to review within three years of publication, to deci
y can be transformed into International Standards. Technical Reports of type 3 do not necessa
reviewed until the data they provide are considered to be no longer valid or useful.

ts. ISO and IEC shall not be held responsible for identifying any or all such patent rights.
/IEC TR 24729-4, which is a Technical Report of type 2, was prepared by Joint Technical
/IEC JTC 1, Infermation technology, Subcommittee SC 31, Automatic identification and d

hniques.

/IEC TR-24279 consists of the following parts, under the general title Information technolog
juency,identification for item management — Implementation guidelines:

blication as

ical Report

| Standard,

type 2, when the subject is still under technical development or where for any other reason there is the

ht which is

de whether
rily have to

ct of patent

Committee
ta capture

y — Radio

—Part - RFfD-enmabfedfabelsand packaging supporting 1ISOAEC18000-6C
Part 2: Recycling and RFID tags

Part 3: Implementation and operation of UHF RFID Interrogator systems in logistics application

Part 4: Tag data security
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Introduction

This Technical Report has its genesis as Guidance from AIM Global’s RFID Expert Group, RFID — Guidelines
on data access security. It looks at systemic solutions that prevent unauthorized or inadvertent access to data
on an RFID tag and in an RFID system. It is intended to provide guidance to users and systems designers on

potential th

reats to data security and countermeasures available to provide RFID data security.

Determini

n
threat(s), tke intended use of the tag, and the type of data on the tag for a particular application.cTheref:

this Techn
enable uss
risks.

An RFID s

to-reader, leader, reader-to-host, host (back-end enterprise) system, and data throughout the tag, reader,

and comm
reader (or
issues and

This Techn
possibl

a meth
specifi

counte

The thorou
vulnerable
individuals
help techni

Potential th
of the appli

Implementéd with appropriate countermeasures and forethought, RFID systems can be secure, beneficial

cost-effecti

the appropriate approach to RFID data security is highly dependent on the type(s) of_poss
cal Report cannot provide specific recommendations but, rather, offers sufficientguidancs
rs or developers to assess potential risks and determine appropriate techniques toymitigate th
stem is divided into modules, each having its own security elements. These modules are tag,
unications. This Technical Report addresses the RFID components of a system: tag and tag
tag-to-tag) communications. Other components of the system are/more typical “system” secy
are covered by a variety of other best practice documents.
ical Report is divided into three sections:

e threats to data access security ranging from unautherized access to data to denial of service;

odology for assessing the various possible threats in order to determine the relative risk level
C application and whether security measures aré.required,;

rmeasures to effectively address specific possible threats.

gh review of possible threats should not be construed to mean that RFID itself is inhere
but, rather, like any technology, it-will be subject to attempts to exploit or subvert it by unscrupul
or by those merely wishing to demonstrate their technical prowess. This information is provide
Cal personnel anticipate and. prevent successful attacks on RFID systems.

reats must also be taken in context. Technologies or methodologies currently being used for sg

cations discussed niay have greater risk factors.

Ve.
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i to

me

and

Vi

© ISO/IEC 2009 — All rights reserved


https://iecnorm.com/api/?name=1077dccdb9ac07ab20fd5c6939d3c2b3

TECHNICAL REPORT

ISO/IEC TR 24729-4:2009(E)

Information technology — Radio frequency identification for
item management — Implementation guidelines —

1

Thi
dat
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ent

Thi
and
tern
ung
sar

2

Th

Scope

5 Technical Report provides guidance to systems designers to help them determine potentia
A security of the tag and tag-to-reader communication in an “RFID system, and
ntermeasures to provide data security (identified as 1 through 2 in Figure 1). Although imp
ond the scope of this Technical Report to address security aspe€ts of the reader-to-host an
brprise modules (identified as 4 through 7 in Figure 1).1)

5 Technical Report is not intended to specifically address consumer privacy concerns; however

personal privacy depend on the use of appropriate security measures, privacy is addressed
ns. Data access security provides a measure of personal privacy protection by mitigating the f
uthorized reading of data on a tag. However, not(aldata access security countermeasures
ne level of protection.

Normative references

following referenced documents-are indispensable for the application of this document.

references, only the edition cited.@pplies. For undated references, the latest edition of the

dod

1S
ide
I1SQ
Ha

ISC
Ha

ument (including any amendments) applies.

/IEC 15963, Information\technology — Radio frequency identification for item management
ntification for RF tags

/IEC 19762-1, Information technology — Automatic identification and data capture (AIDC) ted
monized vocabulary — Part 1: General terms relating to AIDC

/IEC 19762-3, Information technology — Automatic identification and data capture (AIDC) ted
'monjzedvocabulary — Part 3: Radio frequency identification (RFID)

threats to
Bppropriate
prtant, it is
d back-end

since data
in general
otential for
brovide the

For dated
referenced

— Unique

hniques —

hniques —

1)

“Privacy Best Practices for Deployment of RFID Technology” released by The Center for Democracy in

(CDT) provides more information on elements 4 through 7 in Figure 1:

http://www.cdt.org/privacy/20060501rfid-best-practices.php

Technology

Users are also encouraged to become familiar with ISO/IEC 27002, which is a comprehensive set of controls comprising
best practices in information security.

©IS
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3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 19762-1, ISO/IEC 19762-3 and
the following apply.

3.1

ciphertext
encrypted text
output of the encryption process that can be transformed back into a readable form, plaintext, with the
appropriate decryption key

4 Symbols and abbreviated terms

For the pu
ISO/IEC 14

5

5.1

Back

762-3 apply.

ground

System definition: tag, tag to reader, reader

An RFID e
can be listsg

1

2

3

4

Tags (
Tag-tg
Reade

Reade

d as:

fransponders) (physical and information component);
-Reader Interface and Tag-to-Tag Interface (air interface),
rs (transceivers),

r-to-Enterprise (air /network interface)gand

5-7 Back-

The tags

This document will only-focus on items 1 through 2, the Tag and Tag-to-Reader data communications.

nd System (Enterprise-to-User):

rposes of this document, the symbols and abbreviated terms given in ISO/IEEA9762-1 @and

nd-to-end system architecture is comprised of the components’shown in Figure 1. The compongnts

e affixed to objects and carty data. Some tag technologies can communicate with each other as
data transfer nodes. The reader communicates with the tag to read or write data and interface to the back-gnd
infrastructdre. Both the tag-to-tag and tag-to-reader involve the air interface. Threats and countermeasures
are similar| for either air interface between tags or tag-to-reader. The back-end system includes the entire
enterprise |nfrastructure such-as middleware, database, and application interfaces that accept and process
the tag datp. The overall‘'system should be analyzed for true end-to-end security assurance or risk mitigatjon.

© ISO/IEC 2009 — All rights reserved
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Scope of this standard |

Tag to Reader

7] €

| RF Tag

Air Interface

5.2

RF
me
mo
incl

Syg
cor
are
intg
sed

L\/J RFID Reader
|

—_—_ —- —_- — —_- — — = — Reader to Enterprise
- Witeless LAN

e - Wired NetWork

-‘etc.

_—

=N\ —

¢ ; / Application
Enterplse

User System

Figure 1 — RFID system top level architecture

Definition of security
D security is the prevention of unauthorized reading and changing of RFID data. RFID dg

re advanced systems) to ensurecit is accurate and safe from unauthorized access. In additig
udes unauthorized access to the reader from the air interface.

tem security involves numerous components that ensure authorized entities (includes indiy
porations) have access 'to RFID data (tag or reader) at all times. Many of these system securit
outside the purview~of this document because they are standard IT security issues. Cor
grity, and authenticity as defined by FISMA are key elements to RFID security. Expanding
urity objectives, this document adds authentication.

Security objectives

5.3.

& Federal Information Securlty Management Act (FISMA) deflnes three security object|ves for

ta security

Bns protecting the data on the tag.and the data transmitted between the tag and reader (or tag to tag in

n, security

iduals and
y elements
fidentiality,
the FISMA

nformation

1 Confidentiality

“Preserving authorized restrictions on information access and disclosure, including means for protecting
personal privacy and proprietary information...” [FISMA, 44 U.S.C., Sec. 3542]

A loss of confidentiality is the unauthorized disclosure of information.

© ISO/IEC 2009 — All rights reserved
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Integrity

“Guarding against improper information modification or destruction, and includes ensuring information
non-repudiation and authenticity...” [44 U.S.C., Sec. 3542]

A loss of integrity is the unauthorized modification or destruction of information.

5.3.3 Availability

“Ensuring fi

mely and reliable access to and use of information...” [44 U.S.C., SEC. 3542]

Aloss of a

534 Auf

Ensuring th

6 RFID

The measu
data acceg
organizatio

Impact can
Exploitabili
such as de

Risks are 4
nor are th
custody, s
individual g
is the only

differentiat¢ between Schedule drugs andc~non-Schedule drugs. Unauthorized access to the pharma

database W

6.1 RiskK
Open Web,
Damage H
modeling i
Although t
document

Risk_

ailability is the disruption of access to or use of information or an information system.

hentication

at a tag’s data can only be accessed by authorized individuals/systems.

data access security risk assessment

res taken to ensure RFID data access security depend, in part, upon the perceived risks. For R
s security, risk is dependent on two variables: probability and\ impact upon the individua
n.

be assessed in terms of Damage Potential and Affected-Users, while thinking of Reproducib
y, and Discoverability in terms of Probability. Impact s ‘Probability approach follows best practi
fined in NIST-800-30.

Iso both application- and commodity-dependent:“Not all types of data justify high levels of secy
b costs justified. As security measures inérease, cost increases. For pharmaceutical chain
bcurity breaches could lead to product ‘tampering, counterfeiting, or theft. The impact on
ould be life-threatening. For dispensingiof pharmaceuticals, however, if a pharmacy order num
data on the tag, the risk is low_because the number itself is non-significant and would

ould be required to understand the code's association.

assessment

Application Security*Project (OWASP) identifies other factors to security threat levels that incl
otential, Reproducibility, Exploitability, Affected users, and Discoverability (DREAD). DRE
nfluences the ‘thinking behind setting the risk rating, and is also used directly to sort the ri
he OWASP.LIs targeted toward software security threats, the categories are applicable for
bn RFID security. The DREAD algorithm is

DREAD (DAMAGE + REPRODUCIBILITY + EXPLOITABILITY + AFFECTED USERS

FID

or

lity,

ces

rity
-of-
the
ber
not
CY's

Lide
AD
bKS.
this

DISCC

VERABILITY) /5 ;

and is used to compute a risk value, which is an average of all five categories. The calculation always
produces a number between 0 and 10; the higher the number, the more serious the risk.

Damage Potential: If a threat exploit occurs, how much damage will be caused?

FIPS Publication 199 defines three levels of potential impact on organizations or individuals should there
be a breach of security (i.e., a loss of confidentiality, integrity, or availability). This document added
authenticity to the list of potential impacts and would fall into the damage category:

limited adverse effect on organizational operations, organizational assets, or individuals.

© ISO/IEC 2009 — All rights rese
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— 5 = The loss of confidentiality, integrity, availability, or authenticity could be expected
serious adverse effect on organizational operations, organizational assets, or individuals.

— 10 = The loss of confidentiality, integrity, availability, or authenticity could be expected
severe or catastrophic adverse effect on organizational operations, organizational
individuals.

Reproducibility: How easy is it to reproduce the threat exploit?

— 0 = Very difficult, requires extensive equipment and/or knowledge.

to have a

to have a
assets, or

Exp

Aff¢cted Users: How many users will be adversely affected? If unknown use 5.

Di

7

6.2

In 1
pro

— 5 =0ne or two steps required.

— 10 = Just a reader, without authentication.
loitability: What is needed to exploit this threat?
— 0 = Advanced programming and equipment knowledge, with custom or‘advanced attack td
— 5 = An exploit is easily performed but requires additional resources

— 10 = Uses commercially available equipment (readers/tags)

— 0=None

— 5 = Some users, but not all

— 10 = All users

coverability: How easy is it to discover this threat?

— 0 = System tools are available for monitoring and identifying threat

— 5 = Can figure it out by‘monitoring tag data and air interface, may require process change.

— 10 = Very hard to impossible — requires additional equipment and/or major process chang

Probability

nany scenarios, it is theoretically or actually possible to adversely affect an RFID system's secy
bability ‘of-such an attack is low. That is, such breaches might depend on:

<< Access to a remote, secure database

ols.

rity but the

— Unusual or contrived circumstances to enable reading or data manipulation

— Expensive or sophisticated equipment (that exceeds the value gained from the security breach)

— Unusually specialized knowledge of the target system

In these scenarios, the probability is low and may not require significant security measures.

In other scenarios, the probability may be determined to be high because of the value of data accessed or

acti

on enabled by the breach. These scenarios may require more significant security measures.

© ISO/IEC 2009 — All rights reserved
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7 Threats

Threats are categorized as normal, abnormal, or malevolent. Normal or abnormal threats are the result of
physical or environmental effects, e.g., daily wear and tear on a tag or reader or accidental damage. This
document will focus on malevolent threats (intentional user abuse - human factors). The physical destruction
of the tag and/or reader is not considered in this document because there are no technical solutions to
discriminate between an intentional or unintentional destruction of a tag and very few means
(countermeasures) to address it. Some of the types of threats are listed in 7.1 to 7.9.

The threats can be grouped into three primary categories labeled as Mimic, Gather, and Denial of Service
(DoS) These r‘nfngnrine are shownin I:igllrn 2

System security is compromised.

Gather >*< Mimic

#1 Skimming
#2 Eavesdropping
#5 Data tampering

#3 Spoofing
#4 Cloning
#6 Malicious code

<2
Denial of Service \& /

#7 DoS \
#8 Unauthorized k|II|n@f tag
#9 Jamming/shielding.

0
.

Makes the@g_é not detectable by reader ||

ystemb
OQ~

C)% Figure 2 — Threat categories
For skimming—eavesdropping—speoofing—and—cloning—the—read—and—write—rangesmay—be-very—diffefent

especially for passive tags. Close proximity and higher power are required to write data to a tag. Listening to a
tag can be done from comparatively much longer distances with highly sensitive receivers.

7.1 Skimming data

Skimming data is the unauthorized access of reading of tag data (skimming). Data is read directly from the tag
without the knowledge or acknowledgement of the tag holder.

6 © ISO/IEC 2009 — All rights reserved
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7.2 “Eavesdropping” or “sniffing” on transmission between tag and reader

Eavesdropping (also called “man-in-the-middle” reader) is unauthorized listening/intercepting, through the use
of radio receiving equipment, of an authorized transmission to monitor or record data between the tag and
reader for the purpose(s) of:

— collecting raw transmissions to determine communications protocols and/or encryption

— collecting the tag's data, or

dat O 1 ££1 44
UTLTTITITTYy Ao pattelnio

7.3 Spoofing

Spoofing is defined as duplicating tag data and transmitting it to a reader. Data acquired from a tag, by
whatever means, is transmitted to a reader to mimic a legitimate source. For example,|for an electrpnic seal, a
threat that defines spoofing is where the e-seal information is transmitted to the réader from some| alternative
soyrce that is not the original e-seal.

7.4 Cloning

Clohing is defined as duplicating data of one tag to another tag. Datayacquired from a tag, by whatg¢ver means,
is written to an equivalent tag. For example, in contrast to spoofing; cloning an e-seal would be the|duplication
of the e-seal and replacement of the original with a duplicate/cloned version that would then commuynicate with
the|reader.

7.8 Data tampering
Dafa tampering is unauthorized erasing of data to render the tag useless or changing of the data. For example

dath tampering in the consumer goods marketcould involve changing the price of an item for [sale to the
detfiment of the owner.

7.6 Malicious code

Insertion of a executable code/virus to corrupt the enterprise systems is hypothetically possible given a tag
with sufficient memory and range.

7.7 Denial of access/service

Denial of service\(DoS) occurs when multiple tags or specially-designed tags are used to overwhelm a
5 a blocker
SP 800-98

Killing of a tag is an operational threat in that the physical or electronic destruction of the tag deprives
downstream users of the tag of its data.

7.9 Jamming/Shielding

Jamming is the use of an electronic device to disrupt the reader's function. Shielding is the use of mechanical
means to prevent reading of a tag.

© ISO/IEC 2009 — All rights reserved 7
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8 Scenarios

The following sections show various applications and discussions of probability of a threat and the impact
associated with the threat. These are only examples and not absolute cases.

8.1 Unsecured access control card, no personal identification number (PIN); No encryption
or other security feature

Potential Risks:

— Degtacanbereadremotety-from—card
Data can be “spoofed”
— Card could be cloned
Kiling of tag
— Jamming
Potentjal Gain:
— Upauthorized access to “controlled” area
Impact:
— Varies from very low to very high depending on the areato which access is granted.
— If pccess granted only to “general” areas, impact isjow.
— If pccess granted to secure/sensitive area, potential impact may be very high.
Likelihpod of Attack
— High
8.2 Secured access control card;'nho PIN; Encrypted or other security features
Potentjal Risks:
— Dagta can be recorded via eavesdropping
—  Cloning

— Killing oftag

— Jamming

Potential Gain:

— Unauthorized access to “controlled” area

Impact:

— Varies from very low to very high depending on the area to which access is granted.
— If access granted only to “general” areas, impact is low.

— If access granted to secure/sensitive area, potential impact may be very high.
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8.3

Likelihood of Attack:

— Low to moderate because of encryption or other security features.

Customer Loyalty Card
Potential Risks:

— Data can be read remotely from card

ISO/IEC TR 24729-4:2009(E)

8.4

— Data can be "spoofed” or cloned

— Killing of tag

— Jamming

Potential Gain:

— Unknown

Impact:

— Very low due to limitation of benefit to be gained
Likelihood of Attack:

— Very low due to limited benefit to be gained

EPC Label (Batch Tag ID only)

(Tag ID section of EPC memory contains only a tag batch number and not a serial number.)

Potential Risks:

— Data can be read remotely from tag
— Tag can be duplicated

— Data can beltampered with

— Tag can-be killed

Potential-Gain:

=< |dentify high value items

— Change identity of high value items to low value items or vice versa

Impact:

— Potentially high (profit loss), depending on value of item

— Low for killing of tag; bar code or human readable interpretation (HRI) backup of data available

Likelihood of Attack:

— Low to high depending on value of item

© ISO/IEC 2009 — All rights reserved
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8.5 Contactless Payment, No PIN
Potential Risks:
— Data can be read remotely from tag
— Tag can be jammed
— Spoofing/cloning

Potential Gain:

— Upauthorized purchases
— Identity theft

Impact:
— Lgw due to back-end checks and/or limit on value of transactions
Likelihpod of Attack:

— Low due to limited read range

8.6 Contactless Payment, PIN
Potent[al Risks:
— Data can be read remotely from tag
— Tag can be jammed
— Spoofing/cloning
Potental Gain:
— Upauthorized purchases
— Identity theft
Impact:
— Low due to baek+end checks, limitation of liability

Likelihpod of Attack:

— Verydow due to requirement for PIN

8.7 Contactless Payment, Biometric or other physical activation
Potential Risks:
— Tag can be jammed
Potential Gain:
— Unauthorized purchases

— Identity theft
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Impact:
— Very Low due to back-end checks
Likelihood of Attack:

— Very low because physical activation enables only eavesdropping, limited read range

8.8 Pharmaceutical e-Pedigree

PotenttatRisks:

— Data tampering (change data)

— Killing of tag

Potential Gain:

— Change identity of controlled substance

— Divert or counterfeit controlled or high value drugs
Impact:

— High for changing identity

— Low for killing of tag, other back-up will be available
Likelihood of Attack:

— Low to moderate because of existing 'supply chain security measures

8.9 Example of Impact
Prgduct ID impact depends on the product.

Example: salt

safety conseguences.

Example: Replacement parts - fasteners

for/injury. Fasteners often require different grades depending on the application, such as

Fasteners sold for home use are low value items. Failure of fasteners offers some, but not gr

Table salt is a low-value product. Salt used in healthcare grade saline solution is an extremely| high value
product. Changing’the EPCglobal code of table salt to high value salt could have severe |health and

edt, potential
cTommerciaI,

automotive and aerospace. Fasteners that are intended for commercial or automotive applications, if

used on aircraft requiring aviation grade fasteners can lead to catastrophic failure resulting
lives.

© ISO/IEC 2009 — All rights reserved
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8.10 Summary

There is no clear pathway or absolute approach to determining application and threat levels of probability or
likelihood of attack and impact.

Table 2 illustrates varying probability and impact of the different threats for several representative scenarios
discussed in Clause 8. Table 2 shows the rankings used in Table 1 to determine: L = Likelihood of attack,
P = Probability of success (ease of attack), | = Potential Impact from very low to very high.

Ease of attack is a relative evaluation of the level of technical skill or equipment required plus the application
environment_and_ather constraints. A very high level of relative ease means that little skill or elnpr‘izli ed
equipmentlis needed and that the application environment does not provide physical safeguards or constrajnts
thus the higher the ease of attack the greater the probability of success.

Table 1 — Key for Table 2, Threat scenarios and potential impact levels

Key:
L = likelihood of attack; P = probability of success (ease of attack); | = impact
@) o [ ]
Low Moderate High
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Table 2 — Threat scenarios and potential impact levels

< o =] [72] N -
o - o c ()]
3 £ e £ 2 st [3s [28 [0 |E
0 >a o c ® o o ® g3 £ ® £
s £ 88 2 2 og |50 [§8 [EF | &
g 73 S n © S s o® 4 S
o O O O O O O O O
Contactless
(o] O (o] O O @) O O O
Payment, No PIN P
| O O O O O O O O O
Cdntactless L © ° © © © © © < °
Payment, P O O O O @) O o O o
Physical Activation | o o o o o o o o o
Cdntactless L i ® i © © © © © °
Payment, P o o o O @) O o O o
PIN | o o o o o o o o o
L @] o [ ] [ ] O O O [ J O
C':fctjomer Loyalty P ° o o ° o o o) ° o)
(=
| O O @) O O O O O O
L
EAC Shipping . i d o ® ° © o o o
Cdntainer Label ([ ] [ ] o ® ([ @) @) o o
(Batch Tag ID only) | | o/e ole o/e ole ole ole o o o
@) O QO @) [ ] O O @) O
Pharmaceutlcal e- P o o b o o o o ° o
Pedigree
| (o] (o] [ ] [ J O @) (o] @) O
L [ ] o (] O O O o o o
Shipping Container ° ° o o o o
o (o] (o]
Lapel (Full Tag ID) | ©
| o/e o/le o/e o/le o/le o/e O O O
L Q [ J [ ] @] O O o o o
Sdcured Access
O o o O O O o O o
Cdntrol Card, No PIN | P
| o/le o/le o/le o/le o/le o/le o/le O/le o/le
[ ] [ ] [ ] [ ] O O (o] (o] (o]
Unlsecured Access
(o] (o] O (o] O O (o] O (o]
Cdntrol Card, No'PIN | P
| o/e o/le o/le o/le o/le o/le o/le O/le o/le
Notge: O/@ indicates that impact is highly dependent on the type of data or access provided.

9 Types of security safeguarding countermeasures

Countermeasures can be categorized from basic to sophisticated. In general, the more sophisticated the
countermeasures, the more expensive the tag. Furthermore, not all countermeasures are applicable to all
threats.

In addition, some physical measures can be employed, such as shielding, to prevent unauthorized access to

tag data. Technical approaches to countermeasures are listed below. The specific risks and countermeasures
are identified in Table 5.
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This list of countermeasures is not comprehensive and new methods are continuously being developed to
provide for security. Some emerging solutions, which at the time of publication are not available for
deployment, include chaff, and tag aliasing. Others are well documented.

NOTE

For further information about chaff and rogue tags and receivers, see NIST SP 800-98 (bibliography item [6]).

Chaff describes the creation of a noisy background with the ability to detect a signal of known characteristic.

No single countermeasure is 100 % effective in all situations. Combinations of countermeasures can be used

to increase

9.1

True Write
cannot be
programmi
altered late

9.2 ISO
ISO/IEC 15
manufactu
ISO/IEC 15
to authenti
manufactu
identifies tH
is attached

The combi
assurance
that item

programmgd by the manufacturer and locked before distribution. At the time of this publication,

effectivene
and the ab

When the
potentially
EPC comp

9.3 License plate

A license [
provide se

level determined by, the Security of the enterprise systems as shown in Figure 1.

Wafer programming-(true WORM)

RFID data access security.

Once-Read-Many (WORM) tags are programmed at the fabrication facility with a unique code

changed. Since the data cannot be changed after manufacture, as an examiple, w.
ng of a WORM device at the IC foundry prevents data from being inadvertently or clandestir
r in the supply chain.

Tag ID verification

963 defines a unique tag identification (Tag ID) encoded by ,the"integrated circuit (I
er. For the purposes of this countermeasure a Tag ID shall be/serialized in accordance

963 to uniquely identify the chip and then locked by the I.C. manufacturer. The Tag ID can be u
cate that the chip is the original and not a copy. To provide J.C_traceability and tracking, the

e RFID chip and the Unique Item Identifier (Ull) uniquelyidentifies the item to which the RFID

hation of Tag ID and Ull, with a secure chain_of‘custody within the supply chain, provides
of anti-counterfeiting. The supplier of a tagged.item communicates both the Ull and the Tag Il
pbeing shipped to the recipient. This solution® presumes that tag identification serialization

5s of this countermeasure is weakened because of the availability of field programmable Tag
lity to validate when the Tag ID was manufactured.

original EPC UHF Gen2 specification was developed, concerns existed that the Tag ID m
supplant the EPC (Ull); consequently the Gen2 specification did not require Tag ID serializat
iance has continued to not'require Tag ID serialization through Version 1.2.0.

late is the use 6f’a non-significant number that serves only as a pointer to a database. This
curity by not representing any sensitive information in the open. The security of this method is
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Memory lock is the disabling of the write/rewrite function on the tag or a given block of memory, preventing
unauthorized users from deleting or changing data or inserting unexpected data.

9.5 Password protection

A password is used to unlock the tag's memory for either read or write operations, or both.

9.6 Authentication

There are three types of authentication, data, reader, and tag authentication. At the time of this document
development, reader and tag authentication standards are still in development.

14

© ISO/IEC 2009 — All rights reserved


https://iecnorm.com/api/?name=1077dccdb9ac07ab20fd5c6939d3c2b3

9.6.

ISO/IEC TR 24729-4:2009(E)

1 Data authentication

Data authentication is a comparison of known validated data with read tag data. Back end systems that
anticipate data content and validate that ‘what is received is what is expected’ is a form of data authentication.

9.6.2 Reader authentication

Reader authentication is a process by which a tag ensures a reader is authorized to access tag data.

9.6.3 Tag authentication

Tag

9.7

Forn
tha
seV
knd

9.8

RF
pla

authentication is a process by which a reader ensures a tag is an authorized tag to send data-

Cloaking/Data security (obfuscated ID)

the purposes of this document cloaking is the process of altering the transmitted Ull code that]
h the Ull encoded, thereby obfuscating the identity of the item to which the RF*tag is attached
eral methods by which cloaking could be accomplished, however, at the time of this writing
wn to be available to public standards.

Encryption

D security at one level can be handled through data encryption. Encryption is the process of ¢
ntext message into an alternate ciphertext message. The, Ciphertext message contains all the

of the plaintext message, but is not in a format readablesby a human or computer. The inverse

ext
infa
the

Th
Th
inv

acting the original information, is called decryption)‘and can only be accomplished usin
rmation, called a key (a relatively small amount ofdnformation that is used by an algorithm to
transformation of plaintext into ciphertext, or vice versa; see bibliography item [1]).

use of public or private encryption schemes:when writing data to the tag is discussed in detail

blved in the chain of data custody is required for successful key distribution.

is different
There are
, hone are

onverting a
nformation
process, of
g auxiliary
customize

n Annex A.

primary issue and barrier to using encryption is key distribution. A communication channpel with all

9.9 Limitation of read distance
9.9|1 Frequency selection
The choice of frequency.defines the distance of which the tag can be read. Many systems rely on distance as
a pfimary means of,security. Table 3 illustrates representative frequencies and typical ranges as referenced in
the|Supply chain applications of RFID International Standards (1SO 17363, ISO 17364, ISO 17365,(ISO 17366
and ISO 17367):
NOTE ISO 17364, 1ISO 17365, ISO 17366 and ISO 17367 are under preparation.
Table 3 — Typical tag performance
Parameter 860 — 960 MHz 13,56 MHz <135 kHz 433.92 MHz
Passive Passive Passive Active
Distance 3 meters 0.7 meter 0.7 meter 30 meter

9.9.2 Physical activation

The ability to have a tag transmit only when the user activates the tag, e.g. using a momentary switch,
electrical, or physical addition to alter the readability of a tag requiring close proximity to read during a
prescribed time period. Direct electrical contact offers the most secure form of physical activation.

© ISO/IEC 2009 — All rights reserved
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9.10 Summary

Table 5 shows threats and potential countermeasures available for that threat with a level of effectiveness as
depicted by the rankings ranging from none to high. The key for the table is shown in Table 4:

Table 4 — Key for Table 5 — Threat and Countermeasure effectiveness

- O o ]
Il\llUlle LUVV rV‘iUUIUI atc Hlyil
Table 5 — Threat and Countermeasure effectiveness
Threat >
----- (=] o g) 7)) G [@))
Colinter-measure Vv | £ 2 | € o s 3 ©o | £
= 23 |5 € a |3 T 2 =
€ o |3 € sg |2 ez | €
= © O a o T & ©_ O O O &
n w o n (&) Q- =Q Qv S
WORM - - - - PY ° _ -
ISO[Tag ID - - - o : O - -
Licepse Plate - - - - - (o] - -
Men+ory Lock - - - - [ J o - -
Password PIN o ] ° o o o - -
Autlfentication o o o o o o - -
Clodking ] - o i ] _ ) -
Encryption - - - - o (o] - -
Obfyscation/Hash/ -
o - \ - - lo) (o) -
Rangdomization
Readl Distance/
Oth¢r Constraints © ° ° ) ) ) ° °
Physical Activation ° ] ] O - - o o
10 Threat response “best practices”
It is not possible to define the best approach for every product type, application and threat potential. It is up to
systems dgsighers to assess the risk and choose appropriate countermeasure(s).

However, some general guidelines can be stated:

e Limit data on tag to non-significant database pointer.

e Check Tag ID.

e Employ database lookup for sensitive data or validation.

e Employ checksums.

e Employ secondary security measures in back-end systems.

e Filtering.
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