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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

The[prO s g ' ToSe Imtende ’ rther_maintenance
are descrlbed in the ISO/IEC Directives, Part 1 In particular, the different approyal criteria
needed for the different types of document should be noted. This document'was |drafted in
accardance with the editorial rules of the ISO/IEC Directives, Part 2 (see wwwdso.6rg/directives or
www.iec.ch/members_experts/refdocs).

Attention is drawn to the possibility that some of the elements of this do¢ument may be
of pptent rights. ISO and IEC shall not be held responsible for identifying any or all

rights. Details of any patent rights identified during the development of the document w
Intrgduction and/or on the ISO list of patent declarations received (see-www.iso.org/patent

the subject

such patent

11 be in the
5) or the IEC

list ¢f patent declarations received (see https://patents.iec.ch).

trade name used in this document is information given f0r'the convenience of users and does not

titute an endorsement.
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an explanation of the voluntary nature of staidards, the meaning of ISO specific
essions related to conformity assessment, .as¢well as information about ISO's ad
World Trade Organization (WTO) principles' in the Technical Barriers to Trade
v.iso.org/iso/foreword.html. In the IEC, see www.iec.ch/understanding-standards.

This
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document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information
ommittee SC 27, Information security, cybersecurity and privacy protection.

technology,
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feedback or questions on thi§)document should be directed to the user’s nationa
. A complete listing of \these bodies can be found at www.iso.org/member

v.iec.ch /national-committees.
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Introduction

The white box cryptography (WBC) is a specific implementation method for cryptographic algorithms
where the secret key and the algorithm are entangled, so that the user can freely stimulate the latter.
However, the secret key is deeply engraved in the implementation, such that it is hard to extract and is
unambiguous. Furthermore, it is also difficult to update the WBC implementation in order to change
the key:.

WABC is typically used for implementation when secure cryptographic module functionality (such as
a tamper-resistance device or a physically unclonable function) is unavailable for the protection of
secrets.

Business cases include DRM (digital right management) and HCE (host card emulation), in thé contexts
of media prfotection and payment applications. WBC implementations are widely deployed len mgbile
devices, where the cryptographic implementation is provided over the top.

The purpoge of this document is to provide best practices on security assurance’and to facilftate
users to aspess the security level of several WBC implementations. It is important to share comjmon
information} and best practices about test and evaluation of WBC security.
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Information security, cybersecurity and privacy
protection — Security techniques — Security properties
and best practices for test and evaluation of white box

cryptography
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document introduces security properties and provides best practices on the testjand e
e box cryptography (WBC). WBC is a cryptographic algorithm specialized fovr-a‘key of
e the said key cannot be extracted.

valuation of
secret, but

WBC implementation can consist of plain source code for the cryptographic algorithin and/or of

vice implementing the algorithm. In both cases, security functions are implemented
Cker from uncovering the key or secret.

rity properties consist in the secrecy of security parameters.coricealed within the imp
e white box cryptography. Best practices for the test and.evaluation includes mathe
tical analyses, static and dynamic analyses, non-invasive and invasive analyses.

document is related to ISO/IEC 19790 which spe€ifies security requirements for cry

modules. In those modules, critical security parameters (CSPs) and public security paramsg

are

he assets to protect. WBC is one solution to conceal CSPs inside of the implementation.

to deter an

ementation
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rters (PSPs)
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hpplies. For
Its) applies.
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resses:

2 Normative references

The|following documents are referred@o in the text in such a way that some or all of t
congtitutes requirements of this document. For dated references, only the edition cited
undated references, the latest edition of the referenced document (including any amendmer
ISOAIEC 19790, Information technology — Security techniques — Security requirements for cr]
modules

3 [ferms and definitions

For the purposes-of this document, the terms and definitions given in ISO/IEC 19790 and t}
applly.

ISO gnd IEC maintain terminology databases for use in standardization at the following add
— SO Omntine browsing ptatformavaitabte at ttps// Wwwiso.0rg/obp

— IEC Electropedia: available at https://www.electropedia.org/

3.1

white box cryptography

WBC

physically unprotected cryptographic software implementation aimed at mitigating the risk of
extracting secrets obfuscated within the implementation

3.2

white-boxing generator
program which dynamically generates a new white box cryptography (3.1) instance
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3.3

disembedding
extracting software binary code from its intended platform in a malicious way to transfer it to a
separate platform amenable to analysis

4 Security properties of white box cryptography

4.1 Implementation of a white box cryptography

4.1.1 Gemerat

A white bo
function. TI
execution d

k cryptography (WBC) implementation is a software code implementing a cryptegra
ie implementation can be varied, to match constraints in terms of performance (code
uration, power or energy consumption, etc.), usability (portability, descriptien langt
Security.

cription of a WBC

ementation can be available in different forms including:
code or compiled code (e.g. binary code).

" intentionally obfuscated code.

one code with an API (application programming interface) to a software cryptogra

etc.) and of
4.1.2 Des
AWBC imp
a) Source
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library

difficul

(hence with a clearly defined boundary) or c6de’embedded into an application (hen
task to separate the WBC code from the applicative code).

d) For grgatest risk mitigation, typically, a uniquéZWBC instance is deployed for each obfusg
cryptographic operation or key usage for each platform instance. It is indeed common to distri
a uniqye WBC implementation (corresponding to a unique key) per device. Therefore, there

need f
WBC cq

1) Iti
in
bad

2) On
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3) Iti

de generator (as known as whife-boxing generator), including:

b public. This is either becatise it has been stolen or leaked by an insider, or because it is
 trustworthy context where it is paramount that the system be open so as to avoid ris
kdoors; or

figured withysome secrets; or

5 completely secret.

The generdtion/of the WBC implementation (displayed as “WBC exe”) from the WBC generat

depicted in

Figure 1 showing the two contexts of white-boxing generator; when the attacker kr

phic
Size,
lage,

phic
ce a

ated

bute

is a

a program to generate WBC implementations. There are various levels of availability of the

ised
ks of

y some aspects ‘are known. This means the design rationale can be public, but be itself
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be

envisioned. Depending on the case, the analysis strategy can differ. The input/output correspond to the
user interface of the crypto-algorithm except the secret key, for example:

a) Ifthe application is a block-cipher input is Plaintext and output is Ciphertext

b) Ifthe application is a digital-signature input is the message to be signed and output is the signature

c) If the application is a Message Authentication Code, input is the message to be authenticated and

output

is the authentication tag
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WBC generator

design/
implementation
is known?

crypto - crypto =
algo source |whitebox| = algo source E
i o
1 —apn < g
RCY : T ] =)
ldr r4,[r1] ldr r4,[r1]
input |=y WBC output input |=v WRC output
—>1s1 : > >{1s1 s /=
€01 exe r0 €01 exe r0
1sr r0,r12,#2 1sr r0,r12,#2

Figure 1 — Context of an evaluation of a white-box-implementation

4.1.3 Adherence between WBC code and the device hosting-it

The
way
secr]

WBC implementation can be specialized to run correctly only on a specific device. Examples of
5 to tie a code to a device include the use of embedded keys and/or counters, emulation software or
et virtual machine/sandbox.

This
be h
secr

adherence requires some security features. Typically, the device specific values are 5
hrd to extract by the attackers. Similarly, itis supposed that it is hard for an attacker to
et associated with the WBC operation, er.to manipulate the WBC operation in a manner

upposed to
extract any
that has an

advgrse security impact.

4.2 | WBC attack path(s)

4.2.1 General

Id combine
n the WBC
key (or key

The [state-of-the-art attdeks techniques are reviewed in 4.2. In practice, an adversary wot
several attack steps(to“achieve his goal, such as uncovering the secret key concealed i
implementation. THe attacker would also typically finish his attack by validating the found
candidates) by predicting other ciphertexts from unseen plaintexts.

A

4.2.2 De-embedding of code (code lifting)

The WBG implementations are better studied if indeed they can be freely observed and marjipulated by
an attacker—Therefore,amattacker-initialty attemptstoaccessthecode-Thiscanmbeachieved when the
code is downloaded inside the device. There are many paths via which an attacker possibly can lift the
code in theory, but that platforms can mitigate that risk though various controls such as the provision
of secure code download channels and various access control measures. But the device can implement
some protections. For instance,

a)

the device possibly can enforce some restrictions to the way the WBC is called, such as limited
number of calls (in absolute or per unit of time);

b) the device possibly can randomize the execution.

Therefore, recovering the code is a means to analyse it with more freedom. Typically, it is possible to
have a full access to the code and also to its simulation. Moreover, one can also modify the code. For
instance, in order to replace the return value of the function with a constant. In such conditions, the
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code can be analysed in a view to identify and then exploit weaknesses in the WBC design. Code lifting
can take on two aspects:

a) Overcoming copy protection: the attacker is required to find a method to read the WBC code out of
the device, though there can be no functional means to actually extract it.

b) Running the code on a clone platform, which is instrumented to observe and/or alter step-by-step
the code while it is executed; this can require building such testing environment, possibly specific
to the implementation being investigated.

4.2.3 Device analysis

Some implgmentations of WBC can make it hard to achieve code lifting. It is therefore possible fa
attacker to[perform indirect observation and/or perturbation of the code, e.g. by spying en.mer
usage or other shared resources (such as cache memories, etc.). Alternatively, observation/perturbsa
can be perpetrated from the outside, by the exploitation of so-called side-channelsB!. Those
unintended| physical interactions that a remote attacker can measure from the WBG<implementz:
under analysis.

r an
nory
tion
are
tion

4.2.4 Code analysis

The WBC cpde can be analysed by classical reverse-engineering techniques. It is customary to clagsify

them in t

(abstract syntax tree), and manages to typically simplify it. Dyndmic analysis executes the code

observes t

memory us
(shortcut fq
the variabl
are comple
symbolic e3
code. Itis, t
values to s
techniques
(public or 1
secret key.

During stat
consuming
of the conc
are statisti
guessed va
key to reco
technique b
analysis(2])

categories: static and dynamic analyses. Static analysis-represents the code as an

traces, which include register values (including the special registers, such as the flags)
hoe (such as the stack and the heap, etc.). Some niixed techniques exist. Typically, con
r “concrete and symbolic”) consists in simulating the code, albeit with formal value
es. In this sense, the execution is “symbolic’Nonetheless, because cryptographic c
k, and also because WBC implementations_further intentionally make it more complex
tecution becomes too computationally intensive as the analysis steps further deep ir
hus, possible in concolic frameworks for the tester (the attacker) to fix concrete (numer
bme variables (which as otherwise’zmanipulated as formal terms). Dynamic and con
im at better understanding the code, with a view to clarifying how the secret key anc
ot) algorithms can be separated, thereby allowing to extract parts or whole portion o

c or dynamic analysis, values can be analysed visually. However, such technique can be
and it further requires human skills and attention. An alternative is to automate the ana
rete or formal dataycollected during the analysis, by the use of some distinguishers. T
al tools which allow for checking whether a link exists between intermediate variables
riables (e.g.«through a model). When the model is parametrized by a portion of the se
ver, the distinguisher acts as an oracle to decide which key portion is the most likely.
ased on'concrete simulation of lifted code is explained in the DCA (differential comput

AST
and
, the
colic
5 for
bdes

the

the
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| the
f the

time
lysis
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tion

4.3 WBC

usages

4.3.1 General

This document focuses on secrets engraved within the WBC implementation. However, without loss of
generality, it can be envisioned to use WBC design rationale to store a PSP (public security parameter),
such as a public key meant to verify a digital signature, inside the implementation. The WBC
implementation takes care not to allow the attacker to substitute his PSP to the genuine PSP. This case
is not precluded in this document, but neither further developed. Indeed, algorithms using PSP such as
digital signatures typically return a binary value (true if the signature is correct, false otherwise). It is
thus straightforward to wrap the WBC code with a code which modifies the returned value according
to a forged PSP chosen by the attacker.
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Use-cases or white-boxing for standard algorithms classes are further developed in 4.3.2 to 4.3.5.

4.3.2 Symmetric encryption

Secret key algorithms, such as block ciphers (e.g. as specified in ISO/IEC 18033-3, or lightweight block
ciphers, as specified in ISO/IEC 29192-2), are natural targets for being white-boxed. The secret is the
key. The algorithms can be used in any mode of operation: the secondary security parameters (such as
initialization vectors, counters, tweaks, etc.) need not be secret but are expected to remain unaltered,
otherwise the mode of operation can be broken. Indeed, the general recommendations of proper usage

apply, the cryptography being white-boxed or not.

All'h

4.3.

igher-level protocols, such as “authenticated encryption”, are also natural applications

B Asymmetric encryption / signature

Asymmetric protocols usually consist of three algorithms: key generation,\\public key

encr
The
the 4

app¢

Post

cryql
whi

4.3.4

yption or signature verification) and private key usage (such as decryption'or signature
private key operation, for RSA and elliptic curve cryptography, are a1atural targets. F
isymmetrical algorithms standardized in ISO/IEC 14888 (all parts)Specify “digital sign
ndix”. They can advantageously be protected by white-boxing.

Lquantum cryptographic algorithms (such as lattice*based, code-based,
tosystems) implement key Encapsulation/Decapsulation) Mechanisms and digital
h are also a venue for WBC.

I

I Keyed hash function

Somle cryptographic algorithms use hash functions along with a secret key. For instan

auth
ISO

Ano
This

4.3.

The
is in|
MIL
extr
hard

Ann
sped

entication codes (MAC) use a symmetrictkey, which is therefore expected to be
[EC 9797-2 specifies MAC algorithms which can benefit from WBC.

ther venue is that of key derivationfunctions (KDFs), when the derivation function is i
derivation function can be white-boxed.

b Customized cryptographic algorithm

WBC technique can alse“advantageously be applied to a customized algorithm. If thi

deed kept secret (fot.example media protection with C2, SM1 or CSA, GSM A5, const3

ENAGE 4G telecommunication SIM (Subscriber Identification Module) managemen

hction is a problem which is mixed with that of algorithm recovery. Indeed, it is usually
to extract a-key from an unknown algorithm (one noticeable exception is that of cube 4

bx A givesjjustification for dedicated algorithms, which are easily amenable to be white
ification of such algorithms can be (at least in parts) secret, so as to raise the difficulty

for WBC.

usage (for
reneration).
pr example,
atures with

nultivariate
signatures,

fe, message
protected.

tself keyed.

5 algorithm
nts used in
). The key
considered
ittacks).

-boxed. The
of attacks.

4.4

Security properties

4.4.1 General

Security properties for the protection of the secret key of a WBC implementation are listed and
described in 4.4. The two main security properties are described in 4.4.2 and 4.4.3, which correspond
to the requirements on CSP in ISO/IEC 19790.

4.4.2 Secrecy of the key

The key is secret and the difficulty of secret extraction is increased over logically or physically accessible
implementations that do not use such obfuscation measures. For instance, the attacker can analyse the
device frontally, or instead deport its analysis on the white-boxing generator software which created it.
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4.4.3 Difficulty to attack diversified instance

The white-boxing generator software is expected to not allow for recovery of the design rationale
(Kerckhoffs’s principle ideally applied, but in practice, code generation [white-boxing generator] can be

secret).

4.4.4 Difficulty to lift the code

A WBC implementation necessarily runs on a host (which provides memory, registers, and implements
the instructions). This host can be native (pure hardware) or it can be emulated (such as a virtual
machine, a sandbox, etc.). The WBC implementation is more secure if it is difficult to lift it out of its host.

Indeed, attd
outside of t

4.4.5 Dif

The WBC in
are describ
A second le
play with tk

It is known|
consists in
obfuscation

A research
put forwarg

cks benefit from indirect observation or chancier (and less accurate) perturbation fronp the
he device.

ficulty to reverse-engineer the binary / obfuscation code

vels
key.
b not

hplementation can be protected with the idea of “defense in depth” in mrind. Security ¢
bd as shells. The first protection is the way the code mixes the algorithm and the secret
el is a way to make the code as difficult as possible to interpret. This second level doe
le semantics of the code, but applies tactics at low-level to make,the code obscure.

tion
tice,

that there is no general obfuscation algorithm for arbitrany codes. Therefore, obfuscs
empirical techniques, and have (generally) no formal ptoof of security. Still, in prad
slows down the work of attackers.

community is working on the so-called “indistinguishable Obfuscation” (i0) which ainps to
| some constructions (albeit theoretical at the titne*of writing this document) for WBC.

Some techriques of obfuscation can be elaborated. For’instance, it can be imagined that the WBC
implementdtion is compiled in a target with a secrétinstruction set, and running on an interpreter
which undgrstands the crafted instructions. Thélimplementation can also leverage self-modiflying
code, which disallows the attacker to reproduceianalyses, because those are expected to adapt t¢ the
unpredictable mutations of the polymorphiccWBC implementation. Other techniques make the fode
hard to understand. These include:

a) Flattenfing: this operation consistsn replacing a structured control flow by collapsing its hierarchy,
which gesults in a logic which is pruch harder to make sense from.

b) Entanglement: this operation consists in regrouping several unrelated variables into one strudture
(such af a long word, where the variables are regular words), and to compute on this aggregated
variablg, whose meaning is thus less contextual.

c) Interleaving: this\dperation consists in artificially merging several functions into only one, so as to
de-corijjelate the-function call from its actual intended effect.

d) Insertipn{of useless operations: this obfuscation technique consists in adding some operatiions
before La~real operation—and toremove these operations afterwards {in es—w the
supernumerary operations are commutative with the functional operation).

e) Insertion of tiled loops: this complexification consists in nesting loops into several hierarchy levels
where it would be both more natural and more efficient to implement a single loop.

f) Insertion of dead code: this technique leverages some complex computation for tautologies (e.g.
cos?(x)+sin? (x) instead of 1) to insert branches conditioned by never-reached selection (e.g. in C
language: if (cos (X)**2+sin(x) **2-1 == 0) { /* dead code inserted here */ }).

g) Usage of Code-Decoding patterns: this obfuscation strategy consists in changing the representation
of some data structures so as to carry out operations on seemingly unrelated data. This technique
relies on arithmetic invariants regarding the operational code, since commutative diagrams are
leveraged.
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Other techniques, such as data-code confusion or return-oriented programming.

Best practices for WBC

Tests condition

5.1.1 General

The

tests depend on the precise target, both of which are discussed in 5.1.2 and 5.1.3.

5l1IA
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5.1.
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5.2

5.2.
In5

p

WBC under source code version

tester has full access to the source code of the target software. Depending on the sit
ible that the tester has access to the design rationale. In addition, the tester’has ful
ss to the WBC exe in the test of the source code.

B WBC under compiled code version

ever, in general, for challenging applications, the tester has no aceess to the white-boxin
h is kept secret and is operated only in a trusted environmentg (see 4.1.2 and Figure 1).
rt would clarify the testing conditions. The tester has fuller limited access to the W
et WBC exe can be embedded in a device and it can be impossible to lift it. Even if e
ible, the WBC implementation is read in compiled version; disassembly is always possib
e program semantic is lost, thereby impeding logieal.attacks.

I Best practices for testing

e are various situations regarding devices protected by WBC. Best practices regard
BC implementation is that the tester places in the best possible conditions to perforn
ce code is available, it is preferable go-analyse the security of the WBC implementation
h is the most descriptive level (if-ho other documentation/comments are available to t
can further describe the cod€]) If only compiled code is available, but if lifting is p
cted to be done, as it is easiefr-to analyse the WBC implementation on a test harness thg

irding the white-boxing _generator, the tester is invited to collect as many impleme
ible of WBC createdby it, for a better analysis.

Security tests

Il General

2, meghanisms underlying particular WBC implementations and WBC applications arg

quot

ation system, as that presented in ISO/IEC 15408 (all parts), can be beneficial. It allo}

uation, it is
[ or limited

g generator,
The testing
BC exe. The
xtraction is
le, but most

ng the test
| the test. If
ht this level,
he attacker,
ssible, it is
n in situ.

ntations as

detailed. A
s to break

dow

n the dirriculty or the attackK according to six ractors: elapsed time, expertise, Knowledg

(target of evaluation), access to the TOE, equipment and number of open samples.

5.2.2 Testing the key secrecy

e of the TOE

The objective is to recover the key from one specific implementation, so as to clone it (i.e. predict

ciph

ertexts from unseen plaintexts, or generate valid signatures from unseen documents).

5.2.3 Testing the difficulty to attack diversified instances

It is expected to be difficult to learn the rationale of the white-boxing generator. The motivation is to
prevent an attacker from breaking one implementation with a specific effort, but then to learn so much
about the way the white-boxing generator works, that the subsequent breaks of other instances of WBC
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implementations becomes easier (much more than due to regular learning and speed-up enabled by the

writing of a

utomated tools).

The objective of the tester is to assess the level of difficulty to attack a WBC instance. Additionally, the
tester quantifies whether information from a successful attack on one WBC instance can be reused to

speed up th

5.2.4 Tes

e attack on another instance.

ting the difficulty to lift the code

The tester evaluates how practical it is to lift the code.

5.2.5 TeAting the difficulty to reverse-engineer the binary / obfuscation code

The tester ¢

6 Bestp

6.1 Gene

Some exam
[Z]. There :
the WBC in
which incly
there is no

mathemati
of secrets t
of external
information
according t
of encumbe

Given the multiplicity of constraints on the platform and/or of use-cases, the selection of the approp

evaluations
evaluationg

6.2 Core

6.2.1 General

Core analyj
obscure it.

6.2.2 Cry

valuates how practical it is to reverse-engineer the binary code.

ractices for WBC

ral

ples of evaluation results are published in open contests, as shewn in References [5], [6]

plementations, such as References [18] to [21]. Hereafter,-some methodical guidance it
de both logical and physical attacks, are detailed. Logical analyses aim at detecting
state of the device such that the key can be inadverténtly leaked out. These analyses ing
al analysis as well as defects in the specificationj which allow for instance the exfiltrg
hrough some functional ports (say a debug port){Physical analyses refer to the exploitz
information (referred to as side-channels). which, in collusion with nominally retri
, allows to gain illegitimate access to thekey or other secrets. The evaluation is class
b analyses which target the core of the WBC security, and analyses which aim at gettin
ring techniques.

is incumbent upon the tester.:‘Subsequent items are sorted with practically more impof
first, and less important eyaluations last.

analyses

es are techniques to evaluate the WBC in its pure form, i.e. without other techniqug

ptanalytic analysis of tables

and

ire some specialized scientific publications that provide means to assess the strengths of

Ems,
that
lude
tion
tion
pved
ified
o rid

riate
tant

ks to

Some WBC implementations, in particular those based on “random tables”, are better analysed as
mathematical objects. The implementation is abstracted by equations. Subsequently, this high-level
design is analysed logically with the help of logic distinguishers, such as spectrum analysis of vectorial
Boolean functions, as hinted in References [1] and [22].

6.2.3

Side-channel analysis on WBC

Distinguishers customarily used in side-channel analysis (see ISO/IEC 17825) can be leveraged on
digital data coming out a dynamic trace generation for example thanks to the help of a debugger. One
example of such physical attack is the differential computation analysis(2l,
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6.2.4 Faultinjection analysis on WBC

Perturbation by register / memory change, by debugging tools or by external fault injections, are means
to assess the resistance of WBC implementations[3l. Those analyses pertain to both logical and physical
attacks.

The perturbation can consist in permanent alteration of the binary, or transient modifications of the
data/code. The perturbations can be multiple, in space (at different addresses) and/or in time, and can
be adaptive. It is worthwhile to recall that perturbation is a rich technique to overcome cryptographic
algorithms. An example of a book providing a survey can be seen in Reference [4]. The search space of
the secret key can be reduced by using the differential equations of faulty and fault-free ciphertextsliel.

6.2. Evaluation involving combined techniques

The tester is expected to have the skills to combine attacks techniques, typically side-chann¢l and faults
anallyses, etc.

6.3 | Analysis aiming at circumventing access to the plain WBC protection

6.3.1 General

WB( implementations are typically protected by several techniques, applied one on top of| each other.
SucH security rationale is customarily referred to as “defense-in depth” strategy. One lin¢ of defence
congists of making it difficult for the attacker to reach the ¢ore protection. 6.3.2 and 6.3.3 d¢scribe how
sucH obstacles, which can be termed as “non-fundamental”, are expected to be analysed.

6.3.2 Reverse-engineering of the binary code

At the logical level, the tester is expected to attempt to reverse-engineer the binary code, for|subsequent
anallysis (as discussed in 6.1). To reach this ‘goal, the tester is expected to mobilize tools froin operating
systems rooting and software unlockiiig techniques, including abstract interpretation| automatic
simplification, etc.

6.3. Space hardness evaluation

Spade hardnessl[€] (not to bé.confused with “space” applications expected to be “radiation hardened” -
herd space relates to the, WBC implementation size) is a protection aiming to deflect atta¢cks on WBC
implementations. Forythe sake of impeding analysis, the WBC implementation can be madeg very large.
Such property has at least two usages for strengthening the security:

a) fhe disembedding of the WBC implementation is clearly visible, as a lot of unexpected fraffic flows
hrough(implementation ports;

b) |n the)case of adversarial read out of the WBC implementation (e.g. physical FLASH|dump), the
ecovered image is more likely to feature read errors (thereby seriously impeding logichl analyses)
1f the implementation is larger.

Thus, space hardness is expected to be evaluated to quantify how difficult it is to disembed the WBC
implementation because its size is too large. This evaluation can be related directly to the size of the
WBC implementations, or to the availability of an API to disembed it.

Still, large implementations also feature a larger attack surface, and also themselves are more likely to
contain implementation errors (e.g. bugs).

Space hardness can be bypassed by some techniques (compression, leaking chunks over time,
steganography, etc.)

© ISO/IEC 2022 - All rights reserved 9


https://iecnorm.com/api/?name=ffcc5987334d492d81c0fbf15f63c77c

ISO/IEC TR 24485:2022(E)

Annex A
(informative)

Design of white-boxing-friendly cryptographic algorithms

A.1 Context of general-purpose WBC

White-box fompetitions [2L6LIZLI17] have revealed that protecting existing cryptographic algoritthms
can be a repl challenge. This explains why WBC practical implementations resort to additipnal “pon-
essential” protections on top of the plain white-boxed implementation.

A.2 WB(-friendly cryptography

Therefore, ainother approach consists in designing domain-specific cryptographic algorithms effi¢ient
for being white-boxed. Some works in this direction are by Andrey Bogdangdv, Takanori Isobe et al., [8].[]
that build 4 white-box cipher whose security is based on space hardness,"and two possible variapts -
one by Pierfe-Alain Fouque et al. [10] and one by Jihoon Cho et al. [111.[12]}

In particular, this type of approach can realize more efficient implementations of WBC in ternps of
performande and footprint such as Jihoon Cho et al.[11.12] Thése works introduce new cryptogrgphic
algorithms|based on provable foundations from a cryptanalytic point of view e.g. Even-Manfsour
construction which can be customized to allow trade-offs between encryption speed and white-box
security.

A.3 WB( vs. Kleptography

It is alwayp possible in a cryptographic _implementation to hide a backdoor. WBC is particularly
amenable tp the malicious insertion of stich backdoors because the code is obfuscated. However,(this
issue referq to the correctness testing-0r functional testing of the implementation, which is out of the
scope of this document. Methodologiés in this respect can typically be found in ISO/IEC 29128.
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