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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

The[pro s g ' ToSe Imtende ’ rther_maintenance
are descrlbed in the ISO/IEC Directives, Part 1 In particular, the different approyal criteria
needed for the different types of document should be noted. This document'was |drafted in
accordance with the editorial rules of the ISO/IEC Directives, Part 2 (see wwwdso.6rg/djrectives or
www.iec.ch/members_experts/refdocs).

Attention is drawn to the possibility that some of the elements of this do¢ument may be
of pptent rights. ISO and IEC shall not be held responsible for identifying any or all

rights. Details of any patent rights identified during the development of the document w
Intrgduction and/or on the ISO list of patent declarations received (see-www.iso.org/patent

the subject

such patent

11 be in the
5) or the IEC

list ¢f patent declarations received (see https://patents.iec.ch).

trade name used in this document is information given f0r'the convenience of users and does not

titute an endorsement.

Any
cong

terms and
herence to
(TBT) see

For
expt
the
WWY

an explanation of the voluntary nature of staidards, the meaning of ISO specific
essions related to conformity assessment, .as¢well as information about ISO's ad
World Trade Organization (WTO) principles' in the Technical Barriers to Trade
v.iso.org/iso/foreword.html. In the IEC, see www.iec.ch/understanding-standards.

This
Subq

document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information
ommittee SC 42, Artificial intelligence.

technology,

standards
s.html and

Any
bodj

WWY

feedback or questions on thi§)document should be directed to the user’s nationa
. A complete listing of \these bodies can be found at www.iso.org/member

v.iec.ch /national-committees.
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Introduction

Artificial intelligence (AI) has the potential to revolutionise the world and carry a plethora of
benefits for societies, organizations and individuals. However, Al can introduce substantial risks and
uncertainties. Professionals, researchers, regulators and individuals need to be aware of the ethical
and societal concerns associated with Al systems and applications.

Potential ethical concerns in Al are wide ranging. Examples of ethical and societal concerns in Al
include privacy and security breaches to discriminatory outcomes and impact on human autonomy.
Sources of ethical and societal concerns include but are not limited to:

— unauth
— the pro

— opaque
toasla

— lack of
— insuffig

Al can oper
or algorithr
Al systems
developers'’

Future dev
increase th

prized means or measures of collection, processing or disclosing personal data;
curement and use of biased, inaccurate or otherwise non-representative training|data;

machine learning (ML) decision-making or insufficient documentation, comtnonly refe
Ck of explainability;

fraceability;
ient understanding of the social impacts of technology post-deployment.

ate unfairly particularly when trained on biased or inappropriate data or where the m
h is not fit-for-purpose. The values embedded in algorithms;as well as the choice of prob
and applications are used for to address, can be intentionally or inadvertently shape]
and stakeholders’ own worldviews and cognitive bias.

elopment of Al can expand existing systems and applications to grow into new fields

has not ke

b level of automation which these systems:have. Addressing ethical and societal conc
t pace with the rapid evolution of Al. Consequently, Al designers, developers, deplq

and users dan benefit from flexible input on ethical frameworks, Al principles, tools and method
risk mitigation, evaluation of ethical factors, best practices for testing, impact assessment and ef
reviews. This can be addressed through an.inclusive, interdisciplinary, diverse and cross-sec

approach, i
from Al eth
42.

hcluding all Al stakeholders, aided by International Standards that address issues ar
ical and societal concerns, inclirding work by Joint Technical Committee ISO/IEC JTC

rred

odel
ems
d by

and
erns
yers
s for
hics
oral
sing
[, SC

Vi
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Information technology — Artificial intelligence —
Overview of ethical and societal concerns

1

Scope

This document provides a high-level overview of Al ethical and societal concerns.

In a(Ildition, this document:

Thig document includes an overview of International Standards that address issues aris

ethi

2
The

congtitutes requirements of this document. For datéd/references, only the edition cited

undated references, the latest edition of the referenced document (including any amendmer
ISOAIEC 22989, Information technology — Artificial intelligence — Artificial intelligence c
ternjinology

3 [ferms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 22989 and t}
applly.

ISO and IEC maintain terminology databases for use in standardization at the following add

3.1

abil

agency
%y to define one's goals and act upon them

provides information in relation to principles, processes and methods in this area;
is intended for technologists, regulators, interest groups, and society at large;

is not intended to advocate for any specific set of values (value systems).

ral and societal concerns.

Normative references

following documents are referred to in the text ifivsuch a way that some or all of t}

[SO Online browsing platform: available at https://www.iso.org/obp

[EC Electropedia: available at https://www.electropedia.org/

ng from Al

leir content
hpplies. For
Its) applies.

bncepts and

le following

resses:

[SOURCE: ISO/TR 21276:2018, 3.6.2]

3.2

bias
systematic difference in treatment (3.13) of certain objects, people, or groups in comparison to others

[SOURCE: ISO/IEC TR 24027:2021, 3.2.2, modified — Removed Note to entry.]

3.3

data management
process of keeping track of all data and/or information related to the creation, production, distribution,
storage, disposal and use of e-media, and associated processes

[SOURCE: ISO 20294:2018, 3.5.4, modified — Added "disposal” to definition.]
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3.4

data protection
legal, administrative, technical or physical measures taken to avoid unauthorized access to and use of

data

[SOURCE: ISO 5127:2017, 3.13.5.01, modified — Removed Note to entry.]

3.5
equality

state of being equal, especially in status, rights or opportunities

qn
Cr

raall £

3t dafinie: oo 1
oo cCoTC— 1T OTIT O CTITITCIOTE

[SOURCE: I

3.6

equity
practice of
groups are

3.7
fairness
treatment (
are not detg

Note 1 to €
geographies

Note 2 to en
unfairness c

3.8
cognitive b

human coghnitive bias

bias (3.2) th
Note 1 to enf
[SOURCE: I

3.9

life cycle
evolution o
retirement

[SOURCE: I

3.10
organizati

eliminating avoidable or remediable differences among groups of people, whether t
Hefined socially, economically, demographically or geographically

3.13), behaviour or outcomes that respect established facts, societal norms and beliefs
rmined or affected by favouritism or unjust discrimination

ntry: Considerations of fairness are highly contextual andCvary across cultures, generat
and political opinions.

fry: Fairness is not the same as the lack of bias (3.2). Bia$ does not always result in unfairnes
hn be caused by factors other than bias.

ias
at occurs when humans are processing and interpreting information

ry: Human cognitive bias influencesjudgement and decision-making.

O/IEC TR 24027:2021, 3.2.4,imodified — Added "cognitive bias" as preferred term.]

O/IEC/IEEEN12207:2017, 3.1.26]

DI

company, (

hose

and

ions,

and

[ a system, produet;service, project or other human-made entity from conception through

orporation, firm, enterprise, authority or institution, person or persons or par

t or

combination thereof, whether incorporated or not, public or private, that has its own functions and
administration

[SOURCE: IS0 30000:2009, 3:10]

3.11
privacy

rights of an entity (normally an individual or an organization), acting on its own behalf, to determine
the degree to which the confidentiality of their information is maintained

[SOURCE: ISO/IEC 24775-2:2021, 3.1.46]
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3.12
responsibility
obligation to act or take decisions to achieve required outcomes

Note 1 to entry: A decision can be taken not to act.
[SOURCE: ISO/IEC 38500:2015, 2.22, modified — Changed “and” to “or” and added Note to entry.]

3.13
treatment
kind of action, such as perception, observation, representation, prediction or decision

RCE: ISO/IEC TR 24027:2021, 3.2.2, modified — Changed Note to entry to term and definition.]

y
ctation that a system does not, under defined conditions, lead to a state in whieh human life, health,

erty, or the environment is endangered
RCE: ISO/IEC/IEEE 12207:2017, 3.1.48]
rity

cts related to defining, achieving, and maintaining~ cenfidentiality, integrity, jvailability,
ntability, authenticity, and reliability

1 to entry: A product, system, or service is considered to’be secure to the extent that its userscan rely that
it fupctions (or will function) in the intended way. This issusually considered in the context of an apsessment of

stat¢ of the global system, including-€nvironmental, social and economic aspects, in which the needs
of the present are met without compromising the ability of future generations to meet theirjown needs

ability to identify or‘recover the history, provenance, application, use and location of an|item or its

4 Overview

4.1 General

Ethical and societal concerns are a factor when developing and using Al systems and applications.
Taking context, scope and risks into consideration can mitigate undesirable ethical and societal
outcomes and harms. Examples of areas where there is an increasing risk for undesirable ethical and
societal outcomes and harms include the following[24I:

— financial harm;

© ISO/IEC 2022 - All rights reserved 3
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psychological harm;
harm to physical health or safety;
intangible property (for example, IP theft, damage to a company’s reputation);

social or political systems (for example, election interference, loss of trust in authorities);

breaches).

civil liberties (for example, unjustified imprisonment or other punishment, censorship, privacy

In the absence of such considerations, there is a risk that the technology itself can levy significant social

or other copisequences, with possible unintended or avoidable costs, even if it performs flawlessly |

a technical

4.2 Fund

Various soy
sources are

Firstly, ISO
activities W
therefore d
trustworth

ISO 26000
fundament

recogn

undert

Without da
data quality
of Al The fq

data co
data pr
monito
access

data prj

storagsg

llection (including the means-er measures of such data collection);

perspective.

amental sources

rces address ethical and societal concerns specifically or in a generalway. Some of t
identified.

Guide 82 provides guidance to standards developers in considefing sustainability in f

escribes social responsibility in a form that can inform activities related to standard
y Al

provides organizations with guidance concerning so¢ial responsibility. It is based or
] practices of:

zing social responsibility within an organizatien;
hking stakeholder identification and engagement.

3, the development and use of Al cantiot be possible. Therefore, the importance of data

llowing data-oriented elements are at the core of creating ethical and sustainable Al:

eparation;

ring of traceability;

ind sharing control (authentication);
ptection;

contrpl (adding, change, removal);

rom

hese

heir

ith specific reference to the social responsibility guidance ofdSO 26000. This document

sing

the

and

makes traceability and data management a pivotal consideration in the use and development

data qu

ality.

These elements impact explainability, transparency, security and privacy, especially in cases of personal
identifiable information being generated, controlled or processed. Traceability and data management
are essential considerations for an organization using or developing Al systems and applications.

ISO/IEC 38505-1 considers data value, risks and constraints in governing how data are collected, stored,
distributed, disposed of, reported on and used in organizational decision-making and procedures. The
results of data mining or machine learning activities in reporting and decision-making are regarded as

another form

of data, which are therefore subject to the same data governance guidelines.

Furthermore, the description of ethical and societal concerns relative to Al systems and applications

can be base

d on various Al-related International Standards.
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ISO/IEC 22989 provides standardized Al terminology and concepts and describes a life cycle for Al
systems.

ISO/IEC 22989 also defines a set of stakeholders involved in the development and use of an Al system.
ISO/IEC 22989 describes the different Al stakeholders in the Al system value chain that include Al
provider, Al producer, Al customer, Al partner and Al subject. ISO/IEC 22989 also describes various
sub-roles of these types of stakeholders. In this document we refer to all of these different stakeholder
types collectively as stakeholders.

ISO/IEC 22989 includes “relevant regulatory and policy making authorities” as a sub-role of Al subject.
Regulatory roles for Al are currently not yet widely defined, but a range of proposals has been made

incl odies; self-
app¢inted civic-society actors; or institutions established through national legislation or iriternational
treaty.

All ¢f these features of ISO/IEC 22989 assist in the description of Al-specifi¢-ethical gnd societal
conderns.

As Al has the potential to impact a wide range of societal stakeholders;dncluding future generations
impacted by changes to the environment (indirectly affected stakeholders). For examplg, images of

peds
be s

ISO
deve
and
syst
doct

ISO
and

are important for the description of Al-specific ethical and societal concerns.

ISO
imp

ISO

dom
vuln
ethi

ISO
deve
Inte

strians on a sidewalk can be captured by autonomous vehicle techhology, or innocent |
hibject to police surveillance equipment designed to survey suspected criminals.

[EC 23894 provides guidelines on managing Al-related.risks faced by organizations
lopment and application of Al techniques and systems.t follows the structure of ISO

bm described in ISO/IEC 23894 assists in the deScription of ethical and societal conc
ment.

[EC TR 24027 describes the types and forms of bias in Al systems and how they can b
mitigated. ISO/IEC TR 24027 also describes the concept of fairness in Al systems. Bias ¢

[EC TR 24028 provides an introduction to Al system transparency and explainability
prtant aspects of trustworthingss and which can impact ethical and societal concerns.

[EC TR 24030 describes a.collection of 124 use cases of Al applications in 24 different
ains. The use cases identify stakeholders, stakeholders’ assets and values, and
erabilities of the described Al system and application. Some of the use cases describe §
tal concerns.

[EC 38507 provides guidance on the governance implications for organization invg
lopment and*use of Al systems. This guidance is in addition to measures defined
‘national Standards on governance, namely:

[SO 37000;

persons can

during the
31000:2018

provides guidance that arises from the development and use of Al systems. The risk njanagement

erns in this

e measured
nd fairness

, which are

application
threat and
ocietal and

lved in the
in existing

ISO/IEC 38505-1.

Governance is a key mechanism by which an organization is able to address the ethical and societal
implications of its involvement in Al systems and applications.

ISO/IEC 27001 specifies the requirements for establishing, implementing, maintaining and continually
improving an information security management system within the context of the organization. It also
includes requirements for the assessment and treatment of information security risks tailored to the
needs of the organization. The requirements set out in ISO/IEC 27001 are generic in nature and can
serve as a foundation for systematic information security management within the context of Al. This,
in turn, can have downstream impacts on ethical and societal issues in Al systems and applications.
ISO/IEC 27001 is supplemented by ISO/IEC 27002:2022, which provides guidelines for organizational

© ISO/IEC 2022 - All rights reserved
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information security standards and information security management practices including the selection,
implementation and management of controls.

ISO/IEC 27701 provides guidance for establishing, implementing, maintaining and continually
improving a Privacy Information Management System in the form of an extension to ISO/IEC 27001 and
ISO/IEC 27002:2022 for data privacy management within an organization. ISO/IEC 27701 can serve as

a foundation for privacy information management within the context of Al.

4.3 Ethical frameworks

4.3.1 Gemerat

Al ethics is
of applying
ethical con
in existing

ethical franmpjeworks is neither collectively exhaustive nor mutually exclusive. Hence,‘eéthical framew

beyond tho

4.3.2 Vir

Virtue ethi
(e.g. resped
which are i
primary dis
system is dg
is operatior
as a useful 1

4.3.3 Uti

Utilitariani
is one that
Once the et
of being un
is that utili
Trolley Pro
hospital, w
into multip
or are subj
vary enoug
Versus soci
doctrine th
net benefit,

a field within applied ethics. This means that principles and practices are rarelythe’rs

Cepts and problems - for example privacy, fairness and autonomy that can-be addre
ethical frameworks. See Reference [25] for more possible ethical framewopks. This li

be listed can be considered[26].

fue ethics

's is an ethical framework that specifies sets of virtues, which are intended to be pur
t, honesty, courage, compassion, generosity), and sets of'vices (e.g. dishonesty, hat

advantage is that it does not offer any specific implefnentation guidelines. Saying that 3
psigned to be “honest” is only meaningful if provided with a mechanism by which that vi
alized. However, so long as its technical limitations are kept in mind, virtue ethics can s

itarianism

sm is an ethical framework that maximizes good and minimizes harm. A utilitarian c}
broduces the greatest good anddoes the least amount of harm to all stakeholders invo
hical aspects of a problem ate explained logically, utilitarian approaches have the stre

farian frameworks permit harming some for the good of the whole. Examples include
blem[2Z] where utilitarianism supports murder, or the example of transplant patients
here utilitarianismysupports the dissection of a healthy donor to transplant their or
e patients.[28] [n addition, many moral considerations are difficult to quantify (e.g. dig
bctive - whatlis good for one person might not be good for another. Moral considerat
h that they’are difficult to weigh against each other, for example environmental pollu
etal truthfulness. Further, utilitarianism as a framework is a form of consequentialism
at "thewends support the means". Consequentialism supports creating solutions that
hdtr does not require that those solutions function ethically, e.g. in an unbiased way[22],

ool for determining whether or not an application of Al is a reflection of human virtues}

psult

ethical theories. Nevertheless, many of the challenges are closely related to traditjonal

ssed
st of
orks

sued
red),

htended to be avoided. Virtue ethics has the strength @f'being flexible and aspirationa|l. Its

n Al
rtue
erve

oice
ved.
ngth

versally understandableand intuitive to implement. Utilitarianism’s primary disadvanjtage

the
ata
bans
hity)
ions
tion
- the
bffer

4.3.4 Deontology

Deontology is an ethical framework which assesses morality by a set of predefined duties or rules.
The specific mechanism for making this determination is a set of rules or codified norms which can be
analysed in the moment without needing to calculate what the consequences of those actions can be.
An example of such a rule is “equality of opportunity” within fairness. Equality of opportunity dictates
that the people who qualify for an opportunity are equally likely to do so regardless of their social
group membership. The main disadvantage of deontology is that such universal rules can be difficult
to derive in practice and can be brittle when deployed in cross-contextual settings or highly variable
environments.
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5 Human rights practices

5.1 General

International Human Rights, as outlined in the Universal Declaration of Human Rights, see Reference
[30], the UN Sustainable Development Goals, see Reference [31] and UN Guiding Principles on Business
and Human Rights, see Reference [32], are fundamental moral principles to which a person is inherently
entitled, simply by virtue of being human. They can serve as a guiding framework for directing corporate
responsibility around Al systems and applications with the benefit of international acceptance as a
ghts can also
mplications of

heworks, such as care ethics or social justice, support many of the themes presentedin 6.
hcy, fairness and non-discrimination, promotion of human values, safety and-security

international norms of behaviour. In addition, many sources of international Iaw and legg

ndividually complement several of the themes. They include, but are notlimited to the

2, including
hnd respect
1l principles
following:

the Universal Declaration on Human Rights, see Reference [30];

the UN Guiding Principles on Business and Human Rights, see Reference [32];

the International Convention on the Elimination of Afl-Forms of Racial Discrimination, see

Reference [33];

the Declaration on the Rights of Indigenous People,sée Reference [34];

the Convention on the Elimination of Discrimination against Women, see Reference [35

the Convention of the Rights of Persons with'Disabilities, see Reference [36].

Theg
with
com
righ
pred

e sources can be understood in terms-of their objective of enhancing standards ard practices
regard to business and human rights, and to achieve tangible results for affected indiyviduals and
munities. Relevant issues include-due diligence by an organization to identify and mitigate human
[s impacts. Where human rights are impacted by an organization’s Al activities, clear} accessible,
ictable and equitable mechahisms can address and solve grievances.

Somk examples of potential‘inipacts of Al on civil and political human rights include:

ight to life, libertjrand security of person (e.g. the use of autonomous weapons or Af-motivated

ntrusive data eollection practices);

ight to opinion, expression and access to information (e.g. the use of Al-enabled
ynthesjzing of digital content);

filtering or

reedom from discrimination and right to equality before the law (e.g. impacted by thle use of Al-
idéd judicial risk assessment algorithms, predictive policing tool for forward thinking crime
prevemntionor fimancial techmotogy);

freedom fromarbitraryinterference with privacy, family,home or correspondence (e.g.unauthorized,
Al-based means and measures to collect sensitive biometric and physiological data);

right to education and desirable work (e.g. the use of Al in recruiting people for employment or
providing access to education and training).
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6 Themes and principles

6.1 General

In addition to the Human Rights practices referred to in Clause 5, Al principles can help guide
organizations develop and use Al in responsible ways. The purpose of these principles is to support
organizations beyond nonmaleficence and to focus on beneficence of technology. For example, designing
Al that is intended to promote social good and that serves that specific function rather than simply
aiming to avoid harm.

These principles do not anly caver Al praviders and producers and their intended use of the Al syst
When making Al systems available to Al customers and other stakeholders, it is important €o
examine their potential misuse, abuse and disuse. As emphasized in ISO/IEC TR 24028:2020,9,9:1
includes:

ms.
also
this

over-reliance on Al systems leading to negative outcomes (misuse);

under-feliance on Al systems leading to negative outcomes (disuse);

negativ not

designé

e outcomes resulting from using or repurposing Al systems in an-aréa for which it was
d and tested (e.g. abuse).

Al systems
human cap

are particularly susceptible to disuse and misuse because 'of'the way in which they m|
hbilities. When a system seems human-like yet lacks the.eontext that humans would

into accounft, users can misuse or disuse it. Such misuse or disuse c¢an arise from trusting it more or

than warra

In respons¢
industry s¢
community

This clausg
grouping A
attempt to
each other.

hted. For example, with autonomous driving, medical diagnosis or loan approvals.

e to these concerns, in anticipation of goveranfent regulation, or in an attempt, thr
If-regulation, several sets of principles for'yAl have emerged out of the internat
These have been documented in various publications, see Annex A.

follows the structure laid out by the Berkman Klein Center report, see Clause A.
[ principles into themes. The themries emerged from the ethical concern that princ
hddress. Principles within these thematic groups can vary widely and can even contr:
Al-specific themes complementthose featured in ISO 26000, which sets out principles fq

organization to consider when aiming to-behave in a socially responsible manner.

6.2 Desc

ription of key themes and associated principles

6.2.1 Acdountability

Accountabi

ityl84] ocelirs when an organization accepts responsibility for the impact of its action

stakeholder
accepts ap
decisions
on its beha

s, society) the economy and the environment. Accountability means that an organizg
ropriate’scrutiny and accepts a duty to respond to this scrutiny. Hence, accountability f
eahs-ensuring the organizations are capable of accepting responsibility for decisions n

TO

imic
take
less

ugh
nal

| by
ples
ndict
ran

s on
tion
b1 Al
nade

for example, Al machine learning output.

1 on,

Accountability specifies that the organization and its representatives are responsible for the impact of
negative consequences resulting from the Al systems’ and applications’ design, development and use
or misuse by anyone deploying Al technologies. Accountability also provides focus and attention to
consider the unintended consequences that can arise due to the evolutionary nature of Al systems and
applications, and difficulty predicting how Al systems and applications can be used and repurposed
once deployed. Without clear requirements for accountability, constraints and boundaries are
unfettered, and potential harms can go unnoticed.

Accountability for the organization’s decisions is ultimately the responsibility of the group of people
who direct and control an organization. However, accountability is often delegated to the appropriate
responsible parties. Employees, therefore, can be trained to understand the implications of their work

© ISO/IEC 2022 - All rights reserved


https://iecnorm.com/api/?name=9862cf9eb4e1d1709ffbf7e86395e046

ISO/IEC TR 24368:2022(E)

in developing, deploying or using Al tools and to be accountable for their area of responsibility. They
can also understand what actions to take to ensure appropriate decisions are being made, whether in
an organizational or engineering context. For example, it is the organization’s responsibility to establish
non-discriminatory and transparent policies. It is the engineer’s responsibility to develop Al systems
and applications that follow those policies by ensuring the development and use of non-discriminatory,
transparent, and explainable algorithms.

Accountability provides necessary constraints to help limit potential negative outcomes and establish
realistic and actionable risk governance for the organization. Combined, they help to define how to
prioritize responsibilities. Some aspects that are covered by this theme are:

— [vorKing with stakeholders to assess the potential Impact of a System early on in the depign;
— alidating that stakeholder needs have actually been met;

— perifying that an Al system is working as intended;

— pnsuring the traceability of data and algorithms throughout the whole Al value chain;
— enabling a third-party audit and acting on its findings;

— providing ways to challenge Al decisions;

— remedying erroneous or harmful Al decisions when challenge’or appeal is not possible.

6.2.2 Fairness and non-discrimination

The|theme of fairness and non-discrimination[83] [86] aims to ensure that Al works wel] for people
across different social groups, notably for those who have been deprived of social, political ¢r economic
powgr in their local, national and international:contexts. These social groups differ acrdss contexts
and [include but are not limited to those that’require protection from discrimination based on sex,
race} colour, ethnic or social origin, genetic‘features, language, religion or belief, political qr any other
opinjion, membership of a national minority, property, birth, disability, age or sexual orientption. Some
aspdcts that are covered by this themeare:

— Imitigating unwanted bias against members of different groups;

— pnsuring that training data and user data are collected and applied in a way reflective pf members
pf different groups;

— freating members of different groups with fairness, equity and equality;
— [onsidering liow Al can impact members of different groups differently;
— Ensuring equal possibilities for human development and training to all members of diffefent groups;

— ensuring that the impact of human cognitive or societal bias is mitigated during the datfa collection
hnd processing, system design, model training, and other development decisions that|individuals
make;

— allowing stakeholders to appeal a decision if they find it unfair.

6.2.3 Transparency and explainability

The transparency principle in ISO 26000 is extended to include explainability of Al systems to ensure
that when stakeholders interact with an Al system and application, its decisions are both transparent
and explainable, thereby ensuring that its operations are understandable.

The theme of transparency and explainability aims to ensure that people understand when they are
interacting with an Al system, how it is making its decisions, and how it was designed and tested to
ensure that it works as intended. The ISO 26000 principle focuses on making sure an organization is

© ISO/IEC 2022 - All rights reserved 9


https://iecnorm.com/api/?name=9862cf9eb4e1d1709ffbf7e86395e046

ISO/IEC TR 24368:2022(E)

transparent in its purposes and processes, whereas Al-specific principles focus on making sure that an
Al system is understandable in how it works. Some aspects that are covered by this theme are:

was col

explain

explain

lected;

disclosing the evaluation methods and metrics used to validate how a system works.

ing to stakeholders the inputs that were used to reach a decision;

ing to stakeholders, as much as is possible, how an Al system arrived at a decision;

disclosing traceability, information about algorithms, training data and user data, including how it

Similarly t
organizati
explainabil

6.2.4 Prd

Accountabi
theme of pi
Al systems
influence o
lag behind
the respons
discourse, €
who use A

academic a@lmissions officials, scientists, judges’and law enforcement personnel). This theme is clc

aligned wit
professiona

rigoroy
caused

paying
includi

consult

and apjplications; including policymakers, subject matter experts, and interest organizat

especia

notifying stakeholders when a decision about them is made by an Al system;
notifying stakeholders when they are interacting with an Al system;

considgr allowing stakeholders to submit test cases to see how the Al system and application rd
to diffefrent situations.

accountability, transparency and explainability are applied to deeisions made af
al level as well as at the algorithmic level. For more information-on transparency
ty, see References [86], [87], [88], [89], [90] and [91].

fessional responsibility

ity and ethical behaviour are both strongly associatedwith professional responsibility.
ofessional responsibility aims to ensure that proféssionals who design, develop or de
and applications or Al-based products or systems;.recognize their unique position to g
1 people, society and the future of Al - especially since policies, norms and principles ¢
new and emerging technologies. It calls on:their professionalism and integrity to en
ible development of Al systems and appli€ations and direct their expertise towards p
ducation and governance. This also applies to subject matter experts and other professiq
[ technology to infer or derive degisions for future action (e.g. hiring representat

h virtue ethics (see 4.3.2), which focuses on the traits, characteristics and virtues of 3
|. Some aspects covered by this‘theme are:

s methods for evaluatingthe quality of an Al system, understanding the harms that ca
by quality problems, as well as mitigating against them;

deliberate attention to the likely impacts of an Al system during the development s
g long term, glebal effects as well as those that can come from disuse, misuse and abus

ation of relevant stakeholder groups while developing and managing the use of Al sysf

lly when determining fitness for purpose;

acts

the
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obildelines during develonment including inclusive desion diversitv transnarency
S 5 T 7 S 57 rZ T )

and

privacy protection;

professional values and practices of scientific integrity, including scientifically rigorous methods, a

commitment to open inquiry, multidisciplinary collaboration. This includes assessing the scientific
validity of Al systems and applications making predictions, recommendations or decisions on the
basis of correlated data, within the specific context in which the system can be deployed.

6.2.5 Promotion of human values

The theme of promotion of human values aims to ensure that Al is deployed and utilized in a way that
maximizes benefit to society, promote humanity’s wellbeing and encourage human flourishing. There
is literature indicating that some human values are potentially universal.l?2] Some uniquely human
values include (but are not limited to) integrity, freedom, and respect. Al can be deployed in a way
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that respects and aligns with social norms, humanity’s best interests, core cultural beliefs and values,
and stakeholder values.[23] This theme extends beyond nonmaleficence to focus on the technology’s
beneficence. For example, designing Al intended to promote social good and serves that specific
function in addition to aiming to avoid harm. Promoting human values throughout development,
implementation, and deployment of Al is critical.

Particular applications of Al that aim to promote human values include (but are not limited to):

improving health and healthcare;

improving living situations;

6.2.6

Priv|
pers
or n
deve
Refe
com
met
the

dim

improving working conditions;

environmental and sustainability efforts.

b Privacy

acy aims to ensure that Al systems and applications are developed and implemented v
ons’ right to privacy in mind, as well as deceased persons’ (through*the executor of
ominee as applicable). Right to privacy has become one of the ymost prominent th
lopment, due in large part, to the General Data Protection Regllation in the Europea
rence [94]. An organization can ensure it employs mechanisms to implement and

pliance with legal requirements concerning privacy and ddt@protection regulations/24l,
hods and criteria are needed to ensure that Al algorithins are sourced, designed and u
ndividual in a representative and transparent manner; ensuring the respect of privac
ensions of privacy include:

limiting data sourced, collected, used or disclosed to that which is necessary for accom
intended purposes and tasks;

communication of the purpose of the ‘processing of personal identifiable informati
sharing of it;
persons’ data not to be collegted or used without their knowledge or permission;

control over the use of data: natural or deceased persons’ control of the use ofits personal
information;

natural or deceased persons’ degree of influence over how and why their information is

hbility to restrict data processing: natural or deceased persons’ power to have data rest
collection‘er-use in connection with Al technology;

rectification: enable natural or deceased persons to modify information if it is incorrect;

yith natural
their estate
emes in Al

Union, see
emonstrate
Procedures,
sed to treat
y. Common

plishing the

bn and any

consent: transparency on the data held on a natural or a deceased person, natural ¢r deceased

identifiable

used;

ricted from

)

prasure: enable natural or deceased persons to remove personal data from an Al

fystem and

application;

enabling natural or deceased persons to view personal data used by an Al system and application;

privacy by design: integrating considerations of data privacy into the development of
and applications and throughout the overall life cycle of data usel23];

Al systems

dispute resolution: offer mechanisms for resolving disputes in relation to these features.

6.2.7 Safety and security

The theme of safety and security are distinct, yet closely related conceptsl2¢l. The safety and security
ethical theme, which can be called “loss prevention”, focuses on the intended performance of Al systems
and applications and their resistance to being compromised. Safety aims to avoid reducing injury and
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damage to the health of people, property and the environment. Safety is often an important aspect of
product-specific regulation. Security aims to reduce the probability of unauthorized and inappropriate
access to data, assets or property since Al can introduce new security threats like adversarial attacks,
data poisoning and model stealing[2Zl. Of particular importance is systems that interact with the
physical world that can affect persons, communities or both. This theme is related to other themes that
are concerned with human control of technology and accountability since the themes’ implementation
mechanisms can also help improve the safety and security of Al systems and applications. Some aspects
that are covered by this theme and are often part of a security by design approach to Al are:

reliability: Al systems and applications that perform consistently as intended;

— testingm_ﬁw_ran monitoring can Neip minimize downstream misuse and abuse of an Al system]|and
applicafion. Testing and monitoring also help determine whether systems are robust and designed
to withistand unforeseen events and adversarial attacks that can damage or manipulate;

— predictability: improving predictability in Al systems and applications is generally(presented|as a
key mefhanism to help mitigate the risk of Al systems being compromised;

— assesstpent and mitigation of safety related risks considering the complexity(of the environmept in
which Al systems and applications can be used (e.g. autonomous driving);

— ensuring that Al systems and applications work as intended (robusthess) in all scenarios. [This
applies|in particular to continuous learning systems.

6.2.8 Human control of technology
The theme [of human control of technology aims to ensurefthat important decisions remain subject
to human 1eview, see References [59], [ 85, page 5], [92] and [98, point 1]. The theme refers tq the
importance of respecting the autonomy of users affected by automated decisions. Human contro] can
be achieved by designing Al systems and applications.in such a way that those impacted by automfated
decisions are able to request and receive human review of those decisions. For high-risk systems)this
can also talte the form of a requirement to have a‘qualified human in the loop to provide authorisgtion
of automatgd decisions. Some aspects that are.govered by this theme are:

— design Al systems and applications that’enable human operators to review or authorize autompted
decisiops;

— allow for the ability to opt in or-ept out of automated decisions;

— critically evaluate how and*when to delegate decisions to Al systems and applications, and |how
such sylstems and applications can transfer control to a human in a manner that is meaningful and
intelligjble.

Al systems| and applications can support human autonomy and decision-making, as prescribefl by

the principle of respect for human autonomy. This requires that Al systems and applications enable a

democratic| flonrishing and equitable society by supporting user agency, fostering fundamental rights

and allowing‘hviman oversight. ll

6.2.9 Community involvement and development

Social responsibility related to community involvement and development implies identifying
stakeholders affected by an Al system and application, and the solicitation and satisfaction of their
concerns in a transparent manner. Special attention is given to vulnerable and less developed
communities living in geographical areas where Al systems and applications operate. Because many Al-
based products and services are virtual and transnational, identifying such communities can represent
a challenge. Al systems can have potential impacts on lives of all peoples globally, regardless of whether
they are direct consumers of Al-based services or indirectly affected stakeholders. Therefore, an
organization can consider not only identifying and engaging with stakeholders, but also recognizing
(and building) a relationship with a community, the organization’s place in that community and its
responsibility for the social, political, economic and cultural development of that community.
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A further consideration for organizations aiming to involve affected communities is to include
community contribution to the innovation process when creating and operating Al-based goods
and services. This is especially relevant when introduction of Al is disruptive to existing patterns
of community life, its cohesion and employment opportunities. In particular, impact on employment
through Al-driven automation raises issues of community education and culture, employment creation,
skills development, and investment in community social and health measures to mitigate negative
impacts of its negative impacts. Organizations can involve communities in multiple ways, for example
in interviews, focus groups, workshops, conferences, questionnaires, surveys, studies and stakeholder
advisory boards. For more information see References [19] [86, end of requirement V] and.[23]
Reference [87] emphasizes stakeholder consultation, which for some projects can require community

involvement, and possibly citizen panels

6.2.10 Human centred design

The theme of human centred design in ISO 9241-210 aims to ensure that people who use the Al system
and japplication as well as other stakeholder groups, including those who can‘be affected |(directly or
inditectly) by their use, are taken into account. Ensuring that an Al system‘and applicatioh is human-
centred[86] includes that:

a) the design is based upon an explicit understanding of users, task§ and environments;

b) [sers are involved throughout design and development;

c) fhe designis driven and refined by user-centred evaluation;

d) the process is iterative;

e) [he design addresses the whole user experience;

f) the design team includes multidisciplinary skills and perspectives.

Onelsuggestion of how to do design satisfying these goals is in Reference [93].

6.2.11 Respect for the rule of law

The(rule of law demands, inter~alia, that even powerful organizations and systems comply with the
law.[Compliance with legal requirements, including recourse to judicial redress as approprjate against
decipions rendered by Al systems and applications, is an established aspect of information and
communication technoldgy, data governance and risk management. The Organisation for E¢onomic Co-
opetfation and Development [OECD] states the importance of respecting the rule of law throughout the Al
system life cyclel28], The High-Level Expert Group of the European Union highlights the rulg¢ of law and

islation[29],
c Engineers
nforcement

the peed for organizations not to use an individual’s data unlawfully in relation to privacy leg
Further, the Ethically Aligned Design initiative by the Institute of Electrical and Electroni
[IEEE EADJencourages stakeholders to engage in educating government, lawmakers and ¢
agenjciesabout the potential for the misuse of AIl23],

can include:
complying with laws and regulations even when they are not enforced in that jurisdiction;

abiding by all legal obligations throughout the whole Al value chain and periodically reviewing
compliance of the stakeholder’s activities and relationships;

ensuring the purposes for which Al is developed and used to be lawful and specified.

6.2.12 Respect for international norms of behaviour

[SO 26000 advises that in situations or in jurisdictions where the rule of law does not provide strong
safeguards for social and environmental impact, organizations can strive to respect international
norms of behaviour and avoid complicity with organizations that do not respect such norms. Further,
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it advises organizations to review the nature of their activities in jurisdictions where legislation or its
implementation departs from international norms in a way that has significant consequences. IEEE

EAD advises stakeholders to engage in establishing new norms related to Al systems.[22]

6.2.13 Environmental sustainability

An organization involved in products or services can undertake to minimize impact to

the

environment, the health and well-being of stakeholders and the impact on wider society.[22] An

organization can commit to substantially reduce greenhouse gas emissions, to limit the global ave

rage

temperature 1ncrease [100] abide by the sustainable development goals of the Unlted Nations, such

ever-increaping need for energy resources as large data sets and algorithms require consumpti(
even greatdr amounts of processing power. This increased need is occurring even as globaDsustain
development goals call for energy efficiency and lowering non-renewable consumption. Hence
importance to offer transparent information to stakeholders about energy cofisimption, clijmate

change and the mitigation of adverse impacts across the Al-based service valde chain, in ordg
enable staeholders to make sustainable decisions. An organization can also utilise Al systems
application$ to foster sustainability and manage environmental impacts and\climate change, throu
life cycle apjproach aimed at reducing waste, reusing products and components, and recycling matet

and
j [31]
b the
n of
able

the

'r to
and
gha
ials.

Examples ipclude energy grid optimisation, precision agriculture, sustainable supply chains, clifnate

monitoring| and environmental disaster prediction.

6.2.14 Labhour practices

Labour pragtices are addressed in ISO 26000. Furthermore, the International Labour Organization
the UN tripfirtite agency, brings together governments,temployers and workers to set labour stand:
develop policies and devise programmes that are adepted by consensus, to promote decent wor

and
irds,
k. Of

particular interest are fundamental conventions ¢overing what are considered fundamental rights of

work[101];
— freedoin of association and the effective recognition of the right to collective bargaining;
— the elimination of all forced or compulsory labour;

— the effdctive abolition of child labour and adherence to minimum working age legislation;
— equal remuneration andthe‘elimination of discrimination.

Potential cqnsiderationswegarding the role Al plays in labour relations include:

— ensuring that thé rules regarding employment and employment relationships are unders
and that humans are involved in the type of decisions that require effective human overs:
and enjpathy (for example the use of Al in managing workers, including gig-economy wor

tood
ight
kers,
ce at

avoiding-discrimination between workers, preventing disproportionate and undue surveillan

14

work, particularly in remote work, protecting worker privacy, eliminating all forms of forced or
compulsory labour and the effective abolition of child labour);

assuring fair remuneration, working conditions and health and safety, workers protection and other
concerns are addressed, (for example, crowd sourced and outsourced workers preparing training
data or content moderators exposed to Al-mediated social media content);

issues of human development and training, especially in a setting where the introduction of Al
eliminates work roles or changes their nature in a major fashion (for example, retraining);

anticipating the consequences of the introduction of Al and reskilling of the workforce;

assurances that respect for human life and human dignity are maintained and that Al and big data
systems do not negatively affect human agency, liberty and dignity;
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— making Al the subject of social dialogue and collective bargaining according to the rules and

practices in place in each organization.

7 Examples of practices for building and using ethical and socially acceptable Al

7.1 Aligning internal process to Al principles

7.1.3

Thi
acc
prodess.

clause contains a non-exhaustive list of practices for building and using ethical z

7.1. Defining ethical Al principles the organization can adopt

In afldition to creating an initial set of principles that align with organizational values,
interest also to create a process to evaluate and update these principles on a regular ba
related themes and associated principles are described in 6.2.

Pri
stat¢ments of what an organization can or cannot do. Clear-$tatements can help an organiz
whetfher it is adhering to its principles or not.

7.1. Defining applications the organization cannot pursue

In agldition to establishing Al principles, the grganization can also list application domain
it categorically cannot design or deploy Al..\Al*principles tend to be utilitarian, which mean
bengfits are substantial enough, such benefits can always outweigh potential harms. Cqg
the ¢lecision about application areas thé&Corganization cannot pursue is driven by deontolo
aregs of application that can never be pursued, without exception. Such a list can be groundjs

nd socially

table AL Such considerations would typically be a part of a broader organization’s npanagement

t can be of
sis. Key Al-

iples can be more impactful if they are communicated externally and written as clear, unambiguous

htion assess

s for which
s that if the
nsequently,
py, defining
bd in widely

ted human rights and can reflect and project an organization’s commitment to parficular core

Key|Al-related themes and associated principles as described in 6.2 are intentionally high-level
and [require carefuland nuanced consideration when being applied to concrete project$. A robust,

repdatable, andhtrusted review process can include several elements:

review body encompassing the range of perspectives, disciplines and experience required for a
horiough review. This can be divided into one team that handles day-to-day operationy and initial
sSessments, and one more senior decision body that handles the most complex and difficult
issues, including decisions that affect multiple products and technologies, or issues where conflicts
between multiple ethical themes and principles exist. Having a dedicated review team can help
ensure that the Al ethics expertise in the organization grows over time, and that people throughout
the organization are able to draw on their experience;

a procedure for flagging projects to the review body, and awareness of this procedure throughout
the organization;

guidelines, frameworks and protocols for the review body to consistently and reliably assess a
project and reach a verdict on its alignment with the Al principles, other ethical considerations or
both;
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— teams or individuals that can dedicate their time to develop technical mitigation strategies to the
ethical issues identified by the review body, for example related to unfair bias, explainability and
human control;

— procedures for recording case law and ensuring that precedents set can be carried to relevant cases;

— follow-up workflows to ensure that the recommended or required mitigations are adequately
implemented;

— regular monitoring to ensure that the Al system and application is working as intended throughout
the life cycle. This can include monitoring for concept and distribution drift, perlodlc retraining

t ] 3 andoti oo 1o o oo dalc o =afl + oo tao-lingiic 43 3 d
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assessipg misuse or disuse that can occur over time for example due to automation bias.

These elempnts, depending on the size and nature of the organization, can be made up of both intgrnal
and external stakeholders, the latter including external agencies, advisory boards and invited subject
matter expérts. Reviewing a project can also include using a formal method for risk assessment, su¢h as
the method|for risk assessment established in ISO/IEC 23894 (based on ISO 31000)¢

7.1.5 Training in Al ethics

Training o] ethics, principles and organizational values for all members of'the organization is ke¢y to
establishing a culture of ethical Al development, deployment and use,-The training can emphasize|why
ethical dev¢lopment of Al is important, how to align with principles and values, how to enact an ethical
decision-making process in the product life cycle, how to apply ethical frameworks, methodolagies
and impactfassessments and how processes and governance stfuctures relate to principles work in the
organization. The training can also uncover the ethical issues'that arise when developing and deploying
Al, going allevel deeper than the business rationale for.developing Al systems and applications,{and
drilling down into what values are at stake when implementing a new system. Training can alsjp be
customized based on specific roles, with emphasis on,how different stakeholders are in a positign to
spot issues|depending on their expertise, area of responsibility, and position in the life cycle. Finally,
training cafp include Al digital literacy schemes for all relevant stakeholders.

decision-makers to go beyond)considering the business justifications (what is legal, what is effidient,
lop, deploy andJimplement Al and to drill down into the ethical issues (what is goodl for
\hat respects'the user, etc.). Training in Al ethics mentioned in 7.1.5 can help decision-
makers build this ethical identification skillset. Identifying ethical issues can occur throughout the
Al value chlin and.life cycle. This ranges from the ideation stage (“can we build this Al system|and
application}”), the'development stage (“what data can we use?”, “how can we mitigate against poteptial
risks?”), the deployment stage ( how can the Al system and appllcatlon be used for purposes other than
intended?”Jar 2

7.2.2 Getthe facts

Decision-makers benefit from having access to as many relevant facts and much relevant information
as is practical. Gathering additional information as it relates to Al ethics-related decisions can
involve asking relevant stakeholders (product managers, technical leads, researchers, etc.) for more
documentation and information. Relevant stakeholders can also include those outside the immediate
team developing the technology and can extend to additional internal and external stakeholders
(members of a demographic likely to be impacted by the technology, a non-governmental organization
with expertise in this area, etc.).
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7.2.3 List and evaluate alternative actions

Different stakeholders are likely to propose different actions and to focus on different concerns, for
example business, legal, and ethical. Decision-makers can ideally enumerate both the proposed actions
and the list of concerns that they are using to evaluate each action. For the purpose of Al ethics, it is
important that one of the concerns is adherence to the Al principles that the organization has chosen to

adopt.

7.2.4 Make a decision and act on it

Once a decision is made, the deciding person or body (such as those who are accountable to the decision)

can
can
ong
of fi
etc.)
Proy
effe

7.2.

At the end of the process, it can be valuable to look back on how'to notice ethical issues

whe
orgd
ethi

8

8.1

This
soci
man

As ¢
awa
syst

er documentation helps catalogue precedents set and mitigations outlinéd so as to i
tiveness of decision-making going forward and to establish a clear baselirte for future si

b Act and reflect on the outcome

ther any of the mitigating actions can be reused in a broader context. A post-mortem ¢
nization to learn and to improve its processes, particularly if the organization is respo
fal issue that arose unexpectedly, and that was not caught by the existing review proce

General

document contains a non-exhaustive list of considerations for building and using

agement process.

iscussed in 6.2, ethical issues concerning Al systems and applications, often requ
Feness. That is to say,-the presence, nature, extent and severity of an ethical concern
em and application.often depends upon the particular socio-political, economic, phys

of it
app
wha|
pur
cont

Con

}'cations is related to a sufficiently rich awareness and understanding of the relevant cq

s development,.implementation, audience or use. Therefore, the ethical use of Al s

ose, demographic audience, political or physical environment, etc.) is not acceptable
ext.

idetations in this document can be complemented considering type of Al system and

Considerations for building and usingethical and socially acceptable Al

explicitly outline any recommendations and mitigations that are part of the decision:Tlhe decision
designate ownership over its implementation, to establish clear roles of accountability, including
ing monitoring of the decision (who is monitoring outcomes of the decision, the’effe¢ctively use
bedback from external stakeholders or how information is communicated)to those affected
The decisions can be documented with proper explanation and justification of tle decision.

ncrease the
milar cases.

earlier, and
an help the
nding to an
bses.

ethical and

hlly acceptable Al. Such considerations would typically be a part of an organization’s broader

ire context
with an Al
cal context
ystems and
ntext, since

can be ethically and socially acceptable in one context (sector, geographical region, intended

in another

application,
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Annex B.

8.2

Non-exhaustive list of ethical and societal considerations

8.2.1 General

ferred to in

This clause contains a non-exhaustive list of considerations for building and using ethical and socially
acceptable Al systems and applications. Such considerations would typically be a part of a broader
organization’s management process.
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8.2.2 International human rights

Internation

al human rights considerations include the following:

— Inrelation to Al systems and applications, are international human rights fully respected?

— Are any processes in place for end users, or other persons directly or indirectly affected by the Al
system, to report potential human rights issues, and for the organization to respond and take such
feedback into account in order to improve the Al system?

— Areany processes in place to assess and report to the relevant stakeholders’ instances of short term

or lasti

olono-term impacton adata subiect's autonomv and agency?
(=] [=] I J 4 [=]

— Are prgcesses in place to provide stakeholders a right of redress, relief or remedy or a-ned]

seeking

8.2.3 Acq
Accountabi
— Is therd

— Can thq

relief or remedy?

ountability
ity includes considerations of appropriate processes in place in relation.to the followin
an end to end trail of decisions made in relation to the Al system?

Al system and application be disabled in case of deviation frent intended outcomes?

— Can abyise, misuse or disuse of the Al system and application be detected or predicted?

— Aretes
data an

Ling and monitoring strategies and processes in place to avoid creating or reinforcing bi
d algorithms?

— Are the implemented algorithms tested with regards to their reliability, correctness

reprod
under d

— How an

— Are the
or depl

icibility and are the reliability and correctness measures and reproducibility condif
ontrol?

d where can the test methodology, results, and changes based on results be documente

byment of Al systems and applications?

— Is the output of Al systems and applications transparent and explainable?

— Is the 4

pplication of Al systems and applications made in compliance with applicable regulat

and stajndards?

8.2.4 Fai
Fairness an

—  Which

ness andmnon-discrimination
d non=discrimination considerations include the following:

hetions have been taken to identify and mitigate bias in the dataset used for model train

s of

i

D

s in

and
ions

d?

re clearly defined duties and responsibilities for stakeholders involved in the developient

ions

ing?

— Isthed

ata source likely to contain historical bias that risks being perpetuated?

— Is the training data representative of the affected population?

— Are there clearly communicated reporting mechanisms on how to raise exclusion issues, especially

by user

s of, or others affected by, the Al system and application?

8.2.5 Transparency and explainability

Transparen

cy and explainability considerations include the following:

— Isitclear who or what can benefit or come to harm from the intended function of the Al system?
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[s the nature of the Al system, and are the potential or perceived risks communicated in a clear and
understandable way to the intended users and people potentially impacted by the system?

particularly in critical situations?

[s there a stakeholder reporting and communication strategy regarding the use, col
maintenance of training datasets?

Are traceability functions (e.g. logging of activities) of the Al system available to make it auditable,

lection and

Is there an ‘end to end’ reporting and communication strategy regarding collection, maintenance

and use of data?

[s there a stakeholder reporting and communication strategy with respect to how anyd3
by the deployed system are collected, used and maintained?

Does the strategy for reporting and communication accommodate commufigations
stakeholders including management, government regulators, civil society)journalist
watchdogs?

Were employees and employees’ representatives consulted about thé nature and scoj
Kystem?

Does the organization communicate the Al system’s and-application’s purpose ang
processes to stakeholders, and any others whose informationis collected, inferred, used,
pr some combination thereof (for example through a notice’placed near the deployment
with a policy link)?

Can the system clearly convey benefits, risks,.and how benefits outweigh potential
relevant stakeholders?

Are potential sources of variability in decision-making that occur at prediction time ide
s it possible to measure this variability?

When deploying an Al system created by a third party, what kind of documentation, t
support is required by the third party to prevent misuse, disuse or abuse?

Are processes in place to assess the environmental impact of the development and de
the Al system (e.g. electricity, water, land use)?

b  Professional responsibility
essional responsibility considerations include the following:

Are the cotkelations upon which the Al system makes predictions, decisions and recom
supported by appropriate scientific research?

Do’'measures exist to ensure the security, integrity, validity and accuracy of the data us

ta collected

to relevant
5 and other

be of the Al

| data flow
maintained
raQR code

risks to all

ntified, and

raining and

bloyment of

mendations

bd by the Al

system and application?

In addition to accuracy of data, what system accuracy testing is necessary, prior to deployment, in

an environment that controls known and reasonably foreseeable risks?

Are processes in effect to take into account known scientific flaws and factors related to deployment

in problematic settings that can contribute to harmful outcomes?
Is technology fit for purpose, especially for deployment in the specific context?

Are models meant for deployment sufficiently robust and of adequate quality and have b
comprehensive scenarios?
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8.2.7 Promotion of human values

Promotion of human values considerations include the following:

8.2.8 Priyacy

Privacy considerations include the following:

Is information provided in the case of possible harm to humans, as a result of the Al systems’ and
applications’ predictions, recommendations or decisions?

Have experts, representatives of impacted groups (including workers), or other stakeholders been
consulted in determining whether the Al system and application, as deployed, is legitimate in the
eyes of the persons who would be most affected?

If appli"nh]p, isthere a dpcr‘riph'nn of the stakeholders of the npp]i{‘afinrﬂ

Are prdcesses in place to disclose known vulnerabilities, risks or bias and is there a process inplace
for repprting them?

Are prqcesses in place to assess the Al systems’ and applications’ impacts on employment and the
future of work, and to report such instances to relevant stakeholders?

Are cothmunication mechanisms available to indicate where issues-telated to privacy can be raised?

Are prqcesses in place for end users, or other stakeholders directly or indirectly affected by the Al
system| to report privacy concerns?

Are prgcesses in place for relevant stakeholders to respond to privacy concerns and to take puch
feedba¢k (when justified) into account to improve the Al system?

When 4 user is unwilling to share all data required to buy, rent or otherwise access a servige or
product, is the user refused the services or products in their entirety or are alternatives offered?

How calrefully have risks associated with-the collection and storage of personal data been assessed?

Arethefre internal data governancemechanisms in place thatinclude traceability of how the personal
data wqss obtained?

Has th¢ internal data governance and handling of personal data been respected, and is the |data
tracealyle or re-identifiable?

Has infprmed consent been properly collected?
Can thd user or,ether stakeholder fully exercise their rights on its personal identifiable data?

Is the data subject informed on how valid consent is given, and if needed or requested by the |data
subject} otrhow such consent can be revoked?

Has privacy definitions applicability been assessed, considered and acted upon in the context
(sector, geographical area, etc.) where the Al system is being developed and deployed?

What data flow and verification capabilities are being provided to ensure that the collected personal
information is used as intended?

Are there features to support the ability of data subjects to review the presence, relevance and
accuracy of their personal information?

8.2.9 Safety and security

Safety and security considerations include the following:

20

Are communication mechanisms available to raise issues related to safety and security?
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— Arethere any known safety and security impactsin the intended use of the Al system and application
or in the event of a failure of its intended functions (i.e. providing wrong results, being unavailable,

or used for a task for which it has not been tested)?

— What technical measures can be taken to protect the collected data against loss and unauthorized

access, destruction, use, modification and disclosure?

8.2.10 Human control of technology

Human control of technology considerations include the following:

8.2.

Com

8.2.

Hun

O€s the Al system require a qualiiled human 1n the l0op to mInimize risk?
Do measures exist to prevent abuse, misuse or disuse of the Al system?

[s there documentation that specifies contexts and persons for which the technology is
expected to perform optimally, given data set composition and other limitdtions?

Are there appropriate measures in place to ensure that control overjthe Al system c:
transferred to and performed by a human operator when needed?

|1 Community involvement and development
munity involvement and development considerations include the following:

When Al systems and applications are used to manage public benefits and healthca
sufficient oversight in making eligibility determination and allocating government beng

[s human assistance available to end users engaging with Al systems and applications?

public services, made public and accessible?

|2 Human centred design
an-centred design considerations include the following:

Does the organization dckhowledge that people differ in their abilities and needs, uses
nnd social data on the nature and extent of these differences?

Does the organization make usability and accessibility strategic business objectives?
Does the organization adopt a total system approach?
Are health, safety and well-being business priorities?

Does-the organization value its employees and create meaningful work?

(and is not)

in safely be

re, is there
ofits?

[s all relevant information on Al systems.and applications, which that are used in connection with

ergonomics

Is the organization open and trustworthy?

Does the organization act in socially responsible ways?

8.2.13 Respect for the rule of law

Respect for the rule of law[102] considerations include the following:

Does the judiciary have a sufficient level of understanding about Al system and applications to

ensure respect for the rule of law?

In relation to Al systems and applications, is a person ensured due and diligent judicial process and

fair and equal treatment under the rule of law?
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— Doesthejudiciary act as a guarantor of recourse whenever international human rights or freedoms
are breached by Al systems and applications?

— Isapersonthatissubjecttoanalgorithmic decision able tolegally examine and contestits reasoning?

— Istherule of law safeguarded by the accurate handling of data throughout the whole Al value chain?

8.2.14 Respect for international norms of behaviour

Respect for international norms of behaviour considerations include the followingl192l;

— Are interaattonatnormsofbehaviotrrespeeted whertrstreorpromotinethetnseofAsystems and
applications?

— Are legitimate interests (e.g. security), rights (e.g. intellectual property rights) .ot releyant
stakehg¢lder values!23] safeguarded?

8.2.15 Environmental sustainability

Environmental sustainability considerations in relation to Al systems and. applications includg the
following:

— Has thg carbon footprint been evaluated taking into account its béneéfits, any reduced impact)and
any extira consumption generated?

— Is therg a policy to use renewable energy and to avoid (orase) heat dissipation, especially in [data
centreg?

— Have sﬂludies been conducted to evaluate and reduce:emissions of pollutants into the air, waterf and
soil (wherever relevant) as much as possible?

— Is therp a green procurement practice to €valuate suppliers of goods and services on their
enviropmental impacts?

— Isthergalife-cycle approach (including for disposal) toreduce waste, re-use products or components,
and redycle materials?

8.2.16 Labhour practices
Labour pragtices consideratiens‘include the following:

— Have tHe bodies in charge of social dialogue in the organization (whatever their form; trade unjons,
staff r¢presentatives, health and safety committees, etc.) been informed and, when releyant,
consulted on theiimplementation of an Al system and application?

— Hasthgconipany staff been directly informed of the implementation of an Al system and application?

I When ILinunlunce cuirunillanen Af vaunwlrnre Avn tharn ctanc talean +0 chacly that +ho crgnillany e is
AV Orve S SH Y e e - Workersaretnere-StepsStarkeh—+toeneek—+tnattne-Stvehah

limited to its sole objective and without disproportionate and undue effects? Is there a procedure to
report related problems?

— Has the possibility of discriminatory treatments of workers on the basis of biased algorithms been
anticipated?

— Are steps taken to prevent abuse of data protection and privacy in the workplace?
— Has the impact on jobs been anticipated with workers reskilling when necessary?
— Is there a plan to provide Al and digital literacy schemes for the affected workers?
— Aretherules on the organization’s or developers’ responsibility and liability clearly understood and

communicated?
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(informative)

Al principles documents

Berkman Klein report

8:2022(E)

ping consensus in ethical and rights-based approaches to principles for AI13Z],

ral sets of principles or themes for Al have emerged, and keep emerging, out)of'the ir

munity. 36 international Al principles documents published between 2016462019 are
urvey by the Berkman Klein Center (see 6.1), based on input from differenpindustries a
raphies. More recent international publications, of comparable status, which also list

principles or themes, are set out in Clause A.2 to A.9.

Global

brinciples for ethical AIl38]

r reviewing 90 organizations PWCTM1 jdentified ten core principles to help defining
d on its own work, both internally and with clienits) the article presents a few ideas foq
e principles into practice. The principles are Intérpretability, Reliability and robustne
untability, Beneficiality, Privacy, Human ageri¢y, Lawfulness, Fairness and Safety.

mpleteness of moral choice and evolution:towards fully autonomous AIl39]

problem of ethical decision-makipg; viewed from the perspective of computer, te
ral sciences, lies only in the complexity of the topic. Al scientists and developers basica
the Turing machine model, as§iiming that a machine can be constructed to resolve ar

?Iuding ethical decision-making issues) that can mechanically calculate a particular fun

tion can be put into an algorithm. Thus, ethical decision-making is conceived as an abstt
se manifestation does not depend on the particular physical organism in which th
s place, nor on what.t is made of. If in practice, a sufficiently complex algorithm is |
exhibit sufficiently)complex behaviour that can be characterized as ethical in the full

performed by humans, its full automation, transferring the same task to autonomou
orms, and¢Al algorithms, necessarily implies the transfer of moral competence. The
I this_competence includes presupposes empirical research and reassessing purely
oachegin Al ethics.

ternational
analysed in
nd different
several sets

ethical AL
how to put
5s, Security,

hnical and
lly proceed
y problems
ction if this
act concept
b algorithm
built, it will
tense of the

1. This article reflects the main argument that if a task requires some form of moral authority when

5 machines,
question of
normative

lett Packard F'nfnrpr‘icpTMz) (Rp]ginm) Al Ethics and prinr'iplpc[@]

The organisation states it considers Al to be a powerful, transformative technology that can amplify
human capabilities, but also presents risks. It invests in ethical Al principles and believes in the
following ethical and responsible Al principles: Al privacy-enabled security, Al human-focused
principle, Al inclusivity principle, Al robust principle and Responsible Al

UNESCO. Resource Guide on Artificial Intelligence (Al) strategies!41]

1) PricewaterhouseCoopers (PwC) is a trademark of PwC Business Trust. This information is given for the
convenience of users of this document and does not constitute an endorsement by ISO or IEC.

2) Hewlett Packard Enterprise is a registered trademarks of Hewlett Packard Enterprise Company and/or
its affiliates. This information is given for the convenience of users of this document and does not constitute an
endorsement by ISO or IEC.
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Artificial Intelligence (AI) has rapidly emerged in a context in which sustainable development has been
the overarching goal of the international community. The United Nations has called upon governments
to develop national strategies for sustainable development, incorporating policy measures to achieve
the 2030 Agenda for Sustainable Development. While Al technologies can support breakthroughs in
achieving the Sustainable Development Goals (SDGs), they can also have unanticipated consequences
that will exacerbate inequalities and negatively impact individuals, societies, economies and the
environment. Al implementation will need to be supported by a multi-disciplinary review to steer Al
in a direction that will respect human rights and human dignity. This reference guide is a collection of
key references that can provide a global overview of discussions on Al Ethics, technical standards, and
examples of national strategies. It comprises three main chapters on Al: Ethical Principles and Impacts;

Technical

tandards and International strategies; and National Strategies. There are no specif

c Al

Ethics prin
with the w
resources f

Unite Paper

The paper
such as the
composed
inalienable
group spec
It recomm
standards,
and adhere

iple definition in this document, instead, the reader is encouraged to familiarize thentse
ork of international and national governments, private organisations, civil sqoeiety
rom Europe, the Americas and Asia.

. A Framework for Ethical Al at the United Nations!42]

hot only provides an attempt to define “Ethical Al”, it also considers-how an organisz
UN would go about implementing Ethical Al. It proposes to view.éthical values “as b
f different layers, going from global to group to individual: Core ethical values base
human rights (human dignity, autonomy); constitutional values{ryile of law, equity, priv

ends that the UN develop a framework consisting ofCethical principles, architect
hssessment methods, tools and methodologies, and a policy to govern the implementz
hce to this framework, accompanied by an education program for staff.

UNESCO AID Hoc Expert Group. Outcome document: first draft’of the Recommendation on the Ethi

Artificial In

The docum
protection
and ecosys
The docum

elligencel43]

ent contains a distinction between values and ethics principles. Values include Res]

lves
and

tion
eing
d on
hCy);

fic values (beliefs or cultural norms); and individual ethical}wvalues (personal convictions).”

ural
tion

s of

bect,

hnd promotion of human dignity, human rights and fundamental freedoms; Environment

fem flourishing; Ensuring diversity.and inclusiveness; and Living in harmony and p¢
ent identifies the following Al ethics“principles: Proportionality and do no harm; Safety

security; F

irness and non-discrimination; Sustainability; Privacy; Human oversight and determina

bace.
and
tion;

Transparenlcy and explainability; Responsibility and accountability; Awareness and literacy; and njulti-

stakeholder and adaptive governance.and collaboration.

AI4DA. Ethigs in Artificial Intelligencel44]

The article contains a good primer and points to up to date resources on the topic. The foundationfalso
provides Al readiness assessments for countries outside the so-called first and second world. Rgcent
reports include the Philippines, El Salvador, Nigeria and Myanmar. In its analysis, it cites a common
top five of thical prificiples: transparency, justice and fairness, non-maleficence, responsibility| and
privacy. It furthermere states that “no (document) examined discussed Al within care, nurturg, in
terms of hdlp, welfare, social responsibility, ecological networks, nor dignity or solidarity. Morepver,
the documgntsimostly came from economically developed countries, while Central and South America,
Africa and Centra

A.3 North America
Government of Canada. Directive on Automated Decision-Making[4]

The Government of Canada is increasingly looking to utilize artificial intelligence to make, or assist
in making, administrative decisions to improve service delivery. The Government is committed to
doing so in a manner that is compatible with core administrative law principles such as transparency,
accountability, legality, and procedural fairness. This technology is changing rapidly and this Directive
will continue to evolve to ensure that it remains relevant. Appendix A contains definitions, including a
definition of procedural fairness. Appendix B contains four Impact Assessment Levels that range from
impacts that are reversible and brief (Level 1) to decisions that are irreversible and perpetual (Level
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[V); although they are unrelated to risk. Appendix C lists procedural requirements for each Impact
Level; ranging from Peer Reviews to Notices posted through service delivery channels to Human-in-
the-loop for decisions to Explanation requirements to Training to Contingency planning to Approval for
the system to operate.

Information Technology Industry Council. Al Policy principles, Executive summary!46]

A broad-ranging set of topics covering Al, industry and government policy is covered in this document.
Regarding values and ethics, the document calls attention to industry’s responsibility in promoting
responsible development and use, which includes: responsible design and deployment, safety and
controllability, robust and representative data, interpretability and liability of Al systems due to

autgfiomy. The tatter a topic few other publications have identified as a topic of INterest.
IBM| From Roadblock to Scale: The Global Sprint Towards Al Study!47]

Al i$ embedded in everyday life, business, government, medicine and more. By_embedding ethical
prinkiples into Al applications and processes, systems can be built based on‘trust. Topics discussed
inclyde: trust and transparency principles, everyday ethics for Al, Al fairness and Al explainability,
humlan intelligence augmentation and data ownership.

A.4| South America
Printiples and axes of Chile's Al Policy!48]

On (ctober 27, 2021, Chile published its National Policy, ofvArtificial Intelligence which addresses the
bengfits of Al technology and the goal of positioningthie country as a leader in innovatiop, research,
and |[development, and of democratising technology<&olutions. The Al policy identifies four [transversal
pringcipals: Al with a focus on people's welfare, respect for human rights, and security; Al for|sustainable
devglopment; Inclusive Al as well as Globalized and evolutive Al

Artificial Intelligence in Brazil: the Braziliar\Strategy for Artificial Intelligence (BSAI/EBIA) jand Bill No.
21/2020 - October 2021142

Thid article analyses Bill No. 21/2020in the Chamber of Deputies and discover some important points
of the Brazilian Strategy for Artificial Intelligence (BSAI/EBIA) in greater detail. Uniquely] among the
artigles and documents in this(annex, it considers the acceleration and strengthening of Jnformation
and [Communication Techndalogies (ICT) as a consequence of the COVID19 pandemic. The article links
the BSAI/EBIA objective of.“to contribute to the elaboration of ethical principles for the development
and use of responsible Al"and criticisms of the law as being “generic” and lacking “a techniqdal basis”.

Legdl framework for-drtificial intelligence advances in Brazill30]

Brazil's Congrless has passed a bill that creates a legal framework that outlines rules arofind the use
of Al in theleountry. The bill covers the rights of users of Al systems, such as being infoymed about
the |nstitution responsible for the development of the Al system they are interacting wjith, as well

as the‘right to access clear and adequate information about the criteria and procedures lised by the
systent: i i i i ues. Ethical

concerns frequently raised are listed. Brazil adheres to the Organization for Economic Co-operation
and Development (OECD)'s human-centred Al Principles, which provide for recommendations around
areas such as transparency and explainability.

Argentina and Uruguay!>1]

The article provides an introduction to the Al strategies in Argentina and Uruguay and is a pointer
to a variety of resources otherwise not available in English. The Argentinian strategy (published in
2019) seeks to promote Al in the private sector, minimize ethical risks, and develop talent, amongst
other objectives. The Argentinian document acknowledges the challenge on how to face the ethical
and social challenges that the technological transformation imposes while promoting its development
and implementation that favours economic growth and social development. In the course of this
development, it calls on the application of Al techniques in which anthropological, cultural and
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psychological aspects can play a key role, emphasising to include experts in these areas in the research
team. This will allow not only the training of professionals from different disciplines in Al techniques,
but also the development of solutions with implementation potential in various areas.

Mexico: the story and lessons behind Latin America’s first Al strategy!>2]

In 2017 the government of Mexico, together with strategic actors from civil society, private sector,
academia, and international cooperation, decided to develop the first Al strategy for the country and
Latin America. It sought to answers major Al-related questions including “How will jurisdictions
address ethical issues around algorithmic accountability, openness, and transparency?” The policy
brief contains the recount of the leaders of the initiative from government and civil society, along with

iven
; are
not developed according to some unquestioned but questionable assumption{ofiuniversal norms buf are
in fact compatible with the societies in which they operate. This is particulatly pertinent for Al reseprch
and implenentation across Africa, a ground where Al systems are arid)will be used but also a pglace
with a histqry of imposition of outside values.” Explicability can assistfo “contribute to responsiblg and
thoughtful flevelopment of Al that is sensitive to African interests and values”.

Top Al challgnges in Africa: Computel>4]

The article focuses on the top challenges facing accessing:compute in Al in Africa. A diverse group pf Al
community|leaders from Ghana, Nigeria, Kenya, Tanzania Morocco and others talked about nuancgs in
their societjes and suggested solutions. Key issues, which need to be overcome before a practical debate
over Al Ethijics is possible are: Low access to GPUs, Storage capacity challenges, Lack of understanding
as to which|GPU to select for a desired purpose;

Africa, Artiflcial Intelligence, & Ethics[55]

The resourfce is a transcript of a Carnegie Council podcast. Key barriers to Al adoption and the
discussion pf Ethics concern: the inability of most Al to work with African languages (be that written
or spoken); accountability for ‘foreign domiciled organisations operating in Africa; proted¢ting
inexperiended consumers of sgcial media platforms driven by algorithm from toxic content; nuancps in
culture betveen African ceuntries; access to toolsets from major companies that can be used for Jocal
development; trust in techmology; the risk of the concept of Al administrative universality acrogs all
African natjons. It discusses how conversations in communal gatherings called kgotla are transcrfibed
using natural languyage and incorporated in Botswana’s legal and legislative process; thus delivgring

greater socjal inclusion.

Towards anletHics of Al in Africa: rule of education[5]

The wide-ranging survey of resources by authors of the African continent is a starting point for
a comprehensive survey of Al and Al Ethics in Africa. Specifically, it discusses Ubuntu lessons in
Africa and continues to state that “The development of Al must be in accordance with African values
about man. Those that put human relationships at the centre and not individualism. Unfortunately, a
rational view of people has always been marked by contradictions, exclusions, and inequalities. The
development of Al based on data generated by such a vision will contribute to increase the already
existing inequalities.”

Top Al challenges in Africa: Ethics(57]

Bias due to poor representation, job losses, the application of Al in general, what lives Al should improve,
what actions Al should be allowed to take, open data access to especially African data are presented as
of specific concern to African communities. In addition to covering Ethics in Al in the African setting,
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the article draws attention to the work of the Lacuna Fund, which provides funding to collect data from
the underserved population in the fields of Agriculture, Health and Language to overcome fundamental

barriers to achieving fair and unbiased outcomes.

A.6 Europe

European Commission. Proposal for requlation on a European approach on artificial intelligencel58]

The regulatory proposal aims to provide Al developers, deployers and users with clear requirements and

obliga
and fi

High-Level Expert Group on Artificial Intelligence. Assessment List for Trustworthy Artificial
A]) for self-assessment[32],

document sets out the final assessment list for trustworthy Al (ALTAI) presented by thg
Expért group on Artificial intelligence (AL HELG) set up by the European Conimission, to
whefher the Al system that is being developed, deployed, procured or used,’adheres to th
seven requirements; (i) human agency and oversight, (ii) technical roblstness and safety,
and (data governance, (iv) transparency, (v) diversity, non-discrimination and fairness, (vi)
environmental well-being, and (vii) accountability.

Addressing Al ethics through codificationl69]

The
issu

article sets out several approaches based on reviewed material that can be used to co
s in practical applications of Al systems. The firstpart of the paper is primarily focu
groyps of problems considered significant for practical’applications of Al systems, whereas
part] of the article considers some of the current.discussions on Al ethics, commonly U
prinkiples, international regulation of shared interests in Al development, as well as relat
whigh Al ethics issues play an important role~Fhe third and fourth parts of the article consid
approaches used by professional communities to regulate ethical issues.

Eurgpean Parliament. Resolution with\récommendations to the Commission on a civil liabilit]
artificial intelligencel©1]

The
busi
and
regi

suggested creation of a futtire-oriented and a unified approach, setting standards for
hesses to ensure the consistency of rights and legal certainty, thereby fostering digita
ensuring a high-level .protection of citizen and consumer rights, by harmonizing f
mes for Al-systems:
Eurgpean Parliament. Data subjects, digital surveillance, Al and the future of workl62]

The
the s

report proyides an in-depth overview of the social, political and economic urgencies in

tions regarding specific uses of Al. At the same time, the proposal seeks to reduce administrative

Intelligence

High-Level
help assess
e following
iii) privacy
bocietal and

dify ethical
s5ing on two
the second
sed ethical
bd issues in
er practical

y regime for

ritizens and
innovation
he liability

identifying

o-called-new surveillance workplace’. The report assesses the range of technologies th
intr

some of the tensions across principles.

StandICT.eu - Focus Group report, Road Map on Artificial Intelligence (Al)[63]

at are being

uced to monitor, track and, ultimately, watch workers, and looks at the immense changes they

d
imbyietify several arenas. A number of principles are set out in the report that apply to the right to a
priv i i * ; rt looks at

The Road Map creates an overview of standardization activities in IEEE, ETSI, ISO/IEC, ITU-T and
CEN-CENELEC (chapter 1.3 and Annex A). The Focus Group has identified 13 themes among which the
following seven have been addressed for European standardization (chapter 3): Accountability, Quality,
Data for Al, Security and privacy, Ethics, Engineering of Al systems and Safety of Al systems.

A.7 Asia

China’s New Al Governance Initiatives Shouldn’t Be Ignored!4]
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The meta review of Chinese Al governance provides an introduction and references policies and
documents that consider ethics and governance from Cyberspace Administration of China (CAC), China
Academy of Information and Communications Technology (CAICT) and the Ministry of Science and
Technology. It points out that CAC is the most mature and its draft set of thirty rules for regulating
internet recommendation algorithms break international ground in areas such as explainability and
remediation of harm. It argues that these rules can break international ground.

What you need to know about China's Al ethics rulesl63]

The article proves an introduction to China's proposed governance and regulations titled "New
Generation Artificial Intelligence Ethics Specifications” from a Western perspective. The specifications
aim to intefrate ethics and morats Into the entire 1ifecycie of Al;, promote fairness, JUstice, narmony,
and safety] and avoid issues such as prejudice, discrimination, and privacy/information deakage.
The specififation applies to natural persons, legal persons, and other related institutions,engaged in

activities c
norms are

pnnected to Al management, research and development, supply, and use. Six-baSic et
specified: enhance human well-being, promote fairness and justice, protect privacy

safety, ensy
for managi

activelyint¢grate the ethical standardsinto management processes, ensure the et derly developmen
sustainability of Al, clarify responsibilities across different stakeholders and-standardize manage

operating

hical
and

re controllability and credibility and improve ethical literacy. Additionally,-there are g
g Al-related projects including; promote agile governance and developmeént sustaina

nditions and procedures, strengthen risk prevention by impreying risk assessment i

development, encourage the use and diversification of Al technologies\to solve economic and s

problems a

cooperation.

Principles a

The govery
associated
privacy, fai
ethical priq

nd encourage cross-disciplinary, cross-field, cross-regional'and cross-border exchanges

nd Practice for the Ethics Use of Al in Hitachi’s Social-linovation Businessl66]

vith the use of Al. Many different aspects of Al ethics are highlighted, among them sa
‘ness, transparency and accountability, and security. The page documents: HitachiT™3
ciples; standards of conduct in the planning phase, the social implementation phase

ility,
and
ent

oals

n Al
bcial
and

ance and ethics of Al are key issues and:srécognizes the significant societal impact

fety,
's Al
and

the maintenance and management phase; as well safety, privacy, fairness, equality and preventign of

discriminaffion, transparency, explainability and accountability, security and compliance.

Malaysia Al|Ethics Maturity Report 2021 - AFDoctrinel®Z]

The documgént summarises Malaysia’s.Al Ethics National Framework exploring the dichotomy causdd by
promoting the innovation capacity of Al on the one hand, on the other hand the development and upftake
of ethical apd trustworthy Al has.become central to the development and deployment of Al. The grqwth
of Al raises|several questions ahd challenges that require careful consideration, particularly when the
development and deployment of Al raise ethical dilemmas. The document focuses on the distrust A| has
caused. It surveys prineiples that can counter these issues such as explainability, disclosure, pripacy
and data gdvernance,quality and integrity of data, access to data, and utility. It includes an Al Ethics
Maturity irldex that-is representative of the extent of awareness of the utility of an Al system| the
degree of transparency and explainability; and the degree of respect for privacy and adoption of [data
governance niéasures.

AIDA - Al Readiness in the Philippinesl©€l

An overview of the Al readiness in the Philippines. This is but one example of how the Artificial
Intelligence 4 Development Agency on a monthly basis highlights the adoption and readiness in a non-
western country. Other countries-of-the-month have included: Mexico, Argentina, Myanmar, South
Korea (calling out the “ppalli-ppalli” culture, literally translated as “quickly, quickly”), Nigeria, Egypt,
Columbia, Uzbekistan, Zimbabwe and Singapore.

International Research Center for Al Ethics and Governance. The Ethical Norms for the New Generation
Artificial Intelligence, Chinal62]

3) Hitachiis a trademark of Kabushiki Kaisha Hitachi Seisakusho. This information is given for the convenience of
users of this document and does not constitute an endorsement by ISO or IEC.
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On September 25th 2021, the National Governance Committee for the New Generatio

Intelligence published the “Ethical Norms for the New Generation Artificial Intelligence”.

integrate ethics into the entire lifecycle of Al, to provide ethical guidelines for natural pe

8:2022(E)

n Artificial
It aims to
rsons, legal

persons, and other related organizations engaged in Al-related activities. The document contains the
full set of norms. The set of ethical norms considers the current ethical concerns of privacy, prejudice,
discrimination, and fairness from all walks of life in the society. The set of ethical norms includes

general principles, ethical norms for specific activities, organization and implementation

guidelines.

The set of ethical norms puts forward six fundamental ethical requirements, such as enhancing the
well-being of humankind, promoting fairness and justice, protecting privacy and security, ensuring

controllablhty and trustworthlness strengthenmg accountablllty, and improving ethlcal
the s ) 1ch 2

Integrated Innovation Strategy Promotion Council, which contributes to|the formula
OECP’s recommendations on Artificial Intelligence. The social principles for Al are cd
seven principles: (1) Human-centric, (2) Education/Literacy, (3) Prixacy Protection, (4
Secyrity, (5) Fair Competition, (6) Fairness, Accountability, and Trangparency, and (7) Inng
document presents action targets to be implemented by an Al company, with the aim of sup
implementation of the Al principles that is required for the faciljtation of deployment of Al.

Whdt Buddhism can do for Al ethics!Z1]

The
of A
woul

publication explores what Buddhism can offer to the ethics of Al It proposes that “any
must strive to decrease pain and suffering” apdhthe “Do no harm principle: the burg

Re-ijagining Algorithmic Fairness in India and BeyondlZ2]

The
can

study highlights ways in which issues surrounding Al in India differ from Western co|
Call for different approaches to achieve fairness.

The [Threat of Al and Our Response:The Al Charter of Ethics in South KorealZ3]

The
therg is little refutation of the effectiveness of Al. It goes on to observe that South Korean
actiye in discussions to minimize the side effects of Al and use it responsibly, and that the
of tHe Korean Al Chartetof Ethics (AICE) is one result of it. The study examines how the Sq
socigty is responding to threats from Al that can emerge in the future by examining various
Repl;blic of Korediln addition, seven Al threats are classified into three categories: Al's valy
(Human discrimination in Al, Al's weighing of human value), Malicious use of Al (Lethal 4
Al-bpsed cyber attacks, Excessive privacy intrusion) and Human alienation(Al’s usurpatio
occypatiens, Deepening the alienation of the digitally vulnerable ), the authors draw fouj
basdd©n-three categories: Protection of social values (including Prevention of social disd
Socihlinclusion as a whole, Respect for human dignity, Pursuit of human henefit and ha

[ld be with those seeking to show that a particular application of Al does not cause harny”.

literacy. At
t, research

groupl70]

ted by the
tion of the
mprised of
) Ensuring
vation. The
porting the

ethical use
en of proof

”

untries and

charter starts by observing that changes due to Artificial Intelligence (Al) are ongoing, and that

5 have been
publication
uth Korean
A\IECs in the
e judgment
A\l weapons,
n of human
teen topics
rimination,
ppiness), Al

control (Explainable algorithm, Use of data based on social ethics, Prepare for malfunctions and
hazardous situations, Ultimately human controlled, Limiting the purpose of using Al, Activating the
post-management system, Clear division of responsibility and Possible to check whether Al is applied)
and Fostering digital citizenship (Culture of continuous multilateral communication, Enhancement of

Al utilization capabilities ). The analysis indicates that Korea has not yet been able to prope
to the threat of Al's usurpation of human occupations (jobs). In addition, although Ko

rly respond
rea’s AICEs

present appropriate responses to lethal Al weapons, these provisions will be difficult to realize because

the competition for AI weapons among military powers is intensifying. The article contai

ns a useful

overview of Korea’s seven Al Charters of Ethics, the first one (the Draft of the Robot ethics Charter -

DREC) having been published as far back as 2007.
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A.8 Eurasia
First code of ethics of artificial intelligence signed in Russial74]

The Code will become part of the Artificial Intelligence federal project and the Strategy for the
Development of the Information Society for 2017-2030. It establishes general ethical principles and
standards of conduct to guide those involved in activities using artificial intelligence. The Code applies
to relations involving ethical aspects of the creation (design, construction, piloting), implementation
and use of Al technologies at all stages of the life cycle, which are currently not regulated by Russian
law or other regulatory acts.

. bl - Ak o - PR 1 . = PR 1
Sber among[ptoneers adopting A1 ethics principtes im Russtat=t

The press felease announces the board of Sberbank™% has adopted ethical principles_behind Al
development and use across Sber™5) Group. The five adopted principles are: secure Al, explainable Al,
reliable Al, responsible Al and fair Al. Each principle has been documented with explanatory examples.
The principlles have been designed taking into account the requirements of the National Strategy fof the
Development of Artificial Intelligence until 2030.

Al Alliance Russia. Artificial Intelligence Code of EthicsZ6]

The Code applies to relationships related to the ethical aspects of the creation (design, construcfion,
piloting), ihplementation and use of Al technologies at all stages thatare currently not regulated by
the legislat]on of the Russian Federation and/or by acts of technical.fegulation. Section 1, principles of
ethics and fules of conduct, outlines the core principles and attributes associated with each: protegting
the interests and rights of human beings collectively and as individuals (including human-centred and
humanisticlapproach, respect for human autonomy and freedom of will, compliance with the law, pon-
discriminaflion , assessment of risks and humanitarian impact); the need for conscious responsihility
when creafing and using Al (including a risk-based,approach, a responsible attitude, considgring
and taking [precautions, no harm principle, identification of Al in communication with a human, data
security, information security, voluntary certificatioitrand code compliance, control of the recursive|self-
improvemeht of Al systems); humans are always.tesponsibility for the consequences of the applicqtion
of an Al syqtem (supervision , responsibility); &l technologies to be applied and implemented where it
can benefit|people (including the application of an Al system in accordance with its intended purpose,
stimulating the development of Al); intérests of developing Al technologies above the interests of
competition (correctness of Al systems-comparisons, development of competencies, collaboratign of
developers); the importance of maximum transparency and truthfulness in information on the level of
development, capabilities and risks of Al technologies (including the credibility of information abotyit Al
and raisinglawareness of the ethics of Al application).

A.9 Asia|Pacific

Australian [Governiment Department of Industry, Science, Energy and Resources. Australia’s Artificial
Intelligence|Ethics Framework!ZZ]

The voluntary Artificial Intelligence (Al) Ethics Framework guides businesses and gavernments to
responsibly design, develop and implement Al and is composed of four pillars: Al Ethics principles,
Applying the principles, Testing the principles and Developing the framework. This lifecycle-like
approach, while not unique to Australia, is infrequently encountered in other resources. Australia’s
eight Al Ethics principles are designed to ensure Al is safe, secure and reliable. They consider on:
Human, societal and environmental wellbeing, Human-centred values, Fairness, Privacy protection and
security, Reliability and safety, Transparency and explainability, Contestability and Accountability.

Al Singapore. An Overview of Al Ethics and GovernancelZ8]

4) Sberbank is a trademark of Sberbank of Russia. This information is given for the convenience of users of this
document and does not constitute an endorsement by ISO or IEC.

5) Sberisatrademark of Sberbank of Russia. This information is given for the convenience of users of this document
and does not constitute an endorsement by ISO or IEC.
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The article discusses governance through the prism of operationalising Al principles. It identifies
five common themes or overarching principles of ethical Al; beneficence, non-maleficence, autonomy,
justice and explicability. The article points out that the first four principles correspond with the four
traditional bioethics principles, and that they are joined by a new enabling principle of explicability for
Al The document contains references to open source technology tools from IBM®®) and Microsoft®?7)
that can assist Python™8) developers when incorporating these principles in their work.

Al Forum New Zealand. Trustworthy Al in Aotearoa: The Al Principles!Z9]

To help maintain public trust in the development and use of Al in New Zealand, the Law, Society and
Ethics Working Group of the Al Forum has published a set of five guiding principles designed to provide

high
Zeal
The
righ
and
note
Indi

Sing

The

Frarn
prin
Als
robu
usalj
cons

-fevel guidance for anyone invoived in designing, developing and Using artiticial inteitig
and (Al stakeholders), with the goal of ensuring New Zealanders have access to tryus
five guiding principles are: Fairness and justice [including (respect for) Applicable 13
s, Rights of Maori, Democratic values and Principles of equity and fairness]pReliabil
privacy, Transparency, Human oversight and accountability and Wellbeing): This pu
worthy for the fact this it is one of the few, if any, to explicit consider.and respect t
benous people.

ipore’s Approach to Al Governance (ISAGO)[80]

article discusses the evolution between 2019 and 2020 of\Singapore’s Model Al

hework from the first to the second edition. The second)edition builds on the t
ciples of the first edition: Decisions made by Al should“be’explainable, transparent 4
ystems should be human-centric. The second editiondncludes additional consideratig
stness and reproducibility) and refines the original Model Framework for greater re
ility. For instance, the section on customer relationship management has been expande
iderations on interactions and communications with a broader network of stakeh|

second edition of the Model Framework continues-to take a sector- and technology-agnost]

that
Inte

can complement sector-specific requirements and guidelines. The practical guidand
'nal governance structures and measures, Determining the level of human involve

augiented decision making, Operations firanagement and Stakeholder interaction and com

The

Sing
fram

work of PDPC is supported by the Ad¥visory Council on the Ethical Use of Al and data.

ppore Digital (SG:D). Compenditim of Use Cases, Practical illustrations of the Model Al
eworkl(81]

Comlplementing the Singaporean Model Framework and ISAGO is a Compendium of

(Conm
and
Frarn
plac
Thes
resp

Adv

hpendium) that demonstrates how local and international organizations across differ
sizes implemented” or aligned their Al governance practices with all sections of
hework. The Conipendium also illustrates how the featured organizations have effect
e accountableVAl governance practices and benefitted from the use of Al in their line
e real-warld use cases are intended to inspire other companies to do the same afr
onsibléxdevelopment and adoption of Al.

brice in New
tworthy Al
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ty, security
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ic approach
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rity (IMDA)

sory Council of the Ethical Use of Al and Data, the Infocomm Media Development Authﬂ

Singapore’s first guide that helps organizations and employees understand how existing job roles can
be redesigned to harness the potential of Al, so that the value of their work is increased. It provides an
industry-agnostic and practical approach to help companies manage Al's impact on employees, and for
organizations that are adopting Al to prepare themselves for the digital future and provides guidance
on practical steps in four areas of job redesign: Transforming jobs, Charting clear pathways between

and

6) IBM is a registered trademark of International Business Machines Corporation (“IBM”). This information is
given for the convenience of users of this document and does not constitute an endorsement by ISO or IEC.

7) Microsoft is a registered trademark of Microsoft Corporation. This information is given for the convenience of
users of this document and does not constitute an endorsement by ISO or IEC.

8) Python is a trademark of the Python Software Foundation. This information is given for the convenience of
users of this document and does not constitute an endorsement by ISO or IEC.
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jobs, Clearing barriers to digital transformation and Enabling effective communication between
employers and employees. The guide is a practical example of addressing the ethical risks and societal
sustainability impacts frequently highlighted in other documents in this appendix.

Singapore Computer Society. Al Ethics and governance body of knowledgel83]

The Al Ethics and Governance Body of Knowledge (BoK), developed by the Singapore Computer Society
(SCS) and supported by the Info-communications Media Development Authority, supports businesses
to hire trained Al ethics professionals to deploy Al responsibly. The BoK is a living document based on
the Model Al Governance Framework and will be enhanced over time. It forms the basis of future Al
ethics and governance training and certification for professionals, both in ICT and non-ICT domains,
and also sefKsTo facilitate the devetopment of curricuta on Al governarnce. 1 e 1001KIt referenced|was
a precursof to the BoK and can be of interest to those less advanced in their Al ethics journey|and
provides arfswers to fundamental questions such as: “Why care for Al ethics?”, “What are the benfits
of understanding Al ethics?” and “Who is responsible for Al ethics?”.
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Annex B
(informative)

Use case studies

General

Prof
cond
info
have
syst

B.2

B.2,

Table B.1 illustrates concerns about accountability, professional responsibility, privacy,
rity, community involvement and development, respectfor the rule of law and labour p

Secuy

essionals, researchers, regulators and individuals need to be aware of the ethi¢al"a
erns associated with Al systems and applications. ISO/IEC TR 24030 and various)publig

ems and applications using Al functionality.

1 Use case No. 1

Table B.1 — Al components for vehicle platooning on public roads (self-driving ve

mation provides examples of positive impacts of Al systems and applicatioits: The d
been chosen for the purpose of illustrating the ethical and societal concerns or issue

Use cases

nd societal
ly available
ase studies

s related to

safety and

ractices.

hicles)

Des

cription

The overall concept of automated platooning is that the lead vehicle would be drive
a trained (professional) driver-and the following vehicles would be driven fully a

platooning by 2025 (use case No. 31 in Reference [15]). Several pilot projects have
out since about the year 2000 (use cases No. 27, 28, 29, 32 and 33, in Reference [1
few Al components are already used in the pilot projects (for example lane keeyj
products are’likely to incorporate Al solutions on several functional levels.

by the system, allowing the drivers to perform tasks other than driving their vehicles. The EU
roadmap for truck platooning [EU project - expectation and non-formal skills to empower mi-
grants and to boost local'¢conomy (ENSEMBLE)] envisions market introduction ofjmulti-brand

has usual by
tomatically

een carried
5]). While a
ing), future

Ethi

and

socjetal con-

Stress orboredom for the drivers, constant monitoring, safety, system security, an
risk ofhacking and hijacking a long-haul freight truck poses great danger, trust
reljability when driving next to a computer-controlled platoon.

cal

Highly unpredictable traffic environment, legislative situation, standardization.

d reliability,
pver system

cerms
The use case illustrates concerns about accountability (see 6.2.1), professional rgsponsibility
(see 6.2.4), privacy (see 6.2.6), safety and security (see 6.2.7), community involvement and
development (see 6.2.9), respect for the rule of Law (see 6.2.10), labour practices (see 6.2.13).
References [15] |Extract from use case No. 9.

B.2.2 Use case No. 2

Table B.2 illustrates concerns about human rights, fairness and non-discrimination, privacy, safety and

secu

rity, human control of technology, and respect for the rule of law.
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Table B.2 — Behavioural and sentiment analytics (security and law enforcement)

Description Use on-premise CCTV systems and analysis to ascertain a person's emotional state and goal
from their gestures, facial expression, and actions.
Use these insights to deter undesired behaviours, adapt the narrative to suit the state of the
person, provide dynamic content according to the person's emotional responses, or detect
object theft and other criminal behaviours.
However:
Surveillance cameras often have low resolution and can be in poorly lit environments with
a poor top-down view angle. A lot of suspicious behaviour can be indiscernible behind pas-
SEIS-DY O Targe Crowds.
Unwanted behaviours are much less frequent than normal behaviours and can take|onfvar-
ious forms.
Ethical Bias, security threats, privacy threats.
and The use case illustrates concerns about human rights (see 5.1), fairness and non-discrimingtion
societal comcerns (see 6.2.2), privacy (see 6.2.6), safety and security (see 6.2.7), human control of technology
(see 6.2.8), respect for the rule of law (see 6.2.10).
References, [15] |Extract from use case No. 4.
B.2.3 Usg case No. 3
Table B.3 illustrates concerns about privacy.
Table B.3 4+~ Enhancing traffic management efficiency andinfraction detection accuracy with Al
technologies
Description Big data-enabled Al technologies are applied’to monitoring and managing the traffic in a large
municipality in China. Multi-sourced data(traffic flow, vehicle data, pedestrian movement, fetc.)
is monitored, from which illegal operation of vehicles, unexpected incidents, surges of trjffic,
etc. are detected and analysed usingML methods. ML tasks (including training and deploynjent)
are carried out on a platform supperting the integration of various ML frameworks, modelgand
algorithms. The platform is baséd on heterogeneous computing resources. The efficiency|and
accuracy of infraction detection, and the effectiveness of traffic management are significqntly
improved, with much rediiced human effort and overall solution cost.
Ethical Privacy threats.
and The use case illuStrates concerns about privacy (see 6.2.6).
societal ¢on-|Safety concerndue to the risk of hacking, disrupting traffic management systems in dangefous
cerns ways, for, example setting all traffic lights at a junction to ‘go’ simultaneously) (see 6.2.7).
References, [15] Extract from use case No. 29.
B.2.4 Usg¢ caseNo. 4
Table B.4 illustrates concerns about accountability, fairness and non-discrimination, transpar¢ncy,

privacy, safety and security, respect for the rule of law and respecting international human rights.
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Table B.4 — Law enforcement, administration of justice and democratic processes

Description

Al and robotics can significantly enhance law enforcement’s surveillance capabi

The International Criminal Police Organization is an inter-governmental organizat
member countries in 2020. During the INTERPOL-UNICRI Global Meeting on Arti

gence for Law Enforcement, held in November 2020, the following topics were discussed[63l:

— The potential misuses of Al;

— Law enforcement use of Al including snecial panels on the
(=] I LY

lities.

ion with 194
ficial Intelli-

1se of Al to

combat online child sexual abuse and terrorist use of the intetn
media;

— Latest Al developments for law enforcement in the private sect

— Developments in related areas such as the use of Al in the criq
system, Al and criminal liability and the interaction between Al

bt and social

bT';

hinal justice
and drones.

Ethical

and

sociLtal concerns

Ethical challenges posed by the adoption of Al technology«tolbe addressed, suc

concerns associated with these technologies, including issués such as when andl where it is

permissible to use sensors, potential misuses of Al and for such Al systems.
The safeguarding of democratic processes.

The use case illustrates concerns about accountability (see 6.2.1), fairness and n
nation (see 6.2.2), transparency (see 6.2.3), privacy (see 6.2.6), safety and securif
and showing respect for the rule of law (see 6.2.10) as well as respecting internat
rights (see 5.1).

h as privacy

bn-discrimi-
v (see 6.2.7)
onal human

Ref¢rences

[103] The highlighting of the need for collaboration|and useable
frameworks.

[104] The opportunities and risks of Al and robqtics for law
enforcement.

B.2)5 Use case No.5

Table B.5 illustrates concerns about accountability, fairness and non-discrimination, tr
privhcy and safety and securityt

hnsparency,
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Table B.5 — Conversational Al and chatbots

Description

In an article - “Ethics and Artificial Intelligence with IBM Watson’s Rob High”, see Reference
[105], Rob High, the CTO of IBM Watson has featured on the subject of ethical considerations
in relation to chatbots.

Establishing trust between machines and humans works similarly to building trust between
humans. A brand can build up trust by aligning their expectations to reality, learning from their
mistakes, and correcting them, listening to feedback from customers and being transparent.
Hence, transparency can be a critical consideration when designing a customer service chat-

bot. It all comes down to the simple question of whether it is obvious that users are talking to
a human or a machine? Customers can usually tell the difference between the two, @nd they
expect that brands are honest about it. Customers hardly expect the chatbot to beperfect], but
they would like to know what they can and cannot do.

Ethical
and

societal concerns

Failure to appreciate that one is talking to an Al system can lead to confusion-and frustration,
or to a sense of being duped or misled, none of which are good for mental health, confidgnce,
nor for interpersonal or societal trust.

One of the keys to keeping Al ethical is for it to be transparent. Thesauthor states that when
a person interacts with a chatbot, they need to know they are talking to a chatbot and ot a
live person.

The use case illustrates accountability (see 6.2.1), transparency (see 6.2.3), privacy (see 6]2.6)
and safety and security (see 6.2.7).

References

[15] Use case No. 106.
[105] Ethical considerations in relation to chatbots
[106] The publication describes that the use of language is ot a

“neutral™or “objective” medium. Rather, it reflects exiqting
societal values and judgements.

B.2.6 Use case No. 6

Table B.6 illustrates concerns about accountability, fairness and non-discrimination, transpar¢ncy,

privacy and safety and security.

Table B.6-— Conversational AI and chatbots

Description

Using Al in mental health settings, to provide patient care or additional social interactidns.

Ethical
and

Societal Concerns

Mental health services meet people at their most vulnerable, so the use of conversationgl Al
withingnental health services requires careful consideration. In particular, any conversation-
al interactions with such users need the utmost ethical and critical attention. For example,
conyersational Al can be harmful to users due to their limited capacity to re-create human
interaction and to provide tailored treatment. This can, however, be balanced against the
benefits of having more verbal interactions than is otherwise possible in a care setting, for
example due to limited staffing numbers. Oversight is also required to ensure the Al sygtem

The use case illustrates accountability (see 6.2.1), fairness and non-discrimination (see 6.2.2),
transparency (see 6.2.3), privacy (see 6.2.6) and safety and security (see 6.2.7)

References

[15] |Use case No. 106.

B.2.7 Use case No. 7

Table B.7 illustrates concerns about fairness and non-discrimination, professional responsibility,
promotion of human values, community involvement and development and respect for the rule of law.
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Table B.7 — Al to understand adulteration in commonly used food items

Description

Food adulteration is becoming a menace, especially with adulterants that are either carcino-
genic or harmful to body parts like the kidneys. For example, milk has been adulterated with
soda, urea and detergents, and mangoes and bananas have been prematurely ripened using
calcium carbide. There is no frugal way to identify these types of adulteration. An experiment
of controlled adulteration was conducted and hyperspectral reflectance readings were taken.
Al helped to find the patterns in the hyperspectral signature and was able to reliably classify
(90 % ++) samples that were either unadulterated or adulterated.

Ethical
and

socfetal con-
cerns

Fair treatment.

Different sources of bias, incorrect Al system use, improperlyctrained model,
incorrect classification (->false accusations). Failure to apply such systems equally for a whole
society; risking omission of correct accusations through failure to apply-the technology.

The use case illustrates concerns about fairness and non-discrimination/(see 6.2.2), professional
responsibility (see 6.2.4), promotion of human values (see 6.2.5),'‘community invoJvement and
development (see 6.2.9), respect for the rule of law (see 6.2.103,

Ref¢rences

[15] Extract from use case-No: 19.

B.2{8 Use cas

e No. 8

Table B.8 illustrates concerns about fairness and non-discrimination, transparency and exjplainability

and professional responsibility.

Table B.8 — Credit scoring using KYC data (Banking and financial services]

Desfription

It can often be difficult to build a ¥isk scorecard using only KYC (Know Your Cusfomer) data,
which often has noise and incompleteness issues. However, if realized, it can be usgd to provide
an objective score to all loan applicants, even new-to-credit ones. Nonlinear classifjcation algo-
rithms are suitable for thispurpose. Several variables are collected from the custpmer during
the KYC process, such as¢the age of the customer, self-reported income, type of|occupation,
loan purpose, etc. AlLthese features can be added to a non-linear risk model and their complex
interactions allowed.to take place.

Ethical

and

socjietal con-
cerms

KYC data obtained from very rural areas can be noisy and have several missing values. Ap-
propriate pre-processing and treatment are necessary before feeding to the mode]l algorithm.

The use caseillustrates concerns about fairness and non-discrimination (see 6.2.2), transparency
and explainability (see 6.2.3), professional responsibility (see 6.2.4).

Ref¢rences

[45] |Extract from use case No. 27.

B.2]9 Use(case No.9

TablE B.9 illustrates concerns about accountability, professional responsibility, promotion of human

valugs,.privacy,

safety and security, human control of technology and community involyement and

development.
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Table B.9 — Al situation explanation service for people with visual impairments

Description The use case supports the daily life of people with visual impairments through
Al vision technologies. This service helps these people to recognize and avoid
dangerous objects on the move, and identify people, text, and objects, and
acquaintances by taking into account various surrounding situations. It also supports a caption-
ing service to help people with visual impairments understand the current situation or photos.

Ethical Deployment of such services potentially exposes the user’s daily life to automatic recording

and and monitoring if privacy safeguards are lacking or security measures are inadequate. Failure
to provide such services on an equitable level, where available, risks exacerbating wealth|and

societal d¢on-|social disparities.

cerns The use case illustrates concerns about accountability (see 6.2.1), professional responsibility|(see
6.2.4), promotion of human values (see 6.2.5), privacy (see 6.2.6), safety and security (see 6.2.7),
human control of technology (see 6.2.8), community involvement and development (see 6.2.9).

References [15] |Extract from use case No. 64.

B.2.10 Use case No. 10

Table B.10 illustrates concerns about promotion of human values, privacy, ¢cemmunity involvemen{ and

development.

Table B.10 — Al solution to intelligent campus

Description Based on big data and artificial intelligence techneology, the scheme brings teaching, examination,
learning and management into the integrated.syStem of mutual cooperation, based on accorppa-
nying data acquisition and dynamic big data.analysis, combined with process evaluation, tofhelp
teachers and students to realize teaching according to their aptitude and individualized learning, to
help managers to supervise and assistidecision-making, and to greatly promote the trangfor-
mation of education, learning and management to intelligence.

Ethical Disclosure of privacy data for teachers and students

and The use case illustrates concerns about promotion of human values (see 6.2.5), privacy|(see

. 6.2.6), community involvement and development (see 6.2.9).

Societal (on-

cerns

References, [15] Extract from use case No. 85.

B.2.11 Us¢ case No. 11

Table B.11 {fllustrates concerns about accountability, professional responsibility and Human Contrfol of

Technology
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