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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of document should be noted. This document was drafted in accordance with the editorial rules of the ISO/
[EC Directjves, Part 2 (see www.iso.org/directives or www.iec.ch/members experts/refdocs).

[SO and IEC draw attention to the possibility that the implementation of this document-may ihvolve the
use of (a) [patent(s). ISO and IEC take no position concerning the evidence, validity or @pplicabillity of any
claimed pqtent rights in respect thereof. As of the date of publication of this document, 7SO and IEC had not
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an endorsement.
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ment was prepared by Joint Technical;,Committee ISO/IEC JTC 1, Information 1
ttee SC 42, Artificial intelligence.

nd edition cancels and replaces-the’ first edition (ISO/IEC TR 24030:2021), which
 revised.

changes are as follows:

on of 51 “in operation” use cases from Annex A (informative), Collected us¢g
C TR 24030:2021;

rion and selectien-of 30 additional use cases;

ced the use case submission form and the structure of use case description in Clause 7
sirable inféormation of use cases;

bd the,statistics in 6.5 to reflect the use cases in this document;

echnology,
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,Annex A

and Annex C in the first edition);

removed most of the terms from Clause 3 to leave two definitions in this document.

Any feedback or questions on this document should be directed to the user’s national standards

body. A

complete listing of these bodies

can be found at www.iso.org/members.html

and

www.iec.ch/national-committees.
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Introduction

This document provides a collection of artificial intelligence (AI) use cases in a variety of domains.

In total, 187 Al use cases were submitted by experts between July 2018 and the end of June 2022. In this
document, the term “use cases” means “use cases selected from those submitted”. This document selected

81 in-oper

The ration

input

ation use cases from all submissions.

ale for this document is as follows:

toand reference for Al standardization U\Ir\}"l(:
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reach

by inv]
them
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The first 5
Clause 5) :
submit usg

To improv
acceptablg
used to de

In this dog
affect man

The use d
document

liaising with organizations to collect requirements for Al through use cases;

g the collected use cases in support of Al standardization work with external organiz
al entities to foster collaboration;

out to new stakeholders interested in Al applicability;

estigating use cases, it is possible to find new technical requirements (standardized de
irket, which can accelerate the pace of transformation of scientific'and technological ach

ttom-up approach was used to collect use cases, a top-down approach is used in this dd
applications, their deployment models and their application domains, as shown in 5.2

tep taken to collect use cases was to identify application domains of Al systems (dg
ind to provide a use case template (described in 64 and Annex A). Contributors were re
e cases using the provided template.

e the quality of use cases, guidance has béen provided to contributors. This guidand
sources (described in 6.3) and the charaeteristics of the Al systems (described in 6.1
velop use cases.

ument, 6.5 includes basic statistics of use cases. Subclause 6.6 introduces societal con
y use cases.

ases were grouped and.:categorized according to the identified application domail
use cases are grouped,)categorized and summarized according to the identified 3

illustrating the applicability of the Al standardization work across a variety of application domains;
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cument to
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ISO/IEC TR 24030:2024(en)

Information technology — Artificial intelligence (AI) — Use cases

1 Scope

This document provides a collection of representative use cases of Al applications in a variety of domains.

2 Normative references

There are no normative references in this document.

3 Ternis and definitions

For the pufposes of this document, the following terms and definitions apply.
ISO and IEC maintain terminology databases for use in standardization atthe following addresses:

— ISO Ompline browsing platform: available at https://www.iso.org/abp

— IECEI

31
artificial
Al
<disciplin

Note 1 toe
science, naf

[SOURCE:

3.2
artificial
Al system
engineere
given set @

ntelligence

[SO/IEC 22989:2022, 3.1.3]

ntelligence system

f human-defined(objectives

Note1toe

Note 2 to eftry: Al-systems are designed to operate with varying levels of automation.

[SOURCE: [SO/EC 22989:2022, 3.1.4]

pctropedia: available at https://www.electropedia.org/

> research and development of mechanismsiahd applications of Al systems (3.2)

itry: Research and development can take place across any number of fields such as computer s
ural sciences, humanities, mathematics.and natural sciences.

] system that generates outputs such as content, forecasts, recommendations or deci

try: The engineered system can use various techniques and approaches related to artificial inf
develop a npodel to represent data, knowledge, processes, etc. which can be used to conduct tasks.

rience, data

sions for a

elligence to

4 Abbreviated terms

For the purposes of this document, the following abbreviated terms apply. The abbreviated terms are
extracted from use cases.

© ISO/IEC 2024 - All rights reserved
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AUC area under the curve

BERT bidirectional encoder representations from transformers
CNN convolutional neural network

COBIT control objective for information and related technology
CRISP-DM cross-industry standard process for data mining
CRM customer relations management

CSv comma separated values

CT computed tomography

Ccv computer vision

DICOM digital imaging and communications in medicine
DL deep learning

EHR electronic health record

GDPR general data protection regulation

GPU graphics processing unit

ICT information and communication technology:

ISP internet service provider

ITIL information technology infrastructure library
KPIs key performance indicators

LSTM long-short-term memory network

ML machine learning

NLP natural language processing

NLU natural langugge understanding

PACS picture archiving and communication system
RMSE roOotmean square error

RNN recurrent neural network

ROC receiver operating characteristic

SaaS software as a service

SIS smart information systems

SVM support vector machine

UT ultrasonic testing

XGBoost extreme gradient boosting

© ISO/IEC 2024 - All rights reserved
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5 Applications

5.1 General

This clause identifies Al applications from the perspectives of their application domains and deployment models.

5.2 Application domains

Eighteen application domains were considered as target domains for the use cases. The classifications of the
application domains are based on the categories in References [16] and [17].

agriculture: this domain refers to the science or practice of farming, including cultivation of the soil for

the gr

digita
based
platfo

e-commerce/e-business (electronic commerce / electronicbusiness): this dofpainis a category

transd
a morn
The u
transg
(comp

commfitments among persons;

educa
group

3.9[8])
energ

fintec
to del

cuttinig costs and expanding access-to financial services[20];

healtH
the he

home
and ay

applic
ICT (I

inforn
proce

Fms to promote products and services;

»

marketing: this domain refers to the applications of marketing that uses the Intetnet
digital technologies such as desktop computers, mobile phones and othér digital 1

ctions, involving two or more Persons, enacted through electronicvdata interchange
etary and for-profit basis. Persons can be individuals, organizations or public admin

ction based (of both a financial and non-financial nature); 2) using information t
uters and telecommunications); 3) interchanging electrenic data involving establi

of people conveys, transfers or obtains knowledge about a subject or concept (see ISO 3(

h: this domain refers to the companies whose line of business combines software and t
ver financial services. the emérgence of fintech companies can reshape and improve

care: this domain refers_to the applications that provide activities, services, or supplies
alth of an individualy(see ISO/TR 14639-2:2014, 2.31[9]);

and service robotics: this domain refers to the science and practice of designing, man

ations (see SO 8373:2021, 3.7, 3.10[100);

hformation and Communications Technology): this domain refers to group of applicat
hationyand communications (telecommunications) technologies for gathering, storing,
bsing, analysing and transmitting information (see ISO/IEC TR 24704:2004, 3.1

pwIng of crops and the rearing of animals to provide food or other products (see I150,20670:2018,
3.2171y;

hnd online
media and

bfbusiness
based on
istrations.

nderlying principles and characteristics of e-commerce and e-burSiness include: 1) being business

echnology
shment of

Lion: this domain refers to the applications that,can provide processes by which an indlividual or

422:2022,

y: this domain refers to the industry that’is the totality of all of the industries invo&l:t/ed in the
produkction and sale of energy, including fuel\eXtraction, manufacturing, refining and distrib

ion;
echnology
finance by

related to

ufacturing

plying robotsthat performs useful tasks for humans or equipment excluding industrial automation

ions using
retrieving,
5 and

ISO/1EC Z9T38-T:2018, 3.3121];

insurance: this domain provides an effective mechanism for protection and risk management and limits
or relieves the financial burden on the insured by mitigating the effects of unpredictable events such as
illness, accident, death and natural disasters. Insurance companies pool different types of risk and use
statistical analysis to project losses within a given class;

knowledge management: this domain refers to the applications that provide combination of processes,
actions, methodologies, and solutions that enable the creation, maintenance, distribution and access to
knowledge (see ISO/IEC 30145-2:2020, 3.7[13]);

© ISO/IEC 2024 - All rights reserved
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legal: this domain refers to the applications that are used in the legal services industry provide expert

advice in all aspects of the law, including contract, corporate, criminal, family and estate, tax and tort
lawl21l;

manufacturing: this domain refers to the industry that is industries transforming goods, that is, mainly

manufacturing industries in their own right, but they also concern the repair and installation of industrial
equipment and subcontracting operations for third parties(22];

media and entertainment: this domain comprises businesses that produce, distribute and offer ancillary

digital services and products for motion pictures, television programs and commercials along with
streaming content, music, video and audio recordings, broadcast, radio, text and book publishing, eSports

and vi

deo games sectors[23l;

publid
gover

securi
secur
regule

to and
vehicl

work
impad
near f

enterprise resource planning, networking, information processing and search[17],

5.3 Dep

This docu
applicatio
cloud

cyber

hybrid
on-pr¢

social

5.4 Exa

Examples

transportation: this domain encompasses the movement of humans, animdls-and goods from

embedded systems;

sector: this domain refers to businesses and Industries that are owned or control
hment;

ty: this domain refers to the industry that is made up of companies that manufactu
ty products. The industry also includes licensed security agents, as well‘as associz
te security agencies, services and products(24];

» o«
’

ther. “Transportation” can be subdivided into “transportation infrastructure”, “tran

bs” and “transportation operations”;

and life: this domain refers to the industries in which digital technologies have had
ts, good and bad, and other sectors in which automation willlikely experience major cha
iture. Many of these changes have been driven strongly-by “routine” digital technologieg

loyment models

ment considers the use of Al applications and lists the following possible deployment m
1S.

ervices;

physical systems;

| (embedded systems and cloud services, or on-premise systems and cloud services);
bmise systems;

networks.

mples-of Al applications

ed by the

e and sell
tions that

one place
sportation

profound
hges in the
, including

pdels of Al

“Artificial

pf\AVapplications are listed in Table 1. These application examples were derived from the

Intelligence White Paper”liel. Each example in Table 1 has an application domain, deployment mode and
short description.

The applications in Table 1 are the result of a top-down approach and can be considered to be indicative for
collecting use cases. Not all the applications are necessarily addressed by the collected use cases.

Table 1 — Examples of Al applications

Application domain

Application Deployment model

Short description

Agriculture

Cloud services

Monitor and manage field conditions.

Agricultural automa- 5
tion Accumulate weed or insect

On-premise systems | 4 climinate them.

patterns

© ISO/IEC 2024 - All rights reserved
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Table 1 (continued)

Application domain

Application

Deployment model

Short description

Craftsmanship skill

Learn about the best practices from

Agriculture transfer Cloud services craftsmen and provide feedback to
others.
. Cultivation manage- . Monitor the field condition and man-
Agriculture On-premise systems P -
ment age the irrigation condition.
Manufacturing Construction planning |Cloud services Learn about the best practices and
apply them to future planning.
. . Cloud services Provide autonomous construction
Manufacturing Robot construction . .
On-premise systems robots to construction sites.
. Accumulate normal signabpatterns to
i Cloud services .
Manufacturing Abnormality or mal- learn normal signals.
function prediction . Find out abnormal.sighal p4tterns on
On-premise systems .
the premises.
Monitor cybertransactions|against
. . . important defence assets and find
r r r 1 r .
Security Cyber security Cloud services out attaek patterns and preyent their
intrusion.
Cloud services
Security Electronic warfare Embedded systems Autonomous pilot with cloyd support

On-premise systems

to enable electronic warfar

h

Digital marketing

Online campaign per-
formance optimization

Cloud services

Targeted advertising throu
analysis.

bh data

Education

Adaptive learning

On-premise systems

Provide personalized learn
rials via a learning model tg
efficient learning results.

ng mate-
achieve

Education

Scoring

On-premise systems

Provide the most effective feedback

to learners via the cognitivg
model to achieve the most ¢
learning results.

b learning
ffective

Fintech

Asset mahagement

Cloud services

Accumulate and learn abou
practices and apply them td
customer satisfaction.

[ the best
realize

Fintech

Fraud identification

Cloud services

Identify fraud transactions
managers.

and warn

Fintech

Loan screening

Cloud services

Learn about customers' bad
to find out abnormal loan p

kgrounds
htterns.

Fintech

Security assurance
against cyber attacks

Cloud services

Learn and detect known fra
patterns or discover unkno
patterns.

ud
ivn fraud

Fintech

Stock exchange and
trading

Cloud services

Accumulate the best practi
enable 24/7 trading.

es and

Healthcare

Diagnosis support

Cloud services

On-premise systems

Provide diagnostic or treatment

information and find out ab

normal

condition compared with normal

condition.

Healthcare

Electronic health re-
cord system

Cloud services

Embedded systems

Hybrid

On-premise systems

Accumulate and disseminate learning
disease patterns and healthy pat-

terns, and assistants as ani
medical support system.

ntegrated

© ISO/IEC 2024 - All rights reserved

5



https://iecnorm.com/api/?name=57105f024116d006975ce0f681dafe91

ISO/IEC TR 24030:2024(en)

Table 1 (continued)

Application domain

Application

Deployment model

Short description

Curation: Find out the correlation
among submitted papers.

Healthcare New drug development|Cloud services -
Molecular pattern: Find out the effec-
tive coordination of target molecule.
Legal Early case assessment |Cloud services ﬁl support of work that preps had
een doing.
Legal Judicial recommenda- Cloud services Judge support by using previous judi-

tion

cial judgment cases.

Cloud services

Coordinate the best logistic move in

Transportqtion

Logistics in the base

On-premise systems

the local procurement base|ware-
house.

Transportqtion

Procurement logistics

Cloud services

On-premise systems

Analyse the procurément context
and propose the-best procufement
actions.

Transportqtion

Sales logistics

Cloud services

On-premise systems

Analyse arnd learn about th¢ best
practiceSlof sales logistics and pro-
vide the most effective routes to move
salés,

Transportqtion

Automatic cruise
control

Cloud services

Update cruise control software dy-
rniamically.
Accumulate road condition|data and
disseminate them to autongmous

agents.
Mainly enabled on wheelchairs, ships
and autonomous robots.

Embedded systems

Enable autonomous driving without
any help from connected d¢vices.
Mainly enabled on wheelchairs, ships
and autonomous robots.

Transportdtion

Autonomous driving

Cloud services

Update cruise control software dy-
namically.
Accumulate road condition|data and
disseminate them to autongmous

agents.
This application is mainly ifnplement-
ed on vehicles.

Embedded systems

Enable autonomous driving without

any help from connected dgvices. This
application is mainly implemented on
vehicles.

Transportation

City-wide traffic
control

Cyber-physical sys-
tems

Optimize city-wide traffic flow by in-
specting real-time traffic inhages and
controlling traffic signals. T1

Transportation

Dynamic map for
autonomous cruise
control

Cloud services

Create, maintain, and disseminate
map information with semantic tags
with real-time communication with
mobile agents such as cars, wheel-
chairs, robots, and human beings.

On-premise systems

Accumulate actual road situation data
and recognize objects that are not on
the shared map.

© ISO/IEC 2024 - All rights reserved
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Table 1 (continued)

Application domain

Application

Deployment model

Short description

Cloud services

Pick-up arrangement system controls

robot taxis effectively.

Autonomously drive on the

road with

Transportation Robot taxi Embedded systems |dynamic control of steering, accelera-
tion and braking.
. Autonomously drive on the road using
On-premise systems
aroad map.
Cloud services Accpmulate design patterns to help
) ) designers.
Manufacturing Development-design -
: Check design patterns undgr real
On-premise systems . .
constraints on the prerhjses.
Manufacturing Prodqct quality in- On-premise systems Ipspect products by image recogni-
spection tion.
Accumulate production qudlity actu-
Manufacturing Production process Cloud services ation patterns and estimatq quality
performance.
Accumulate production thrpugh-
Manufacturing Production process On-premise systems |put:related parameters and estimate
the’output throughput.
Cloud services Provide residents with support for

Public sectjor

Online service support

Social networks$

online services.

Public sectjor

Public service match-
ing

Cloud services

On-premjse'systems

Optimize matching betwee
and public services.

) residents

Digital matketing

Autonomous driving
store

On-premise systems

Provide autonomous drivin
robots.

g sales

Digital matketing

Register-less store

On-premise systems

Monitor all customer moveiments to

realize cash register-less re

tail shops.

Monitor transactions in cyh

er space

Security Cyber security Cloud services and find out attacks through finding
abnormal transaction patterns.
. Personaldnformation . Monitor operations for GDPR con-
Security Cloud services
management formance assurance.
) . Monitor behavioural patterjns in
. Video surveillance and . . : .
Security \ . S Cloud services urban areas, predict crime fisk and
crime risk prediction . S
find out criminal patterns.
Accumulate operational pafameters

Public sectjor

Equipment operation

Cloud services

and learn normal operation|

S.

On-premise systems

Monitor operations and findl out ab-

normal operation patterns.

Public sec110r

Learn about the correlation

among

cignifir‘nnf par:\mnfnrc and

realize the

Improvement of opera-
tional efficiency

Cloud services

most efficient operations.

Traffic control, electricity supply

control, etc.

Public sector

Landslide, flood pre-
diction

Cloud services

On-premise systems

Monitor weather and ground condi-
tions in real time and predict disas-
ters such as landslides, floods, etc.

Energy

Power demand fore-
casting

Cloud services

Learn about demand patter

ns with

other significant parameters and

forecast future demand.

© ISO/IEC 2024 - All rights reserved

7



https://iecnorm.com/api/?name=57105f024116d006975ce0f681dafe91

ISO/IEC TR 24030:2024(en)

Table 1 (continued)

Application domain

Application Deployment model

Short description

Equip robot vacuums, refrigerators

Work and life Smart home appliances |[Embedded systems |and air conditioners with sophisticat-
ed control.
Work and life Smart personal agent |Social networks Smart agents assist individual users.

6 Use cases

6.1 Gen

eral

This docujnent is based on a collection of use cases available at https://standards.iso.org/iso-iee
ed-2/en. Uge cases from the first edition of ISO/IEC TR 24030 were included only when they.were

meet the

the selection criteria (in-operation and of sufficient quality) are omitted from the eléctronic af

tr/24030/

lection criteria for the second editions. New submissions to the second edition that di

ipdated to
d not meet
tachment.

This docuent contains 81 “in-operation” use cases that were selected from those submitted. Anipex B gives

the use ca
trademark
given for 4
products ¢

The termf{
6.4. Claus
templates
Subclause
the selectsg

6.2 Sou
To improv
— peer-|

paten

techn

publig

6.3 Gui

Use case s

Irces of use cases

high quality company whitepapers and presentations;

be titles and the subclause numbers in the first edition and this document,.Some use caf
s or trade names such as company names, product names or servieeditames. This info
he convenience of users of this document and does not constitute-an endorsement by IS
r services.

of the template used for the collection of use cases, which.is given in Annex A, are
b A.1 describes a blank template and Clause A.2 describes the comparison of thg
between [SO/IEC TR 24030:2021 and this document. Subclause 6.2 provides sources of
6.3 provides guidance for the submission of use cases. Subclause 6.5 presents basic st
d use cases. Societal concerns relating to the usejycases are described in 6.6.

e the quality of use case descriptions, potential sources are:
eviewed scientific or technical publications on Al applications;
documents describing Al systems;

cal reports or conferenge presentations;

ly accessible saurees in sufficient detail.

lance forsubmitting use cases

ibmissions were considered for inclusion in this document based on the following facto

es refer to

rmation is

O of these

defined in

use case
use cases.
atistics on

I'S:

divers

itwand representativeness: this document is meant to represent a range of Al use casq

s in terms

of application domain, deployment model, objectives, stakeholders, autonomy, data characteristics,

archit

6.4 Fiel

ecture and other factors;

amount of information: to populate as many fields as possible;

ds of the use case template

6.4.1 General

The terms

in the template used for the collection of use cases are defined in 6.4.2 to 6.4.16.

© ISO/IEC 2024 - All rights reserved
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6.4.2

ISO/IEC TR 24030:2024(en)

ID

The unique number that identifies the use cases in ISO/IEC TR 24030:2021[4] and in this document.

6.4.3 Use case name

Generally, the name of the use case provided by the use case contributor. However, some use cases were
renamed for clarity.

6.4.4 Application domain

Generally, the application domain selected by the use case contributor from the list in 5.2. However, the

classificat

6.4.5 D¢

Deployme

o af coran ioa cocac 1o honga £ noickancoiz xaq 0
U OT SUTITC O ST CasSt oS vwWwasS CIralTgC o TUT CUTTSTSTCTIC Yy T CAaSUTTSY

bployment model

ht model selected by the use case contributor from the list in 5.3.

6.4.6 Objective(s)

Generally,

what i

— intend

scope

The object

the objectives of the Al system defined by the use case contributor, including the follow
s to be accomplished;

ed beneficiaries of the Al system;

boundaries and limitations.

ives of some use cases were amended to improve'their readability.

6.4.7 Narrative

This field
model and
are uniqug
decision e

6.4.8 St

ISO/IEC 2’
by, or perd
parties, en
Al system
include st{

Al stakehg

Al pr

hsks the contributor to provide description of optimization or inferences being made ¥
what decisions, predictions, recominendations are being applied; capabilities and fea

hvironment, etc.

hkeholders and stakeholder perspectives

P989(1] defines a stakeholder as any individual, group, or organization that can affect, |
eive itself to be affected by a decision or activity. This can include organizations, custoj

stakeholdersiand how their perspectives are taken into consideration. Stakeholder pe
keholderassets, values and effects.

lderroles includes:

ing:

vith the Al
tures that

 to the domain, decision environment; whose decision is being augmented? the dynarics of the

e affected
ners, third

d users, the community, the environment, developers and other entities. The use case can describe

rspectives

vider: provides products or services that use the Al system;

Al producer: designs, develops, tests and deploys products or services that use the Al system;
Al Customer: uses an Al product or service either directly or by its provision to Al users;
Al partner: provides services in the context of Al;

Al subject: impacted by an Al system, service, or product.

Details of Al stakeholder roles can be found in ISO/IEC 22989:2022, 5.19111,

© ISO/IEC 2024 - All rights reserved
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6.4.9 Data characteristics

6.4.9.1 General

This field describes the data characteristics that are defined in 6.4.9.2 to 6.4.9.7.

6.4.9.2 Source

Origin of data processed by the Al system, e.g. customers, instruments, IoT, web, surveys, commercial
activity, simulations or other sources.

6.4.9.3 Variety

Types of flata processed by the Al system, e.g. structured or unstructured text, images;) vdices, gene
sequences} numbers, composite: time-series, graph-structures. This field can also briefly-discugs formats,
logical models, timescales and semantics.

6.4.9.4 Velocity

The rate of flow at which the data in the Al system is created, stored, analysed or visualized. Thalt can be in
real time.

6.4.9.5 Variability

Changes i data rate, format, structure, semantics or quality.

6.4.9.6 Quality

Completerjess and accuracy of the data with respect to-semantic content as well as syntax of the¢ data (e.g.
presence qf missing fields or incorrect values).

6.4.9.7 Protected attributes

An attribulte for equal treatment across groups (e.g. gender, race, religion, legally regulated attribute).

6.4.10 K¢y performance indicators (KPIs)

This field fescribes the KPIs for evaluating the performance or usefulness of the Al system.
6.4.11 Features of use case

6.4.11.1 General

This field ¢lescribes the features and Al characteristics of the use case.

6.4.11.2 Fask(s)

The main task of the use case. A pull-down list includes recognition, natural language processing, knowledge
processing and discovery, inference, planning, prediction, optimization, interactivity, classification,
recommendation and others.

NOTE NLP includes the tasks such as natural language understanding (NLU), natural language generation
(NLG), part of speech (POS), question answering, machine translations, relationship extraction sentiment
analysis and automatic summarization. The details of NLP tasks are described in ISO/IEC 22989:2022, 9.2.2111 and
ISO/IEC 22989:2022, 3.6L11.

© ISO/IEC 2024 - All rights reserved
10


https://iecnorm.com/api/?name=57105f024116d006975ce0f681dafe91

ISO/IEC TR 24030:2024(en)

6.4.11.3 Level of automation
The level of automation of Al systems used in this use case.

Al systems can be compared based on the degree of automation and whether they are subject to external
control. Autonomy is at one end of a spectrum and a fully human controlled system on the other, with
degrees of heteronomy in between.

The level of automation includes the following options:

— full automation: the system can modify its operating domain or its goals without external intervention,
control or oversight;

— higha

— condifional automation: the system performs parts of its mission without external interventipn;

— partidl automation: sustained and specific performance by a system, with an externahagent being ready
to takp over when necessary;

— assistpnce: some sub-functions of the system are fully automated while the system remains|under the
contrgl of an external agent;

— no aufomation: the system assists an operator.

See ISO/IHC 22989:2022, 5.12[11 for more details on the levels of automation.

6.4.11.4 Method(s)

Al method or Al methods, model or models, or framework erframeworks used in development.

6.4.11.5 Platform

Platform (jncludes hardware system) used in develepment and deployment.

6.4.11.6 Topology

Topology ¢f the deployment network architecture.

6.4.12 Threats and vulnerabilities

This field flescribes threats-and vulnerabilities relevant to the use case, such as unwanted bias, irjcorrect Al
system usg, security threats, challenges to accountability and privacy threats (hidden patterns).

6.4.13 Challengesand issues

Descriptigns of'challenges and issues of the use case.

6.4.14 Trustworthinessconsiderations

6.4.14.1 General

The trustworthiness of Al system is defined as ability to meet stakeholder expectations in a verifiable
way (see ISO/IEC 22989:2022, 3.5.16[11). This field is used to describe how the use case addresses the
characteristics of trustworthiness that include, for instance, reliability, availability, resilience, security,
privacy, safety, accountability, transparency, integrity, authenticity, quality and usability.

© ISO/IEC 2024 - All rights reserved
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6.4.14.2 Bias mitigation

ISO/IEC TR 24027[3] defines bias as systematic difference in treatment of certain objects, people or groups
in comparison to others. In this part of the trustworthiness field, the use case can describe how biases such
as human cognitive bias, confirmation, data bias and statistical bias are detected and mitigated in the Al

system. The use case can also discuss how the organization has approached bias goals and challenges.

See ISO/IEC TR 2402713] for further information.

6.4.14.3 Ethical and societal concerns

In this part of the trustworthlness f1e1d the use case can descrlbe how soc1etal and ethlcal concerns related

potential

Societal c
Taking co
the absend
but have

Al ethics i
of Al syste]
guidelines|

gthical and soc1eta1 I‘lSkS can also be descrlbed along w1th protected attrlbutes

pncerns can be a factor when an organization is choosing or recommending an-Al t

to address

echnology.

text, scope, nature and risks into consideration can mitigate undesirable sdcietal outcomes. In

e of such considerations, the technology itself can perform flawlessly from atechnical p
ndesirable social or ethical impacts.

ms. Al ethics are being considered in various countries and organizations in the form of
or regulations that ethical Al can follow.

erspective

5 one important aspect of societal concerns that addresses the ethieakissues arising from the use

principles,

Al ethics gdnd ethical risks is based on the four ethical principles oftrustworthy Al of EU high-lgvel expert
group (HLEG)L2l:

— respe¢t for human autonomy;

— prevention of harm;

— fairnefs;

— explainability.

The four gthical principles encompass additional ethical principles described by other Al principles or
guidelines| Ethical risk can be defined asca problem caused by an Al system that does not follow| the above
ethical principles.

6.4.14.4 Explainability

ISO/IEC 2p989:2022, 5.14.6HKdefines explainability as a property of an Al system to express [important
factors influencing the Al system results in a way that humans can understand. In this part of the
trustworthiness field, the use case can describe the degree to which the Al system results are explainable
and discugs how the{rganization has approached explainability goals and challenges.

6.4.14.5 Controllability

ISO/IEC 2] de u or other
external agent can 1ntervene in the system S functlonlng A key aspect of controllablllty is the determmatlon
of which agent(s) can control which components of the Al system (e.g. the service provider or product
vendors, the provider of the constituent Al, the user or an entity with regulatory authority). In this part of
the trustworthiness field, the use case can describe the degree to which the Al system is controllable and
discuss how the organization has approached controllability goals and challenges.

6.4.14.6 Predictability

ISO/IEC 22989:2022, 5.14.7U11 defines predictability as a property of an Al system that enables reliable
assumptions by stakeholders about the output. In this part of the trustworthiness field, the use case can
describe the degree to which the Al system results are predictable and discuss how the organization has
approached predictability goals and challenges.

© ISO/IEC 2024 - All rights reserved
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6.4.14.7 Transparency

ISO/IEC 22989:2022, 5.14.8[11 defines transparency as a property of a system where appropriate
information about the system is communicated to relevant stakeholders in system domain. In this part of the
trustworthiness field, the use case can describe the degree to which the Al system results are transparent
and discuss how the organization has approached transparency goals and challenges.

6.4.14.8 Verification

ISO/IEC 22989:2022, 5.14.911 defines verification as confirmation, through the provision of objective
evidence, that specified requirements have been fulfilled. In this part of the trustworthiness field, the use

case cand

6.4.14.9
ISO/IEC 22

robus

reliab
resilidg

In this pa

iscuss how the organization has approached verification goals and challenges.

Robustness, reliability and resilience

98911l defines robustness, reliability and resilience as follows:

[ness: ability of a system to maintain its level of performance under any circumstances;
lity: property of consistent intended behaviour and results;

nce: ability of a system to recover operational condition quickly following an incident.

t of the trustworthiness field, the use case can describe the degree to which the Al

robust, reliiable and resilient, and discuss how the organization has approached goals and challeng

characteri

6.4.15 Us

stics.

e of standards; opportunities for future standardization

Descriptigns of standardization opportunities or requirements associated with use case.

6.4.16 SI

The Susta
global goa
protect th

6.5 Bas

6.5.1 Ug

Figure 1s
use cases

NOTE

)Gs to be achieved

nable Development Goals (SDGs)Yotherwise known as the Global Goals, are a colle
Is set by the United Nations General Assembly. SDGs are a universal call to action to er
e planet and ensure that all people enjoy peace and prosperity.

jc statistics
e cases by application domain

lescribed in Clause 7.

The classification of some use cases was changed for consistency reasons.

system is
es of these

'tion of 17
d poverty,

nows the pergentage of use cases per application domain. Figure 1 only takes into account the 81

/sdgs.un.org/goals

1) https:/
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25%

6.5.2 Uge cases by task C)

Figure 2 shows the distribution of the 81 use cases according to the t \slisted in 6.4.11.2. Some

Figure 1 — Distribution of use cases by application do

&L

ma'bh‘

use cases
that include multi-tasks are counted multiple times in Figure 2. \%
< S 1
QQ 15
N\ 13
~N
Z
R -
. N
4 ‘\Q)
3 N3
‘o | 1
N [
2 5 5
¢ 04@ 4‘2}“& ) C)o&% Q;'OOQ §°Q ®QQO ¥ & ' {000 Q;'OOQ &
R S & & < 4 N S & &
N & S 53 & & R < & &
8 &\b O " R4 S < &
o N
QQO Q‘Q’

Figure 2 — Distribution of use cases by task

6.5.3 Use cases by relevant SDGs

Figure 3 shows the distribution of the 81 use cases according to relevant SDGs, as identified in Table 2. Some

use cases that contribute to several SDGs are counted several times in Figure 3.

NOTE The list of SDGs for certain use cases was modified for consistency reasons.
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23

22

6.6 Soc

ISO/IECT
- account
human co
trustwort

sustainability and the degree of societal risk resulting from the use of Al systems and applicatior]

speaking,
receiving }

7 Use d

7.1 Genleral

Table 2 p

applicatiop domain, fhe name of the use case, the subclause in which it is described, its deployment

relevant S

Figure 3 — Distribution of use cases by relevant SDGs

etal concerns

R 24368131 identifies a number of ethical and societal concerns. The major topics in this
hbility, fairness and non-discrimination, transparency and accountability, privacy
trol of technology and human-centred.design - remain relevant. Since its publication
hiness characteristics have been identified: most notably the associated impact on envi
the use cases in this second edition reflect the additional attention these characte
rom consumers, producers, legislators and other Al stakeholders.

ases summaries

ovides a summary of information for each of the 81 selected use cases, including th

DGs. Subclauses 7.2 to 7.19 provide details of the selected use cases, grouped by applicati

document

security,
additional
ronmental
s. Broadly
ristics are

e selected
model and
on domain

ccess. Use

efging field, with use cases and solutions that have a wide range of maturity and sy

ding. The

descriptions are given for the convenience of users of this document and do not constitute an endorsement
by ISO. Hyperlinks in the use cases were understood to be active at the time of submission. Not all fields
were populated by the use case submitters. Therefore, some fields are blank.
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Table 2 — List of use cases

Apphcatlon do- Subclause Use case name Deployment Relevant SDGs
main model
7.2.1 Real-time segmentation and prediction of Embedded Good health and
plant growth dynamics using low-power system well-being for peo-
embedded systems equipped with Al ple; zero hunger
Agriculture 7.2.2 Smart agriculture Embedded Zero hunger
system
7.2.3 Forecasting of crop yield using decision Cloud services |Zero hunger
support system
7.3.1 Improving conversion rates and return on On-premise Sustainable cities
investment (Rol) with AT technologies systems and conjmunities
Digital matketing|7.3.2 Al system for digital marketing in retail Hybrid Respongible
services consumption and
productjon
7.4.1 Emotion-sensitive Al customer service On-premisg Industry, innova-
systems tion, and infra-
structuge
7.4.2 Deep learning-based user intent recognition |Cloud.services |Decent york and
/ econom]c growth
e-commerce
e-busirless 7.4.3 Al virtual assistant for customer support On-premise Affordable and
and service systems clean energy
7.4.4 Customer relation management (CRM) Hybrid Respongible
consumption and
productfon; gen-
der equality
7.5.1 A recommendation system.for industrial On-premise Decent work and
training systems economfc growth
7.5.2 An intelligent marking’system On-premise Quality pducation
systems
7.5.3 Intelligent educational robot On-premise Quality pducation
Educatjion systems
7.5.4 Al systemito intelligent campus Cloud services |Quality pducation
7.5.5 Al addptive learning platform for personal- |Cloud services |Quality pducation;
izédjearning gender ¢quality
7.5.6 Al adaptive learning mobile app Hybrid Quality pducation;
gender ¢quality
Ener 7.6.1 Smart energy grid Embedded Affordable and
& systems clean enfergy
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Table 2 (continued)

Application do-

Deployment

. Subclause Use case name Relevant SDGs
main model
7.7.1 Detection of frauds based on collusions On-premise Decent work and
systems economic growth
7.7.2 Virtual bank assistant Cloud services |Industry, innova-
tion and infra-
structure
7.7.3 Forecasting prices of commodities On-premise Reducing inequal-
systems ities
7.7.4 Finance advising and asset management Cloud service |No poverty
With Al
Finte¢h 7.7.5 Loan in 7 minutes On-premise Indfistry, in-
systems novation, and
infrastrpicture; No
poverty} Decent
work and econom-
ic growth; Gender
equality
7.7.6 Predictive risk intelligence Hybrid Industry, innova-

tion, and infra-
structune; Gender
equality
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Table 2 (continued)

Apphcatlon do- Subclause Use case name Deployment Relevant SDGs
main model
7.8.1 Al system to predict post-operative visual Cloud services |Good health and
acuity for LASIK surgeries well-being for
people; Gender
equality
7.8.2 Al system for quality control of electronic Cloud services |Good health and
medical records (EMR) in real time well-being for
people
7.8.3 Discharge summary classifier On-premise Good health and
cychﬁmc well-hei g for
people
7.8.4 Generation of clinical pathways On-premise Géodheplth and
systems well-beipg for
people
7.8.5 Hospital management tools On-premise Good heplth and
systems well-beihg for
people
7.8.6 Predicting relapse of a dialysis patient dur- |Cloud services |Good heplth and
ing treatment well-beihg for
people
7.8.7 Instant triaging of wounds Cloud services |Good heplth and
well-beipg for
people
7.8.8 Detection of fraudulent medical claims Embedded Sustaingble cities
systems and conlmunities
Ith 7.89 Al platform for chest CT-scan analysis (early |Cloud services |Good heplth and
Healthgare stage lung cancer detection) well-beipg for
people
7.8.10 Neural network fermation of 3D-model or-  |Hybrid Good heplth and
thopaedic insoles well-beipg for
people
7.8.11 Search forwindiagnosed patients Social networks|Good heplth and
well-beipg for
people
7.8.12 A clinical decision support system Cloud services |Good heplth and
well-beipg for
people; Gender
equality
7.8203 Symptom assessment (hypothetical) Mobile applica- |Good heplth and
tions accessing |well-beipg for
Al backends people; fender
running on a equality
cloud platform.
Standatone
offline mobile
applications.
7.8.14 Making using evidence-based medicine and |Cloud services |Good health and
Al well-being for
people
7.8.15 Al-service for blood cells and bone marrow |Cloud services |Good health and

scans analysis

well-being for
people
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Table 2 (continued)

Application do-

Deployment

. Subclause Use case name Relevant SDGs
main model
7.8.16 Al-service for chest X-ray and chest CT On-premise Good health and
systems well-being for
people
7.8.17 Intelligent video analytics system On-premise Good health and
systems well-being for
people
7.8.18 Retrospective analysis Cloud services |Good health and
Healthcare well-being for
neonle
7.8.19 Robotization of the federal hotlines on Cloud services |Goad heplth and
COVID-19 issues well-beipg for
people
7.8.20 Use of computer vision innovative technol- |Hybrid Good heplth and
ogies for analysis of medical images and well-beihg for
further application people
Home and pervice | 7.9.1 Device control using Al consisting of cloud |Hybtid Affordable and
robotjcs computing and embedded system clean enfergy
7.10.1 Al system to help mobile phones to have On-premise Industry, innova-
better picture effect systems tion, and infra-
structuge
7.10.2 Product failure prediction for criticalIT On-premise Industry, innova-
infrastructure systems tion, and infra-
structuge
CT 7.10.3 Al-based optimized field dispatch On-premise Industry, innova-
systems tion and|infra-
structuge
7.10.4 Wireless network failure prediction Cloud services |Industry, innova-
tion and infra-
structuge
7.10.5 Al performance evaluation of Al-powered cloud services |Decentwork and
messaging-bots economfc growth
7111 Al sérvices for health insurance companies |Embedded Good heplth and
Insurapce systems well-beipg for
people
712.1 Water crystal mapping Cloud services |Clean whater and
sanitatipn
knowledgg man- - — - -
agemgnt 7122 Al system with a digital knowledge centre Cloud services |Industry, innova-
for utilizing the knowledge in the organiza- tion, and infra-
tion structuyge
7.13.1 Al contract management On-premise Industry, innova-
Legdl systems tion, and infra-

FaX 2201 i

retyfe
Stroattut
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Table 2 (continued)

Apphcatlon do- Subclause Use case name Deployment Relevant SDGs
main model
7.14.1 Quality assurance solution based on Al, to On-premise Affordable and
detect defects on wind turbines blades systems clean energy
7.14.2 Generative design of mechanical parts Cloud services |Industry, innova-
tion, and infra-
structure
7.14.3 Powering remote drilling command centre |On-premise Industry, innova-
systems tion, and infra-
structure
71%% QUuality Improvement of adniesive products, |Cloud Services maustrI, innova-
based on Al tionpand infra-
sttuctuge
7.14.5 Empowering autonomous flow meter con- On-premise Industry, innova-
trol - reducing time taken for “proving of systems tion, and infra-
meters” structuge
. 7.14.6 Improvement of productivity of semiconduc- |Hybrid Industry, innova-
Manufacturing tor manufacturing tion, and infra-
structuyge
7.14.7 Al decryption of magnetograms Hybrid Industry, in-
novatiof and
infrastrjicture;
Affordable and
clean enfergy
7.14.8 Analysing and predicting acid {Teatment Hybrid Industry, innova-
effectiveness on bottom hol€zone tion, and infra-
structuge
7.14.9 Automatic classification tool for full size core | Hybrid Industry, innova-
tion, and infra-
structure
7.14.10 Collaborative'ATto assist workers with pro- |On-premise Industry, innova-
duction and assembly in factories systems tion and infra-
structure
7.15.1 Videoon demand publishing intelligence Hybrid Industry, innova-
) platferm tion and infra-
Media and| enter- structutte
tainmént - - - - -
7.15.2 Al system for promoting DX in customer Hybrid Quality pducation
attraction services at a museum
7.16.1 Alideally matches children to day-care On-premise Decent work and
centres systems economfic growth;
Gender ¢quality
7.16.2 Open spatial data set for developing Al algo- |Hybrid Sustaingble cities
i rithms based on remote sensing (satellite, and conlmunities
Public s¢ctor drone, aerial imagery) data
7.16.3 Smart city On-premise Sustainable cities
systems and communities
7.16.4 Al tool for species categorization for wildlife |On-premise Life on land
population monitoring systems
7171 Non-intrusive detection of malware Others Sustainable cities
and communities
717.2 Detect pickpockets in a crowd - training with | Social networks | Good health and

Security

privacy-sensitive data

well-being; Peace,
justice and strong
institutions
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Table 2 (continued)

Apphcatlon do- Subclause Use case name Deployment Relevant SDGs
main model
7.18.1 Enhancing traffic management efficiency Cloud services |Sustainable cities
and infraction detection accuracy with Al and communities
technologies
7.18.2 Al system for traffic signal optimization Hybrid Sustainable cities
based on multi-source data fusion and communities
7.18.3 Dynamic routing software as a service On-premise Climate action
(SaaS) based on artificial intelligence systems
7.18.4 Misbehaviour detection (MBD) for V2X Cloud services |Industry, innova-
tion and infra-
Transportation stryqldye
7.18.5 Al system to estimate or predict congestion |Cloud services |Sustaingble cities
length for traffic signal control and on-premise-arnd conjmunities
system
7.18.6 Traffic signal control using artificial intelli- |Traffic signals, |Industry, innova-
gence distributed tion and infra-
networks and |structuge
LTE
7.18.7 Al system for predicting rivers’ water levels\ {on-premise sys- | Climate action
during flooding tems or cloud
services
7.19.1 Recommendation algorithm for improving |Cloud services |Industry, innova-
member experience and discoverability of tion and|infra-
resorts in the booking portal of 3 hotel chain structute
7.19.2 Improving the quality of onlifie interaction |Hybrid Good heplth and
i well-beihg for
Work ang life people
7.19.3 Business use of loT:for surveillance Hybrid Decent work and
econom]c growth
7.19.4 Video surveillance Hybrid Sustaingble cities
and conjmunities
7.2 Agrjculture
7.2.1 Re¢al-time segmentation and prediction of plant growth dynamics using low-power embedded
systems equipped with AL (use case 126)
7.2.1.1 OQbjectives
The projett is devoted to the development of a low-power embedded system and Al algorithmn for real-
time plany segmeéntation and prediction of its growth. The proposed distributed system is aimed for use in
greenhougesand remote areas, where edge-computing autonomous systems are in demand. A branch of this

project also aims to develop the payload for drones for the segmentation of harmful plants in real-time.

Prediction of harvest, biomass or leaf area dynamics, leaf index, parameters describing the quality
of produced food, consumption of resources from sequences of images of plant growth (including
multispectral), data from sensors that describe environmental conditions and artificial growing system
parameters representing the state of the growing system.

7.2.1.2 Narrative

Research efforts towards low-power sensing devices with fully-functional Al on board are still fragmented.
This use case presents an embedded system enriched with the Al that ensures the continuous analysis and
in situ prediction of plant leaf growth dynamics and other important growth parameters. The embedded
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solutions, grounded on a low-power embedded sensing system with a graphics processing unit (GPU), are
able to run the neural networks-based Al on board. Advantages of the proposed system include portability
and ease of deployment. This use case uses a sequence of convolutional neural network (CNN) and a
recurrent neural network (RNN) called the long-short-term memory network (LSTM) as the core of the
Al in our system. The proposed approach guarantees the system autonomous operation for 180 d using
a standard Li-ion battery. This use case relies on state-of-the-art mobile graphic chips for smart analysis
and control of autonomous devices. This use case used 5 514 images as a source for automated leaf area
calculation and follow the training of Al algorithms. Over one thousand records from sensors provide
additional information about environmental conditions. All the data were used for training and testing the
recurrent neural network, convolutional neural network algorithms, and the segmentation algorithms. This
solution provides a root mean square error (RMSE) close to 4 cm? in a 3 h prediction horizon. All this allows
for high performance in situ optimization of plant growth dynamics and resource consumption.

7.2.1.3 $takeholders and stakeholder considerations

Stakeholders: agriculture, ecology management, sanitary services.

7.2.1.4 DPata characteristics

Data froni

sensors that describe environmental conditions and artificial grfowing system p

representing the state of the growing system.

The Al sys
algorithm
conditiong

tem used 5 514 images as a source for automated leaf area calculdation and follow the tra
5. Over one thousand records from sensors provide additional information about envi

arameters

ining of Al
ronmental
volutional

. All those data were used for training and testing the recurrent neural network, corj

neural netjwork algorithms, and the segmentation algorithms.

7.2.1.5 KPIs

Accuracy ¢f the predictions of harvest, biomass or leafarea dynamics, leaf index, parameters des
quality of produced food, consumption of resources,

'ribing the

7.2.1.6 Features of use case

Task(s): prjediction

Level of aytomation: conditional auteimation

Platform: GPU

7.2.1.7 Threats and vulnerabilities

Hidden pafterns, incorrect Al system use.

7.2.1.8 (Challenges and issues

The plant|growth data significantly depends on multiple factors, including used solutions, illumination
characteristics (for greenhouses), weather and seasonal conditions (for outdoors).

The architecture of the neural network is expected to have both high accuracy and high framerate, but a
low number of layers and trained parameters for further inference on low-power embedded systems. These
controversial factors are expected to be met since embedded systems have limited processing capabilities.

High diversity of data types and no standardization of data obtained by farmers.

7.2.1.9 Trustworthiness considerations

Improving the quality of data by adjusting the data for illumination characteristics (for greenhouses) and
weather and seasonal conditions (for outdoors).
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7.2.1.10 Use of standards and standardization opportunities

None identified.

7.2.2 Smart agriculture (use case 156)

7.2.2.1 Objectives

This platform is intended to provide personalised information to farmers on crop management.

Food production needs to increase its production levels by 70 % to feed the world’s growing population
by 2050. In addition, the current ecologlcal footprint is tw1ce the level that 1t is de51red to be leaving the

agricultur
impact. Ag
expected

7.2.2.2

This platfi
platform.
purchase
conditiong

The projed

inforn

to min

crop 4
weed,

suppo
soluti

7.2.2.3
Stakehold

pricultural blg data, data analytlcs and machine- learnmg algorlthms are the catalys1
o underpin the realization of the world’s agricultural goals.

Narrative

[t is intended to complement the company’s other programmes;“by personalising
needs of farmers. The company collaborates with tech companies that can retriey

t consists of three fundamental components:

pation on local weather predictions, plant disease id,situ detection, and recommendati
imize risk;

nd yield previews, farm efficiency and sustainability metrics, and early detection s)
pests and disease;

rtsystem for farming consultants who.are working with farmers to find ideal agriculturs
DNS.

ptakeholders and stakeholder-¢onsiderations

ers: farmers, suppliers of'agricultural products and services, farming consultants, envi

organisatipns and farmers representative groups.

Stakehold

7.2.2.4

The data
agronomig

e considerationseverlap with systems threats and vulnerabilities.

Data charaeteristics

1sed in'this use case include weather conditions, wind speeds, crop protection, anc
data.

ecological
s that are

brm provides farmers with a range of crop management options within one comprehensive

the exact
e weather

, wind speeds, crop protection, and pest and agronomic data.<Fhe company then analyses these
data to produce effective agricultural solutions to allow farmers to use-their land more effectively.

4

pn of tools

ystems for

|l planning

ronmental

| pest and

ZD¥

7.2.2.5

rn

Accuracy of data and recommendations.

7.2.2.6 Features of use case

Task(s): re

commendation

Level of automation: high automation
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7.2.2.7 Threats and vulnerabilities

Accuracy of data and recommendations: Algorithms can be fallible. There is a wide array of disparities
with variables that measure weather, soil and plant disease, training of the image recognition software
with accurate and wide variety of images of plant diseases. Natural variations from country-to-country and
region-to-region, such as differences in pest management, climatic conditions, and crop types. The system
will not replace an agronomist. The platform cannot establish a one-size-fits-all approach for their project
and changes their algorithms for different regions. Precise record keeping by farmers is a challenge. Another
constraint lies in the actual labour power required to maintain many farm management systems, requiring
a large department to work on it. Particularly, when it comes to ensuring the safety and security of the

farmer’s data.

Privacy and security: The development team are aware of issues surrounding reverse engineering to access
their algogithms, so they put great emphasis into securing all of their platforms. If their servers pre secure
and their [software is fully encrypted and secured, then there is little chance that farmers’ d3gta will be
breached, pccording to the interviewees.

7.2.2.8 C(Challenges and issues

Use: creating simple and effective user interfaces.

Data owrlership and intellectual property securely protect this data;from misuse, hadking, and
misapprogriation for economic or marketing purposes. It is stated that/the company does npt use the
individual|{farmer’s data to make comparisons between farms, and if this is done in the future, it{jwould not
be done wjthout explicit informed consent from the farmers involved-Farmers own their data and can move
it to anothler organization.

7.2.2.9 Trustworthiness considerations

One key factor in the creation of this project was ensuringthat it was affordable and easy to use fgr farmers.
The tool i free of charge. It is also for supporting farming consultants, which means that both explanations
for farmerfs and those for farming consultants are:to-be provided.

Environmental protection: While concerns related to environmental protection were not redquested by
customerd, the project does align with sustainability certification schemes.

7.2.2.10 Use of standards and standardization opportunities

How to depl with conflicting ethical'issues and its transparency?

The reseafchers of this use/case have drafted a proposal for guidelines for ethical Al, based on I'TIL, COBIT,
ISO/IEC 20000 series and CRISP-DM.

7.2.3 Fdrecastingof crop yield using decision support system (use case 173)

7.2.3.1 Objectives

Increasing the productivity of farms.

Operationa

| adjustment of agricultural works.

7.2.3.2 Narrative

Technology has redefined farming over the years and technological advances have affected the agriculture
industry in more ways than one. Agriculture is the mainstay occupation in many countries worldwide and
with rising population, which as per UN projections will increase from 7,5 billion to 9,7 billion in 2050, there
will be more pressure on land as there will be only an extra 4 % of land, which will come under cultivation
by 2050.
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This is driving farmers and agro companies to find newer ways to increase production and reduce waste. As
aresult, Al is steadily emerging as part of the agriculture industry’s technological evolution. The challenge is
to increase the global food production by 50 % by 2050 to feed an additional two billion people. Al-powered
solutions will not only enable farmers to improve efficiencies but they will also improve quantity, quality
and ensure faster goto-market for crops.

7.2.3.3 Stakeholders and stakeholder considerations

Agricultural holdings (agronomy, sales department)

7.2.3.4 Data characteristics

The outlingof thefietds:

Crop rotaffion history in: field id, sowing year, crop name or indication of land was left uncultiva
re-cultivated, yield (centner/ha), date of sowing, date of harvest.

Weather dpta from the fields: date and time of observation, coordinates of the weather station, air tey
relative hymidity, wind speed, atmospheric pressure, precipitation, snow cover height, dew point
7.2.3.5 KPIs

The average error in estimating the yield on the farm is 5,7 %, for a different field it is 15 %.
7.2.3.6 Features of use case

Task(s): dgcision support system

Level of aytomation: high automation

Method(s)f machine learning (embedding, gradient boosting (XGBoost)

Platform: Jield forecast (centner/ha) for each field/ farm gets displayed on the web page of the se
the possib(Llity of uploading in tabular formatted CSV files.

Topology dlecision support system

7.2.3.7 Threats and vulnerabilities

Accuracy pf data and recommendations: Algorithms can be fallible. There is a wide array of
with varigbles that measure Wweather, soil and plant disease, training of the image recognitioy
with accurate and wide variety of images of plant diseases. Natural variations from country-to-cd
region-to-fegion, such ds.differences in pest management, limatic conditions and crop types.
7.2.3.8 (Challenges and issues

Al solves thée scarcity of resources and labour to a large extent and it will be a powerful tool th3
organizationscope with the increasing amount of complexity in modern agriculture.

ted or was

nperature,

rvice with

lisparities
| software
untry and

It can help

7.2.3.9 Trustworthiness considerations

The abovementioned accuracy is achieved for the territories where the ML model has been trained, in other
regions the accuracy can be slightly lower.

7.2.3.10 Use of standards and standardization opportunities

None identified.
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7.3 Digital marketing

7.3.1

7.3.1.1 Objectives

Utilizing Al technologies in digital marketing.

Help the operation team identify new business scenarios and seize more market opportunities.

Increase conversion rate and marketing effectiveness.

Improving conversion rates and return on investment (Rol) with Al technologies (use case 53)

providing
he core of
vices that

marketing
red digital
ervices to

The combipnation of big data and Al algorithms is the core of personalized digital marketing. By modelling user

preferencg
and enhan

high-(

smart
lower

perso
what {

Through {
results: thi
subsidy sq
achieving
rate has in

7.3.1.3
Stakehold

audience targeting: forecasting the people who canbe interested in the marketing activities, f

s, it can be predicted the services that users can bé interested in, improve marketing eff
ce user experience. There are three main parts of personalized marketing technology:

onversion probability populations to incr&dse conversion rates;

subsidy: different marketing subsidies for different users to achieve higher conversi
cost;

nalized recommendation: predict user preferences for services or items and recomme
hey are most likely to be interested in, to increase conversion rates.

he application of Al technology, personalized digital marketing has achieved very

e predicted population’s conversion rates have shown an improvement of more than 3
enario, personalized digital marketing has achieved a cost reduction of more than 1
a 2 % increasesin the conversion rate; in the coupon recommendation scenario, the

\proved by-mere than 70 %.

btakeholders and stakeholder considerations

ectiveness

bcusing on

n rates at

d to users

significant
) %; in the
0 % while
ronversion

ersvThird-party payment companies, end users (customers), merchants

Stakeholders considerations: User experience, digital marketing Rol, conversion rate, marketing cost.

7.3.1.4 Data characteristics

Description: sample and feature data of marketing campaign.

Source: cu

stomers.

Type: log text.

Volume (size): ~500 GB/day.
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Velocity: stream and batch.
Variety: device information, location information, conversion information (clicks, transactions), active level.
Variability (rate of change): subject to digital marketing effort (festival, on sale).

Quality: varies (depending on position of data collection and data reflow mechanism).

7.3.1.5 KPIs

Conversion rate: The percentage of users who are responsive to the marketing (e.g. clicks) out of the total
number of visitors. The reference of this KPI to mentioned use case objectives is to increase the conversion rate.

Rol: Rol = TOTI_ - )
conversion rate or lower cost. The reference of this KPI to mentioned use case objectivescis‘t
marketing effectiveness.

't a higher
D increase

7.3.1.6 Features of use case
Task(s): aydience targeting, smart pricing, personalized recommendation
Level of aytomation: assistance

Method(s)f machine learning, deep learning

7.3.1.7 Threats and vulnerabilities

Abuse of personal information, falsified or dirty data.

7.3.1.8 (Challenges and issues

How to cqllect, utilize and protect user informatioh within the scope of what is permitted by relevant
national apd regional legislation and regulations.

How to let{the system evolve and improve cantinuously by applying new Al models and algorithm

2]

7.3.1.9 Trustworthiness considerations
For users: [enjoy better service at 4 lower cost
For merchpnts: Increase profitssand decrease costs

For cities gnd communities? Promote economic prosperity and develop a green economy

7.3.1.10 Use of stanidards and standardization opportunities

Technical frandework of Al-enabled digital marketing system.

1 1 dforcallacting ctaoring and handlin
GuidelinedforeceHectin g£-storinga

oo

Guidelines for applying Al technology to digital marketing.
7.3.2 Al system for digital marketing in retail services (use case 185)

7.3.2.1 Objectives

To improve matching probability and added value of customer satisfaction in retail services by digital
marketing introducing Al technologies.
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7.3.2.2 Narrative

Through the smartphone application, a unique participant ID is issued to the participants of the

campaign

and questionnaires are conducted. Using participant's past purchase history data in retail services,
probabilistic latent semantic analysis (PLSA) finds customer latent segments with similar purchasing
behaviour. To characterize the customer segment Bayesian networks that represents the conditional

probability, P (Seg | Q1, ..., Qn), the relationship between the questionnaire data and the customer

segments

are constructed. At the same time, conditional probabilities P (Product | Seg) are obtained from the result of
PLSA. For new campaign participants and participants with no purchase history, an Al system can calculate

the purchase prediction probability for particular participant, P (Product | Seg) P (Seg | Q1, ...,

Qn) from

the results of the questionnaire, and recommends the product with the highest value to the participant.
When the products or services are recommended, discount coupons for real retail services can be offered.

The fact t
system co

hstantly collects data generated from the smartphone application and utilizes it to |in
matching probability and added value of customer satisfaction in retail services. P (Product}\Seg
P(Segment| Q1,...,Qn) will be re-learned and the recommendation model will be updated, The Al s
forecasts dlemand and makes it possible to reduce inventory and waste loss. At the same-time, loo
distributign of customer segments, service providers and content providers optimize)informati
and mercHandise.

7.3.2.3 $takeholders and stakeholder considerations
Participants as both customers of retail services and Al customers.
Service prpviders as both providers of the retail service and Al customers.

Al research centre of a national institute as both Al producer and-Al provider.

7.3.2.4 Data characteristics

Source: in
services.

eractions with the Al system (“smartphone application”) and past purchase history da

Variety: stiructured.

Velocity: real-time.

Variability
services a

Quality: hi
Protected
7.3.2.5

Effectiven

: what data to collect and_its format can be changed when the questionnaires, prd
e reviewed.

gh enough.

attributes: collected data are anonymous.

KPIs

bss 0f recommendation: how effective the Al system’s recommendation and coupons c

in retail sqrvices.

s. The Al
prove the
ment) and

ystem also
king at the
bn content

ka in retail

ducts and

in be used

Customer satisfaction: customer experience with the Al system’s interaction with visitors.

7.3.2.6 Features of use case
Task(s): interactivity, recommendation and probabilistic inference.

Level of automation: assistance.

Method(s): Bayesian network, probabilistic latent semantic analysis. Human computer interaction,

information recommendation using Bayesian network models.
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Platform: Servers for running Al programs and storing data. Smartphone application system for interaction
with participants.

Topology: Network of servers and smartphone application system.

7.3.2.7 Threats and vulnerabilities

None identified.

7.3.2.8 Challenges and issues

Since the smartphone application and server system are continual improvement, what data to collect and
analyse an ditc format ara i dar narindis V‘Q‘YICIIAY and cihioct o ~changa

IO ToT IOt O oo e peTTote T e T T e T Tttt 5 T

7.3.2.9 Trustworthiness considerations

some concerns on the part of interaction with visitors, such as inappropriate’ recommendation

I user estimation.

There are
due to podg

7.3.2.10 Use of standards and standardization opportunities

Standard master tables for recommended products
Standard dlatabase of questionnaires

Standard dlatabase of coupons in retail services

7.4 e-cqmmerce/e-business

7.4.1 Erpotion-sensitive Al customer service (use‘case 42)

7.4.1.1 Objectives

Extracting sentiment and its intensity from~customers’ input, and responding with an appropriate attitude
in order td improve the quality of customeérs’ inquiry experience.

To design pn efficient solution for detecting customers’ sentiment and its intensity, especially in|situations
for which there is a limited training/data set.

7.4.1.2 Narrative

Some custpmer service representatives have to deal with a large number of requests every day. Regular Al
customer pervice systems, which are online 24/7, are capable of offering instant assistance, whigh frees up
labour regources-to-a large extent. However, it is quite challenging, if not impossible, for those gystems to
interpret ¢gmotions from customer input and respond in as friendly a manner as a human being.

Against thi of NLP, this

Al system can automatlcally detect sentiments like ° ‘happy, angry, anxious,” etc. Moreover this system can
also detect the intensity of the customer's sentiment. Furthermore, this use case adapts convolutional neural
networks, a widely used technique in visual computing, to interpret the semantic meaning of the customer’s
expression. It can improve the system'’s performance for sentiment classification and intensity detection.
Moreover, with the adoption of transfer learning, the system can also be applied to various types of data. To
overcome the difficulty of limited training data, the Al system also use data augmentation methods such as
reverse translation and data noise to increase the variability of training data.

Up to now, the system has reached 90 % recall and 74 % accuracy for sentiment classification over seven
categories. The overall recall and accuracy for sentiment intensity are also around 85 %. The system has
increased customer satisfaction by 57 %.
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7.4.1.3 Stakeholders and stakeholder considerations

Stakeholders: Customer service and customers.

7.4.1.4 Data characteristics

Description: conversation data from after-sales customer services for sentiment classification. These data
are annotated by professional annotators into seven categories of sentiments. For sentiment intensity
detection: Consists of sentiment data for “angry” and “anxious” only; these data are annotated into three
degrees of intensity: “low, medium, high”.

Source: conversation data from real-time customer services.

Type: text

Volume (s
detection.

Velocity: b
Variety: re
Variability
Quality: h

7.4.1.5

Customer
expectatid
much as p

Accuracy:
76,4 %. Th

Recall: thd
90 %. The

Accuracy:

is 85 %. The reference of this KPI fo,mentioned use case objectives is increasing the rate to 90 %.

Recall: thd
85 %. The

7.4.1.6
Task(s): ng

Level of ay

ze): around 60 000 sentences for sentiment classification and 20 000 for sentimen

n is 100 %. The reference of this KPI to mentidned use case objectives is increasing {
pssible.

e reference of this KPI to mentioned use-case objectives is increasing the rate to 90 %.

current overall rate of accurate prediction across all customer sentiment intensity de
reference of this KPI to mentioned use case objectives is increasing the rate to 90 %.

the current overall rate of accurate prediction across all customer sentiment intensity

current overall rate of accurate prediction across all customer sentiment intensity de
reference of thisKPI to mentioned use case objectives is increasing the rate to 90 %.

Features of use case
turaldanguage processing

tomation: conditional automation

[ intensity

atch processing

al-time data from various categories of products.

(rate of change): static

gh
KPIs

satisfaction: the rate of customer satisfaction~when using this system for reqyests. The

he rate as

the current overall rate of accurate prediction across all customer sentiment classifiications is

tections is

detections

tections is

Method(s)

: deep learning, transfer learning, data augmentation

7.4.1.7 Threats and vulnerabilities

The low degree of humanization, and lack of semantic diversity for response.

Reducing the number of human customer service staff.

Identified

privacy risks include specific data collected from customers.
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7.4.1.8 Challenges and issues

Challenge:

the system’s performance is expected to be as good as a human customer server.

I[ssues: 1) limited training data; 2) sentiment classification among seven categories.

Adequately addressing identified privacy risks.

7.4.1.9 Trustworthiness considerations

Improving the efficiency of customer service, improving the customer service experience.

Reducing labour costs and reducing operating costs.

This use ¢

7.4.1.10

The syste
enough tr{

7.4.2 Dq

7.4.2.1
Recognizi

To recogn
technolog

7.4.2.2

hse raises serious privacy concerns, especially with respect to specific customer data\

Jse of standards and standardization opportunities

m can be promoted to as many customer services companies as possible’once proy
lining data for the specific application scenario.

bep learning-based user intent recognition (use case 43)

Dbjectives
1g users’ intent in order to solve their problems in e-cormmerce fields.

ize and understand users’ intent using Al and~deep learning technologies and 4
es to build chat bot systems to further reduce labour costs and for use in various fields

Narrative

intent and| intelligently answer users’ questions related to various business jobs. Currently, this

The Al prd
in all area

Based on
company
to save on
technolog)
processing

dle 90 % of online customer service and has saved the company on labour costs each y

vider is committed to using:technology to drive business growth and improve the user §
5 of customer service.

rided with

pply such

gent customer service chat bot is maihly used to categorize users’ questions, recognize users’

This intelglt|
used toh

chatbot is
rear.

PXperience

mproved customer @dvice experience and the evolution of artificial intelligence tech
lecided back in 2012 to develop intelligent chatbots to meet the needs of its growin
customer seryice“costs and to increase service capability. Intent recognition is a ke
i for building. this type of intelligent customer service chat bot. By applying natura
b technologies, deep learning technologies, and traditional machine learning algorit

ology, the
business,
and core
language
ms, intent

recognition accuracy has reached 95 %. Based on accurate intent recognition and a series of solution-

finding alg

orithis; our chat bot can solve the user’s problems in most cases and give the user a hi

consulting
has conti

experience. Finally, to provide dlver51f1ed and personallzed customer services, the
uously i

h-quality
Al system

recognition, and image recognition. So far, intelligent customer service has revolutionized the traditional
customer service consulting business.

7.4.2.3 Stakeholders and stakeholder considerations

Stakeholders: Customer service and customers

Stakeholder Considerations: Customer service expectations and customer experience

7.4.2.4 Data characteristics

Description: question response data from the online dialogue log

© ISO/IEC 2024 - All rights reserved
31


https://iecnorm.com/api/?name=57105f024116d006975ce0f681dafe91

Source: cu

Type: text
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stomer dialogue log

Volume (size): millions

Velocity: real time

Variety: various scenarios, various businesses, various categories of products

Variability (rate of change): nonlinear

Quality: good

7.4.2.5

Accuracy:
Currently,
accuracy d

Resolutior]
this KPI to

Satisfactid
The referd

7.4.2.6
Task(s): ng
Level of au
Method(s)
Platform:

Topology:

7.4.2.7
High sema

Identified

7.4.2.8
Current cH

high s

KPIs

the percentage of users whose intent is correctly recognized over the total numbe
accuracy is 95 %. The reference of this KPI to mentioned use case objectives is t
frecognizing users’ intent.

: the percentage of questions solved over the total number of questions’asked. The r¢
mentioned use case objectives is to improve resolution of questions\{rom users.

n: the percentage of users who are satisfied with customer service over the total numbyq
nce of this KPI to mentioned use case objectives is to improye \user experience.

Features of use case

tural language processing

tomation: conditional automation
machine learning and deep learning

;PU and CPU

TensorFlow

Threats and vulnerabilities

ntic ambiguity, multiple Tanguage expressions in one sentence.

privacy risks include risks related to knowledge of user intent and training data.

Challenges and issues
allenges-of deep learning and intent recognition:

eniantic ambiguity, similar sentences can convey different meanings;

I of users.
O improve

ference of

br of users.

hard t

adequ

unclear classification rules caused by complicated business logics;

0 answer reasoning questions;

ately addressing identified privacy risks.

7.4.2.9 Trustworthiness considerations

Solve problems intelligently to increase efficiency.

Free up labour from repetitive work to save a large amount of resources for society.
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This use case raises serious privacy concerns, particularly with respect to the knowledge and training data

related to

user intent recognition.

7.4.2.10 Use of standards and standardization opportunities

Process st

andardization would improve quality and productivity.

7.4.3 Al virtual assistant for customer support and service (use case 106)

7.4.3.1 Objectives

Customer

Limitation

Target aud

Optimizat

process. Al

of custom

company'y

7.4.3.2

support service, product and service consulting.

s - support for dialogues exclusively within the Al provider’s products.
ience - b2b, b2c clients of the Al provider.

on of company resources for support and customer service by automating the custon;
s a result of the implementation of the system, the company was able tg 'Cover a great
br requests without necessity to increase its staff of operators. This,prevented an incré
operating expenses.

Narrative

The systemn automatically answers customer questions within the application and on the compar

er service
er volume
base in the

y website.

tion of the
uestion in
questions

other key
If chatbot
ransferred
7 to serve

At its pealj, service automation reaches 85 %.

Chatbot agsists the client in the selection of tariffs and services, and advises on the financial cond
account. Chatbot promotes new products without the need for an operator. The client can ask a
free form;|the system would understand the request.Jf\hecessary, the system can ask additional
before deljvering its answer to the client.

Chatbot if integrated with internal billing systems, CRM, with a product catalogue and many
services of the company. This allows each client to be provided with an individualized service.
is unable fo help the client, or if the service procedure requires an operator, the dialogue is t
to the operator. Currently, chatbot serves-more than 1 million requests per month, working 24
customers.

7.4.3.3 $takeholders and stakeholder considerations

Stakeholdérs: Customer service department and customers.

Stakeholdér considerations: Customer service department - maintaining / increasing customfer loyalty,
saving respurces.

Stakeholdér considerations: Customers - meeting expectations

7.4.3.4 Data—characteristics

Source: customer profiles and a history of questions

Type: text,

voice

Volume (size): Millions of hits (historical data)

Velocity: in real time

Variety: collected data sets

Variability (rate of change): the system is updated daily with new scenarios.
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Quality: high

7.4.3.5 KPIs

Automation: solving a customer issue with a chatbot without operator intervention. The reference of this
KPI to mentioned use case objectives is the optimization of customer service costs.

Quality: customer satisfaction rating. The reference of this KPI to mentioned use case objectives is to ensure
high customer loyalty to the Al provider’s brand.

7.4.3.6 Features of use case

Task s): o iz ation natueal lanagnaga nndarctanding r'h'\]nrrua managcamant
| optimizationpaturallanguage understanding dialogue management

Level of aytomation: assistance

Method(s)} deep learning, NLP

7.4.3.7 Threats and vulnerabilities
Informatign security, communication secrecy and the safety of personal data

Identified ecurity and privacy risks include security and privacy risks related to client profiles and question
history.

7.4.3.8 (Challenges and issues
The readiness of external systems’ API for integration with the*bot platform.
Biased cuqtomer attitudes towards chatbots.

Adequatelly addressing identified security and privacy risks.

7.4.3.9 Trustworthiness considerations

This use cpse raises serious security andrprivacy concerns, particularly with respect to client ptofiles and
question history.

7.4.3.10 Use of standards and standardization opportunities

None identified.
7.4.4 Cystomer relation management (CRM) (use case 157)

7.4.4.1 OQbjectives

This use cpse focuses on determining which ethical issues arise in the use of Al in CRM and hoy can they
best be addressed:.

Smart information systems (SIS - big data and artificial intelligence) are used in customer relations
management (CRM) to help manage large customer databases and improve customer interaction by
companies.

The aim of the use case is to identify what ethical issues arise from the use of SIS in CRM, whether companies
that use SIS for CRM have policies and procedures in place for addressing these concerns, and if practitioners
are facing additional issues not addressed in the current literature.

The aim of the company's model is to further increase customer orientation and cost-efficiency.
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7.4.4.2 Narrative

Customer relationship management deals with the processes and systems that support business strategies
to build long-term and profitable relations with customers.

Access to customers’ online data (through social networks, search engine history, cookies and other tracking
systems) allow companies to gather a variety of information about customers. Such access also allows
companies to create cloud systems with data, and strategize and automate CRM practices.

Data engineering blends data from all sources and builds ML models that will accurately predict the
propensity of a customer to churn (cease to be a customer) as well as predict the propensity to buy a new

product.

The use ¢
knowledgg

7.4.4.3
Stakehold
Stakehold

Autonomy)
through th
they can 4
the user.

certain ch
developmg
target con

Privacy an
of persond
informatig
and unint
capturing

Bias: cond
computery
has been (
certain gr

Responsibfility and trust: the unequal power relationship between companies and consume

concerns (

Transpare
customerg

Furthermgre, the algorithms change quickly and models are constantly being updated. From th

see how th

se dentified the following 1SSues—autonony, Comntrot, amniputation, privacy, Rowie
e, informed consent, bias, responsibility and trust.

btakeholders and stakeholder considerations
brs: Companies, marketers, customers and public.

br considerations:

le employment of data analytics. Data analysis techniques are not a neutral tool or mea
xpand, constrain or alter people’s choices and behaviours.each of which has an inf
Data analytics treats individuals as already having made or being inevitably abo
bices, often with a moral component. The rise in consumer debt occurred at the same t
nt of complex marketing profile methods that included neural networks and predictive
Sumers.

d knowledge: accessing the internet using big\tech companies' platforms results in the
| information to the platforms and otherwebsites, even if customers do not want to
n. Therefore, privacy issues are a sighificant concern for CRM practices: people un
entionally are communicating personal data. For marketers, big data are powerful w
consumer data directly, indirectly,.ahobtrusively, with and without permission and par

erns of bias entering into Alland ML have been growing. Despite surface assump

are unbiased (as, for example, they do not recognize skin colour or gender) increasin
onducted evidencing the potential for the outputs of automated systems to be prejudid
bups of society.

f accountability, and data ownership. Thus, responsibility for the data are a key concer

ncy and the company’s vulnerability: it is usually difficult to make algorithms public
would fiot have the ability to understand those algorithms or the input data needed to

e notion of public “acceptance” of certain algorithms does not really work.

ge/lack of

control and manipulation: there is a concern that the autonomy,of. customers is being undermined

surement:

lh:tence over

to make
ime as the
models to

disclosure
reveal this
knowingly
papons for
ticipation.

tions that
o research
ed against

I's creates
1.

and most
run them.
S, one can

7.4.4.4 Data characteristics

Description: customers’ online data

Source: social networks, search engine history, cookies and other tracking systems

7.4.4.5 KPIs

To help manage large customer databases and improve customer interaction.

To predict the propensity of a customer to stop being a customer as well as the propensity to buy a new

product.
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7.4.4.6 Features of use case

Task(s): prediction

Level of automation: assistance

7.4.4.7 Threats and vulnerabilities

Informed Consent: A challenge to the collection and use of data for CRM and elsewhere is the possible lack
of informed consent given by the consumer for data to be used. Some data is given initially for a particular
reason, but can be replaced by other interests at a later date. In such cases the company can hold the data
but not have received informed consent for its use to the latter end.

In the cas¢ of CRM, the data are collected by the company as customers subscribe to services, but

apparentvl'\

do not alwjays consent to having their data analysed for insights or profiling. Even when consént’i

and condi
and as sud

GDPR and
operating
in Europe.

in Europe
collected i

7.4.4.8
Lack of kn

Guidelines
giving con|

Adequatel

7.4.4.9

There is a
analysis. N

to be exanpined.

7.4.4.10

How to de

Trustworthiness considerations

eans of gaining consent can consist of merely ticking a box to say that it is agreed to
ions. However, it is widely accepted that very few people ever read these tefims and
h the validity of that consent is questionable.

different regulations outside EU: It would be comparatively easy-for’a company
outside of the EU jurisdiction to develop a data set that would be uheéthical or illegal {
Based on this data set, the company can then develop a highly effective Al which can tH
This would be economically advantageous to that non-EU company, provided no per
n this manner ever entered the EU.

Challenges and issues
pwledge on behalf of the customers about what istiappening with their data.

to make informed consent more realistic (ratherthan clicking away the pop-up and un
sent).

y addressing identified privacy risks.

need to protect customers.from being exploited and misguided through data manipu
ew advances in CRM practices and data technologies bring social benefits, but also eth

Jse of standardsand standardization opportunities

hl with conflicting ethical issues and its transparency?

The resea
ISO/IEC 2

7.5 Edueatien

D000_series and CRISP-DM.

‘chers of this use case have drafted a proposal for guidelines for ethical Al, based on I']

customers
5 given the
the terms
onditions,

based and
o produce
en be sold
sonal data

knowingly

lation and
ical issues

'IL, COBIT,

7.5.1 Arecommendation system for industrial training (use case 23)

7.5.1.1 Objectives

Find skill requirements and relevant training based on an employee’s career objectives.

Recommend a personalized list of “best” training courses to an employee, which can help him/her meet his/

her career

objectives.
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7.5.1.2 Narrative

The recommendation system helps employees improve their skills by recommending appropriate training
courses from a given list and historical data.

Continuous training is crucial for creating and maintaining the right skill profile for an industrial
organization’s workforce. There is tremendous variety in the available training within an organization:
technical, project management, quality, leadership, domain-specific, soft-skills, etc. Hence it is important to
assist the employee in choosing the best training that perfectly suits his/her background, project needs and
career goals. In this use case, the Al system is built on algorithms for recommending training in an industrial
setting. The Al system provides training recommendations, taking into account the employee’s training and
work history. The Al producer has developed several new unsupervised sequence mining algorithms to
mine past training data from the organization for making the next personalized training recommendation.

Using real
multi-nati
recommer

7.5.1.3

The stakeholders include:

Al prg
data p

Al use
recom

The stakeholder considerations include:

the A
requit

7.5.1.4

The data @ised in this use case are the employee’s training and work history from the organiza

includes r¢

7.5.1.5

Prediction
of this KPI,

7.5.1.6
Task(s): re

Level of ay

-life data about training 118 587 employees over 5 019 distinct training courses ft;
bnal IT organization, this use case show that these algorithms outperform severa
dation engine algorithms as well as those based on standard sequence mining algorith

ptakeholders and stakeholder considerations

ducer: the organization that develops the recommendation system;
rovider: the organization that provides the training course;

rs: the organization that adopts this recommendation system and the employees th
mendation system for industrial training.

[ users consider job requirements, skill ;profile, job description requirements an
ements by using this recommendation system.

Data characteristics

bal-life data about training 118587 employees over 5 019 distinct training courses.

KPIs

accuracy: numbertef'employees undertaking courses from the recommended list. The
to mentioned use-case objectives is to improve accuracy.

Features of.use case

comntendation

m a large
standard
ns.

ht use this

 training

rfion which

reference

tefmation: partial automation

Method(s)

: deep learning

Platform: GPU-enabled servers

Topology:

GPU-enabled servers

7.5.1.7 Threats and vulnerabilities

The threats include that the different sources of bias based on model training, incorrect Al system use can
cause stress in employees.

© ISO/IEC 2024 - All rights reserved
37


https://iecnorm.com/api/?name=57105f024116d006975ce0f681dafe91

ISO/IEC TR 24030:2024(en)

7.5.1.8 Challenges and issues

The challenges include that the large amounts of training data are desired and predicting human behaviour
is tricky:.

7.5.1.9 Trustworthiness considerations

This recommendation system is desired to consider the impact on the motivation of the Al user because the
employees can feel challenged or demoralized by using recommendations.

7.5.1.10 Use of standards and standardization opportunities

The standa e used for
this syste

7.5.2 An intelligent marking system (use case 83)

7.5.2.1 Objectives

The systeqn can realize intelligent detection and grading of all subjective questions to significantly reduce
labour and organizational costs.

7.5.2.2 Narrative

This use fase is an intelligent marking system based on core technology design research, including
independdnt intellectual property rights of the Al producep, handwriting recognition, natura] language
understanding, intelligent evaluation and other artificial intelligence. It can realize the detectign of blank
questions |for all question types except multiple choice_questions, and computer intelligent evaluation of
Chinese/English composition, English translation, literature synthesis category short answer questions and
English blank questions. At the same time, for Chinese/English composition, it can also effectively detect
abnormal pnswer papers which are highly similar@o'the dry content of the test paper or the content of the
external njodel text.

The intelljgent marking system can providé'a new generation of intelligent scanning network
solutions [for large-scale pen and pap€r) examinations combined with the mature scannin
evaluatior] technology. In the process ef-scanning, the detection and screening of similar volume

evaluation
b network

o

and blank

volume questions and the intelligentievaluation of subjective questions are carried out in real timme. Taking

the data ofitputted from the scanning link as the objective third party quality evaluation standard
or offline quality monitoring ofithe marking paper is carried out to improve the quality of the mar}
At the sanje time, the computer intelligent evaluation of subjective questions can assist manual m
certain extent and effectively reduce the workload of manual marking of subjective questions.

The intelligent markihg system has many advantages. First, it has a scientific and unified scoring
which can|avoid thedifferences in the scoring scale and subjective interference among different
and ensurfe the fairness of the marking results. Second, the investment requires only a small
technical ersonnel and servers, which can reduce the orgamzatlonal cost of ex1st1ng manug
by about 30-9%
volumes. At the same tlme through the
quality monitoring.

7.5.2.3 Stakeholders and stakeholder considerations
Stakeholders: marking teachers and technicists
Stakeholder considerations: efficiency

The stakeholders include:

— Al users: marking teachers and technicists;
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The stakeholder considerations include:

— Al users consider the efficiency of this system.

7.5.2.4 Data characteristics

Description: scanning student papers

Source: the data from scanning student papers

Type: text, picture

Velocity: b
Variety: si
Variability
Quality: hi
7.5.2.5

The KPIs
— cost: 1
— efficig
— accuryd
7.5.2.6

Task(s): ng
Level of au

Method(s)

7.5.2.7
The inade

7.5.2.8

The accur

7.5.2.9

atch processing
hgle source
(rate of change): static

gh

KPIs

f this system include:

educe the cost of existing manual marking;

ncy: improve the efficiency of existing manual marking;

cy: improve the accuracy of existing manual matking.

Features of use case
tural language processing
tomation: high automation

deep learning, semantic resbgnition

Threats and vulnerabilities

Juate accuracy of the system is the threat to be considered.

Challenges.and issues

hcy of tharking papers is necessary to be further improved.

Trustworthiness considerations

Thereis a

This system can significantly reduce labour and organizational costs. This use case can have impacts on

scientific and unified scoring standard, which can ensure the fairness of the marking results.

teacher job descriptions and roles.

7.5.2.10 Use of standards and standardization opportunities

None identified.
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Intelligent educational robot (use case 84)

7.5.3.1 Objectives

The robot

is designed to support children’s education and to improve the pleasure of learning.

7.5.3.2 Narrative

The educational robot is a new teaching tool to cultivate students' comprehensive ability. It mainly uses
artificial intelligence technology, speech recognition technology and bionic technology to cultivate students’
various abilities. Educational robots have hearing, vision, oral skills, recognition, emotional detection and

the ability

to interact for a long time.

An educat
school stu

It has tead
receive hi
and solve
overdeper
remindersg
robot can
pronuncia

7.5.3.3

ional robot is designed for interaction with children, primary school students, and>j
Hents. It can be used for study or entertainment.

bh-quality teaching without leaving home. It can also present knowledge‘forgotten b
students' learning problems in time. Moreover, it can correct studénts' bad habif
dence on others, hating to get out of bed, and inattentiveness by givinginstructions and
so as to cultivate students' good learning behaviour and living habits. For learning E
Lrain students' oral English ability by practicing dialogue with ther, and can also bring

fion more in line with the standard and improve students' conimunication ability.

ptakeholders and stakeholder considerations

The stakelholders include:

Al use

— datap

rs: students, parents and teachers;

rovider: the learner provides the learner inputs.

The stakeholder considerations include:

the te

7.5.3.4

Descripti
Source: d
Type: voic
Velocity: b

hchers (Al users) consider the students' grades and learning interest.

Data characteristics

: learner input, including pronunciation, visual information, keystrokes, etc.

I
a from the learnef

bs, visual informadtion, keystrokes, etc.

atch processing

Variety: multiple.source

inior high

hing materials and lectures by famous teachers for all grades and disciplines,Jand styidents can

y students
s such as
intelligent
nglish, the
r students’

Variability

(rate of change): static

Quality: high

7.5.3.5 KPIs

The KPIs of this system include:

— intere

st: improve students' interest in learning;

— grades: improve students' academic performance.

© ISO/IEC 2024 - All rights reserved
40


https://iecnorm.com/api/?name=57105f024116d006975ce0f681dafe91

ISO/IEC TR 24030:2024(en)

7.5.3.6 Features of use case
Task(s): recognition
Level of automation: high automation

Method(s): deep learning, automatic speech recognition, bionics techniques

7.5.3.7 Threats and vulnerabilities

The inadequate teaching effect of intelligent robot is the threat to be considered.

7.5.3.8 Challenges and issues

The challejnges include:
— Dbe ablp to sense students' emotions like teachers;

— accurdtely capture students' gestures, postures, face information, etc.

7.5.3.9 rustworthiness considerations

This systdm is to consider the impacts on the students, such as the system can give students

support and stimulate students’ interest in learning.

After repdated training, the intelligent educational robots can assist'students’ study like teachsg
consider the transparency, explainability and predictability of thejactions of the robots.

7.5.3.10 Use of standards and standardization opportunities

None identified.
7.5.4 Alsystem to intelligent campus (use case 85)

7.5.4.1 Objectives

This use qase is a full range of produets and integrated solutions for teaching, examination, ¢

manageme¢nt and learning.

This use dase provides a comprehensive intelligent sensing environment and comprehensive ir
service platform for teachers and students, so as to realize the integration of human ang

informatiqn.

7.5.4.2 Narrative

Based on bhig data and artificial intelligence technology, the use case brings teaching, examinatio
and managefaent into the 1ntegrated system of mutual cooperatlon based on accompanylng data 3

and dynars

emotional

rs. It is to

valuation,

formation
| business

h, learning
jcquisition

to realize

teaching accordmg to thelr aptltude and 1r1d1v1duallzed learnmg, to help managers to supervise and assist
decision-making, and to greatly promote the transformation of education, learning and management to

intelligence.

In teaching, the Al system includes an intelligent and efficient classroom based on the cloud network end.
Through docking the resource cloud platform and school-based resource library, it can realize synchronous

push of high-quality resources and help teachers prepare classes efficiently.

In the area of examinations, the oral evaluation technology used in this Al system is the only technology
to have passed the certification of the National Language Commission, widely used in the national Chinese
Mandarin online test and used in classroom teaching. The Al provider applies its the industry-exclusive
artificial intelligence core technology to the examination and automatic approval of traditional offline
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homework, which greatly reduces the burden on teachers and digitalizes the daily examination process. Big
data analysis technology can be used to promote personalized teaching and learning.

In learning, this Al system supports students' online adaptive learning by building a question bank system,
evaluation system and online learning system. Through analysis of the students' examination results, the
system can evaluate the students' mastery of knowledge points and the stability of their grades, and then
combine the key points of the teaching materials with the high-frequency test points. Through intelligent
analysis, the scheme can recommend the optimal learning path.

In the area of management, this Al system includes a smart campus solution that covers more than 10
departments such as the academic affairs office, student office and school office. The system provides
more than 60 applications to meet the needs of normal campus management. It is worth mentioning that
in order to_cope with the challenges of educational administration brought by the new curriculum and the
new college entrance examination, this Al system, based on the classification algorithm of aid¢ep neural
network, puts forward an intelligent course arrangement system, effectively avoids the coriflict of course
selection, pnd realizes the optimal voluntary satisfaction rate under the premise of uniférm tedaching and
classroom|resources, so that every student can attend classes according to his own voljtion.

7.5.4.3 $takeholders and stakeholder considerations
Stakeholdgrs: students, teachers, schools, governments
Stakeholdeér considerations: privacy

The stakeholders include:

— Alprovider: the organization brings teaching, examination, learning and management into the jntegrated
systerh of mutual cooperation;

— Al usdrs: students, teachers, schools;

— data grovider: the schools that adopt this Al system;
— Al subject: governments.

The stakeholder considerations include:

— Al prdvider considers the students; privacy.

7.5.4.4 Data characteristics

Descriptign: the data comes-from students and teachers as well as from their learning and adm{nistration
processes

Source: infelligent edu€ation products or platforms
Type: strugturedierunstructured data

Velocity: inreal time

Variety: students information, teachers’ information, information generated during the course of teaching,
learning and management.

Variability (rate of change): in real time

7.5.4.5 KPIs
The KPIs of this system include:

— efficiency: improve students' learning and teachers' administration efficiency. The reference of this KPI
to mentioned use case objectives is to improve efficiency.
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7.5.4.6 Features of use case

Task(s): knowledge processing and discovery

Level of automation: high automation

Method(s):

knowledge processing and discovery

7.5.4.7 Threats and vulnerabilities

Disclosure of privacy data for teachers and students is the threat of this Al system.

7.5.4.8 Challenges and issues

The implementation of an intelligent campus requires the collection and processing of large|qu
data on students and teachers, which is likely to lead to the disclosure of private data. Therefor
privacy prjotection mechanism is expected to be strengthened in the intelligent platforni,

7.5.4.9

rustworthiness considerations

This Al system has not identified the trustworthiness considerations on bias mitigation, exp

controllabj

Regarding

lity, predictability, transparency, verification, robustness, reliability and resilience.

ethical and societal concerns, this Al system of intelligent,campus is desired to co

impacts o the Al users (teachers and students), because it brings aftificial intelligence technolog

campus af
managemyg

7.5.4.10

None iden
7.5.5 Al

7.5.5.1
This use ¢

Properties
learning g

7.5.5.2

d into the classroom, promotes students' learning and teachers' teaching, and facilitatg
ent.

Jse of standards and standardization opportunities
ified.
adaptive learning platform for personalized learning (use case 102)

Dbjectives
hse is an Al system for equdliaccess to high-quality education.

of the system are: open access, interactive tasks, personalization, user-generated c
raph.

Narrative

The adapt
forming a

The adaptivellearning platform is a cloud-based platform designed to create and distribute 1}
educational content, enhance

ve learning platform (AiEd platform) is an e-learning platform and course-builder that
aptivelearning paths.

antities of
b, the data

ainability,

nsider the
y onto the
s teaching

pntent and

uses Al for

nteractive

a real-time

y y
feedback. The platform is suitable for any kind of e-learning activity, from private on-campus classes to
massive open online courses (MOOCs)s. The platform is designed keeping the needs of computer science

education

in mind.

The platform aims to apply data mining techniques to make education more efficient and to improve the
way people learn and teach. Adaptive and personalized learning are one of the key priorities of our platform.

7.5.5.3 Stakeholders and stakeholder considerations

The stakeholders include:

Al users: students;
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— data provider: teachers (content providers);

— Al subjects: third-party services (via experience API), academic researchers (sets of eduDATA).

The stakeholder considerations include:

of students;

content;

Al subjects (third-party actors) consider the safety of the system.

Al provider and Al users consider the personal data concerning interests and preferences, safety, privacy

data providers (teachers, content providers) consider the reputation, trustworthiness, high quality

7.5.5.4

The data u

7.5.5.5
The KPIs i

— perfoy
KPI to

varial
the le:
every

7.5.5.6
Task(s): oy
Level of au
Method(s)

Platform:

7.5.5.7

Data characteristics

sed in this use case are the student’s education and learning history.

KPIs
nclude:

mance: increases educational results through personalized learning process. The refere
mentioned use case objectives is personalization;

ility: educational content makes up the learning graph. Th® Al adaptive learning engin
irning graph allows automatically creation of a huge nuniber of education programs, acc
bne. The reference of this KPI to mentioned use case/objéctives is learning graph.

Features of use case

timization

tomation: high automation

recommendation-based approach that uses item response theory and the ELO rating s

hone, cloud-based solution isused

Threats and vulnerabilities

Verificatign of new contentisthe threat of this Al system.

7.5.5.8

Edstories
movement

Challenges and issues

(micro<learning video stories) are desired to be included to satisfy the pedagogica
-basedlearning.

nce of this

e based on
eptable for

ystem.

model of

7.5.5.9

" el =1 -l
Irustworthimess considerations

The system is expected to be integrated into secondary and tertiary school systems that still face legal
boundaries and limitations for scaling, it is desired to consider the trustworthiness issues related to the
impact of the education of the students (e.g. the fairness of education opportunities).

In addition, after repeated training, the adaptive learning system would be highly efficient. It is desired to
consider the transparency and the predictability of the adaptive learning system.

7.5.5.10 Use of standards and standardization opportunities

None identified.
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7.5.6 Al adaptive learning mobile app (use case 124)

7.5.6.1 Objectives

A foreign language learning mobile program for all age groups that adapts to the student and builds an
individual learning track based on artificial intelligence.

Providing easy, convenient and adaptive learning of English with the help of a virtual teacher based on
artificial intelligence.

7.5.6.2 Narrative

hat adapts
's account

equired to
icher.

btably, the
s training
ds various
s to meet

The virtugdl teacher suggests choosing a level of difficulty, and therkmonitors the execution of tests|and tasks,
analysing ferrors. If the student cannot cope, it offers to repeat the material. If the student solveg the tests
and tasks ithout errors, it skips.

7.5.6.3 $takeholders and stakeholder considerations

The stakeholders include:

— Al prdvider: the organization that develops-the Al system and provides the service.
— Al usdrs: all age groups with the goalof learning a foreign language.

The stakeholder considerations include:

— Al prdvider considers the learning interest, effectiveness of acquiring new knowledge, the involvement
in theleducational process.through gamification.

7.5.6.4 Data characteristics

The data ysed in thistuse case are the information while the student interacts with the Al system|, including
the user's|training Tate, the percentage of correct and erroneous answers, how well the user knows and
understanjds various grammar rules, etc.

7.5.6.5 KPIs
The KPIs include:

— efficiency: improve students' learning through an adaptive learning format. The reference of this KPI to
mentioned use case objectives is to improve efficiency;

— interest: improve students'interestin learning. The reference of this KPI to mentioned use case objectives
is to improve involvement.

7.5.6.6 Features of use case

Task(s): optimization
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Level of automation: partial automation

Method(s): in-depth study of user actions and user information

7.5.6.7 Threats and vulnerabilities

Teaching effect of virtual teacher is the threat of using this Al system.

7.5.6.8 Challenges and issues

The development of a personalized approach to learning is the challenge of this Al system.

7.5.6.9

orthrimessconsiderations

This case|of the use of artificial intelligence in the educational process can complement”tg
knowledg¢ transmitters and make education accessible to everyone. It is desired to consider the
the accessjbility of the students.

At the same time, artificial intelligence, performing the functions of analytics, packaging and persd
of educatipnal content, is much more effective than a person in the role of an assistant to a teacher
the role of|a classical teacher towards mentoring. It is desired to consider the impact of the job dg
of the teadhers.

In additio
builds indjvidualized learning tracks based on the data received. Itis desired to consider the bi
verification perspectives regarding the impact on the students.

7.5.6.10 Use of standards and standardization opportuiities

None identified.

7.6 Enejrgy

7.6.1 Smart energy grid (use case 166)

7.6.1.1 Objectives

This use dase is a smart grid case-study that explores the principal ethical issues that occur in
smart infgrmation systems (SIS) in smart grids and offers suggestions as to how they can be add
7.6.1.2 Narrative

The introfluction ,ef<smart grids and active demand systems that monitor and incentivise 4

energy copsumption habits can enable dynamic consumption of energy by enabling customers to
consumptjon.to take advantage of dynamic pricing.

bachers as
fairness of

nalization
and shifts
scriptions

, the use of a virtual teacher in the educational process enahlés the analysis of student actions and

as and the

the use of
essed.

\lternative
shift their

Th ACIC ¢ H £ ol Ll ££, dalal £ £l H H
e use Ol J1J 11T TITITT Sy Pl UIIIISTS tU TIIoUI T oustaliiadulitT arivruduitT CTIIT1 sy IUL tIIT TVUOTITTIHIICTI TAaosIll

demands

of smart living without big investments in the energy distribution systems in two ways. First, SIS systems

optimize the management of energy demand and energy supply from existing resources. Smart

grids also

involve a host of intelligent technologies to improve the management of the energy distribution network

that connects energy producers with consumers.

7.6.1.3 Stakeholders and stakeholder considerations

Stakeholders: Energy distribution system operators, energy suppliers, energy consumers, polit
(governmental) policy advisors.
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Stakeholder considerations:

— affordability and energy equity: While smart grids are seen as one of the solutions to effecting energy
justice or equity, what they in fact try to achieve is energy abundance so that there is enough supply to
satisfy the disproportionate increases in energy demand. Poorer socio-economic strata would be the
most motivated to save on their energy costs but can find it difficult to benefit from dynamic pricing as
their energy use is frugal to begin with. There is also a concern that dynamic pricing will leave consumers
who are unable to shift their energy consumption worse off, as companies will try to ‘penalise’ energy
use during peak times by raising prices.

privacy and informed consent: smart meter acceptance levels are dropping due to ethical tensions in the

interaction between customers and organisations. GDPR has raised the public’s privacy concerns and
suspicion towards companies.

7.6.1.4

The data u

7.6.1.5

The accur

7.6.1.6

Level of ay

7.6.1.7
Cyber-risk

Cyber-atta
low frequg

7.6.1.8
Sustainab

The more
more resp
technolog

Prioritizat
While the

priorities
distributiy

Threats and vulnerabilities

Data characteristics

sed in this use case include energy demand and energy supply from existingresources.

KPIs

icy of optimising the management of energy demand and energy supply from existing r

Features of use case

tomation: conditional automation

s and Security: do we jeopardize energy security?

ncy of occurrence.

Challenges and issues

lity: doing our bit for climate change.

onsive the grid will be ih managing electricity flows. On the other hand, smart mete
es come at an energy cost.

ion of energy distribution and energy justice.

goal of smart grids is to avoid energy scarcity, balancing energy provision between
will become a point of political and societal debate. These concerns relate primarily t
e justice.

gsources.

cks on the smart grid can do significant damage, yet are still inadequately addressed, due to their

accurate and real-timexthe modelling matches energy production with consumiption, the

rs and SIS

competing
b issues of

7.6.1.9

L e gl s A | -
TUSTWUIL UIIIITOSS LUIDIUTCITI AlIVILID

Privacy and Informed Consent: Does the smart grid give away household privacy?

Privacy concerns relate to the granularity of electricity consumption data that can be collected about a
household and the intimate lifestyle information that can be inferred from it. To mitigate such concerns, and
in response to the GDPR, utilities have embarked on educating customers regarding their privacy policies,
the reasons behind data collection and sharing, accessing of data, and consumer rights.

There is a lack of deliberation of how these ethical issues, arising from the constant surveillance of energy
consumption in the energy transition will be resolved, or institutional and political commitments on
how they will mitigate. While the discussion in the energy transition debate elaborates on the ability to
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incentivise behavioural change via economic benefits, the ethical and social implications of dynamic pricing
with respect to energy equity or energy justice are neglected.

7.6.1.10 Use of standards and standardization opportunities

privacy and informed consent;

guidance for companies for ethics by design principles to build Al systems;
guidance for companies to consult the public about innovations and strategic developments;

guidance on how to deal with conflicting ethical issues and its transparency;

code of conduct for system operators on use of data to build trust with consumers in terms of goals,

requit
7.7 Fint
7.7.1 D¢

7.7.11
Validating]

Automatid

7.7.1.2

This use c
particular

Fraud is p
mobile-ac
states that
over one 1
insurance
market ca
that the st|

Many mal
operandi ¢
among th
detection
are ineffig
algorithm
tailored fq
individual

ements on a fair costing and pricing system for the different user groups.
ech
ptection of fraud based on collusion (use case 20)

Dbjectives
the predicted collusion set is effort-intensive, investigative and\asks legal expertise.

unsupervised detection of frauds based on collusions.

Narrative

hse describes a set of unsupervised machine learhing algorithms to detect collusion-bas
y circular trading and price manipulation in-stock market trading.

revalent across all industries; and is parficularly severe in today’s computerized, web-
essible, and cloud-enabled business environments. A Federal Bureau of Investigation (F
the insurance industry in the US; which consists of over seven thousand companies a
rillion dollars in premiums, losés about 40 billion dollars annually to fraud in the 1
sector alone. The aggregate 'size of the 52 regulated stock exchanges across the w|
pitalization) was $55 trillionas of December 2012. Given the money involved, it is not
pck market is a target of fraud.

practices in stock.market trading, e.g. circular trading and price manipulation, use 1
f collusion. Informmally, a set of traders is a candidate collusion set when they have “heay
bmselves, as compared to their trading with others. This use case formalizes the f

ient for real-life situations. This use case adapts and apply two well-known graph
5 for this“problem. This use case also proposes a new graph clustering algorithm, s

ed frauds,

ronnected,
BI) report
hd collects
hon-health
orld (total
surprising

he modus
y trading”
roblem of

of collusionssets, if any, in a given trading database. This use case show that naive approaches

clustering
pecifically

r détecting collusion sets; further, this use case establishes a combined collusion se

candidate

experiments as evidence, this approach allows us to quantify the confidence (or be

[. Treating
ief) in the
onstrate

effectiveness of the proposed algorithms. The system is also operational in a government organization. Note
that all our collusion detection algorithms are completely unsupervised and do not need any training data.

7.7.1.3 Stakeholders and stakeholder considerations

Stakeholders: stock market regulator, stock traders and stock investors.

Stakeholder considerations: fair price, prevention of collusions and frauds.

7.7.1.4 Data characteristics

The data used in this use case are the trading data consists of records having the following form:
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stock ID, timestamp, seller ID, buyer ID, quantity, price, value.

Actual trading data contains many other details, e.g. trader details, client details, (sales and purchase) order
details such as IDs, placement times, matching time, quantities and prices quoted in the order etc. Each
record in this trading database refers to a single trading transaction.

7.7.1.5 KPIs

Prediction accuracy: How many predicted collusion sets were actually involved in fraudulent activites? The
reference of this KPI to mentioned use case objectives is to improve accuracy.

7.7.1.6 Features of use case

Task(s): knowledge processing and discovery
Level of aytomation: partial automation
Method(s)} machine learning

Platform: fPU-enabled servers

Topology: [GPU-enabled servers

7.7.1.7 Threats and vulnerabilities

Incorrect fraud detection can lead to unnecessary alerts.

7.7.1.8 (Challenges and issues

Actual exgmples of collusion-based fraud cannot be readily available, even for evaluation and testing.

7.7.1.9 Trustworthiness considerations

Incorrect ¢letection of collusions and frauds cafi‘cause unnecessary stress in stock traders.

7.7.1.10 Use of standards and standardization opportunities

Graph-basgd clustering.
7.7.2 Virtual bank assistant(use case 57)

7.7.2.1 Objectives
Use of advpanced chatbots and dialogue systems to automate part of call centre activities.

Provide bg¢tter{quality help desk support to employees.

7.7.2.2 Narrative

A bank's virtual assistant is the first point of contact for branch operators, who receive immediate answers
at any time - it allows optimization of the time during which the service desk can be manned by human
operators, who are dedicated to activities of greater value.

A bank in Italy has created a virtual consultant to support internal staff in their operations and interaction
with customers.

The solution enabled a significant change in the service model of the bank, allowing it to achieve important
results in terms of greater contact volumes, extension of service hours and reduction of low-value human-
centric activities.
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The virtual assistant has been conceived as the first (and only) access point for assistance. It is easy to use
and responds with a high level of reliability to the questions of branch colleagues. The virtual assistant has
not been designed as a simple “chatbot” trained on a specific topic but as a virtual “colleague” to turn to
for any question, completely integrated into the bank knowledge chain. To date, the virtual bank assistant
manages all 14 knowledge domains of the bank, receiving thousands of answers.

From the beginning of its use (January 2018), the virtual assistant manages 100 % of requests, partly

independe

ntly and partly in collaboration with the human operators of the service desk.

The effectiveness of the solution is evidenced by the very high level of satisfaction, with positive feedback
from users exceeding 90 % and the reduction in the time spent by service desk operators in providing

support to

the branches, which today can be quantified as a reduction of 25 %.

7.7.2.3
Stakehold
Stakehold

7.7.2.4

The data U
and didn’t

7.7.2.5

Greater contact volumes with the bank: the objective is to expand’the quantity of internal suppor

provided
improve p

Extension
use case o

Reduction
concentra

improve the quality of work.

7.7.2.6
Task(s): ng
Level of au
Method(s)

Platform:

btakeholders and stakeholder considerations
ers: bank support employees, bank customers, bank managers.

er considerations: to provide better quality help desk support to employees:

Data characteristics

sed in this use case include a knowledge base which includes 14(knowledge domains d
include the training data for the chat bot.

KPIs

by the bank to its employees. The reference of this' KPI to mentioned use case objed
roductivity of service desk operators (already méasured an improvement of 25 %).

of service hours: expand internal support activities 24/7. The reference of this KPI to
bjectives is always on.

of low-value human-centric activities: reduction of low-level labour activities and let
e on more added-value activities.The reference of this KPI to mentioned use case obje

Features of use case

tural language dialdgue systems
tomation: conditional automation
NLP

web-based solution

f the bank

[ activities
tives is to

mentioned

employees
Ctives is to

7.7.2.7

Thréats and vulnerabilities

None identified.

7.7.2.8 Challenges and issues

Provide natural and consistent interaction with users who have different levels of experience (and thus
vocabulary) and different backgrounds.

7.7.2.9 Trustworthiness considerations

None identified.
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7.7.2.10 Use of standards and standardization opportunities

None identified.

7.7.3 Fo

recasting prices of commodities (use case 91)

7.7.3.1 Objectives

Build a neural network to forecast the price of base metal commodities.

Use forecasted prices to interpret trading trends.

7.7.3.2 Narrative

A trading ¢ompany sought to improve the accuracy of price point forecasting for specific cornmodities.

The trading company has access to very good data to develop regression models. However, its jnodel was
insufficierjt to differentiate the impact of long term versus short-term externalities. As such, a neural
network was developed to ingest both structured market data as well as unstructured aggregate social
media datp to improve the inference and retraining ability to forecast prices.

7.7.3.3 $takeholders and stakeholder considerations

Stakeholders: trading company, manufacturers, suppliers.

Stakeholdér considerations: loss in spread of trades, market research for clients.

7.7.3.4 Data characteristics

The data pised in this use case are the structured matrket data as well as unstructured aggregate social
media datp.

7.7.3.5 KPIs

Forecast dccuracy: difference between ferecasted and actual price. The use case depends on higher and
timely accpiracy of the price for necessary-trades.

Model latgncy: the latency for the'model to retrain and output inferences. As the trading secto becomes
more automated, it was important for the model to reduce latency.

Money sayed: the loss incurired in poor or negative spreads. The trading company can use better fgrecasts to
save their clients' money and reduce stress on cash flow.

7.7.3.6 Features-of use case

Task(s): prjediction

Level of attemation-assistanee

Method(s): neural networks

Platform: on cloud service accessible by secure API.

Topology:

star

7.7.3.7 Threats and vulnerabilities

Possible tightening of aggregate data access policies of social media platforms, which can require the neural
network to be remodelled.
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7.7.3.8 Challenges and issues

Modelling a neural network model that ingests a large and wide array of data, while calibrating for variables
that have short-term versus long term impact.

7.7.3.9 Trustworthiness considerations

Unpredictable flow of materials and commodities due to price shocks.

7.7.3.10 Use of standards and standardization opportunities

Al price prediction can be used to predlct the price and flow of goods can be used to hedge against

sebapmalitiac ool oo oiezil oot Aicantac

prices and

unpredictg
amounts i$
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b critical to the mission.
nancial advice and asset management with Al (use case 114)

Dbjectives

idvice and portfolio management for financial institutions and cons@mers.

and macroeconomic data, and make the most accurate degisions at a given yield and
ction of significant depreciation of exchange-traded asset:prices as a result of a sharp

Narrative

f the system carries out a structured collection from open sources and multi-thread
f information; it regulates the applicationof basic algorithms and rules for chan
b that modify the purpose of the task. (Intérmediate goal setting is one of the elements
bf the tasks is to assess market trends, as well as market and interest rate risk. Char
of actions depend on the macroeconomic information received from the outside. It

orders to brokers to purchasef{pebalance or sell assets in stock exchanges. The macro
utonomous system that generates indicators of time periods and geographical areas wit|
investment potential.

irpose of realizing sefficiency that cannot be achieved by competitors, the project
chnologies than ether standard solutions for building neural systems. All algorithms g
project are developed by the creators themselves.

anding eéxgactly what technologies are used to achieve analysis goals, overloaded “boxed
imized:This was done in the project.

o manage exchange-traded securities portfolios of conservative investors in real time, yising asset

moderate
monetary

ed parallel
ring these
of “strong
ges in the
translates
portfolios
pconomics
h different

1ses more
f the basic

Therefore,
" solutions

The algor

thim of simple regression analysis of prices (model William Sharpe/Harry Markowit

z) did not

lead to the required efficiency. Therefore, the project uses complex model when weighing factors and the
algorithms of simple regression analysis of prices change depending on the “field,” formed by the regression
assessment of other economic parameters.

The William Sharpe/Harry Markowitz model is a simplification because it is very resource-intensive,
particularly when it comes to the hundreds of asset names globally for the diversification expected in
this model. Applying a straight-line approach to the assessment of dozens or even hundreds of additional
macroeconomic parameters of each of the dozens of different countries (in the interrelated world economy),
ask either supercomputers and very expensive neural models, or building a fundamentally new economic
model for the Al core.

In this project, the regression evaluation of higher-order macroeconomic indicators “guides” all subsequent
lower-order models, thereby resolving issues.
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7.7.4.3 Stakeholders and stakeholder considerations

Stakeholders: state regulators.

Stakeholder considerations: here is no difference from human control.

7.7.4.4 Data characteristics

Description: historical and real-time securities price data. Historical and real-time macroeconomic data.

Source: securities prices from exchanges, open source, websites of central banks and the International

Monetary

Fund (IMF).

Type: stru
Volume (si
Velocity: r
Variety: m
Variability

Quality: hi

7.7.4.5

Portfolio y

Ctured data
ze): 4 TB
pal-time data replenishment 100 mbps
ostly structured

(rate of change): high
gh

KPIs

ield: The percentage return of the portfolio compared to the benchmark. The reference

to mentiomned use case objectives is long-term, from 10 y to,20.y, where the retention of positive

significant

Sharpe rat
Sharpe rat

7.7.4.6

Task(s): p1]
Level of au
Method(s)

Platform:

7.7.4.7

ly higher than the base.

io: Risk assessment strategies. The reference.of this KPI to the use case objectives is th
io is an indication of a higher level of cont£ol reliability (1 to 2 or more).

Features of use case

ediction, advise and management
tomation: partial automation
ensemble models

b4 GB RAM, 2 x Intel'Core i7

Threats and:vulnerabilities

Changes in state regulation of financial activities.

7.7.4.8

Challenges and issues

of this KPI
returns is

bt a higher

Data can be noisy, can have several missing values and are desired to have appropriate pre-processing and

treatment

before feeding to the model algorithm.

Working with financial assets requires high reliability of computing systems and replication systems.

7.7.4.9 Trustworthiness considerations

None identified.
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7.7.4.10 Use of standards and standardization opportunities

None identified.

7.7.5 Loan in 7 minutes (use case 119)

7.7.5.1 Objectives

A completely automated solution that analyses customer behaviour and makes the best loan offers for a

customer.

Create lending products for clients of medium and large businesses (LMB) with the shortest delivery time

i o o axtrapmaaly doroi]

possible, t

7.7.5.2

Loanin 7
without h

A complej
petabytes

inta o PEETE S S dcuictaoraar o110
Jl\llls ITICU AdUCCUUIIU LIITU CALL \rlll\r‘.y Ul itdliicvu CuUuoLvuIIIvI t}l UITIC.

Narrative

inutes is a solution where a credit decision is made by artificial intelligence/injust a fe
man participation.

machine learning settlement system was implemented on a largést Hadoop-clustg
of data) and integrated into the bank's corporate lending business process.

The new project has significantly improved customer experience:

— elimin
asksn
bank’y

subst4

ated the need for the client to contact the bank in person fera loan;
o additional documentation from the client to get a de€ision;
automated systems were improved in terms of,automatic transaction creation;

intially simplified the process of issuing a laan:

If the cliemt applies for a loan, they fill out a short\form on the bank’s online system to reflect

changes in

It interact
all detaile

the business. As soon as the client provides the necessary information the solution is a

s with the internal and externalisystems (e.g. transactional data and credit bureau
d information about the client{_applies algorithms based on artificial intelligence an

learning njethods, automatically performs risk estimation and calculates appropriate offers for th

The client]
electronic

chooses the appropriate)lending terms. The solution calculates the interest rate, ge
version of credit dogumentation and sends it to the client via the web interface.

Along with the terms of the lean, a list of legal documents that are expected to be received from thg

for the de
Lawyer, w|
would do.

The client
and can b

hl to succeedtis formed. The function of a legal officer is performed automatically by

W minutes

'r (tens of

the recent
ctivated.

5), collects
1 machine
e client.

herates an

b customer
the Robot

hich does the'same set checks on client documents as a human lawyer in a standard credlit process

signis the documentation using his electronic certificate. The signature applied has full

vérified automatically by a certificate authority.

legal force

The loan conditions chosen by the client are reflected in the bank’s internal accounting system.

The speed of the decision making on a loan application in the solution is significantly improved and
represents an important step in the development of corporate lending in Russia for the LMB segment.

7.7.5.3 Stakeholders and stakeholder considerations

Stakeholders: customers

Stakeholder considerations: fair treatment
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7.7.5.4 Data characteristics

Millions of customer profiles collected from more than 50 systems inside and outside the bank and included
previous history of credit offers.

7.7.5.5 KPIs

Non-performing loans ratio: Ratio of the sum of borrowed money upon which the debtor has not made the
scheduled payments for a specified period to the total loans. The reference of this KPI to mentioned use case

objectives

is to improve efficiency.

Time to decision: minutes for generating appropriate loan offers. The reference of this KPI to mentioned use

case objec

ives is to shorten delivery time

7.7.5.6

Task(s): ng
Level of au
Method(s)

NLP:
recog

Graph|

7.7.5.7

Different {

7.7.5.8

Nonlinear

7.7.5.9

Data attri
necessary.

The syster|
will imprg
innovatiot]

Because o

Features of use case
tural language processing, decision making, graph

tomation: high automation

heural networks CNN + bi-LSTM, BERT + attention and few-shot'learning (Proto- nz
nition).

Decision making for loan approval: neural network (NN), XGBoest, LogReg + L1/L2 regulariz

. investigation of companies’ influence on each othef to consider it in decision making.

Threats and vulnerabilities

ources of bias.

Challenges and issues

models based on big data need sighificant computational power during the training ph

Trustworthiness considerations

butes such as gender, race and address are used to verify fairness and take corrective
This action will cerrect unfair lending decisions for a particular group.

h establishes aninquiry means from the examination of the loan applicant. Responding t
ve the fairness of loan screening and the reliability of loan screening companies. In ted
and infrastructure is a crucial driver of higher levels of productivity and economic grg

' gender and racial bias in training data, loans are less likely to pass for a particular genc

There is n

ime entity

htion.

HSE.

b action as

b inquiries
hnological
wth.

er or race.

7.7.5.10 Use of standards and standardization opportunities

Standardization needs for setting up this use case are currently under further investigation.

7.7.6 Predictive risk intelligence (use case 164)

7.7.6.1 Objectives

Predictive risk intelligence for a wide range of domains including supply chain management, insurance,
finance, sustainability and medicine.
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Risk management.

7.7.6.2 Narrative

The core technology used is a predication engine. The prediction engine uses smart information systems
(SIS) that enable the company to detect risk events on a global scale, days and sometimes even weeks before
they happen. Predictive intelligence is used to improve decision-making for various application domains
and markets, ranging from non-governmental organisations (NGOs) to supply chain management, corporate
sustainability, and the insurance industry.

The Al system is used to analyse media streams with advanced data analytics technologies. This involves
data retrieval from a range of social media sites, which is then analysed by ML algorithms to determine
predictiv outcomes faor clients The Q]gnrifhmc are trained-in a2 number of langnagac and can Valuate a

wide rangg of risk factors.

7.7.6.3 $takeholders and stakeholder considerations

Stakehold

a4

rs:
— for allj policy makers, social media users, social media providers, designers©furisk prediction plgorithm;
— supply chain management: business analysts, buyers, suppliers;
— insurdnce: insurance companies, consumers;

— finande: stock traders, business owners, investors;

— medidine: doctors, clinical analysts, patients.

Stakeholdér considerations: overlap with systems threats and vulnerabilities.

7.7.6.4 Data characteristics

The data ysed in this use case are the media streams which is from a range of social media sites.

7.7.6.5 KPIs

The accurgcy of detecting the risk events on a global scale, days and sometimes even weeks before they happen.

7.7.6.6 Features of use case

Level of aytomation: assistance

7.7.6.7 Threats and-vulnerabilities

from thos¢ whoese data were collected.

Security iFd privacy concerns: use of social media data for predictions raises privacy questiors, consent
S

Integrity: a lack of integrity when designing or using algorithms, when making predictions for specific target
clients and therefore formulating algorithms that will service those clients a bias can arise.

Transparency, fairness and accountability: when it comes to transparency and fairness in the automated
decision-making process, such as predictive risk intelligence, users or clients only get a limited idea of why a
decision has been made in a certain way, which does not mean the decision is justified or legitimate. The Al's
methodology is confidential to protect intellectual property

Trust and accuracy: the predictions rely on social media input for a specific representation of the world. In
certain regions social media can be used less or experience a lot of fake news.

Bias: the company ‘consciously’ selects its clients so there is a high risk of bias.
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7.7.6.8 Challenges and issues

Overlap with systems threats and vulnerabilities.

7.7.6.9 Trustworthiness considerations

Privacy and data governance.

Use of social media data to make risk analysis and predictions.

7.7.6.10 Use of standards and standardization opportunities

How to deal with conflicting ethical issues and jts transparency. Researchers are drafting a proposal for

guidelines|

Guidelined
code and d

7.8 Hea
7.8.1 Al

7.8.1.1

Predicting
retrospect

Given: pre

for ethical Al.

on how to engage stakeholders and provide transparency (reporting) to stakeholders
ecisions. CWA 17145 on ethics assessment for research and innovation can proyide inp

Ithcare
system to predict post-operative visual acuity for LASIK surgeries (use case 24)

Dbjectives

post-operative visual acuity for laser-assisted in situi keratomileusis (LASIK) surg
ive laser-assisted in situ keratomileusis (LASIK) supgéry data with patient follow-ups.

Loperative examination results and demographi¢information about a patient.

Predict: ppst-operative uncorrected visual acuity (UCYA) one day, one week and one month after

7.8.1.2

Narrative

LASIK sur
two deca
alone wit

beries have been quite popular fortreatment of myopia, hyperopia and astigmatism ov
s. In the past decade, over 10 million LASIK procedures have been performed in the Un
an average cost of approximately $2 000 USD/s. While 99 % of such surgeries are sucg

commonest side effect is a residual refractive error and poor UCVA. This system aims at predictin

post LASI
operative
using ma
using ma
to optimi

surgery. The task of this system is a regression problem and use the patient demograp}
xamination detailsias-features. This is the work to systematically explore this critic:
ine learning methods. Further, LASIK surgery settings are often determined by pr
ally designedrules. It is explored that the possibility of determining such settings aut
for the bestipost-operative UCVA by including such settings as features in the regress

The experjments of this system on a data set of 791 surgeries provides an RMSE of 0,102, 0,094 an
the predicted post-operative UCVA one day, one week and one month after surgery respectively.

7.8.1.3

takeholders and stakeholder considerations

on ethical
ut here.

bries from

Surgery.

b1 the past
ited States
essful, the
r the UCVA
y and pre-
1l problem
hctitioners
pmatically
ion model.
d 0,074 for

The stakeholders include:

— Al producer: the organization that develops the Al system;

— data provider: the hospitals that provides the data set;

— Al users: patients undergoing LASIK surgeries.

7.8.1.4 Data characteristics

Description: The data set contains information for 404 patients in the age range of 18 y to 47 y. Of these
patients, 215 are female, and the rest are male. The 791 LASIK surgeries were performed in 2013 and 2014.
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Of the surgeries, 397 were performed on the left eye and the remaining ones on the right eye. Most of the
surgeries are either of the Wavefront guided-LASIK type or of the Plano-scan-LASIK type. Orbscan is the
most popular topography machine used; Oculyzer being the second most popular. Pre-operative UCVA
values vary between 0,15 and 2. Post-operative UCVA values vary between -0,2 and 1 ford 1, -0,3 and 1 for
one week and -0,2 and 0,95 for one month after the operation. Although usually large data sets improve the
accuracy of the learned machine learning models, it is difficult to obtain large data sets in this domain.

Source: measured using various medical machines.

Type: structured data

Volume (si

ze): 791 instances from 404 patients.

Velocity: 1
Variety: si
Variability

Quality: cc

7.8.1.5

Recomme]

patient. The reference of this KPI to mentioned use case objectives is mew use-case in healthcare.

Improve a
reference

7.8.1.6
Task(s): p1]
Level of au
Method(s)
Platform:
Topology:
7.8.1.7

Different

7.8.1.8
The challe

Threats and vulnerabilities

dLLll
hgle source. data from multiple centres of the hospital.
(rate of change): static.

ntains some noise. high quality after pre-processing.
KPIs
ndation: the system can be used to automatically recommend the right LASIK surg

ccuracy: the accuracy of the model is reasonably good:in terms of being practically u
bf this KPI to mentioned use case objectives is to improve accuracy.

Features of use case
ediction
tomation: partial automation
machine learning, gradient boosted’decision trees-based regression.
machine with 1 CPU and 2 GB RAM. Any operating system.

LASIK surgeries, UCVA,ancorrected visual acuity, regression

ources of bias; incorrect Al system use

Challenges and issues

nges of this use case include:

ery to the

seful. The

— alarg

+ £ + 1 + 1 Ll . + LA | <111
- dIIIOUIIL O Udid dDOUL SUCLIT SULECTICS 15 TTOLU 4511y dvdlldDIC,

— there are a lot of pre-operative measurements that can be used as signals;

— dataa

re sparse, i.e. there are a lot of missing values.

7.8.1.9 Trustworthiness considerations

The trustworthiness considerations of this use case include: the explainability of the predication, the bias of
the data set of LASIK surgeries and the privacy of the patients’ data.
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7.8.1.10 Use of standards and standardization opportunities

The standards regarding the format and exchange of LASIK surgeries data can be used in this system.

7.8.2 Al system to quality control of electronic medical record (EMR) in real time (use case 50)

7.8.2.1 Objectives

Detecting defects in EMRs by inspecting unstructured data based on NLP ability.

To ensure the completeness, consistency, punctuality and medical compliance of EMRs written by physicians.

7.8.2.2

This Al sy}

Narrative

tem is developed to simultaneously detect mistakes while physicians write the eléctron

record (EMR).

Using NLH
recognize

It achieve
and reduc
enhanced

7.8.2.3
Stakehold

ability, it can process a large amount of unstructured text and judge its'accuracy ac
I medical references.

1 80 % coverage of all EMR quality control requirements issued by the Chinese go
ed human labour for EMR quality control (QC) by 60 %, which translated into cost s:
physician education.

btakeholders and stakeholder considerations

ers: doctor, hospital and patient.

The stakeholders include:

Al pro
Aluse
data p
Al sub

ducer: the organization that develops this system;
rs: the doctors that use this system to create EMR. The hospitals that contain and use the
rovider: the hospitals and the EMR$ystem vendor;

jects: the hospitals and the patients relevant to the EMR.

The stakeholder considerations inelide safety, privacy, fair treatment and trustworthiness.

7.8.2.4

Data characteristies

Descriptign: EMR text data

Source: EN
Type: text

Velocity: r

IR system
datafrom EMR system vendor

pal'‘time

ic medical

cording to

vernment,
ivings and

EMR data;

Variety: multiple data sets

Variability (rate of change): static

Quality: high (depending on EMR system)

7.8.2.5 KPIs

Coverage: ratio of EMR QC requirements covered by the solution or all issued EMR QC requirements in China.
Ideal target is 100 %. The reference of this KPI to mentioned use case objectives is to improve accuracy.
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7.8.2.6 Features of use case

Task(s): natural language processing

Level of automation: conditional automation

Platform: cloud service

7.8.2.7 Threats and vulnerabilities

The threats include new privacy and new security of using the EMR data to develop the Al system.

7.8.2.8

Challenges and issues

Challenges

[ssues: 1)

7.8.2.9

The qualit
developed
governme
into cost s

7.8.2.10

The stand
requiremg

7.8.3 Di

7.8.3.1

Classificat]

7.8.3.2

This syste
analysis i
applied to|
measuring
Then, key
generated
that randq

: Achieve all EMR QC requirements in different disease areas.

ack of medical reference data; 2) lack of medical knowledge graph.

Trustworthiness considerations

y of the system is an important trustworthiness consideration of{this use case. The|

to achieve 80 % coverage of all EMR quality control requiréments issued by th
t, and reduced human labour for EMR QC by 60 %. The quality,of the system can be
hvings and enhanced physician education, which is a value ofthis system.

Jse of standards and standardization opportunities

hrds regarding the format and exchange of EMR ddta‘and the standards of the EMR qual
nts can be used in this system.

scharge summary classifier (use case 79)

Dbjectives

ion of discharge summaries

Narrative

n proposes a method for construction of classifiers for discharge summaries. First, mor
applied to a set-ef;summaries and a term matrix is generated. Second, correspond
the classification“labels and the term matrix and generates two dimensional coord
the distance between categories and the assigned points, ranking of keywords is

vords are/gelected as attributes according to the rank, and training examples for clas
Finally(learning methods are applied to the training examples. Experimental validat
m forest achieved the best performance and the second best was the deep learner w

difference
network o

but-decision tree methods with many keywords performed only a little worse tH

I deep learning methods

system is
e Chinese
translated

ity control

phological
hnalysis is
inates. By
penerated.
sifiers are
ion shows
th a small
an neural

7.8.3.3 Stakeholders and stakeholder considerations

The stakeholders include:

Al producer: the organization that develops the Al system;
data provider: the organisations that provide the training data for developing the Al system;
Al users: the medical staff that use this system to create discharge summaries;

Al subjects; the medical staff and the patients.
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The stakeholder considerations include the stakeholders’ assets and values on the quality of medical care.

7.8.3.4 Data characteristics
Source: hospital information system
Type: text, numerical: time-series
Volume: 1 GB text

Velocity: real time

Variety: text, numerical, (time series)

Variability: every hour
Quality:
— records: dependent on medical staff;

— numerical: automatic.

7.8.3.5 KPIs
Accuracy:|classification accuracy. Check of decision summaries.

Length of ftay: length of stay in inpatient ward. Management of ward:

7.8.3.6 10. Features of use case

Task(s): knjowledge processing and discovery

Level of aytomation: assistance

Method(s)} text mining, decision tree, random ferest, SVM, BNN, deep learning
Platform: $ervers for analytics, data servers

Topology: [network of data and analyti¢s-servers

7.8.3.7 Threats and vulnerabilities

The threats of this system include the bias in hospital texts.

7.8.3.8 (Challenges and issues

The challenges ofithis system include reduction of the computational complexity, the refinement jof medical
texts and the énhancement of the medical hospital management.

7.8.3.9 rustworthiness considerations

The trustworthiness considerations of this use case include: the quality of the Al system and the privacy of
the patients’ data.

7.8.3.10 Use of standards and standardization opportunities

The standards that are relevant to big data analytics can be used in this use case.
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7.8.4 Generation of clinical pathways (use case 80)

7.8.4.1 Objectives

Nursing clinical pathway

7.8.4.2 Narrative

This system proposes a temporal data mining method to construct and maintain a clinical pathway used for
schedule management of clinical care. Since the log data of clinical actions and plans are stored in a hospital
information system, these histories give temporal and procedural information about treatment. The method
consists of the following four steps:

first, llistories of nursing orders are extracted from the hospital information system;

secon
methd

third,
for cla

finally

1, orders are classified into several groups by using clustering and multidithensior
ds;

by using the information on groups, feature selection is applied to the data\@nd importa
ssification are extracted;

, original temporal data are split into several groups and the first step is repeated

groupjng results are stable, a new pathway is constructed based on the induced results.

7.8.4.3

ptakeholders and stakeholder considerations

The stakelolders include:

Al prg
data p
Al uséd
Al sub

ducer: the organization that develops the Al systen;
rovider: the organisations that provide the training data for developing the Al system;
rs: the nursing staff that use this systemi\for the schedule management;

jects; the nursing staff, other medical staff and the patients.

The stakeholder considerations include the stakeholders’ assets and values on the quality of medji

7.8.4.4

Source: hd

Type: text

Volume: 1

Velocity: r

Variety: td

Data characteristics
spital information system
numerical: tinfesSeries
GB text

pal time

x{@wumerical, image (time series)

1al scaling

ht features

After the

cal care.

Variability: every minute/hour

Quality:

— records: dependent on medical staff;

— numerical/image: automatic.

7.8.4.5 KPIs

Pathway complexity: complexity of nursing orders. This KPI impacts on the management of nursing orders.

Length of stay: length of stay in inpatient ward. This KPI impacts on the management of ward.
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7.8.4.6 Features of use case

Task(s): knowledge processing and discovery

Level of automation: assistance

Method(s)

: decision tree, clustering

Platform: servers for analytics, data servers

Topology:

network of data and analytics servers

7.8.4.7 Threats and vulnerabilities

The threat

7.8.4.8

The challe
hospital m

7.8.4.9

The trusty
with consi

7.8.4.10
The stand

s of this system include the bias in hospital data.

Challenges and issues

nges of this system include reduction of the computational complexity andithe enhancer
anagement.

Trustworthiness considerations

vorthiness considerations of this use case include: to achieve-the good practice of medic
dering the privacy of the patients’ data.

Jse of standards and standardization opportunities

hrds that are relevant to big data analytics can be' uSed in this use case.

7.8.5 He¢spital management tools (use case 81)

7.8.5.1

Dbjectives

Hospital njanagement

7.8.5.2

Temporal
are applie

A scheme
technique
interestin
quality of

Narrative

data mining methods ‘(multi-scale comparison with clustering and temporal frequent
1 to hospital data,

for innovation of hospital services based on data mining. Then, based on this scheme, d

b findings, which suggests that the reuse of stored data can provide a powerful tool to in
hospitakservices.

7.8.5.3

nent of the

al services

item sets)

hta mining

5 are applied-to data extracted from hospital information systems. The results included several

hprove the

btakeholders and stakeholder considerations

The stakeholders include:

Al producer: the organization that develops the Al system and hospital services;
data provider: the organisations that provide the training data for developing the Al system;
Al users: the hospital administrators that use this system for the hospital management;

Al subjects; the medical staff and the patients.

The stakeholder considerations include the stakeholders’ assets and values on the visualization of medical
staff behaviour in hospital.
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7.8.5.4 Data characteristics

Source: hospital information system

Type: text,

Volume: 1

numerical, images: time-series

GB text data and 4 TB image data

Velocity: real time

Variety: text, numerical and image (time series)

Variability: every second/hour

Quality

recorg

nume

7.8.5.5

Waiting ti
Length of
7.8.5.6

Task(s): ki
Level of au
Method(s)
Platform:
Topology:
7.8.5.7

The threat

7.8.5.8

The challe
hospital n

7.8.5.9

Is: dependent on medical staff;

rical and image: automatic.

KPIs
ne: waiting time of outpatient clinic. This KPI impacts on managemerit of outpatient cli

stay: length of stay in inpatient ward. This KPI impacts on management of ward.

Features of use case

owledge processing and discovery
tomation: assistance

temporal data mining, clustering
servers for analytics, data servers

network of data and analytics servers

Threats and vulnerabilities

s of this system include\the bias in hospital data.

Challenges and iSsSues

hges of this system include reduction of the computational complexity and the enhancer
anagement:

Trustworthiness considerations

The trusty

nic.

nent of the

oyt ncc nam i dasots o afthicicn ~noc
VUI'LITITIC OO LUTIOTULT AUIUITIO UL UITIO UoTv Ldado

P

| services

with considering the privacy of the patients’ data.

7.8.5.10 Use of standards and standardization opportunities

The standards that are relevant to big data analytics can be used in this use case.

7.8.6 Predicting relapse of a dialysis patient during treatment (use case 87)

7.8.6.1 Objectives

Build an A

[ system to augment dialysis nurses.
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Use Al to predict if a patient is possible to relapse during dialysis to reduce patient trauma.

7.8.6.2 Narrative

A deep learning model to learn from historical and real-time parameters about a patient to identify the
probability that patient can relapse during dialysis.

The private dialysis clinic was relying solely on the discretion of trained nurses to make a call whether
or not a patient can get started for a dialysis session or is expected to be taken to a hospital ahead of the
treatment due to possible relapse. This created inconsistencies in the patient’s experience and 10 % of the
patients would relapse and suffer trauma in the middle of their sessions. The deep learning model was able

to provide a more consistent call about the likelihood of relapse, upon which the trained nurses can decide
pr‘oactivel 42 foror againcf cfori‘ing the r]ia]ycic sosslion

Predictior] models can improve global quality of care for patients of kidney diseases or failure, and can allow
the servicgs to be more federated and standardized.

7.8.6.3 $takeholders and stakeholder considerations

The stakeholders include:

— Al prdducer: the organization that develops the Al system;

— data grovider: the organisations that provide the training data for-developing the Al system;
— Al usdrs: the dialysis nurses;

— Al subjjects; the dialysis patients and the partner hospitals:

The stakeholder considerations include the stakeholders’ aSsets and values on the percentage of tfelapses as
a total of gl sessions, cost of incomplete sessions.

7.8.6.4 Data characteristics

Descriptign: dialysis appointment history dat&

Source: diflysis company database

Type: structured data with Booleam,mumerical and alphanumerical data
Velocity: hatch

Variety: single

Variability (rate of change): dynamic, updated weekly

Quality: high

7.8.6.5 KPIs

Prediction accuracy: consistency of prediction compared to actual relapse rates. The reference of this KPI to
mentioned use case objectives is that the prediction accuracy is expected to be 90 % or more to ensure only
the true-positive relapses are proactively sent to hospitals.

Ease of use: ease of interpreting the inference of the models. The reference of this KPI to mentioned use case
objectives is that the output of the model is expected to be easily understandable to the nurses.

Money saved: the loss incurred for incomplete sessions. The reference of this KPI to mentioned use case
objectives is that the proactive decisions not to commence high-relapse-chance patients’ sessions to reduce
the cost of incomplete sessions.
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7.8.6.6 Features of use case

Task(s): prediction

Level of automation: assistance

Method(s)

: deep learning

Platform: clinic computers and laptops

Topology:

hybrid

7.8.6.7 Threats and vulnerabilities

If the equi
feed incor
decisions.

7.8.6.8

Challenge
model to r

7.8.6.9

The trusty
facilities, 4

7.8.6.10

The stand
kidney dis

7.8.7

7.8.7.1
Build an Al
Use Al to i

7.8.7.2

A computg
intensity d

A wound

Trustworthiness considerations

Instant triaging of wounds (use case’89)

Lment to identify the on-premise vital stats of the patient is incorrect or inaccurate, \th
rect data into the model and the prediction output would also be inaccurate, leaditig'to

Challenges and issues

in feature engineering the scores of data sets into a logical format(that allows the
etrain without need for high compute.

vorthiness considerations of this use case include: thedack of reliable and accessible
nd the privacy of the patients’ data.

Jse of standards and standardization opportanities

hrdizations that can be used in this use cases’include to standardize and federate the
eases or failure.

Dbjectives
[ system to augment triaging decisions by wound nurses.

dentify and classify the intensity of wounds.

Narrative

br vision-rodel able to use RGB and infrared (IR) wavelengths to measure the size,
fa wound.

hutse is the first line of medical attention when a patient comes to the hospital suffé

ese would
misguided

prediction

healthcare

service of

depth and

bring from

A

nurse is

serious external-wotund

expected to spend time to view the wound and decide how to triage the seriousness of the wound before
sending the patient to the doctor. A CV model was built that can use a 2-megapixel mobile camera and off-
the-shelf IR camera attachments to visualize wounds within seconds, to help the wound nurse make faster

and more ¢

onsistent triaging decisions.

Using computer vision can make medical attention more globally accessible, in particular for poor and
remote areas without compromising on the quality of care.
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7.8.7.3 Stakeholders and stakeholder considerations

The stakeholders include:

Al producer: the organization that develops the Al system;
data provider: the organisations that provide the training data for developing the Al system;
Al users: the wound nurses;

Al subjects; diabetes patients and hospitals.

The stakeholder considerations include the stakeholders’ assets and values on the time and accuracy of
triaging wounds

7.8.7.4

Data characteristics

Descriptign: images of wounds in RGB and IR spectrum

Type: imag
Volume (si
Velocity: b
Variety: si
Variability
Quality: h

7.8.7.5

Visualizat
of this KPI
the severit

Ease of useé
objectives

Time save
of the wou

7.8.7.6

Task(s): ki

Level of ay

re data
ze): 250 GB
atch
hgle
(rate of change): static

gh

KPIs

on accuracy: the visual representation.of the wound is close to the actual condition. Thg
to mentioned use case objectives is tounburden the nurse from the stress of accurately i
y of wounds.

: ease of interpreting the visual models of the wound. The reference of this KPI to mentiong
is that the visualization of thé-wound is expected to be easily understandable for the wou

1: the time taken to view, dssess and triage each patient. The CV model would create a vis
nd within seconds which can otherwise take a wound nurse 10 min to 30 min.

Features of usé case
owledge precessing and discovery

tomation: assistance

Method(s)

reference
dentifying

bd use case
nd nurses.

ualization

Computer vision

Platform: mobile phones, hospital computers

Topology:

bus

7.8.7.7 Threats and vulnerabilities

Externalities like poor lighting or damages in the phone camera can ingest incorrect data into the CV model
and output inaccurate visualizations.

7.8.7.8 Challenges and issues

Challenges in integrating RGB models and IR models into a single, interpretable visualization for the nurses.
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7.8.7.9 Trustworthiness considerations

The trustworthiness considerations of this use case include: shortfalls in access to trained nurses and
medical imaging technology, and the privacy of the patients’ data.

7.8.7.10 Use of standards and standardization opportunities

The standards that are relevant to computer vision can be used on this use case.

7.8.8 Detection of fraudulent medical claims (use case 90)

7.8.8.1 Objectives

Build an M

More effed
machine ¢

7.8.8.2

The third-
by patient

However, 1

A maching
identify ar]

7.8.8.3
Stakehold

Stakehold
detected d

7.8.8.4

Descriptign: medical claim data

Source: m

7.8.8.5

Inference
mentioned
interventi

L model to classify if a particular claim can be fraudulent.

tive fraud detection, moving from human-only detection to computer-assisted.detectic
arning.

Narrative

party administration (TPA) company has a very good visualizatien dashboard to obse
by physician and by condition of medical claims submitted to theinsurance companies

he identification of anomalies in the visual representation-was still based on subjective

learning model was developed to determine whether.a particular claim is fraudul
omalies in claims due to fraudulent activity by the patient, the doctor or both in collusi

ptakeholders and stakeholder considerations
ers: TPA, medical insurance companies, doetors and patients.

er considerations: percentage of truespositive, false positive and false negative fraudul
ut of the total set of claims.

Data characteristics

pdical insurance companies

KPIs

accuracys;Number of true-positives detected vs false-positives. The reference of t
use case’objectives is that the better the accuracy of the model is, the more surgica
bn is in‘identifying and controlling fraud.

n through

rve trends
it serves.

judgment.

bnt and to
pn.

ent claims

his KPI to
the TPA’s

SAB-Ara

Th
TT

of this KPI

Time of in

to mentioned use case objectives is that the latency in the model is expected to

rafaran o
TCTCTCTCTICC

b

TPA to take faster action against fraudulent activities.

e reasonable to allow the

Insurance company client’s satisfaction: The reduction in the number of fraudulent claims that the insurance
company client is expected to disburse money to. The reference of this KPI to mentioned use case objectives
is that the loss to the clients of the TPA (i.e. insurance companies) would reduce if more fraudulent claims
are detected.

7.8.8.6 Features of use case

Task(s): in

ference
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Level of automation: partial automation

Method(s):

machine learning

Platform: TPA’s own devices and servers

Topology:

ring and hybrid

7.8.8.7 Threats and vulnerabilities

If the features of the model are not updated every few years, the model is possibly not be able to detect
modes of fraud that have never been seen before.

Identified

7.8.8.8
A major ch

Adequatel

7.8.8.9

Inadvertent or illegal use of funds intended for essential services to people:

This use ¢

7.8.8.10

Machine le
or private

7.8.9 Al

7.8.9.1
Detecting

To facilita
intelligend

7.8.9.2

This Al sy
intelligend

recognition of diagnostic images of CT-scans, digital X-rays and mammography. The project aimg

costs and

Trustworthiness considerations

Tivacy Tisks inctude patient privacy TisKs {e-g- Te-identification of patientdatar:

Challenges and issues
allenge was to develop separate models for each major source of fraudulent.claims.

y addressing identified privacy risks.

hse raises serious privacy concerns, particularly with respect to patient data.

Jse of standards and standardization opportunities

arning models capable of detecting fraud can.be used worldwide to protect the integrit
funds intended for essential services such assunedical care, housing, education or sanit4

platform for chest CT-scan analysis (early stage lung cancer detection) (use case 1

Dbjectives
malignant neoplasms (lungs)-en chest CT-scans.

e early stage oncology ‘chest CT-scans through the application of the platform based o
e.

Narrative

stem is a §oftware platform for the diagnosis and assessment of pathology risks usin
e technologies. The product supports radiologists and oncologists, facilitating the an

mprove diagnostic accuracy, while detecting pathologies at early stages.

y of public
tion.

05)

h artificial

o artificial
alysis and
to reduce

This Al system implements its own patented technology to create a digital model of the patient. This allows
for state-of-the-art results derived from the company’s algorithms, confirmed by scientific publications.
This Al system platform core goals are improved oncology detection at early stages and prioritization of
patient flow. The company provides its own developed digital imaging and communications in medicine
(DICOM) viewer. The platform can be integrated into any type of picture archiving and communication
systems (PACS)/central archive of medical images such as SaaS solutions, or as part of a medical institution’s
closed infrastructure. The company is ready to provide customizable integration options to fit the needs of
varying customers.

“Hybrid intelligence” technology allows for the combination of the Al platform’s sensitivity with the
specificity of a skilled radiologist. This Al system can also be used to manage the flow of different radiological

studies.
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This Al system is designed to increase the efficiency and effectiveness of radiological analysis. This product
addresses two main medical issues: an undersupply of radiologists in the workforce and missed malignant
neoplasms on chest CT-scans. With the introduction of this technology, thousands of lives can be saved via

improved

early-stage oncology.

7.8.9.3 Stakeholders and stakeholder considerations

The stakeholders include:

Al use

Al sul

The stake
and cost s

7.8.9.4

The data u

7.8.9.5

Accuracy:
mentioned

Speed: fro
objectives

7.8.9.6
Task(s): re
Level of au

Method(s)

7.8.9.7

Loss of try

7.8.9.8

Achieving

Al producer: the organization that develops the Al system;

data provider: the organisations that provide the training data for developing the Al system;

rs: the healthcare authorities;
jects; the patients and hospitals.

holder considerations include the stakeholders’ assets and values on the reputation, S
vings.

Data characteristics

sed in this use case are the diagnostic images of CT-scans, digital'X¥-rays and mammogr

KPIs

93 % detection rate of malignant neoplasm on chest CT-scans (AUC). The reference of
use case objectives is to improve accuracy.

Im 4 min to 6 min (depending on Internet speed):The reference of this KPI to mentiong
is to improve speed.

Features of use case
cognition
tomation: conditional automation

deep learning

Threats and vulnerabilities

st of this Al system.

Challenges'and issues

a higher confirmed level than accredited radiologists in the detection of lung cancer.

aved lives

aphy.

this KPI to

d use case

7.8.9.9 Trustworthiness considerations

The trustworthiness considerations of this use case include: to consider the privacy of the patients’ data.

7.8.9.10 Use of standards and standardization opportunities

The standards that are relevant to big data analytics can be used in this use case.
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7.8.10 Neural network formation of 3D-models orthopaedic insoles (use case 121)

7.8.10.1 Objectives

Artificial intelligence methods are used to construct individual medical products to reduce the risk of
developing diseases of the musculoskeletal system.

Development of comfortable, individualized, anatomically correct orthopaedic 3D insoles for the treatment

of flat feet

7.8.10.2 Narrative

Using artitieta

medically
collected 1

based 3D-insole. The Al-system would independently make a medical decision bag
hedical history and anthropometric data.

Initial training of the Al-system would take place together with the doctor. In the futuse,the sys

begin by i

and plan e:[:
The syste

The hard
into a sped

In the soft
using a log

The receiv

The 3D-m¢

hdependently choosing the most suitable location options for a patient's yaults and in
anatomically correct and secure 3D-insole.

consists of two parts, hardware and software.

Fare scans 3D/2D foot images of patients and receives a production file format ready f
ialized machine or a 3D printer.

ivare, a local orthopaedic 3D model of the insole is formed according to a unique author’s
al software package based on artificial intelligence.

ed data are stored on a cloud platform.

due to the
the foot u

sophisticated equipment used and accurate removal of anatomical physiological par
to 10 000 p/sm2. The patient’s foot issScanned in the sitting position; it is not expose

the 3D las¢r scanning is 6 cm high, which allowsfor obtaining full-colour 3D models of the patient’
an accurag¢y of half a millimetre. Further automatic milling is highly accurate for orthopaedic
process of|creating insoles is completely autonomous and personalized and does not require the in

of an orth

Overall, th

7.8.10.3
Stakehold
Stakehold

paedic doctor.

e system is modularized-with capabilities to self-learn and for future extensions.

btakeholders and stakeholder considerations
ers: medicine, public sector.

b1 considerations: Improving the quality of life.

The stakeholders.include:

ducer: the organization that develops the Al system;

tnnovative,

ed on the

rfem would

Hentations

or loading

technique

bthod makes it possible to more accurately orthose complex pathologies and atypical deformations

hmeters of
d to loads;
5 legs with
thoes. The
tervention

Al prdg

data provider: the organisations that provide the training data for developing the Al system;
Al users: the medicine related organizations;

Al subjects; the patients and hospitals.

The stakeholder considerations include the stakeholders’ assets and values to improve the quality of life of
the patients.
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7.8.10.4 Data characteristics

The data used in this use case include medical history, anthropometric data and the 3D/2D foot images of
patients and receives a production file format ready for loading into a specialized machine or a 3D printer.

7.8.10.5 KPIs
Individualized, anatomically correct orthopaedic 3D insoles: Local orthopaedic 3D model of the insole

is formed. The reference of this KPI to mentioned use case objectives is to reduce the risk of developing
diseases of the musculoskeletal system.

7.8.10.6 Features of use case

Task(s): cdnstruction
Level of aytomation: high automation
Method(s)} neural networks

Platform: BD printer, scanner, cloud platform

7.8.10.7 Threats and vulnerabilities

Incorrect Al system use.

7.8.10.8 Challenges and issues

None identified.

7.8.10.9 Trustworthiness considerations

The trustyorthiness considerations of this use casé\include: to consider the privacy of the patients’ data.

7.8.10.10 Use of standards and standardization opportunities

Tolerance riteria for predicted productcharacteristics
7.8.11 Sdarch of undiagnosed patients (use case 127)

7.8.11.1 Objectives

Search forfundiagnosedipatients with orphan diseases, define patients’ journey.

Deep semantic andlysis of unstructured texts (based on meaning rather than keywords, i.e. usihg natural
language I‘rocessing technology).

arrative

7.8.11.2

Knowledge extraction from the massif of user posts in patient forums, physicians’ professional networks,
health-related portals, etc.

Full-scale crawling of search engines.

Semantic and statistical analysis of found posts related to description of particular symptoms, description
of clinical analyses, diagnostic procedures, etc.

Identification of insights and presentation of results.

Semantic artificial intelligence (Al) tools that can read and interpret electronic free text at scale. Real patient
journey, patient subgroups, etc. are to be evaluated.
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A unified medical and social image of the user (patient) can be created.

7.8.11.3 Stakeholders and stakeholder considerations
Stakeholders: patients, government affairs, physicians and pharma companies.

Stakeholder considerations: personal data of the subjects to be identified, especially patients’, i.e. special
health information can potentially be at risk.

7.8.11.4 Data characteristics

Source: user posts in patient forums, physicians’ professional networks, health-related portals, etc.

Variety: rgal time

Variability (rate of change): multiple

7.8.11.5 KPIs

Patient joyrney: real patient journey is to be clarified based on obtained data. Dis€ase guidelinef are to be
changed afcordingly.

Effectivenpss: % of all identified patients is expected to be close to théqaimber of patients predicted by
prevalenc¢ data.

7.8.11.6 Features of use case
Task(s): ngtural language processing

Level of aytomation: conditional automation

7.8.11.7 Threats and vulnerabilities

Difficultief with ordering and finding patients;

7.8.11.8 (Challenges and issues

Personal ¢lata of the subjects to-be~identified, especially patients’, i.e. special health informpation can
potentially be at risk.

7.8.11.9 Trustworthiness. considerations

The reliability of the<Al' system can deteriorate with fluctuations of descriptions of symptoms, clinical
analyses, diagnosticprocedures, etc.

7.8.11.10 Use of standards and standardization opportunities

None identified:
7.8.12 A clinical decision support system (use case 131)

7.8.12.1 Objectives
Screening for cardiovascular disease risk prediction with machine and deep learning methods.

Advances in precision medicine would require an increasingly individualized prognostic evaluation of
patients in order to provide the patient with appropriate therapy.
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7.8.12.2 Narrative

Cardiovascular disease (CVD) continues to be the most prelevant health problem of most countries in the world,
including the Russian Federation. According to the World Health Organization, more than 17 million people die
each year from CVD worldwide, including more than seven million from coronary heart disease (CHD).

The machine learning models outperformed traditional approaches for CVD risk prediction (such as
strategies concentrating on risk evaluation (SCORE), prospective cardiovascular Munster (PROCAM), and
Framingham equations). This approach was used to create a clinical decision support system (CDSS). It uses
both traditional risk scales and models based on neural networks. Of notable importance is the fact that
the system can calculate the risk of cardiovascular disease automatically and recalculate immediately after
adding new information to the EHR. The results are delivered to the user's personal account.

The CDSS|is a ready-made, trained solution to identify high-risk patients and prevent mer
mortality.[The characteristics of this system include:

— automnjatic risk stratification of patients;

— amort efficient organization of preventive work aimed at a personal group of patients with a |
compllications and death;

— the abjility to route patients depending on the assessment obtained;

— reduc

— reliab

bd morbidity and mortality;

e digital assistance, trained on the results of evidencé-bdsed medicine and mode

guidelines;

— autoni

— autom

atic identification of risk factors;

atic determination of the likelihood of developing a disease;

— compliiance with clinical practice guidelines;

— reduc
— power
— thead
— ready

— reduc

7.8.12.3

Stakehold
team, CDS
architect,

bd time of the patient risk assessment;

dition of medical decision support functions;
service for evaluating EHR 'and to identify the risk factors;

ng the costs of development of the medical information system.

ptakeholders.and stakeholder considerations

ers: end-useérs (physician, nurse, laboratory technologist, pharmacist, patient), sales and
S product’development and maintenance team (system administrator, system develop
project manager and system maintenance).

bidity and

ligh risk of

rn clinical

ful artificial intelligence to evaluaté medical data and identify risk factors without development costs;

marketing
er, system

Stakehold

i+l 4o ral ol . s
I CULISTUTT AUIULLS. GUIITPTLITIVEIITS S, LUST SAVILIIES

7.8.12.4 Data characteristics

Description: FHS-Cohort

Type: structured/unstructured text: time-series

Volume (size): 84 MB

Velocity: variety

Variability (rate of change): never
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Quality: presence of missing fields or incorrect values

7.8.12.5 KPIs

Area under curve receiver operating characteristic (AUC ROC): AUC provides an aggregate measure of
performance across all possible classification thresholds. The reference of this KPI to mentioned use case

objectives

is to determine the quality and correctness of classification models.

Confusion matrix (TP, FP, TN, FN): metrics that can be used to measure the performance of a classifier or
predictor. The reference of this KPI to mentioned use case objectives is that some of these people have the
disease, and our test correctly says they are positive. They are called true positives (TP). Some have the
disease, but the test incorrectly claims they do not. They are called false negatives (FN). Some do not have

the diseas

. and the tast Says fhny donot—true nnr‘rahvnc f’T‘]\n Flna”v there canhe hna]fhv pnnp]

who have

a positive
matrix), cd

Metrics (a

to mentioned use case objectives is to evaluate the performance of a model in ML.

7.8.12.6
Task(s): ng
Level of au
Method(s)
Platform:

Topology:

7.8.12.7

Threats and vulnerabilities

test result - false positives (FP). These can be arranged 1nto azx2 contmgency table
nventionally with the test result on the vertical axis and the actual condition on thethot'iZ

Ccuracy, precision and recall): evaluation metrics for machine learning. The t'eference

Features of use case

tural language processing

tomation: partial automation

SpaCy, natural language toolkit (NLTK), StanfordNLP, Tensorflow, Keras
CPU, tensor processing unit (TPU)

collaboratory Google, web-services

(confusion
ontal axis.

pf this KPI

Injuries anpd error: the most obvious risk is that Al systems would sometimes be wrong, and that patient

injury or d

Data avail
records, f
trackers o
many diffq

Privacy c¢
incentives
collection
systems a

Bias and i
the data o

ther health-care problems can result.

hbility: training Al systems requires large amounts of data from sources such as electr
harmacy records, insurance claims records, or consumer-generated information lj
' purchasing history. Byt health data are often problematic. Data are typically fragmen
rent systems.

ncerns: another(sét of risks arise around privacy. The requirement of large data se
for developers.to collect data from many patients. Some patients can be concerne
violates theiriprivacy, and lawsuits have been filed based on data-sharing between |
nd Al deyvelopers.

hequality: there are risks involving bias and inequality in health-care Al. Al systems |
L. which they are trained, and they can incorporate biases from those data. For instance,

nic health
ke fitness
ted across

ts creates
that this
rge health

earn from
if the data

uld know

available f

AT 3 3 1 £l pa 2| 3 i H 1 4 +l 13 Al 4
I Nl alrvc Pl uu.,lyau_y sa\.ucx CU IIT ALAUUIIIIU TTICUILAl LTIILLI TS, LT 1 Cbultllls ey DyDLClllD \A4

less about—and therefore would treat less effectively—patients from populations that do not typically

frequent a

cademic medical centres.

7.8.12.8 Challenges and issues

To provide physician tools to easily calculate cardiovascular risk anywhere in the world.

7.8.12.9 Trustworthiness considerations

One of the major concerns about Al-assisted CDSS is how the machines reach decisions, and whose decision
is expected to prevail when there is disagreement between the CDSS and the medical professional. This lack

© ISO/IEC 2024 - All rights reserved
75


https://iecnorm.com/api/?name=57105f024116d006975ce0f681dafe91

ISO/IEC TR 24030:2024(en)

of transparency is referred to as the ‘black box’ of Al. In addition to the lack of transparency, the necessary
use of large training data sets coupled with mathematical and statistical algorithms and sometimes neural
networks, whether with or without full understanding of the internal workings, presents a challenge in

educating

7.8.12.10

doctors to use these tools in a clinically relevant way.

Use of standards and standardization opportunities

None identified.

7.8.13 Symptom assessment (hypothetical) (use case 134)

7.8.13.1 Objectives

General hy

Support p:

7.8.13.2

As people
shortage Y
assessmer]

The World
in 2013 tq
increasing
the World
The growi
time, and

While the
systems f§
doctors hd
to 90 % of]
(>75 %) af
to care fo
practition

The gold
evaluation

mans (patients), health workers and health professionals.

tients and doctors with (pre)-diagnosing health problems and providing adviceé oh nex

Narrative

are living longer and as the population is growing, there is a global shortage of careg
raries by region. One way to more efficiently use caregivers istp have patients use
t software that can provide them with a first assessment that iiforms their next steps.

Health Organization estimates the shortage of global health-workers to increase from
12,9 million by 2035. This shortage is driven by severalfactors including growing p
life expectancy and higher health demands. The 2017(Global Monitoring Report by the
Bank reported that half of the world’s population-lacks access to basic essential healt
Ing shortage of health workers is likely to furtherlimit access to proper health care, red
vorsen patient journeys to a correct diagnosis.and proper treatment.

problem in low- and middle-income countyies (LMIC) is worse, in more developed count
ce challenges such as increased demand-due to increased life expectancy. Additionally
ve to spend considerable amounts of'time on patients that do not always need to see a
people who seek help from primary-care have only minor ailments and injuries. The vaj
tend primary care because they lack an understanding of the risks they face or the ]
- themselves. In the United Kingdom alone, there are 340 million consultations at t
br (GP) every year and the durrent system is being pushed to do more with less resourc

standard for correct-differential diagnosis, next step advice and adequate treatm

years of university education and structured training in hospitals. Depending on context, ste

triage pre
by clinical

Inrecenty
of Al-base
provides b
additional

reding diagnesis-are responsibilities of other health workers. Decision making is often
guidelines-and protocols or by consulting literature, the internet or other experts.

ears, oiie-promising approach to meet the challenging shortage of doctors has been the in
 symptom assessment applications that have become widely available. This new class

t steps.

jvers. This
symptom

7,2 million
opulation,
WHO and
h services.
lice doctor

ries health
, available
doctor. Up
t majority
xnowledge
he general
S,

ent is the

of a medical docterr'who is an expert in the respective medical field, which is based on many

bs such as
supported

froduction
of system

oth.consumers and doctors with actionable advice based on symptom constellations, fi

dings and

contextual information 1K€ age, SeX and Other riskfactors. starting from some general background
information about the patient, these systems allow to enter the most relevant presenting complaints. After
this step systems proactively collect further relevant evidence - usually in the form of a dialogue inspired by
the patient-doctor conversation. In a final step these systems provide some general pre-clinical triage (e.g.
to see a doctor on the same day or to try self-care). Most systems also provide the list for most reasonable
underlying diseases.

7.8.13.3 Stakeholders and stakeholder considerations

Stakeholders: patients, health workers, health professionals (doctors), clinics or hospitals, health systems,
large companies, governments, health related NGOs, WHO, companies developing symptom assessment

systems.
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Stakeholder considerations: personal or patient health, cost for diagnosis, cost for treatment, time to

diagnosis,

time to treatment and recovery time.

7.8.13.4 Data characteristics

The data used in this use case include the general background information about the patient such as age, sex
and other risk factors as well as the most relevant presenting complaints.

7.8.13.5 KPIs

The accuracy of predication of pre-clinical triage.

The ACCUT ey~ ofthalict for mmact rasconhlao nndarluing dicancac
pEY-O 1+t e-1i5t1e+11t Hea5SOHdDre-—tt e

7.8.13.6
Task(s): cl
Level of au

Method(s)
partially

Platform:

Topology:

7.8.13.7

Incorrect
evidence,

7.8.13.8

None iden

7.8.13.9

Since the s
on the pre

7.8.13.10
Standardi

Standardi
triage levd

TOreT TCTroToT

.
Features of use case

hssification, interactive evidence gathering (chatbots)
tomation: partial automation

diverse; mostly data or knowledge driven probabilistic, heuristic’er*deductive exper
Fith conversational ML based NLP technology

liverse; generic cloud platform hardware

diverse

[hreats and vulnerabilities

pre)-diagnosis, incorrecttriage, insufficient robustness against missing, incorrect or cor
nsufficient consideration of patient context’(e’g. age, gender, region, season, ethnicity)

Challenges and issues
fified.
[Tustworthiness considerations

ymptom assessment system is not 100 % reliable, it escalates some cases to human doc
-clinical triage.

Use of standards and standardization opportunities
red qualitydbenchmarking.

ration of input space (symptoms, findings, etc.) and output space (conditions, ICD10, p
lséetc).

t systems;

tradicting

tors based

re-clinical

7.8.14 Making using evidence-based medicine and Al (use case 167)

7.8.14.1 Objectives

Decision support system for doctors, based on knowledge generated by experts.

7.8.14.2 Narrative

Clinical decision support system based on the intellectual analysis and processing of medical texts - medical
care standards, clinical recommendations and guidelines, EHR, drug use guide, evidence-based medicine
recommendations to ensure that medical decisions can be made in pharmacotherapy.
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Thematic information relevant to the user's request:
— national clinical guidelines;

— standards for primary health care;

— standards for specialized health care;

— clinical guidelines and EBM guidelines;

— summary of evidence with reference to sources;

— criteria for assessing the quality of care.

System sefvices:

— machine learning to find similar ones;

— multifnodal mathematical models for search;

— intelligent search tools for semantic search;

— procegsing requests in a natural language;

— voice $earch engine;

— interffces for the system from mobile devices and gadgets;
— crossHlanguage support;

— the syptem works with international ontologies and the§auruses.

7.8.14.3 $takeholders and stakeholder considerations
Stakeholdérs: healthcare facilities and healthcare:éducational.

Stakeholdér considerations: using care reduces: medication prescription errors, adverse drug ¢vents and
other medjical errors.

7.8.14.4 Data characteristics

The data used in this use case are the medical experts' knowledge generated from the medical texts (medical
care standards, clinical recomimendations and guidelines, EHR, drug use guide, evidence-based medicine
recommerjdations).

7.8.14.5 KPIs
Al algorithm aceuracy: 94 %

Medical enror’reduction: 30 %

7.8.14.6 Features of use case
Task(s): semantic search
Level of automation: assistance

Method(s): machine learning, NLP, topic modelling

7.8.14.7 Threats and vulnerabilities

None identified.
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7.8.14.8 Challenges and issues

None identified.

7.8.14.9 Trustworthiness considerations
Produced a correct diagnosis in > 90 % of cases, compared to the clinicians' success rate of 80 %.

Prevent medical error.

7.8.14.10 Use of standards and standardization opportunities

None identified

7.8.15 All-service for blood cells and bone marrow scans analysis (use case 168)

7.8.15.1 Objectives

To automdte the routine process of microscopic blood and bone marrow scans analysis using Third Opinion
Al service|based on artificial intelligence.

7.8.15.2 Narrative

This Al syptem aims to automate the routine process of microscopie’blood and bone marrow scans analysis
and assist|doctor on signs of abnormalities detection.

Analysis of images with the tagging next 34 blood and bone niarrow cells types:
— agranplar myeloblast;

— band peutrophil;

— bare lymphocyte nuclei;

— Dbasophilic normoblast (erythrokaryocyte);
— hypergranular atypical promyelocyte;

— hypogdranular atypical promyelocyte;

— large lymphocyte;

— lympHoblast, 11 - 12 sibgroups;

— lympHoblast, 13 subgroups;

— lympHocyteyvariant form;

— maturebasophil;

— megakaryoblast;

— metamyelocyte;

— mitosis;

— monoblast;

— monoblast with granularity and auer rod;
— monocyte;

— myelo and monoblast;

© ISO/IEC 2024 - All rights reserved
79


https://iecnorm.com/api/?name=57105f024116d006975ce0f681dafe91

ISO/IEC TR 24030:2024(en)

— myeloblast with auer rod;

— myeloblast with azurophilic granules;

— myeloblast with fuzzy-granules;

— myelocyte;

— neuroblastoma;

— no lineage spec blast (unidentified blast cell);

— oxyphilic erythrokaryocyte;

— plasmp cell;

— poly::rromatic normoblast (erythrokaryocyte);

— promgnocyte;

— promyelocyte;

— segmgntal eosinophil;

— segmgntal neutrophil;

— small lymphocyte;

— smudge cells;

— undifflerentiated anaplastic blast cells.

Report with detected and quantified cell types.

This Al sy$tem is based on a supervised learning coftvolutional neural network algorithm.
Application areas:

— proce$sing the flow of images in diagnostic centres and laboratories;

— dynarpic studies of one patient: new picture is compared with previously saved in in EHR or |Jaboratory
information system (LIS) under:the same ID of a particular patient;

— procegsing the images flgw ‘in specialized medical institutions (oncology, tuberculosis, hematology
clinicq) and general insgituitions (city and regional hospitals).

The use offthis Al system:
— speedp up the@ecision-making process both for urgent and for routine cases;

— allow§ to foute patients within the medical institution effectively;

— contribttestothett ansparency andcostoftreatmentecontrok:
The service can be integrated with EHR / LIS.

This Al system obtains the patent of the Russian Federation with the title “method for isolation and
classification of blood cell types using deep convolutional neural networks”.

7.8.15.3 Stakeholders and stakeholder considerations

Stakeholders: morphologists, digital microscopes developers, EHR or LIS developers, healthcare facilities
and the ministry of health.
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7.8.15.4 Data characteristics

Origin of data processed by the Al system are medical instruments.

Digitized bone marrow smear from users (pathologists).

Variety: images

Quality: accuracy: 92 to 99 % accuracy rate of blood and bone marrow cells recognition (by type)

Protected

attributes: all personal data

7.8.15.5 KPIs

Accuracy:

Report wi
7.8.15.6

Task(s): a9
Level of au

Method(s)

7.8.15.7

Indifferen

7.8.15.8
Lack of dig

7.8.15.9

Ethical co
infliction

7.8.15.10

To use art
7.8.16 Al

7.8.16.1

}

92 to 99 % accuracy rate of blood and bone marrow cells recognition (by type).

h cells labelling and interpretation.

Features of use case
sistant, studies routing, etc.
tomation: assistance

computer vision

[hreats and vulnerabilities

Ce of the doctor to the process of analysis of the stidy.

Challenges and issues

ital diagnostic equipment in laboratories;lack of digital transformation skills in the do

[rustworthiness considerations

cerns are mitigated by limitingthe statement of the conclusion by artificial intelligence
fharm by Al is prevented.

Use of standards and standardization opportunities

ficial intelligeneé,.it is necessary to rework the standard 1SO 15189:2022[39], Medical lal
-service for chest X-ray and chest CT (use case 169)

Dbjectives

main.

. Thus, the

poratories.

To autom

terthe routine process of chest Y-ray and chest CT nn;ﬂycic ncing this service ba

ted on CV

technologies.

The service can detect signs of pulmonary pathologies (including pneumonia COVID-19) and lung cancer.

7.8.16.2 Narrative

This Al system can be used in 3+ scenarios to support radiology departments and transform the workflow.

7.8.16.3 Stakeholders and stakeholder considerations

Stakeholders: radiologists, healthcare software development companies [e.g. picture archiving and
communication system (PACS), electronic health record (EHR)], healthcare facilities and the ministry of health.
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7.8.16.4 Data characteristics

Origin of data processed by the Al system are medical instruments.

customers or partners.

Variety: images

Velocity: 1
Quality:

0 s - speed of study analysis

area under the ROC curve: 92 %;

accur
sensit
— specif]
Protected
7.8.16.5

speed: 10
accuracy:
sensitivity
specificity]
7.8.16.6
Task(s): re
Level of ay

Method(s)

7.8.16.7

Indifferen

7.8.16.8

Scaling ch

7.8.16.9

icy: 87 Y%;

jvity: 94 %;

icity: 86 %.

attributes: all personal data.
KPIs

bec

B7 %

194 %

:86 %

Features of use case
cognition for binary triage, radiologist’s\assistant, studies routing, etc.
tomation: assistance

computer vision

[hreats and vulnerabilities

Ce of the doctor to-the process of analysis of the study - the doctor is asked to review the

Challenges and issues

hllenges(with on-premise installation model.

[rGstworthiness considerations

Al-report.

Ethical concerns are mitigated by limiting the statement of the conclusion by artificial intelligence. Thus, the
infliction of harm by Al is prevented.

But normal scans can be identified with Al and that Al-system can be approved for an autonomous Al-
medical imaging diagnostic system

7.8.16.10
[SO 12052

Use of standards and standardization opportunities

:2017 is considered in this use case.
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7.8.17 Intelligent video analytics system (use case 170)

7.8.17.1 Objectives

This Al system is an intelligent monitoring system for increased patient safety. Using computer vision
technology, while securely protecting patient information, the system monitors patient's safety and the

quality of

care provided by medical staff.

7.8.17.2 Narrative

This Al system provides the solution on:

the la
conne

Using this

falls t

bedso

7.8.17.3
Stakehold

7.8.17.4

Origin of
activity, si

Video fron
Variety: vi
Quality: ac

Protected

the ingt
each 1
supply
the sy
patien

safety

patien

ose. If the bedridden patients are left in one position too long, the pressure cuts offno
r increasing the bedsores development risk. If it exceeds the time limit set by the doeto
stem sends the notification;

t falls: the system detects the patient’s position, fall risk and emergency signals;
: the system can authorize the personnel and visitors and control the.caré quality;

k of regular monitoring: the system monitors the patient’s state of health using inform
cted wearable devices.

Al system aims to reduce:
t neglect due to nursing shortage;
reatment costs;

res treatment costs.

ptakeholders and stakeholder considérations

brs: nursing facilities, healthcare facilities and the ministry of health.

Data characteristics

data processed by theAl'system, e.g. customers, instruments, [oT, web, surveys, c
mulations or other sources.

1 patient’s room
deo
curacy:(95'%

attributes: all personal data

patient in
mal blood
I' or nurse,

htion from

bmmercial

7.8.17.5 KPIs

Accuracy:

99 %

Alarms with immediate response

7.8.17.6 Features of use case

Task(s): re

cognition for staff overload, meeting patient expectations etc.

Level of automation: assistance

Method(s)

: computer vision
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7.8.17.7 Threats and vulnerabilities

Saving privacy is a threat in this use case.

7.8.17.8 Challenges and issues

Additional capital expenditure (CAPEX) for healthcare facilities.

7.8.17.9 Trustworthiness considerations

Securely p

rotecting patient information.

7.8.17.10

The use of}

7.8.18 Reétrospective analysis (use case 172)

7.8.18.1

Service fol

7.8.18.2

Al algorit
various ng

Rapidly ok
7.8.18.3

Stakehold

7.8.18.4

Series of ¢

7.8.18.5
ROC/AUC

Analysis s

7.8.18.6
Task(s): p1

Use oI stdilddras diid stdnddrdizatiol opporuunites

Alin video surveillance systems can be considered to propose a standard.

Dbjectives

" the analysis of lung CT archives collected during the COVID-19 pandemic, in the case o

Narrative

hms given in this system carry out automatic segmentation of developed medical ¢
sologies.

taining a preliminary diagnosis using artificial 4ritélligence.
btakeholders and stakeholder considerations

brs: medical information and analytical centres, outpatient covid centres, and cancer ce

Data characteristics

T images.

KPIs
> 0.91.

beed < 5 min/series.

Features-of use case

ediction of nodules in lungs scans

f nodules.

evices for

ntres.

Level of automation: high automation

Method(s)

: ResNet based Al

Platform: Docker

Topology:

clustered

7.8.18.7 Threats and vulnerabilities

Medical data security, standard CT research protocols required and possibility of non-target rare diseases

finding.

© ISO/IEC 2024 - All rights reserved
84


https://iecnorm.com/api/?name=57105f024116d006975ce0f681dafe91

ISO/IEC TR 24030:2024(en)

7.8.18.8 Challenges and issues

As aresult of incorrect adjustment of CT devices, deviations in accuracy are possible.

As aresult of the lack of integration of multisystem inflammatory syndrome (MIS) and CT devices, the value
of the product decreases.

A medical

specialist is required for the correct interpretation of the results.

7.8.18.9 Trustworthiness considerations

Implemented data transfer using a secure network.

Implemen

Ease of us

7.8.18.10

€d data depersonalization berore transmission (dand depersonaliZationj.

e lowers the entry threshold for physicians.

Use of standards and standardization opportunities

DICOM prgtocol.

['OCT P M
['OCT 2814

DK/TO 62266-2009 for Al
}7-89 and T'OCT P 34.11-94 for gateway.

7.8.19 Rgbotization of the federal hotlines on COVID-19 issues‘(use case 174)

7.8.19.1

To increas

Dbjectives

e the availability of information on COVID-19+ssues for the population of the Russian K

ederation.
on 24/7.

Ibscribers'
y without
formation
out 1,500
format of

Federation

To procesg 100 % of citizens' appeals without a queue‘onrthe line. The ability to provide informati
7.8.19.2 Narrative

The solutipn is based on the robot-operatorfor the federal hotline. It automatically answers sy
questions [about symptoms, the course, of, the disease, how to protect yourself and your fami
involving fontact centre operators. The robot provides statistics on the number of cases and in
about the|method and procedure-of-vaccination, PCR tests. The knowledge base contains al
questions [and answers on COVID<19. The customer is provided with a convenient and intuitive
editing the¢ knowledge base forself-update of the robot-operator.

7.8.19.3 $takeholders and stakeholder considerations

Al providqr: IT company.

Al producgr: IT-company.

Al Customer\Ministry of Digital Development, Communications and Mass Media of the Russian
and Ministry of Health.

Al subject: Population of the Russian Federation.

7.8.19.4 Data characteristics

Source: incoming telephone traffic on the federal hotlines.

Variety: audio, text.
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7.8.19.5 KPIs

Call waiting time less than 10 sec.

The delay between the question and the answer of the robot is less than 2 seconds.

Processing 100 % of calls, incl. at peak loads.

7.8.19.6 Features of use case

Task(s): speech recognition, search for question-answer pairs.

Level of automation: full automation

Method(s)
robot data

implementation of the knowledge base functionality that allows to quickly update
and search for an answer to the question in real time.

The knowledge base with about 1 500 questions and answers on COVID-19 supports the following a

Dame
define
(perm
of the
to the

BLEU
speec
is alw
instarn

The k{
or reg
is mo{
In the
closes
numb

BERT
repres
BERT
Each 1
contej
the to
in the

rau-Levenshtein distance: A measure of the difference between tweVstrings of ¢
d as the minimum number of operations of insertion, deletion, replacément and tra
utation of two adjacent characters) required to transfer one stringte another. Itisam
Levenshtein distance: the operation of transposition (rearrangerment) of symbols has b
operations of inserting, deleting and replacing symbols defined<n the Levenshtein dist

(bilingual evaluation understudy): An algorithm for calculating points for individual sg
h - in this case, sentences - by comparing them with a 8et of high-quality reference co
hys a number between 0 and 1. This value indicates how similar the candidate text is ta
ces, with values closer to 1 representing more similar texts.

nearest neighbours' algorithm (k-NN) is a metric algorithm for automatic classification
ression. In the case of using the method for<classification, the object is assigned to the
t common among the k neighbours of the'given element, the classes of which are alrea
case of using the method for regression;the object is assigned an average value over th
t to it, the values of which are already-known. The algorithm can be applied to samples w
br of attributes (multidimensional).

is a language model based; on the transformer architecture, designed to pre-train
entations for their subseguient application in a wide range of natural language proces
is a neural network based on a composition of transformer encoders. BERT is an au|
ayer of the encoderapplies two-way attention, which allows the model to take into a
('t on both sides of\the token in question, and therefore more accurately determine th
kens. When a textis submitted to a network input, it is tokenized first. Tokens are word
dictionary ot.their constituent parts - if a word is absent in the dictionary, it is split

that dre present)in the dictionary. In the neural network itself, tokens are encoded by tH

repres
of its
to the

entatiofis)(embeddings), namely, the representations of the token itself (pre-trained), t
bropesal, and also the position of the token within its proposal are connected. Input d
inputiand is processed by the network in parallel, and not sequentially, but informatior

mutud

with new

[gorithms:

haracters,
nsposition
bdification
een added
ance.

roments of
pies. BLEU
reference

of objects
class that
dy known.
e k objects
rith alarge

language
sing tasks.
toencoder.
ccount the
b values of
s available
into parts
eir vector
he number
ata comes
about the

al part of

the embedding of the corresponding token. The output layer of the main network has the following form:
the field responsible for the answer in the task of predicting the next sentence, as well as tokens in an
amount equal to the input. The reverse transformation of tokens into the probabilistic distribution of
words is carried out by a fully connected layer with the number of neurons equal to the number of tokens

in the

original dictionary.

Platform: common platform

7.8.19.7 Threats and vulnerabilities

Regular Al training through the involvement of journalists and editors who study open sources in order to

recognize

the reality of the current morbidity situation.
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7.8.19.8 Challenges and issues

Low-quality data (background noise, poor phone connections)

7.8.19.9 Trustworthiness considerations

Fault tolerant solution.

Service level agreement (SLA): 99,9

Accommodating new knowledge about COVID-19 is a challenge.

7.8.19.10

Use of standards and standardization opportunities

Customer

The servid

7.8.20 Us
applicatid

7.8.20.1
To improv

To reduce

7.8.20.2

Testing and implementation of Al-based services in the unified radiological information service of

medical in
to improvsg

7.8.20.3

Stakehold
developer

7.8.20.4

Data sour
city medid

Analysed ¢lata: DICOM files obtained from diagnostic devices of radiology departments:

CT sc{

contact centre complies with GOST R 55540-2013 standards.

e level indicator is 100 %.

e of computer vision innovative technologies for analysis of medicaliniages and fy
n (use case 175)

Dbjectives
b the quality of radiology reports by the implementation of Al)services.

the time from a study's completion to the provision of the radiology report by a radiolo

Narrative

formation and analytical system (URIS UMIAS) for the use in the city healthcare syste
b a quality and efficacy of the diagnosticprocess carried out by radiologists.

ptakeholders and stakeholder considerations

br: the city medical facilities, department of information technologies of the city gover
b and the patients.

Data characteristics

fe: the unified radiological information service, which collects radiological studies pet
al facilities.

nners,~ 176 units;

rther

bist.

the united

m in order

mment, Al

formed in

— Xray

and fluorography machines - 730 units;

— mammography units - 123.

Use cases:

medic

al facility);

automatic routing of studies (according to specified criteria - procedure code, patient age, type of a

manual sending a specific study for processing by the selected Al service at the radiologist’s request (a

marketplace with all available Al services is implemented in the interface of the radiology workstation).

Number of processed studies per day ~ 16,000.
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Performance monitoring and quality control:

— automated weekly monitoring of technological defects in the Al performance;

— comprehensive monthly monitoring of technological and clinical defects in the Al performance.

7.8.20.5 KPIs

Experiment directions: 13.

Number of directions in the stream processing: 8.

Number of companies participating in the experiment: 21.

The numb
22 Al

23 Al
Total num
Total num
Total num
Satisfactig

Number o

7.8.20.6

Task(s): re

departments in the city by Al services to improve.a-quality of radiology reports and reduce the tj

study's co

Level of ay

7.8.20.7
Exceeding

Exceeding

7.8.20.8

br of Al services participating in the experiment is 45, of which:

services are at the testing stage in URIS UMIAS;

Services are in the stream study processing in URIS UMIAS.

ber of participating city medical facilities: 103.

ber of diagnostic devices, from which studies were analysed by Al-services: 1 029.
ber of analysed studies by Al services for 2020 and 2021: 4 000.600.

n level with Al results by radiologists participating in the‘experiment: 65 %.

scientific papers published: 14 scientific papers haye béen published by researchers.
Features of use case
cognition by processing and analysing DICOM files received from diagnostic devices o

pletion to a provision of the report by a'radiologist.

tomation: assistance

Threats and vulnerabilities

a permissible percentage of technical defects in the Al-service operation.

a permissible percentage of clinical defects in the Al-service operation.

Challenges and issues

Al integr

7.8.20.9

F radiology
me from a

tion into_the national clinical guidelines and a development of financing mechanisins for the
Obligatoryf Medical Insurance system.

" =3 s
UI'UIITITSS CUINDIUCT AUIUILS

The basic functional and diagnostic requirements are developed for the Al services. It includes methods for
step-by-step testing and monitoring technological, diagnostic and clinical quality. More than 250 labelled
data sets have been created using original methodology. This includes one of the first and the largest
COVID-19 data sets.

7.8.20.10

Use of standards and standardization opportunities

Eleven national standards for using Al in the healthcare came into effect based on the scientific results of the
experiment. A proposal for developing a guideline on conducting clinical trials of Al-services in diagnostic
radiology was submitted to the international standardization organizations in 2020.
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7.9 Home and service robotics

7.9.1 Device control using Al consisting of cloud computing and embedded system (use case 132)

7.9.1.1 Objectives

Learn the user's preferred temperature in each situation for the control of home appliances (air conditioning
equipment).

Keep rooms comfortable by running home appliances (air conditioning equipment) at the user's preferred
temperature according to the situation.

7.9.1.2

Motivation: the temperature at which the user feels comfortable varies depending on the conditio

the air cor
Always m3

Problem s
such as thg¢
shipment.
themselve
cannot be
takes long|

Current si

Solution a
the cloud,
the tempe

Narrative

ditioner, such as the outside temperature, intensity of sunshine, time of day, day-of the|
lintain a comfortable environment by eliminating the need for this setting ehange.

Latement: though the temperature at which the user feels comfortable depends on the
time of day and the day of the week, it is impossible to present thesesettings at the time
Even if the designer of the product provides a method to enable the user to set such a set
5 do not know they are expected to set their preferred temperature preferences. Long
stored in the device, so the model is forced to learn in the ¢loud. Training the model iy
er to be able to cope with the sudden variations in the operating pattern of the user.

uation: the temperature is set using the controller everytime the user feels uncomfort

pproach and solution steps: in addition to trainifig/the model using long-term histori
the model is also adjusted by frequent training in embedded devices. When the us¢
Fature setting using the controller, not only.the setting but also accompanying data, s

setting tinme, are stored in the air conditioner. Data gbout the operating status, such as temperat
values installed for the control of the air conditioner, are stored in the air conditioner. Data std
air conditjoner is periodically uploaded to the cloud instance held by the manufacturer. The late
forecast information is kept on the cloud sexvice at all times. A model is created to represent w
temperatyre is expected to be depending-on the external conditions around the air conditioner
the forecagst) by periodic learning for, each air conditioner on the cloud. The model is delive
corresponding air conditioner. Onling_machine learning is performed based on the data stored inf

conditiong
frequently
model. Th
algorithm
adjusted 1
model is g
result is y
performs

Results an

1, and the internal pardmeters of the model are adjusted. This embedded learning is

e.g. once an hour, and.it is possible to reflect sudden changes in the user's usage patf
e online machine learning algorithm inside the air conditioner and the batch machin
in the cloud are-tuned as close as possible to prohibit radical change of the model from
y online macghine learning when the model is delivered via cloud computing and th
verwrittem The air conditioner predicts the preferred temperature by using the mod
sed as_the'set temperature of the air conditioner. As in normal operation, the air ¢
tontrol-so that the temperature of the room remains at the set temperature.

ns outside
week, etc.

situation,
of product
ting, users
term data
| the cloud

hble.

ral data in
br changes
uch as the
lire sensor
red in the
5t weather
hat the set
(including
red to the
ide the air
berformed
ern to the
e learning
the model
e adjusted
el, and the
onditioner

d\effects: since the prediction is done by the air conditioner (embedded), it keeps work

ing even if

there is a network failure or a cloud failure. The only impact of a failure is the inability to upload data and the
inability to update the model as it learns via the cloud. Operation training with a long-term cycle, such as a
fixed operation for each day of the week, is effective if the model is trained from the accumulated operation
history. A model with this effect is created mainly by learning on the cloud. If there are sudden operation
pattern changes, e.g. when the outside temperature rises suddenly and the user reacts to it, high frequency
online machine learning inside the air conditioner can adjust the model immediately.

7.9.1.3 Stakeholders and stakeholder considerations

Stakeholders: equipment users, manufacturers, providers
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Stakeholders’ assets, values:

— equipment users: comfort, unintended (unpleasant) behaviour, riskless behaviour, privacy;

— manufacturer: competitiveness, reputation, reliability, safety;

distributor: no claims for unintended (unpleasant) behaviour.

7.9.1.4 Data characteristics

Source: the data sources include the air conditioner which stored the controller settings (such as the
temperature setting, the setting time) and the operating status (such as temperature sensor values), and the
weather forecast information that are provided from the meteorological agency.

Variety: th

Velocity:
weather fq

Quality: h

7.9.1.5

Number o
When the
setting thd

Distance b
in the emh

7.9.1.6
Task(s): p1
Level of ay
Method(s)
Platform:
Topology:
operating
the create
status his

adjusted r
based on |

7.9.1.7

Thteats and vulnerabilities

e structured data.

he data from air conditioner are uploaded periodically (setting by the manufactur
recast information are increased daily.

gh.

KPIs

[ cancel operations: the air conditioner changes the temperatusre’setting based on the j
user notices an unintended(unpleasant) setting, the user‘operates the controller to
it was based on the prediction.

etween models: the difference between the model trained in cloud computing and the o
edding equipment (air-conditioner).
Features of use case
ediction
tomation: conditional automation
machine learning, online maehine learning
PC (pre-validation), cloud, ¢loud-to-device communication (Internet), embedded equipn

All air conditioners are.connected to one cloud. On the cloud, keep a history of past oper
conditions for all diriconditioners. Learning for each air conditioner on the cloud, and
d model to the-air/conditioner. The air conditioner retains the operation history and
fory data fon.aCertain period of time, and also maintains the delivered model. Th
pgularly by,executing online machine learning in the air-conditioner. Change the set te
redictignywhich is based on the model in the air conditioner.

b) and the

brediction.
cancel the

he learned

hent

ations and
delivering
operation
e model is
mperature

Creating a

n incorrect model by machine learning using a child's mischievous operation history.

Creating an incorrect model by machine learning using the history of operations based on user
misunderstanding, for example, operations that set the temperature extremely low when the user wants to

cool down

immediately.

When an air conditioner is resold, the use pattern of the original user leaks to the next purchaser when the

air conditi

oner is used.

Threats to cloud computing in general.
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7.9.1.8 Challenges and issues

During actual use, there is a possibility of significant difference between the model that learns by cloud
computing and the model adjusted inside the air-conditioner. There is a significant change in the temperature
setting if the model in the air conditioner is overridden by the model that learns on the cloud.

How and when to detect whether there has been a significant difference.

How the air-conditioner explains a significant difference when it is detected. Criteria for determining
whether to explain this difference.

7.9.1.9 Trustworthiness considerations

sed solution address different aspects of the trustworthiness in Al systems, relatedl with the
ce efficiency of characteristics like capacity and behaviour time to make the requiréd adjustments
s such as the temperature taking into account overheating or overcooling parametdrs. Smart-
ications, also they use to take into account trustworthiness aspects related with accquntability,
hd responsibility when introduce final products within consumer digital markets.

The purp
performar|
of variablg
home appl
security a

7.9.1.10 Use of standards and standardization opportunities

This use ¢
with a scd
parametel
it is impoy
embedded
possible tq
processes

acquiy
traini

proce
or the

apply:
mode

7.10 ICT
7.10.1 Al

7.10.1.1

Better und
trained on

ase is a typical smart-home application, with medium-high degpee of conditional at
nario where the Al systems have more relevance over the external oversight of son
s of the home such as the temperature. In order to distinguish standardization opp
tant to understand that it is a hybrid solution, where ME algorithms are implements

distinguish the following areas of improvement thtough the implementation of stand

e: general issues such as choice of data frequency, establishing bias in input data, minimy
ng data sufficiency;

5s: general issues such as the criterion for'training, criterion for validation, criterion for
implementation in existing systems;

general issues such as explainability of results, acceptable output for commercializatig
of operation against biases,.safety, health and environment impact or risk impact asses

system to help.mobile phones to have better picture effect (use case 32)

Dbjectives

erstanding the image and improving the image effect on a smartphone by using a DL m
the'cloud or offline.

itomation,
e internal
prtunities,
d into the

Al systems, and also in the cloud to develop the prediction tasks required by the solution. It is

ardization

hm size for

retraining

n, fail safe
sment.

del thatis

To find a

eIficient solution to Increase camera image quality on a smartphone without SI

increasing the operation and power burden on the mobile phone.

7.10.1.2 Narrative

nificantly

An Al system was developed that can increase smartphone camera image quality. Using deep learning, the
smartphone can identify more scenarios and objects than before. Based on the identified scenarios and
objects, the smartphone can better understand the image and improve the image effect.

At present, there are 1,4 billion smart phone shipments in the world every year. Photography is one of the
most important functions of smart phones, and the industry has been trying to improve the picture quality
of mobile phone photography. The industry goal is to reach the quality of a professional single-lens reflex
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(SLR) camera. The traditional image processing algorithm has hit its ceiling in terms of potential. Traditional
algorithms cannot be used for photographing many scenes, simply because the effect is very poor.

This deep learning algorithm provides a turning point for solving the above problems. By using the Al
system, smartphones can better “understand” the pictures they take. Based on the deep learning algorithm,
the smart phone can analyse the scene in real time and intelligently identify a range of scenes during the
shooting process, such as blue sky, flowers, green plants, night view, snow scene, etc. The smart phone
can also intelligently detect the objects in the scene. Based on scene recognition and object detection, the
smartphone can automatically adjust and set parameters for different pictures, so as to get better photo
effects.

Mobile phones can now recognize one hundred kinds of scenes, and this number will reach the hundreds
in the future. By using the deep learning algorithm, mobile phones can now detect 20 types of objects, and
in the futyre, they will be able to detect hundreds of objects. Object detection can be used for sujart digital
microscople (auto focus on targets), and portrait segmentation can be used for background|bljir or light
efficiency.

7.10.1.3 $takeholders and stakeholder considerations
Stakeholdérs: mobile phone manufacturers, end users, third party testing and eyaluation agencies.

Stakeholdér considerations: competitiveness

7.10.1.4 Data characteristics
Descriptign: annotated pictures

Source: pyblic picture library, self-collection picture library,web crawling pictures or automatid synthesis
of pictureg.

Type: pictyire format supported by a training platforniand smart phone.

Variety: sipngle source

7.10.1.5 KPIs

Mean intefsection over union (MIoU):the'intersection of the prediction area and actual area divided by the
union of the predicted area and actualarea. The ideal target is 100 %. The reference of this KPI to mentioned
use case opjectives is to improve acguracy.

False acceptance rate (FAR):megative samples are identified as positive samples / total number ¢f negative
samples. The lower the value/of FAR is, the more likely it is the smartphone would detect the coryect scenes
and objects. The reference-of this KPI to mentioned use case objectives is to improve accuracy.

7.10.1.6 Features of use case

Task(s): rejcognition

Level of automation: conditional automation
Method(s): deep learning
Platform: neural network processing unit (NPU), GPU, CPU etc.

Topology: no need

7.10.1.7 Threats and vulnerabilities

New privacy threats (hidden patterns).
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7.10.1.8 Challenges and issues

Challenges: achieve the same picture quality as a professional SLR camera.

Issues:

lack of data for certain scenes;

— lack of computing ability on the device side;

— users

can see an improvement in image quality but do not know that it is due to Al.

7.10.1.9 Trustworthiness considerations

Incorrect

7.10.1.10
The stand
— thefo
the for
the pl

APIlw

bbject detection can lead to racial prejudice or privacy protection problems.

Use of standards and standardization opportunities
hrdized content includes:
‘mats of training picture data;
mats of deep learning model generated offline or cloud, which would be transplanted to sm
htform to support the transplanted model in the smart phone;

hich can be used by other applications, such as picture classification, security.

7.10.2 Product failure prediction for critical IT infrastructure (use case 86)

7.10.2.1
Building a
Reduce th

7.10.2.2

Dbjectives
h Al system to augment quality assuranee-(QA) engineers.

e likelihood of releasing defective batches of hardware.

Narrative

A deep learning model to learn fremya visual representation of the number of items that failed in

batch of hardware as well as the.type of defect.

The hardware manufacturing company was using a few QA engineers to make subjective calls on
specific bgtch was good efotigh to be released into the market. The graphical representation of th¢
and defects was also done manually. This led to inconsistent labelling and many unsatisfied cus

augment

e QA engiheers, a deep learning Al model was developed to do more accurate and

labelling of which batches were likely to be most defective and the major type of defects.

7.10.2.3 $takeholders and stakeholder considerations

irt phones;

a specific

whether a
shortfalls
tomers. To
consistent

Stakeholders: QA engineers, manufacturing line technicians, technical sales.

Stakeholder considerations: customer satisfaction index, cost of returned merchandise, time spent on QA.

7.10.2.4 Data characteristics

The data used in this use case are the visual representation of the number of items that failed in a specific
batch of hardware as well as the type of defect.
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7.10.2.5 KPIs

Prediction accuracy: consistency of prediction compared to actual defect rates. The reference of this KPI to
mentioned use case objectives is that the prediction accuracy is expected to be 80 % or more to ensure only
the true-negative batches are inspected.

Time saved: time for QA engineers to inspect every batch. The reference of this KPI to mentioned use case
objectives is that the prediction model highlights the most obvious defective batches and allows the QA

engineers

to spend time only on high-discretion tasks.

Customer satisfaction: the number of returns from the manufacturer’s customers. The reference of this KPI
to mentioned use case objectives is that the satisfaction goes up when the number of defects is reduced
upfront before the sales process.

7.10.2.6
Task(s): p1
Level of au
Method(s)
Platform:

Topology:

7.10.2.7

If the retr
can generd

7.10.2.8

Challenge
indexing r

7.10.2.9 1
Address is

7.10.2.10

Failure pr¢
used and ¢

7.10.3 Al

Features of use case

ediction

tomation: conditional automation
deep learning

pbrivate on-premise servers

bus and hybrid

[hreats and vulnerabilities

hining model is compromised due to significant.€hanges in the input data, the predict
ite incorrect outcomes and cost the hardware madnufacturer serious loss.

Challenges and issues

in identifying which deep learning.model gives the best performance output, and ch
bw flat files into visualization images.

[rustworthiness considerations

sues of sustainable manufacturing and high-value technical jobs.

Use of standards and standardization opportunities

bdiction models.can improve global standards in manufacturing by reducing the waste o
nergy and’water consumed.

-based optimized field dispatch (use case 151)

ion model

hllenges in

[ materials

7.10.3.1

Objectives

Optimization of field dispatch based on Al.

Save operating expense (OPEX) by avoiding false field dispatching decision.

7.10.3.2 Narrative

The trouble tickets issued by the ISPs when the network problems occur, have been used to guide the field
engineers to the right problem spot by informing them the location of the fault site and the reasons as well.
However, some of the tickets do not require any field actions, but just give the additional information to the
control room operators.
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To minimize the number of false dispatch tickets, DL technology has been introduced. As it is natural for any
[SPs to store their engineers’ work records for a certain period, it is relatively easy to train DL model using them.

After being approved to be superior than human operators, the implemented DL model has been
the field.

In order for ISPs to maintain the reliable and secure communication network infrastructures, it i
to send a field engineer on time to the fault site to recover the failure.

applied on

s essential

But sometimes it is unclear whether a field engineer can really be sent to the fault site only depending on
the logs and symptoms in the control room. It is important to pinpoint which alarms can be recovered by

dispatching the field engineer, otherwise false dispatching occurs and OPEX loss follows.

Tradition
tickets, th¢ engineers can move to the fault site and fix the problems.

With the rhpid development of networking technologies, network equipment has become moyre soy
and the stfucture configured by that equipment has become extremely complicated, resulting in {
of the natlire of trouble tickets. The trouble tickets started to show only the information to be r
the operators and they do not mean field dispatch anymore. Some of them are just|for informatid
be covered from the remote-control room.

, it became important for the operating staff in the control room'to tell whether a certs
ticket really need to be covered by the field engineers. But it is not easy.even for the experienced
to make a|correct decision all the time. It is neither easy to make it(a complete rule set to tell
correct prgdiction.

Recently, the telecom company has been adapted DL technolegies on this matter and successfu
it to field. |It was relatively easy to apply deep learning technplogy in this matter, because engin
records have been kept well in large quantities and the“stored records contained the informa
whether the site dispatch was necessary.

After inve
because a
trouble tid
input imag

Since this
can be tak

7.10.3.3
Stakehold
Stakehold

7.10.3.4

stigating couple of different models, CNN-style models have been chosen to be im
- that time its performance was already proved especially in the computer vision ar
kets can be transformed into the 2D images, any CNN-style models can easily get them
es and show the excellent perforniance.

model shows better performance than human operators in terms of determining whet}
en care of by a field engineer or not, it has been applied to the field quickly.

btakeholders and stakeholder considerations
brs: ISPs dispatching field engineers.

br considerations: avoid the unnecessary dispatching based on the wrong decision.

Data-characteristics

fpns on the

histicated
he change
eferred by
nal or can

1in trouble
operators
the 100 %

ly applied
pers' work
kion about

plemented
ea. As the
into their

er a ticket

The data

sed in this use case are the 2D images for CNN-style models. The 2D images are tr

nsformed

from the trouble tickets which are extracted from engineers' work records contained the information about
whether the site dispatch was necessary.

7.10.3.5 KPIs

Classification accuracy: how to accurately make a decision on whether the dispatch is needed. The reference
of this KPI to mentioned use case objectives is to save the OPEX by not sending out the field engineers.

7.10.3.6 Features of use case

Task(s): prediction
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Level of automation: high automation

Method(s):

CNN-style DL model has been applied to classify the trouble ticket records.

7.10.3.7 Threats and vulnerabilities

Lost the opportunity to save the OPEX by sending out their engineer to the field unnecessarily.

7.10.3.8 Challenges and issues

None identified.

7.10.3.9 ]

None iden

7.10.3.10

None iden
7.10.4 W,

7.10.4.1
Wireless ¢

Avoiding g

7.10.4.2

Since almd
and mana

In particu
detected i

A telecom
model and
to train th

frustworthinmess considerations
rified.
Use of standards and standardization opportunities
rified.
ireless network failure prediction (use case 152)

Dbjectives
pore network failure prediction based on Al.

erious wire core network failure before it happens:

Narrative

st all communication services are based.6n the wireless network environment, stable
rement of wireless network is very important.

ar, if the wireless core network canbe closely monitored and the symptom of abnorma
h advance, the survivability of the network will be greatly improved.

company has implemented(@wireless core network failure prediction system using auf
deployed it successfully. The key algorithm is to create an auto-encoder model with LS
b normal traffic. Thetrained model can detect the faulty traffic movement and prohibit t

operation

[lity can be

o-encoder
TM model
he serious

important
ing this in

ion points

network fault pre-actively.

As the 5G market expanded in earnest, stable operation of wireless core networks became more

than ever.|In the wireless core network, the traffic of users flows in a collective form. By monitoj

real time, |t is possible to quickly diagnose the abnormality of the entire network.

Service providers are monitoring the collective wireless user traffic by tapping key connect

between fhe{wireless core network components for monitoring purposes and for accumullating the
monitoring TesUIts:

Accumulated data are provided to the human operators through a specific network management system to
help determine the abnormality of the traffic and the network itself on which it flows.

However, the prediction of anomalies based on empirical knowledge varies widely depending on the person
in terms of prediction accuracy and swiftness of processing. It can be possible for the human operators,
especially not experienced ones, not to recognize a particular symptom which can cause large-scale damage
on the core.

In order to resolve this problem, the telecom company has developed an Al-based wireless core network
failure prediction system. As for the core algorithm, a long-term memory (LSTM) model has been first
investigated among the recurrent neural network (RNN) technology that shows excellent performance
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in detecting patterns occurring in the time axis among deep learning models. It is applied to the legacy
management system to implement and commercialize the function to predict wireless network failure in

advance.

Inside the core engine, it implemented an auto-encoder model based on LSTM model. The auto-encoder
model has been trained by the accumulated wireless core network traffic logs to learn the normal traffic
patterns. The trained model can predict the abnormal traffic before the problem actually happens, so that

serious fai

lure situation can be avoided.

7.10.4.3 Stakeholders and stakeholder considerations

Stakeholders: ISPs operating wireless core network.

Stakehold

7.10.4.4

b1 considerations: predict the abnormality of wireless core network in advance.

Data characteristics

The data fised in this use case are the accumulated wireless core network traffic 16gs; which a

learn the 1

7.10.4.5

Prediction]
use case o

7.10.4.6
Task(s): p1]
Level of ay

Method(s)

7.10.4.7

Missing al
network.

7.10.4.8

None iden

7.10.4.9

None iden

ormal traffic patterns.

KPIs

accuracy: how accurately predict the anomaly situation? The'teference of this KPI to
bjectives is to improve pre-activeness of abnormality detection.

Features of use case
ediction
tomation: high automation

auto-encoder model using LSTM buildingblocks

[hreats and vulnerabilities

1d ignoring a particular symptem which can lead to a serious damage on the whol

Challenges and issues
fified.
[Tustworthiness considerations

rified.

7.10.4.10

Use of standards and standardization opportunities

re used to

mentioned

e wireless

None identified.

7.10.5 Al

performance evaluation of Al-powered messaging bots (use case 176)

7.10.5.1 Objectives

Determine the efficacy of Al messaging bots and automations using another Al to provide a numerical
rating of conversation quality. Includes a middle Al layer to provide targeted analysis of specific issues
in bot automation. Reduces manual time and energy spent monitoring and reading individual automated
conversations. Limited to messaging bot conversations only; not applicable in current stages to human-to-

human int

eractions or automations outside the proprietary messaging ecosystem.

© ISO/IEC 2024 - All rights reserved
97


https://iecnorm.com/api/?name=57105f024116d006975ce0f681dafe91

ISO/IEC TR 24030:2024(en)

7.10.5.2 Narrative

The ubiquity of human-bot interactions is a given and standard part of our lives. Humans are as critical of
human-bot interactions as human-human interactions and are prone to negativity bias. However, because
humans communicate with bots in a very command-like language (for example, “Siri, play Despacito” or
“Directions to the nearest petrol station”), traditional Al conversation quality measurement techniques
using NLP/NLU fail to accurately discern the quality of the human-bot interaction.

The meaningful automated conversation score (MACS) replaces the traditional numerical and statistical
techniques that measure the performance of messaging bots (commonly referred to as chatbots) and
automations.

Additionally reduces the entirety of automation corpora to the subset that contains identifiable and
actionable issues for the purpose of bot Al tuning. Allows bot tuners to focus on targeted conyefsations to
more rapidlly generate improvements/recommendations.

MACS use$ 5 machine learned models, one for each “failure reason” and the score itself.

7.10.5.3 $takeholders and stakeholder considerations
The stakeholders include:

bot de
direct

velopers can assess the MACS rating of the bots they have develeped and take corrective action

ly;

bot tupers can generate recommendations for usage by bot develepers;

— bot managers can assess the MACS rating for all bots depldyed by an organization;

— busing¢ss managers can assess the root cause of customer dissatisfaction with a particular automation
(at thqg intent level);

— end ugers will benefit from the corrective actiondindertaken to improve the MACS of individual bots and
automnjations.

7.10.5.4 DPata characteristics

General: MACS is measured on a discrete scale of “1”, “2” and “3” with “1” denoting a poor experienjce and “3”

denoting 4 great experience.

Source angl variety: the ML maedel has been trained on roughly 5 000 conversations that were classified by

humans. Jonversation datasare'mostly text but can include structured content like menu tables apd images.

Additionally includes conversation metadata and proprietary features like consumer intent, pgresence of

transfer or escalation,

Velocity: ¢onversation consumed by the model is being generated real-time and historically] Data are

currently Ingested; used for computation and stored daily. Visualizations are also updated daily.

Quality: cgnversation data are used in internal stores with full data integrity, with the possible expectation

of outages. Not all metadata fields are applicable to all conversations ([some do not use intent recognition, for
example) but data are not expected to be incorrect or missing.

Protected attributes: model was trained on a subset of data where all personally identifiable information
(PID): names, numbers, were masked for security reasons. Gender, race, religion is not identified or separated
in the data.

7.10.5.5 KPIs
MACS score:

— main KPI of MACS is correlation: the product decision was to focus on being correlated with the human
evaluation of the conversation experience. As a perceived score 1 conversation is a problem conversation.
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MACS failure state:

— precision: how accurately do we identify the reason for failure in the conversation?

— recall: from all the automated conversations with a failure, how many failures did we truly identify?

Model run

time:

— model runs batched, nightly across 3 regional servers for all of the previous day’s closed conversation
data. It scores (and provides all failure reasons) for 600,000 conversations in 45 min.

7.10.5.6 Features of use case

Task(s): ng
Level of ay
Method(s)
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result, mo
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hods: machinelearning, dialogue managementand measurement, naturalanguage unde
hge modelling, dialogue act classification.

s: BERT, XGBoost, RandomForest, gated recurrent unit (GRU).

works: PyTorch, TensorFlow.

pment: JupyterHub, Pachyderm.

hterface).

data are initially extracted in the extraet transform load (ETL) layer. It then runs
- to clean and prepare the data for as model input. The models are then run on the data
Hels can be easily updated (as long as-they continue to use the same features.)

[hreats and vulnerabilities
hses of annotators or biases’based on training data set (of brands willing to share data

a and infrastructure live behind a firewall on the internal private cloud platform. P
 security reasons,and the score and reasons do not directly expose any aspect of the co

rstanding,

yment: Pachyderm and MySQL tables, Conversation Builder (proprietary web-based bt building

through a
input; as a

exist and
ole, as the
I data are
hversation

data, PII or otherwise. It(is)possible the model, if acquired by malicious actors, can be used to backwards

engineer §

7.10.5.8

Limitation

ome masked.conversation text.

Challenges and issues

sdrclude the fact that the model mostly predicts negative failure states and does nof

currently

track impr
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e states to

be discovered or defined; the subset of failure states does not cover all potential failures. Also, the model is
dependent on the conversation text. This Al system currently only support English language conversations,

as the effo

rt to translate and annotate across languages is resource intensive.

Accuracy of the model is useably passable at the aggregate level; which meets the current use case
requirements for pointing out major flaws within bot design.

7.10.5.9 Trustworthiness considerations

Bias mitigation: data for development was sampled from more than 60 accounts to ensure uniformity.
Conversations were annotated by multiple annotators, all of whom were exposed to no more than 10 % of
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the entire data set and were trained on bias identification when annotating. The model itself is not subject to
any bias mitigation efforts.

Ethical and societal concerns: It did not identify any specific concerns in this system.

Explainability: MACS produces two interrelated measures; the score is a measure of consumer experience
and the reasons provide an explanation for a bad score. MACS is annotated in the way it is applied, this use
case has the annotations provide a score and provide an explanation for the score, the data are QA'd by the
expert taxonomists and only data that fits with the defined conceptual relationship between scores and
failure states is used to develop our models.

Human autonomy: the Al provider strictly PII masks all data that are used for development of MACS, the
models cannot be tampered with to retrieve any PII information.

7.10.5.10 Use of standards and standardization opportunities

None identified.
7.11 Insyrance
7.11.1 Allservices for health insurance companies (use case 161)

7.11.1.1 Objectives

This use qase analyses two Al technology providers to healthcareinsurance companies (Germpan health
insurance|company and business intelligence centre for healthcate insurers) and evaluates ethical issues.

Smart infdrmation systems in the insurance industry are used for:
— fraud detection;
— risk management;

— markgqting.

7.11.1.2 Narrative

An estimated 80 % to 85 % of inpSurance companies use smart information systems in 2018. [Data from
various sojurces play a vital role in*helping insurance companies:

— improve claims management;
— improjve claims tracking;
— identify of fraudtilent behaviour;

— conduct fihance and accounting;

— decisibamalking;
— predictive modelling.

The use case focuses on two companies providing Al services to health insurance companies. The cases show
that the ethical issues identified in the literature (such as bias, reliability, discrimination, data governance,
security and privacy, job losses) differ from the issues identified by the two case companies (e.g. trust,
informed consent and responsibility). Transparency and accessibility of data as ethical issues appeared to
be important in both literature and practice.
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7.11.1.3 Stakeholders and stakeholder considerations

Stakeholders: insurance companies, Al service providers, healthcare organisations, health insurance,
customers, patients and clients.

Stakeholder considerations:

Privacy: the most obvious issues when using smart information systems concern privacy.

Trust: health insurance companies are the main clients and it is very important that health insurance

companies trust the Al service provider. Data sharing requests from universities or research are only
honoured with the consent of the health insurer. They are less concerned about the trust of insured
persons, but that follows from the specifics of their functions.
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e
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overnance: there are many questions regarding data governance when usihg smart in
s and smart technologies. The insurance industry currently lacks specifi¢ regulations,
PR.

purces and lack a standard vocabulary. Data problems in healthCare are often perceive
of the volume, complexity and heterogeneity of the data, their'poor mathematical chara

ng. As a result, artificial intelligence can make many falsé assumptions or being disct
aking insurance more expensive for minorities).

ination: as smart information systems becotie”more sophisticated, discriminatior
dictive modelling capacities of artificial intelligence systems constitute a natural
ment of risk inherent in the processes of inSurance ratemaking and pricing. This natu
h can increase the discrimination in thisusé case.

barency: determining which set of variables are the most relevant for the artificial i
is not always easy, because artificial intelligence chooses those completely by itself in g
s experience. But the customerthas a legal right to be informed about the use of this per
5 why it is very important what methods insurance professionals will use to be able t
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t open about their methods to the clients, nor do they think this is relevant.
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sed in thisuse case are the healthcare data of the health insurance customers, patients g
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The improvement of claims tracking.

The accuracy of decision making.

The accuracy of predictive modelling.

7.11.1.6 Features of use case

Task(s): optimization

Level of automation: assistance
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7.11.1.7 Threats and vulnerabilities

Accessibility of data: within the organizational limits required by regulation and security, data are essential
for insurance companies for training and machine learning. The main limitation is accessibility of the data,
because data often exists in different settings and systems, such as administrations, clinics, laboratories,
registers, public and private companies.

Security: adoption of smartinformation systems in the insurance sector raises many barriers and challenges.
When talking about security, authentication is very important. Authentication is understood as the act of
establishing or confirming that claims made by or about a subject are true.

7.11.1.8 Challenges and issues

Job lossesjalthough artificial intelligence and smart information systems have been promiseda$ problem-
solvers, they have also sparked concerns about job losses.

7.11.1.9 Trustworthiness considerations

Assmartinformation systems become more sophisticated, discrimination emerges(The predictivemodelling
capacities|of artificial intelligence systems constitute a natural “fit” to the assesSment of risk inhefrent in the
processes|of insurance ratemaking and pricing. The business strategy of the private company can diverge
from the societal or governmental objectives for (health) insurances with respect to equity and jjustice and
solidarity.

7.11.1.10 Use of standards and standardization opportunities

Guidelined and requirements for transparency: to be able‘to respond fully to customer refjuests for
explanatidn of the reasoning that underlies those determinations of Al methods used.

7.12 Knqwledge management

7.12.1 Whter crystal mapping (use case 77)

7.12.1.1 QObjectives

Similarity|classification of water crystals as a knowledge map.

7.12.1.2 Narrative

Much of tHe earth’s surfage\is covered by water. As was pointed out in the 2020 edition of the Wprld Water
Developmgnt Reportl18l, ehmate change challenges the sustainability of global water resources, so it is
important{to monitor the quality of water to preserve sustainable water resources. Quality of wdter can be
related to [the structure of water crystals, the solid-state of water, so methods to understand watgr crystals
can help tp impreve water quality. The data set provided by an NPO containing 5 007 crystal photos has
been created-as.the first annotated data set of water crystals. Water crystal shapes has been clagsified into
13 categoijies¥A data set containing 20 K crystal photos has been delivered for service production.

7.12.1.3 Stakeholders and stakeholder considerations

The stakeholders include:

Al producer: the organization that develops the Al system for water crystal classification;

county, regions, UN, water-related researchers;

Al subject: citizens;

data provider: the organizations that provided and annotated 5 K water crystal photos.
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The stakeholders’ considerations include the following:

— Al producer considers how to enhance the performance of water crystal classification;

— Al customer considers how to utilize the classification results for water quality analysis.

7.12.1.4 Data characteristics

Source: the water crystals have been provided by an NPO. Crystals were produced from water samples
collected from many countries and sources, with the help of scientists all around the world.

Type: very high-resolution images (5 472 x 3 648 pixels)

Velocity: 1
Variety: in
Variability

Quality: h
7.12.1.5

The main
the w.

the cr

7.12.1.6
Task(s): w
Level of au
Method(s)
Platform:
Topology:
7.12.1.7

None iden

7.12.1.8
The challe]

ai-time i production piase
hage data only
(rate of change): moderate

gh

KPIs
KPIs of this use case include:
iter quality (turbidimetry) that is used for water crystal ranking;

ystal similarity (crystal category) that is used for crystal classification in the water cry

Features of use case
hter crystal similarity ranking and clustering:
tomation: partial automation
deep learning approach and crystal’structure embeddings
migration from server to clustermachine.

distributed

Threats and vulnerabilities

rified.
Challenges.and issues

nges of‘this use case include to use the classification results to enhance the water quali

stal map.

Ly

7.12.1.9

Trustwort

7.12.1.10

rustworthiness considerations

hy machine learning to be evaluated in 2022-2023.

Use of standards and standardization opportunities

The standardization opportunity in Al model generation can be considered in this use case.
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7.12.2 Al system with a digital knowledge centre for utilizing the knowledge in the organization (use

case 187)

7.12.2.1 Objectives

The Al system establishes and uses a digital knowledge centre to utilize knowledge for assisting in the
operation and maintenance of IT services that depend on human knowledges.

7.12.2.2 Narrative

In recent years, as ICT systems have become increasingly complex due to the use of multiple cloud services,
business opportunities can lose due to the longer time it takes to respond to inquiries and conduct

troublesh
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simplj

In kn
amou

oting rrom users.

stem in this use case establishes and utilizes a “digital knowledge centre” that'di
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ce work is carried out to ensure business succession and increase the value 6fIT servig

stem includes the following functions:

ror, simply select from a list of candidates and get an answer right away;

In troyible shooting work, any staff can follow the procedure by simply following the flow with

bd person for the procedure. This Al system can associate@xisting documents with pro
' registering them without organizing them;

wledge maintenance, this Al system efficiently maintains knowledge without analys

and a

1t of response history, as well as understands the'status in real time without manual
alysis.

This Al sy$tem has the following characteristics for establishing and utilizing the digital knowled

— To conpsolidate knowledge: this Al system uses knowledge networking technology for large ¢
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present knowledge extension points without having to look back at work. As a result, it is not necessary
for the skilled staff to manually extract and analyse the enormous records of the inquiry response work
to find insufficient knowledge, and a beginner can increase knowledge by the assistance of the Al system.
This Al system also provides visibility into how knowledge is being used and optimizes the presentation
of extension points.

7.12.2.3 Stakeholders and stakeholder considerations

The stakeholders include:

— Al producer: the organization that develops the Al system and provides the technologies to establish and
utilize the digital knowledge centre;
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maintenance support work;

Al customer: the organization that adopts this Al system to utilize the knowledge for the operation and

Al subject: the staff that are related to the operation and maintenance work. The users who contact the

organization to require the trouble shootings and other operation and maintenance supports.

system for establishing and utilizing the digital knowledge centre.

The stakeholders’ considerations include the following:

data provider: the organization that adopts this Al system and provides the internal documents to the Al

— Al producer considers how to enhance the performance of establishing and maintaining the digital

knowl

edge centre;
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— the workload reduction of the operation and maintenance support work.

7.12.2.6
Task(s): ki

Level of ay

tomer considers the workload and staffing of the operation and maintenance suppoi
ng the Al system, as well as considering the customer satisfaction on the supportwork

provider (Al customer) considers how to collect the internal documents and other u
ately and effectively (e.g. considering what kinds of the documents can be €ransited to
edge centre).

Data characteristics

ised for this use case are the internal documents (includes pdper documents) and t}
Fecords regarding the operation and maintenance supportwork.

e internal data storages, includes the on-promise file servers in the organization and
[vices.

e structured and unstructured text, images of the paper documents.

the organization).
gh.
KPIs

KPIs of this use case includé:

Features of use case
owledgeprocessing and discovery, natural language processing, information retrieval,

tomation: conditional automation

t work by

seful data
the digital

le existing

the cloud

he data and documents are increased daily (e:g: the daily support records and the docunjents daily

curacy and process time on consolidating the knowledge daily increased internal documents;

Method(s)

: Al models for the natural language processing technologies

Platform: cloud services

7.12.2.7 Threats and vulnerabilities

No threats and vulnerabilities identified.
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7.12.2.8 Challenges and issues

The challenges of this use case include:

— to enhance the performance of establishing and maintaining the digital knowledge centre (e.g. the
technologies to process the paper documents);

— to enhance the usability for assisting the operation and maintenance support work.

7.12.2.9 Trustworthiness considerations

This use case did not have the trustworthiness issues on the bias, explainability, controllability, predictability
and transparency.

The impad
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The AI conptract management solution is built on an Al legal core, which includes technology thg

different f{
extracts d

Itis a platfiorm for autematic reading and analysis of legal documents and extraction of data with g

of accurac

t to the support staff are desired to be considered because the Al system can cause unery

Use of standards and standardization opportunities
hrds can be used in this use case include:
indards regarding the document formats;

hindards regarding the exchange and storage format of the supporttrecords.
nl

contract management (use case 120)

Dbjectives

on, automatic data extraction and contract monitoring.

solution that is able to standardize the contract management process, improve the quality
c contracts and claims, and optimize lawyers’ working process and relieve them from rou

Narrative

ypes of documents\into a digital format, replicates natural human-like text recog
hta to automate Business tasks.

.

Based on

The syste

!

e extracted data automatic contract monitoring and execution can be performed.

ployment.

h Al contract management solution for autemating business processes related to docunjents: data

of work on
tine tasks.

t converts
hition and

high level

econtains the following Al contract management features:

structured digital document archive;

contract, order or anything else;

monitoring and control of key contract terms;
creation of all necessary documents: notifications, claims, etc;

auto filling the required enterprise resource planning (ERP) systems with relevant data.
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7.13.1.3 Stakeholders and stakeholder considerations

Stakeholders: procurement department, legal department.

Stakeholder considerations: acceleration and rising quality of legal operations and processes.

7.13.1.4 Data characteristics

Description: different types of documents: contracts, agreements, non-disclosure agreements (NDA), etc.

Source: data warehouses (DW)

Type: structured or unstructured text, images

Velocity: r
Variety: di

Variability

pal-time in production phase
fferent types of source with mostly structured data

(rate of change): moderate

Quality: mjoderate
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o known as sensitivity, the fraction of the total amount of relevant instances that we

also called positive predictive value, the fraction ofbrelevant instances among the|

n is 100 %. The reference of this KPI to méntioned use case objectives is to increase
5sible.

accuracy: output when compared to human expert analysis of the same data.

bletion rate: the performance is-calculated by dividing the number of cases that
successfully by the total number of assigned tasks. The success or failure of a task is sef
bria of each system. The reference of this KPI to mentioned use case objectives is the acc
1 using the Al system.

mize the financial costs and reduce the risk of penalties under the contracts.

improve the effi¢iency of existing manual document processing.

Features 6fuse case

ntractimanagement

e actually

retrieved

satisfaction: the ratio of customer satisfaction when using this system for requests. The

ts ratio as

have been
according
urate task

Level of ay

tomation: high automation

Method(s): optical character recognition (OCR), NLP and knowledge representation, NLU, neural networks,
machine learning, CV

Platform: 40 CPU, 80 GB RAM, SSD ~3,9 TB

7.13.1.7 Threats and vulnerabilities

Security threats, privacy threats.

Usually contracts contain trade secrets, disclosure of which can lead to serious financial losses. For this
reason, the solution operates in a closed client protected form.
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Bias due to changes in requirements on the customer’s end or inappropriate training data.

7.13.1.8 Challenges and issues

Noisy data (variable scan quality).

Working with private data (information security).

Nonlinear

models need significant computational power during the training phase.

7.13.1.9 Trustworthiness considerations
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7.14 Manufacturing

7.14.1 Quality assurance solution based on Al, to detect defects omwind turbines blades (u
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hccurate and efficient solution to detect defects without compromising the detection of i
1d risking a loss in the manufacturer’s reputation;

Narrative

ystem can automatically detect defects in produced wind turbine blades through
on method, which transforms raw.data from the non-destructive ultrasonic testing (U
data based on RGB where deep lTearning-based image recognition can be applied eff
igh coverage (see KPIs) of more than 95 % for various defects, e.g. detecting missing
gn objects, dry glass defects and wrinkle defects. Quality controllers can focus their
regions and disregard all'clean data; humans are only expected to examine the region
pgged as suspicious by the Al system. Since it achieved low split (see KPIs) of less thz
Faluation time for YT\scanning data by 80 %.

can be up to 75.m in length and takes a highly skilled professional quality controller y
ne UT scanning data in the quality assurance process. With 5,000 blades produced every
a saving-ef almost 32 000 person-hours, which translates into significant cost saving
@ lead_‘times, and increased productivity. Today, there is a shortage of ultrasonic
CtorS. This solution means the same inspector can do four to five blades per day inst
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7.14.1.3 Stakeholders and stakeholder considerations

The manufacturer is the customer who wants to enhance the efficiency of the quality assurance process on
wind turbine blades while maintaining the quality level of the products.

The actual users of the solution are quality controllers and inspectors of produced wind turbine blades.

The producer is responsible for deploying an Al system capable of solving the above problem of efficiency.
The provider is responsible for developing an Al system for the solution.

Other stakeholders include utility companies and neighbourhood communities.
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7.14.1.4 Data characteristics

Source: UT scanner

Type: ultrasonic data from scanner vendor

Velocity: batch

Variety: single source

Variability: static

Quality: high

7.14.1.5
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Method(s)
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KPIs

for accuracy): proportion of the defects automatically reported without manual inSpec
b %.

pfficiency): proportion of the regions of the blade that are flagged as suspicious and
spection. The less split, the more efficient the total quality assurance process becomes.

Features of use case

cognition

tomation: partial automation
deep learning

leep neural network

convolutional neural network

[hreats and vulnerabilities

Changes i defects of in-material damage over time.

7.14.1.8

Challenges:

Challenges and issues

Achieve the same level as ultrasonic accredited engineers for detecting critical defects.

Issues:
lack o

how t

F defect.data per defect type;

create good images for deep learning from UT raw data;

tion. Ideal

asking for

back wall detection.

7.14.1.9 Trustworthiness considerations

The solution based on Al, is a mixed technical proposal, human-machine, where the system does not provide
a 100 % of reliability. To resolve to possible lacks robustness and resilience, there is needed additional

processes

of continuous validation (monitoring and retraining) of the system.

Related with the transparency of the system, the explainability of the solution based on Al is achieved across
a causal explanation of their functionality, developed by groups of Al stakeholders related with final user
of the application, such as the controllers of the oversight of the system and quality inspectors, for the goal
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of understanding how the Al system of defect recognition, arrives at its results and to explain the chain of
causal attributions of mechanisms by which the input features are processed to produce the given result.

7.14.1.10

Use of standards and standardization opportunities

Taking into account the level of autonomy of the Al system, the use case implements a mixed scenario between
the Al system and the supporting with oversight of human experts. Both scenarios can be developed, across
the stages of acquire, process and apply. In the particular use case of defect detection in wind turbine blades,
can be identified the following issues and opportunities to be addressed by standardization:

training data sufficiency;

acquire: general issues such as choice of data frequency, establishing bias in input data, minimum size for

— process: general issues such as the criterion for training, criterion for validation, criterion for|retraining
or the[implementation in existing systems;

— apply]general issues such as explainability of results, acceptable output for commercializatign, fail safe
mode of operation against biases, safety, health and environment impact or risk-impact assesgment.

7.14.2 Gé¢nerative design of mechanical parts (use case 15)

7.14.2.1 QObjectives

To help m¢chanical engineers design lighter, strong and better parts.

To create ¢ptimized parts following precise mechanical constraints while enabling cost savings by reducing

the amour]t of material necessary to achieve goals.

7.14.2.2 Narrative

Generative design is an iterative design process that involves a program that generates a certajn number

of outputs that meet certain constraints, and a designer that is possible to fine tune the feasibld region by

changing minimal and maximal values of an interval in which a variable of the program meetq the set of

constraings, in order to reduce or augment thénumber of outputs to choose from.

7.14.2.3 $takeholders and stakeholder considerations

Stakeholdérs: organizations, designers, customers, end users.

Stakeholdér considerations: eempetitiveness, safety, stability.

7.14.2.4 Data characteristics

Because the generative design is one of the design processes and it can be used in various domains, there is

no specifig

dataerdata type that can be identified for the Al system in this use case.

7.14.2.5

KPIs

Typical design criterion's:

— weigh

t reduction: to minimize the part weight respect to previous designs, to be improved;

— mechanical constraints metrics: to use mechanical metrics to obtain strong and maximum strength
parts to be integrated in the final mechanical design.

7.14.2.6 Features of use case

Task(s): optimization

Level of automation: assistance
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Method(s): genetic algorithms, optimization algorithms, generative adversarial networks

Platform: CPU, GPU

7.14.2.7 Threats and vulnerabilities

Highly dependent on engineer input for constraints and requirements.

7.14.2.8 Challenges and issues

Challenges: the engineers using this technology are still desired to know how to define the constraints, start

and end points for the piece.

I[ssues: pidces generated to satisfy a set of constraints can still have design flaws overlooked
misundergtanding by the user.

7.14.2.9 Trustworthiness considerations

Modular design of mechanical engineering requires the highest reliability ratios in the design of
about aspegcts related to the performance efficiency and compatibility or re-usability in different
sections of final designs. Also is relevant the importance of aspects related to the security and accq
over the commercialized product, taking into account issues related to both\trustworthiness char
since early stages of the design.

7.14.2.10 Use of standards and standardization opportunities

Depending on the final development, based on a degree of assistance automation, with supervise
learning aJgorithm based on a greedy neural architecture-search (GNAs), generative adversarial
it is possible to distinguish a scenario where Al acquires more relevance regarding the human
providing fa useful tool to improve design parameters«related to the final performance of the desi
weight andl resilience of the final product.

Taking intp account aspects previously mentioned related to the use case, the following areas ofim
in the desiIFn stages of the product can be defified through the application of standardization proc
product life cycle and pipeline of different ML methods based on Al:

e: general issues such as chpice of data frequency, establishing bias in input data, minimy
ng data sufficiency;

acquiy
traini

bs: general issues suéh as the criterion for training, criterion for validation, criterion for
implementation ifexisting systems;

proce
or the

apply:
and environmenPimpact or risk-impact assessment.

7.14.3 Pgwering remote drilling command centre (use case 36)

because of

the parts,
parts and
untability
acteristics

d machine
networks,
expertise,
on like the

brovement
bss overall

hm size for

retraining

acceptable oitput for commercialization, fail safe mode of operation against biases, safety, health

7.14.3.1 Objectives

Automatic generation of a daily performance report, reduction in overall drilling time, reduction i
loss time and improvement of rig asset management.

7.14.3.2 Narrative

n invisible

It is important for a drilling contractor to monitor rig parameters in real time to optimize operations. The
customer lacked granular insights during drilling and cannot ascertain the root cause of non-productive

time, and manual interpretation of signals led to the failure to notice anomalies, further
performance.
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The Al system extracted and ingested different types of signals from surface and downhole sensors
to perform near real-time processing. More than 170 vital signals every second from each oil rig were
processed by the Al system to provide near real-time insights into drilling operations. This was achieved by
handling data format and data extraction standards, and the Al system provides the flexibility of generating
customized asset utilization reports, thus helping the oilfield engineers to understand the root causes of
non-productive time and better utilize the assets on field. Rig-specific utilization reports, and weekly and
monthly utilization reports, helped to plan drilling operations, improving drilling efficiency.

7.14.3.3 Stakeholders and stakeholder considerations

Stakeholders: customers of oil and gas companies, relevant environmental regulatory and policy making
authorities.

Stakehold

7.14.3.4

er considerations: challenges to accountability and security threats.

Data characteristics

Descriptign: data from an oil and gas rig

Source: dr
Type: timg
Velocity: 2

Variety: m

7.14.3.5

Downtimd
downtime

illing equipment
-series sensor data
,5 billion+ data points each day

achine data

KPIs

: loss time that it is indicated in the lost time ‘of the asset in being idle or off, or
The report generated by the use case recovers KPIs related with the availability of the

utilized time, lost time and their causes.

Overall di
downtime
operationy

7.14.3.6
Task(s): ki
Level of ay

Method(s)

Platform: 4

7.14.3.7

illing time: specific KPI that it indicates the time spent on one drilling job inclu
5. The reference of this KPI to mentioned use case objectives is that the real time vis
gives the operators early warnings to take actions immediately.

Features of use case

owledge processing.and discovery
tomation: conditional automation
utilization'and performance evaluation

ipplication server: 64 GB RAM/ 16 Core / 500 GB HDD; data server: 128 GB RAM/ 16 Core

Threats and vulnerabilities

inplanned
hsset, with

sive of all
bility into

3TBHDD

Challenges to accountability, security threats.

7.14.3.8 Challenges and issues

Compliance of organizations

7.14.3.9 Trustworthiness considerations

The proposed solution addresses different aspects of the trustworthiness in Al systems, related to the
performance efficiency in aspects related to the improvement of availability drilling system and effectiveness
parameters.
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Together with the production process improvements, the provider of the solution remarks important
trustworthiness challenges related to the reliability of the system, accountability or aspects related to the
security of the final solution.

7.14.3.10 Use of standards and standardization opportunities

Depending on the final development, based on premise systems, with conditional automation, it is possible
to distinguish a scenario where Al acquires more relevance regarding the human expertise, providing a
useful tool to improve performance characteristics related with a better performance efficiency of temporal
and resource management of parameter of the final solution. It is possible to distinguish the following areas
of improvement through standardization process:

— acqull‘ﬂ (TDY\DV'Q] 1SSlles C'I'II‘]’\ 23S {‘}'\nl!‘ﬂ an‘ﬂfﬂ F'I"Dq'l'lﬂ“{"}’ ncfn]‘\]lc]‘nng hIQC 110 l“p'l'lf f‘ﬂfﬂ mll’\lm lm SiZe for‘
training data sufficiency;
— process: general issues such as the criterion for training, criterion for validation, criterion for|retraining

or the[implementation in existing systems;

apply{acceptable output for commercialization, fail safe mode of operation against biases, safety, health
and epvironment impact or risk-impact assessment.

7.14.4 Quality improvement of adhesive products, based on Al (use case)37)

7.14.4.1 Objectives

Enhance adhesive quality, performance benchmarking.

7.14.4.2 Narrative

The IoT si
of the sen
process in
deadlines.

bnal intelligence platform provides the ability to have a holistic perspective and undg
itivity of the key parameters affecting output quality and the ability to monitor and ¢
real-time. This would avoid variationsyin yields, build-up of inventories and missed

brstanding
ontrol the
customer

The IoT signal intelligence platform ingested three plus years of process data and sensor data
plant operjations from temperature, rpniytorque and pressure sensors that were strapped on to
mixers. These are the mandatory sensors for the operations. The Al system provider used i

regarding
industrial
ts episode

detection plgorithms (deep learning) to filter signals from noise and specifically identify the contributors

to quality|(anomaly signaturegs)-that can then be used as signals to predict quality. It used its p
N-dimensional Euclidian distarice-based scoring algorithms to normalize and present a unifie
the busingss team. This unified health score provided the process team with a different lens to b
specifically target andadically improve process efficiencies. The Al system provider then ley
sophisticafed ensemble*models to predict potential quality failures, allowing the operations ted
real-time pctions toyeontrol process deviations. The signals identified in the earlier steps proy
explainability tosthe end-user for reasons behind quality deviation.

roprietary
d score to
enchmark,
eraged its
im to take
ide model

7.14.4.3

Stakeholders: Al providers, Al customers or final users as manufactures and producers, relevant

environmental regulatory and policy making authorities.

Stakeholder considerations: competitiveness (respond to and exceed customers’ and c

onsumers’

expectations by providing the best value, quality, service and winning innovations, brands and technologies

to create sustainable value).

7.14.4.4 Data characteristics

This Al system ingested three plus years of process data and sensor data regarding plant operations from

temperature, rpm, torque and pressure sensors that were strapped on to industrial mixers.
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7.14.4.5 KPIs

Accuracy: precision about to what extent has the model been able to predict correctly. The reference of this
KPI to mentioned use case objectives is that provided ability as to % of times the quality complied.

7.14.4.6 Features of use case

Task(s): prediction

Level of automation: conditional automation

Method(s): N-dimensional Euclidian distance-based scoring algorithms

Platform: fpptication server: 64 GB RAM/16 Core/500 GB HDD; dataserver: 128 GB RAM/ 16 Core] 3 TB HDD

7.14.4.7 Threats and vulnerabilities

Challenge$ to accountability, new security threats.

7.14.4.8 Challenges and issues

Patented pgrocess if any, security restrictions.

7.14.4.9 Trustworthiness considerations

The use cdse addresses different aspects of the trustworthiness ifxAl systems, remarking by the Al provider

aspects r¢lated to the sustainability and environmental protection, through the investing irf scientific

research gnd innovation as the way to achieve a sustainablé'model. The purpose to improve the efficiency

performarjce of previous developments, by the provider, through the development of technology blased on Al

is also relgvant.

7.14.4.10 Use of standards and standardization opportunities

Taking info account the development modelhybrid as a mixed of a platform of cloud servicg¢s and IoT

devices, jogined to a relevant degree of autonomy of the Al system of conditional automation. Acdepting the

following ptages of production process, ‘acquire, process and apply, it is possible to identify the next issues

and opporftunities to be addressed bystandardization:

— acquife: general issues such as-choice of data frequency, establishing bias in input data, minimyim size for
trainipg data sufficiency,

— process: general issués such as the criterion for training data, criterion for validation model, citerion for
retraihing or the implementation in existing systems;

— applyqgeneral(issues such as explainability of results, acceptable output for commercializatiqn, fail safe
mode pf opération against biases, safety, health and environment impact or risk impact assespment.
7.14.5 Empoweringautonomousflow meter control- reducing time taken to “proving of meters” (use

case 40)

7.14.5.1 Objectives

Reduce the time taken for trial and error methods to set the variable frequency device (VFD) and flow
control valves (FCV) setpoints.

7.14.5.2 Narrative

With the previous system, the customer used to set VFD and FCV percentages manually to achieve the
desired flow rates using trial and error methods, which usually can take about 3 h to 4 h, with a relevant

© ISO/IEC 2024 - All rights reserved
114


https://iecnorm.com/api/?name=57105f024116d006975ce0f681dafe91

ISO/IEC TR 24030:2024(en)

lost time. The efficiency of proving the meters was very low, and improvement was necessary to remove
any possible outlier in reading, as it was time-consuming. Through of the present use case, Cerebra module
is integrated within the system, taking into account considerations of the flow of fluid. The customer can
choose between the available options of a high flow rate, low flow rate or multi-viscous flow. Then, with
the master meter in the loop of testing, the meter from the field is introduced to analyse and to quantify
previous outliers and then prove the system by a more efficiently manner.

Since it takes some time to get the exact VFD and FCV percentage values, to achieve the desired flow rate,
Cerebra’s prognostics engine is integrated into the system.

Based on machine learning algorithms, the data models for the VFD and FCV percentages are used to predict
the values to be chosen, with an accuracy around of 98 %. Since the system is a closed-loop, these predicted-
values are automatically registered on the valves’ monitors, and at the end only requires small tweaking to
complete the operational process, thus reducing human labour.

7.14.5.3 $takeholders and stakeholder considerations

Stakeholders: Al providers, Al customers or final users as manufacturing industries, relevant environmental
regulatory and policy making authorities.

Stakeholdér considerations: competitiveness and stability.

7.14.5.4 DPata characteristics

This Al syptem ingested three plus years of process data and sensor’data regarding plant operafions from
temperatyre, rpm, torque and pressure sensors that are used to sét the variable frequency device|(VFD) and
flow contrjol valves (FCV) setpoints.

7.14.5.5 KPIs

Accuracy:|the accuracy of the predictive model is very*highest achieving values around 98 %, extending to
the setpoints to obtain predicted the values.

Reduction|in calibration time: the amount of tinte saved from manually setting the calibration.

7.14.5.6 Features of use case

Task(s): prjediction

Level of aytomation: conditional automation

Method(s)} random forestprediction, one hot encoding, cross validation, normalization

Platform: gpplicationrserver: 64 GB RAM/ 16 Core / 500 GB HDD; data server: 128 GB RAM/ 16 Core} 3 TB HDD

7.14.5.7 Threatsand vulnerabilities

Challenge$ te*accountability, security threats

7.14.5.8 Challenges and issues

None identified.

7.14.5.9 Trustworthiness considerations

The use case addresses different aspects of the trustworthiness in Al systems, remarking by the Al provider
aspects related to the sustainability and environmental protection, through the investing in scientific
research and innovation as the way to achieve a sustainable model.
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A relevant purpose is to improve the efficiency performance of previous developments, by the provider,
through the development of technology based on Al, and aspects related with a predictive maintainability
of the systems and operational calibrations across the use specific modules to achieve flow rates saving lost
time and automation of tasks. Taking into account challenges related with the security of the system but also

the accountability of the final customers and providers with the responsible use of the technology.

7.14.5.10

Use of standards and standardization opportunities

According to the level of autonomy of the Al system of conditional automation, it is a typical scenario with a
high degree of automation based on Al.

In this particular use case of improvement of performance efficiency of the smart-sensor, the following issues

and oppor

unities can bhe identified tohe addressed hy cfnnr]arﬂivafinn, ananr’]ing ofthe npnvofi

nal stage:

acquit
traini

proce
or the

apply:
mode

7.14.6 Improvement of productivity of semiconductor manufacturing (use case 82)

7.14.6.1
Analysis o

Cost redud

7.14.6.2

In modert

However, it is difficult even for skilled engineers to promptly achieve the improvements by means

analysis b
semicondy
records of

ff data taken from production equipment and improvement of productivity based on the

e: general issues such as choice of data frequency, establishing bias in input data, mihim{
g data sufficiency;

bs: general issues such as the criterion for training, criterion for validation, eriterion for
implementation in existing systems;

general issues such as explainability of results, acceptable output far<commercializatid
of operation against biases, safety, health and environment impaet or risk impact asses

Dbjectives

tion of semiconductor manufacturing.

Narrative

semiconductor manufacturing, a huge amount of data is gathered and used to impr

ecause of the complexity of the'production process and the scale of the data. In operat
ctor factory, where more than five thousand pieces of equipment are running, and t
data are created daily;-itis difficult to secure enough engineers to resolve the prol

hm size for

retraining

n, fail safe
sment.

analysis.

bve yields.
of manual
ons in the
wo billion
blems that

arise duripg production. This use case tackled the issue with Al technology including machine learning. The

endeavoul
data analy]

This use c

— Suppart for ardalysis of cause of failure based on wafer map patterns: at the final stage of sem

manu

resulted in an improvement in productivity through stable quality based on semi-
Sis.

hse consistswofithe following themes:

facturing, each chip on a wafer is tested and a pattern of the failed chips distributed on

is pro

of manufacturing devices The analysis is supported by the following four technologies: |

HucCed! Analysis of the cause of failure is carried out based on the pattern and the histot

hutomated

conductor
the wafer
y of usage

— clustering of wafer map patterns: clustering of the wafer map patterns is carried outin order to grasp
an overview of the occurrence of the failure. Because there are 200 thousand wafers per month, a
fast-clustering algorithm is required to promptly provide information to engineers. Making use of
scalable k-means++, the clustering process is 72,5 times faster than the previous method.

cause estimation based on pattern mining: if failure of a particular manufacturing device frequently

occurs in the history of a wafer belonging to a wafer map cluster and failure of the device seldom
occurs in the history of other wafers, then the device is likely to be the cause of the failure. The
candidates for the cause of the failure and their likelihoods are calculated based on the number of
occurrences of the combinations of the devices promptly counted by a pattern mining algorithm FP-
Growth and ranking through chi-squared test.
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— wafer map classification based on CNN: a wafer map is classified into registered typical wafer maps
in order to monitor the recurrence of the failure. The classification accuracy (F1 score) with SVM

w

as 0,898. Making use of CNN, the accuracy is improved to 0,95.

web portal for yield analysis: the information provided by the above technologies is shown in a

web portal. The portal has improved the automatic classification of scanning electron microscope
(verage analysis time from 6 h to 2 h.

— Automatic classification of scanning electron microscope (SEM) images of defects: Tests of wafers are
carried out not only at the final stage of the production but also between processes, where the result of
the previous processes is checked. One of the tests is classification of images of microscopic aspects of
the defects observed by SEM. Thirty thousand images are taken daily. It is an important test because
the class of a defect can provide valuable insight for cause estimation. Previously, the classification was

carrie
huma
the ny
automn

— Analy
of a g
quick
manu
time 0
thant
for da
value

suppo
the av]

7.14.6.3
Stakehold
Stakehold

Business d

7.14.6.4

This use

manufacty
23 600 att
built, with

Source: dé

Variety: th

d out semi-automatically by an engineer with a tool with classification function. Ho
h workload was relatively high because the tool’s ability was quite limited. Making u
mber of defect categories that are automatically classifiable has dramatically irfcrease
ation ratio is 83 %, improved from 49 %.

5is of cause of variation of quality characteristic value: In this use case, the:cause of the
uality characteristic value is identified and the yield is maintained, by countermea
identification, various data including process parameters and sernsor measuremer
facturing device are stored in a database. Therefore, the number of attributes becomes h
f the completion of production. It is not uncommon for the numbey of attributes to be my
he number of products to be analysed, sometimes by several grders. Making use of Lasso

has been built, with automatic feature selection. Engineers’ cause identification task
rted by a network diagram that visualizes the causalstructure of the selected features. 4
erage analysis time is improved to one day from séven days.

btakeholders and stakeholder considerations
ers: Al producers related with semiconductor manufacturing companies.
br's considerations: competitive edge'based on manufacturing cost reduction.

ontinuity based on the fewer number of required data scientists.

Data characteristics

rase uses the various‘data including process parameters and sensor measuremen
ring device are stored in an internal database. Making use of Lasso regression for
ributes and 303 products, a regression model predicting a quality characteristic valu
automatic feature selection.

tected by manufacturing devices.

e structured data.

wever, the
se of CNN,
H. Now the

e variation
sures. For
ts from a
uge by the
ch greater
regression

Fa with 23 600 attributes and 303 products, a regression mhodel predicting a quality chajracteristic

s are also
\s aresult,

ts from a
data with
b has been

Velocity: t

e data are increased daily:

Quality: high.

7.14.6.5 KPIs

Accuracy of wafer map classification: how accurately the recurrence of a failure is detected?

Time to identify the cause of failure: how quickly the cause of a failure is identified?

Accuracy of defect classification: how accurately the defect SEM images are classified?
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Accuracy of feature selection: how accurately important features to quality characteristic values are

selected?

7.14.6.6 Features of use case

Task(s): re

cognition, prediction, optimization, interactivity, recommendation

Level of automation: partial automation

Method(s):

clustering, pattern mining, CNN, web portal, Lasso regression

Platform: PC cluster with GPU

7.14.6.7
Delay of th

Delay of cc

7.14.6.8
Guarantesd

Automatia

7.14.6.9

The use cq
of efficien
ML algorit
main impi

save prodyiction costs.

Other rele
responsib

7.14.6.10

According
algorithm
scenario W
of acquire
improvem

acquiy
traini

[hreats and vulnerabilities
e analysis tasks caused by inaccurate Al outputs.

untermeasure deployment caused by the fact that the physical model of a failore is unk

Challenges and issues
of the correctness of analysis by Al.

physical model building for a failure.

[rustworthiness considerations

se addresses different aspects of the trustworthiness in Al systems related with the im
y performance of manufacturing processes based oh the implementation of different me
hms to analyse images for validate and verified the quality parameters of semicondy
ovement addresses productivity and robustuness issues, trying to implement this impr(

vant challenges acquired with the fisial client include accountability, security or reliab
e use and commercialization of the\technology.

Use of standards and standardization opportunities

to the information provider, the use case has a medium degree of automation, with

Fith processing based on Al under the expert human oversight. Disguising the operatid
process and apply in the manufacturing process, it is possible to identify the followir
ent across standardization methods:

e: generalyissues such as choice of data frequency, establishing bias in input data, minimy

proce

nown.

brovement
pthods and
ctors. The
vement to

ility and a

use of ML

5 like CNN or pattern recognition with clustering methods for image treatment, drawipg a mixed

nal stages
1g areas of

hm size for

g data-sufficiency and specific issues as standardization data formats of manufacturinig devices;

bsi.géneral issues such as the criterion for training, criterion for validation, criterion for

retraining

or the

1mplementat10n In existing systems;

apply: general issues such as explainability of results, acceptable output for commercialization, fail safe

mode of operation against biases, safety, health and environment impact or risk-impact assessment.
Also specific issues related with the standardization of results and outputs related with manufacturing
devices.
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decryption of magnetograms (use case 104)

7.14.7.1 Objectives

0il and gas transportation. Al system to quickly identify defects during the quality assurance process on a
field pipeline.

Detection of internal defects (e.g. pits, ulcers).

Detection of structural elements (e.g. welds, bends).

7.14.7.2 Narrative

A solution

In the ter
productio
pits, ulcer

There are
robots are

Automatid
process by

7.14.7.3

Stakehold
policy mal

Stakehold

7.14.7.4

Fitory of the Russian Federation, there are tens of thousands of kilometres ofjsmal
1 pipelines under varying degrees of condition facing varying numbers of ifiternal d
) and structural elements (e.g. welds, bends).

in-tube flaw detectors that allow the signal from the magnetometer, senisors to be r
not widely used due to the speed of data interpretation.

n of the recognition of structural elements and defects would reduce the pipeline d
at least 160 x.

btakeholders and stakeholder considerations

ers: Al customers of oil and gas manufacturing companies, relevant environmental regu
king authorities.

er considerations: decision speed

Data characteristics

Descriptign: data from 64 robot sensors

Source: fl3
Type: raw
Volume (si
Velocity: b
Variety: di
Variability

Quality: lo

w detector

data, transformed into «sv

ze): 60 GB

atch

fferent source
(ratesofichange): static

W,

has been developed that allows for the detection of internal defects and structural elements.

diameter
efects (e.g.

bad. These

iagnostics

latory and

7.14.7.5 KPIs

Coverage for welds detection: detection accuracy’s ideal target is 95 %. The reference of this KPI to
mentioned use case objectives is to improve accuracy.

Coverage for defects detection: detection accuracy’s ideal target is 100 % with 50 % defect depth. Target
is 90 % with 30 % defect depth. The reference of this KPI to mentioned use case objectives is to improve

accuracy.

7.14.7.6 Features of use case

Task(s): re

cognition
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Level of automation: conditional automation

Method(s):

machine learning, classic computer vision

Platform: flaw detector

Topology: trees, random forest

7.14.7.7 Threats and vulnerabilities

Condition of the flaw detector

7.14.7.8

Challenges and issues

To achievs

To reduce

7.14.7.9

There are
solution. A
the maintz

Also are r¢
into accoy
responsib

7.14.7.10

According|
algorithm
following

acquit
traini

proce
or the

apply:
mode

7.14.8 Analysing and'predicting acid treatment effectiveness of bottom hole zone (use case

7.14.8.1

high level accuracy in recognizing defects and welds.

the processing time of magnetograms.

[Tustworthiness considerations

addressed different quality characteristics related with the trustworthiness of the im
spects as the improvement of efficiency performance about the ¢apacity or time behay
linability and coverages of the solution are developed by the provider of the solution.

levant environmental challenges acquired to be proactive-to-possible environmental ri
nt trustworthiness issues as the accountability, security or reliability of the compa
e application of the technology to avoid possible envirénmental disaster related with o

Use of standards and standardization opportunities

to the information provider, the use case has a medium degree of automation, with

mprovement areas across the standardization:

e: general issues such as choice of ddta frequency, establishing bias in input data, minimy
g data sufficiency;

5s: general issues such as theeriterion for training, criterion for validation, criterion for
implementation in exisfing systems;

general issues such. as explainability of results, acceptable output for commercializatig
of operation against biases, safety, health and environment impact or risk-impact asses

Dbjeectives

Mining of

plemented
iour about

bks, taking
ny with a
1 spills.

use of ML

5 based on tree decision and random forest/and a hybrid architecture. It is possible to iflentify the

hm size for

retraining

n, fail safe
sment.

110)

piland gas; digital assistant for analysing and predicting the effectiveness of acid tre

htments of

the bottom hole zone.

Predict the effectiveness of acid treatments of the bottom hole zone

7.14.8.2 Narrative

Predict the effectiveness of acid treatments on the bottom hole zone.

Currently, a long and subjective selection of candidate wells for acid treatments is being carried out.

An application with mathematical models for automating statistical analyses and predicting the
technological and economic efficiency of acid treatments of the bottom hole zone of the well in the form of

additional

oil and well production.
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The ranking of wells according to the degree of effectiveness of acid treatment of the bottom hole zone.

Determining the significance of various factors on the regression model for the field.

The goal is a convergence of the obtained forecast of the mathematical model with historical data of atleast 80 %.

7.14.8.3 Stakeholders and stakeholder considerations

Stakeholder: Al customers of oil and gas manufacturing companies, relevant environmental regulatory and
policy making authorities.

7.14.8.4 Data characteristics

Descriptio|r1: data from different well sensors

Type: stru
Volume (si
Velocity: r
Variety: d
Variability
Quality: p
7.14.8.5

Coefficien
use case o

7.14.8.6
Task(s): py
Level of au
Topology:
7.14.8.7

None iden

7.14.8.8

To achievd

ctured data, .csv

ze): 100 MB

pal time

fferent source

(rate of change): static

psition updates can be incomplete

KPIs

F of determination: prediction accuracy’s ideal targét is 0,9. The reference of this KPI to
bjectives is the prediction of future outcomes:

Features of use case
ediction
tomation: assistance

trees, random forest, boosting

Threats and vulnerabilities

ified.
Challengés and issues

highrlevel accuracy of prediction efficiency of acid treatments

mentioned

7.14.8.9 °

rustworthimessconsiderations

There are addressed different quality characteristics related with the trustworthiness of the implemented
solution. Aspects as the improvement of efficiency performance about the capacity or resource utilization
with the target to achieve prediction improvements in implemented treatments.

Also are relevant environmental challenges acquired to be proactive to possible environmental risks, taking
into account trustworthiness issues as the accountability, security or reliability of the company with a
responsible application of the technology to avoid environmental disasters.
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Use of standards and standardization opportunities

The use case application presents a hybrid architecture model, with an automation degree of assistance,
and with an acquisition and processing pipeline where there are recovered lithographic parameters to be
processed by ML algorithms based on trees decisions and random forest. This scenario can provide the
following areas of improvement through the application of standardization processes:

— acquire: general issues such as choice of data frequency, establishing bias in input data, minimum size for
training data sufficiency;

or the

implementation in existing systems;

process: general issues such as the criterion for training, criterion for validation, criterion for retraining

apply:
mode

TETerdt ISSUES SUCIT a5 expiaimabitity of Tesults, acceptablie output for commerciatizatig
of operation against biases, safety, health and environment impact or risk-impact asses

7.14.9 Aytomatic classification tool for full size core (use case 112)

7.14.9.1

Oil and gz
core imag

Classificat]
Classificat]
Classificat]

Classificat]

7.14.9.2

A solution
inan 80 %

To describ
with travg
of expertg
degradati
typing tim

7.14.9.3

Stakehold
policy mal

Stakehold

Dbjectives

s exploration, classification of rock types, oil saturation, carbonate*and fracture ac
PS.

ion of rock types.
ion of oil saturation.
ion of carbonate.

ion of fracture according to the core.

Narrative

has been developed that allows for the classification of rock types into four classes. Th
reduction in core image analysis.

e the core of an exploratory well, three specialists are allocated for a period of up to {
| expenses. The results of/the description are subjective and can contain conflicting
. Automation of the progess of classifying rock types, saturation, carbonate and
dn by daylight and ultraviolet images using machine learning mechanisms can reduce th
e to three days.

ptakeholders.and stakeholder considerations

brs: Al customers of oil and gas manufacturing companies, relevant environmental regu
cing authorities.

br‘eOnsiderations: decision speed

n, fail safe
sment.

rording to

s resulted

wo weeks

positions
rock layer
e lithotype

latory and

7.14.9.4 Data characteristics

Description: DL and UV core photos

Source: UT scanning instrument

Type: photo

Volume (size): 50 GB

Velocity: batch

Variety: si

ngle source
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Variability (rate of change): static

Quality: middle

7.14.9.5 KPIs

Coverage: rock type accuracy’s ideal target is 80 %. The reference of this KPI to mentioned use case

objectives

is to improve accuracy.

Splits: detection of splits in the rock with an accuracy of 2 cm. The reference of this KPI to mentioned use
case objectives is to improve efficiency.

7.14.9.6

~
Leatures nf LSe CaASe

Task(s): ref
Level of au
Method(s)
Platform:

Topology:

7.14.9.7

Quality of

7.14.9.8
To achieve

To minimi
core imagy(

7.14.9.9

There are
solution. A
with the t:

Also are r¢
into accoy
responsib

7.14.9.10

cognition

tomation: assistance

machine learning, classic computer vision
Camera

trees, random forest

[hreats and vulnerabilities

images received from special equipment.

Challenges and issues
the same level of accuracy of recognition ofirock types as lithologist experts.

ze the set of laboratory tests due to vistial recognition of rock types and their param
S,

[Tustworthiness considerations

addressed different quality characteristics related with the trustworthiness of the im
spects as the improvement of efficiency performance about the capacity or resource
rget to achieve prediction improvements in implemented treatments.

levant environmental challenges acquired to be proactive to possible environmental ri
nt trustworthiness issues as the accountability, security or reliability of the compa3
e applicatjen-of the technology to avoid environmental disasters.

Use of standards and standardization opportunities

According|

bters from

plemented
utilization

bks, taking
ny with a

a level of

te‘the information provided, the use case presents a low degree of automation with

assistance develop in a hybrid architecture, where UT scanning instrumentation, provide information
to be acquired, processing and applied, permitting identify the following areas of improvement across
standardization processes:

— acquire: general issues such as choice of data frequency, establishing bias in input data, minimum size for
training data sufficiency;

or the

implementation in existing systems;

process: general issues such as the criterion for training, criterion for validation, criterion for retraining

apply: general issues such as explainability of results, acceptable output for commercialization, fail safe

mode of operation against biases, safety, health and environment impact or risk-impact assessment.
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7.14.10Collaborative Al to assist workers with production and assembly in factories (use case 179)

7.14.10.1

Objectives

To create autonomous, dexterous and market-oriented robot prototypes that provide new ways of

automatin

g the manufacturing and processing of flexible and deformable materials.

The system can map and recognize the environment, as well as selected key objects.

Objects ca

n be tracked for the duration of their lifetime.

Workers can control the robot using a predefined set of gestures.

7.14.10.2

Robotic h3
repetitive
assembly
and track
partners

assembly,
of flexible
facilitating
and repur

7.14.10.3

Workers a
as well as

Indirectly,
cutting do
profitabili

7.14.10.4

Data sour
proceduré
data of thg
control ge

Several us

handl

}nes. The robotis necessary to detect key objects in conveyor belts or other types of assd

[ industrial facilities are expected to be directly benefited from the system, by reducing

packing of poulttizpieces;

Narrative

nds are expected to be used in the production chain to assist workers in routine tasks, g
processes such as product inspection, assembly, sorting, or distribution in (Conveyor

ach object for the duration of the assembly process. Different use casesyare proposed
uring development to perform tasks like: packing of poultry pieces, handling pillo
mproving manual bagging of insoles, assisting in the assembly of blowing machines, an
circuit components. The system can be controlled by operators using static and dynami
b collaboration between them. The robots are designed so thatthey can be easily repr
bosed for different scenarios.

Stakeholders and stakeholder considerations

Lhe risk of workplace hazards.

everyone in the company benefits as the system is necessary to have an impact on ef
wn on processing and production times;altimately improving the company’s competitiy

Ly.
Data characteristics

e: the different beneficiary-partners involved in the project, will provide videos of thei
s and key objects to traimand test the system. They will also provide the system with
ir processes that the system is designed to process, analyse, understand and act upon
btures to interact with the robot.

e cases have initially been proposed for the design and development of the system:

ng pillows during assembly;

improitig'manual bagging of insoles;

erforming
belts and
mbly lines
by project
ws during
d handling
C gestures,
pgrammed

workload

iciency by
reness and

r facilities,
real-time
as well as

assisting in the assembly of blowing machines;

handling of flexible circuit components.

Additional data include output from the system sensors to provide information about the robotic hand’s
eight degrees of freedom (translation and rotation in x, y and z, as well as pan and tilt coordinates).

Data varieties: unstructured data from day-to-day operations; semi-structured data from control gestures;
and structured data from the system sensors.

Data velocity: once deployed in production, the system will receive data and react to it in real time.
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KPIs

Environment reconstruction: 3D reconstruction with an error < = 0,5 cm.

Object detection and characterization: detection over 95 % for all objects / Surface reconstruction with
error < = 0,5 cm.

Predictive

tracking: MOTA over 95 %.

Non-verbal communication: Static and dynamic gesture detection rate over 95 %.

ected to a

the robot)

h) process,

7.14.10.6 Features of use case

Task(s): refcognition, crassification, Mapping, Tracking, Controt

Level of aytomation: assistance

Method(s)f Computer vision, deep learning, image processing, control

Platform: [robotic hand, sensors and a central processing unit equipped with-one or severall graphics
processing unit(s) (GPU) and a set of algorithm libraries to process the information.
Topology:|on-site system consisting of a robotic hand with a set of sensors,and actuators conn
central unft. Cloud-based federated knowledge base.

7.14.10.7 Threats and vulnerabilities

System malfunction

Unforeseeh events (e.g. detection of unknown objects, objects‘or workers crossing the trajectory of
Security threats

7.14.10.8 Challenges and issues

Operation|errors caused by wrong or incomplete definitions of either the assembly (or productio
or the work environment on premises.

Sensor acd

Errors deq

7.14.10.9

Robotic ha
systems h
the sustai
the higheg
behaviour]

uracy errors.

ived from human interactions with the system.

Trustworthiness considerations

nds are on¢of the most relevant applications of Al in manufacturing sectors. This use
ghlightssignificative trustworthiness issues that are desired to be developed, in ordef
hability~of the model development as the user controllability of the systems, but also
t degree of autonomy with highest ratios of performance efficiency, in aspects related

case of Al
to ensure
to achieve
with time

¢dpacity and resource utilization.

Scenarios combining machines with highest degree of autonomy together with the oversight of human
external agents suppose an important challenge from the point of view of security and safety in order to
ensure the robustness of the equipment but also the integrity of line operators. Also there are relevant
aspects related with the maintainability of the system such as the repairability and reusability that can be
addressed with a modular design to be able to achieve highest levels of trustworthiness Al systems and also
assuring the sustainability of the development model.

7.14.10.10

Use of standards and standardization opportunities

The use case is a typical smart-manufacturing application, where it is possible to distinguish a mixed
scenario with human external oversight over machines with highest degree of conditional automation. The
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use case presents a hybrid architecture, where it is possible to distinguish the following standardization
opportunities across the life cycle and acquisition pipeline of the application:

— acquire: general issues such as creation of benchmark data set, choice of data frequency and
synchronization of acquisition, establishing bias in input data, minimum size for training data sufficiency;

or the

implementation in existing systems;

process: general issues such as the criterion for training, criterion for validation, criterion for retraining

apply: general issues such as explainability of results, acceptable output for commercialization, fail safe

mode of operation against biases, safety, health and environment impact or risk-impact assessment,
standardization events, fault and error code types.

7.15 Media and entertainment

7.15.1 Vi

7.15.1.1
Predictive
The goals
— proce

fault ¢

fault n

proce

7.15.1.2

An E2E pl
useful rec

The fault
engine pr¢

— thec
the c
there

there

produltive interaction between the fault prediction and recovery recommendation engines fo1

I

eo on demand publishing intelligence platform (use case 58)

Dbjectives

maintenance platform for a video on demand content preparation process.
pf the project are:

s fault comprehension;

rediction;

ecovery through a recommendation engine;

bS maintenance.

Narrative

atform was developed in order totachieve accurate fault prediction with machine lez
bvery action recommendation,using Reinforcement Learning.

rediction engine allows to&imulation of the outcome of a process instance. The machin
dicts the outcome using:

rent state of the target applications;
rent state of the/target IT systems;
Cent state©fthe target applications (20 min);

cent state of the target IT systems (20 min).

" proactive

rning and

e learning

iables can

The ML m

pdels give insights on the most important variables in predicting the outcome. These va

point directly to the error cause or be related to it.

The recovery recommendation engine is able to:

— useth

e ML models to find a data-driven optimal action;

— incorporate user feedback to add custom actions;

— incorporate user feedback in order to further improve its recommendation strategy.

Model- and user-defined actions challenge each other in order to provide the current best action. User
feedback is incorporated in a reinforcement learning fashion.
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7.15.1.3 Stakeholders and stakeholder considerations

Stakeholders: the factory, predictive maintenance platform developers, maintenance staff.

Stakeholders considerations: the maintenance staff consider reducing the cost of the fault recovery, accurate
fault prediction, ML engine processing time.

7.15.1.4 Data characteristics

Description: the data used in this use case include current and recent (20 min) state of applications and IT
systems, user feedback.

Source: ap

7.15.1.5

plications and IT systems.

KPIs

Error frequency: error frequency to be reduced. The reference of this KPI to mentioned(use case

is product
process m

Lateness:
objectives
proactive

Model AU
use case o

User feedl
mentioned

7.15.1.6

Task(s): t
yields a f.
the latter

the recom|
feedback,

Level of ay
Method(s)
Platform:

Topology:
applicatio

7.15.1.7

ive interaction between the fault prediction and recovery recommendation-engines for
hintenance.

humber of time-consuming tasks to be reduced. The reference of this\KPI to mentione
is productive interaction between the fault prediction and recovery recommendation ¢
process maintenance.

[: KPI to monitor the classification quality of the models./The reference of this KPI to
bjectives is fault prediction.

pack: user feedback is used to tune the recommendation engine. The reference of t
use case objectives is fault recovery through a reeommendation engine.

Features of use case

fault prediction engine and the fault recovery recommendation engine work in synerg

It probability based on the currentiand recent state of applications and IT systems,
with a recommended recovery action. This action is challenged by other user-defined
Imendation engine. The platformysuggests the winning action to the user. The user caj
hllowing the recommendation engine to improve in a reinforcement learning fashion.

tomation: high automation
random forest, vaciable importance evaluation, reinforcement learning.
irtual machines

machine{learning, reinforcement learning, recommendation engine, environme
1 log, next/best action, process mining.

[hreats and vulnerabilities

objectives
proactive

d use case
ngines for

mentioned

his KPI to

y: the first
providing
actions in
then give

ntal logs,

None identified.

7.15.1.8 Challenges and issues

The machine learning engine processing time had to be very short.

7.15.1.9 Trustworthiness considerations

None identified.
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Use of standards and standardization opportunities

None identified.

7.15.2 Al system for promoting DX in customer attraction services at a museum (use case 178)

7.15.2.1 Objectives

To promote digital transformation (DX) with improved productivity and added value in customer attraction
services at a museum by introducing Al technologies.

7.15.2.2 Narrative

The muse|I1m installed dedicated terminals and distributed IC cards or QR codes to visitors far in

collecting
entrance,
utilizes it {

questionnaires with visitor’s IDs and recommending through visitors touching-their ¢
bach exhibition booth and the exit. It constantly collects big data generated at¢he’servi
o improve the productivity and added value of its customer attraction services.

feractively
ard at the
e site and

In addition to the features such as “Al vending machine” or digital signage and interaction with visitors, the
Al system [an learn from the big data the structure among key goal indicators (KGIs), KPIs and key|factors for
success (KFSs) in terms of a Bayesian network, which can be used for DX of the customer attractiop services.
It can alsd analyse and visualize the big data for science communicator$ and managers, respedtively. For
example, if can execute clustering of the visitors based on their actual routés and questionnaires. As a result,
science communicators and managers improve their navigation skill-and the contents in the musdum.
7.15.2.3 $takeholders and stakeholder considerations

Visitors ag both customers of the museum service and Al eustomers.

Science c:[nmunicators (museum staff) as both providers of the museum service and Al customers.
Museum npanagers as both providers of the museuht service and Al customers.

Al research centre of a national institute as bgth Al producer and Al provider.

7.15.2.4 Data characteristics

Source: vigitors via their moves inside the museum, interactions with the Al system (“Al vending machine”
componenjt) and questionnaires.

Variety: dtructured (tracking visitor’s feedback data) and unstructured data (evaluation flata from
stakeholdgrs).

Velocity: data can b€ real-time when the museum is open.

Variability: whatdata to collect and its format can be changed when the overall DX process is reviewed.
Quality: high‘ehough

Protected attributes: collected data are anonymous.

7.15.2.5 KPIs

Effectiveness for DX: how effective the Al system’s outputs can be used for promoting DX.

Visitor sat

isfaction: customer experience with the Al system’s interaction with visitors.

7.15.2.6 Features of use case

Task(s): interactivity, recommendation and probabilistic inference

© ISO/IEC 2024 - All rights reserved
128


https://iecnorm.com/api/?name=57105f024116d006975ce0f681dafe91

ISO/IEC TR 24030:2024(en)

Level of automation: assistance

Method(s): Bayesian network, probabilistic latent semantic analysis. Human computer interaction,
information recommendation using user models.

Platform: servers for running Al programs and storing data. On-site system for taking care of interaction
with visitors.

Topology: network of servers and on-site system

7.15.2.7 Threats and vulnerabilities

None identified.

7.15.2.8 Challenges and issues

Since the ¢verall DX process is continual improvement, what data to collect and analysé and its format are
under perjodic review and subject to change.

7.15.2.9 Trustworthiness considerations

There are|some concerns on the part of interaction with visitors, such as(inappropriate recommendation
due to podr user estimation.

7.15.2.10 Use of standards and standardization opportunities

Al for facilitating multi-stakeholder processes.
7.16 Public sector
7.16.1 Alideally matches children to daycare centres (use case 7)

7.16.1.1 Objectives
Assignment pattern that satisfies applicants' complex requirements.

To automgtically determine the assignment pattern that is expected to fulfil the preferences qf as many
applicants as possible.

7.16.1.2 Narrative

The numbler of children‘on daycare centre waiting lists has becomes a social issue. Matching ghildren to
daycare cgntres while accommodating each family's preferences is time- and labour-intensivg for local
governmepts.

The basic [goal of daycare admissions screening is to satisfy the preferences of applicants according to the
priority r nking of children in consideration of the number of plm‘pc in each dnyr‘m‘p centre In addition,
each local government can incorporate more complex requirements, such as applicants who want their
siblings assigned to the same daycare centre and who want siblings assigned in the same period, in order to
increase the satisfaction of applicants. Saitama city government has eight requirements concerning sibling
admissions as well as the timing of the siblings’ admissions. The screening rule thus became more complex,
and consequently there are cases where multiple assignment patterns can fulfil the rule or no patterns fulfil
the rule. This means the city officials are required to take a long time to carefully determine the assignment
of applicants to be absolutely sure that the relevant rules have been correctly fulfilled.

This Al system has made it possible to match children to daycare centres, meeting as many preferences as
possible, following a priority ranking. This is done by modelling the dependency relationships of complex
requirements, including parents who prioritize siblings going to the same daycare centre, or parents who
do not mind if their children go to different daycare centres as long as both children get a seat, using a
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mathematical model based on game theory, which rationally resolves the relationships between people
having differing values. When this technology was evaluated using anonymized data from about eight
thousand children in the city of Saitama, Japan, it successfully calculated an optimal assignment result in
just a few seconds.

7.16.1.3 Stakeholders and stakeholder considerations

Stakeholder: city officials, daycare centres and applicants.

Stakeholder considerations: maintaining fairness of matching results, reducing the burden of seat
assignment tasks, enabling the smooth return of parents to the workplace.

7.16.1.4

The data
The applid

parents, childcare conditions, and whether or not parents have nursing care.

Source: cit
Variety: th
Velocity: t
Quality: hi
7.16.1.5

Accuracy:

Time: the

7.16.1.6
Task(s): oy
Level of au

Method(s)

7.16.1.7

It is desire
family pog

7.16.1.8

Threats and vulnerabilities

= 1 - it
PJdild UlldIdUCLTTISUILS

sed in the Al system is provided by the city official. It includes 8 000 applications efth
ation data are anonymous and include the request of siblings’ application, working co

y officials.
e structured text or database.

he data can be updated frequently or not be updated.
gh.

KPIs

the matching rate of assignment. Automatic assignment.

computation time to find an optimal assignment. Time reduction.
Features of use case

timization

tomation: partial automation

game theory

d to consider, the privacy of applications in this use case. The data that make the par¢
sible to beidentified are desired to be removed.

Challenges and issues

Challenge:s

e daycare.
hditions of

bnts or the

“determine an optimal assignment pattern instantly and fairly depending on unique arf

d complex

rulesin ea

ch local government.

Issues: long calculation time is required in the case of a large number of children and siblings.

7.16.1.9 Trustworthiness considerations

Supporting working parents.

Resolving the problem of children waiting for day care.

7.16.1.10

Use of standards and standardization opportunities

Need to consider unique requirements for assignment rules in each local government.
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7.16.2 Open spatial data set for developing Al algorithms based on remote sensing (satellite, drone,

aerial imagery) data (use case 122)

7.16.2.1 Objectives

Analytical services for automatic detection of changes in the state of ground surface objects for

administrative, government and social purposes in different use cases, such as:
urban monitoring: cadastral data, land management, estimation of the living population, etc;
— emergency mapping: estimation of disaster damage;

— security and risk management monitoring of protected zones (powerlines, railroads, pipelines)

:detection

of vegptation growth, control of safety, etc.

The growth of the market for geo-analytical cloud services based on remote sensing data and Al ted
open benchmark data sets for the research and development community; and bringing the‘powe
the globaljcoverage of remote sensing imagery closer to the people.

7.16.2.2 Narrative

Despite the increasing number of data sets and competitions in remote” sensing data scienc
provider df very-small-aperture terminal (VSAT) satellite-based data network services], there is
of geographical diversity, of training classes, and of interoperability of-data sets.

The proposed approach is to be extended to different types of remot& sensing data and applicatio
based on dlassification of the natural and man-made objects that have a clear interpretation either
or aerial inagery.

7.16.2.3 $takeholders and stakeholder considerations

Stakehold¢rs: community

Stakeholdér considerations: trustworthiness, sdfety and competitiveness.

7.16.2.4 Data characteristics

The data ysed in this use case are the'remote sensing (satellite, drone, aerial imagery) data.

7.16.2.5 KPIs

Georefere

of this KP] to mentioned use case objectives is that simply annotated photos are not enough.

Time serig
before and

in dynamif and-calculate comparative indicators.

1ce: maps (e.g. gepgraphic database) for data labelling require objects’ coordinates. The

s: emerngency mapping requires the detection of changes in residential infrastructur
postevent images. The reference of this KPI to mentioned use case objectives is to obsg

hnologies;
r of Al and

e [e.g. the
still a lack

n domains
in satellite

reference

e analysis
rve places

Cartograp

ic styled labelling and classification: competition of network with manual mapping. The reference

of this KPI to mentioned use case objectives is that the maps make an abstracted interpretation of earth

observation images.

Advanced classification: the help of different bands combination. The reference of this KPI to mentioned use

case objectives is thematic interpretation of satellite imagery.

Open API and web tools: integrate both mapping and data science approaches in ways demanded by users.

The reference of this KPI to mentioned use case objectives is to access and preview.
7.16.2.6 Features of use case

Task(s): recognition
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Level of automation: partial automation

Platform: high-performance computing (HPC)

7.16.2.7 Threats and vulnerabilities

New privacy and security threats, challenges to accountability

7.16.2.8 Challenges and issues

There is no standard or criteria regulating the process of labelling (manual or automatic) remo
[satellite, drone or unmanned aerlal vehicle (UAV)] 1mages with a geographlc reference Devel
suchasta : ality

expected o match:

— georeference: annotated photos are not enough. Maps for data labelling (e:g»geographic
requite objects’ coordinates;

time deries: to observe places dynamically and calculate comparative indicators. The main 3
is “emlergency mapping” that requires the detection of changes in residential infrastructure
beforg and post-event images;

te sensing
opment of
esting and

magery is

database)

pplication
hnalysis of

cartographic-styled labelling and classification: maps make“an abstracted interpretatio

of earth

obseryation images; it therefore can be considered that the previous approach of labelling images
with Boxes does not satisfy the criteria for accurate imag€ segmentation and will not work. [For neural
netwdrks, it is now necessary to compete with manual ' mapping, and to calculate its accuracy at least

d extracted by a cartographer using onlyeptical bands of imagery and some geographic in
(GIS) software. For such purposes;it'is proposed the basic classifier that is part of tr
data sets;

multigpectral: next, itis proposed to extend this approach to advanced classification, whichisc
to thematic interpretation of satellite imagery with the help of different bands combination. T
the prjoposed classifier includes classes that require even more specific training and non-opt
for better recognition.

Providingppen APl and web.tools to access and preview data sets. Despite the data set collectionre
structured data, it would-be much more capable for further and updated use based on the sta
interoperdbility of geodata. In this use case, it tried to join both mapping and data science approa
way seeinf new tools and services demanded by users. For many users from the data science c
maps and|remotesSensing are becoming just one of the sources of information that is neces
structured and dlassified. And for many mappers that are involved in the process of geodata inte

formation
hining and

bmparable
hat is why
ical bands

bresenting
hdards for
Ches in the
bmmunity,
bary to be
rpretation

and classification, the map itself is the perfect tool to interact with the data, no matter whether im

plemented

in a python notebook or loaded in a desktop GIS application.

7.16.2.9 Trustworthiness considerations

Global extension of this technology brings society new possibilities of situational awareness and digital

instruments for natural and man-made resource management.

7.16.2.10 Use of standards and standardization opportunities

None identified.
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7.16.3 Smart city (use case 165)

7.16.3.1 Objectives

This use case offers insights into the development of smart cities in a regional context, the use and
implementation of smart information system (SIS) in urban environments. The use case evaluates the ethical
issues in the literature and how they contrast and diverge from those faced by professionals in practice.

This use case offers practitioners, policymakers, smart city organisations, and private ICT companies,
interesting observations about ethically responsible approaches towards SIS implantation in smart city

projects.

Evaluation of the ethical issues in the literature on the use of SIS in smart cities identifies a
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izen-engagement sides of the smart ¢ity. A bottom-up approach is the most effective way
cities work and are used by citizens:

ptakeholders and stakeholder considerations

brs: policy makers, smart city organisations, ICT companies, city planners and govert

br considerations:

bf SIS and Wias: determining the accuracy of information and bias are both crucial cc
e study’s-validity. The chat-bot is still in its early stages of implementation. The Amste
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1 platform

based on the idea that data are interchangeable, but in practice, the specificity of data-usage undermined
this original idea, delivering results was not straightforward.

Data availability is a fundamental requisite for the success of smart city projects, but in practice, this can
be difficult. Municipalities shared the need to be able to retrieve and use their own training data for their
algorithms, rather than relying on third-party vendors for this.

Economics and inequalities: smart cities are about collaboration between corporations and municipalities
and not simply the sale of services according to a standard business model. Apart from the need to
overcome bureaucratic hurdles also objectives can differ. Investors are interested in the economics while
municipalities can have other objectives such as sustainability. Public entities focus on providing value to
citizens whereas this can have been a hindrance in the economic development of projects.
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Privacy and data ownership: smart city projects aim to allow citizens greater control over their personal
data and to ensure their privacy. Privacy of citizens and GDPR compliance of suppliers is an important
requirement for smart city projects. Citizens have to provide informed consent on the use of the data, and
the data are anonymized

Transparency and trust: there have to be a symbiotic relationship of trust between corporations, citizens
and municipalities working on smart city projects. There is the need for transparency about the accessibility

and availa

bility of the city data to achieve trust from the citizens.

7.16.3.4 Data characteristics

The data used in this use case are the data of citizens and city government.
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people feaf that SIS will replace customer ser¥ice, driving and factory jobs within the coming dec
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Privacy: there are many privacy concerns in the context of smart cities, such as the use of techno
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7.16.3.8

Economic pressure: most cities are far from reaching the desired benefits outlined in smart city agendas
because they are still in the early stages of development. At the same time, monetary benefits are increasingly
linked to efforts to become smart.

7.16.3.9 Trustworthiness considerations

Responsible innovation favours the inclusion of all relevant stakeholders in the development of major
innovative projects such as smart cities. Many smart city initiatives are devised by SIS technology
corporations and city governments, disregarding civic participation and civic input. Smart city initiatives
can place a greater emphasis on technical fixes, instead of implementing political and social solutions to try
to tackle urban issues
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