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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take part in the work.
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Introduction

When designing an Al system, several properties are often considered desirable, such as robustness,
resiliency, reliability, accuracy, safety, security, privacy. A definition of robustness is provided in 3.6.
Robustness is a crucial property that poses new challenges in the context of Al systems. For example, in
Al systems there are some risks specifically tied to the robustness of Al systems. Understanding these
risks is essential for the adoption of Al in many contexts. This document aims at providing an overview
of the approaches available to assess these risks, with a particular focus on neural networks, which are
heavily used in industry, government and academia.

In many organizations, software validation is an essential part of putting software into\production.
Th¢ objective is to ensure various properties including safety and performance of the-software used
in all parts of the system. In some domains, the software validation and verification procgss is also
an jmportant part of system certification. For example, in the automotive or aeronautic fields, existing
stapdards, such as ISO 26262 or Reference [2], require some specific actions te,justify the design, the
implementation and the testing of any piece of embedded software.

The techniques used in Al systems are also subject to validation. However, common techniques used in
Al pystems pose new challenges that require specific approaches in order to ensure adequate testing
and validation.

Al technologies are designed to fulfil various tasks, including-interpolation/regression, clafssification
and other tasks.

While many methods exist for validating non-Al systems) they are not always directly applicable to
Al pystems, and neural networks in particular. Neural'ietwork systems represent a specifid challenge
as they are both hard to explain and sometimes hHavé unexpected behaviour due to their pon-linear
natjure. As a result, alternative approaches are needéd.

Methods are categorized into three groups: statistical methods, formal methods and empiricall methods.
This document provides background on these methods to assess the robustness of neural nefworks.

It i$ noted that characterizing the robustness of neural networks is an open area of research| and there
arg limitations to both testing and validation approaches.

© ISO/IEC 2021 - All rights reserved v
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Artificial Intelligence (AI) — Assessment of the robustness

of neural networks —

Part 1:
Overview

1 | Scope

This document provides background about existing methods to assess the gpbustness
netfjworks.

2 | Normative references

There are no normative references in this document.

3 | Terms and definitions
Foil the purposes of this document, the following terms-and definitions apply.

IS and IEC maintain terminological databases ford4ise’in standardization at the following ad

— | ISO Online browsing platform: available athttps://www.iso.org/obp

— | IEC Electropedia: available at http://wivw.electropedia.org/

3.1
artificial intelligence
Al
<system>capability of an engineered system to acquire, process and apply knowledge and sk

3.2
field trial
trigl of a new system(inactual situations for which it is intended (potentially with a restricted u

Notle 1 to entry: Situation encompasses environment and process of usage.

3.
input data
datfa forwhich a deployed machine learning model calculates a predicted output or inference

of neural

dresses:

ills

ser group)

Note 1 to entry: Input data is also referred to by machine learning practitioners as out-of-sample dat
and production data.

© ISO/IEC 2021 - All rights reserved
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3.4
neural ne
neural net
NN

twork

artificial neural network

ANN

network of primitive processing elements connected by weighted links with adjustable weights, in
which each element produces a value by applying a non-linear function to its input values, and transmits

it to other

Note 1 to en
system, mo

Note 2to e
function.

[SOURCE:
terms and

3.5

elements or presents it as an output value

5t neural networks are used in artificial intelligence as realizations of the connectionist model.

[SO/IEC 2382:2015, 2120625, modified — Abbreviated terms have been-added under
Notes 3 to 5 to entry have been removed.]

requirement

statement
[SOURCE:

3.6
robustnes
ability of 9

Note 1 to
definition i

3.7
testing
activity in
or recordd

[SOURCE:

3.8

test data
subset of }
(ML) mods

[SOURCE:
3.9
training d

set of sam

3.10

which translates or expresses a need and its associated constrdints and conditions
SO/IEC/IEEE 15288:2015, 4.1.37]

S

n Al system to maintain its level of performanceinder any circumstances

entry: This document mainly describes data input circumstances such as domain change but
5 broader not to exclude hardware failure and other types of circumstances.

which a system or component is executed under specified conditions, the results are obser
d, and an evaluation is made ofSome aspect of the system or component

SO/IEC/IEEE 26513:2017,8.42]

] selected from-a set of candidate ML models

Reference [2]]

trv. Whaoraac camananral matyvaorlrc araintandad o cimaplatatho i ectinnming afmanrancin tha narg
tFy--vraereasseme-edrar e eworKkSare e rae ato-SHthate-taerahea o orhedreoRSiHh+tne-Rery

htry: Examples of non-linear functions are a threshold function, a sigmoid function and a pplynor

us

hial

the

the

red

nput data (3.3)-samples used to assess the generalization error of a final machine learnjing

ataset
1 23 Ao £i4 15
PICO UoLU LU 11U I

oL 11T

validation
confirmation, through the provision of objective evidence, that the requirements (3.5) for a specific
intended use or application have been fulfilled

[SOURCE:

ISO/IEC 25000:2014, 4.41, modified — Note 1 to entry has been removed.]
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subset of input data (3.3) samples used to assess the prediction error of a candidate machine
learning model

Note 1 to entry: Machine learning (ML) model validation (3.10) can be used for ML model selection.

[SOURCE: Reference [2]]

3.12

verification

corffirmation, through the provision of objective evidence, that specified requirements
fulfilled

[SQURCE: ISO/IEC 25000:2014, 4.43, modified — Note 1 to entry has been removed.}

4 | Overview of the existing methods to assess the robustness.of neural ne
4.1 General

4.1.1 Robustness concept

Robustness goals aim at answering the question “To what degTee is the system required to b
or {What are the robustness properties of interest?”. Robustness properties demonstrate thg

whiich the system performs with atypical data as opposedto the data expected in typical opg

4.1

Th
apy
Th
A4
Fig

.2 Typical workflow to assess robustness

s subclause explains how the robustnessof neural networks is assessed for different cl
lications such as classification, interpolation and other complex tasks.

bre are different ways to assess thie robustness of neural networks using objective in
ypical workflow for determining-neural network (or other technique) robustness is ag
ure 1.

ave been

tworks

e robust?”
degree to
rations.

hsses of Al

formation.
shown in
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Figure 1 — Typical workflow to determine neural network robustness

Stelp 1: State robustness goals

Th
be

ach

on

1IN0

e process begins with a statement of the robustness goals. During this injitial step, the
tested for robustness are identified. The metrics to quantify the objects that demon
ievement of robustness are subsequently identified. This constitutés.the set of decisi
robustness properties that can be subject to further approval ‘by relevant stakehd
/IEC/IEEE 16085:2021, 7.4.2).

Step 2: Plan testing

Th
sta

apy

of

prd

In

s step plans the tests that demonstrate robustness. Thestests rely on different methods, fo|
Listical, formal or empirical methods. In practice,,a‘combination of methods is used.
roaches usually rely on a mathematical testing ptrocess and are able to illustrate a ce
confidence in the results. Formal methods rely/on formal proofs to demonstrate a ma

lanning the testing, the environment setupneeds to be identified, data collection planne

chdracteristics defined (that is, which data~élement ranges and data types will be used,
cages will be specified to test robustness;etc.). The output of Step 2 is a testing protocol that
a dpcument stating the rationale, objectives, design and proposed analysis, methodology, 1

con
thr

duct and record-keeping of the tests (more details of the content of a testing protocol ar
ough the definition of the clinical investigation plan found in ISO 14155:2020, 3.9).

Step 3: Conduct testing

Th
It i

con

e testing is then conducted according to the defined testing protocol, and outcomes are
5 possible to perform the tests using a real-world experiment or a simulation, and po|
hbination of these-approaches.

Step 4: Analyze-outcome

Aff

er completion, tests outcomes are analysed using the metrics chosen in Step 1.

Ste1p 5: Interpret results

perty over a domain. Empirical methods rely anrexperimentation, observation and expertj(El

targets to
strate the
n criteria
Iders (see

I example:
Statistical
rtain level
thematical
dgement.
,and data
Fhich edge
comprises
onitoring,
b available

collected.
[tentially a

The analysis results are then interpreted to inform the decision.

Step 6: Test objective achieved?

A decision on system robustness is then formulated given the criteria identified earlier and the resulting
interpretation of the analysis results.

If the test objectives are not met, an analysis of the process is conducted and the process returns to the
appropriate preceding step, in order to alleviate deficiencies, e.g. add robustness goals, modify or add

me

trics, add consideration of different aspects to measure, re-plan tests, etc.

Al systems that significantly rely on neural networks, particularly deep neural networks (DNN),
bear built-in malfunctions. These malfunctions are showing up by a system behaviour that resembles

© ISO/IEC 2021 - All rights reserved


https://iecnorm.com/api/?name=fb77e4a5742081cecc24f1889e37e2ed

ISO/IEC TR 24029-1:2021(E)

an occurrence of a conventional software. Typical situations have been demonstrated by feeding
"adversarial examples" to object recognition systems, e.g. in Reference [5]. These built-in errors of
DNNs are not simple to "fix". Research on this problem shows that there are measures to improve the
robustness of DNNs with respect to adversarial examples, but this works to a certain degree only [6L[Z],
However, if detected during a test procedure, the Al system is able to signal a problem when an
associated input pattern is encountered.

Data sourcing:

Data sourcing is the process of selecting, producing and/or generating the testing data and objects that
are needed for conducting the testing

This somefimes includes consideration of legal or other regulatory requirements, as well as practical or
technical issues.

The testinjg protocol contains the requirements and the criteria necessary for data seurcing. Djata
sourcing i$sues and methods are not covered in detail in this document.

Especially|the following issues can have an impact on robustness:
— scale;
— diverdity, representativeness, and range of outliers;
— choicq of real or synthetic data;

— datasg¢ts used specifically for robustness testing;

— adversarial and other examples that explore hypothetic'domain extremes;

— compgsition of training, testing, and validation datasets.

hnd

elp
[ in
are
ing
ert

of subjective assessment. Therefore, it is usually necessary that methods from both categories be
performed jointly.

Thus, this document first considers statistical approaches which are the most common approaches
used to assess robustness. They are characterized by a testing approach defined by a methodology
using mathematical metrics. This document then examines approaches to attain a formal proof that
are increasingly being used to assess robustness. Finally, this document presents empirical approaches
that rely on subjective observations that complement the assessment of robustness when statistical
and formal approaches are not sufficient or viable.
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In practice, in the current state of the art, these methods are not used to directly assess robustness
as a whole. Instead, they each target complementary aspects of robustness, providing several partial

ind

icators whose conjunction enables robustness assessment.

For an evaluator, it is indeed possible to use these methods to answer different kinds of questions on
the system they intend to validate. For example:

Th
prd

statistical methods allow the evaluator to check if the systems properties reach a desi
threshold (e.g. how many defective units are produced?);

formal methods allow the evaluator to check if the properties are provable on the domain

red target

of use (e.g.

does the system always operate within the specified safety bounds?);

empirical methods allow the evaluator to assess the degree to which the system’s'\prop
true in the scenario tested (e.g. is the observed behaviour satisfactory?).

e principle of applying such methods to robustness assessment is to evaluate, fo which ex
perties hold when circumstances change:

when using statistical methods: how is the measured value of perfortntance affected whei
the conditions?

when using formal methods: do the new conditions still belongto the domain where the
are provable?

when using empirical methods: do the properties still hold true in other scenarios?

brties hold

tent these

1 changing

properties

It i noted that characterizing the robustness of neuraknetworks is an active area of researchj and there
arg limitations to both testing and validation approaches. With testing approaches, the variation of
pogsible inputs is unlikely to be large enough to provide any guarantees on system performance. With
valfdation approaches, approximations are usually required to handle the high dimensionalitly of inputs
and parameterizations of a neural network,

5 [ Statistical methods

5.1 General

Oneg aspect of robustness is-the effect of changing circumstances on quantitative performance, which

stafistical methods areparticularly suited to measure. They enable this assessment by direct pvaluation

of the performance ifiwvarious scenarios using comparative measures.

WHen using stdtistical methods, the four following main criteria are used in the computation of

roHustness:

1) | Appropriate testing data. To evaluate the robustness of a model, a dataset that |[spans the
distribution and the input conditions of interest for the target application is first established, either
through acquisition of real measurement data or simulated data. Several sources for the data are
possible, such as noisy data that was not accounted for during the initial training of the model, data
from similar domain applications, data from a different but equivalent data source. While there is
no general method to assess the relevance of a dataset and it often relies on human judgment, some
techniques exist (e.g. based on intermediate representations of the data) to support this analysis
with various indicators. The evaluation of the robustness of neural network models can vary with
different testing datasets.

2) Choose a setting of the model. The evaluation can also assess the robustness using different
settings of the trained model (for example the model precision, quantized weight, etc).

3) A choice of metrics or metrics of performance. Based on the context, the task at hand and the

© ISO/IEC 2021 - All rights reserved
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4) A method for a decision on robustness. Given a selected metric, an appropriate statistical test
is performed to reach a decision regarding whether the model is sufficiently robust for the chosen
robustness goal(s) or not.

A robustness property assessed through statistical methods is defined by one or more thresholds over a
set of metrics that need to hold on some testing data. The evaluation of robustness is case-specific, given
that certain organizations or situations require different robustness goals and metrics to determine if
a goal is met.

This clause follows the general workflow described in Figure 1 to assess the robustness of a neural

network. |

particular, it focuses on Steps 1, 2 and 3 of the workflow defined in 4.1.2,i.e. state robust

€SS

goal, plan

Subclause
statistical

5.2 Rob

Festing and conduct testing.

b 5.2 and 5.3 present metrics and methods to assess the robustness of neuralimetwo
y, more detailed information on each is available in References [8],[9],[10] and[11].

ustness metrics available using statistical methods

5.2.1 G¢neral

This subc

ause presents background information about statistical mefries that are available {

typically gised on the output of neural networks. It describes the robustness goals, using Step 1

Figure 1. R
network h

well defin
depending
follow a d
of the donj
inputs are
needstob

An examp
1) The ty
traine
2) Inputg
hypot
3) Metri
Depending
different s
and the w
other task
there are

obustness goals need t30 be well defined. For example, tosay’simply that “the trained ney

bd. [t is possible for a neural network to have full compliance or no compliance with this g
on the input. For example, it is possible for a neuralietwork to be fully robust to inputs t
fferent distribution from the initial training and ‘testing sets but remains within the sc
ain. On the other hand, it is likely to have a neural network that is not compliant at all if
in a completely different domain than thosédtwas trained for. Therefore, the robustness g

e of a well-defined goal (structured in‘three parts) is as follows.

ained neural network needs to_be‘robust to inputs dissimilar to those on which it has b
d.

are assumed to be fronrthe same domain and can include both physically realizable {
hetical.

s that can be usedrare included in 5.2.2.

I on the task addressed by the Al system (e.g. classification, interpolation/regressi
tatistical metrics are possible. This subclause describes common statistical metrics availg
y to calCulate them. The list is not exhaustive and some of these metrics are compatible w
5. It is\possible to use them independently or in combination. Depending on the applicat
hlso numerous task-specific metrics (e.g. BLEU, TER or METEOR for machine translat

intersectic

n'over union for object detection in images, or mean average precision for ranked retriev

e stated sufficiently to enable meaningfuldetermination of a neural network’s robustness.

irks

nd
of
ral

s to be robust to inputs dissimilar to those on which it has been trained” is not sufficiently

oal
hat
bpe
the
oal

Een

ind

on)
ble
ith
on,
on,

D,

but their description is out of the scope of this document.

5.2.2 Examples of performance measures for interpolation

5.2.2.1 Root mean square error or root mean square deviation

The root mean square error (RMSE) is the standard deviation of the residuals (prediction errors).
Residuals are a measure of how far from the regression line data points are and RMSE is a measure of
the spread of the residuals.
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https://iecnorm.com/api/?name=fb77e4a5742081cecc24f1889e37e2ed

5.2

ISO/IEC TR 24029-1

.2.2 Max error

:2021(E)

Max error is either an absolute or a relative metric calculating a value in the input data and the
corresponding value in the prediction from the Al system. The absolute max error is the maximal
signed difference between a value in the input data and the corresponding value in the prediction from
the Al system. The relative max error is the percentage of the width of the variation domain on which
the Al system operates.

5.2

.2.3 Actual/predicted correlation

The

val

5.2

5.2
As

Sey

i 1L A I | ) P reatla 1 ) PR L3 1o fotiod: 1 Al ok
dLTUdI/ prcUuriticTia TOTTTIATIUIT TS TITC THTICTAT TUT T CTATTUIT (TIT TITC STAtIsS it dar STITIS T DTTWTETIT

lies and the predicted values for every value considered in a set.
.3 Examples of performance measures for classification

.3.1 General notions and associated basic metrics
bt of samples can have the following characteristics:
total population: the total number of samples in the data;
condition positive: the number of real positive cases in the data;
condition negative: the number of real negative cases inthe data;
prediction positive: the number of samples classifiéd as positive;
prediction negative: the number of samples classified as negative;
prevalence: the proportion of a particular €lass in the total number of samples.

h instance in the set of samples is classified by the classification system in one of the folloy

true negative (correct rejection): instance does not belong to the class and is predic
belonging to the class;

false positive (false alarm, Type I error): instance does not belong to the class and is pr
belonging to the class;

false negative((miss, Type Il error): instance belongs to the class and is predicted as not]
to the class.

eral metrics are built on top of these sample characteristics, as described in Table 1.

True positive rate, sensitivity: the true positive rate (also known as sensitivity, recall or
of.detection) indicates the proportion of objects correctly classified as positive in the tot

true positive (hit): instance belongs'to the class and is predicted as belonging to the class;

the actual

ving ways:
Py

ted as not

edicted as

belonging

robability
al number

of posItive oDjects.

True negative rate, specificity: the true negative rate (also known as specificity or selectivity)
indicates the proportion of objects correctly classified as negative in the total number of negative

objects.

False negative rate: the false negative rate (also known as miss rate) indicates the proportion of

objects falsely classified as negative in the total number of positive objects.

False positive rate: the false positive rate (also known as fall-out or probability of fa
indicates the proportion of objects falsely classified as positive that are negative.
probability of a false alarm is given.

Ise alarm)
Thus, the

Accuracy: the accuracy indicates the proportion of all objects that are correctly classified.
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— positive predictive value: the positive predictive value (also known as precision or relevance)
indicates the proportion of results correctly classified as positive in the total of results classified as
positive.

— Negative predictive value: the negative predictive value (also known as separation ability) indicates
the proportion of results correctly classified as negative in the total number of results classified as
negative.

— False discovery rate: the false discovery rate indicates the ratio of mistakenly rejected null
hypotheses (false positives, false alarm, type I errors) to the total rejected null hypotheses
(prediction positives)

— False
to the

— Positi
rate t

— Negat
rate t(

— Diagn
positi

— F1 scd
harm

mission rate: the false omission rate indicates the ratio of mistakenly rejected false negati
total number of predicted negatives.

the false positive rate.
the true negative rate.
Ves and is independent of prevalence.

re: the F1 score combines the true positive rate and the positive predictive value using
nic mean.

hes

be likelihood relation: the positive likelihood relation indicates the ratio of thetrue positive

ve likelihood relation: the negative likelihood relation indicates the ratio of the false negative

bstic odds rate: indicates the ratio of the probability of true positiyes to the probability of fglse

the

10
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Table 1 — Sample characteristics and relevant basic metrics built upon them

True condition

Condition Condition Prevalence Accuracy
Total ositive negative N. N.. +N
population P & G+ T+ T
(CP) (CN) Pot Pot
s Positive predictive .
False positive value (V) False discovery rate
o Prediction |True positive (FP) Precision, relevance
o positive TP
£ (TP) Np, N,
Type lerror
g NP+ NP+
]
3 False omission rate |Negative predictive valye
2 False negative
o Prediction | gy True negative Separation|ability
% | |negative (FN)
Ng. Ny
Type Il error (TN) — —
NP- NP-
True positive False positive Positive likelihood
rate (Ry,) rate (Rg,) ratio (Ry,)
Sensitivity,
recall
Probability of Fall-out, proba-
detection bility false alarm
F, scor¢
Diagnostic
odds rate
Npy. Vs Bry e -ly -1 Y?
Ne, Ne. R, R, [LZLJ
False negative _ True negative Negative likelihood Ry
rate (Rp) rate (Ry.) ratio (R)
Miss rate Specif-ic.ity,
selectivity
NF— NT— RF—
NC+ NC- RT-
where
Ny, is the number of true positives;
Ny is the number of true negatives;
Ng, is the number of false positives;
Ng. is the number of false negatives;
Nc, is the number of conditions positive;
Nc. is the number of conditions negative;
Piot is the total population;

is the number of predictions positive;
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Table 1 pr
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5.2.3.4
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is the number of predictions negative;
is the true positive rate;

is the true negative rate;

is the false positive rate;

is the false negative rate;

is the likelihood positive ratio;

is the likelihood negative ratio;
is the positive predictive value.

pvides a synthetic view of the sample characteristics and metrics described-in! this subclat
sample characteristics and metrics apply primarily to binary classification but have 4
d definitions in the multiclass and multilabel cases.

Advanced metrics

Precision recall curve

recall pairs of metrics are computed at different output thresholds. Precision/recall p4

Receiver operating characteristic (ROC)

irve is a plot of the true positive rate against the false positive rate at different settings of
meters (e.g. decision threshold).

ss trade-offs between true positive rates and false positive rates when these metrics
aluate robustness. ROCs are used when one metric is associated with a significant costf
‘obustness evaluation, such as<in’the medical domain where false diagnoses can be especi
iC.

Lift

tric is a measure.comparing the relative performance of a prediction system against anot
bup (usually randomly selected).

Area under curve

I cukve measures the integral of the ROC curve which represents the performance of a mo
hreshold of classification. The ROC curve shows the true positive rate relative to the fz

hde-offs between precision and recall when these meétrics are used to evaluate robustnesy.

Lse.
Iso

lirs

the

are
or
11y

her

del
Ise

positive rate.

5.2.3.5 Balanced accuracy

Balanced accuracy is the average recall obtained on each class as described in Reference [12].

5.2.3.6 Micro average and macro average

Measures like precision or recall computed over the whole dataset are sometimes misleading, in cases
of unbalanced datasets. A possible strategy to alleviate this is to compute a macro-averaged measure,
which is the average of the measure computed for each class separately, instead of the micro-average
which is the standard computation without class separationl13l,

12
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5.2.3.7 Matthews correlation coefficient (MCC)

Matthews correlation coefficient is a measure on a set of classifications. Its range lies within [-1,1] in
which +1 represents perfect prediction, -1 represents total inverse prediction and 0 represents average
prediction. Crucially, this metric generalizes to instances where the classes are unbalanced in the data
themselves (i.e. an MCC of 0 does not necessitate 1/N prediction accuracy, given N classes)[14].[15],

[t is computed in Formula 1:

Ny XNp —Np, XNg_

€8]

[/ 2y Ar N/ a7 Ar N[z N Az
\/klvT_‘_ +1VF+ )leT_'_ 'I-IVF_ )kIVT_ +1VF+ )leT_ +1VF_ )
where
Ny, isthe number of true positives;

Ny is the number of false negatives;
Ng, is the number of false positives;

Ng, isthe number of false negatives.

5.2.3.8 Confusion matrix and associated metrics

A gonfusion matrix allows a detailed analysis of the performance of a classifier and is |helpful to
cir¢cumvent or uncover the weaknesses of individual metrics as it achieves a more rigoroug and well-
roynded analysis of classifier performance. By contrast, using a single metric to expresg classifier
peffformance is not informative enough to conduct¢his analysis, as it does not indicate which classes
arg best recognized or the type of errors committed by the classifier.

Th¢ confusion matrix C is a square matrixc(where entry C, . at row r and column ¢ are the pumber of
instances belonging to the rth class or category that are labelled by the classifier as having thie cth class.

Conpfusion matrices include counts of\true positives, true negatives, false positives and false|negatives:
mefrics such as accuracy, per-classvecall, and per-class precision can be calculated from thege. Further
mefrics can be derived from confusion matrix elements, such as entropy of the histogram rgpresented
by the matrix.

5.2.4 Other measures

5.24.1 Hinge:loss

Hirjge loss isan upper bound on the number of mistakes made by a classifier. In the general,|multiclass
case, theqargin is computed by the Crammer-Singer method[16],

5.2.4.2° Cohen’s kappa

Cohen’s kappa is a measure of inter-annotator agreement [see Formula (2)].
K= (po _pe) / (1 - pe) (2)
where

p, isthe prior probability of agreement of the label on any sample in observed data;

p. s the expected agreement when each of two annotators assign labels independently and ac-
cording to their own measured prior distributions, given empirical data.
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This measure is primarily used for evaluating data quality after (error-prone) human annotation,
but it also has applications as a proxy evaluation method when labels are missing, by comparing two

classifiers

with each other.

5.3 Statistical methods to measure robustness of a neural network

5.3.1 General

When applying the metrics from 5.2 on testing data in order to assess robustness, several statistical
techniques are available. This subclause describes some of the statistical methodologies available to

perform s
is not unid
how to me

test plannling is a more “intense” consideration of the data sourcing (e.g. quality, granularity, tra

test/valid
computati

and compytational resources required by neural networks.

5.3.2 Ca

The statis
several dd
performar

6 Formi

6.1 General

Another a
the syster
the stabili
robust sy§
robustnes

Formal m¢
on systen|
applicatiol

Formal m¢
or empirid
the whole
of propert
mathemat
instrumen

asure, and data sourcing and characteristics. The difference in neural network robust

htion datasets, etc.). While conducting the testing, planned data sourcing and-availabilit}
pnal resources are important considerations due to the sometimes massiye ‘amounts of d

ntrastive measures

Lical measures of performance are applied first on a referencévdataset and then on ond
tasets representative of the targeted changes of circumstances. For each of those, if
ce drop from the reference test set is sufficiently low, then-the system is deemed robust.

al methods

h, independently of its performance.sFormal methods are especially appropriate to ass
Ly of the system, i.e. the extent towhich its outcome changes when input varies. Althoug
tem can be unstable and a stable system can be not robust, stability is a strong indicator
5, as it makes the outcome more predictable.

thods have been used to improve software reliability and allow stronger quality assura
s involving software. While it has mainly been used in the contexts of safety-crit
1S, e.g. transportatiensystems, it is now being used more widely.

thods allow a mathematical proof of a property all over a given domain, whereas statist
al methodolegies are based on extrapolation of the results from only the tested sample;s
domain,Sdfety properties are usually a main focus, but the methods apply to a wide ra
ies. Formal methods are usually complex to deploy, as they sometimes require speg
ical modelling depending on the type of system to be analysed, and potentially a heaxv
tdtion of the system.

spect of robustness is the degree to which changing circumstances affect the behaviour

feps 2 and 3 described in 4.1 to plan and conduct the testing. Performing a testing protdcol
ue to neural networks and considerations include the testing environment set-up, what and

ess
in/
y of
ata

or
the

of
ess
h a
for

hce
cal

cal

to
hge
ific
rier

Al software systems pose new specific challenges in terms of system validation, e.g. contrary to classical
software, their behaviour is harder to explain and to prove. This is especially the case for neural
networks because of the way their construction is done (through training instead of programming),
and the inherent non-linearity of their behaviour. As a result, more adequate system properties are
required, and new methodologies are considered to prove them efficiently.

This clause follows the general workflow described in Figure 1 to assess the robustness of a neural
network. In particular, it focuses on Steps 1, 2 and 3 presented in 4.1. These steps consist of first choosing
the robustness properties wanted, then preparing the data, then performing the tests. Depending on
the kinds of use of the neural network, different properties are to be considered, different preparation
steps are sometimes required, and several methods to conduct the testing are possible.
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6.2 Robustness goal achievable using formal methods

6.2

.1 General

:2021(E)

This subclause describes the property of stability which is one of the properties used to assess
robustness. It is formalized differently depending on the task fulfilled by the system.

1) For interpolation systems: interpolation stability calculates the uncertainty of a neural network,

which is a way to detect when the neural network can have insufficient robustness.

vhere the

2)

6.2

dir
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For
cor
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the
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6.2
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prq
Spe

Ne
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to

Eor classification cycfnmc- maxvimum stable space calculates the size of the domain

neural network has a stable classification performance.

.2 Interpolation stability

ral networks are, in some cases, used to replace complex mathematical computations that
erform. For example, for a complex system of differential equations requiring an iterati
e resolved (such as a Newton Raphson approach), the neural network is used as an “orac
bctly some satisfying conditions of the systems. For this approach,adraining dataset is
hg a mathematical model of the system, which can be expensive to'compute. The ques
bvance and the coverage of the input space bears deep implication on the behaviour of
work. While it is obvious that the training dataset is not exhaustive (does not cover the en
put space), the problem remains the same for the testing dataset used to validate it. Also,

ally used to model functions operating in more than two.dimensions, neural networks ¢
h in terms of behaviour and visualization.

interpolation systems, the main advantage of neural networks is their ability to efficie

are costly
ve method
e” to infer
generated
fion of the
the neural
tire input/
is they are
ose issues

htly model

hplex linear and non-linear behaviour. However, by nature, some non-linear behaviour
he point, making it possible for the neural network to have some unexpected behaviour
domain in which it is to be used. One comsequence is that their behaviour is erratic on d

S occur at
n parts of
ome parts

he domain and not on others. As it is*difficult to cover every part of the domain in order to find

se erratic behaviours, they are likelyto be missed and this can reduce robustness. This u
aviour constitutes an uncertainty.itrthe quality of the interpolation capability of the neurs

3 Maximum stable space for perturbation resistance

mitigate the risks posed by data perturbations, which are also referred to as adversarial
b possible to prove the robustness of the classifier to a certain point. The maximum st
perty is used for-this purpose. The property states that there is no adversarial examplg
cific input. Thenotion of distance is essential to define the set of inputs that are “around

nintended
I network.

examples,
hble space
» around a
a specific

point. Annex A describes several types of data perturbations as well as associated distance mietrics that

arg

Th
prd

used for the'assessment of neural networks.

s subelause describes three general approaches that are able to demonstrate a maximal st
perty) which is used to measure the robustness of a neural network performing classific

able space
ation. The

pra

perty can be proven through the following techniques:

1y

as a Boolean problem addressed using a solver;

2) asanumerical problem addressed using an optimization algorithm seeking a maximum; or

3)

as a mathematical property approximated using abstract interpretation.

Each technique has been customized for the specific nature of neural networks.
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6.3 Conduct the testing using formal methods

6.3.1 Using uncertainty analysis to prove interpolation stability

Uncertainty analysis is a technique commonly used to control the behaviour of mathematical functions.
The goal is to identify upon which inputs the function is having sudden and significant variations. For
neural networks, it is indeed a way to find the issues described in 6.2.2. In particular, it is possible to
compare the measured behaviour with the knowledge of the actual behaviour. The goal is to measure
the capacity of the neural network to model within an acceptable range of deviation the phenomenon it
is intended to model. It especially helps measuring the variation of response of the network in order to
check thatjno unstable behaviour have been introduced.

in
bby
ind
L or
te)
nty
ind
not

Foundatiohal work has been done to formalize the stability of a neural network. For exdmple
Reference|[17], a method is described to calculate the propagation of uncertainty in a netwpork;ther
allowing it to detect the part of the domain where the response of the neural network is-abnormal 3
non-robusft behaviour is to be expected. In Reference [18], a method is described indicating the effec
importande of the input variables on the output, independently of the nature (quantitative or discre
of the variables. In Reference [19], several sources of uncertainty are described,,ineluding uncertai
in the inpuit, the sensitivity of the network itself and the influence of random¢choices for training 3
testing dafasets. In this way, it is possible to detect the conditions under-which the network is
robust and to detect the cause of uncertainty in the network response.

6.3.2 Uging solver to prove a maximum stable space property.

Neural neffjworks are known to be large, non-linear, non-convex.and beyond the reach of general-purp
tools such| as linear programming solvers or existing satisfiability modulo theories (SMT). Howe
some advances have been made to use solver technologies t@ prove properties over neural networks.

pse
er,
For
ral

example, R
networks

of a Simplg
adversarid
solving ar

eference [20] presents an approach to efficiently prove properties over some classes of ney
[using ReLu activation functions which is defined as ReLu(x) = max(0, x)] by using a variat]
x algorithm. In Reference [21], an SMT selver is used to prove the absence or the existenc
1 example, including the ability to exhibit it. In Reference [22], a combination of satisfiabi
d linear programming on a lineap,;approximation of the overall network behaviour

propertie
also possi

considere{

6.3.3 Ug

Common d
problem i

. All of these works illustrate thatiit is possible to adapt generic solver technologies to pr

le to adapt these methods tothandle other neural networks tasks.

ing optimization techniques to prove a maximum stable space property

ptimization techniques are also able to verify a neural network, whereby any satisfiabi

optimization techniques, such as the Branch and Bound algorithm, to solve it.

A property
network a
technique

7 is usually expressed as a Boolean formula on linear inequalities. For example, the output
ways needs to be greater than some part of the input space. To prove it using an optimizat

the property intended is expressed as additional layers at the end of the network. This w
ad +hL £+l

hlora eaticfiabalits oo loa

ion
b of
ity
are
bve

on neural networks. Althoughi.these works aim to prove the robustness of classifiers, it is

ity

5 converted to\ah optimization problem. It then becomes possible to apply conventignal
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by checking the sign of the solution. In Reference [23], the construction of such an optimization problem
from a satisfiability problem on a neural network is described, combining a classical gradient descent
to find a local minimum, as well as a branch and bound optimizer to determine the global optimum.

One other interesting example of optimizing techniques to prove neural networks robustness concerns
the use of constraint programming[23l. The neural network is approximated by first modelling it as
a linear program (using network composed of piece-wise linear functions), then approximating the
feasible states using only convex sets, and finally applying iteratively a constraint solver to prove the
robustness property.
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6.3.4 Using abstract interpretation to prove a maximum stable space property

Abstract interpretation is a form of formal method that relies on a theory which constructs controlled
approximations (see Annex B for more information). It is often used to prove complex program
properties[22], Abstract interpretation has taken a larger role in the software verification and
validation community, especially in the context of safety-critical software, such as embedded software
for planes(2@], carsl2Z], and spacecraftl28],

Recent workl[22].130L[311[32] constructs new abstract domains specially tailored for the behaviour of
neural networks. Indeed, the non-linear nature of neural networks tends to render some of the existing

ab

ab

7.1

Th
Th
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7.2

WH
the

SYS
nee

Th

tract domain. This is the case, for example, with a new zonotopic domain described in Refg
captures the specific dynamics of ReLu activation functions commonly used in image |
ral networks.

prove the stability of decision on some part of the input space, one needs to first express

input space to be analysed using an abstract domain. Then, it needs to define’an abstrac
e to perform a symbolic computing of the neural network over the abstract domain. Th¢
n an abstract value representing an over-approximation of all the possible classification

5 part of the input space. The output is a vector whose elements aré\the confidence of cla
each class. Each element is itself an abstract value (for examplejan interval). Once the
hputed, two cases are possible: either one of the elements is\greater than any other, or {
5s that always takes over the decision.

Empirical methods

General

e next aspect of robustness covered in this document is the subjective assessment of r
s assessment is based on a functional «€valuation at the system level, for which empiricd
the most suitable, as they directly collect human perceptions on this matter.

Field trials

ile there are several aspects that need to be studied for the establishment of trust in A
number of feasible approaches for analysing a system's behaviour and performance are
tems typically consist of software to a large extent. Therefore, standards for software t
ded, such as the ISOAIEC/IEEE 29119 series, for example.

e primary goals-ef software testing are stated in ISO/IEC/IEEE 29119-3:2013:

much the test item has been tested; to find defects in the test item prior to its release for
mitigate the risks to the stakeholders of poor product quality.”

Th

crucial for every field trial:

define the
rence [30]
hrocessing

the part of
t semantic
b output is
butputs on
ssification

output is
here is no

bbustness.
] methods

[ systems,
imited. Al
esting are

"Providednformation about the quality of the test item and any residual risk in relation to how

ise; and to

1) setting up the testing plan (plan testing);
2) realization of the data acquisition (data sourcing);
3) carrying out the trial in a real operation environment (conduct testing).

hs that are

In contrast to other testing methods, in field testing the neural network is integrated into a system
that operates in a realistic environment for the respective application. Therefore, data acquisition and
sourcing are integral to experimental design and execution.
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Defects and poor product quality are concerns when testing Al systems too. However, the failure of an
Al system in a functional test is not necessarily related to a "software bug" or an erroneous design. Al
systems showing occasional malfunctions are sometimes accepted because they are still regarded as
useful for their intended purpose, in particular where there are no feasible alternatives. Al systems
reveal their degree of performance mainly during field trials or deployment, as is the case with systems
like virtual assistants, for example. This applies to many Al systems that operate in interaction with or
dependency of natural environments and humans.

How to deal with the uncertainty of a product's efficacy and the risks of its deployment are subjects of
many regulations in the medical domain. For instance, in Europe medical devices, including those using

Al, need t “chinicalinvestigations —aprocedure-that
resembles

Fa¥al
p—COTIT

"clinical trials"[34].[35].[36],

a) munlz wath 1SS0 14158 Thavy naood +0 yyndaragn
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For non-m nd

assessing

edical devices using Al, field trials have for long been a recognized means of comparing :
the robustness of solutions. Some prominent examples are:

facial

Fecognition trials[371.[38].[39];

tests ¢f decision support systems for agricultural applications[49];

practife for testing driverless carsl41l;

tests ¢f speech and voice recognition systems[42].[43];

rked robot at a train station[44].

netwd

Field trial
involved, s

5 for Al systems greatly vary with respect to methedology, number of users or use samples

tatus of the responsible organization/persons and decumentation of the results.

7.3 A posteriori testing

In some c
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In general
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hses, it is possible to formally validate the robustness of an intelligent system. When {
bible, as is very often the case for neural networksl[43], validation by testing empirically
5 of the system is then implementéd, and input-output evaluation are very popular in {

his
the
his

this kind of evaluation there are-a priori testing and a posteriori testing methods. Whi
ng knows in advance the expected output and statistical measures are therefore applicab
testing does not know it in advance. In that case, it is sometimes possible to design autom

], relying on the judgment of human subjects.

iori testing, Steps 4'and 5 of the process in Figure 1 are slightly altered. Step 4 is likely td
blicated because_the correct answer is unknown. Interpreting the results in Step 5 is a mat
us and not based on an unambiguous truth.

, to validate the robustness of a system, data or test environments representing a wj
testrscenarios, for normal operating conditions and critical cases, are identified (Step Z
s){These inputs are submitted to the system to be evaluated and the system outputs (cal

hypotheses)

afed
Lo still perform statisticalmeasures by indirect means. Otherwise, the only available metthod
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to challenge the system to check its robustness, for example by using adversarial examples. These
references are usually provided by human annotators performing the same task as that performed by
the evaluated system, or by physical measurements.

In the case of a priori testing, references are provided by human annotators, and they usually all agree
among themselves on the "right answer" to be provided (high inter-annotator agreement rate). The
ground truth is therefore unambiguous. On the contrary, with a posteriori testing, the references
produced by the annotators varies from one to another. The field truth is therefore ambiguous. In
general, this is the case when the task has several correct answers[4él,

As it is not possible to determine a priori all the possible correct answers, a posteriori evaluations are
carried out. That is, it is by looking at the outputs of the systems that human annotators or automated
measures can tell whether they are "good" or "bad".
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Machine translation is a classic example of a task for which a posteriori evaluation is a useful
complement to a priori testing. There are usually several ways to translate the same sentence from
one language to another. While statistical methods are often applied in this case by establishing an
arbitrary set of correct or acceptable answers to compare the output with Reference [47], this is not a
fully reliable measure of performance and subjective a posteriori testing is often more precise. Similarly,
during a navigation task, it is possible to accept several trajectories to move from one place to another.
Depending on the ability to define an objective criterion for successful trajectories, a posteriori testing
can be applied with either statistical or empirical means.

It is also possible to use a posteriori evaluation to validate a new robustness metric (a new method or
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Bepchmarking a neural network-based system can help ifyestablishing some degree of the 1
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Benpchmarking plays a strong role in pattern recognition research and has contributed decis

ady
roh

es th
omatic metricsl48].

vever, the concepts of a posteriori evaluation and post-deployment evaluation are over

1lity of a human-machine interaction, the evaluation is done a posteriori bécause it is n

resentative of the system's actual operating conditions and obtain an empirical analy
ustness of this interactive intelligent system.

Benchmarking of neural networks

the system. Often, the initial trust in an Al solition based on neural networks is e
a benchmark test. For example, in pattern recognition and similar applications of Al
ichmarking has for long been the gold standard for establishing trust in a certain 1

[ datasets by expert practitioners.

chmarking measures the performance of a system on carefully designed datasets
licly available in most cases. Oftén, they are used for testing different systems con
minent examples of benchmarking are the face recognition vendor tests (FRVT) co
US Department of Commercetsll, Other examples are the "grand challenges in biome
lysis"[21],

contrast to 7.2, benchmarking does not necessarily require an operational system
lication scenario. £or benchmarking, datasets are created that pose a serious challengg
he-art classification or regression methods. The benchmark datasets need to be complem
of benchmarking rules that describe and standardize ways of setting up testing, documer
LIp, measuring results and documenting these results[=2],

ancément of the field. However, benchmarking is usually not sufficient for a decision o
ustness goal. Benchmarking results should be interpreted with carel=3],
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h perturbation is defined as a homomorphism (i.e. a function from one domain to_the’sa

domain of the inputs of the system. The domain of the inputs containing all RGB images
dth and height is an example of such domain. This annex describes data perturbations in
assessing the robustness of neural networks.

le, automated classification systems are a prominent use of neural networks in the indus
ification systems are used for facial recognition, object tracking, seund recognition, et
to construct a classification system based on neural networks is te perform a supervi
bing a labelled dataset.

in Reference [54] has shown that even state-of-the-art néural networks for classificat
ly susceptible to data perturbations or adversarial examples. Adversarial examples incl
sound samples that are slightly modified from an eXisting one, resulting in a differ

e of sensor properties, and there are also many.fechniques to engineer such examples,

riew point of Al software engineers, the existénce of adversarial examples presents a risl
ness of the system, as the system has an‘erratic behaviour in some cases. Engineers kn
sarial examples exist. However, it is not'easy to identify all possible adversarial example

dversarial example to cause.an unintended behaviour of a neural network constitutes
bre are two main attack paradigms that are found in the literature:

box attack, where the adversary has full knowledge of the neural network, training datg
Qining algorithm;

g algorithm.

annex describes various types of perturbations to different types of data, it is not inten
ustive.It-is also important to note that hardware is able to cause unintended behaviour
e data‘through their numerical representation and, thus, causing perturbations. There
sttategies and techniques proposed in the literature to defend and protect a system fx

box attack, where-the adversary lacks knowledge of the neural network, training dataset
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these types of attacks.

In A.2 and A.3, examples of data perturbations are described for images and sounds. In each case, both
unintentional natural perturbations and intentional attacks coexist in a wide range of applications.

A.2 Example image perturbations

A.2.1 General

Several types of image perturbations exist that can represent the possible degradation that the
environment is able to inflict to the image processed by the Al system. An image is (usually) a
2-dimensional array of pixel, each one being represented by one or more numerical values (for example
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one for a black and image, 3 for a RGB image). Without any loss of generality, we will consider in the
following an image to be an array of width, W, and height, H, of pixels, with each pixel p; ; being between
the value 0 and 255. Therefore, an image is a point in an L x W space. A perturbation of an image is a
function that transform one image into another using a specific function.

When two images are in the same space, there are a variety of metrics available to calculate the distance
between them, including mean-squared error, Levenstein distancel23], structural similarity index[2€],
etc. Each perturbation present is also applicable also to colour images by considering the perturbation
on each channel. As there are many perturbations possible, there are also many metrics that define
which ones are closer to the input. Attacks can be designed to mimic actual deterioration of the image

ac icition nweacnce oy Avananla nrnoa 111]f\1r'f\f—1nn dazzling oFr f\l‘f‘]II(‘InY\ aftha camera
OIS TCIoTT procttos;, TUT CATIITIpPTICTIOToT; T, OO Lo g o ToTTtIre ST T

In A.2.2 to A.2.7, some example image perturbations and some of the existing metries derived from
them are described.

A.2.2 Homogeneous noising

A Homogenous noising is a transformation that puts a signed bounded ramdom perturbatioh on every
pixel of the image. The homogeneous noising is defined by a value K corrésponding to the maximum of
noile that it is possible to apply to each pixel.

Formally, each pixel is transformed using the following function:
p; | =v—p; j=vik withk<Kand 0 <vzk <255

In the case of a homogeneous noising, the metric used js directly correlated to the value K. An image I,
at 4 distance of 1 of an image I, if:

— | for each pixel pil,j of I; and its corresponding-pixel piz’j of I, pil'j —piz,j‘sk; and
— | atleast one pixel exists where ‘pl.lj —pl.2j|=k

A.2.3 Brightening

Brightening (or its inverse darkening) is one of the most basic image transformation avajlable. It is
usgd to create a change in thellighting of an image. Interestingly, Reference [57] demonstrates that
lighting conditions is able to\impact the performance of an image classifier. For that reason, ift is crucial
to demonstrate that a classifier is robust to such a perturbation.

Formally, each pixel istransformed using, for example, the following function:

p; :v—>p; i =v%k with k constant and -255 < k < 255

Angpther way,to adjust the brightness parameter for RGB image is to switch to HSL (hue/spturation/
lunpinanee)representation and adjust the luminance factor.

)

psentation

A.2.4 Vibration and rotation

When cameras are mounted on top of a vehicle some image degradation occurs due to a vibration or an
oscillation of the device. These perturbations cause some inversion of pixels from one frame to another.

When considering the robustness against such rotation or vibration perturbations, it is important
to consider the set of transformed images by such perturbations. For rotation, the metric used is the
maximum angle of rotation that is being applied onto the image. A model of a rotated imagel39 is
achieved by first computing the real-valued position (7', j*) that is to be mapped to the position of the
centre of the pixel. Then, the intensity of the rotated pixel it deduced by performing a linear interpolation
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taking into account surrounding pixels, such that the contribution of each pixel is proportional to the
distance to (7, j'), cutting off contributions at distance 1.

It is possible to model the vibration of an image by using an adequate blurring kernell>8] that represents
the degree of vibration applied on the image. This model allows the removal of vibration shake on an
image by deblurring the image after discovering the appropriate blur kernel. Also, for vibration and
flickering, it is possible to use a metric constructed[22] by using a Cox process. A Cox process serves as a
model to aggregate spatial point patterns where those patterns follow a stochastic process.

A.2.5 Atmospheric turbulence
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bradation occurs sometimes due to the effect of turbulent flow of air, changes in temperatlllre,

hir particles, humidity and carbon dioxide level. Considering all of these factors, the refract
hnges when crossing through several layers of air with different properties. The. result

distortion than degrades significantly the ability to process an image. This is.especially
the image taken goes through a large number of atmospheric layers, for instance’in the cas
naging or high-altitude drone imaging. For example, in References [60] and{61], a framew
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the
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tmospheric turbulence is described. A related problem is to improve the reconstruction of

Femove atmospheric turbulencel62l.[631.[64], [t is important for these techniques to use mety

the intensity of the perturbation.

urring

br vision, blurring is used in order to smooth edges on animage. The most common blurry
bne using Gaussian blur, but it is possible to define several other blurring effects using
principle. A Gaussian blur typically relies on a convolution of the image with a kerne
ralues. The size of the kernel is chosen in ordepte/span a more or less blurring effect.
he kernel are defined by the standard deviation of the kernel, or are defined manually
Gaussian effect (for example a Box blur).

W blurring is defined by a kernel K of size n x m, usually n = m = 3. Each perturbed im
cted by applying the kernel on eachspixel of the original image and store the result of

convolutign as the value of the new pixel. In;Reference [65], the authors present some general blurr

effects (m

In the casg
of the ker}
Each metr

A.2.7 BI

Blooming
reason of
(pixel) is 1

ption, defocus and Gaussian) as well as a way to classify them automatically.

of a Gaussian blur, the asspciated metric is the size of the kernel and the standard deviat
nel. Other blur effects introduce different metrics depending on their own parametrizat
ic allows to set the intensity of the blur applied to the image.

poming

s identifiedsas'the formation of a bright spot that spreads around a local overexposure. ’
the blooming artifact is that the single light sensitive elements of a CCD- or CMOS-sen|
ometimes only able to absorb a limited amount of light. If the amount of charge of a sin

pixel is eX
charges fl

ceeded by a punctual overexposure, its excess charge is released to adjacent pixels. ’
D prlmarlly to the plxels that are coupled to each other for charge transport when the sen|
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the
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The

to
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sharply deflned strip that appears Completely overexposed[66] [67]

Formally blooming is defined by a kernel K of size n x m around alocal spotwhere0<n<Land0smsW
and depending on the direction of coupled pixels m>n or n<m. Each pixel in K is transformed using
the following function:

pi’].=v—>p;'j =y=255

Sensors with special anti-blooming structures are able to circumvent this artifact but have the
disadvantage that due to the additionally required space for these structures the pixel size and with
that also the sensitivity of the sensor decreasesl©8l,
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A.2.8 Smear

Smear is identified as the formation of bright lines in the image that are vertical for slow CCD cameras
or have an angle to the vertical for CCD cameras with a higher speed. The reason for the smear artifact
is the charge transport after the exposure that lead to the exposure of transporting pixels in case of
strong incidence of lightl62L.170], [n contrast to the mostly sharply defined Blooming strip, the smear
effect strip always reaches the edge of the image and does not appear completely overexposed.

Formally vertical smear is defined by a strip S of size L x m with uniform intensity along each column
starting at an overexposed spot. Each pixel in S is transformed using the following function:

P | :v—>p;,j =v+b with 0 < v+b < 255

Cir
Buf

fumventing smear before artifacts that occur before a new exposure is done by mesetti
smear after artifacts that occur after an overexposure are only to be circumvented by t
Chanical or electro-optical shutterlZ9],

ng charge.
he use of a

A.3 Example sound perturbations

A.3.1 Principle
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nd perturbations can impact a wide range of audio processing'systems. A number of syste
Ce input as the primary interface to control a device. For jnstdnce, virtual assistants with
ech Recognition (ASR) capabilities in the home and orkmobile devices are able to contr

home appliances, home security systems, initiate purchasing and help to make phone cal
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ksages. However, such systems can be sensitive tospéerturbations of the input sound data, J
ulting in a failure to recognize the command, ananintended action, or even a malicious a
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bre are two main types of sound perturbations: a) those that modify the acoustic signal ir
ible range, and b) those relying on ultrasound. The following overview papers discuss a
hted techniques[Zl[Z2] among these types of sound perturbations.

A.3.2 Sound attacks in human-audible frequency range

References [73] and [74] ateé-among the first papers to consider automated attacks on
spdech signal. The perturbed sounds are intelligible as a specific command to an ASR system, but
nof understandable to @ human, and in some cases, not even perceptible by a human. Thesg methods
essentially modify the acoustic features that many ASR systems rely on to recognize speech (e.g. Mel-
frefluency cepstral coefficients).

the input

Reference [75] describes a sound perturbation based on genetic algorithm, and has been af
lightweight/Simple ASR system. Reference [76] describes an improved version of this work
stafe-of-the-art DeepSpeech system. The SirenAttack described in Reference [77] is a broadly|
attpck based on particle swarm optimization.

plied on a
based on a
applicable

Reference [78] developed a targeted speech adversarial example that makes slight perturbations to the
original speech to fool the Mozilla DeepSpeech ASR system. The perturbations are determined based
on a mathematical optimization technique and result in an ASR output that is recognized as some other
pre-defined text. This is a white-box attack, i.e. this technique requires information about the system
being attacked.

Reference [79] develops effectively imperceptible audio adversarial examples (verified through a human
study) by leveraging the psychoacoustic principle of auditory masking, while retaining 100 % targeted
success rate on arbitrary full-sentence targets. This work also makes progress towards physical-world
over-the-air audio adversarial examples by constructing perturbations which remain effective even
after applying realistic simulated environmental distortions. Reference [80] proposes a similar idea
using psychoacoustic hiding to attack an ASR system. Both of these methods are white-box attacks.
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Reference [81] demonstrates the existence of universal adversarial audio perturbations that cause
mistranscription of audio signals by ASR systems. An algorithm is proposed to find a single quasi-
imperceptible perturbation, which when added to any arbitrary speech signal, can most likely fool the
target ASR model. Their method is applied to the Mozilla DeepSpeech ASR system. Additionally, it is
shown that such perturbations generalize to a significant extent across models that are not available
during training, by performing a transferability test on a WaveNet¢ based ASR system.

The approach in Reference [82] shows that is possible to do voice commands stealthily by embedding
into songs which, when played, is able to effectively control the target system through ASR without
being noticed.

A.3.3 Ulkrasound based attacks

Ultrasoun
recorded.
were tran
were exec
in loudspd
loudspeak

Reference

] attacks mainly rely on the nonlinearity of the recording device, causing inaudible sound tc
[his was first accomplished in Reference [83], in which modulated ultrasound transmissi
sformed through microphone and amplifier non-linearities into valid coemimands wh
ited by a variety of commercial ASR systems. Reference [84] also noted that non-linearif
akers make it harder for an adversary to increase the attack distance},and used mult
ers in the form of an ultrasonic loudspeaker array to attack ASR systéms at longer distand

bandwidth covert channel in their BackDoor work. The work in Refeténte [86] improves upon

BackDoor
used on m|

Additional
based one

method by not requiring any software at the microphone o the perturbation is able to
hny deployed microphones or assistants.

ly, Reference [87] considers attacks on sound classification system, although only ultrasou
5 so far.
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[85] used inaudible ultrasound transmissions to record audiblé_sounds, proposing a hilgh-
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