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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of

electrotechnical standardization.

described in the ISO/IEC Directives, Part 1. In particular, the different approval criterigneedg
different types of ISO documents should be noted. This document was drafted in accgrdance
edlitorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Aftention is drawn to the possibility that some of the elements of this document may be the {
pftent rights. ISO shall not be held responsible for identifying any or all sugh) patent rights. I
ahy patent rights identified during the development of the document will ‘t{é‘in the Introductid
0

1 the ISO list of patent declarations received (see www.iso.org/patents}-+
N\,

Apy trade name used in this document is information given for t}t{; tonvenience of users and

c¢nstitute an endorsement. \Y)
)

ww.iso.org/iso/foreword.html. )¢

Sibcommittee SC 42, Artificialintelligence. 3“.

Ahy feedback or questionson this documé\t should be directed to the user’s national standard
complete listing of these'bodies can Qte\‘f‘ound at www.iso.org/members.html.

The procedures used to develop this document and those intended for its further maintenance are

d for the
with the

ubject of
etails of
n and/or

does not

For an explanation of the voluntary nature’ of standards Sthe meaning of ISO specific tgrms and
expressions related to conformity assessment, as well &s information about ISO's adhérence to
the World Trade Organization (WTO) principles jn-the Technical Barriers to Trade (T[BT), see

W
This document was prepared “by Technical (C<ommittee ISO/IEC JTC 1 Information teghnology,

s body. A
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Introduction

Bias in artificial intelligence (AI) systems can manifest in different ways. Al systems that learn patterns
from data can potentially reflect existing societal bias against groups. While some bias is necessary
to address the Al system objectives (i.e. desired bias), there can be bias that is not intended in the
objectives and thus represent unwanted bias in the Al system.

Bias in Al systems can be introduced as a result of structural deficiencies in system design, arise from
human cognitive bias held by stakeholders or be inherent in the datasets used to train models. That

means th

Developi
behaviou
possible.
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Bias in A
detect ay
covers td
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addr

at Al'systems can perpetuate or augment existing bias or create new Dias.

hg Al systems with outcomes free of unwanted bias is a challenging goal.”Al system flnetid
r is complex and can be difficult to understand, but the treatment of unwantedlbias
Many activities in the development and deployment of Al systems present gppertuniti

b to their objectives.

N
[ systems is an active area of research. This document-articulates curr.g:ht best practices
d treat bias in Al systems or in Al-aided decision-making, regardless@fsource. The docume
pics such as: Ra)
9
@

N
N

htial sources of unwanted bias and terms to specify the natdre of potential bias (Clause 6);
\

erview of bias (5.2) and fairness (5.3);

5sing bias and fairness (Clause 7) through metrics;
A ¢

essing unwanted bias through treatment strategé'es\('Clause 8).

ification and treatment of unwanted bias to enable stakeholders-to benefit from Al systems

n
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Information technology — Artificial intelligence (AI) —

Bias in Al systems and Al aided decision making

1 Scope

aking. Measurement techniques and methods for assessing bias are described, with)th
dress and treat bias-related vulnerabilities. All Al system lifecycle phases are in scope;-incl
npt limited to data collection, training, continual learning, design, testing, evaluationand use.

:fis document addresses bias in relation to Al systems, especially with regards to AI—aided‘Fecision—
a

2| Normative references

140/1EC 22989Y), Information technology — Artificial intelligence — Artlflclal intelligence con
tdrminology o1
N,

Yt
(@)

0/1EC 230532), Framework for Artificial Intelligence-(Al) Systems(l&(ging Machine Learning (ML)
)

XS

’\‘

3| Terms and definitions 9
For the purposes of this document, the following terms and definitions given in ISO/IEC 22989
IHC 23053 and the following apply. $

X

[40 and IEC maintain terminological databases for'use in standardization at the following add

— IS0 Online browsing platform: avallabl@at https://www.iso.org/obp

— IEC Electropedia: available at ttp;[{www electropediad.org/

1 Artificiakintelligence 3

X
W

3

311 &\
maximum-likelihood estlmator
egtimator-assigning the value of the parameter where the likelihood function attains or apprd
hlghest value A )
N

bte 1 to entry:“Maximum likelihood estimation is a well-established approach for obtaining p
eqtimates whereia distribution has been specified [for example, normal, gamma, Weibull and so for
edtimators-have desirable statistical properties (for example, invariance under monotone transformati
mjany situations provide the estimation method of choice. In cases in which the maximum likelihood es
bifased;a'simple bias correction sometimes takes place.

aim to
ding but

fepts and

and ISO/

fesses:

aches its

arameter
h]. These
bn) and in
Fimator is

[SQURCE: 1SQ 3534-1:2006, 1.35]

3.1.2
rule-based systems

knowledge-based system that draws inferences by applying a set of if-then rules to a set of facts

following given procedures

[SOURCE: ISO/IEC 2382:2015, 2123875]

1)  Under preparation. Stage at the time of publication: ISO/DIS 22989:2021.
2)  Under preparation. Stage at the time of publication: ISO/DIS 23053:2021.
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3.1.3
sample
<statistics> subset of a population made up of one or more sampling units

Note 1 to entry: The sampling units could be items, numerical values or even abstract entities depending on the
population of interest.

Note 2 to entry: A sample from a normal, a gamma, an exponential, a Weibull, a lognormal or a type I extreme
value population will often be referred to as a normal, a gamma, an exponential, a Weibull, a lognormal or a type
[ extreme value sample, respectively.

[SOURCH: ISO 16269-4:2010, 2.1, modified - added <statistics> domain]

3.1.4
knowledge
informatfion about objects, events, concepts or rules, their relationships and properties, drganized for
goal-orignted systematic use

Note 1 to entry: Information can exist in numeric or symbolic form. o>

AN

s

¥
Note 2 to|entry: Information is data that has been contextualized, so that it is intefjpretable. Data are creatg¢d

through gbstraction or measurement from the world. O\

\»
3.1.5 \ \(/
user W

individul or group that interacts with a system or'benefits from a\s:ys:cem during its utilization

[SOURCH: ISO/IEC/IEEE 15288:2015, 4.1.52]

A\ Y%
\0
3.2 Bias X
R\
3.21 £
automatlion bias "N

propensity for humans to favour'suggestions ffom automated decision-making systems and to ignofe

contradiftory information.rhade without autdmation, even if itis correct
N

3.2.2 .)‘
bias XN
systematic difference in treatment®f certain objects, people, or groups in comparison to others

Note 1 tolentry: Treatment is any kind of action, including perception, observation, representation, prediction pr
decision AN

o

3.2.4
human qognitive bias
bias (3.2)2) that gcgurs when humans are processing and interpreting information

Note 1 to entry: human cognitive bias influences judgement and decision-making.

3.2.5
confirmation bias

type of human cognitive bias (3.2.4) that favours predictions of Al systems that confirm pre-existing
beliefs or hypotheses

3.2.6
convenience sample
sample of data that is chosen because it is easy to obtain, rather than because it is representative

3.2.7
data bias

data properties that if unaddressed lead to Al systems that perform better or worse for different groups
(3.2.8)

2 © ISO/IEC 2021 - All rights reserved
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3.2.8

group
subset of objects in a domain that are linked because they have shared characteristics

3.2.10
statistical bias

type of consistent numerical offset in an estimate relative to the true underlying value, inherent to most

estimates

[SOURCE: ISO 20501:2019, 3.3.9]

41 Abbreviations

Al artificial intelligence
ML machine learning
e
':00
5| Overview of bias and fairness ol
NN
5|1 General N

)

XS

p—

people, or groups in comparison to others; in its generi¢ meaning beyond the context of Al
a[social context, bias has a clear negative connotationas' one of the main causes of discri

r¢sultant representation of the environment and zituations that make the operation of ML al
ppssible. \

(93

This document uses the term bias to chara;c,térize the inputand the building blocks of Al sy

tqrms of their design, training and operation. Al systems ‘of different types and purposes (su

labelling, clustering, making predictions or decisions) rely on those biases for their operation.
\¥

u$es the terms unfairness and fairness, instead. Fairness can be described as a treatment, a b|
of an outcome-that respectseStablished facts, beliefs and norms and is not determined by fay
0

" unjust.discrimination.(; i

-

While certain biases.are essential for proper Al system operation, unwanted biases can be in
1jt0 an Al system @njintentionally and can lead to unfair system results.

—

5|2 Overview of bias

Al systems-are enabling new experiences and capabilities for people around the globe. Al sys
be used for various tasks, such as recommending books and television shows, predicting the
ahd $everity of a medical condition, matching people to jobs and partners or identifying if a

1] this document, the term bias is defined asa'systematic diffgr«\énce in the treatment of certaif objects,

r ML. In
mination

anpd injustice. Nevertheless, it is the/systematic differénces in human perception, observation and the

borithms

stems in
ch as for

Tp characterize.the Al system outcome or, more precisely, its possible impact on society, this document

ehaviour
ouritism

froduced

tems can
presence
berson is

crossing the street. Such computerized assistive or decision-making systems have the poten

tial to be

fairer and the risk of being less fair than existing systems or humans that they will be augmenting or

replacing.

Al systems often learn from real-world data; hence an ML model can learn or even amplify problematic
pre-existing data bias. Such bias can potentially favour or disfavour certain groups of people, objects,
concepts or outcomes. Even given seemingly unbiased data, the most rigorous cross-functional training
and testing can still result in an ML model with unwanted bias. Furthermore, the removal or reduction
of one kind of bias (e.g. societal bias) can involve the introduction or increase of another kind of bias
(e.g. statistical bias)[3], see positive impact described in this clause. Bias can have negative, positive or

neutral impact.

© ISO/IEC 2021 - All rights reserved
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Before discussing aspects of bias in Al systems, it is necessary to describe the operation of Al systems
and what unwanted bias means in this context. An Al system can be characterized as using knowledge
to process input data to make predictions or take actions. The knowledge within an Al system is often
built through a learning process from training data; it consists of statistical correlations observed in
the training dataset. It is essential for both the production data and the training data to relate to the
same area of interest.

The predictions made by Al systems can be highly varied, depending on the area of interest and the
type of the Al system. However, for classification systems, it is useful to think of the Al-predictions as
processing the set of input data presented to it and predicting that the input belongsto a desired set
or not. A[simple example is that of making a prediction relating to a loan application as to whethen.the
applicant represents an acceptable financial risk or not to the lending organization:

A desirable Al system would correctly predict whether the application represents an acceptable rigk
without fontributing to systemic exclusion of certain groups. This can mean in some circumstances
taking irfto account considerations of certain groups, such as ethnicity and gender. There can be gn
effect of pias on the resulting environment where the prediction can'change the results of subsequept
predictigns. Examples of how to determine whether an algorithm‘has unwanted b;as according to the
metrics defined in Clause 7, are given in Annex A. P
ol
Uncovering bias can involve defining appropriate criteria~and analysing trade-offs associated with
these crkeria. Given particular criteria, this document describes methgﬁelogies and mechanisms for
uncovering and treating bias in Al systems. Y

Classification (a type of supervised learning) and clustering .(a type of unsupervised learning)
algorithips cannot function without bias. If all subgroups are te-be treated equally, then these kinds pf
algorithins would have to label all outputs the'same (resulting.in only one class or cluster). Howevgr,
investiggtion would be necessary to assess whether t}? impact of this bias is positive, neutral ¢r
negativelaccording to the system goals-and objectives.

Examplef of positive, neutral and negative effects of.bias are as follows:

'y

— Positive effect: Al developers can 1ntr0duce bias to ensure @ fair result. For example, an Al system
used for hiring a specific type of WOI‘kEL:Can introduce a:bias towards one gender over another |n
the glecision phase to_compensate forisocietal bias inherited from the data, which reflects thejir
histqrical underrepresentation in ghis'profession.

~

— Neufral effect:The Al system.for ‘?)rocessing images for a self-driving car system can systematically
misdlassify“mailboxes” as f‘firé‘hydrants". However, this statistical bias will have neutral impact, as
long|as the system has an.equally strong preference for avoiding each type of obstacle.

Vs \ N\

— Negdtive effect: Examples of negative impacts include Al hiring systems favouring candidatgs
of ofie gender over.another and voice-based digital assistants failing to recognize people with
speech impairments. Each of these instances can have unintended consequences of limiting the
oppdrtuniti€s of those affected. While such examples can be categorized as unethical, bias is|a
widgr conept that applies even in scenarios with no adverse effect on stakeholders, for example, |n
the dlassification of galaxies by astrophysicists.

One challenge with determining the relevance of bias is that what constitutes negative effect can depend
on the specific use case or application domain. For example, age-based profiling can be considered
unacceptable in job application decisions. However, age can play a critical role in evaluation of medical
procedures and treatment. Appropriate customization specific to the use case or application domain
can be considered.

In ML systems, the outcome of any single operation is based upon correlations between features in
the input domain and previously observed outputs. Any incorrect outputs (including for example,
automated decisions, classifications and predicted continuous variables) are potentially due to poor
generalization, the outputs used to train the ML model and the hyperparameters used to calibrate it.
Statistical bias in the ML model can be introduced inadvertently or due to bias in the data collection
and modelling process. In symbolic Al systems, human cognitive bias can lead to specifying explicit

4 © ISO/IEC 2021 - All rights reserved
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knowledge inaccurately, for example specifying rules that apply to oneself, but not the target user, due
to in-group bias.

Another concern about bias is the ease with which it can be propagated into a system, after which it can
be challenging to recognize and mitigate. An example of this is where data reflects a bias that exists
already in society and this bias becomes part of a new Al system that then propagates the original bias.

Organisations can consider the risk of unwanted bias in datasets and algorithms, including those that at
first glance appear harmless and safe. In addition, once attempts at removing unwanted bias have been
made, unintended categorisation and unsophisticated algorithms have the potential to perpetuate or

would automatically disadvantage carers who are returning to the workforce after having talken time
off work for caring responsibilities. A similar algorithm can also-downgrade casual workefs whose
working history consists of many short contracts for a wide variety of employersi-a characterjistic that
cqn be misinterpreted as negative. Careful re-evaluation of the newly achievedoutcomes can f¢llow any
uhwanted bias reduction and retraining of the algorithm. O

AN

The more automated the system and the less effective the-human oversight,‘fhe likelihood of unjfintended
negative consequences is heightened. This situation.is compoundéd when multiple Al applications
contribute to the automation of a given task. In-such multi-applicdation Al systems, greater| demand
fdr transparency and explainability regarding the outcomes-it‘produces can be anticipated by the
organisations deploying them. X N
N

5|3 Overview of fairness
A\ Y%

Fairness is a concept that is distinct from, but e ated to bias. Fairness can be characterizdd by the
effects of an Al system on individuals, groups of%eople, organizations and societies that the system
inffluences. However, it is not possible to guarantee universal fairness. Fairness as a concept iscomplex,
hlghly contextual and sometimes contested, varying across cultures, generations, geographies and
pplitical opinions. What is ‘considered fAlF.can be inconsistent across these contexts. This document
thus does not define the term fairnes&because of its highlyssocially and ethically contextual ngture.

Eyen within the context of Al, it is difficult to define fairness in a manner that will apply eqyally well
tq all Al systems'in all contexts? An Al system can potentially affect individuals, groups df people,
ofganizations and societies ifhiany undesirable ways. Common categories of negative impactg that can
b¢ perceived as “unfair” in‘c(l?lde:

— Unfair allocati/on;‘occurs when an Al system unfairly extends or withholds opportupities or
resources in ways that have negative effects on some parties as compared to others.

—1 Unfair quality of service: occurs when an Al system performs less well for some parties| than for
others,‘even if no opportunities or resources are extended or withheld.

— Stereotyping: occurs when an Al system reinforces existing societal stereotypes.

— “Denigration: occurs when an Al system behaves in ways that are derogatory or demeaning.

— “Over” or “under” representation and erasure: occurs when an Al system over-represents or under-
represents some parties as compared to others, or even fails to represent their existence.

Bias is just one of many elements that can influence fairness. It has been observed that biased inputs do
not always result in unfair predictions and actions and unfair predictions and actions are not always
caused by bias.

An example of a biased decision system that can nonetheless be considered fair is a university hiring
policy that is biased in favour of people with relevant qualifications, in that it hires a far greater
proportion of holders of relevant qualifications than the proportion of relevant qualification holders
in the population. As long as the determination of relevant qualifications does not discriminate against
particular demographics, such a system can be considered fair.

© ISO/IEC 2021 - All rights reserved 5
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An example of an unbiased system that can be considered unfair, is a policy that indiscriminately
rejected all candidates. Such a policy would indeed be unbiased, as not differentiating between any
categories. But it would be perceived as unfair by people with relevant qualifications.

This document distinguishes between bias and fairness. Bias can be societal or statistical, can be
reflected in or arise from different system components (see Clause 6) and can be introduced or
propagated at different stages of the Al development and deployment life cycle (see Clause 8).

Achieving fairness in Al systems often means making trade-offs. In some cases, different stakeholders
can have legitimately conflicting priorities that cannot be reconciled by an alternative system design.
As an expmple, consider an Al system ecides the award of scholarships to some ol the graduage
programjme applicants in a university. The diversity stakeholder in the admissiongs office wants the
system tp provide a fair distribution of such awards to applications from various geographictegions.
On the qther hand, a professor, who is another stakeholder, wants a particular deserving.studept
interestdd in a particular research area to be awarded the scholarship.:In such a case, there is|a
possibility that the Al system denies a deserving candidate from a particular region in order to meet the
research|objectives. Thus, meeting the fairness expectations of all stakeholders is ndtlalways possible.
It is thefefore important to be explicit and transparent about these priorities. \and any underlyi

assumptjons, in order to correctly select the relevant metrics (see Clause 7). g
ol
N\,

6 Soufrces of unwanted bias in Al systems (>'
%
6.1 General A
\

This clayse describes possible sources of unwanted bias in AI Systems. This includes human cognitiye
bias, datf bias and bias introduced by engineering decisionsiFigure 1 shows the relationship betweg¢n
these high-level groups of biases. The human cognltlve,@lases (6.2) can cause bias to be introduc¢d
through pngineering decisions (6.4), or data bias (6.3 3)

Bias\@tl’oduced by

/ engineering
°\aec151ons (6.4) \
Human cognitive \}

biases.(6.2) >
S /
S Data bias
, / (6.3)
Data charac};eri(s\tics

o

Unwanted bias

Figure 1 — Relationship between high-level groups of bias

For exarhple,Wwritten or spoken language contalns soc1etal blas which can be ampllfled by w01d
embeddi 4

data, it in ‘turn causes non- representatlve sampllng data blas (descrlbed in 6 3. 4) Wthh can lead to
unwanted bias. This relationship is shown in Figure 2.
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decisions
feature engineerin
Unwanted bias

S¢

i1

6

Figure 2 — Example of societal bias manifesting as.unwanted bias

embeddings as features of this model.

Human cognitive
biases

S
W

~

Data characteristics
N

-

7)
/

6

SN
P
N
/‘

2 Human cognitive biases

2.1, General

\ N

Bias.ifgroduced by

Data bias
outliers

Systems are likely to exhibit multiple sources of bias simultaneously. Analysing a system
ohe source of bias is unlikely to uncover all. In the same example, multiple models are
nptural language processing. The outputs of the word embedding modél that may be aff
npn-representative sampling bias are then further processed by a sec.endary model. In this
condary model is vulnerable to bias in feature engineering becauseé*a choice was made to {

N

N
Npt all sources of bias start with human eegnitive biasesf{bias can be caused exclusively]
characteristics. For example, sensors thatiare attached to.a System may fail and produce sig
cqn be considered outliers (see 6.3.10). This data, when used for training or reinforcement lear
troduce unwanted bias. This is shown in Figure 3. ¢

&\ engineering
5, " decisions \
Unwanted bias

Figure 3 — Example of data characteristics manifesting as unwanted bias
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Human beings can be biased in different ways, both consciously and unconsciously, and are influenced
by the data, information and experiences available to them for making decisions[=l. Thinking is often
based on opaque processes that lead humans to make decisions without always knowing what leads
to them. These human cognitive biases affect decisions about data collection and processing, system
design, model training and other development decisions that individuals make, as well as decisions
about how a system is used.

6.2.2 Automation bias

Al assists automation of analysis and decision-making in various systems, for example in self-driving
cars and health-care systems, that can invite automation bias. Automation bias occurs when a human
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decision-maker favours recommendations made by an automated decision-making system over
information made without automation, even when the automation makes errors.

6.2.3 Group attribution bias

Group attribution bias occurs when a human assumes that what is true for an individual or object is
also true for everyone, or all objects, in that group. For example, the effects of group attribution bias
can be exacerbated if a convenience sample is used for data collection. In a non-representative sample,
attributions can be made that do not reflect reality. This is also a type of statistical bias.

6.2.4 plicit bias

Implicit bias occurs when a human makes an association or assumption based on their mentalimode]ls
and menjories. For example, when building a classifier to identify wedding photos, an engineer can usge
the presg¢nce of a white dress in a photo as a feature. However, white dresses have been customary only
during c¢rtain eras and in certain cultures.

6.2.5 onfirmation bias v

ol
Confirmdgtion bias occurs when hypotheses, regardless of theirveracity, are more likely to be confirmegd
by the infentional or unintentional interpretation of information. o

For exanjple, ML developers can inadvertently collect.or label data, i,nj‘vsays that influence an outconpe
supportihg their existing beliefs. Confirmation bias is.a form of imp\li‘cit bias.

Experimpnter’s bias is a form of confirmation bias where an experimenter continues training modells
until a pge-existing hypothesis is confirmed. >

Human dognitive bias, in particular this.confirmation m;g can cause various other biases, for example
selectior| bias (6.3.2) or bias in datalabels (6.3.3). /%
-

Another lexample is “What You.See Is All Thereds” (WYSIATI) bias. This occurs when a human looks
for information that confirms their beliefs, ovérlooks contradicting information and draws conclusions
based on what is familiar(6l, \¢

6.2.6 -group bias -

o
In-group|bias.occurs when showing-partiality to one's own group or own characteristics. For example,
if testers|or raters’consist of the system developer's friends, family or colleagues, then in-group bias c4n
invalidatle product testingorthe dataset. This can be expressed in the evaluation of others, allocation pf
resources,and many other ways.

It has befen shown/that people will seek to make more internal (dispositional) attributions for events
that refl¢ct positively on groups they belong to and more external (situational) attributions for evengs
that reflg¢ct negatively on their groups.

6.2.7 ut-group hnmngnnnlfy bias

Out-group homogeneity bias occurs when seeing out-group members as more alike than in-group
members when comparing attitudes, values, personality traits and other characteristics. For example,
Europeans can be seen as one homogenous group by Americans and vice versa. However, each group
would be able to identify many subgroups and specific traits within each to prove the great diversity
that exists in reality.

The out-group homogeneity effect is an individual’s perception of out-group members as more similar
to one another than are in-group members, for example, "they are alike; we are diverse". The term "out-
group homogeneity effect” or "relative out-group homogeneity” has been explicitly contrasted with
“out-group homogeneity” in general, the latter referring to perceived out-group variability unrelated to
perceptions of the in-group.
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The out-group homogeneity effect is part of a broader field of research that examines perceived group
variability. This area includes in-group homogeneity effects as well as out-group homogeneity effects.
In-group homogeneity effects occur when in-group members are perceived as being similar with
regards to positive characteristics. This area of research also deals with perceived group variability
effects that are not linked to in-group or out-group membership, such as effects that are related to the
power, status and size of groups.

The out-group homogeneity effect has been found using a wide variety of different social groups, from
political and ethnic groups to age and gender groups.

6|2.8 Societal bias

Societal bias occurs when similar cognitive bias (conscious or unconscious) is being)held by many
irfdividuals in society. Consequently, this bias can be encoded, replicated and perpetuated| through
organizations’ policies.

J—

tlmanifests in ML when models learn or amplify pre-existing, historical pattérns of bias in datasets.
This societal bias originates from society at large and can-be closely related to other cognitive or
sflatistical bias. It manifests as data available about society that reflects,historical patterns| Societal

blas can also be considered a type of data bias (6.3). \’

So¢cietal bias also manifests when cultural assumptions about dat?\al‘e applied without regard|to cross-
cIltural variation. For example, many groups treat genomics,d ]S(«::\S entirely secular, but some groups
consider genomics to also contain sacred or§piritual properties.’A model built on that data cap predict
dlsease across populations in a balancedway. However, if that data involves social groupy who do
c¢nsider the data to be sacred and the-developer does.not acknowledge or accommodate thaf cultural
fference, the model can perpetuate societal bias regdrdless of the numerical output.

d

Ope example of societal bias is~when historical éata records are inappropriate for inferenges being
nmlade, possibly reinforcing commonly heldk but’ inaccurate social views. For example, predicting
whether a prisoner will commit another crim.e'if released on(parole (i.e. recidivism rate) depends on the
ayailability of data about'which previousprisoners comniitted which types of crime(s)[Z], if ny, after
they also were released on parole. Available data, howevery is restricted to former prisoners that were
afrested for or convicted of a crime dfter they were released. It is well-documented that police arrests
and judicial convictions are themselves heavily influenced by attitudes toward ethnicity, poyerty and
prior arrests.-For example, an: "s\ystematic over-arrest and conviction of a particular group ¢f people
would then-lead to the systematic over-classification of recidivism among this population of pyisoners.

N

Systemic bias, also called institutional bias, is a form of societal bias found in systems. Systenfic bias is
the inherent tendeg,cy(bf a socio-technical system or process to support particular outcomes.

The term systemic bias is historically used in the context of human systems and processes qperating
Within organizations or within a society or culture and is discussed extensively in the field of ihdustrial
'ganizatien €économics.

o

For example, systemic bias plays a part in systemic racism. Systemic racism is a form of racism that can
be embedded within society, a particular culture, or an organization.

6.2.9 Rule-based system design

Developer experience and expert advice can have a significant influence on rule-based system design
while also potentially introducing various forms of human cognitive bias. A developer can, for example,
put in place an explicit rule based on an assumption about income that makes a split in a population
such that separate models are applied for people who receive a regular income in their bank accounts
versus those who do not. Such a split can be embedding a bias against those who are self-employed
versus those employed by a third party. The rule can also unfairly discriminate against different
demographics of peoples where there are links between type of employment and social demographics
in a particular geographical location.
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6.2.10 Requirements bias

Requirements creation presents occasions for the human cognitive biases listed in 6.2 to manifest.
For example, implicit assumptions about hardware capabilities made by Al developers of high socio-
economic status will not necessarily hold true for all the users of the Al system. In general, human
cognitive bias will tend to draw the attention of Al developers towards conditions similar to their
own that are not representative of the overall target user base. See Clause 8 for examples of treatment
strategies for mitigating bias during requirements development.

The quantity being optimized during model training can also introduce requirements bias into the
system. Naive translations of system requirements into utility equations can createrequirements biap.

6.3 Ddtabias

6.3.1 eneral

A major pource of bias is the data used to train and develop Al systems. The detaks in 6.3 elaborate
on specific ways in which data can be biased. Data bias arises-from technical de’51gn decisions and
constraipts and it can be caused by human cognitive biasy the training nyet}iodology chosen and
variancep in training infrastructure. These sources are not exclusive to Al’systems and can be fournd
in other ppplications. However, the way that they manifestin Al systems‘\follows certain patterns. For
example/ bias caused by the training dataset can be based on an incornéc‘t application or disregard pf
statistical methods and rules. -\ \
N
6.3.2 §tatistical bias

6.3.2.1 | Selection bias '

6.3.2.1.1 General R
Selectior] bias occurs when a dataset’s samples,are chosen in a'way that is not reflective of their regl-
world digtribution. Selection)bias can be aqi”\ibutable to human cognitive bias in the data selectign
process (6.2). \

6.3.2.1.2 Samplingbias \ N

Sampling bias occurs when data reeords are not collected randomly from the intended population.
If a dataget s biased in thé number of samples it draws from different groups, then the model will npt
accuraté|y reflect the edvironment in which it will be deployed. For example, a facial recognition system
trained dn only one gender or only one race of people, is likely to not be able to as successfully recognize
the faces|of the types-of people not in the training dataset!8l,

6.3.2.1.3] Coverage bias

Coveragéeébias occurs whema populatiom representedima dataset does ot matchr the poputation that
the ML model is making predictions about. For example, if building an ML model to predict enjoyment
of dramatic movies was based on a survey of viewers of comedic movies, it would clearly have coverage
bias that can be material.

6.3.2.1.4 Non-response bias

Non-response bias (also called participation bias) occurs when people from certain groups opt-out of
surveys at different rates than responders from other groups.
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6.3.2.2 Confounding variables

A confounding variable is a variable that influences both the dependent variable and independent
variable causing a spurious association. Because of this, a perceived relationship between two variables
can be proven as partially or entirely false.

6.3.2.3 Non-normality

Most statistical methods assume that the dataset is subject to a normal distribution. However, if the
dataset is subject to a different distribution (e.g. Chi-Square, Beta, Lorentz, Catuchy, Weibull or Pareto)
the results can be biased and misleading.

6{3.3 Data labels and labelling process

The labelling process itself potentially introduces the cognitive or societal biases described|in 6.2 to
the data. For example, by deciding to classify people into male-or female, or old\and young, p¢ople are
cgst into discrete categories that do not necessarily represent-the full reahty being modelled. Labels
cqn be selected that can be too broadly interpreted or that.rreduce a contmuous spectrum to|a binary
variable. Other times the labelling process naturally falls-into a discrete space, but the true labels are
raccessible. Proxies for ground truth are often used'in these cases.that'correlate with the true labels
and are accepted as sufficiently close for most purpaoses. If the inacdupacies introduced by that proxy are
npt random, they can introduce bias into the system. For examplé’an Al system recommendlig parole
eligibility as described in 6.2.8 can also be-described as genérally not having access to infprmation
albout whether people who were not released can have com,gﬂtted further offences.

—e

Finally, it is possible for the labelling process itself to-be inherently flawed. During data lapelling it
g possible for the human cognitive‘bias of the data {abellers to be introduced into the data.|It is also
ppssible for such bias to be incorporated into the 4abelling instructions.
\

—e

(93
»

3.4 Non-representative sampling >,

6

Bjas can manifest in several ways during training data sélection, as result of the human cognitiye biases
described in 6.2, or{due to sampling’or coverage bias as described in 6.3.2. Sometimes all pvailable
dptasets have properties inherited:from the human-cognitive bias that produced them. Human gognitive
bias in the selection process canyprevent the use or-creation of unbiased datasets. Non-repregentative
sgmpling is‘an‘example of biased training data selection. Most modelling techniques treat the training
djta as a true and accurate picture of the phenomenon being modelled. If a dataset is not reprefentative
of the intended deploymerit environment, then the model has the potential to learn bias bas¢d on the
wlays in'which the gata‘set is non-representative.
R
d
Y

bpresentativeness can take different forms in different application domains. For example, in the
bmain of faeial recognition there are several different ways for a dataset to be non-reprefentative
ith respett to attributes such as skin tone. The number of images of people with a particplar skin
tgne, thelighting conditions of images and the relative entropy of images of people with one $kin tone
are examples of how a non-representative dataset can introduce bias into a model.

Detafeatures can be prncnnt‘ that can allow an ML model to infer group momhnrchip indirect y, even if

the group membership features themselves are not among the ML model input (see 8.3.3.1).

6.3.5 Missing features and labels

Real world data are rarely complete. In particular, features are often missing from individual training
samples. If the frequency of missing features is higher for one group than another then this presents
another vector for bias. For example, the patient history for certain groups of people is often less
complete in comparison to other groups due to the more fragmented care they receive on average. This
imbalance in data quality has the potential to lead to lower quality medical predictions.
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6.3.6 Data processing

Bias can also creep in due to pre-processing (or post-processing) of data, even though the original data
would not have led to any bias. For example, imputing missing values, correcting errors, removing
outliers or assuming specific data distribution models can also lead to bias in the operation of an Al
system. This can be caused by the human cognitive biases described in 6.2.

6.3.7 Simpson's paradox

Simpson’s_paradox manifests when a trend that is indicated in individual groups(of data reverses
when th¢ groups of data are combined. The background to this observation usually lies in the different

Aggregating data covering different groups of objects that have different statistical distributions cdn
introducp bias into the data used to train Al systemsl2l. This can be“caused by human cognitive bigas

\.
Due to grivacy and related regulatory considerations, learning closer‘fo the source of the data cgn
become yidespread using distributed methodologies and techniques: Dlstrlbuted ML can introduce ifs
own caupe for data bias, as the different sources/of data can have\a‘ different distribution of featurgs.
If all the| data sources that cumulatively contribute to the completeness of the feature space do npt
participdte in the training, bias corresponding to feature space of non-participating data sources cgn
occur. Non-participation can happen due to-network issués,lower capability of computing devices fpr

respectiye data sources or non-selection ofthe data sou,r(@
\

(93

6.3.10 (ther sources of data bias \j. :
The dataland any labels can also be biased by artefacts or other disturbing influences. This bias wou|d
be regar{led by an Al algorithm as part ofth&model to be generalized and would thus lead to undesir¢d
results. Hor example:

0\

— Outllers are extreme data value$ that, if real, represent very low probability events of the to-b
modglled data. K>

-

— Noisg is distortion and is eharacterlzed by a statistically-distributed variation of a physical quantitfy.
Noispds,caused by sto’hastlc processes and cannot be described deterministically. Noise can have a
negdtive influence dnthe model if overfitting takes place. Furthermore, artificially generated noige
can'be used to create adversarial examples that will cause undesired results.

19°
1

6.4 Bias introduced by engineering decisions

6.4.1 eneral

ML model architectures - encompassing all model specifications, parameters and manually designed
features - can be biased in several ways. Data bias and human cognitive bias can contribute to such bias.

6.4.2 Feature engineering

During the feature engineering process in building an ML model, the Al developers can directly use any
of the input features or can create complex features for the ML model from input features in such a way
that they can be linear or non-linear combinations of some of the input features. Steps such as encoding,
data type conversion, dimensionality reduction and feature selection are subject to choices made by the
Al developer and can introduce bias in the ML model.
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For example, the Al developer can choose to represent height of people through categorial values such
as tall, average or short and then choose the ranges in such a way that a majority of one gender falls in
the average and short category while the majority of another falls in the tall and average category. This
can introduce an unwanted bias in the model. As another example, the Al developer can use a complex
feature of body mass index (BMI) composed from the height and weight of a person and then create the
model to use the BMI feature rather than the original height and weight features. This can introduce
bias that is unfair to some groups such as professional sumo wrestlers and weightlifters.

Sometimes, hidden or implicit correlations across features can gain prominence due to underfitting or
when there are insufficient model parameters. This can then reflect as an unwanted bias in the system
predictions.

[=))

4.3 Algorithm selection

The selection of ML algorithms built into the Al system can introduce unwanted biasin predictipns made
by the system. This is because the type of algorithm used introduces a variatiof in the perforfnance of
the ML model.

>

I} the simplest example, this can involve using a lineat_model for a nontlinear problem. Ifh a more
complex example, there are different possible configurations of long short-term memory mqdels and
s:tch models can consist of several layers. This directly influence ‘the\ complexity of the fundtion that
the network is able to approximate. Other neural network arc¢hitectures like transformer{encoder-
decoder models have functionality that can introduce unwant@d bias in the predictions made by the
system. A
N

There can be many sub-models inside-an ML model that)¢an be interacting with a linear conpbination
of a more complex combination of the.sub-models. Fhis.can introduce many complex issues, which can

irfclude unwanted bias in the Al system predictionz.

For example, in an ML model for a natural lhnguage question answering system there fan be a
combination of a predicate-prediction mod'e,l a value-identification model, a predicate-valu¢ binding
model and a constraints-identification model. The way these’sub-models are combined or s¢quenced
cdn introduce unwanted'bias in the s‘)::s:tem predictions.

Gfradient-boosting can also be usedto combine a set of machine learning sub-models into a single strong
ldarner in an itérative fashion. However, the ensemble of such sub-models can introduce unwapted bias
irf] the final prédictions. For example, a ML model can use a sequential construction of shallow rggression
trlees to forni an ensembledrd give a prediction as a sum of the trees’ prediction probabilities|The way
the ensemble is constructed can introduce bias in the system.
/“ \‘\

6{4.4 Hyperparameter tuning

When creatinga machine learning model, the design choices made define the model architectyre. Often
the optimalymodel architecture evolves through hyperparameter tuning. Hyperparameters influde the
npiimber:of network layers, the number of neurons in a layer (also called the width of each lgyer), the
larning rate for gradient descent, the degree of polynomials to use for the linear model and th¢ number
of treés in a random forest etc.

Hyperparameters define how the model is structured and cannot be directly trained from the data like
model parameters. Thus, hyperparameters affect the model functioning and accuracy of the model and
thus can potentially lead to bias.

There are many possible activation functions for a neural network. The choice of activation functions
can affect the accuracy and predictions made by the ML model. This can appear as bias in the predictions
made by the system.

Further, it is often necessary to pick a decision threshold for a given model to perform some action.
Frequently, such thresholds are manually set. Thus, if a model updates on new data, the previously
manually set threshold can become invalid or can lead to bias in predictions. This is especially
important for dynamic systems.

© ISO/IEC 2021 - All rights reserved 13


https://iecnorm.com/api/?name=a61732d58bdf640de3e02ab5bf1b7bf0

ISO/IEC TR 24027:2021(E)

6.4.5 Informativeness

For some groups the mapping between inputs present in the data and outputs are more difficult to
learn. This can happen when some features are highly informative about one group, while a different
set of features is highly informative about another group. If this is the case, then a model that only
has one feature set available, can be biased against the group whose relationships are difficult to learn
from available data. This concept applies both in training and evaluating a model. Model expressiveness
(6.4.7.2) is also a factor for informativeness.

6.4.6 Maodelbias

Given that ML often uses functions like a maximum likelihood estimator to determine parameters,|if
there is fata skew or under-representation present in the data, the maximum likelihood estimatiqn
tends to|amplify any underlying bias in the distribution. For example, if‘the distribution ©f)men and
women 1fepresented in the dataset is 60 % men and 40 % women, a model can represent this skew
at 80 % men and 20 % women by using thresholds that do not consider the initial bias. Downstream
activatiopn functions like the sigmoid function can amplify small differences in fe{cures that are the

result of [data bias. %
L% )
6.4.7 Model interaction A
9
$
6.4.7.1 | General \Y)

It is pospible for the structure of a model to cteate biased predi\ctions. For example, assume thpt
variableg X and Y are relevant to predicting outcomes in two groups but are independent in one group
and inteffactional in the other. A model where the two variables-are present but cannot be isolated will
potentially yield biased outcomes. R )

%

\

(93

6.4.7.2 | Model expressiveness (™

Models Have different expressive capacity and some embody a wider variety of functions than others.
The numper and nature of parameters in a metlel as well as the neural network topology can affect the
expressiyeness of the model-"Any feature tﬁat affects model expressiveness differently across groups
has the fotential to cause bias. )

<
W

Model arfchitectures.that allow for’geéﬁrsion can also allow for more expressiveness. The properties pf
some grqups can.be wholly undérstood through a static representation of the current state. The sanje
propertig¢s of.other groups can'be understood as the result of a sequence of states. In this case, a nop-
recurrent model will perfgrpi\better for the former group than for the latter.

o

7 Assessmentofbias and fairness in Al systems

7.1 General

When dgveloping and deploying an Al system, it is important to be aware of possible bias (including
statistical and societal) that can lead to unfair system behaviour. One way to uncover evidence of
unwanted bias is to assess the system’s outputs using one or more fairness metrics. Unwanted bias that
is discovered using this assessment, can be treated using the techniques described in Clause 8.

Metrics of statistical bias seek to evaluate differences between average observed values and true
values. With the proliferation of Al systems and concerns relating to their fairness, there is also growing
awareness that such metrics of statistical bias are insufficient to detect unfair or discriminatory
behaviour. This has led to the development of metrics10, that aim to capture various notions of fairness.

Such metrics are described in the literature on “algorithmic fairness”[11l and are referred to as “fairness
metrics” or “metrics of algorithmic fairness”. For example, some fairness metrics are designed to
compare different types of error rates between different groups of people.
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Note that there is not a one-to-one correspondence between the broad notion of bias (as defined in this

document) and statistical bias metrics. There is also no one-to-one correspondence between t

he broad

notion of fairness (as discussed in 5.3) and fairness metrics. The main challenge remains to determine

the metrics that are most appropriate in any given context12],

To date, most work on fairness metrics has focused on the fairness of classification- or regression-based
Al systems with respect to groups defined in terms of one or more demographic attributes. Approaches
for assessing the bias and fairness of classification-based Al systems are introduced in this clause.

Similar concepts exist for Al regression systems - seell31[14] for examples.

B[as 1n classification systems can be detected through measurements of different ty pes ol erj
r¢spect to various groups. The approach of dividing data into training, validation and test dz
afigmented by subdividing each of those datasets based on the characteristics with respeetto v
system is expected to be fair. If there are multiple characteristics relevant to detecting.possik
ir] a particular system, then those characteristics can be considered-as independent.0r-as inters
For example, a system that is unbiased with respect to genderiand race independently can |

tqwards a specific combination of the two.
»

)
Prior to testing, fairness objectives can be made explicit, this includeg.determination of
demographic characteristics, selection and justification of fairness metries to be used in deted
and fixing the allowable margin of difference (“delta”): SO\

9
eqch group and comparisons are made between groups. Aleldssification system can be ¢
sufficiently fair (or “unbiased”) with respectto relevant cha\récteristics, if metric-based meas
a

ross groups are within a sufficiently small delta.

A\ Y%
712 Confusion matrix Q )

Al confusion matrix[12] (see Figure 4) is a tqof that can be used to evaluate the performg
classifier. It reports the number of false positives, false negatiyes, true positives and true nega
iffcludes further performance criterion dérived from these values. Since a confusion matrix

helpful in circumventing or uncoverjﬁg the weaknesses of individual metrics.

ors with
tasets is
vhich the
le biases
ectional.
e biased

relevant
ting bias

nsidered
rements

Ohce the data has been appropriately divided, the pre-determinﬁd fairness metrics are calc%lated on

nce of a
fives and
contains

ahd compares multiple metrics, it alloWws a detailed analysis of the performance of a classifier and is
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Figure 4 — Confusion matrix'and derived classification performance metricsl16]
\
:)' )
7.3 Equalized odds Q
R
Equalized odds means that an algorithm’s détisions are independent of a category A given the input Y}
N
A predigtor Y satisfies equalized odds,with respect to. category A and outcome Y, if Y and A are
independent conditional on Y A
S 70 .
UP(Y=y|Y=y, A=m) = P(Y=p|Y=y, A=n)

for all vajues'of ¥, all valuesim, n of A.

<

This implies that truepositive rates (TPR) are equal across demographic categories and false positiy
rates (FHR) are equakacross demographic categories.

(S

Note thdt this_definition allows the models to take demographic information into account. TPR [is
equal to [[1 niinus false negative rate (FNR)], so this also encourages equal false negative rates acrofs
demographic-categories. To see trade-offs between false negatives and false positives, comparing false
negative Tateamd fatse positive Tate carmm trelp:

7.4 Equality of opportunity

Equal opportunity means that an algorithm's decisions that Y=1 are independent of a category A given
the input Y=1.

A binary predictor Y satisfies equal opportunity with respect to A and Y if Y=1 and A4 are independent
conditional on Y=1. Formally:

P(Y=1|Y=1, A=m) = P(Y=1|Y=1, A=n)

for all values of m, n of A.
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This implies equal True Positive Rates (TPR) across demographic categories.

7.5 Demographic parity

Statistical parity means that there are equal prediction rates between categories. Demographic parity
(also known as group fairness) says there are equal prediction rates between demographic categories,
like ethnicity. Demographic parity, which is a case of statistical parity, means that a decision - such as
accepting or denying a loan application - be independent of a demographic attribute. Formally, given
demographic variable A:

P(Y:ﬁ|A:m) = P(?:ﬂA:n)
fdr all values m, n that 4 can take.

Parity does not capture cases where the output decision is correlated with one“of the groups or
aftributes being evaluated[1Z]l and there is no guarantee that thepredictions madewill be equplly good
fdr each category.

O
7|16 Predictive equality o ::”
Predictive equality implies equal false positive rates (FPR) across @.m\ographic categories.
Formally: \“\(/’
P(V=1|v<0, A=m) = P(P=1{720, A=n)

fdr all values m, n that 4 can take. &

WY
7\7 Other metrics \ X
Alternative metrics can include minimax fai-r}fess and Pareto fairness(18l.

\'S

8| Treatment of unwanted biq§\throughout an Al system life cycle

8{1 General -

Ap Al system or service tyﬁi\cally goes through a life cycle from the business need and inception stage,
through.design and devefopment verification and validation, to operations and retirement. The Al
ystem life cycle 1s)deﬁ1ned in the ISO/IEC 22989 standard being developed by SC 42[19], There|different
wlays a life cycle-isinstantiated for a specific service or product. This clause describes the |ife cycle
stages importantto this document only.

%)

I1} many Al$ystem implementations, parts of the system will be procured rather than developgd by the
sdme orgarmization. Recognizing this, different parts of this clause will apply to different implementation
contekts'and there can be intellectual property, transparency or commercial considerations thpt hinder
bjasidentification and reduction.

Supply chain risks related to unwanted bias can occur, in particular where there is no transparency of
source code, models, training data provenance or labelling processes. It can be beneficial to have bias-
related considerations added to any commercial agreement.

8.2 Inception

8.2.1 General

System requirements analysis is an important activity in mitigating unwanted bias. It is the stage where
the internal and external requirements are analysed, stakeholders of the system are determined and
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system goals are assessed. By this milestone, risks posed by the system have been identified, impact to
identified stakeholders has been assessed and stakeholder levels of engagement defined.

The considerations and potential requirements described in this clause are not applicable to the
treatment of unwanted bias alone. A formal analysis and a more complete list of considerations exist in
a set of international standards in the area of governance and management. These are being developed
by SC 42[19], and include:

ISO/IEC 38507120];

ISO/ EC 42001, l’lljcul lllbltl.Ull l‘:CLl’lllUl’Uy)’ Al (‘:l_.l[l.l,l.ul, l‘lll‘:Cl’l’lgCllLC an{l/llluyClllCll(‘: Dybt\:lll ( n
preplaration);
ISO/IEC 23894, Information technology — Artificial intelligence — Risk Management (in prepdyation)).

All activ
through

ties for bias mitigation are implemented based on the policy sét by the governing body arnd
management activity.

8.2.2

The identification of external requirements as part of system analysis activity is a normal part of the
systems flevelopment and procurement life cycle. Special eonsideration cafi he given during this proceps
to the following regulatory frameworks: )

Inter
upof
prov

Speg
the 3
HIPA

Data
mak
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Japa
Prot]
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18

The
stak

Noti
cons|

»
- )
xternal requirements XX

D

XS
\‘
national human rights, equality and indigenous rightsGnstruments that place obligatiops
entities to ensure that certain freedoms;for example‘heé provision of financial services, afe

ided without discrimination. <

\ »
ific laws and guidance relating to the provisionif technical solutions, for example regulating
ccessibility of software for users with differengabilities or regulating a specific sector (such as

Al21] in the United States). o
(

protection and privacy legislation[22] ean include provisions relating to automated decisioh-
ng. This can be supra-national, natioial or regional legislation. At the time of writing, examples
ta protection and privacy legislatioflinclude: California Consumer Privacy Act of 2018[23], the
hese Act on the Protection of Personal Information 2016[24] and the EU and EAA’s General Dafa
ection Regulation[25], \"*\

’

petition.and business la@}>
e examples ofpos/s.ikxl‘e types of obligations upon the accountable entity:

hieed for a risk @ssessment, that can include societal concerns from the perspective of affect¢d
cholders.

[ication to)users that they are subject to an automated decision, the requirement to gain explidit
ent and to provide a non-automated alternative when consent is not given.

Ensy

ring a certain level of auditability or explainability in the solution, in order to support analysjis

of a particular decision or event.

Activities to quantify or mitigate risks, such as collecting meta-dataaboutdata sourcesto understand
provenance and quality[26],

Provision for the meaningful involvement of a human in the decision-making process.

The equivalent provision and pricing of servicing for groups of people with certain characteristics.

This

can include the ability to demonstrate that equality is achieved in practice.
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8.2.3 Internal requirements

In addition to regulatory requirements, many other factors can contribute to a stakeholder’s desire to
mitigate bias, such as:

— internal goals, strategies and policies of an organization;
— moral or cultural values;

— avoiding societal concerns or reputational damage.

The analysis process can give special regard to five specific areas: the inclusion of trans-disciplinary
experts, the identification of stakeholders, the selection of data sources, external change and
specification of acceptance criteria including acceptable levels of bias.

8]|2.4 Trans-disciplinary experts

Whilst unwanted bias is a relatively new topic in the context of'technology, it(is'a well-understpod topic
1 the social sciences. As part of the requirements analysis.process (anddpdeed the whole sylstem life
cycle), it is relevant to consider the expertise available to fully mitigatespcietal concerns aboug bias and

—

a¢count for various perspectives. This can include: N
. S . . o
— social scientists and ethics specialists; )
. . . o
— data scientists and quality specialists; N
\

— legal and data privacy experts;
A4

— representatives of users or groups of external-stakeholders.

For example, the designers of a facial recoggit}'on system can place importance on the facd contour
fdature in their design and miss the fact thatthe contour can be (partially or completely) coyered for
pgople with particular cultural or religigqs backgrounds.A sufficiently diverse team is mor likely to
identify such limitations with designs, assumptions and/datasets.

2.5 Identification of stakeho!ders

8

Traditional ‘requirements apdlysis includes the identification of stakeholders. However, in [order to
cImply with aspects of thé-aforementioned regulatory frameworks and to properly mitigatg societal
concerns;-this traditional “definition of stakeholder can be broadened to include those dirgctly and
irldirectly affected/by\t‘he implemented system.

Bhsed on the types of data being used to make automated decisions, designers can further decompose
lifts of stakehalders into groups of people who are differently affected by bias in the systpm, have
different abilities in the use of the system or have different levels of knowledge and acdess. It is
importantto consider which biases, negative experiences or discriminatory outcomes can occjir.

These can be considered through a variety of participatory design or ethnographic methodg, both of

hich involve active outreach to-and discussionwith affected groups-Typically itisinsufficient to note
who can theoretically be impacted without direct input from those groups. Often, it is also insufficient
to have a member of the affected group (who possibly also works as part of the design team) assess how
that group is affected. Groups are not monoliths and one person cannot always appropriately represent
the range of perspectives possible.

Stakeholder identification and engagement can be included in a formal description and documentation
of anticipated areas of concern and potential consequences for affected groups, positive and negative.
From these, more qualified and quantitative requirements can be derived. A human impact assessment
conducted in later phases can then revisit these areas of concern and assess whether the concern was
successfully mitigated.
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8.2.6 Selection and documentation of data sources

The selection of data used to form either explicit rules within an expert rule-based system or data that
is used to train ML models, is an essential activity that has a significant bearing on bias.

In the case of explicit knowledge, it is important to consider the human cognitive bias already present in
those specifying the knowledge. Human cognitive bias can be present in a human judgement, that then
becomes codified in a rule-based system, then propagated for the full system lifetime at a larger scale.
Whilst it can be considered acceptable that such cognitive bias is present in a single human decision,
propagating that bias through automated decision-making can have a much larger impact.

Statisticgl Al systems that learn from data without explicit knowledge being specified sufferfrom
many risks. To the extent possible, collection can obtain data that is fair for each group, especially with
regards §o outcomes. For example, to reduce bias for a binary classifier, collected data can aim‘for equpl
ratios of positive to negative classification training examples for every group of interest.

Considerfation can be given to individual data sources to determine:

8.2.7
Attentio

Example

20

feat
proc
disty

Accy
ML 1
cert
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Timd
theiy
drift]
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Completeness. A data source that excludes certain records-because they d,o'%ot hold the sax:te
i

inpuf and whether these processes affect completeneig and accuracy. The location and environment

Ixternal change

res for all records can provide an incomplete picture-and result 1n defects in the training
ess. Publicly available data (for example, from the internet) is unlgkely to have equivalent
ibution across groups of people. &

)
racy. A data source that contains inaccurate data will propdgate those inaccuracies into gn
hodel. This can result in general accuracy-issues, but thesé-issues can also be skewed towardls
in groups of people, for example, those‘with less creditthistory.

ction procedures. It is important to understand thel{neage of data, how it is collected, how itfis

data records are obtained from-.can be conside{e g

liness. The frequency that the data records, are collected or updated can be relevant to ensufe
accuracy. Conversely,updating can re&hlre re-evaluating., A system that passes an audit cdn
out of conformity, espécially if the u_pdates come from a different process than the initial datfa.

istency. The consistency with Whlch input data\items (or labels) are determined can Be
rtant. For example, if a humari4s categorizing items that do not have a clear boundary betweg¢n
bories, different categorles\oi\labels can result from the same data.

W

-

SN
NN

" .
can be given te haw changes can occur in the use of the developed or procured system.

5 include:

Dep
mar

oyment of an existing system to a different environment, including different users, targgt
ets@nd data sources, can change the risks relating to the system.

system usmg an ML model to make dec151ons based on correlatlons establlshlng durlng the 1n1t1al
ML model training can suffer if those correlations change over time. This is known as data drift.

Use cases for the system can develop, either deliberately or organically, requiring re-assessment of
risks.

Societal norms change over time (for example, attitudes towards gender behavioural norms, ideal
body shape or smoking). Bias in Al systems can be re-evaluated to consider resulting changes (such

asto

metrics, risks, stakeholders or requirements) and those changes can be addressed accordingly.
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8.2.8 Acceptance criteria

Effective requirements are testable, in that when they are evaluated it is possible to determine whether
a system complies with them. Often, Al system performance is compared to that of humans. Still, it
is beneficial to be able to specify performance in a statistical manner. For example, stakeholders can
specify a limit for false positive or false negative decisions in addition to an overall accuracy metric.

Establishing acceptance in terms of specific system characteristics and the degree of their compliance
upfront allows for effective evaluation and decision-making.

Faitore—criterta—camr bethetower bourd—of acceptarnce; effect; setting ctearHmitsfor—= ceptable
performance for a model. Without these criteria being set and monitored,;an-Al system can‘drift such
that unwanted bias arises without being noticed or remediated. The manner in which a systém| fails can
also be carefully considered as a part of the design process to prevent extreme cases-of inwapted bias
ofcurring.

8{3 Design and development

8{3.1 General /Y

Models themselves can contain unwanted bias if care is not taker(tg prevent this. Human bigs can be
efcoded into ML systems through implicit assumptions that mal@e their way into the designl Thus, it
helps to identify and make implicit assumptions explicit. )

> |
11 addition to the content of this clause,~open-sourcestools listed in Annex A can assist with the
trleatment of bias issues in the design and developme?t process.

\ N

et

8{3.2 Datarepresentation and labelling e

8(3.2.1 General o
Alkey step in the development of an MIsSystem is in deciding how to best represent the trainirlg data in
fdatures that are interpretable by th€model. This is also called feature engineering and 6.3 describes
s¢me types of data bias that can affect this process. There are several often-implicit criteria that go into
this process, inéluding the criteriz by which data arejudged to be “good” or “bad” (for examplewhether
an overexposed photo can be Kept in a dataset). These criteria about which data records arelincluded
irf] training.data and what features are selected, can be made explicit. It is important to consfider how
the datarelates to the purpose of building the system, the process by which features are chosep and the
irldividuals that ar;choosmg features and their rationale (including any associated explicitly identified
$sumptions).It is important to evaluate the chosen features for any data and human cognitiye biases,
stich as missing feature values, unexpected feature values or data skew. Any of these can indjcate that
c¢rtain groups.or characteristics are not accurately represented in the data.

Qy -

Missing feature values can be the result of implicit bias in the data collection process, whidh can be
identified and mitigated.

Ir dCC}J lCal lllns CllsUl thlllD VVhClC fCClLbll Co CllC A>3 § CClLCd durlns Lralning, LUIIC\,L labc}o Clr Critical-
Annotations done by humans to create labels for the data can be prone to bias due to human cognitive
bias or errors arising from to difficulties in the labelling task itself. It is important to ensure the labels
are correct by both evaluating the labellers and the final labelled data. Additionally, even with correct
labels, the types of labels specified by the labellers can be the cause of unwanted or undetected bias in
the final model.

8.3.2.2 Using crowd workers for labelling

Crowd workers often annotate and label data to be used for the training of supervised ML. Errors or
human cognitive bias that manifest during that process are propagated into a trained model(2Z],
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Where crowd workers are used for data labelling it can be useful to understand the diversity and goals
of the people who annotate the data and how they are incentivised. For example, it can be considered
what success looks like for different workers, what they are paid for (quality or quantity) and the
trade-offs between time spent on task and enjoyment of the task, as well as their cultural and socio-
demographic backgrounds

Designers can develop tasks that account for human differences (and cognitive bias) in annotation,
for example, by using golden test questions with known answers or other forms of participant pre-
selection.

Clarity df nstructions, as well as obtaining fee
tasks, cajpn be important to reducing unwanted bias. Human variability, including accessibility, musdle
memory|and human cognitive bias in annotation can be accounted for by using a standard.set pf
questionk with known answers.

8.3.3 Training and tuning

8.3.3.1 | Training data V¥

In many cases, preparing or curating a balanced dataset cah occupy most of\t,he development time.|A
seemingly straightforward approach to bias mitigation is to'remove the elevant features that can lpe
responsiple for the unwanted bias directly. For instance; in a use case()z’nat automatically short-lists
candidates based on resume information, examples-of such feature§ Oan be ethnicity, gender and age.
At the same time, features that are relevant to the-use case ine tde experience, skills, qualificatiop,
certification and professional membership. While removing ethnicity, gender and age can appear fo
address the issue, other features, acting as_proxy variables,can indirectly reflect bias. For example,
features|[such as salutation or prefix (Mr/Ms/Mrs), or occupation can represent a proxy variable for
gender. Thus, removing only some of the obvious featurp(that are associated with unwanted bias dogs
not alwajys result in bias mitigation.-Other examples ef proxy variables include music tastes and age,
shopping patterns and gender, zip codes and race apd income levels, family status and gender, educatiqn
(which upiversity or college a person graduated f{t)m) and race, weight or height and gender etc.

Data-based methods can be used to mitigatQ:bias in the training data. Data re-weighting, for example,
can up-weight samples thatialign with an objective. Such techniques include:
N\
— Sampling techniques to measure\th"e representativeness of samples from different sources so thpt
seleqtion biasis identified andanitigated;
3

— Stratification-sampling tQ ‘overcome a rareness phenomenon. Stratified sampling can be used by
incr¢asing the relatived¥equency for the positive cases as compared to the negative cases. This cdn

be dpne using severaltechniques including synthetic minority oversampling techniques (SMOTE)
(281,

1

— Car¢fful features selection in cases where sample features have strong correlation with the bias fo
be excluded-(e.g. gender or colour).

Another japproach is to find out the amount of unwanted bias present in the data and offset the bigs
from the Tesult. USINg a Series ol Steps, It 1s possible to 11ind out the feature contribution and the relative
significance of each feature in a model’s prediction. It is possible to then offset all the influence by a
feature causing the bias. The process of determining relative feature significance can include the
following:

— Iterative Orthogonal Feature Projection (IOFP). Given the input and output to an ML model, the
method seeks to produce an input ranking that corresponds to the Machine Learning system's
dependence on each input in its decision-making process and thus can detect bias involving certain
features(22l,

— Minimum redundancy, maximum relevance (MRMR). Feature selection identifies subsets of data
that are relevant to the parameters used. One scheme is to select features that most strongly
correlate to the classification variable whilst also being mutually distant from each other. This
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scheme, termed as Minimum Redundancy Maximum Relevance (MRMR) selection has be
to be more powerful than other modes of feature selection[30],

en found

Ridge or LASSO regression. LASSO and Ridge regression are linear regression methods with

regularization to prevent overfitting to training data. These techniques are also used to assist with

feature selection[31],

Random forest. Random forest is an approach that combines several randomized decision trees

and aggregates their predictions by averaging. This technique has shown excellent performance in
settings where the number of variables is much larger than the number of observations(32l,

T

pte that although these approaches have been used to perform feature selection or feature'r
ey are not always directly applicable to determining biases present within data.

3.3.2 Tuning

as mitigation algorithms have been created to attain various)objectives. Bids 'mitigation al
Iso sometimes referred to as fair algorithms) can be classified as follows: o
3
Data-based methods, such as the up-sampling of. under-represefited populations or th
synthetic data. R¥a

Model-based methods, such as the addition of regularlzatldyr terms or constraints that
an objective during optimization, or representation 1earn1hg to hide-out or reduce the e

specific variable. \e

Post-hoc methods, such as identifying group- spec1f1c decision thresholds based on f
outcomes to equalize false positive rates or other relevant metrics.

kamples of bias mitigation algorithms that are @}fﬁ)lied are:

Disparate impact remover: A pre- procesmng technique that edits values that will be used as
in such a way to reduce different treatiment between the groups.

Individual bias. detector and rel'ﬁaver A techniquie that creates a new ML model for in

in the disfavoured group receiving a different decision as compared to similar individu3

favoured group. Sometime&it can apply different thresholds for the positive classificatid
Ay

roups.
g p Q\

Decoupled classifiers™ A technique to train a separate classifier on each group. The
classifiers can;:qmvalently be thought of as a single classifier that branches on the group f

differencesin classification statistics between groups.

Transfer learning: A techniquel23] to mitigate the problems of low data volume for grou
there'is a smaller population of data.

8

blevance,

borithms

e use of

enforce
ffect of a

redicted

features

lividuals
1Is in the
n across

separate
eature.

Joint loss furiction: A technique to capture group parity by using a joint loss function that penalizes

bs where

2% ag abmethod itientehi

One method for mitigating bias is to incorporate an adversarial unit into the model’s architecturel34,
In these methods an “adversary” is predicting some property or characteristic defining groups towards
which fairness is desired. The output from the model for which bias is being mitigated is the input to
the adversarial model. The weight update for that model is then modified so that in addition to being
optimized for the task it is performing, it is also reducing the amount of information it makes available
to the adversary useful for its prediction. The net effect of this system is that the system learns how to
perform its task in ways that are orthogonal to the characteristics for which bias is unwanted.
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8.3.5 Unwanted bias in rule-based systems

Diversity in the background and experiences of the designers along with leveraging transdisciplinary
experts (see 8.2.4) can help in reducing chances of introducing unwanted bias into the design of a
system. For instance, consider a system for automatic identification of potential smugglers with hard-
coded rules based on the knowledge of a few very experienced subject-matter experts. If the subject-
matter experts are mostly experienced in a particular smuggling area, use of the system in a different
area can result in an unintentional profiling of specific classes of people. This in turn can lead to a
systematic difference in how these classes will be treated relative to other classes in the new context. A
common consequence in such a scenario would be imbalanced chances of flagging someone mistakenly
between|different cohorts.

8.4 Verification and validation

8.4.1 (eneral

The verification and validation of a newly developed ML model can identify andsmitigate potentipl
unwanteld bias prior to deployment. A hold-out dataset obtained from a data:\.éburce independent
of the tfaining dataset is typically used in verification and validation. This{safeguard for model
generalizability is also important for safeguarding against'any unwanted.biasimplicit in the training
dataset. [n general, any steps taken during dataset processing and mod(‘ﬂ\training would be beneficipl
to apply fo the validation data and procedures where applicable. \“\/
Whilst vrification of ML systems is undertakenintensively using training and testing datasets (s¢e
8.3.3.2), |t is limited to verification of the results'based on selection and variation in the data available.
An Al sygtem can be evaluated in a specific. context. Having«separate teams working on training and
evaluatign, a common practice in software development;. ¢an also avoid the influence of individupl
cognitiv¢ bias.

%

\
The investigation of apparent defects in the model*can reveal why it is not maximizing for overgll
accuracyl The resolution of these defects casy‘t'hen improve “overall accuracy. Datasets undejr-
representative of certain groups<(see 6.3.4) caiibe augmented with-additional training data to improye

N
Softwarg testing traditionally relies upgn*a “body of knowledge used as the basis for the design of tesfs
and test|cases”[23], The success of any empirical testing activity is typically limited by the degree fo
which the surrounding requiremeliljl%s'or risk management processes have explicitly identified potentipl
unwanteld bias or'sources of unwanted bias. Further information on risk management in relation to Al
is outlingd in Annex B. <N

AN

The techhiques usuallynmeasure the sensitivity of outcome to a sub-group not explicitly included with|n
the input data (see@-3.3.1).

Bias in Al syStems is measured in comparable ways to how other properties such as aggregate
performanee‘is measured. However, aggregate performance metrics against the entire test set does npt
necessarfilyrindicate whether unwanted bias is present in the model. Overall metrics in the confusidn
matrix (see 7.2) can appear to work well on the entire set. However, calculating precision and recall
on subsets of demographically important or certain categories can often reveal bias such as lower
accuracy for one identified gender over another, or lower accuracy for a specific demographic group.
These differences in performance likely indicate that undetected bias is present at earlier stages of the
development process. For example, a certain group can be under-represented (see 6.3.4) in the training
data. This subclause is meant to apply to development of new systems, to deployment of existing systems
and to evaluating whether systems maintain quality over time. A change in the relationship between the
expected and actual input data can be cause for evaluation. Evaluation can also include the outcomes
of deployment on system users and bystanders (such as people or objects who are incidentally present
but are not the target or subject of an Al system deployment). For example, a system that is unfair with
respect to gender and ethnicity independently can be fair towards a specific combination of the two.
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8.4.2 Static analysis of training data and data preparation

Analysis of training and production data can reveal data bias, such as that described in 6.3. Clustering
and visualization methods on the training data, derived features or resultant predictions can help
detect imbalances or potential bias in the training data or system.

Evaluators can identify the profile of the training and production data and validate whether the spread
of a certain variable represents the expected real dataset. An example of this is identifying that records
of a certain age group have been used for training, when a different spread of ages is expected in real
datasets. This activity can aim to validate the potential for selection bias, sampling bias and coverage
bfas, but cannot do so exhaustively, as it is [imited by the knowledge of the evaluator.

EValuators can identify stages in the data preparation process that can potentially-intrfoduce bias
through “missing data”. For example, if specific data items are not available consistently acrosq an input
dptaset, engineers can impute that information for the remaining records or they.can’'removg it. If the
alpsence of that data item is correlated with specific groups of records, this can sesult in unwapted bias
that would not normally be detected in model testing.

8/4.3 Sample checks of labels re

The risk of incorrect labelling described in 6.3.3, that is, human_abellers incorrectly specifying the
lflbels for a set of input data then used to train the model, can bg\assessed through sample ¢hecks of
bmitted labels. g

Labelling based on expert judgement can (be more Complisat\ed to evaluate. Double-blind revjiews can
be conducted, or consideration can be given to the evaluation of multiple experts, in order to agsess the
qhality of the initial label. &
. . X

8{4.4 Internal validity testing '\

&

p—

rfiternal validity testing evaluates the corrélation between individual input data items and thle system
htputs. Internal validity testing then reviews whether these correlations are adverse in the dontext of
pecific requirements.or acceptance lc(.‘ri'ferla

©w O

This process relies'on the data items that cause unwanted bias to be included in the input datd domain.
t|can detect bias'in models an@their interaction;-such as model expressiveness described in 6.4.7.2,
npn-representative samphng ds'described in 6.3.4 or data processing issues as described in 6.3.6.

—

»
This can'include evaluation in a fully integrated environment, in order to detect any unwantdd bias in
the data collection erpreparation activities used during Al system development. Integration|can also
detect non-represénfative sampling. For example, the data collected in an integrated environment can
hfve varying characteristics such as lighting levels or sensor update frequency. Those variations can
ifffluence thefinput data to the Al system.

8{4.5 _<External validity testing

Ekxteérnal validity testing can involve re-evaluating prior observations using external data souices. This
is a useful technique because it can detect many types of unwanted bias that have been described in
this document, including indirect bias. The aspect of the input data the indirect bias relates to is not
explicitly contained within the features but is a second-order derivation[3¢l.

For example, some media reports of Al bias[3Z] have focused on research that correlated model outcomes
with census or postal code data to results in order to illustrate disparity of outcomes.

External validity testing can also include integrating new input data and validating that the results are
consistent with internal validity testing.

External validity testing is particularly important for indirect bias introduced by proxy variables. If a
model designer attempts to mitigate bias by simply removing demographic information from the input,
unwanted bias is likely to still exist through proxy variables. For example, the model can perpetuate
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“colour-blind” racism[381[39]) a sociological concept that describes how claims to not “see” a person's
skin colour prevents understanding and addressing the persistence of racial inequality in society. To
avoid this outcome, external validity testing can in fact include demographic data originally excluded,
or an exploration of the effects of the proxy variable. Deeper inquiry can be conducted to understand
why such proxies exist and whether the purpose can be fulfilled without it. External validity testing can
include qualitative data that demonstrates disparate impacts of the same classification. For example, if
a certain model is used to identify people before boarding an airplane, the emotional harm of a false
negative can be greater for those groups stereotyped as likely “terrorists” than for other groups. In this
context, integrating input datasets with additional data points can be useful to properly evaluate the
system farunwanted hias

8.4.6 User testing

Testing yvith different types of end-users can be helpful when a user’s interaction with,the system
influencg¢s outcomes and predictions in a fashion correlated with the user’s' membership-efa group.

Evaluatipg user experience in real-world scenarios across a broad spectrum of users, use cases ar d
contexts|of use is a useful technique to detect unwanted bias in'model 1nteract,10ns (see 6.4.7), data
processihg issues (see 6.3.6) and issues with the data labels (see 6:3.3). o1y ¥

O\
8.4.7 [IExploratory testing D

System developers can organize a pool of trusted, diverse testerswl)‘o\ can act as adversaries to tept

the systgm and incorporate a variety of potentially-harmful inputSiinto unit or functional tests. Thiis

can helpfin uncovering unanticipated ways that a system can betbiased, especially if the pool of testefs

includes [representatives of groups which can'be impacted by the system and who can be its end-users.
WY

8.5 Ddployment X

8.5.1 (eneral & )

Once deployed, proper training and supporé\‘for the Al system!is important for the users to enabje
effective| use of the product. This includes-guidance for(system developers on what constitutes
appropriate and inapprepriate deployment of an Al system. For example, an attention tracking system
can be pprceived as inappropriate if P.séd in an educational system to monitor student behaviour, bt
that can pe different if the same system is used as a research tool in a psychology experiment.

Deployed systems'can also 1nclude guidance for end-users. For example, it is desirable that recruitef
using a Hiring recommenda‘tmn system understand the capabilities and limitations of the system. Bo
Al develgpers and end-users can be made aware of known areas of unwanted bias. This can be achievg
through H'transpareney tool (see 8.5.3), that contains information about the data the model was traing
on, distrjbutions for populations of its false positive and false negative errors and other associate
informatfion.

72}

[eFePyeNgay

Data subjects, the people to whom the training data refers, are not necessarily users of the system. They
do not n¢éd\training, but they can be informed of any bias within the system that can impact them, |n
language appropriate for the context. Failures in either training or support can result in additional bias
that can be difficult to detect earlier.

8.5.2 Continuous monitoring and validation

Models can lose performance over time. Performance degradation can be attributable to changes in
the environment, such as societal trends, practices and norms, emerging new behaviours, changing
input population composition and changes in requirements. Further, a system can be biased towards a
historical position[1Z],

Ongoing performance, using the techniques in 8.4, can be monitored when the system is deployed.
This includes checking the performance of the system, for example outlier results, using visual data

26 © ISO/IEC 2021 - All rights reserved


https://iecnorm.com/api/?name=a61732d58bdf640de3e02ab5bf1b7bf0

ISO/IEC TR 24027:2021(E)

exploration and techniques for assessing bias and fairness, including automated means. See Clause 7 for
more information about measurement. If indications of unwanted bias are present, the system can be
retrained or re-engineered. Monitoring is a known process in many industries that leverage automated
decision-making in their processes. For example, in banking, scorecard models are being developed

and introduced along with their approved monitoring processes. Monitoring processes can no

t only be

applied to accuracy and performance of models (or systems) but can also be used for identification and

tracking of unwanted bias in systems or models.

8.5.3 Transparency tools

T clarify the intended use cases of ML models and minimize their usage in-contexts for whie
npt well suited, released models can be accompanied by documentationdetailing theirpe
characteristics. Model transparency tools can provide a framework for-transparent reporti
model provenance, usage and fairness-informed evaluation. Model documentation carinclude

qualitative information, such as ethical considerations, target users and usé'cases;

quantitative information, consisting of model evaluation that is dlsagg'regated (split a
different target subgroups) and intersectional (including evaluationon multiple subg
combination, e.g. ethnicity and gender). See Clause 7for further 1nf6rmat10n on metrics;

data information, if possible, that can be formalized as a dataﬁ’a’nsparency tool.

T
it

he usefulness and accuracy of a transparency tool relies on the integrity of the creator(s) o
itkelf and can be stored as documentation 6r theta-data asseciated with each model. Model car
ohe transparency tool among many, that can include, for-€xample, algorithmic auditing by thir
(both quantitative and qualitative), “adversarial testing” by technical and non-technical ana
nfore inclusive user feedback mechanisms (see 8.4:6))"

(hen using (or providing) third-party modelsand applications (also known as Al as a s
achine learning as a service), “FactSheets"{i] can be used to increase transparency and trus
stich offerings.

W
Jos

they are

:jormance

hg of ML

ross the
roups in

[ the tool
1s[40] are
d parties
ysts and

brvice or
t around
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A.1 Example 1

Consider{an algorithm that is used in the loan application process, to make a prediction as tofWhether
the applifant represents an acceptable risk or not.

A desira
without

A hypot
“accepta

loan offi¢ers determine whether applications represent acceptable risks. Over the course of many years
this humjan-driven process can result in 25 % of applications from immJ rants being rejected. Prior to
e

testing t
negative

than falge positives, that demographic parity and’ equality of.opportunity to within 2 % would be

sufficien

In afirst

of immigrant applications, but only 10-% of non-immig
from and is emulating human decision*making and.swhtle the algorithm is performing better than tle
historical human-driven process, it fails the demogpaphic parity test and is rejected as unsuitable. After

removin

Table A.Z in this annex. In these tables, a positive condition represents a creditworthy applicant and|a

negative

Annex A
(informative)

Examples of bias

ble Al system would correctly predict whether the application represents amacceptable rigk
contributing to systemic exclusion of certain groups.

e
netical example of an incorrect prediction would be (rejecting a loah}application from gn
ble risk” candidate. In such a scenario, an Al system is aiitomating ap existing process in whi¢h

-

heir algorithm for bias, it was agreed, given the existing leve §\£ societal bias and since fal
5 (i.e. rejecting applicants who were, in fact) creditworthy)were considered more importapt

L to accept a prediction model as “unbiased”.
A4

version, the Al system, in operation‘and trained (zalfprevious loan applications, rejected 20 Yo
nt applications. The Al system has learngd

b sensitive factors fromi\training data,’the new model performed as shown in Table A.1 and

condition represents a credit riski\%
N

>

Table A1 — Confusior\ﬂlzltrix for immigrant applications in Example 1

‘:‘\ True condition
TOtaltil:) (:lpula-/‘ A“Condition positive Condition negative Total prediction

<5 Predictiog 88 0 88

2.9 positive

O 4= R p

S 3 Predlct_lon neg- 2 10 12

L85 ative

[~

Total condition 90 10 100

TPR =098 TNR =1,00 ACC=098
FPR=0,00 FNR =0,02
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Table A.2 — Confusion matrix for non-immigrant applications in Example 1

True condition
Totalti;:) (:1pula- Condition positive Condition negative Total prediction
g Predgc_tlon 89 1 90
e positive
< 5 Prediction
o5 - 1 9 10
o= negative
5
E Total condi- 90 10 100
tion
TPR =0,99 TNR =0,90 AGC=098
FPR=0,10 FNR = 0,01

Demographic Parity holds. And since the TPR for immigrants lies within-2 % of the TPR
ithmigrants, also Equality of Opportunity holds. Therefore; according to th.etﬁias criteria estak
agdlvance of testing, the new models can be considered unbiased and are,rgady to be deployed.

Rt
\ S

A2 Example 2 N%
11 another hypothetical scenario, the business wants to am)l%} Al in order to enter a new
area based on anonymized data it believes'to be useful, but that does not provide full insi
feditworthiness. The business decides.to'use Demographic Parity as a metric to determine th
of unfair bias in the trained model, setting a threshdld-of 1 % difference in order to accept th
Tests on the Al system reveal that it rejects 30 % of applications - regardless of immigratid
Eyen though the Al system rejects far too maS applications, this is not tied to any specif]
a

h

et

(@)

cording to their choice of metric and threshpld, the model islunbiased. The business decides
gh overall error rate is.an acceptable yisk-to take given the marginal cost of entering thi
space is low, it can be worth the price of attomation. However, this decision can be quite conti

Since the rejection rate for immigrants lies within 2 % of the rejection rate for non-immigrants,

for non-
lished in

business
bhts into
e degree
e model.
n status.
c group;
that the
5 market
oversial.

br example, in the setting in Table A:3“and Table A.4, the'model indeed satisfies Demographiic Parity,

F
but fails every other test of algorithg‘ﬁc fairness defined'in Clause 7. It also performs appreciably worse
ir] terms of accuracy for immigrag@it versus non-immigrant populations, leaving the organisatiop open to
a¢cusations of discrimination.\‘ =
Table A.3 —~~Confusion matrix for immigrant applications in Example 2
P True condition
Totalti[:)(:lpula- Condition positive Condition negative Total prediction
= = Pred!c.tlon 65 5 70
) positive
£E prodion
g5 | Predictionneg 15 15 30
= O
~ = | Total condition 80 20 100
TPR =10,81 TNR=0,75 ACC=10,80
FPR=0,25 FNR =0,19
29
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Table A.4 — Confusion matrix for non-immigrant applications in Example 2

True condition

30

Totaltilz)(:lpula- Condition positive Condition negative Total prediction
'g Pred}c.tlon 65 5 70
S positive
= & - .
0.9 Prediction
S E i 5 25 30
:5 5 negative
E lotal_ condi- 70 20 ™
tion
TPR=0,93 TNR =0,83 ACC =0,90
FPR=0,17 FNR =0,07
e
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